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o RXAYR—LYF—N—-DIPT7FrLZX

e NTPH—N—D IP 7 FL X FIIXFHE

e RXAYFE-RFXA>®D NetBIOS &

« 4B E - Kerberos $EiF &

o PUT4TRXA1>DFQDN - Z2E#i K X1 V&

5E:

o LinuxVDAZ A > X b—JLT3ICIE. LiInuX IS Y TURS MUAELCBIMINTWS Z 2R L
F9,

e Ly g ERHTSICIEK. XWindow Y RXFLAELVTRI hy TBENRTI VA L—=ILETNTWSC
CEMRLES,

e D=0 JN—=TEBIETIAIPTRRAMVETY, CHEADRBEADT—IJIL—TZ2AREZIAITBIC
iE UTOFIRICHE > TEE L,

a. Linux VDA ¥ > T. /tmp/ctxinstall.conf 7 7 1 L= ER L £ ¢
b. Tworkgroup=<your workgroup>; £ W3TZ2 D7 7 JLICEBMLT. TEERELEFT,
T. Tyourworkgroups 37— IL—F&TY,

+ Centrify T3 27 IPv6 DNS#mEH#R— bt LTWEHA, adclientTAD H—EXEBIHKRET
B3Izt IPv4 ZEE T % DNS 4 —/—#/etc/resolv.conf icbB< 6 1 DIEEL TULWIRENRHD
F9,

mEo

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet 1is not known by AD.
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: We guess you should be in the site Sitel.

<!--NeedCopy—-->

Com&EIF. Centrify 5LV ZOERICFEDOHDTYT, COMBEMBRT SICIE. ROFIBERITLET:

a. FXr>aryrO—>—0 [BEEY—I] ZEZTFT,
b. [Active Directory Ot hrH—ER] ZERLF T,
C. [H7xy ] o#ENBRY TRy b7 RLIAEEBMLETD,

« VDA Z45E D OU ICIBINT B ICid. ROFIEZRTLET:

1. BEOOU R RAA YAV PO—S—ICHFEETR e Z#ERLTLET L,

OUDfle LT MFORIZU =223y bEERLTLIIET W,
ALUIVE LITRCLOTY USETs af

Wew

m & O XE

File Action

i =

Help

] Actrve Directory Users and Compute

Saved Queries
4 F4 wdlocal
I+ Builtin
Computers
2| Domain Controllers
FareignSecurityPrincipals

Managed 5ervice Accounts

Ueers
4 |3 Linux
b 2l redhat
2| suse
2| ubuntu

Hr &
Uas U185

2. VDA T/tmp/ctxinstall.conf 7 71 JLZER L £

gl

3. Tou=<your ou>] 7% /tmp/ctxinstall.conf 7 7 1 JLICEBML £9, T, Tyourous IEHRD

OUTY,

OU ofEiid. AD DFEICE>TERD ET, ROKREZBRL TS,

SSSD

ou="

Centrify PBIS

ou=" ou-=

OU=redhat,0U=LinuxdU=redhat,0U=LinuXD.LOCAL/Linux/redhatiux/redhat “

0S Winbind

RHEL 8 ou="

RHEL 7 ou-=
“Linux/redhat

Ubuntu ou=
“Linux/ubuntu

SUSE 12.5 ou=" Linux/suse”

ou=
“Linux/redhat
ou=
“Linux/ubuntu

“

ou=" Linux/suse”

ou=" Oou=
XD.LOCAL/Linux/redNatiux/redhat “
ou=" ou=

XD.LOCAL/Linux/ubuthfatix/ubuntu
ou=" ou=" Linux/suse”
XD.LOCAL/Linux/suse”
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0S Winbind SSSD Centrify PBIS
Debian ou=" ou=" ou=" ou="
Linux/debian” Linux/debian” XD.LOCAL/Linux/debiamix/debian”

o LinuxVDA7.16 Tlid. BHEAEr VI b—)Lid. EaT IPv6 ZHR—FLTUWET, UTDO& S BEiRE Y
CHIREENHD ET:

- BEVOII VAT IPV6 Ry b T —UVBHATHRELRNY T —J%2 42O RFRTEFBL5I1C.
Linux YRS bUZRETIHBENHD £7,
- Centrify iZ. Ea7 IPv6 %y hT—UTIdHHR—FINTLEE A

A
CERDORY hT—=0HE T IPV6 T IRTOANNDETZ IPV6 XX TH 3355, VDA 1L IPv6 %=
£/ L T Delivery Controller ICERL & T, CERADRY FT—UHIPV4 & IPv6 DNA1T Uy R

B TH 355, DO DNSIP 7L XDOBHEICE > T, IPv4 Z73 IPv6 0 &5 SHERICHERT
N3HMHRED XY,

o RXAVIZBMEE3ARE LT Centrify 2:%8IR9 3154, ctxinstall.sh X2 7 + T Centrify /X4
—JUHBRETY, ctxinstall.sh T Centrify Xw4s—C%EBT35EIE2E0HD XY,

- B8 YR =L 1Y E—Ry b5 Centrify /Ty —UEEBTY YV O— KT 3@
5%F, FrARUE2—>3> 0 URLIFROLBEDTY:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- Centrify Xy r—o#0—AlT« LI bUDBEELEY, Centrify \wsr—207sLobU%E
BETBICIE. ROFIEZETLET:
a. Linux VDA #—/N\—T/tmp/ctxinstall.conf 7 7 1 LABEE L TORWVBEIZER L £ 95
b. Fcentrifypkgpath=<pathname>) t W51F2 D7 7rJLICBML £3, C T, Mpath namey
IFINRETY,

5
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cat
set
1s

/tmp/ctxinstall.conf

“centrifypkgpath=/home/mydir”
-1ls /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r-—-r—-—-r—-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r——r-——r—-—. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r-—-r—-r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm

1888 -r--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 dinstall-

express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 tinstall

.sh

12 -r--r—--r--. 1 root root 11166 Apr 9 2015 release-

notes—agent-rhel4-x86_64.txt

4 -r——r——r—-—. 1 root root 3732 Aug 24 2015 release-

notes-da-rhel4-x86_64.txt

4 -r——r——r—-—. 1 root root 2749 Apr 7 2015 release-

notes-nis-rhel4-x86_64.txt

12 -r--r—-r——-. 1 root root 9133 Mar 21 2016 release-

notes—-openssh-rhel4-x86_64.txt

<!--NeedCopy—-->

o RXAvICBMEE3ARE LTPBIS #8R¥ 3184, ctxinstall.sh X& U 7~ Tix PBIS /Xy or—on
WMETTY, ctxinstall.sh TPBIS Xwsr—C#BVET25%IZ 2O HD £

- BEAVIM=IE AV 2—2xy bH S5 PBIS Ny =288 T >O—RT370IC

To TAAMJE2—23 > D URLIBRDESDTY:

5%

RHEL 7/CentOS 7/SUSE 12.5: wget https://github.com/BeyondTrust/pbis-
open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64

.rpm.sh

RHEL 8/CentOS 8: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.rpm.

sh

Ubuntu/Debian: wget https://github.com/BeyondTrust/pbis-open/

releases/download/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.

sh
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- 102 —%y rH5 PBIS Ry T—SORFEDN—Ta Vv 2BELET, JoodIicid. /Jopt/Citrix/V-
DA/sbin/ctxinstall.sh 7 71 L& TpbisDownloadPathy 3%#2Z&EL T PBIS /v —>® URL %
BELET,.

Fle LT UMTFTORIU—r a3y bESRLTETL

[pbisDownloadPath_RHEL="https://github.com/BeyondTrust/pbis-open/releases/download/8. )/pbis-open-8 506.linux

pbisDownloadPath_Ubuntu="https://github.com/BeyondTrust/pbis-open/releases/download, 3.0/pbis-oper 0.506.1lin

FIE2: NAIN=N1AH—DEME

YR—EINBNAN—NAHF—LTRETS > LT LINUXVDA #2179 385, WS OHDEENNRETT, {F
BIB3NTN—NAHF—DTS Yy rTH—LICEDLET. ROEEETVET, RT7ZXLZJILN—RKI 7 TLinux <
OUERITIZHEE. BEEIBEHD FH A,

Citrix Hypervisor TORZIREADIEE

Citrix Hypervisor O BZIE AN B BRIEE. T2 h O ZEREWK Linux RE< > > T NTP & Citrix
Hypervisor OEAHNY AT LADOREEEELELS L TR CHRRACADBEIRELEF T, AT LDEE L i
DY —N—DERE ORIEAVPEHONZDZEH <CICIE. FELINUX T X DY X T LDOERBN NTP EH T3 HBELH
DFEY, COBE. R FORZRBZENICTIVELNHD T, HYM E—RTIF. ZERIBEHD FEA.

—&®d Linux ¥« A U Ea—>3 > TlE Citrix VM Tools 11 » X b —IL S - ZERAEK Linux h—RILER
FLTWBIEE. Citrix Hypervisor ORZIFRMRKEENTZET 20 Sh . Linux RETS YRTEMICHE>TWL
BSOSO B TIEHT:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZERLET:

o 0- FFZIEHAMRED B RIIC R > TWB Tcsd, EIICTBIHEDDHD FT,
o 1-BZIFHEEDEMICHE > TVET, CNULEDREIIBREDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEE L BWSE. UTOFIBIZHEHD £H Ao
BIZIB R RENN B MNIC R > TWVWBIBEIE. T71JILIC Tl CESIRAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXGHL. BEBEBOLERIETSICIE. [etc/sysctl.conf 771 ILEREL T, XOTEZEMLET:
xen.independent_wallclock = 1

CNODEEEHRT 37O, ROLSICL T AT LZERELEFT:
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su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COIXRVERIF1ZERLET,

Microsoft Hyper-V TOEZIEEIDIEE

Hyper-V Linux i % —E XH 1 > X k=)L 3 hiz Linux [RE8HR X b TlE. Hyper-V 0BSZIEHAEE % #8/A L TR
AbFRL=T A VI RTLOEEZMATEEF T, Y RTLOFHEZ ERGKETHERTBICIE. NTPH—EX
EEBICTOWBEZRMCTZHEDHD T,
BEARL—TA VI RATLT. ROBIEZITVET,

1. HyperVI®x—2v—ZzBEE7,

2. Linux RIS VORET. [HEHY—EX] ZERLFT,

3. [BHZIOREA] AR TVWB e 2B LET,

7

CDOF#IF VMware & & U Citrix Hypervisor 0iz& L I3E4 D £3, VMware & & U Citrix Hypervisor

TlE. NTP L DBA LT B70I0K X F OBZIFABEENICL £ T, HyperV 0BZIERIZ. NTP L itz
L. NTP OBZIESEHET 5 LA TSI £ T,

ESX & & U ESXi TORZIRADIEE

VMware OB ZIEREEED B HIZE. ThENOEREWL Linux (RIS > T NTP e NI N—NAH—DEH
PORTFLOREZRALELSCTEENRREBADBEIARELF T, PR TLORBE MO —/N—DRE
ORANKONZDER <CICIE. & LINUX T X DO R TFLORD NTP LR TZ3HENRHD £T. ZDHA.
R FORZIEREZ BN T I2HELNHBD X7,
VMware Tools % «f > X b —JL L 7= RETERAEN Linux H—ILERTL TV BRIFEIE. ROBREEZTVET,

1. vSphere Client B %9,

2. Linux RIS v OREFRELET,

3. R >O7ONT«] FATATRYIRT, [FTF>a>] 470Uy o L&Y,

4. [VMware Tools] ZZERL £7,

5. [##l] Ry RT. (KRR R NERIZREE] Fxv IRy IRZFTICLET,

FIE3: (Ubuntu 16.04 0550 #A») OpendDK11 %1 > X h—)LE 3

Ubuntu 16.04 T. xOFIE%25TLTOpen)DK11 Zr> X b—JLLET:
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1. https://jdk.java.net/archive/h5&#H® OpendDK 11 24— >O— R LT,

2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzd<x>Y R#XTLT. #4o>vO0—~K
LenNvsr—2zRALEY,

3. (#7>ay) mv jdk-11.0.2/ <target directory>av>R%#xRfTLT. OpenJDK & —
TybrTa LI MIICREFELET,

4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 2000  R%EETLT. Java S E1 L%y 7y FLET,

5. java -versiondvx Y RERTLT. JavadN—Ta>ERIAL £,

FlE4: Linux VDA Xy 7r—> 045 >0O—R

Citrix Virtual Apps and Desktops H —E XD AT > O— RR—JIZBEIL £9, @R /N—2 3 >0 Citrix
Virtual Apps and Desktops #EB L. Components #2)w o LT, EAFOD Linux ¥4 A JUE2—>3>
IZXe 3 Linux VDA Rwr—S% 45> O0—RLET,

FIES5: Linux VDA Xy —2D41 YA k=)L

Linux VDA 0iREBEZ Yy b 7w 79 3ICI3. ROOATY RERITLET,
RHEL &' CentOSF4 A MU Ea—>3>

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian ¥+ X kUEa—>3>
sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get dinstall -f
<!--NeedCopy-->

pE

Debian 74 A U E 21— a VICKRBRKERGEE 1 > X F—ILF 3ICIE. [etc/apt/sources.list 77 1L

icdeb http://deb.debian.org/debian/ oldstable mainfzEmML %9,
SUSETF+ R MUE2—> 3> 055!

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FJg 6: Runtime Environment Zzt v ~r7 v 7L TA VA —ILERTTS
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PN
SURALREZEY b7y FI3E0C. en_US.UTF-8O047 —ILA'1 VX b=)ILTNTWB & Z R
¥9, OSicCoOr—ILhmWigald, sudo locale-gen en_US.UTF-8Ov Y REERITLET,

Debian ®i5&(E. # en_US.UTF-8 UTF-8ftnax> ~%f@kkLT/etc/locale.gen7 71l
ZHEL TN 5. sudo locale-gendv > RZEITLET,

Linux VDA Xy =201 > X k=)L, cixinstall.sh X7 U 7 +&ERL T RITREEEBRLET, CORY
U7 WMEE—FERBYALY FE-—RTEITTEET,

pa o
YA XA 2TMB 28 % 3.NET Core S 21 LA >O— R, BRI VA M—IHARELBEVWESICEX
ZBELBDFT, AU >O— ROETRRICOWVTIE, /var/log/ctxinstall.log THREBL £7,

MEEE—R:
FIWERERITTSICIE. ROOATYRERITL. 7AVFRCCICEENSA—2—%2ANILET,

sudo /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

ALY FE—FR:

ALY M E—RTHEASA VI EFERT 3ICIE. cixinstall.sh XTI 381ICUTOREBEHEZREL
ERS

o CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA 4 —N\—D7HKX N ZEEEL £75

o CTX_EASYINSTALL_DNS=ip-address-of-dns-DNS o IP 7 R L Z,

o CTX_EASYINSTALL_NTPS=address-of-ntps - NTP #+—/\—® IP 7 B L R £/ EXFFIBo

« CTX_EASYINSTALL_DOMAIN=domain-name - R X1 >® NetBIOS &,

o CTX_EASYINSTALL_REALM=realm-name - Kerberos $gi5i &,

« CTX_EASYINSTALL_FQDN=ad-fqdn-name

+ CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - Active Directory ®
SABAEEBELET,

o CTX_EASYINSTALL_USERNAME=domain-user-name - B X VICBIMIE37DICERAINS R X
11— —DEFIZzHEELE T,

« CTX_EASYINSTALL_PASSWORD=password - K X1 VIZBMIE3HICFERTINZ R X1 >a—
—DNRT—FZIEELFT,

ctxsetup.sh 27U 7 &, ROE#HEFBLET:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N - Linux VDA Ti&. DNS CNAME L J— Rk %&fERBL T,
Delivery Controller 8 =3 8ETE £ 9,
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« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& &RIZERT 3
Delivery Controller »5z£&8i K X >& (FQDN) OXR—IAXFO D—EBHNBRETY, 1 DE/HIFER
DELEM R X1 VZF7IZ CNAME 2189 2 HELRHD £,

« CTX_XDL_VDA_PORT=port-number - Linux VDA |%. TCP/IP R— %/ L T Delivery Controller
CEELET,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E X%, ¥ > DiE&&IcFBL
9,

« CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop # —E 2 Tld. *v b T—U%{F
BENSATLD I 7A 7 U A—ILOEBEHFAINTVIHENH D £9, Linux Virtual Desktop Aic.
SRTLDITFATIA—=INDORERER—F (F74I)ETIFR— 80 HLUKR— bk 1494) =EHEITHMK
TEFY,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro "4 R— k3 h %9, ik s&his
STawoT7FVT— a3 0RBUERBICT 2ODO—ED GPU 7735 L—>3>7-./0YTY,
HDX3D Pro ##RL 7c3Hm&. VDA VDI TRO by 7 (2 FlEyay) E—RAICEHEREINEY (D
&b, CTX_XDL_VDI_MODE=Y &£#%b 7).

« CTX_XDL_VDI_MODE=Y|N-EB72Y by 7EREETIL (VD) £HEFKIAMINBZIHEBETRI by
TREETIOEES5 L LTRI VZBRT D ERELET. HDX3D Pro RIEDHEIF. EZ YICREL
9,

+ CTX_XDL_SITE_NAME = dns-name - Linux VDA i&. DNS =B L T LDAP 4t —N—%#&H L £7,
DNS oRZFERZ=O—HILT A1 MMIHEIRYT 3I1CIE. DNS U+ FEEIBEL 7. FERBEIE. <none> |l
RELEY,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -LinuxVDA |Z. DNS #BB& L T LDAP #—/N\—%#&H
LXxd, DNSHALDAP H—EXL O—RERETITAVLEEIE. LDAP ® FQDN LU LDAP R—FD X
R=ARTIO D—BHEIBETET £ I, £ ziE. adl.mycompany.com:389 £ % b £§, RELRIFEIL.
<none> |[CHREL F7,

+ CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |&. Active Directory K X1 >®JL— b+
(f5]: DC=mycompany,DC=com) ICHRETNI-BER—XzFEFBLTLDAP ZBEL £7, BEDO/NT +
— Y VRERETIEDIC. BER—IAZEETT XY (fH: OU=VDI,DC=mycompany,DC=com), FE
RIEEIE. <none> |[ZREL XY,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 7x5L—>avRBiary— X (FAS) H—/nN—i3. AD &
W—=TFR)S—ICEDERINE T, LiInuXVDAIZAD JIL—FRI)S—%HR—FLTLEEA, KD
IS, L2 a0 TSN FAS H—N—D—B%ZFRATE£T, >—7 > RE AD JIL—TFRUS—T&
ELIEBHBDLEILTHZBENHD T, WINHDH—N—T RFLIADHFEINTWEESIE. €0TH%
<none> X LS XFFTEH T, H—N—F7RLADIEBIZEZEEL XFH A

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - riLLWVJO—h—1T—
T hH—ER (ctxvda) #HR—+FT23DHDNETCore S22 1 L3121 VRAM=ILTBNR, T
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7 #I)L kDX IE/usr/bin TT,

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/mate - v 3 > TR % GNOME %7:i& MATE
FROLY TRIEFIEELEF T, EREETELBVEFICTR . BEVDAICAI YA L—=ILThTWVWETR
by TIHERINET, L. BEAVAM—ILTNTVWE TR by TH MATE DIFEIE. BHEZ
mate ICRETBIHELHD XTI,

pE N
ROFIEZRTLT 4— Ty bty a>id—H—07RI by SRIEZEEITZCDHTEERT !
1. VDA ® $SHOME/<username> >« L 7 ~JIC.xsession7 71L& EH L £J, T T.

username (1 —H4—& T,

2. .XSessionT77AMIZHELT. T4 AMJEA— a3 VICEDSVWTT R by JIBE#ZIEE
LFd,

For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ; then

exec mate-session

fi

CentOS =® GNOME 727 kv 7Diza

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 700 77 IN—=woa>uar—ry by ayiai—H—rHEEFLET,
+ CTX_XDL_START_SERVICE=Y | N - B O TEIC Linux VDA H —E XD BRI N B L3 ICTB3HY
SHzEiEEL T,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2w X> 437DV 7y bR—ko 774
I EDR—=KET7503 TY,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko 77 AL bDR—KF 7502 T
ED
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BESNTUWEWNTRA—E—HBBHBZEA X —ILIENEE—RICO—INYI L. A—F—AADPRDSNE T,

FTRTD/NT X~

F—hIBEBETHEFER L CHRICRESINTVWSIFE. ctxinstall.sh X2 1) 7 i, .NET Core 5

VEAL31 A YA =T BIODNIDANAZERLFT,

HALY M E—RTIE ROOAT Y RERFTLTREEHEREL TH S ctxinstall.sh RO U T+ 2 R1TTZHE

NHOEY,

export
export
export
export
export
export

export

CTX_EASYINSTALL_HOSTNAME=host-name
CTX_EASYINSTALL_DNS=1ip-address-of-dns
CTX_EASYINSTALL_NTPS=address-of-ntps
CTX_EASYINSTALL_DOMAIN=domain-name
CTX_EASYINSTALL_REALM=realm-name
CTX_EASYINSTALL_FQDN=ad-fgdn-name

CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |

pbis

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_EASYINSTALL_USERNAME=domain-user—-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y | N
CTX_XDL_ADD_FIREWALL_RULES=Y | N
CTX_XDL_HDX_3D_PRO=Y | N

CTX_XDL_VDI_MODE=Y | N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'

CTX_XDL_TELEMETRY_SOCKET_PORT=port—number
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export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

sudo ARV RI-EA T a>vERELTEITL. ERTIMLVY TILICEEOREEHZEL T, RUOTE
LT #!/bin/bash #5233 L. BIRD IRV RO SBRZSTINRIU TR T 7AILVEERTEEEBEHLE T,

Frld. ROELSICLT 1 DQOAXR Y R TIRTDONTA—EZ—ZIBET D ENTEET,
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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FIE 7: XDPing M%7

sudo /Jopt/Citrix/VDA/bin/xdpingz®=f7LT. Linux VDARIETO—RNLEBROMEZREZL

F9, #L<IE ™DPings #28BLTLETL,

F)E 8: Linux VDA 01T

Linux VDA 0iEh:
Linux VDA —EX=EET 3 ICiF. KOOIV RERTLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0 {E1E:
Linux VDA —E X %EELLET3ICIF. KOOIV RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

P
ctxvdas &tctxhdxty—EX%{EIET 5H1IC. service ctxmonitorservice stopadvy
FeERITLTERY—EXT—EVEEFELLET, ChZeRTLAVEE. BRY-—EIFT—EVIFELELE
T—EXRZHEEFHLFT,
Linux VDA o Ei2gh:
Linux VDA —EZXZBRE# T 3I1Cid. ROOAY Y RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DiREEDFERZ :
Linux VDA # —EXORITREEER T 3 ICIE. ROOAY Y RERTLET,
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->
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FIE9: Citrix Virtual Apps 7% Citrix Virtual Desktops T <> > hH&#0O045 DER

R >h20J%ER L. Linux VDA X > %ZEINY 3 FIEIE. 1RO Windows VDA TOFHELMTVETS, C
DRARVZERTTBHEDHBICOVTHLCIR, X2 Yh2O0J DRI LU TR 2hE20O07DEE)] 28R
LTS W,

RDESIC. LInuxVDAR D Y EZUI Y Y HE2O07 DERICIEVW L 2D DFINHLH B -, Windows VDA v
ORI VALZOTDIERFIEC B2 RhHD 7!
o ARL—=F 4 VIV RATFTLICIE. REZIRLET:
- RAFINZHBETRI MY TEREETILOBE. WILFEYI 3> 0SA T3>
- VDIERTRI by TBREETILOSRE. 2 JIltyia> 0SS AT gy
e ALY YAH#MOJ T, LinuxVDA v> > Windows VDA o > ERETEHVTL T L,
pE
Citrix Studio BT /N— 3 >id. TLINnUXOS) tWHSHEREHR—-—FLTWVWEEFATL R £
L. [Windows t##—/\—0S] # 7> 3> F7iE [H—N—0S] 77> a3 E&ERTZ . AEDHRI LS
NZ3EETXI by TREETILHABERNIGERINE T, [(Windows TX2 bv 7 0S] 7> 3> Ffid
[FROMYTOS] #7203 aEFRTZE. YOV CICE—O——DEREETILAVBEBERNIRIRIN F
3_0
(7
< oht Active Directory R XA U SHEIBRINIRICBEENINIZEIE. 20X &I vA20O7
HoHBRL THSBEEBINT 2HELNHD £,

FIiE 10: Citrix Virtual Apps =713 Citrix Virtual Desktops TO 5 U /\NU =2 )L—FDIER

FUN)—=FIIL—F%ER L. LinuxVDAX > >EELII A2 O07%BMT % FIEIEZ. Windows VDA< >
DBELIFEALRLTT, CORRIETTITBAFEDHRBICOVWTEHELL I TFUNY =T IL—TDIERI 5
BLTLETL,

Linux VDAY >A2O7 28T TINY—JI—TZ2ER T 25EE. ROFADHD £7:
¢ BIRTZAD A—H—BLVJIL—T%, LINuXVDAR > VICOTF VT 3LSICBUICEBR L TSI,

e FMETHTUVAWL (BER) A—H—0Od 4> ZHFa LAEVWTLL TV,

e Windows ¥ o EEUIvh2O00 T UN) —=FI—TTREIEHRVTLLIEE L,

BE.

T r—2a > RRE. LInuxVDAN—2 3> 1A LB THR— bR TWES, 272L. A—Y I UA
DTRI by TELVT7 T DEEIE. Linux VDA THR—FINTLEEA.

ROVAZATE LT IUNY =TI —TFOERBEICDOWTEL < IE. TCitrix Virtual Apps and Desktops 7
21061 ZBRBLTLIZTL,
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(APl 274

CotILaroEReSRL T BRI VAN ZERTSZCTREIZHEMOHIBMEDO ST a—
TAVIERTTEERY,

SSSD #fFAHAL TRAVICBMTEARL

RXAVICBMLESETBRE. RDESHBERNDIS—HRETZZeHAHD FT (EBEEROOY ZHERBT
3):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1is
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->
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/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

COMBEZBART BICIE. ROFIRICHWVWET,

1. rm —-f /etc/krb5.keytabav > RERITLET,

2. net ads leave $REALM -U $domain-administratorav>R#x21TLET,
3. Delivery Controller tx>>h40J8LUVTUNI —JIL—TEHIRL£T,

4. [opt/Citrix/VDA/sbin/ctxinstall.sh #%2={TL £3

5. Delivery Controller tx>>h420d 8L VT UNI —JIL—F=ERLE T,

Ubuntu o727 by 7ty a > TREOEBEIRRINDS
Tyl arvERETRE. EOTRXRIV MYy TITITAVIINZIBEIRELEF T, F/. T>>0O2Y—ILTH.
O—AlLdA—Y—TFTAhAO Y rEFRLTOJA VTR REBEOERIRRIINED,

COMEZBRT BICIE. ROFIRICHEWVE T,

1. sudo apt-get updateax>R#R{TLET,

2. sudo apt-get install unity lightdma<x>kR%ER{TLET,

3. ’xofr% /etc/lightdm/lightdm.conficiBiL 9,
greeter-show-manual-login=true

Ubuntu o727 by 7ty s a eEREILESETRER—LT LY UL RWHEKTS

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.
<!--NeedCopy-->
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B>k

COMEDORERRAIZ. RXAYEEEDHR—LTA L7 M)BMERINTLWAVWIETY,

COMBEZBRT BICIE. ROFIRICHWVWE T,

1. OYY RS54 >7T. pam-auth-update # AL £7,

2. RRSNLZA 7O T, [ATAVRICKR—LT« LI MU ZERT 3] BEIRENTWVWES e 2B L &
ER

—

| P configuration

Pluggeble Authentication Modules (PAM) determine how authentication, suthorization, snd password changing ere handled on the system, a3 wel
i ions

tarting user sessi

T

1 a3 sllowing configuration of sdditionsl sctions to take when

Some PAM module packages provide profiles that can be used to sutomstically sdjust the behsvior of all PAM-using spplications on the systes. Plesse indicate which of these bebsvicrs you with to snsble

PAM prof to enable

dbus TS—ic&htEy avEREHFLIFRTTERL

/var/log/messages (RHEL %7zi& CentOS 0i54&)

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#01l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
<!--NeedCopy-->

Ubuntu 7+ 2 kU Ea—> 3 > 0iF&IE. log/var/log/syslog = fEM

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.
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Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user0®l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally

<!--NeedCopy-->

BESHIIFEFTHRELBVWIIIL—TELREEZ2-LDEHBDET, dbus T5—Xvt—IHOJICRRINZIHA.
VAT LEBEHLTHSBAITIZ L ZzHEBHLET,

SELinux T SSHD W R—LF« LY FUICTIERTET AL

A—H—lFyarazEHTIETN, QA TETEFHA,
/var/log/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
Jusr/sbin/sshd from setattr access on the directory /root. For

complete SELinux messages. run sealert -1 32f52c1f-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**%*x%x Plugin catchall_boolean (89.3 confidence) suggests
khkkkhkkkkkkkkkkkkkxk

If you want to allow polyinstantiation to enabled
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Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%xxx Plugin catchall (11.6 confidence) suggests
KAhkhkhkhkhkhkhkhkkkkkkkkhkkhkkhkhkhkhkhkhkhkkk

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

COMBEBRT BICIE. ROFIBICRVWET,
1. /etc/selinux/config IZRDEE%MMZ % Z & T SELinux #EMICL £9,
SELINUX=disabled

2. VDA zBESHL £,

Linux Virtual Delivery Agent for RHEL/CentOS O F& 1> X ~—JL

December 13,2022
BE:

WRA A —IILDGEIR. BEA VAL ZERALTHZAN A M—ILZT5 288D L £Y, HE
A VA=V HENZEHNT BT TELS, FRBICEBHINTLBFE I VI L—ILELEDDBITI—%
BT EHTEXRT,
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FIg1l: VDA %>R +—J)LF3% RHEL 8/CentOS 8. RHEL 7/CentOS 7 0¥+
FlE la: &y b7 —IBEOER

FZy bT—ODNELKEREIUBRINTVWE ZEERBLTIRRT W, fcezid. DNS #—/\—(Z Linux VDA
THEBHTZBELHD FT,

FlE 1b: KX FRDRERE
IOVDRRARBHHERICELSRETNZ L S5ICF 321, [etc/hosthame 7 71 ILEZEELTIS Y DHRR b
BDHZETRLET,

hostname

FIE1c: RRAREADIL—FTNYITRLIADEDYT

IUVDDNS RXAYVRBRERSBHIR X1 >R (FQDN) iHBEICELLKBETINBZ L SICTBICIE. /etc/
hostsT7 71 ILOUTOFZEEL, RYID2 DOIVEIJE L TREBHR XM VBRI MEEZRRL F
ER

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain localhost4 localhost4.localdomain4
1
127.0.0.1vda0l.example.comvda01 localhost localhost.localdomain localhost4 localhost4.localdomain4
77 1ILADMHOITY U5, hosthname-fqdn £7:/3 hosthname (23T 3 F DO BRZHIBRL £ 7,
7
Linux VDA I$387E. NetBIOS BOIDETEHR—FLTVWEHF A, LTcA > T, KX MRIF 15 XFURT
HBIVENRHD FT,
B>k

a~z. A~Z, 0~9. BLUNATY (1) DXFOHAMEALTLEETV, 7YH4—XO7 (). AR—Z, &
VZ0MDESIIEALBVWTL TV, RAMEZRFTHALED. N1 T2 TRTLIEDLABWVWTL R
TL, ZDJL—JLIE. Delivery Controller d7RZX hRICHBERHINE T,

FIE 1d: ~X b RBDORERR

ROATYRT. RAMEHELKRESNTWS e BB LET:

hostname
<!--NeedCopy-->
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COOARVRIZED, ZDIIVDTLEM R X128 (FQDN) Tid#i<. 2RI MEDAHDBRINET,
ROAR VR T, TRBHAR XA VEDPELCRESNTVWR BB LET:

hostname -f
<!--NeedCopy-->

COORVRICED, ZOIIVDORLEH R XA VEDRINET,

FlE le: BRifBRE Y —EXBERREM DR
ROOARY KT, BEBH R XA VERMERTIZ . RXr> Y O—5— Delivery Controller n5
ping ICISELH B 2R L £ !

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TLEM R XA VBEBRATERV, FLBINSDOTIYOVWTADD S ping ICIBEN B WEEIE. FIEZHRER
LTHSRICEATLIT L,

FlE 1f: BZIEEA OB

VDA. Delivery Controller. FX>O> bO—5—OETERARZIFAHEZH#IFISICIIEETY, RETY
Y2 LTLINUXVDAZERZR FF23 L. RZINRERICHDIEENRE T ZEELNBHD FT, LIH>T UE—F
DEA LY —EXZFRALTRANZH[TIZ 28O LET,

RHEL 8/RHEL7 @7 7+ JL bERIBETIE. BZIEHAIC Chrony ¥—E> (chronyd) #ERLFT,

Chrony #—EZX0t#Em JL—bta2—%—2 LT [etc/chrony.conf ZiREL. RDELSICEVE— b EA LY —
N—=IZHRIET 2T —N—IT>rUZEBMLET:

server peerl-fqdn-or-ip-address iburst

server peer2-fgdn-or-ip-address -iburst

<!--NeedCopy-->
—RHNARIETIF. KEIEO—AILRXr>a> bO—F—D5RBALEFT. KFANTP =LY —N—h 5 HZIZRA
HLEEA. FXA>DF Active Directory RX+>a> rO—5— XT3 —N—I> cUZEEBMLET,
IW—=FNw o IP 7RLZA. localhost, XT U woH—nN—0 *.pool.ntp.org T> bUKRY, —BIZH S F D
D server T LU ZHIBRL £ Y,
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TEEREZELTHS. ROOAIY> RT Chrony F—E>2BESL 7

sudo /sbin/service chronyd restart
<!--NeedCopy-->

FlE1g: OpenJDK11 D> X b—JL

Linux VDA (2l OpenJDK 11 ABETY, LinuxVDAZ A VX b—=)LF 3. T4 1 LRENKERFRZLT
BEMICI > A b—ILENhFT,

ELWN—=23>Z2EELET,

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

ERNC/NNwr—2 8N OpendDK id. MAION—2 3 > TH BN H O 9, OpenJDK 11 ICEFHmL £7:

sudo yum -y update java-ll-openjdk
<!--NeedCopy-->

F)E 1h: PostgreSQL ®r> X +—JL
Linux VDA IZi&. PostgreSQL 10.5 ip& (RHEL 8 ®354&) F7-id PostgreSQL 9.2 LB (RHEL 7 03B&) oW
TNHODRETY,
RONYT—S%A VA R—=)LLET:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

T—AR—Z%EMPL L. IV OEFHBFICH —EXDBRICFHEIIBINZ L SICT3ICIE. RISRTI VA =)L
OFIEHFHBETT, CDERIEICED. [var/lib/pgsql/data icF—2R—X T 71 ILHMER SN E T, CoaT >
Ri&. PostgreSQL10 ¥ 9 TIXEAD 7!

sudo postgresql-setup initdb
<!--NeedCopy-->

FE 1i: PostgreSQL 2

RIVOEBBICH—EXZHBL. BE5ICH—EXZMBLEY:
sudo systemctl enable postgresql

sudo systemctl start postgresql
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<!--NeedCopy-->

ROOAT> RZFERA LT, PostgreSQL ON—2 3 V=L £ T,

psql —--version
<!--NeedCopy-->

(RHEL7 &) RO &SI psql AX Y RS> A—FT1o VT2 FEBLT. 74T L YV MUDBREIhTWVS
CrEmRBLETD:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

FIE2: NTIN—NAHF—DEH

HR—FINBNAN—NAHF—ETREIS > LT LINUXVDA 2T 388, WS ODDEENNETT, &
BIB3ANTN—NAHF—DTSYy R TA—LICEDET. ROEEEITVET, RFZXLZILN—RKI 7T Linux <
OUERITIZHEE. BEEIMEHD FHA,

Citrix Hypervisor TORZIRHIDIEE

Citrix Hypervisor O R ZIFE HASRED B2 B I5 &, Th 2 h O ERE WK Linux REB< > > T, NTP & Citrix
Hypervisor DEAH S X T LOREEZBEL LS T2 CHEREAOBMEIRELF T, VAT LORM LM
DY —N—DEE L ORI ERHLNZDEHCICIK. FBLINUXZT X MDY X T LORED NTP L AT 2 HELH
DFET, COBE. RRFORZAREEMICTIHENHD £, HYM E—FTid. EERZBEHD FE A,

—&8oD Linux ¥« X kU Ea—> 3> Tl Citrix VM Tools A1 > X b— L TN ZERAEWL Linux A—LER
1L TWBIEE. Citrix Hypervisor OBRZIEHREEENEET 20 SHh e, Linux REYS YATEMICE > TWL
BOESH B TIET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVEFIFO0OFIF1ZERLET:

o 0- FFZIEHAMBED B RIIC AR > TWB oo, BICTBIHENDHD F7,
o 1-BZIFHBEEDEMICHE > TVET, CNULEDRFIINEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEE L BWVEE. UTOFIBIZHESHD £H Ao
BrZIFEEAEREN B MR > TWBFBEIE. 77 1ILIC T1) CEZFAATEMCLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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COTERXEGHL. BEBEDHEIFTSICIE. [etc/sysctl.conf 7 7 1L REL T, ROTEZEMLET:
xen.independent_wallclock = 1
NSDEEEMHRT 37D, ROELSICL T RATLEZBEESHLET:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVERIFLIZRLET,

Microsoft Hyper-V TOEZIERIDIEE

Hyper-V Linux i % —E XH 1 > X b—JL 3 hiz Linux R X b TiE. Hyper-V 0BSZIE#AEEZ #A L TR
AMARL =T VI RTLOREEFBATEE T, PRXTLOKMZ ERARETHERTSICIF. NTPH—EX
CEDICTDMEEZEMICTIVELNHD X7,

BEARL—T 4 VI RATLT, ROBEEZITVETD,

1. HyperVI®x—2v—ZBEE7,
2. Linux RIS VORET, [HEY—EX] ZERLET,
3. [FZIORE] AERENTVLB e 2B LET,

7
Z DA% VMware & & U Citrix Hypervisor 0B& 1240 £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZE T2 7cDICHR S DOEZIFEEZ EMICL £9. Hyper-V OBzIEHIZ. NTP & #7F
L. NTP ORI ZMx T 5 N TEX T,

ESX & £ U ESXi TORZIRIDEE

VMware OEZIFSBSEENEHRIBE. £NENOBREK Linux 8T S > T NTP L AL S—/A1F — 05
MNORTFLOKEZRALLSETECHEREADBEIEELE T, P XATLOFHE MO —/N—DRHE L
DOEEADKODNZ DEH CICIE. B LINUXTF R O X T LOREA NTP L BT 23H8ENHD T, CDHFE.
AR S OREBEENICT ZUENBD £,

VMware Tools - > X b— )L LTRETHERAEWX Linux 1—RILEERITL TV RBEIE. ROBEEITVWET,

1. vSphere Client 2B %9,

2. LinuxRBEY> > OREERELET,

3. IR >07OaONT«] FATATRYIRT, [FTF>a>] 24T#70Uv I LES,
4. [VMware Tools] %ZiRL £7,

5. [¥] Ry IR T, [RA TR MR ZE] FTv IRy IRZATICLET,
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FIE 3: Linux{xE<>> (VM) %= Windows K X >IiZEM

Linux VDA IZ. Linux %< > % Active Directory (AD) RXAVICBME 2RI £ BB EEHR—FLET,

« Samba Winbind
Quest Authentication Services

Centrify DirectControl
+ SSSD
« PBIS

BIRLICAEDOFIEICREVE T,
:

LinuxVDAOO—hAhILT7HO Y e ADDT7HDU Y R TRILA—Y—REFEATIE. Ty aroiE#ick
BB ehHbET,

Samba Winbind

RDOESICLT BEBNY T —CEAVAM—ILERIZEHFLET:
RHEL 8/CentOS 8 mi£4:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

RHEL 7/CentOS 7 0154
sudo yum -y install samba-winbind samba-winbind-clients krb5-

workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

T OREEIC Winbind T—E %A TEI3L5I1C93 RO Y RT. I VESEIC Winbind ¥—%
VHBRT AL S IR T AMNENHD T

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

Winbind $Z:F0ER KD & SICLT. Winbind #Ef L7 Kerberos SBifBICY Y v = BREL £ T
1. ROOT Y RERITLET,
RHEL 8 ®i%&:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy—-->
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RHEL7 054!

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads —--smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy—-->

Z ZT. REALM [z AXF®D Kerberos 4815 & T. domain [Z R X-r >d NetBIOS &£ T3,

KDC H—N—& L V48l EZ % DNSR—XTEBBIIZINELNHIBEIE. XD 2 D2OA T arEgido <Y
VRICEMLEY:

-—enablekrb5kdcdns --enablekrb5realmdns

authconfigavx Yy RN 5RINS. BRICKKLEZWINbindY—ERICETZ IS —IFEEL T,
INEDIT—E. IZUDRRXIVICERBMLTVWARWKETauthconfighwinbindt—EX%
BIBLESETBERETBEHHD XY,

2. [etc/[samba/smb.conf ZfL\T. [Globall to>avIlRDIY U ZBMLEYS, 2L, BT
DiF. authconfigy—Ilick>TERINcEZI> 3> DETT !

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (RHEL8 o) Jetc/krb5.conf #F\T. [libdefaults]. [realms]. [domain_realm]t
o avICIV ) EBMLET:

[libdefaults]to>ayv:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

[realms]to>a>v:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm]to>ayv:

realm = REALM
.realm = REALM

Delivery Controller iZxt ¥ 23R & BRI &, Linux VDA IZ> X5 LD keytab 7 7 L /etc/krb5.keytab Hiis
BTY, BiRD kerberos #EALREICED. IV IBHMH TR XA VIZBMT B L Fi. Winbind 2k > T
P RT7 LD keytab 7 7 1 ILHSSEHINICER I N E T,
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Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

RHEL 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iHZ T, user i3> Fa—4—% RXAVIZEBMT 31ERZFORXr>1—H
_T—a-o

Winbind B PAM 0 77 #JL kTld. Winbind PAM £ 2—JL (pam_winbind) ®#mR T. Kerberos
FrybhFvyylabtRm—LT« LY N)DEEIPEMCR>TLWEEA. [etc/security/pam_winbind.conf
#EAWVWT. [Globall o> 3> TROEEDICTIV MU EBMELIIEBLET:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

EREDORBEOLIIOVIIHBTHIRLET, ChE5ZEZTETBICIE. ADESICLT Winbind 7— € > = BigE)
TRIRENBHDET:

sudo /sbin/service winbind restart
<!--NeedCopy-->

B>k

RIVHRXA VICBIMEADHBEICOH winbind7—EVBETZHITET,

Jetc/krb5.conf #BIW\T. [libdefaults] £o > 3> Thro®EE%R KEYRING 15 FILE 21 FICEBL £

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

RXA Y XN=2w F7ORR  Delivery Controller #3312 1E. $RTH VDA Y>> (Windows & Linux
VDA) T Active Directory ICO>Ea—2—FTJ U FHRETT,

RDLS5IC. Samba @ netads IV RERITLT. IV RAMVICBMLTWA 2 BELET !

sudo net ads testjoin
<!--NeedCopy-->

BMORXAYELVAVE2—2—F TV I MERERILT BICIF. ROOARY Y FZRITLET:
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sudo net ads 1info
<!--NeedCopy-->

Kerberos #/ 0O#:2 Linux VDA TERATE 3 & 5IC Kerberos AIEELK R INTWB Z e 2R T BICI3.
MOAXY RIZED. P RFT LD keytab 7 7 1 ILHMERE A T keytab 7 7 1 ILICEMBRF—HEEFNRTVWSB L
R LET:

sudo klist -ke
<!--NeedCopy-->

COOARVRIZED, TUVINILBERES R — DT EFIEFREAEDLEICF L TERTEISF—D—ENERTR
INhEd, Kerberos Dkinitadv >y REERIFTL. INHDOF—%FHALT. YO UERXr>ay bA—5—IC
SHLUTHRAELFT:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
ROVRBEEHBIIANFTIEETIXRENDBDET, RILEE (5) 3. STIICEZBEHMIEMSOHICNY S
25vva (\) TIRT—TIZHERHD £9, RIEICL>TIE. DNS R X1 & Kerberos BB 2R D
£9, LIch > T HIdEEBEFERALET. COAXVRBEIITR . HAORKRRIINEE A
ROAR Y REFERAL T, IV T7ATY D TGT Fry bhiF vy a N e zBRBLET:

sudo klist

<!--NeedCopy-->

ROARYREFALT. IV T7HIO MOFAERABELE T

sudo net ads status
<!--NeedCopy-->

A—H—RAOHER KDL SIC. whbinfo Y —LZFERALT. RXAYA—HF—DRRXIVICH L TRAETES S
CEHERLEY:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETBRXTIUIEAD RX1 & T. Kerberos $EIBi&TIdH D £ A, bash T ILDIFE. NV ISy
2axFE () i B3 12NV IRSYy I aXFEIEELTIRT—TT3HERHDFET, COOATVRICKD,
BINFELIIERERITAVvE—UHRINET,

Winbind PAM 22— LA ELKBRINTWVE CE ZBRT BICIE. MENCERALEIEDABVWR X1 >a—H
—T7ATY rEEALT LinuX VDA IO A LET,

ssh localhost -1 domain\username
id -u
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<!--NeedCopy-->

RO KT, Kerberos BEIEHRF* v v adF 7y FHAEWT, HRYINTIIHRVWC L 2#BBLET:
klist
<!--NeedCopy-->

ROARVRT, vy a>a&TLED,
exit

<!--NeedCopy-->

Gnome O>YV—JLF/IEFKDE QY Y —IILICEEOJ A>3, AEOTIANERITTEET, RXTIUEMD
W%, TFIEG6: Linux VDADA >R b—JL]) ICEHFET,

Quest Authentication Services

RX>O> bO—5—7T0 Quest D&M KD#E(EIE. Quest Y 7 b7 = 7% Active Directory K X-r>a>
FO—Z—ICA >R b—JLL. #BERLTWVWR . BEEREIMTS TN, Active Directory ICOYEa—%—F
TV EERTE3 e ZzalRE LTVWET,

LinuXVDAY > VICR XA > aA—H—H0OJF>TEBL51295  Linux VDA > THDX v 3 &L
TRIREDBBIERXAA—F—IIHL T, ROBEZITVET,

1. [Active Directory 2 —#—r a>vEa—%—] EEI>V—I)T. BROI—H¥—-F7 AT > D Active
Directory 2—#'—7ONTr ZHI £J,

2. [Unix 7ho > ] 27%FRLET,

3. [Unixxtis] Fryv IRy IREAVICLET,

4, [7514<VU GIDFES] #. REORXA>A—HF—JN—TFDJIIL—FIDICRELET,

P
COFIRE. KALSI—F—HTYY— L. RDP. SSH. F7/Z 00U E— MUETD F TLEERL
TOUFYTEE &5 RET B BADALTT,

Linux VDA T® Quest D&k

SELinux ;R —ERADOEBE FT74/LbD RHELEETIX, SELinux A=£ICERINTULWES, COER
IC&D. Quest BMEATZ Unix RXAA VYT Y bDIPCOXAZZILIZFH L. RXA>A—H—0O7F > %
EX R

COREBERREE YT 3 - DEN LA EIE. SELinux OESE T, JL—h2—%—2 LT, [etc/selinux/config
#iREL. SELINUX REZ XD BOICEELET:
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SELINUX=permissive
COEBICIFYS Y OBRSHVETY !

reboot
<!--NeedCopy-->

BE.

COREIFEELTHERAL TSIV, SELinuX R > —D#EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—AILI—F—TH>TH. BRICOVITIINTLESAREMAHD 7,

VAS T —E>DHEE RDELSIC Kerberos 747 v COBEEFHEBMICL T, YIS I3HENH D 9, BiE (o
T7SAVATFY) I$EMCTIHNERHBDET,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

OOV ERICED, BRI BM (32,400 %) ICRESNE T, ThbB. F7v bOT 7+ bOBFRERM
TH5 10EEEDD 1 BFECBRDEYT, F7ry FOBMHEANETSICEVS XT LTI, KDNTWMEZ DN
TA—B—ICRELET,

PAM & &K T' NSS ot HDX *%. su. ssh. RDP B D& —EXEN LI RXr>ya1—H—0Od 4y
EEMICTRICIE. ZROOAT Y RERTLTPAM & NSS %= FETHERLET:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X >A®D&il Questvastool <> k%A L T. Linux ¥ >% Active Directory K X1~
ICBMEE £

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (. d>Ea1—%—% Active Directory K X1 VICEBINT 3 1EREF OERDOR A I —H—TT,
domain-name |3, K X-r>® DNS & (example.com %¥) TT,

KXY XUN—=2y FORER  Delivery Controller #H 3 3 ICi&. $TH VDA Y>> (Windows & Linux
VDA) T Active Directory iCOd>Ea—4—FT7J ¥V bHRBRETT, QuestiZ& > TEBMIhi Linux v >H
RXAVICHERETDCCZBRBTBICIE. ROOATYV FZRITLET:
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sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVUDBRXAVICBMLTWREBEIE. RAXTYVEDIRINET, IOV R AT VIZEMLTUWARWEE. UTF
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

A—H—RAL DR  PAM ZER L7 Quest ® R X1 > A —H—ORAHD ATREN E S D E R T B ICIE. LUIFTICfE
BLECCHBOVWRXSYA—H—TH oY bEERALTLINnUXVDAICAY AV LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROATYRT. id-u YV RICE>TRIN UID ICx5T 3 Kerberos Bi8IE3HRE v v a7 71 IILAMER T
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAT Y BT, Kerberos BRRIEHRE v v aDF 4y HAEMT. HRINTIIRWS E #HBLE T

/opt/quest/bin/vastool klist
<!--NeedCopy-->

KOOV RT, By a>z&TLET,

exit
<!--NeedCopy-->

Gnome OV —J)LFHIEKDE OV —ILICEEOI A > T3E. AKOTAMEERTTEET, RXTVEMD
2B, TFIEG6: LinuxVDADA YA =)L) ICEAET,

Centrify DirectControl

Windows K X >A®&m Centrify DirectControl Agent B'1 > X F—ILETNTWBIHE. RO LS I
Centrify ®adjoinav > k&AL T, Linux Y>> % Active Directory B X1 >IZBIML £7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->
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user /XZ X—4&—(d. > Ea—4—% Active Directory R X1 VIZIBINY 21ERZ1FDERE D Active Directory
KX+ >a—4—T9, domain-name (F. Linux <> > %BINT 3 R X1V DEBITY,

RXA Y XN—=2y TORR  Delivery Controller zfER$ 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICaYEa—42—372 7 FHRETT, Centrify IC&DiBIMI N Linux ¥ > h
RXAVICEET D CE2RRBTSICIE. ROOAY Y RERITLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain &N E# T4 % Z & . CentrifyDC mode T connected iR 3 2B L £ T,
CentrifyDC mode #* starting ® £ £ LAWEEIE. Centrify V547> MY —N—C OEHRORE. /-
SR DBEDIREL TVET,
REFATZE. SOEENGS AT LABRESHBEREZMETEET,

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T £ X %7 Active Directory £ & U Kerberos #—E Xt DT I ML E T,

adinfo --test
<!--NeedCopy-->

RX1>BMOMERE. TFIEG6: Linux VDADA VA b—)L) IEHAZF T,

SSSD

SSSD #EAL TWVWBIBEEIE. COEIZaYDIRICE-STLIEIW, OIS 3> TiE. LinuxVDATR> > D
Windows R X+ > ADEMFIE. &KV Kerberos sBEEDERICDWVWTEHAL £ 95

SSSD # RHEL & U CentOS Tt Y b7y FF3ICIE. ROEEZITVWE T,

RXA2IZB8IMLTHRR D keytab % ERK
SSSD oty bT7v S

SSSD &zt

Kerberos #m DR

31— — B DR

ok wph e

RXA2iI28MLTHRR LD keytab #/Ef  SSSD Tld. RXA VBT AFLD keytab 7 7 1 LD E
EIZE$ 3 Active Directory 7 51 7> bEEMNREIN TV E R A, KD DIC. adcli. realmd. #7z
lZSamba%zFERATI £,
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Dt 3>TlE. RHEL7 8& U RHEL8 wSambas & ttadcli7 F7O0—FICo2WTENZENEHALE T,
realmdicB8L Tld. RHEL 712 CentOS O RFa XY b EBEBLTL LTV, SSSD ##d 381, UTD
FlEICRES BEBEHHD £9,
« Samba (RHEL7):
ROESICLT, BERENY T —SHBAVAM=ILEIESEHRLET:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

Linux 7214 7> b T, @ICEBRINTE 7 7 ILEFERLED,

- Jetc/krb5.conf
- /etc/samba/smb.conf:
Samba & & Uf Kerberos sBiEAICY S V= ER L £7:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

<!--NeedCopy-->

Z CT. REALM (3AX=FD Kerberos $81#% T. domain i3 Active Directory R X1 > @48\ NetBIOS
&2TY,
:
COREDREIIF. B—RXA Y B—T AL XA FETILEXNRELTVWES, ADTY TSRS F
vICEDWT Kerberos ##m L £9,
KDCH—N—E&V4EIHE%Z DNSR—IXTERBIINENHIFEIE. XD 2 D2OA T arzgidpav
YRICEMLET:
--enablekrb5kdcdns --enablekrb5realmdns

[etc/samba/smb.conf =5\ T, [Globall o> a vtk bUEEBMLEY, L. BT
ol authconfig v —ILIC& > TERENAEEIS 3> DETT:

kerberos method = secrets and keytab

winbind offline logon = no

Windows RXAUIZEBMLET, RXA YAV FO—F—ICBETER Y. AVEBa—F—%RXTY
ICIBINY 3 1ER % 5D Active Directory A—4'—7hH oV bh B3 e 2R LET !

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $BIZ T, user i3> a1—42—% RXA VICBINT3HEREEIFDORX 1Y
J_ﬂ_—C?o
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+ Adcli (RHELS8):
RDESICLT BEBNYT—PZA VA M—ILEEEHLET:
sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob

authselect
<!--NeedCopy—-->

Samba & & U Kerberos BiERICY > V= ER L £9:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

[etc/krb5.conf #5W\ T, [realms] &£ [domain_realm] o> avicTo U EBMLE Y,

[realms] o> a>:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm] o> 3 >:

realm = REALM

.realm = REALM

Windows RXA VICBILE T, RXA>I bO—F5—ICEETEZ . AVEa—42—%RXTY
ICiBINY % 1ER% 35D Active Directory 2 —H'—7ho Y bHHZ e 2MRBLET:

sudo realm join REALM -U user
<!--NeedCopy-->

REALM [3AXF®D Kerberos $BiZ T, user i3> a1—4—% RXA VICBIMT3HEREEFDORX 1Y
:L—"T——C‘?'o

SSSD oty b7vF SSSDoty c7vFid. UWTFOFIBEBTHERINTWET:

+ sudo yum -y install sssdd<>r%ZE{TLT. LinuxVDAIC sssd-ad /Xy 7r— %1 >
—JILLZET,

s TETERTFAILICREDNEFERITVET (sssd.conf X)),

o sssd F—EXERKRLET,

RHEL 7 o> sssd.conf OB EF (MBEICISC TEBINMDREETICNTIXT):
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[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad

auth_provider = ad
access_provider
ldap_id_mapping
ldap_schema = ad

ad
true

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

ad.example.com ¢ server.ad.example.com =339 2B TEIF I 7, 5% L <. Isssd-ad(5) - Linux
man pages ZERBLTIZE L,

(RHEL8 &)
[etc/sssd/sssd.conf ZBiL T, [domain/ad.example.com] o> a v IZRDIT>Y I ZBIMLET:

ad_gpo_access_control = permissive
%25s\\%1Ss
/home /%d/%u

full_name_format
fallback_homedir
# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

T71IDORBESE KUV 7 7t XHER% sssd.conf TREL T

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

SSSD &%t RHEL 8:
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SSSD ZE#ICT BICIE. ROOAY Y RERITLFT:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

RHEL 7/CentOS 7:

authconfigz®ERLTSSSD #8%icL £9, oddjob-mkhomedir Z1 > X ~—JLLT. TOFR—LT«
Lo kU DERMEEN SELINUX IS L TWA e MR L £

authconfig --enablesssd --enablesssdauth --enablemkhomedir - -update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

Kerberos #mnm:2 > X7 L0 keytab 7 7 1 LHMER TN, COT71ILICEMBRF—HEENTVBR L
ZHRLET:

sudo klist -ke
<!--NeedCopy-->

COOAXVRICED, FUYINILBERESERI— DT EFIEREAEDLEICT L TERTEZF—D—8HIERT
INFET, Kerberos @ kinit av> R%#EFTL. Th5DF—%FHALT. I VERXAr>dY bO—5—Ixt
LCEREFL %9

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
ROVEBEEHBIRIANTTIEETZHRELRHD LT, RILES (§) 1d. STIICLBZBSHMIEMSLOICNY Y
2S5wyva (F\**) TIRT—TTIBERHD £T, BIEICK>TIE. DNS R X >&H Kerberos $EigZ ¥ &
BOEFT, LEh>T. BTEHEELZEALEYT., COATYRARMT R L. HAORRTINEEA.
ROATY REFEALT. IV TAYY RO TGT Fry bhiF vy adni-C e 2BALET:

sudo klist
<!--NeedCopy-->

I—H—BEDiE getent ATV FZFEAL T, OJFAVERADPYR— TN TWVWB L. KT NSS Higae
TRENEHABLET:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->
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DOMAIN NS X—2—(3RBVWERD R X1 YETY, AOOJF Y ERADPBEREEIZ. £ getent I %
fERLTHEBLET,

HR—bINTVBZOTF Y EHITRDED TY !

o« Ayl ARNLOFAFV%E: DOMAIN\username
« UPN: username@domain.com
e NetBIOSH 7+ v o XFH: username@DOMAIN

SSSDPAM EZ a2 —ILAELKEBRINTWVWS e 2RI 2IC1F. UEICER LA EDBVWR X1 > a1 —4—
ThHoycEFERALTLinux VDA ICOFA > LES,

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROARY R T, ROAYY RICE > TREI N UID I35 d % Kerberos BigigHRE v v > a7 71 ILHMER S
Nl zmRBLET:

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBEHRF v v aDF 7y FHAEMT. HRIINTIIBRWI t 2BEEL £
ED

klist
<!--NeedCopy-->

RXA>SMOR%E. TFIE6: Linux VDADT > ~—JL1 IZEAHFT,

PBIS

HBERPBIS Xwir—Y%45>0—-K$2% RHEL7/CentOS7 0iF&DHI:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/
pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

RHEL 8/CentOS8 miz&nfi:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551. linux.x86_64.rpm.sh
<!--NeedCopy-->
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PBIS 1> X b—JLRV )T b %E(TAREICT S RHEL7/CentOS 7 oiza D fi:

chmod +x pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

RHEL 8/CentOS 8 mig& D fl:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 > X b—ILZXU )T +%%i79% RHELT7/CentOS 7 DiF&EDE):

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

RHEL 8/CentOS 8 mig& D fl:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows K X1 >ADEM RXAYAYMO—F—HT7IEITEET. IVE2—F—% KX VICEBMNTS
¥R %D Active Directory A—4'—7h o> FHRETT

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (. J>Ea1—4—% Active Directory B X1 VIZEBMT 31EREZFOR X1 > 1 —%—TF, domain-
name (&, KX->®DNS& (example.com %¥) T,

#: Bash#F 74l bD> )L LTERET 3IC1E. [opt/pbis/bin/configLoginShellTemplate/bin/bash
IRV EZEFTLETD,

RXA Y XN=2w F7ORR  Delivery Controller #H T 3 ICiE. $RTH VDA Y>> (Windows & Linux
VDA) T Active Directory iIcOYEa—2—7FT2 0 CHRETY, PBISICk > TEMIN Linux x> 2 H
RXAVICHEET B EBRBT3ICIF. ROAT Y RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROVHRAAVIZBMLTWAETE. COIXYRIFREDAD RX1>r OU oEHRZIRLET, SIMLTUVLA
WEEIE. RARBREIIHRRRINE T,

I—H DR PAM ZFER L7 PBIS O R XA > 1—H—OFEENETRENE S D ZFER T B ICId. LUFICHE
ALECEHBVWRXA > IA—HF—THU Y bFEALTLInuXVDAICOIF > L& T,
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ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROATYRT. id-u <Y RICE>TRINT UID ICx35T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
NECezwRBLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. By araE&TLED,

exit
<!--NeedCopy-->

RXA>BMOMER%Z. TFIEG6: Linux VDADA > =)L) ICEHET,

FIE4: siREH LC<.NETCore 5> 42114 3.1 %1V +—)L

Linux VDA @1 > X k—)LaiIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers®FIEICHiE > TNET Core 5> 21 L3121 YR =ILLET,

NETCore 5>%+1 L3101 +—I)Li%. whichdotnet Y REETLTSVE T LNIEZEELET,

ARV RHAICESWVWT, NETCore SV B A LDODNAFINRZRELET, 7 zid. OV REH
H/aa/bb/dotnet ®iF4&. /aa/bb = NET N1+ UNRE LTHERALET,

FIES5: Linux VDA Xy 7r—J04 o >O—R

Citrix Virtual Apps and Desktops t—E 2D A 7> O—RXR=JICBBL £T, #AR/N— 3 > Citrix
Virtual Apps and Desktops # g8 L. Components =2 v LT, FBH® LinuxFsX+JEa2—>3>
12359 % Linux VDA Xy r—o% 2o >O0—RKLET,

FE6: LinuxVDAD-1> 2 ~—)L

MRUICAVZA =T B &RFID2N—U3 28 LTSRUU—IDSBEOAI VA M—ILEZTYFJIL—RTEX
ERS

R R = IILFIE

1. (7> 3>y) guwN—ayo7y1 YR =)L
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RO 2N=23YBELVULTSR U U= OFHWN—=3 >0 Linux VDA DA Y I h—ILEhTWVW 35
BlE. TNET7 oAV ZA=ILLTHOSHLWN=3 YA YR M—ILT2HELHD £T,

a) ROV RT. LiInuxVDAH—EREELELET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

A
ctxvdas &Uctxhdxt—E X% 21T 5HiIC. service ctxmonitorservice stop <
VREERFTLTERT—EXT—EVZEFELELEFT, CNZERITLAVGES. BRT—EXT—T
VIFEIELEE—EREBEHLET,

b) ROATYRT. Nysr—C%#TFUAVAM—ILLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

i

ARV RERITIBICIE. FILNRNADBETT, K DIC. ¥ XFL/NXIC[opt/Citrix/VDA/sbin &
& U'/opt/Citrix/VDA/bin ZEMT 3 HTEX I,

2. LinuxVDANRXy =S4 o>O—R

Citrix Virtual Apps and Desktops 1 —EZD AT > O— RR—=JICEEL £T, BYAN-J3>0
Citrix Virtual Apps and Desktops =& L. Components %2 1) v ¥ LT, FAH® Linux 71 X b+
DEa2—>3 > iixdisd % Linux VDA Xy r—o% 45 >O0—RLET,

3. Linux VDA @1 > X +k—JL
o YumZERAL T LINUXVDAY 7 bz 7E AV A L—=ILLET:
RHEL 8/CentOS 8 nig4:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

RHEL 7/Cent0S 7 54

sudo yum ‘install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

+ RPM Package Manager ZfFR L T. LinuxVDAY 7 +rD 7 AV M=ILL& T, EDHIT. R
DERFRERZBRT ZIHBENHD XTI,

RHEL 8/Cent0S 8 M54
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sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

RHEL 7/CentOS 7 0354

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RPM #%&7=f81Z—% (RHEL 8/CentOS 8 ®ig%):
ibus >= 1.5
nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-1ll-openjdk >= 11
icoutils >= 0.32
firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
1ibXpm >= 3.5.12
libXrandr >= 1.5.1

libXtst >= 1.2.3
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motif >= 2.3.4

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-lTinux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy-->

RPM #%k7Zf812—% (RHEL 7/CentOS 7 0i54):
libmspack >= 0.5
ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9

firewalld >= 0.3.9
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policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2

libXpm >= 3.5.10

libXrandr >= 1.4.1

libXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9
openldap >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1
Tibxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1

pmlib(CompressedFileNames) <= 3.0.4-1
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rpmlib(PayloadIsXz) <= 5.2-1

<!--NeedCopy-->
p= =N
CON=23 >0 Linux VDA THR—bINTWVWS LinuxTs X bUEa2—> 3>k Xorg DN—
IVICDOVTIE TP ZXFLEH) 28RBLTRETL,

RHEL 7.x IZ Linux VDA % «# > X b — JL L 7= #%. sudo yum install -y python-
websockify x1lvncaOv Y REETLET, Chid Lty a>Do vy RUBEEZERT 720
iZ. python-websockifyex1llvncEFEHTA > A —ILT 5 EHBEMTY, #L<IE T
wiarorv RY)] 25RLTIET L,

BEOIYRAN=ILDOT Yy TSI L—RFIE

BHMO2N—=23 e LTISRV U - SBEFEDOA VA =L ET7Yv I L—RTEEY,
pE
BEOA VA= ETYvTIL—RT3L. letc/xdlOTFICHZER 7 7 IILHEESEINET, 7vTT
L—RZRITTBREIC. BT T7AINENY I Ty TLTLIZE L,
e YumEFRL Ty I L—RT3ICiE:
RHEL 7/CentOS 7 0154

sudo yum install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

+ RPM Package Manager 2R L T7 vy I L— KT 3ICId:
RHEL 7/CentOS 7 0154

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

pE
RHEL7 #RLTW3HEIE. B0 7 v I L —RIAT Y REZRITLER. XTROFIEERTLTLRES
(AN

1. /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath"-d "/opt/
rh/rh-dotnet31/root/usr/bin/"--forcez=17LT. ELW.NET S> %1 L/INX%
HELEY,

2. ctxvdatt—EREEEFHLET,

BE.
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VI b9z T7%T7yv T L—RLME. LInuxVDAT S > ZBEBL T IZI W,

FIET: NVIDIAGRID RS N—D1> X =)L

HDX 3D Pro 2B#IC T 3ICid. NAN—NAHF—E VDA VICHBRI STV IRFAN—EAV R ~—)L
TBHIC BIMOA YR M—IILFIENBETT,

MRDATa VB LET:

1. Citrix Hypervisor
2. VMware ESX

BIRLINAN=—NAF—ICHRTZFIBICRVET,
Citrix Hypervisor:

COFELWVWEY Y 3> TIE. Citrix HypervisorETd NVIDIAGRID RS A N—D 1 VX b—ILE L UHER O
ICDWTEHBAL £,

VMware ESX:

COHA RICBESINTULBIERICTE>T. VMware ESXA® NVIDIAGRID RS /N—%Z21> X +—)LL. #EEL
£7,

VDA< .
UTOFIEICHES> T, LINuXREIS AR MDENRZNICTHLTRSAN—%21>XM=)LL. BHLET:

1. B9 BHEIIC. LinuXREIS VA vy FEDUDYINTWVWR e 2R LET,
2. XenCenter ©. GPU XX ZJL—F—R®D GPU ZRET> VIZEMLE T,
3. RHELREE<Y> v =EHL £,

NVIDIAGRID RSAN—RICYI Y ZEETBICIF ROOAR Y R ERITLET:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

Red Hat Enterprise Linux ® K& a2 X> FOFIBIZHE>T. NVIDIAGRID RSAN—=%1>ZX ~=JLLET,
P
GPU RSAN=—D1 YR r—ILEE. INTOEMTT 74/ Eb (TWWR ) ZFRLTILTI L,

BE.
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GPU XZZX I —%BMICT B . XenCenter ZFB L T LINUX RIS VICT IR TERLAED T,
SSH =R L TEHRLEY,

nvidia-smi

R e e L L L L e L e e e L L L +

| NVIDIA-SMI 352.70 Driver Version: 352.70

Rttt it o ————— e —————— +

| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |

| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |

I e e e T ]
0 Tesla M60 Cff | 0000:00:05.0 Cff | Off |

| N/A 20C PO 37W / 150W | 19MiB / 8191MiB | 0% Default |

o e e e e fmm e, ——————— tm e, ——————— +

o o +

| Processes: GPU Memory |
GPU PID Type Process name Usage

I s e e e ey

|  No running processes found |

+

ROAR Y RT, A—RICEYRERZRELET:
etc/X11l/ctx-nvidia.sh

BUVRBEBECIILFEZ4—HELFIBT3ICIE. BB NVIDIASAEYIBBETY, COFTEVREHFT
%iZiE. TGRID Licensing Guide.pdf - DU-07757-001 September 20155 Q&R £ 1 XY FDIETICHK ST
<TET L

F|iE 8: Linux VDA DO#&Er{

NYr—=I04 YR b—)L#&. ctxsetup.sh 227U 7 b %ERITL T, Linux VDA 28T 3HRENHD EFJ, DX
VTR EEETSAICRIRZERAL. IRTOKEIVR—XV DRI VI L—ILTATVBR A ERTh
£9, BEICIHELT. WOTHIDRIVU S Z2BERITLTHREZEETTFT,

CORZVTHE FHTEMICEABZLADS. £HRIEEMICBHELEONZEZEAL TEHTRITTIEI, HifTd
BHEIC. ROOAIY Y REFERALTIDRIV T rDOANIILT=HERBLE T

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BRICEIE Y 518

RDESICLT, BRICEET 52 FHERZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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EEnEtAeE bt 134

AYVAM=IEBEEMTZE0IC. BETHEERALT. EY TPy TRIVT N TREERBZ AT T3V EIBET
FET, BEATHDAIARNTIEEINTVWRE, RIUTMMIEL>TA—H—ICBBRONIZRD B X vE—IHR
TREINBI BB AEDET,

HR—FIMBBRIREHICIIRD LS BHOLHD 7!

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N - Linux VDA Ti&. DNS CNAME L J— k&R L T,
Delivery Controller 8% 5ETE %9, T 74 FTIENICREINTLET,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller 0 &RIZFERT 3
Delivery Controller »5E£&8fi K X1 >& (FQDN) ®DXR—IAXTD D—BNBRETYT, 1D F/IIEY
DREEBHFR XA VBFERIECNAME T U7X EIBETIHNELHD £T,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—+ (F7 #JL b Tid7/R—k 80) %
M L T. Delivery Controller Li@EL £7,

o CTX_XDL_REGISTER_SERVICE=Y | N - Linux Virtual Desktop tt—E X id. ¥ > DiEBZICRBAL
9, T7AINIMTIHEIZYICREINATVLWET,

+ CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #—E 2 Tld. ®v b T7—0%{F
BRDS AT LT 7A 74— ILOBEBEHFAINTLWBIHENH D £9, Linux Virtual Desktop AIc.
SRATLDT AT I A—IINORBRERKR— b (F72ILETIFR—F 80 HELUR— bk 1494) =B THMK
TEET, T7AINETIRYICRESTNATLWET,

« CTX_XDL_AD_INTEGRATION=1|2|3|4|5- Linux VDA iZi%. Delivery Controller i34 L TERsE
¥ 37=8%IC Kerberos BRBRENBETT, Kerberos #ild. AT LICA YA M—ILELVBRFHD
Active Directory &Y —ILH5IEEL £, RITRT. Y R— T TW3 Active Directory iEaAHED
56, FATZLOZEIEELET:

1 - Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B’ R— hIh & ¥, Thid. 8H%RY
STawoT7FVT— a3 0RBUERBEICT 2OD—ED GPU 7/t L—>3>70./0YTY,
HDX3D Pro ##RL 7c3%5E&. VDA VDI T RO by 7 (2Tl yday) E—RFAICEHREINEY (D
&b, CTX_XDL_VDI_MODE=Y &£#%b 7).

+ CTX_XDL_VDI_MODE=Y |N-EH72Y by F7BREETI (VD) £7@RILINEZHEETRI by
TREETIDOELES L LTRI VZBHT 3D ERELET, HDX3D ProRIETId. COXEHZ Y ICRE
LEJ. 774N FTENICERESNTUVETD,
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o CTX_XDL_SITE_NAME = dns-name - Linux VDA |&. DNS #fRH L T LDAP —N\—%#&HEL £,
DNS oRBZLERE=O—HILY 1 MZHIBRT BICIE. DNSH 1 FEEIBELE T, COTEIE. TTA4ILELT
¥ <none> [CEHRETNTULET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -LinuxVDA i&. DNS %= L T LDAP #—/N\—%&H
LXxd, DNSHALDAP H—E XL O—RERETITAWESIE. LDAP ® FQDN LU LDAP R—FD X
R=ARYTO D—BEIEETEET, - ZxiE. adl.mycompany.com:389 £ &b ¥, ZOEHIE. T
7+ )L F Tl <none> [ZREINTWVETD,

+ CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA iZ. Active Directory K X >®JL— k
(ffl: DC=mycompany,DC=com) IZREINIERER—XZFRALTLDAP zBxL 7, BED/NT +
—YVRAERETBHIC. REX—IZIBETITEY (fHl: OU=VDI,DC=mycompany,DC=com), Z®
T#id. T 74/ L TIE<none> ICHREINTLET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 7x5L—> 3 Biy— X (FAS) H—/nN—i3. AD &
=TRSO —ICEDERINE T, LiInuXVDAIZAD JIL—FR)S—%HR—FLTLEEA, KD
IS L2 a0 TSN FASH—N—D—B%ZFRATE£9, >—7 > RE AD JIL—TFRUS—T&
ELIEBDLEILTHBZBENHD FT, WINHLDH—N—T RFLIADHFEINTWEESIE. €0TE%Z
<none> X W3S XFFTEDHT. H—N—TRLIADIBEBIEZEL £FH A

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LW JO—Hh—T—
Iy bhH—EX (ctxvda) #HR—b+TZ7HD.NETCore S22 1 L3 1%EA VR M—=ILT BN,
T 74 D /XRIE/usr/bin TE,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v 3> B9 % GNOME #7:i& MATE
FRIIMY TIRIBEZEELE T, EHZEELAVWEFICTS. HEVDAICA YA M=IILEINATWVWETX
by THERTINET, 7L BEA VA M=ILTNTWVWETRY by TH MATE F&E1Z. TEHE%:
mate |[ZRETIHREHLHD £,

E:
ROFIEEETLT. 22—y bty a > a—H4—0FRI MYy TERIBEETEIZCHTIET:
1. VDA ® SHOME/<username> ¥« L o kU |Z.xsession7 71 ILZEH LT, ZZT.
username g1 —4—&T9,

2. .XSesSionT77IIEHRELT. T4 ARMIE2a—YaVICESVWTTRY by FIBEBZIEE
L%,

For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then
exec mate-session

fi

CentOS =® GNOME 7 X7 kv FDiHE
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GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 00 7 7MIN—3Zvo 32—y by ara—H-—cHBELET,
+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #mR D5 TB5IC Linux VDA  —E X DRI N B &£ 5
ICTBDNESHZEEBELET. 774N FTRYICRESNTWVET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout z)w 2> 937DV 7y bR—bo 77+
I EDOR—KZT7503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937cdDR— ko TT7#I)L bDR—KF 7502 T
ED

MDESICL T, RIREHEREL. BRIV T ERTLET:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2|3|4]|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
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export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo AX Y RIC-EA 7o a v aEIEELTRITL. ERITAHLVLWS TILICEEFEOBETHEZELET. RDITE
LT #!/bin/bash 32 L. BIRD ATV ROBSHEBZTINRIV T T 7ML R TR 28O LET,

Frldg RDELSICLT 1 DDA Y RTIRTDONIA—F—ZIBET DI ENTETET,
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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HREEDHIF

SFUAICEoTIE LINUXVDA Ry —S% 7214 VX —=ILLAWT. ctxsetup.sh X7 U F Mk >TiTH
NI-HEREEZHIRT 2 CHRBRBLRBZIBEDHD £T,

FHTTBHIC. ROOATY Y RZFERALTIDRIV T FOANILTZRRBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREBEZHIFFY BICId:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:

CDORIUTMZED. TRTOBRT — 2D T—ERXR—IDS5HIBRIN. Linux VDA ZRETE A< AD F
ED

HrOs
ctxsetup.sh & & ¢f ctxcleanup.sh X 7 U 7+ Tld, AV VY —IICIS—HAHRRIN. BROT 771
[tmp/xdl.configure.log ICEMBHNEZIAENE T,

Linux VDAH—EXZ2BEFHL. EEEZRMIEET,

FIE 9: XDPing O=1T

sudo Jopt/Citrix/VDA/bin/xdping%®EfTL T. Linux VDAIRIE TO—RHILHEROMEEERL
9, #L<IE ™DPings #28BLTLETL,

FE 10: Linux VDA 017
ctxsetup.sh X2 7 +%ZEA L T Linux VDA Z#EE L7 5. ROIY > RZMERL T Linux VDA ZHIfEL %
ED
Linux VDA 0iE#):
Linux VDAH#—E X EZEBT 3 ICIE. ROOARY RERITLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->
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Linux VDA {Z1t:
Linux VDAY —ERXREFELET3ICIF. KOOIV RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

pE
ctxvdas &L tctxhdxtr—EX%EIET 58I, service ctxmonitorservice stopadvwy
RERTLTERY—EXT—EVZEFELELEYT, CNEXRGTLAWVRE. BRY—EXTF—EVIFFEILELE
Y—EX=BEELET,
Linux VDA 0 Ei2H):
Linux VDAY —EXE=BESHTBICIE. ROOAT VY RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA OIREEDFERR
Linux VDA # —EXORITIREERER T 3121, ROOAYY RERTLET,
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIJiE 11: Citrix Virtual Apps = 7-iZ Citrix Virtual Desktops T <> > h420O05 DIER

R >h207%ER L. Linux VDA TS > %Z8INY 3FIBEIE. #ERkRD Windows VDA TORAELMTVES, C
DRRVEFRT I BHEDHBPICOVWTH LK. TR 20AZOJ DRI LT T2 2h207DEE] 28R
LTLES W,

MDESIC. LINuXVDAR S > EFE I AE2 O DIERICIEWV L Dh 0§ H 5 7. Windows VDA v
VDRI VAZATDIERFIEE BRZ 0 HD £

o ARL—=FT A4 VT IRATLICIF. REBERLET:

- RALINBHETRI by TREETILOHBE, IILFEY 3> 0SF Ty
- VDIERTRI by TEREETILDORE. 2Lty a>r 0847 ay

s ALY >H4205 7T, Linux VDA R > Windows VDA R V& BESEAVWTIEIL,
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=
Citrix Studio BT O/N— 3 >id. TLINnUXOS) tWHSEREHR—-—FLTWVWEEFATL R £
L. [Windows +—/\— OS] # 7> 3> Ffld [H—N—0S] 77> a EBERTZE. AFEDRI LS
NBZ3EETXI by TREETILHABERNIGERINE T, [(Windows TX7 by 7 0S] 7> 3> Ffid
[TRIbwT OS] 72 av5wERTZE, IV CICE—I——DEEETILAIBRMNISGEIREINE
ER

B b

< oht Active Directory R X U SHIBRINIRICBEEBNINIESEEIE. 20X yEII Y A4207
NOHBRLTHSBEEMNT 2HELHD £,

FE 12: Citrix Virtual Apps % 7-i& Citrix Virtual Desktops T 5 1) /N —F )L —FDIERL

FUNU=F)IL—F%ERL. Linux VDAY UZ2ETIIrhH2O057%BMT 3 FIEIE. Windows VDA v >
DBELIFLALRLTY, CORRIETRT T BHEDHRBICDOWVWTELL X TFUNY =T IL—TDERL 25
BLTLIESIL,

Linux VDA< >h20d#&88TUNI —JIIL— T2 KT 35813, ROBHOHHD £ :

e BIRTBZAD A—H—BXUVTIL—TF%, LINuUXVDAR S VICOTA VT RLSICEYICHERLTEIE,
o BT TVAL (BR) 2—H—0Od4>E#HFa LBV TL T L,
e Windows Yo & &TIvh2O00 T UN) —FI—TTRESEHRVWTLIEE L,

BE.
T r—2a3a > 0RRE. LInuxVDAN—2 3> 1A LT R— bR TWES, 272L. A—Y I UA

DT RV by FTELUTT U DEREIF. Linux VDA THR—FINTULEE A,

ROohZO7ELVCTINI =TI —TFOERFZEICOWVWTEEL < & TCitrix Virtual Apps and Desktops 7
21061 ZBEBL TS,

Linux Virtual Delivery Agent for SUSE O F&)r > X ~—)L

December 13,2022
BE:

WRA A b—IILDIGEIR. BEA VAL ZERALTHZA A M—ILZT5 288D L £Y, HE
A YA LIV HNZEHNT BRI TELS, FREBICEBHINTLBFHI VI L—ILEDDBITS—%
BT EHTEXRT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 66


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/installation-overview/easy-install.html

Linux Virtual Delivery Agent 2107

Flgl: 1A M=ILOEE
FE 1a: YaST vV —JLoiEH

SUSE Linux Enterprise YaST VW —ILZERAL T. ARL—FT a4 VIS RTLDIRTOEREBRLE T,
TEZIR—=ZD YaST V=)L %ERET B354
su -

yast
<!--NeedCopy-->

UIR—=ZD YaST v —ILEEBT 3 5%
sSu -

yast2 &
<!--NeedCopy-->

Flg1b: v b7 -0 OHER

LDt S 3> Tld. Linux VDA TERT2IEI 4Ry NIV —URES LU —EXOBRAEICEYT 2155k
ICDOWTEHRBAL Y, *v bT—o0#Id. Network Manager A DD AETIEFARL . YaST W —ILTRITT
BIRENHDFT, ROFIEIF. UIR—XDYaST V—ILZFERATZEHFREE>TVWET, TFIXAIR—ID
YaST YV —ILHERATIFITH. TES—2a>FmENELRD. TITTIRFHALTULEEA.

R ~FZ Y DNS DOIEE

1. YaST @ [y bT—URE] ZHET T,

SLED 12 ®&: [FO—NiLxTF>av] 27T, Ry hD—o0ty b7y 7A5%E] & [Wicked #—t
] ICEELEY,

[RX ~&[DNS] 27 #2BE 9,

[DHCP THRA M BZZEETB] Frv IRy IREFTICLES,
[RRAFEZIL—TFNyIIPICEIDETB] Fxv IRy IREFVICLET,

UTZHELTRY FT—IUREICRBMEEET,

N

ook~ Ww

e RAMF-YPVDDNS KR +EZZEBMLET,

o RXAYF-IPVDDNS RX1>Z%EBIMLET,

o Z—LH—N—-DNSH—N—0DIP7RLRZEMLEY, BEIFAD RXr>a>+O—5—DIP
7RLZTY,

o [RX1UBRE] —B-DNS RX1>E%BIMLET,
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pE

Linux VDA I33R7E. NetBIOS Z20ID#ETEHR— L TVWEE A, LA > T RRFEIF 15 XFURT

HBIVEDHD ET,
Bk

a~z. A~Z. 0~9. BLUNT TV (1) DXFDOHFERALTLETV, 7UA =7 (). AR—R, &
VZOMDEBEIFMERALABEVWTL IV, RAMEEHFTRIBLIED. N1 T7VTETLEDLABRWVWTLTE

TL, ZDJL—JLIE. Delivery Controller d7RZX bR ICHBERHINE T,

TILFF¥+v X+ DNS &S, SLED TOH. TI7AILEDRETTILFF+ X~ DNS (MDNS) »E#THS
o8, BHIBROERICFREEHRETBBEENHO T, SLES DiEE&. MDNS 177 #JL FTIFBERLINTL

BUWes, BICREZITSHBRERHD FE A,

MDNS #&EMIC T 3iCi3. [etc/nsswitch.conf ZEEL T, UTEATIT2EELET:
hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

RRAMZOMHEE ROIAYYRT, RAMEHAELLRESNTVS I ZRABLET:

hostname
<!--NeedCopy-->

COIARVRICED. ZOTT > ORL2EME X1 >F (FQDN) Tldhd. 2RI LEDAMIERINET,
ROOATY KT, BB XA VBN ELKERESNTVWES e MR LET:

hostname -f
<!--NeedCopy-->

COAXVRICED. ZOXIVDTEEBHI R X1 VZRINET,

BHEIFBRE Y —ERBEARMEORER ROIVVRT, T2BMiF XA VRBDPMERTES L. RXr>aV b

O—3>— Delivery Controller 15 ping IZISEDH 25 e #HERBLET:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->
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TR XA VBEBRTIARV, B INS50TIOVTRNDS ping ICIHEN R VIEEIF. FlIBZER
LTHSRICEATLET L,

FE 1c: NTP —E XD

VDA. Delivery Controller. FX1>a> bO—5—DOETERARZFAMEZE#IFTSICHNEETY, RETY
Y2 LTLINUXVDAZRR F§2 L. RN RERICAZEEDRET ZEENRBDET, LA >T UE—F
NTP H—EXRZFERL TRZZH[FIZICZEBMOLET, ROLSIC. T4 ENTPREICVW DHDESE

PMRERIZERBHD ET,
1. YaST @ [NTPRERE] Z2HVT. [—RHNEBRE] 2TZ27VvILET,
2. INTPF—Erz&E8d 3] £o2a>T. [OTCHAL. P RTLEFRKICHARTSLSRE] 20U vo
L&d,
3. RETNTWBHEIE. [FRRICbEVLO—A/LEE (LOCAL)] HEZERL. [HIFR] 20Uy IL&ET,
4. Bm] 20Uy o LT NTPH—N—DI>tUEEBMLET,
5 [H—N—ofEE] ZBRLT. [AN] 2009 I LET,
6. [FRLZ] Zax—ILRIZ. NTPH—=N—0DDNSEZANNLFT, COY—EXIE #E Active Directory

FX>O2bO—-5—THRRALEINET,

7. [#7>ar] 74 —ILFRBEELEEA.
8. [TRF] #0Vw o LT NTPH—ERICFIETEIZDESHZ2HABLES,
9. —BDUsrIT [OK] 20y o LT, EEZREFLE T,

pE o

SLES 12 ®#Tid. AppArmor R > —(ZB9 % SUSE OEERIDOREDRET. NTP F—E AN EEhIck
BMIBehBDET, sFL<IF. BBRFEICK>TLRET L,

FlE 1d: Linux VDA (Z&ES B /v 7 —S D1 Y X b=l

SUSE Linux Enterprise A® Linux VDAY 7 Uz 7id. ROy T —JIC/KIZELTWVWE S,

Postgresql10-server 10.12 LAF&

OpenJDK 11

OpenMotif Runtime Environment 2.3.1 LIf§
Cups 1.6.0 LIE

Foomatic filters 3.0.0 LA

ImageMagick 6.8 LAk

JARI FUDBEM PostgreSQL % ImageMagick & ¥ o E 4 /w7 — &, SUSE Linux Enterprise Soft-
ware Development Kit (SDK) S NFTE£7, Ny r—J 2B 31213, YaST #EHLTSDKUKRT MU
ZIEBMTZD. SDKAX=2T 70 2d T O0—RFLT ROOAXY RZFERALTA—AIILICITY FLET:
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sudo mkdir -p /mnt/sdk

sudo mount -t is09660 path-to-iso/SLE-12-SP5-SDK-DVD-x86_64-GM-DVD1.iso
/mnt/sdk

sudo zypper ar -f /mnt/sdk sdk
<!--NeedCopy-->

Kerberos /517> +D1>X =)L &ROOX> KT, Linux VDA & Delivery Controller B8 EREA IS
Kerberos 517> AV M=ILLET,

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos 7517 > DRI, AT % Active Directory iEDHEICE > TERD £T, UTDHAESE
LTLETL,

OpenJDK11 ®-r > X k—JL  Linux VDA iZlx. OpenJDK 11 BB ETY,
OpendDK11 ZA Y X b=ILFBIIE. ROOIIYY RERTLET:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

PostgreSQL @-r > X +—J)L  SLED/SLES 12 T, RO L SICLTNyr—S% AV A M—=)LLET:

sudo zypper install postgresql-init
sudo zypper install postgresqllO-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

T—AR=IY—EXZ{HAK L. T2 2 DOESKIC PostgreSQL MEERICAHBIND L SICT B3I RISRTA
VA= EBDOFIENBETT,

sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

F—Ha~R—27 71 )Lig/var/lib/pgsql/data icH b £ 7,

RS B OHIBR KREEFRNYT—CHA YA R—I)LEATVBRET, ROOTYY FERITLT, Malicty b
Ty TENSDKURIS MV ERTY FENTXT o TEHIBRLET:
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sudo zypper rr sdk
sudo umount /mnt/sdk

sudo rmdir /mnt/sdk
<!--NeedCopy-->

FIE2: N1 /=N —F Linux (REET > > D%

HR—FINBNAN—NAHF—ETREITS > LT LINUXVDA 2T 388, WS ODDTEENNETY, &
BIB3ANTN—NAHF—DTSYy R TA—LICEDET. ROEEEITVET, RFZXLZILN—RKI 7T Linux <

DUERITIBHE. KERBEDHD LA

Citrix Hypervisor TORZIRHIDIEE

Citrix Hypervisor O R ZIFE HASRED B2 B E. Th 2 h O #ERE WK Linux R < > > T, NTP & Citrix
Hypervisor DEAHN S X T LOREEZBEL LS T2 CHEREGOBMEIRELF T, Y XATLORRI i
DY —N—DEZIE OREHRDLNZDEHCICIE. B LINUX T X MDY T LORZIN NTP L AT 2 HELH

DET, COHA. K FORLUFRHZENCTIBENHBD LT, HIM E—RTIZ. BEEIIBEDHD THEA,

—&®D Linux ¥« X kY Ea—> 3> Tl Citrix VM Tools A1 > X b— L TN i-ZERAEWL Linux A—LER
fTLTWBIEE. Citrix Hypervisor OBRZIEHREEENEE T 20 SHh e, Linux REYS YATEMICHZ > TWL

BNESHEHETETEY:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIF0OFIF1ZERLET:

o 0- FFZIEHAMBED B RNIC B > TWB o6, BINCTBIHENDHD F7,
o 1-BZIFHBEEDEMICHE > TUVET. CNULEDREIINEDD FHA,

[proc/sys/xenf/independent_wallclock 7 7 1 LA FEELARVEE. UTOFIBIIHEDHD £ A
BZIB RS REN B NIC R 2 TWVWBIBEIE. 7 71LIC Tl CEFIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

ZOEFEXELL. BEBBRDLFRIETTZICI1E. [etc/sysctl.conf 77 1)L EHEEL T, ROITEEMLET:

xen.independent_wallclock = 1

CNSDOEBZRRBI 57D, ROLSICL T RATLZEEFHLET:
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reboot
<!--NeedCopy-->

HiEEE, RENELVW I zRABLET:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVERIFLIZRLET,

Microsoft Hyper-V TOEZIEEIDIEE

Hyper-V Linux i % —E XH' 1 > X k=L 3 hiz Linux [REY S > TlE. Hyper-V OBSZIEHAEE % #A L TR
AMARL=—F 4 VIS RTFLOREZFATEE T, VAT LOREZ ERAKETHEFTSICIE. NTPH—ER
CEDICTOWREZBMICLED,

BIEARL =T« VI RXTLT. ROBEZITVE T,

1. HyperVIx—2v—Z2BE£9,
2. Linux RIS >V ORET, [HEH—EX] ZERLFT,
3. [FKZIORE] ABERENTVLWB e B LET,

P
C D FAEIF VMware & & U Citrix Hypervisor 0B& CI128%4 0 £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZEIT 2 7cDICHR S DOEZIFEEZ EMICL £9. Hyper-V OBzIEHIE. NTP & #7F
L. NTP oRZFREZMx s 5N TEET,

ESX & & U ESXi TOZIFIDEE

VMware ORZIEMREEENEMARIBE. TNENOEREWX Linux (R8T > T NTP e NI N—NAH—DEH
NORTFLOKEZRALELSETECHERTHEIRELE T, PATLOFALMOY —N—DRZI L DF
HNkHONZDZEFHCICIE. B LINUX T A LDYXTFLOEZI%Z NTP CEBHSIEET, C0BE. KR MOEZE
HZEMICTIRENHD FT,

VMware Tools - > X b— )L LTREETHERAEWK Linux B—RILEERITL TV RIESIE. ROBEEZITVWET,

1. vSphere Client 2B £ 9,

2. Linux RISV OREERELE T,

3. REx>>Oo7ONT«] FATATRYIRT, [FTF>a>] 4T#0Uv I LET,
4. [VMware Tools] %ZiRL £7,

5. [FH#] Ry IRXT. [RRAMET AL ZERBA] Fxv IRy IReFTICLET,
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FIE 3: Linux{xE<>> (VM) %= Windows K X >IiZEM

Linux VDA (Z. Linux ¥ > % Active Directory (AD) RXAVIZBIMT 2T £ EHAEEYR—MLET,

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BIRLIAEOFIRICREWVE T,
pa o

Linux VDAoO—HILT7HIO b ADDT7 AT b TRILA—Y—R%EFEATIE. Ty a>oiR#ick
WTBeHHDET,

Samba Winbind

Windows K X1 >ADEM RXAYAYMO—F—HT7ILITHET. IVE2—F—% KX VICEBNTS
¥EFR% 5D Active Directory 2a—H'—7H 7> FHRBETT,

1. YaST @ [Windows RXA XY N—=w ] #EEET,

2. UTOEEZITVWEY,

o [RXA[T—=205)L—T] I Active Directory R X Y OZRT G R Xr>a> tO—5—0 IP
PRLRAZRELEF T FXAMVBIEIBTAXFICLET,

o [Linux OREEICH SMB OEREFERATZ] Frv IRy IREAVICLET,

+ [Create Home Directory on Login] F v o Ry I REFVICLET,

¢ [SSHRFTOS Y IINGA2F V] FxvIRyIREFVICLES,

c [ATFAVEREE] FxyvIRYIADRATICHE>TWB e 2B L E Y, Linux VDA IR, ToF T
IVICHBELTUWEE A

3.[0K]l 20Uy o LET, WKODDNYT—JDA VI b—ILZRT X yvE—JHRREINHEIE [TV
Zb=I] 2OV I LET,

4. RXA>A> rAO—F—HROHBZE. FXAUVIZEMTRIHESHZRRBTIAvE—IHRRRINE
I, [Yes] z0 Uy o LET,

5, XyE—UHRFEINE. AV —F—Z XA VBT 3HERERD R X1 Y 1—HF—DERIERE
ANHL. [OK] 22U v o LET,

6. BNETRT XYy E—IHRFEINET,

7. W<oh® Samba BLV kb5 Xy r—SDA YA —ILERT Xy E—IHRRINFZS. [V b=
W #2000y LET,
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YaSTIZ& D CNSDEFICIF—EFOY—EXFLRBID VOBEHNURETH S CEHNRINBZBENHD FT,
ROVEBEHTHI L ZLEDOLET !

su -

reboot
<!--NeedCopy-->

SUSE 12 % : Kerberos EiEH* v v aBD/NyFEA SUSE 12 & 57 # /L kD Kerberos &igfE#R
F v v aRiEENEE D FILE:[tmp/krb5cc_%{uid} » 5 DIR:/run/user/%{uid}/krb5cc ICZTEIn & L
7z LINUXVDA IZZDFHLWDIRICEZF v v amEICHIGLTWRW S, FEITEETINELNHD T, R
DBRELBRVESIE. IL— 21— —¥2 LT Jetc/krb5.conf #4& L T, [libdefaults] o> 3> IZEML £
ER

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

RXA > X N—=2w FORER  Delivery Controller 2R3 3 1Cid. $RTD VDA Y>> (Windows & Linux
VDA) T Active Directory ICaA>Ea—2—FTJ U FHRETT,

RDLS5IC. Samba @ netads IV RERITLT. IV RAMVICBMLTWA 2 BELET !

sudo net ads testjoin
<!--NeedCopy-->

BMORXAYELIVAVE2—2—F TV I MEREBRIET BICIF. ROOAY Y FZRITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos #/ 02 Linux VDA TERATE 3 & 5IC Kerberos AIEELK R INTWB Z R T BICI3.
RMOAYY RIZED. P RF LD keytab 7 7 1 ILHMEREHA T keytab 7 7 1 ILICEMBRF—HEEFNRTVWSB L
#HRLET:

sudo klist - ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEBER1M—rDIEITEFREAFEDOFICH L TEATESF—D—EHERR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IV VERXIYAY FO—5—IC
LU CERAEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->

RO VRBEEHBIIANFTIEETIHRENDBD LT, RILEE (5) 3. STIICEZBESHMIEMSOHICNY Y
25vva (\) TIRT—TI3HELRHD £T, RIEICL>TIE. DNS R X1 & Kerberos SBiIZiZ 2R D
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£9, LIch > T, HIEBBREFERALET,. COATYRBRINTR . HAOIRKRRINEE A
ROAR Y REFERAL T, IV T7ATY D TGT Fry bhF vy a 3N e ZBRBLET:
sudo klist
<!--NeedCopy-->
ROAR Y RZEFERALT. IV T7ho Y bOFEZRAEBELE S

sudo net ads status
<!--NeedCopy-->

I —EORE  RDES IS, wbinfoy—ILEEALT. XA YI—F—HE XA VICH L TRIETES
CrEMRBLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHRETDIRXATIVIEFAD KX V& T, Kerberos $EIEZ Tlddh b £t A, bash > T ILDBE. NV IXTY
axFE () i B3 12N vIRSy I aXFEIEELTIRT—TT3HERHD T, COOATVRICKD,
BINF IR ETRIT XA v E—UHRINET,

Winbind PAM E2 2 —LAEL<KBRINTVE CE ZRRBI 31013, MENCERALEIEDRBVWR X1 > a—H
—7horrEFEBLTLInuXVDAICOIA Y L&Y,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-udx > RIcE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 IILAMER S
N xzmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRRBEIRF v v aDF7y FHAEWT. HRIINTIIBRWVWI C 2BEL F
ER

klist
<!--NeedCopy-->

MROOARVET, EviayeE&TLET,

exit
<!--NeedCopy-->

Gnome OV —ILF#IF KDE OV —ILICEEOIA> T3, AHFDOTIANERTTEET, RXTUEMOD
B, TFIEG6: Linux VDAD1 > X =)L) iICEHET,
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Quest Authentication Service

RX>O> bO—5—T0 Quest D&M K D#E(EIE. Quest Y 7 b= 7% Active Directory R X-r>1a>
FO—5—IZ1>YZX h—JLL. BRELTWB L. BEERFENMISEN. Active Directory ICO>Ea—4—F
TV b ZETE B ERHIIRELTUVE T,

LINUXVDA Y VICR XA > A—H—HOs 4> TEF3L51293%  LinuxVDARS > THDX w3 >yxmiL
TRINEBELHIEZRXAA—H—|IWH LT ROBIEEZITVWET,

1. [Active Directory 2 —H%—r a>vbEa—%—] BEI>V—I)T. BROI—-HY—-F7AHT> D Active
Directory a—#—7ONTr ZHI£J.

2. [Unix 7ho > ] 27%BRLET,

3. [Unix 5] Fxyv IRy IREFVICLET,

4, [7214<VGIDFS] #. ZEORXA>A—HF—JIN—TFDJI—FIDICKRELET,

&
COFEIF. RAXr>a——Aa>Y—J)L. RDP. SSH. F7/-lgZofto) E—rUEZOMJ/LEFERL
TOJ AV TEBRLSICRETSHEHREALTY,

Linux VDA T® Quest D&k

VAS F—E>D#E RD LS Kerberos 77y FOBSHEHREEMCL T, YIS IHENRH D £, B5E (F
T7SAVATFY) ISEMCTIHNELNHDET:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COIXYRICED., BEmRD O KA (32,400 ) ICRESNE T, IA8DE. F7v bDOT 7+l bOBEXHAME
TH3 10EEEDD 1R EDET, Fry FOBMBBPR T SICEVWS XTLTIE. KD/MEWMEZZON
5X—§—LC?&EL’§3}

PAM & & NSS ik  HDX %, su. ssh. RDP R DZDMOY—EXEN LI R XA YaA—H—DOdF+ >
ZEMICTBICIE. ROARFZRITLTPAM & NSS #FHTHERLET:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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Windows K X >AD&1i Quest vastoolawy K&EMAL T, Linux ¥ > % Active Directory KXo
VICBMSEET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (¥, I> ¥ a2—4%—% Active Directory R X+ VIZIBINY 21ERZFOABEDO R XA > —H—T7,
domain-name iz, RX->® DNSE (example.com % &) TF,

KXY XN=2y FORER  Delivery Controller #R 3 3 IC1&. R TH VDA T > (Windows & Linux
VDA) T Active Directory iCaYEa—42—FT2x 0 bHRETT, QuestiZk>TEMI N Linux 7> >H
RXAVICHEETDZCCZ2BRBTBICIE. ROOATYV RZRITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOV RAAVIZBMLTWRBEIE. RXAVENRINET, YOV RXA VIZEBIMLTLWARWSE, T
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

A—H—RADFER  PAM ZER L7 Quest @ R X+ > A—H —DREEHETRED E S H &R T BT Ik, LAFIICfE
BLEZCHBVWRXS YA——TH oY bEFERALTLInuXVDAICAYA Y LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROATYRT. id-u I RICE>TRINT UID I35 T 3 Kerberos BigIEHRF v v a7 71 ILBMER S
NfcCrexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KDY KT, Kerberos EIEHRFT v v adF 7y hHEYT. BRINTIIHRWC C ZBRBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROARXVRT, Ey2ayE&TLET,

exit
<!--NeedCopy-->
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Gnome OV —JL&ELIZ KDE YV —ILICEEOT A > T3 L. BHROTARZRITTEET. RXIVEMND
R#&. TFIE6: Linux VDA DA Y2 b—)L1 ICEHET,

Centrify DirectControl
Windows K X >A®&m Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHEE. KDL S I
Centrify @ adjoin <> k&AL T. Linux ¥ > % Active Directory R X1 ICEBML F7:

su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user (&. d>Ea—%—% Active Directory K X1 VIZIBINT 31EREIFOEED Active Directory K X-r> 1
—#'—T9, domain-name (&, Linux <> V%EBMT 3 R X1V DERITY,

RXA > X N—=2w FORER  Delivery Controller 2R3 3 1Cid. 3R TD VDA Y>> (Windows & Linux
VDA) T Active Directory ICaYEa—42—3T72 7 FHRETT, Centrify iC&DiBMI Ntz Linux ¥ > h
RXAVICHERET B EBRBYT3ICIF. ROAT Y RERTLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain En'E%1T#%H % Z r £. CentrifyDC mode T connected "R h 3 v #MBBLE T,
CentrifyDC mode #* starting @ £ £ L Wi5&IE. Centrify 517> MY —N—C OEGORE. F1:
IREEDBBHREEL TVET,

REFERATIE. FOEENLGS AT LBRCZHFHREZBETI £,
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T £ I %7 Active Directory £ & U Kerberos ¥ —E Xt DiEGET A ML E T,

adinfo —--test
<!--NeedCopy-->

RX1>BMOMEDRE. TFIEG6: LinuxVDADA YA b—)L1 IEHAZF T,

SSSD

SUSE TSSSD #ERLTWLW3BEIE. COEIIaYDOIBRICH > TLEIWV, TOEI> 3T, Linux VDA
<> Windows R X UADBMEIE. &L Kerberos sBIEEDHERLICDOWTEHRBAL £,
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SUSETSSSD Ztw b7y T BICIE. ROFIEZRITLET:

RXA 228 L THER bD keytab % 1ERk
SSSD B PAM DRk

SSSDoty kT7v S

SSSD &K

RXAAIN=2y TORER

Kerberos #m o mE:R

3 —H— B DR

Nk~ w

RX1 28U THRR LD keytab ZER  SSSD Tidk. KX UBME S X7 LD keytab 7 7 1 ILOEREIC
B9 3 Active Directory 7 51 7> MMEEENREINTULE R A, Kb DICSamba7 7O0—FE2FERTI £,
SSSD Z#m 9 BAiIC. UTOFIEZRITL T LT,

1. Name Service Cache Daemon (NSCD) F—E>%{EIEL TEMICLET,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy-->

2. ROESICL T BEBNYT—C2A VA M—ILEIEEHRLET:
sudo zypper install krb5-client

sudo zypper install samba-client
<!--NeedCopy-->

3. Jetc/krb5.conf 77 1L E N — I - LTHREL. Kinita—FoVFaMRE—F v ERX1T2L
BETITB&LS5ICLET, [libdefaults]. [realms]. [domain_realm] o> 3>tk ) %E
mLEd:

=
ADA> I3RS UFvICEDVWT Kerberos Z#p L 9. ROBEIF. B—RFXA> B—T#L
AFETFTILEHRELTWVET,
[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]
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REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}
[domain_realm]
.realm = REALM

realm = REALM
<!--NeedCopy-->

realm (%, Kerberos 48i& (example.com % ¥) T¥, REALM (&, EXAMPLE.COM # X OAXFD
Kerberos 4815 Z T%, fqdn-of-domain-controller (. R X1 >3> +tO—5—d FQDN T¥,

4. [etc/samba/smb.conf #)L— r2A—H—r LTHEL. net I —F 1 VF s HE—5 v b RX1 D BEE
TE3&L3ICLET, [globall Lo a>ThoeEDICTV M) EBMLET:

[global]
workgroup = domain

realm = REALM

security = ADS

kerberos method = secrets and keytab
client signing = yes

client use spnego = yes
<!--NeedCopy-->

domain (&. EXAMPLE 7% ¥ @ Active Directory K X1 > @12\ NetBIOS FT9,

5. Jetc/nsswitch.conf 7 7 1)L T passwd EL U group T> U ZEEL T, I—H = JI)L— T ORERE
12 SSSD #8B L %7,

passwd: compat sss

group: compat sss
<!--NeedCopy-->

6. Windows RXAVICBMLET, RXCYAVFO—F—ICEETEZ Y, AVEBa—32—%FRXT1Y
ICIBINY 3 1ER % 5D Active Directory A—4'—7hH oV bhH 2 e 2B LET !

sudo realm join REALM -U user
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<!--NeedCopy-->

user 3. A>Ea1—32—% XA VICBINT3ERZIFOR A >A—H—T9,

SSSD A PAM D8k SSSD FD PAM Z#8 9 BR1IC. BBENY T -V A VA M—ILEIBEHRLEY:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

SSSD ZHD 1—H—RIERIC PAM EP a— LR L. 2—¥—D0OJFVEOF—LTs LI MU ZERL &

ED
sudo pam-config --add --sss

sudo pam-config —--add --mkhomedir
<!--NeedCopy-->

SSSD oty 7w

1. /etc/sssd/sssd.conf #)L— raA—H—r L THEL. SSSD F—EVHE—F v ER XAV EBETER &

SICL %7, sssd.conf DBEDH (BEICKHLC TEMOBREETSIENATEEY):!

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the

AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES@REALM

is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
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ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name id&. example.com 7z E® DNS R X1 > & T,
pE 2
ldap_id_mapping i true IC®RE I B 7. SSSD Bi&H* Windows SID # Unix UID Ic< v E
YILET. FNLIMDIES. Active Directory 1& POSIXIERZ IR TE 3 HENH D £9, Linux
Ly ayTOENROIA>DODIS—%H< oI, ad_gpo_access_control (& permissive
ICBREINET, sssd.conf B&rsssd-ad DX ZaF7IR—SEBBLTLIETL,

2. 77 1ILORBES LU 77t XER%E sssd.conf THRELET:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD 0FEM KROIATYYRZEITL T SSSD 7T—EVZBMICL. P RATLOEFRICES TESL5ICLE
ERS

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

RXA XY=y TORER
1. "L SIC. Sambad netads AV Y RERITLT. IV REXIVICBMLTWE e #BRBLET !

sudo net ads testjoin
<!--NeedCopy-->

2. BMORAAYBLV AV Ea—2—F T2z MEREEIET 5ICIE. ROATY RZRTLET !

sudo net ads info
<!--NeedCopy—-->

Kerberos M D2  Linux VDA TERTZ 3 & 512 Kerberos AEEL K I TWB Z ¥ 2T 3113,
MOAYY RIZE 2T Y RT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DEFEFATVSBC
CEERLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBERI—rDOIEFIEFREFEDOTICH L TERATESZF—D—EHERR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IV VERXIYOAY FO—5—IC
YL CERAEL £9:
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sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

RO VRBUEERBIIAXFTIEETZIHELNHD FT, RILES (§) 3. PTIICKBBESHIZHSODICNY S
Z2Zya (\*) TIRT—TIIBRENRHD 9, BEICK>TIE. DNS R X1 >ZH Kerberos BIHZ L 2
BOET, LEA>T. M9EEBZFEHALEYT, COOAVY RPN T I . HAORRKRRINEEA.

MROARY REFEALT. IPYT7ATDY RO TCT F7y b F vy adhicJ e 2HEELET:

sudo klist
<!--NeedCopy-->

A—H—BE0mER SSSD . F—EVTEHERIMZTANTZ3AV VRSV —ILERMHLEFHA, PAM £
HTOARTTEET,

SSSD PAM €2 a—LHAELKBHEINTVWB L ZRBY B ICiE. URNCERALEI ARV IR A5 —
THhoYrzEEALTLINnUXVDAICOIA Y LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

dA—4%—Dklistav >y RTREN B Kerberos ¥4 w FHELL . HRYNTIZHEWVWS EZ#BRBLET,

IL—ba—H—r LT, giR0id -udT>RTRINZUID ICHIESZF 7y bFvv a7 7 ILHERTO
fcle=BBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

Gnome OV —J)LFHIEKDE OV —IILICEEOI A VT2, AHRDOTARERITTEEY, RXLUEND
BB, TFIE6: Linux VDADT > 2 b—)L) IERET,

PBIS

HBELPBIS Ny 7r—>%40>0-R¥%  fil:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/
pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->
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PBIS 1 VX =LA ) T+ %2RITHREICT D ffl:

chmod +x pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 > X b—ILROUT +=2RITTE  Hl:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows K XA >YADBM RXAYAYMO—F—HT7ILITEET. AVE2—F—% RXTVICEMT S
¥R %D Active Directory 2—#'—7HD > b HRETY !

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (. J>E1—%2—% Active Directory R X VIZIBINT 31ER%ZF DO R X1 > 21— —TF, domain-
name &, KX-r>®DNS& (example.com %Y) T,

F: Bash#F 74 b0 )L LTRET 3ICIE. [opt/pbis/bin/configLoginShellTemplate/bin/bash
AV RZRITLED,

KXY XN—=2y FORER  Delivery Controller #H 3 3 ICi&. T VDA Y>> (Windows & Linux
VDA) T Active Directory ICOAYEa—42—FT2 0 FHRETT, PBISICL>TEMEIN Linux 7> 2 H
RAAVICHEET B EEZRRBIBICIF. ROOAY Y FERITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROV RAXAVIZBIMLTWAEBE. COIXRYRIFREDAD RX1>r OU 0EHRZIRLE T, SIMLTVLA
WEEIF. R RBREITHREINE T,

I—H DR PAM ZFER L7 PBIS O R X1 > 1—H—OFBEENEIRENE S D 2R T B ICid. LUFICHE
BLECEHBRWRAC Y A—HY—FHI Y rEERLT LinuxVDAICOJ A > LET,

ssh localhost -1 domain\user

id -u

<!--NeedCopy-->
AROARXYRT, id-u O3> RIC&>TREI N UID IZx T % Kerberos Bi&fEHRF v v a7 7 1 ILHMER S
NiCrzmRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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MOAYYRT, Lyarye®TLEY,

exit
<!--NeedCopy-->

KX ESMOmER%. TFIE6: Linux VDA D> Z ~—)L) IEHF T,

Flg4: st LT.NETCore 5> %21 L 3.1 %1V A =)L

Linux VDA @-r > 2 b—JLaiIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers@®FIEICE>TNET Core S> 21 L3 121X —ILLET,

.NETCore S>%21 L3101 X +—)Li%. whichdotnet IV RERITLTS UV EALNAREEBELE T,

ARV RHEAICESWVWT, NETCore S Z A LDNAFIUNRZRELET, e ziE. OV REH
H'/aa/bb/dotnet @54, /aa/bb % NET N1+ UNXE LTHEALED,

FIES: LinuxVDA Nvr—> o485 >O0—R

Citrix Virtual Apps and Desktops t—EXD 4D >O—RKR—=JICBEL 9, BFE/N— 3 > Citrix
Virtual Apps and Desktops #ERIL. Components 22w LT, EAFO Linux 4 X bUEa—>3>
ICXRE % Linux VDA Xy r—2% 45> O0—RLE T,

FIE6: LinuxVDAD1 > X k=)L
Flg6a: W= 3> o7V =)L
BHO2N—=a3 > BLVU ISR U U =S FH WA= 3 >0 Linux VDA B 1 Y X b= ILENTULWBHEIE.
FENETUAVAM=ILLTHSHLWNAN=S3 > F2 A VA =L T 2HRERHBD T,
1. XOO<T > RT, LinuxVDAH—EX%ZEILEL £
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

i
ctxvdas &Uctxhdxt—E 2 %{E1L9 350, service ctxmonitorservice stop

ARV RZRGTLTERY —EXT—EVZFLELET, CNZERTLAWVGA. BRY-EXT—%
VIMEIELIEY —EXEBEFHLET,

2. ROARYRT Ny = FUA VA M=JLLET:
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sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE:
BHMD2N=23>h50T7y T L— R R—bENET,
7

1V X b=J)LaviR—x> ~&lopt/Citrix/VDA/ICH D £,

ARV RERTTBICIE. ZILNIDRBETT, KD DIC. ¥ XF L/XRIC[opt/Citrix/VDA/[sbin & &
U'/opt/Citrix/VDA/bin ZBINT 3 rHTEET,

FIE6b: Linux VDA D> X k—JL

Zypper ZERAL T LINUXVDAY I bz 721V M—ILLET:
SUSE 12 05!

sudo zypper install XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

RPM Package Manager #f#B L T. LinuXVDAY 7 bz 7% AV b—LLET, ZDRIC. ROKERFRE
ERLET,

SUSE 12 01575

sudo rpm -i XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

FE 6c: LinuxVDAD7 v 7L —R (FF>3>v)

BHDO2N—3 > LISRUY—IDSBREDOAI VA N—=ILET YT L—RTEEY,
=
BEOA VA= ETYTIL—RTBL., letc/xdlICHZER T 71D LEEEINET, 7vTIL—
RERTITBDEIC. BT T7AILENY I T v ITLTLIETL,

SUSE 12 04

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

RPM #&7#B8Z—% (SUSE 12 0i155):
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mozilla-nss-tools >= 3.47.1
postgresql-server >= 10.12
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11

ImageMagick >= 6.8

dbus-1 >= 1.8.8

dbus-1-x11 >= 1.8.8

libXpm4 >= 3.5.11

libXrandr2 >= 1.4.2

libXtste >= 1.2.2

motif >= 2.3

pam >= 1.1.8

bash >= 4.2

findutils >= 4.5

gawk >= 4.1

sed >= 4.2

cups >= 1.6.0
cups-filters-foomatic-rip >= 1.0.0
openldap2 >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

libmspacked >= 0.4

python-requests >= 2.8.1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
rpmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIslLzma) <= 4.4.6-1
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libtcmalloc4 >= 2.5

libcap-progs >= 2.22
xorg-xll-server >= 7.6_1.18.3-76.15
ibus >= 1.5

xorg—- xll-server = 7.6_1.19.6
xorg-x11 = 7.6_1
postgresqllO-server >= 10.12
libgtk-2_0-0 >= 2.24
libgthread-2_0-0 >= 2.48
pulseaudio-utils >= 5.0

lsb-release >= 2.0
<!--NeedCopy-->

BE:

Ty FIL—R L% LInuXVDAT S Y EBEBL TIRT W,

FIE 7: Linux VDA O#&5%

Nyr—on4 > X =)L, ctxsetup.sh X&) 7 +%RfTL T, Linux VDA 2R T 2HBEBLRHD £, ZDR
JUTRE TEETSHICREERIEL. IRTOKREIVR—X VDRI VI F=ILTNTVWE I EHERIN
£9, BEICIGLT. WOTHZDRI )TN E2BRITLTRELZLTETEET,

CORZVTHE FHTEMICABZLADS, £REEMICBHELEONZZEAL TEHTRITTIEI, HifTd
BHEIC. ROOAIYY REFRALTIDRIV T RDOANIILTE=HEBLE T

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

BREICEIE T 518

RDESICLT. BEMICEZET 3 FHEHEZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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EEnEtAeE bt 134

AYVAM=IEBEEMTZE0IC. BETHEERALT. EY TPy TRIVT N TREERBZ AT T3V EIBET
FET, BEATHDAIARNTIEEINTVWRE, RIUTMMIEL>TA—H—ICBBRONIZRD B X vE—IHR
TREINBI BB AEDET,

HR—FIMBBRIREHICIIRD LS BHOLHD 7!

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N - Linux VDA Ti&. DNS CNAME L J— k&R L T,
Delivery Controller 8% 5ETE %9, T 74 FTIENICREINTLET,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller 0 &RIZFERT 3
Delivery Controller »5E£&8fi K X1 >& (FQDN) ®DXR—IAXTD D—BNBRETYT, 1D F/IIEY
DREEBHFR XA VBFERIECNAME T U7X EIBETIHNELHD £T,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—+ (F7 #JL b Tid7/R—k 80) %
M L T. Delivery Controller Li@EL £7,

o CTX_XDL_REGISTER_SERVICE=Y | N - Linux Virtual Desktop tt—E X id. ¥ > DiEBZICRBAL
9, T7AINIMTIHEIZYICREINATVLWET,

+ CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #—E 2 Tld. ®v b T7—0%{F
BRDS AT LT 7A 74— ILOBEBEHFAINTLWBIHENH D £9, Linux Virtual Desktop AIc.
SRATLDT AT I A—IINORBRERKR— b (F72ILETIFR—F 80 HELUR— bk 1494) =B THMK
TEET, T7AINETIRYICRESTNATLWET,

+ CTX_XDL_AD_INTEGRATION=1|2]|3|4-Linux VDA (Zi&. Delivery Controller icxtL T3B3EY 3
7=8IC Kerberos #ERENUET T, Kerberos #id. AT LICA VX b—ILELUHERIEAD Active
Directory &Y — LD 5IBEL £7. RISHT. HR— I TW3 Active Directory i&H2D 5 5.
FRTZ2HDZIBELEFT:

1 - Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h & ¥, Thid. s8H%Y
STawIT7FVT— a3 0RBUERBICT 2ODO—ED GPU 77> L—>3>F7-./0YTY,
HDX3D Pro ##RL7c3%mE&. VDAR VDI TR bw 7 (2 FIEyoay) E—RBICEEEINEY (D
b, CTX_XDL_VDI_MODE=Y &#%b %£9),

« CTX_XDL_VDI_MODE=Y|N-EB72Y by 7EREETIL (VD) £HIFKRAMINBZIHEBETRI by
TREETIDOELES5 L LTRY VEBHT 3D ERELET, HDX3D ProRIETId. COXEHZ Y ICRE
LEF. 774 FTENICERESNTWVET,
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o CTX_XDL_SITE_NAME = dns-name - Linux VDA |&. DNS #fRH L T LDAP —N\—%#&HEL £,
DNS oRBZLERE=O—HILY 1 MZHIBRT BICIE. DNSH 1 FEEIBELE T, COTEIE. TTA4ILELT
¥ <none> [CEHRETNTULET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -LinuxVDA i&. DNS %= L T LDAP #—/N\—% &
L%d, DNSHLDAP H—EZXL d— FZREHETITHWVWESIE. LDAP ® FQDN & & U LDAP R— kDX
R=ARTO D—EBHEZIBEETETF I, fcr ziE. adl.mycompany.com:389 £ 40D £¥d, ZDOEHIZ. T
7 4L TIE <none> ICHRETNTWVET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dDJL— b+
(ffl: DC=mycompany,DC=com) ICHREINHRER—XZFEHALTLDAP ZBxL £, BED/NT +
—YVAZRETB-HIC. REX—XZIBETITEY (fl: OU=VDI,DC=mycompany,DC=com), Z®
THIE. T74I)L L TIE <none> [ZREINTWVET,

« CTX_XDL_FAS_LIST=" list-fas-servers’ - 7xz5L—>a it —E X (FAS) #—/n—id. AD &
=R —ICEDERINE T, LiInuXVDAIZAD JIL—FR)S—%HR—FLTLEEA, KD
IS, EX 20> TSN FASH—N—D—B%ZFRATE£9, >—7 > RE AD JIL—TFRUS—T&
ELIEBHDLEILTHZBENHD FT, WINHLDH—N—T RLIADHEFEINTVWEESIE. €0TA%
<none> ¥ LS XFFTEH T, H—N—T RLXDIEBIZEEL £ Ao

o CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - L W JO—Hh—T—
v bhH—EX (ctxvda) #HR—b+TZHD.NETCore 5021 L3 1%EAIVR=ILT BN,
F 74 kD /XRIE/usr/bin TE,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t > 3> TR 93 GNOME #7zi& MATE
FRIUMY TEBEEEELET, EHERELABAVEFICTD . BEVDAICAI YR F=ILTNTWLWETX
JhyTIHEARAINET, 7L BEA VI F=ILTNTWVWBETXY by 7H MATE &3, THESE
mate I(CERETAIHELHD £,

E:
ROFEZEFTLT. 4= v bty ayil—H—0TFRI by SBIEZ#TETR33DHTEET:

1. VDA ® SHOME/<username> >« L 7 ~JIC.Xxsession7 71L& EHLEJ, T T.
username |1 —H—&FTY,
>1. .Xsessi1on77MILERELT. T AMIE2—YaVICESWTTRY by JIRER
BELEY,

Cent0S. Ubuntu. Debian t® MATE X7 kv FD1E4E

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then
exec mate-session
fi
<!--NeedCopy-->

CentOS =® GNOME 7 X7 kv FDiHE
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GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi
<!--NeedCopy-->

Ubuntu & &7 Debian £t® GNOME X7 kv 7 DE4:

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
exec gnome-session
fi
<!--NeedCopy-->

L. 700 770IN—2v>arvei—ry bty ara—H#—cHELET,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TBIC Linux VDA # —EXHD'BIAI N B & S

ICTBDESHEBELET, TIAILETRYICRESINTVLETD,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2w X> 437DV 7y bR—ko 774

I EDR—=KET7503 TY,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko TT7 AL bDR—~F 7502 T

ED
MOESICL T BIREHEREL. BRAVV T EERTLET:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2]|3|4
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'
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export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>"'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo XY RIC-EZF 7> a3V ZIBELTETL. FERT MLV TILICEEORBEHZEL T, RUOTE
LT #!/bin/bash #:2AL. FHRD IRV RO SBEZSTINRIU TR T 7AIVEERTELEBEDHLE T,

Frld. ROELSICLT 1 DOOTYY RTIRTDONTA—Z—ZIBET DN TIFED,
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \

CTX_XDL_START_SERVICE=Y|N \

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 92



Linux Virtual Delivery Agent 2107

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MR ZE E DHIRR

SFUAIZL>TIE LINnUXVDA Ry =% 7214 X —=ILLAWT. ctxsetup.sh XJ U F Mk >TiTH
NEREEZHIRT S CHRBERZIBENDD £7,

HUTYTBHIC. ROOAX Y RFZFERALTIDRIV T ROANLTZ2RBLET !

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 51013

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BHE:

CODRIVTMZED, IRTOBRT — 2D T—2ZR—ZXH 5HBREIN. Linux VDA Z#RETEH<AD X
ED

HrOs

ctxsetup.sh & & U ctxcleanup.sh X7 ) 7 b Tld, IV —ILIZIS—HRRIN. ROBEOT 7 71 ILIC
EBiIEHRAEIAEFNET:

/tmp/xdl.configure.log

Linux VDAH—EXZBEFHL. EEZRMIEET,

FIE 8: XDPing 017

sudo /opt/Citrix/VDA/bin/xdping%=®fTL T. Linux VDARETO—MRMAEMOBEEZ L
9, L <& ™DPings #8BLTLETL,

FiE9: Linux VDA 0 =T

ctxsetup.sh X7 7+ #ERAL T Linux VDA R L7=5. XOAT> R%&EMERAL T Linux VDA Z#IfIL £
ER

Linux VDA 0ic&h:

Linux VDA 4 —EZXZEET B ICIE. ROV RERTLET:
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sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 051k
Linux VDA —E X %{EIET 3 ICid. ROOAYY RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

7
ctxvdads &tctxhdxty—EX%EIET ZHIIC. service ctxmonitorservice stopdvy

FeRTLTERT—EXT—EVZELLET, CNZETLAVGSE. BRT—EXT—EVREELLE
Y—EXZ2BEFHLET,

Linux VDA O Hit2gh:

Linux VDA H—EXzBEgd 3ICId. ROOATY FZETLET:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA OIREEDFERR
Linux VDA f —E ZDRITREEZ RT3 ICIE. ROOAIV RERITLET,
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE 10: Citrix Virtual Apps % 7zi& Citrix Virtual Desktops T <> > h 207 DIER

Y ohz2a7 %R L. Linux VDA <> > %EBIMNY % FIEIE. XKD Windows VDA TOHZECMTWE T, &
DERI%ERT ITBIHEDHRBICOWTHLLIE. YA 2O7DERI &V TR UhE2O07DERE) #8E

LTS W,

RDESIC. LINuXVDAR S > EFE I AE2 O DIERICIEW L Dh0FIKH H 5 7. Windows VDA v

ORI VAZATDIERFIRE RGBRDHD XT:
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o« ARL—=F A VI RATFLICIE. REERLET:
- RARINZIHBETRI MY TEREETILOBE. WILFEYvI 3> 0S8 AT 3>
- WDIERTRI by TBREETILDOSGE. Ity a> 0SS+ 7oy
e ALY >H420O4 T, LinuxVDA T > Windows VDA R Y& BESEHEWVTLRET L,
E:
Citrix Studio o BT /N— 3 k. TLInUXOS) tWSBEEHR—FLTWVWEEHFATL R 27
L. [Windows #—/N\— OS] # 7> 3> Ffld [H—N—0S] # 7> 3 % BRT3E. AFEDRI LS
NZEETXI by TREETILHDEBERNIGERINE T, (Windows X7 by 7 0S] A7 3> Ffid
[TRIbYTOS] A7 a3 BRI, IOV CICB—O—Y—0DEEETILHOEBERMNIEIRINE
ERS

B>k

< vht Active Directory R X U SHIBRSIMIRICBEEBMINIZSEEIE. 20X yEII Y A207
NOHIBRLTHSBEEMNYT 3HRENHD X7,

FJE 11: Citrix Virtual Apps %73 Citrix Virtual Desktops TO 5 U /N\NU =2 )L— T DIER

FUNY—=FIL—TF=ER L. LinuxVDATY>2EEIIrAE0J %8N 3 FIEIE. Windows VDA <> >
DHZEBLIFLALRILTY . CORRVERT T BAEDHBICOVWTHLLCIR TFUNU—=FIL—TDIERI &5
LTSV,

Linux VDAY >A207 28T TINY—JI—TZ2ER T 25EE. ROFAHLHD £7:

« EINTBZAD A—H—B KUY IL—F%. LINUXVDAT VIO A>T 35 ICBYICHERE LTSI £,
e BTN TUVAWL (BER) A—H—0OJd 4 >ZsFa LBEVWTL T,
o« Windows Yo >8I oyhe00 2T NI =TI —FTRESEAVWTLLLEI L,

BHE:

TV —=2 3> 0RRIE LINuXVDANRN—3 > 14 DETHR—FINTVET, L. B—II A
DT RY by TELTT U DEREIF. Linux VDA THR—FINTULEE Ao

ROoAZATELVCTINI =TI —FOERAZEICOWVWTEEL <&, TCitrix Virtual Apps and Desktops 7
21061 ZBRBLTLET W,

Linux Virtual Delivery Agent for Ubuntu 0F#+1> X ~t—JL

December 13,2022
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BE:

WRA A L—IILDIBEIR. BEA VAL ZERALTHZIN A M-I ZT5 288D L £Y, HE
A YA M-IV HNZEHNT BRI TELS, FREBICEBHINTLBFHI VI L—ILEDDTIS—%
BT EDTEXRT,

F|E1: UbuntuforVDA %1 > X b—)L g B%EE
FlE 1la: v b7 —UBREORER
XY RT—=IDELLEGSIUBRINTVWE I e ZBBLTLIET W, 7z ZiE. DNS 4 —/N—I{Z Linux VDA

THEBHTZBELHD T,

Ubuntu 18.04 Live Server #f#B L TW3F&IE. KX FE%ZBRET 8012, [etc/cloud/cloud.cfg 187 7
TILICRDEEZMZ FT:

preserve_hostname: true

Flg1b: KX FBDHRE
IOVDKRRMEBHBERICELSIRESING L SICT 310, Jetc/hostname 7 7 1 LZEBELTIYI VDR b+
BOHETZRLEFT,

hostname

FlE 1c: RRMEADIL—FNYITRLIADEDHT
ROVDDNS FX1YBrmeBifiE X128 (FQDN) MELKHRETNBZ e EBABLET. CORHICIE
|etc/hosts 7 7 1 ILDRDITORMD 2 DD L JICFQDN AKX FEBEEND LS ICIREL £T:
127.0.0.1 hostname-fgqdn hostname localhost
1
127.0.0.1 vda0l.example.com vda®l localhost
T771ILARADMEDOIT> FUHS. hostname-fgdnZzighostnamellxdt 33 DO BEEHIBRL £
7
Linux VDA I£387E. NetBIOS BOIDETEHR—FLTVWEF A, LTcA > T, KRR MRIF 15 XFURT
HBIVENRHD FT,
B> b

a~z. A~Z. 0~9. BLUNT TV (-) DXZOAMEALTLEIV, 724 —X37 (). AR—R, B&
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VZDMDESIIFEALBVWTL IV, RAMEZHFTHRLIED. NIV TRTLEDLABWVWTLE
TW, ZDJL—JLIE. Delivery Controller 7R bR ICHBERINE T,

FIE 1d: ~X b RBDOHERR

ROAVY R T RAMEHELKRESINTWB e xR LET:

hostname
<!--NeedCopy-->

COATVRICEDT. EDOITVDRLEMRE X1 >R (FQDN) TldH<. ZDHRASZDHANERINET,
RDOATY R T, B2EBHIR XA VBADPELLRETNTWR I #HBLET:

hostname -f
<!--NeedCopy-->

COORVRICED, ZOIIVDORSEBHIR XM VEDRINET,

FE 1le: WILFx+ X DNS 0EML

T7AIEDRETTILFFv X~ DNS (IMDNS) HEMTH 270, ZRIFROERICFBADVRET 358D
HOET,

MDNS Z&E#IC T 31213, [etc/nsswitch.conf ZHEL T, UT#BLTE2LEELET !

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

FIE 1f: ZRifERL Y —E XEETREM ORER
ADARXY BT, BEBHRXAYBEMRERTEZ . RXr>a> A—5—k Delivery Controller 5
ping ICRENHZ e zHBLET:

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TEEBMR XA VEZFRTIHRV, FRIFINS5OIIYOVWTILDS ping ICREDNBRVIEEIE. FIEZRER
LTHSRICEATLETL,
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Fla 1g: KZEEO#EH (chrony)

VDA. Delivery Controller. FX>O>Y bO—5—DOETERARZFABREEIFTICIZEETY, RETY
Y& LTLINUXVDA%ZERZ T3, BRAUHRERICADZIBENRET DML HD FI, Lch>T. UE—+
DI LY —EXZ2FRALTRANEZE[IZ 28O LET,

chrony @1 > X k—JL:

apt-get install chrony
<!--NeedCopy-->

JL—bka2—%—r LT [etc/chrony/chrony.conf Z4REEL. XD ELSICBUE— L E A LY —N—IZHHIGT Y
—N—IVhrUZEMLET:

server peerl-fqdn-or-ip-address -iburst

server peer2-fqdn-or-ip-address -iburst

—HAIRIETIE. BEEO—AIL R Xr>a> bO——h5RBALET, 2B NTP =L —N—NH5EHiZIEE
HLEEA. RXA>DE Active Directory RX>a> bO—5—ICXBd 2 —N—IT> U EEBMLET,
IW=FNRw o IP 7RLZ. localhost. X7 U woH—nN—0 *.pool.ntp.org T> bURY, —BIZH S E D
DY —N—FRFFT—ILITV ) ZHBRLET,

EEEZFEFELTHE. ROOAY Y RT Chrony F—E % BiEEg L £7:

sudo systemctl restart chrony
<!--NeedCopy-->

FIg1h: OpendDK11 1> X k=)L

Linux VDA iZi&. OpenJDK 11 "4 ETY,

Ubuntu 16.04 T, ROFIE%XRFTLT OpendDK11 1> X b—JLLFT:

1. https://jdk.java.net/archive/h 5 &#d OpenJDK 11 #4 o >O— KR L&Y,

2. tar zxf openjdk-11.0.2_1linux-x64_bin.tar.gza<x>Y r%ERTLT. 4o>O0—RK
LI r—CZRELE T,

3. (#7>ay) mv jdk-11.0.2/ <target directory>av>R%®R{TLT. OpenJDK % & —
Ty brTa LI MIICRELET,

4, update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 200003 RrERTLT. Java SV 41L%kty b7y FLET,

5. java -versiondIY Y RERITLT, JavaON—J 3V 2RRBLF9,

Ubuntu 20.04 ¥ Ubuntu 18.04 Tid. U TF%2%47L T OpenJDK11 A > X b—JLLET:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->
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FIE 1i: PostgreSQL 1> +—JL

Linux VDA =B 9 3iCid. Ubuntu £iZ PostgreSQL N—2 3> O X HRETT !
sudo apt-get 1install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

FIE 1j: Motif o> X +—JL

sudo apt-get install -y libxm4
<!--NeedCopy-->

FIE1k: NS D1 R =)L

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get 1install -y libldap-2.4-2

sudo apt-get 1install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

FIE2: NAIIX—=INA Y —DEH

HR—bINBNAN—NAHF—LTRETS > LT LiINnuXVDA ZE1T$ 35E. W OHDEEHNKRETT, fF
BIBINAN=—NAHF—DT Sy b T+—LIZEDET. ROEEETVWET, RTAXZILN—RTTT7TLinux~<
DreRTIBEE. EERUESLHD A

Citrix Hypervisor TORZIRHIDIEE

Citrix Hypervisor OB ZIE A ED B LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor OEAN S T LOREZEE L LS TECHFEREADBENREELF T, P XTLORH M
DY —N—DEE L ORI EHLNZDEHICIE. Z LinuX TR DY X T LOKEN NTP L RT3 4EBHL H
DET, COBE. R MORZAREENICTIHEDNHD £, HYM E—FTid. EERZBEHD FH A

—Z D Linux ¥« X FUEa2—> 3> T Citrix VM Tools B > X b —IL S iR Linux h—RIL%Z=E
TLTWBIEE. Citrix Hypervisor ORZIFRRKEENTFET 20 Sh L. Linux RETS YRTEMICHE>TWL
BSOSO EHBTIET !
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su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIF0OFIF1ZRLET:

o 0- BFZIEHRBED B RIC R > TWVWBTcsh, EMICTEIHEDRHD FT,
o 1- BAIFEHAMEDNEMICE >TUET . CHULOBRERBESDD FEA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EHE L BVWEE. UTOFIBIZSNESHD £H A
BEZIRIHAERED B RIC R o TVWBBEIF. 77 1ILIC Tl CESDAATEMICLETS:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEERXEH L. BEBEBDHEIETZICIE. [etc/sysctl.conf 77 1 ILEREL T, KROTZEMLET:

xen.independent_wallclock = 1
CNEDEEXERBI D, ROESICLTORATLEZBREHLET:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVERIFLIZERLEFT,

Microsoft Hyper-V TOEZIEEADIEE

Hyper-V Linux i —E X1 > X b—JL 3 hiz Linux REB< > > TlE. Hyper-V OBSZIEHA#EE = EA L TR

AbFARL =T 4 VI RAT LOKEZFATE XY, AT LOREZ ERGRETHIETSICIE. NTP 39—

CEDICTOWBEZBMCLETD,
BEARL—FTA VIO RATLT. ROBIEZITVET,
1. HyperVIxx—Sv—%zRHEE9,

2. Linux RS YORET. [MEY—ER] Z#ERLET,
3. [BAoRE] MBIRThTWB ezl &Y,

i

EX

C D7 VMware & & U Citrix Hypervisor OB& 32740 £9, VMware & & U Citrix Hypervisor
Tlid. NTP L OBREEEITZ-OICHX FOBZIFRRAEEMICL £9. Hyper-V 0RZIFEAIZ. NTP L #&F

L. NTP oRZF#ZMT TN TEET,
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ESX & & U ESXi TORZIFIDEE

VMware OEZIFSBSEEAEH RS, £NENOEREK Linux 8T S > T NTP L AL /S—/A1 ¥ — 05
MNORTFLOKEZRALLSETECHEREADBEIEELE T, P ATLOFHE MO —/N—DRHE L
DOEEADNKODNZ DE CICIE. B LINUXTF R O X T LOREA NTP LB T2H8ENHD T, CDHFAE.
AR S ORAFBEENICT ZUBENBD £,

VMware Tools Z - > X b— )L LTRETHEREWX Linux 1—RILEERITL TV RBEIE. ROBEEITVWET,

1. vSphere Client 2B %9,

2. Linux REBI> > OBREEHRELET,

3. R 7ONT«] AAT7OJRYIRT, [FTF>3v] 2T=200vILES,
4. [VMware Tools] Zi#RL £,

5. [¥#] Ry I RT. [(RR TR MEZIZREA] Fzv IRy IREFTICLET,

FE 3: Linux{xE<Y>> (VM) %= Windows K X >IiZEM

Linux VDA (Z. Linux ¥ > % Active Directory (AD) RXAVICEBIMET 3£ EFRAFEEYR—MLET,

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BIRLIAEOFIRICREWVE T,
pE
LinuxVDAoO—hAILT7Ho Y e AD D7 AT Y FTRLI-—Y—RFZFEATIE. By a >y oReck
WTBehHDET,

Samba Winbind

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user
<!--NeedCopy-->

T Y OREEC Winbind F—E BB TI3L35I1C93 ROIATY RT. I ViEHEIC Winbind ¥—®
VO BRI AL SICEBR T BAIMNELNHD XTI,

sudo systemctl enable winbind
<!--NeedCopy-->
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pE

winbindxo U7 ks /etc/init.dichz e &#ERELET,

Kerberos o#%r JL—ka21—H—¥r LTletc/krb5.conf 2=, UTERELET,

pE o

AD 1> TS5 ZMSUFvICEDWT Kerberos 1L T, RDRBREIF. B—RXA > B—T 5L XA NE

TILERRELTWVWET,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns—-name = REALM

Z 2T domain-dns-name /Y5 X—%—|&. DNS R X% (example.com %4 ¥) T9, REALM i&. AX

F 0 Kerberos %8i5% (EXAMPLE.COM #¥) T3,

Winbind :2:E0#r RHEL @authconfig®. SUSE @ yast2 o & 5%y —JLh Ubuntu ichWizo. F8

T Winbind ##mM L 9,
[etc/samba/smb.conf ZBi=. KEREL X,
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
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winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP (3. REALM ORHID 7« —JL K TY, REALM I3AXF D Kerberos EiH& T,

nsswitch 0 [etc/nsswitch.conf ZEE. winbindzXRDFICEMLET:

passwd: compat winbind
group: compat winbind

Windows K X1 >ADBM RXA>OAYbO—-F—H7IEXTAET. IVE21—F—% RXTVIZEBNT 3
¥R %D Active Directory 2—#'—7HU > FHRETT !

sudo net ads join REALM -U user
<!--NeedCopy-->

C CT. REALM i3AXF D Kerberos $BIi& T, user i3a>Ea—8—% M XA VITEMT 3HERERD R XA
\/j-_-'j-_—c\j-o

winbind 0F#E
sudo systemctl restart winbind

<!--NeedCopy-->

Winbind Ao PAM 08 D a< > R%ER{TL T, [Winbind NT/Active Directory authentication] #+
7> a>r [Create home directoryonlogin] +# 7> 3 hBRINhTWBLSICLET:

sudo pam-auth-update
<!--NeedCopy-->

B b

IOV RXA VICBIMEADZEICOH. winbindT—EVIEEITZ2E4ITE T,

RXAYAYN=>y FOFER  Delivery Controller #EA 9 3 iCid. Windows #7-iZ Linux (CBE#HR <. &
~RTOD VDA Y>> T Active Directory ICaA>Ea—42—AT U FHRETT,

RDLS5IC. Samba® netads IV RERITLT. IV RAMVICBMLTWA e 2 BBL£7:

sudo net ads testjoin
<!--NeedCopy-->

BMORXAYHLVAVYE2a—E—F TP MERZFET BICIE. ROIAY Y RZEEITLET:
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sudo net ads 1info
<!--NeedCopy-->

Kerberos #/ 0O#:2 Linux VDA TERATE 3 & 5IC Kerberos AIEELK R INTWB Z e 2R T BICI3.
ROAIY RICE > T Y X7 LD keytab 7 7 1 JLHMEREH T keytab 7 7 1 LICBEM B F—HEFNATVSEC
CEHERBLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRIZED, TUVINILBERES R — DT EFIEFREAEDLEICF L TERTEISF—D—ENERTR
INhEd, Kerberos Dkinitadv >y REERIFTL. INHDOF—%FHALT. YO UERXr>ay bA—5—IC
SHLUTHRAELFT:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
ROVRBEEHBIIANFTIEETIXRENDBDET, RILEE (5) 3. STIICEZBEHMIEMSOHICNY S
25vva (\) TIRT—TIZHERHD £9, RIEICL>TIE. DNS R X1 & Kerberos BB 2R D
£9, LIch > T HIdEEBEFERALET. COAXVRBEIITR . HAORKRRIINEE A
ROAR Y REFERAL T, IV T7ATY D TGT Fry bhiF vy a N e zBRBLET:

sudo klist

<!--NeedCopy-->

ROARYREFALT. IV T7HIO MOFAERABELE T

sudo net ads status
<!--NeedCopy-->

A—H—RAOHER KDL SIC. whbinfo Y —LZFERALT. RXAYA—HF—DRRXIVICH L TRAETES S
CEHERLEY:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETBRXTIUIEAD RX1 & T. Kerberos $EIBi&TIdH D £ A, bash T ILDIFE. NV ISy
2axFE () i B3 12NV IRSYy I aXFEIEELTIRT—TT3HERHDFET, COOATVRICKD,
BINFELIIERERITAVvE—UHRINET,

Winbind PAM 2 2 — /LA ELK#BRINTWBR I e #BB T 3ICIE. UANCERLECEABRVWR X1y a1—H
—7ho> rEFERLTLiINnUXVDAICOSA > LET,

ssh localhost -1 domain\username
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id -u
<!--NeedCopy-->
PN

SSH ATV REELLLETIBICIE. SSHAEZTEYICHEEEL TWB I 2ERL £,

ROATYRT. id-uIX Y RICE>TRINT UID ICx 5T 3 Kerberos BigIEHRF v v a7 71 ILBMER S
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBIRF v v aDF 7y FHAEYT. HRIINTIIBRWVWI C Z2REEL F
R

klist
<!--NeedCopy-->

MROARXV KT, Ly2aryze®TLET,

exit
<!--NeedCopy-->

Gnome OV —J)LFHIEKDE OV —IILICEEOI A VT3, AHROTARERITTEEY, RXTIUEND
BB, TFIE6: Linux VDADA >R =)L) ICEHFET,

B>k

A—Y—BEEICHIILTH. RXA Y TAV YR TATA Y LICEEILT R by TZRFTIBWES. Y
SrEBEHLTEATLED,

Quest Authentication Service

RX1>ar bO—7—T0 Quest DR KDIR(EIZ. Quest V7 bz 7% Active Directory KXr>3a>
FO—5—IZ1 X b—JLL. BRLTWE L. BEERENMISEN. Active Directory ICO>Ea—4—F
TV bZERTE3 e ZzallRELTVE T,

Linux VDA Yo VICR XA > aA—H—HOJF > TESL 5125 Linux VDAY > THDX v > a > e
TRIREDBHBIERXA 2 A—HF—IIH LT, ROBEEITVET,

1. [Active Directory 2 —#'—¥ra>vEa—%—] BEO>VY—)LT. BHNOI—H¥—7HT> boD Active
Directory a—#—0ONT1 ZHAI£7,

2. [Unix 7ho > ] 27%FRLET,

3. [Unixxtis] Fzv IRy IREAVICLET,

4, [7714<) GIDHFS] Z. KEORXA>A—H—TI—TDII—TIDIZRELZF T,
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E:
COFEIF. RA1r>aA——hHa>Y—I)L. RDP. SSH. F7=lgZoftto ) E—rLEZO NI EFERL
TOJAVTERLSICKRETRBEBREL T,

Linux VDA T Quest DiExg

SELinux R > —@ERAOEEE F 74/t RHELEETIE. SELinux AR2ICBRAINTWET, OB
IZ& D, Quest BMERAT S Unix KXY Ty hDIPCOXAZILICTF S L. RXA>YIA—H—0OJF > %
FE9,

COBEEREE T B - DEM ARG EIE. SELinUX DESHK T, JL— k21— —2 LT, [etc/selinux/config
HiEL. SELINUXSBEEZRDEEDICEELFT:

SELINUX=disabled
OBV VOBEHHNVETT:

reboot
<!--NeedCopy-->

BE.

COREIFEFELTHERAL TSIV, SELinuX R > —D#EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—AILI—HF—TH>TH. BRAICOVITIRINTLESEAREMEAHD 7,

VAS F—E>DHER RDLSIC Kerberos 77 v COBEEFHEBEMICL T, M TI3HENHD 9, B5F (o
T72A4YO5FY) $EMNICTIHELHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COORYRICK D, EHERED OB (32,400 ) ICRETIEY, §8b5E. F7v hDOT 7 #)L ~OBEMEAM
TH3 I0KELOD 1BER<ADEY, F7 v FOBMEEANST SICEVWS XTATIE. KD/NSWMEZ DN
FX—Z—IIRELET,

PAM & & NSS ik  HDX %, su. ssh. RDP BREDZDMOY —EXZN LIt R XA YaA—H—DOdF+ >
ZEMCTBICIE. ROOAR Y FEEITLTPAM & NSS ZFHTHERLET:

sudo /opt/quest/bin/vastool configure pam
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sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows Rk X7 >A®&i Questvastoolavwy R&EMAL T, Linux ¥ > % Active Directory K X
VICBMEEERY:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (& d>E a—%—% Active Directory R X VICEBMY 3 1EREF OEBRDOR A > I —H—TT,
domain-name l&. KX->® DNS & (example.com %#¥) T,

RXAYAYN=2y TOFR  Delivery Controller R Y 3 1d. Windows #7ziZ Linux ICBE#HR <. &
~RTo VDA ¥ > T Active Directory iCO>YEa—2—FT2 10 FHABETT, Questic&-TEMINT
LinuX Y VB R XA VICEET B E 2B BICIE. ROIY Y RERTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOV RAAVIZBIMLTWVWBRBEIE. RXAVEDRINE T, IOV RXAC VIZEBIILTLWAWSSE, T
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—BAE DR PAM ZfER L7 Quest © R X > 21— —OBEED RN E S D2 BT B ICiE. ARTICHE
BALECEDBVWRXA Y IA—HF—TAHU Y b=FEALTLInuXVDAICOIF > L& T,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

ROATYRT. id-u <Y RICE>TRINT UID ICx5T 3 Kerberos BigigsRF v v a7 71 ILAMER S
Nl zmRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOAY Y KT, Kerberos ERIEHRF* v v adF 7y bHEYT. BRINTIIHAWC L #BRBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 107



Linux Virtual Delivery Agent 2107

MOAYYRT, Lyarye®TLEY,

exit
<!--NeedCopy-->

KX ESMOmER%. TFIE6: Linux VDA D> Z ~—)L) IEHF T,

Centrify DirectControl

Windows K X1 >~A®d&i0 Centrify DirectControl Agent A1 > X b —LETNTWBHEE. XD &L SIS
Centrify ®adjoindv > R%EERAL T, Linux Y>> % Active Directory K X1 VIZBML F7:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /X5 X—&—|&, O>Ea1—%—% Active Directory K X VIZBINY 31ERZFHFDEED Active Directory
RXA>1—H—TF, domain-name /X5 X—&—{. Linux Y>> %BINT 3 R X1V DRHITT,

RXA YA N=>y TOFER  Delivery Controller #EA ¥ 3 Cid. Windows #7-iZ Linux (CBE#HR <. &
~RT® VDA ¥ > T Active Directory ICOYEa—4—3T 220 bHUETT, Centrify ic&hiBIMI NI
LINUX T YD R XA VICEET B 2RI B ROII Y RERITLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain En'E%1T#H % Z r . CentrifyDC mode T connected #Rxh 3 v #RBIBLET,
CentrifyDC mode #¥ starting @ £ £ L A WEEI. Centrify 517> MIH—N—C OEGORE. £
SR DOBENEEL TVET,

ReFERTRE. LDEENES R T LBREZHBEREZNETETE T,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T T F74 Active Directory 5 & U Kerberos f —ER e DiE#ix T A M LE T,

adinfo —--test
<!--NeedCopy-->

RX>BIMOMER%E. TFIEG6: Linux VDADA YA b—)L) ICEAZF T,
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SSSD

Kerberos o#%r; Kerberos #1>X b—JLF3ICId. ROAYV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos #4189 3 ClE. [etc/krb5.conf #)L— . LTHE. NSA—F—%ZBRELFET,
pE
AD1 YIS RS IVFwICETWT Kerberos #18M L £ T, XDREIF. B—RX1>V B—T 4L X +E
FILE[RE LTWETD,

[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

ZZTdomain-dns—-name/t3 X—4—ld. DNS KX >%& (example.com &¥) TY. REALM I3, AXF
@ Kerberos %&15% (EXAMPLE.COM A£¥) T%,

RX1>ic8imd3 SSSD %##m L T. Active Directory % ID 7O+ 4 —& K URHED Kerberos & L THE
BALET, fc7=L. SSSD Tid. X1 >BIME Y AT LD keytab 771 ILOBEICETZ AD DI S517 > Mg
BN INTULEEA. K DIC. adcli. realmd, F#ldSamba%zERTEXT,

A
D0t a>TlE. adclirSambalcBET3BHROAERMELET,

c adcViZERLTRXTA VBT 355 ROFIBERITLET:

1. adclizZr>X+—JLLET,
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sudo apt-get 1install adcli
<!--NeedCopy-->

2. adcliTRXI>IZBmMLES,
REFRALTEHVWSXTL keytab 7 71 ILZHIBRL. KX VICBMIEET,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user (. RXAVICYY VR BINT 31EENH 2 R X1 21— —T7F, hostname-fqdn (&, T£EH K
XA BERDIS VDRI REZTY,

-H # 7> a>ix. adclis. Linux VDA T%E% host/hostname-fqdn@REALM ¥ L3R T SPN %
EHTBDICHETT,

3. YZ2F LD Keytab #FBL £,

Ubuntu 20.04 <> > o0&k, adcli testjoinav Y RERTLT. RXAVIZBIILTWVWEHE
SHETARLET,

Ubuntu 18.04 7% Ubuntu 16.04 ¥> > ®iFE&IE. sudo klist -ket a2 RZERTLT. ¥R
TLD keytab 7 7 1 ILMER SN TWE e 2B L £ T,

BXF—DEALRZYTH IVUDRXA VBN BRI -T2 D2 HEL £,
s SambaZzEAL TRXIVICBMT 3HEIE. ROFIEZETLET:

1L Nor—=2%1A VX =ILLET,

sudo apt-get install samba krb5-user
<!--NeedCopy—-->

2. Sambaz#EL Y,
[etc/samba/smb.conf #B=. KEZREL X,
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes

client use spnego = yes
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kerberos method = secrets and keytab
WORKGROUP (3. REALM OR#HID 7 1 —JL KT, REALM I3AXXF D Kerberos $BIHZ T,
3. SambaTRXIVIZBMLET,

RX1>aybO—5S—hA7IEXAEET. A2 —4—% KX VIZBINT 3#ER%Z1E> Windows 774
Ty EDHRETY,

sudo net ads join REALM -U user
<!--NeedCopy-->

C ZT. REALM I3AXE®D Kerberos $BI& T, user i3> a—4—% KX VIEBINT 31ER%ZEFD
I\“X’f‘/l—"j'—’C‘?o

SSSD oty b7y MEBNYT—TOA VR M—ILETIIER:
W73 SSSD LUy T —IDNA Y I b—ILTATVWARWSEE, 1Y XA M—ILLED,

sudo apt-get install sssd
<!--NeedCopy-->

NYT=IHBEICA VA =ILTNTWVWB5Aa. BT czs8HLET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

F:

Ubuntu @ > X b=l 7Ot X & T 7 #4JL T nsswitch.conf 5& U PAM OF 1> EC 2 —I)LEBF
BICHERL 9,

SSSD m#Erk SSSD 7 —E>%i2E T ZHjIC. SSSD #BROEENMKRETY, SSSD O—FD/N— 3 > Tld.
Jetc[sssd/sssd.conf & 7 71 ILIZT T 4L b TIEA VA b=ILEINEWTH. FEITERTIHENHD £T,
root ¥ LT [etc/sssd/sssd.conf ={E g 2Hh VT, REREL X

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad

auth_provider = krb5
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krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
i

dap_id_mapping i% true IZRE TN 3=, SSSD BEH Windows SID % Unix UID IcxwE>Y I L&
¥, mELAWEE. Active Directory n' POSIX#ERZIRIETI 2L SICTIHELNHD 9, PAMH—E
Z (ctxhdx) (&, ad_gpo_map_remote_interactive IZEBMINE T,

Z 2T domain-dns-name /$5 X —4% —(&. DNS R X >%& (example.com % ¥) TJ, REALM IZ.
AXFD Kerberos 4815& (EXAMPLE.COM % ¥) T9, NetBIOS R X1 > B%E BRI 2D DEHRIEH D
Ft Ao

BHRBEICDOWVWTEEL < I, sssd.conf B&U'sssd-adiCBAd 3 man R—SE#BBLTLREIL,

SSSD F—EX T BT 7 1 ILICFREEGIGNDERDAHNRESN TV IHENHD T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—EVDiLE ROIATY REETLT. SSSD F—EVZEH L. I VORERICHLT—EVEEESHT
EB&L5ICLET,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->
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PAM #5 XRoI< > R%ERITLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> a3 MBIRENTWBESICLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y XYN=2y TORER  Delivery Controller zER$ 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICaA>Ea—2—A TP FHRETT,

e adcliZERALTRAM Y ANy TEBRBT 38413, sudo adcli info domain-dns-
Namedv Y RERITLTR XTI VIEHRERRTLET,

o SambaZFERAL TRXA Y AIYN=2y TEBERT 3B, sudo net ads testjoindvyk
ERITLTII VD RXAIUICBMLTVWS e 2B L. sudo net ads infodvYRERTLT
BMORAA>BLPAYE2—F—FTO I MERERRLEF T,

Kerberos M D2 Linux VDA TERTE 3L 512 Kerberos AEEL K INTWB Z e 2R T 3113,
MOAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DEFEFATVSBC
CEHERLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBER1I—rDOIEIEFREAFEDOFICH L THERATESZF—D—EHERR
IhEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IV VERXIYOAY FO—5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VBEEHBIIAXFTIEETISELRHBD £T, RILEEE §) 3. PTILUCKBBEIMIEHSDICNY Y
25va () TIRT—TTB3HRENRHD 9, BBICL>Tid. DNS KX >&h Kerberos $Bi& & E4 b
¥9, LchoT. HdEEREFERALET, COOAYYRDPEINTI . BAOEERTRIINEzEA.
KOOARYRZFEALT, IV 7HO RO TGT A vy oadnfi-lezmBLET:

sudo klist
<!--NeedCopy-->

I—H - SSSD . T—EVTEEREAZT AT ZAT VRS IV Y—ILzZRRHLEEA. PAME
HTOHTET TETET,

SSSD PAM €2 a—LHAELKBHEINTVB L ZRBY BICiE. URNCERALIEI ARV IR Ar > 21—H—
THhoYrEEEALTLINnUXVDAICOIA Y LET,
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ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—%—o klist v > RTIRENS Kerberos ¥4 EHELL. BRINTIRBVWC EEZRELE T,

L—bra—H—2 LT RO iId-udx > RTRINAUID ICHBTEZF 7y bFry a7 7 ILHRMERI N
RSB LET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi1% Gnome Display Manager ICEEOJ A>3, AFEOTA M ERITTIET, RX1VBMORE
B, TFIE6: Linux VDADT >R k=)L) ICEHET,

PBIS

BELPBIS Ny r—>%40>0-R9%  fl:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 VX b—/LRO U T hZRITHREICT S fl:

sudo chmod +x pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 X b—ILROUT +=2RITTE  Hl:

sudo sh pbis-open-8.8.0.506.linux.x86_64.deb.sh
<!--NeedCopy-->

Windows R X1 ADEIM RXAYAY,O-5—A7IEXTAET. AVE1—F2—% RXAVIEBMT 3
¥R % £ Active Directory A—4'—7hH 0> FHRETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->
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user (3. J>¥Ea1—%—% Active Directory K X VIZIBINT 31ER%EF DO R X1 > 21— —TF, domain-
name &, RX->® DNSE& (example.com #¥) TY,

#: Bash#F7x)LbD> )l LTHRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash v > REZRITLE T,

RX1 Y XN=2y 7ORER  Delivery Controller #R 3 3 I1C1E&. R TH VDA T > (Windows & Linux
VDA) T Active Directory ica>Ea—4—FTV U bHRBETT, PBISIC& > TEMI N Linux w2 > H
RAAUICFERETZ I ZHRBTBICIF. RO FZRITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

RIVHREAXAVIZBMLTWSIZEE. COIRYRFIFREDAD X1 OU offREERLEFT. SMLTLA
WEEIE. RRAMEBRIDPREINET,

I—H DR PAM ZFER L7 PBIS O R X1 > 1—H—OFBEENRIRENE S D2 R T B ICid. LUFNICfE
BLECEHBWRAC Y A—HY—FHI Y rEERLT LinuxVDAICO A > LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROATYRT. id-uIX Y RICE>TRINT UID ICx3i5T 3 Kerberos BigIEHRF v v a7 71 ILBMER S
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAYYRT. By araE&TLET,

exit
<!--NeedCopy-->

FXA>BMOMERE. TFIEG6: Linux VDADA > b—)L1 IEHFT,

FIE4: gIREMH e LT<.NETCore S5>4%2 1L 3.1%1>VRA =)L

Linux VDA @-r > X b—JLAIIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers@OFIEICE>T.NET Core > 21 L3121 YA —ILLET,

.NET Core 5>4 41,31 D1 > X b—)L#%. whichdotnet Y > RERITL TSV E1LNREHELE T,

ARV RHAIKESWVWT, NETCore SV Z A LDNAFINRZRELES, e ziE. OV REH
H'/aa/bb/dotnet g4, /aa/bb % NET N1+ UNXE LTHEALED,
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FIES: LinuxVDANvr—> o485 >yO0—R

Citrix Virtual Apps and Desktops H—E XD AT > O— RR=JICBEL £9, BTHR/N— 3 >0 Citrix
Virtual Apps and Desktops R L. Components 22w o LT, EAF® Linux T4 X bUEa—>3>
ICXRE % Linux VDA Xy =% 45> O0—RLE T,

FE 6: LinuxVDAD1>ZX +—JL
FIg6a: LinuxVDAD1>X =)L

RO &SI, Debian Package Manager ZEA L T LinuxVDAY 7 bz 7%2 1 YA ~—ILLET,
Ubuntu 20.04 055

sudo dpkg -1 xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

Ubuntu 18.04 054

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 16.04 0354

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 ® Debian #&#%=E7—&:
ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8
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util-Tinux >= 2.34
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspacked >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 o Debian #&zREH7—%:
libmspack0d >= 0.6
ibus >= 1.5
libnss3-tools >= 2:3.35
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1
bash >= 4.3

findutils >= 4.6.0
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sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
Xserver—-xorg-core >= 2:1.18
xserver—-xorg-core << 2:1.19
x1llvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

Ubuntu 16.04 o Debian #&zRE#—%:
libmspacke >= 0.5
python-pkg-resources >= 20.7.0
libnss3-tools >= 2:3.28
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1
bash >= 4.3
findutils >= 4.6.0

sed >= 4.2.2
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cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
Xxserver—-xorg-core >= 2:1.18
Xserver—-xorg-core << 2:1.19
x1l1lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

i

CON—=23>® LiInux VDA THR—FZINTWVS Linux 7 AU Ea—>3 > Xorg D/N—2 3 VI
DVWTIE T RTFLEH] 28RBLTIETWL,

FIg 6b: LinuxVDAD 7y FFL—kK (xF>3y)

BHD2N=U3 2 LTISRUVU =D 5BEEDAI YR M—ILET v FIL—RTEEY,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

:

BEOA YA M—ILETYyIIL—RTEL., [etc/xdlOTFICHZBRT 7LD EESINET, 7y TS
L—RERTIBEIC. BT T71INENY I Ty TLTLIET W,

FE 7: Linux VDA DO#ERK

NyTr—2J01 >R k=)L, ctxsetup.sh 271 7 +%RfTL T, Linux VDA 28R 3B EHHD £9, DR
TR BEEETSHIICREZBABL. IRTOREIVR—RV MDA VI =ILINTWVWS Z CHERIN
9, BEICHLT. WOTHIDRIU T EBERITLTREEZZTETIEY,

CDRIZVTHE. FHTEMICEZLAD S, FREEFICERLIEEZEZERL CEBTRITTIE T, 4179
BHIC. ROOAXY REFEALTIDRIIV T DAL T=ERLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
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HEICEEY 518K

RDELSICLT, BFICEET 5 F B ERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEL SN

AVAL=IEBEEMLTZE0IC. BETHEFERALT. EYy TPy TRIVT N TRBEERZ AT T3V EIBET
FET, BEATHPIATIEEINTVRE, RTUTMMIE>TA—HF—IZBROANNERDZ A vt —IHEK
FREINBZEHBLLED, AV M—)LNIBEII) T RETEET,

HR— M IMBBRIBEHICIIRD LS BHOLHD 7!

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N - Linux VDA Ti&. DNS CNAME L J— R %&fERL T,
Delivery Controller 8% TE &9, 774 FTRENICREINTLET,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZiZ. Delivery Controller DE&IZERT 3
Delivery Controller o2&k X1 >%& (FQDN) OZXR—IXYID O—BHNURETY, 1 DFIFEHK
DB R A1 VB FEIECNAME T4 U 7R %ZIBEEIT IHNELNHD £,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—t (F7 #JL ~kTidR— K 80) %
R L T. Delivery Controller Li@EL £7,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E X%, ¥ > DiEs&IcREAL
F9. 774N FTRHYICRESNTWVET,

« CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #—E X Tld. v k7 —0%1&
BEDSATLD I 7AT7 I+ —ILOBBEHFASINTVWBZHBRENRH D £7, Linux Virtual Desktop A,
SRTFLDIT7AT I+ —ILORBERKR— b (F7 4L bTIEAR— b+ 80 ELUR— b 1494) % BEITHRK
TEEY, 774N TRYICREINTWVET,

« CTX_XDL_AD_INTEGRATION =1]2]|3]|4|5- Linux VDA ici%. Delivery Controller (=3¢ L THR3E
33791 Kerberos BRBENBETT, Kerberos #Bmid. AT LICA YA F—ILBELUBREHD
Active Directory &Y — LD SIBEL £9, RICKT. HR— TN TLS Active Directory #i& 755D
565, FHTZIHOZIBELET:

1- Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h ¥, Thid. s8H7%RY
ST4v o7V r— 3 0RBUEZRBEICTZLHOO—ED GPU 7/E5L—>3>7o./AYTT,
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HDX 3D Pro ##R L 7c35E. VDA VDI FRO by (2 JEySay) E—RFRICBEREINET (D
&b, CTX_XDL_VDI_MODE=Y &% b 7).

« CTX_XDL_VDI_MODE=Y|N-EB72Y by 7EREETIL (VD) £HEFKIAFINBZHEBETRI by
TREETIDOELES5 L LTRI VEBHT 3D ERELET, HDX3D ProIRIETId. COXEHZ Y ICRE
LET. 774 FTENICRESNTWVET,

o« CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EARA L T LDAP r—\N—%#&HE L £,
DNS oiZ=&R=O—HILY 1 MCEIBRT 3ICIE. DNSH 1 FEEIEELE T, COTHIE. TTIAILET
& <none> [CHREINTUVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -LinuxVDA |Z. DNS #8B& L T LDAP #—/N\—%#&H
L£xd. DNSHALDAP H—EXL O—RERETITAVLIEAIE. LDAP ® FQDN LU LDAP R—FD X
R—ARYTO D—BEIEETEET, - ZxiE. adl.mycompany.com:389 £ &b £§, ZOXEHIE. T
7+ )L E Tl <none> [ZREINTWVETD,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dDJL— b+
(5l: DC=mycompany,DC=com) ICHREINFHRER—XZER L TLDAP #B&L £7, 2L BRED
NTH—IVREBRETDHIC. RER—IXZIBETI£9 (Fl: OU=VDI,DC=mycompany,DC=com),
COZHE. TIT I ETIE<none> [ZREINTWVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Biy— X (FAS) H—/n\—i3. AD &
W=TFR)S—ICEDERINET, LinuXVDAIZAD JIL—FR)S—%HR—FLTVEEA, KD
IS L2 a0 TSN FAS H—N—D—B%ZFRATEET, >— 7> RE ADJIL—TFRUS—T&
ELIEBDLEILTHBZBENHD T, WINHDT—N—T RFLIADHFEINTVWEIEEIE. ZOTE%Z
<none> X W3S XFFTEHT. H—N—TRLIADIBHFIIEZEEL £H A

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - L\ JO—-h—T—
Iy bhH—EX (ctxvda) #HR—b+TZ7HD.NETCore SV 21 L31EZ A VR M=ILT BN,
F 74 kD /XRIE/usr/bin TE,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v > 3> TR 9% GNOME 7/ MATE
TRIVMYTRIBZIEELEF T, BHZEELBVEFRICTR . WEVDAICA YA R=ILTATWVWSETR
I hyTHERINET, 7L BEAVAM=ILTNTWVWETRI by 7H MATE DIFS1IE. BE%E
mate [CRETIHELHD £T,

A
RDFIEEETLT. 2=y by a > a—H4—0FRIO My TREATETZCHTIET !

1. VDA ® SHOME/<username> >« L 7 ~JIC.xsession7 71 IL&=EHL£F, I T.
username (F21—H4—FTY,

2. .XSesSSionNT77MIEHRELT. T4 ARIE2a—YavICETVWTITRY by TIBIBZIEE
LFd,

For MATE desktop on CentOS, Ubuntu, and Debian
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MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ; then

exec mate-session

fi

CentOS =@ GNOME 7 X7 v 7 Dig&

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classiic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 7100 77 IN—=Z v aved—ry byl ayi—H-—CHELET,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 7B Linux VDA 4 —E XA BRaT h 3 & 5
ICTBDESHZEERELET. T74LFTRYICRESNTWVET,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 930DV 7y bR—ko T7 %
I EDR—=KET7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET27HDR— ko 77 )L bDKR—FIZ 7502 T
ER

RDESICLT, BIREHEREL. BEAIV T LZRITLET !
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2|3|4]|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name '<none>"'
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export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo XY RIC-EF 7> a3V ZIBELTEITL. FERTBHMLVS TILICBEEORBEEHZEL T, RUOTE
LT #!/bin/bash #:2A L. §HROD IV RO SBEZIZTINRIV TR T 7AIVEERTE L EBEDH L E T,

Ffld. ROELSICLT. 1 DOOAYY RTIRTDONTA—Z—ZIBEST DN TIFE,
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \

CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
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CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BREZE OHIBR

SFVAICE>TE LINuXVDA Ry —S% 704 YR h—=ILL7%BRWVWT, ctxsetup.sh X&) 7~ iC&k > TiTH
NBREEZHIRTZ DRV BEEARZBENHD £,

AT BENC. ROAX YV REFERALTIDORI ) T EDOANILTE=ERLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREEZHIFRT 5(1C13:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CORIVTMZED, IRTOBRT — 2D T—2ZRX—=ZXH 5HBEEI . Linux VDA Z#ETEH<AD X
_§_O

#mas

ctxsetup.sh & &£ U ctxcleanup.sh X 7 U 7+ Tid. AV Y —J)LICIS—HRRIN, RO 771
[tmp/xdl.configure.log ICBMEHRNZ T AENE T,

Linux VDA#—EXzBEFH L. EEEZRMIEET,

LinuxVDAY 7 bz 7071V =)L

LInuXVDAB 1 XA F=ILTNTWVWBHESHEBBLED. 1 VX M=ILINTVBINYT—SDN—Ja>vER
RTBICIF. ROOY VY RERITLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

HERTTAICIE. XOOAXYRERIFTLET,
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apt-cache show xendesktopvda
<!--NeedCopy-->

LinuxVDAY 2 b x7%# 74X M=)LICIE. ROOATV REZRITFLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

pE
LInuxVDAY 7 ho 774 YR M=)V T2 . BEMIT SN PostgreSQL 8LV Z DMIDIERT—

AHHIBFEINE T, 7=7L. LInuXVDA D1 >R ~—IL&DHEIZEY b7 v FENT. PostgreSQL /N —
THELVEDMOKREFET BNy T—CIFHBRINEE Ao

B b

Dt a>TId. PostgreSQL | &FT2/\y 7 —JOHIBRAEICDWVWTIFFHBAL TULWEE A,

FIi& 8: XDPing 017

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMAEBROMEE L
9, s¥L <IF. TXDPing) 28BLTLET W,

FIE9: Linux VDA D317
ctxsetup.sh 22 ) 7~z AL T Linux VDA Z#p L7 5. ROOT > RZEAL T Linux VDA Z#If L &
ER
Linux VDA 0it2gh:
Linux VDA H—EXZBE T ZIIE. ROIY Y REETLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA {E1k:
Linux VDAH—EZXZEIET 3 ICIF. ROOAT Y RERTLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 125


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/configuration/xdping.html

Linux Virtual Delivery Agent 2107

A
ctxvdas & tctxhdxtr—EX%EIET 58I, service ctxmonitorservice stopadvwy
FRERTLTERYT—EXT—E>ZEFELELET, INEETLAVGE. BRY—EXTFT—EVIFELELE
H—EXZzEEHLFT,
Linux VDA o Ei2g):
Linux VDA 4 —EX = BRE&#HT 3ICid. ROOAT Y RERITLET:
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OREEDRER :
Linux VDA 4 —EXOERITREZ R T ZICIE. ROV FEERITLET,
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FE 10: Citrix Virtual Apps % 7-i& Citrix Virtual Desktops T <> > h 4205 DIER

oAz %R L. Linux VDA Y > %EBMY 3 FIEIE. KD Windows VDA TOAZECMTWE T, &
DRRAVERTTBHFEDHBICOWVWTELLIF. TV HEZOJDERI &Y X2 2HEO7DER) #81R
LTLETL,
MDESIC, Linux VDAY VEZEI Y V207 DERICIEVWL 2D DFIHL H B -8, Windows VDA v
VORI VAZOTDERFIBE BRZ AP HD £
o ARL—=F a4 VI RTLICIE. REBERLZFT:
- RALINBHEETFRI My TREETILDBRE. WIILFEy> 3> 0SFTFo 3y
- WDIERTRI hy TBREETILDOSRE. 2 JIltyia> 0SS+ 7o gy
e ALV >AHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEARWVWTLET UL,
pE N
Citrix Studio ® UFIO/N—2 3 > iE. TLINnUXOS) WS R EZHR—FLTWERATL R 27
L. [Windows #—/N\—0S] # 7> 3> Ffld [H—N—0S8S] #7723 % BRT3E. AHEDRILS

NB3HET I My TEREETIHERNISERINE T, [Windows 722~y 7 0S] 77> 3> Ekid
[TROLwTOS] #7232 %BIRTBHL. IV Y ICICE—1—H—DREETILHBERNISERINE
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[ N

< >ht Active Directory R X+ U Hh S HIB SN RICBEBMINLBEEIZ. O >EII > AZ0O0
NSHIBRLTHSBEEMTZ2HBELDHD £7,

F)iE 11: Citrix Virtual Apps % 7-i& Citrix Virtual Desktops T 5 1) /N = )IL—FDIERL

FUNY—=TI—TF2EH L. Linux VDAL U EEUII A2 O05%EBMNT 3 FIEIZ. Windows VDA v >
DHBELIFEAERLETY, CORRIETT T BHEDHBICOVWTELLIE TFUNY =T IL—TDER 25
BLTLIESL,

Linux VDA< >h2n0d# &8 T UNI —JIL—TZ2EHT 315813, ROBHIHHD £ :

¢ BIRTZAD A—H—BLUVYIL—T%, LINuXVDAR > VICOTF VT 3L SICBUICHEBR L THT T,
s MEETNTLAW (BER) 1—H—0OJF Y= LBRVTLET L,
* Windows Yo > &8I >h200 %7 N —JIL—TTRESEHVTI LI L,

IOVAEA7ELCTINY =TI —FOEEFEICDOVWTEEL < I TCitrix Virtual Apps and Desktops 7
21061 ZBRBLTLET W,

Linux Virtual Delivery Agent for Debian OF&-1> X ~—JL

December 13,2022
BE:

RV A L—ILDBEEIR BRIV M-I Z2ERALTHEZA YA M-LZ2T53lc 28O LY, BHE
AR M—ILRBREEFNZEHNTEREIT TR, FEFICRBHTNTVBFFI A -LEDHTS—%
BT D TEERT,

FE 1: Debianfor VDA Z 1> X ~— LT 3%
FlE 1la: &y b7 —IBEORESR

FY bT—UHELLERSIUVBRINTVEI I ZBRBL T ETV, e zid DNS #—/{—iF Linux VDA
TR BBENDBD T,
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FlE 1b: KX FRDRHRE
IOVDRRAMEHERICELLIREIND L SICTBICIE. [etc/hosthame 77 1 ILEZXELTIYSVDHRR b
BDOAHETRLET,

hostname

Flg1c: RXREADIL—FNY I T RLROEIDHT
IV YDDNS RXAVBERLBMREX1>E (FQDN) AELKHBEINDI e 2BRBLET, CTORHITIF
|etc/hosts 7 7 1 ILORDITORIMD 2 DD ~JIZFQDN & RRX CBHEEFNZ L SICRELET:
127.0.0.1 hostname-fgdn hostname localhost
1
127.0.0.1 vda0l.example.com vda0l localhost
T71ILADHDOI> FUHS. hostname-fgdnZighostnamellxdt 33 DD BEEHIBRL £
P

Linux VDA (3372, NetBIOS Z20ID#E T R—FLTVWEEA, LIch > T KRR FEIF 15 XFURT
HBIVEDHD ET,

E>b:

a~z. A~Z, 0~9. BLUNTTY () ODXFOHERLTLLRE W, 72H =237 (). AR=Z &L
VZDMDESIEEALBVTL IV, RAMEZHFTHRLIED. NTT2TRTLEDLABWVWTLE
TV, ZOJL—JLid. Delivery Controller o "X bZIZHBRINE T,

FE 1d: w2 B ORER

MROARYRET. RABHPELKRETNTWS CEZHBLEY !

hostname
<!--NeedCopy-->

CDIRVRICEST. DY VDT MEMRE X1 >F (FQDN) Tldi<. ZORILBDHADIBRINET,
ROOATY KT, BB R A VBN ELKERESNTVWE I EMRLET:

hostname -f
<!--NeedCopy-->

COORVRIZED, ZOIYIVORSEMHRXAAVEADVRINET,
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FlE le: YILFFv X~ DNS 0L
T7AINEDRETRILFFv X+ DNS (IMDNS) HEMTH 270, BRBROGRICFEEDVRET B55D
HOET,

MDNS %Z&E#IC T 3121, [etc/nsswitch.conf ZHEL T, UT#B0T2EELET !

hosts: files mdns_minimal [NOTFOUND=return] dns

EE&:

hosts: files dns

FIE 1f: ZRifERE Y —E XEEAREM ORER
ROOARY KT, TEBH R XA VERMERTIZ . BXr> Oy kO—5—k Delivery Controller i 5
ping ICRENHBD e zMBL £ 7!

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

REBM R XA VEZFRTIHRV, FRIFIhS50TIYOVWTIHDS ping ICREDNBVEEIE. FIBZRER
LTHSRICEATLRRE L,

Flg 1g: BZEBOER (chrony)

VDA. Delivery Controller. FX>O> bO—5—DOETERARZFAMEE#IF TSI CIZEETY, RETY
Y2 LTLINUXVDAZRR F§2 L. BN RERICAZIEEDRET ZAEELABD T, LD >T UE—
DRALT—EXRZFERALTHZIZHIETZ e8I L EY,

chrony o1 > X k—JL:

apt-get install chrony
<!--NeedCopy-->

JL—ra—4%—Xx LT [etc/chrony/chrony.conf Z/REEL. ROLSICEUE— b EZA LY —N—ICHIGT Y
—N—IVhrUZEMLET:

server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -iburst
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—RARIRIZETIE. BEIEO—NIRXr>a> bO0—5—D5/EALET. 2 NTP 7=/l —N—D5EHIZIERE
HLEHA. FX1 D& Active Directory RXr >y bO—F—ICWHRT 3 —N—I> MU EBIMLET,

W=7y o IP 7RLZ localhost. X7 U w&H—/nN—0 *.pool.ntp.org T> bUHRY, —BIZH B E D
DY —N—FflEFT—ILIT U UEBBRLET,

TEEZFEFELTHSE. KOO RT Chrony F—EV%BiEE L £

sudo systemctl restart chrony
<!--NeedCopy-->

FIE1h: Xvr—S01rVR =)L

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

FIiE 1i: oldstable /R~ DiEM

Debian ¥4 X U E a2 —> aVICHEBEREKERGREC VI N—=ILT3ICIE. /etc/apt/sources. list?
7aI)lizdeb http://deb.debian.org/debian/ oldstable mainfrziBiL %7,

FIE2: NAIN=N1AHF—DEME

YR—EINBNAN—NAHF—LTRETS > LT LINUXVDA #R1T93FE. W DOHDEENNRETT,
BI3ANTAN—NAHF—DTSYy R TA—LICEDET. ROEFEEITVET, RFPXLZIN—RIT7TLinux <
SUERITIZHBE. BEIIBEDHD £ A

Citrix Hypervisor TORZIRHIDIEE

Citrix Hypervisor 0 B ZIE A EN B ABE. TN OE/REK Linux R~ > > T NTP & Citrix
Hypervisor OEANS T LOREZEERLELS T CHRERECADBEIREELE T, P AT LORHE M
DY —N—DRFBL OFEEAIKONZDEFHCICIE. & LINuX T O X7 LOEEHA NTP tBE T2 HEHLH
D&Ed, COBE. R FORZIEHRZENCTIHBENHDET. HUM E—RTIE. BERBEHD FEA

—ZD Linux T« X kU Ea2—>3 > TlE Citrix VM Tools B’ > X =)L S - kA8 Linux h—xIL%EE
FLTWBIEE. Citrix Hypervisor ORZIRMREKEENTZET 20 Sh L. Linux RETS YRTEMICHE>TWL
BHhESHERBTIET:

su -

cat /proc/sys/xen/independent_wallclock
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<!--NeedCopy-->

COARVFIFOFRIF1ZERLET:

o 0- FFZIEHAMRED B RIC AR > TWB Tesh, EIMICTBIHEDDHD FT,
o 1-BZIFEHEEDEMICHE > TVET, CNULEDREIIBREDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EHE L BWEE. UTOFIBIZSHESHD £H A
BIZIBEAEEE NN EMNIC R > TWBIBEIE. T71ILIC T1) CEIRAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COTERXEGHL. BEBEZEDHEIFTSICIE. [etc/sysctl.conf 7 7 1L REL T, ROTEEMLET:
xen.independent_wallclock = 1
CNSDEEEMHRBT 27D, ROLSICL T RATLZEEFHLET:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOIXRVERIF1ZERLET,

Microsoft Hyper-V TOEZIEHIDIEE

Hyper-V Linux &% —E XH 1 > X b—)LEhiz Linux RE< > > Tld. Hyper-V OBSZIRERKEER /R L TR
ARARL—=—TFT VIO RTLOEEZMBATEE T, P XTLDORMBZEBARETHEITTSICIE. NTPH—EX
CEDBICTOEEZBMCLED,
BEARL—T a4 VTP ATLT. ROBEZITVET,

1. HyperV3xx—Yv—%zRHE X9,

2. LinuxRBEY> Y OHRET. [HEH—ER] ZE#ERLET,

3. [BZloREEE] MBIRThTWB e z2mMBL T,

pE

C DA #EIF VMware & & U Citrix Hypervisor 0B& L I3E4 D £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZE T 2 7cDICHR S DOEZIFEZ EMICL £9. Hyper-V OBzIEHIE. NTP & #7F
L. NTP ORIz T 5 N TEET,

ESX & & U ESXi TORZIRADIEE

VMware OBZIESIZEDNEMNRIBE. TNATNOEREW Linux BT > T, NTP e NI N—N1F—DEA
N AT LOBEEZEHHLEISE TR EHERELGOMENRELET, P XTLOBB MO —/N—DKEE
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OREANKONZDZERFCICIF. ELINUX T X O XT LORED NTP LT 23HENHD £T. CDHAE.
TR b ORZIERZENICT BZUENBD 9,

VMware Tools % «f > X b —JL L 7= RETERAE Linux A—XILERTL TV RIEEIE. ROBREZITVET,
1. vSphere Client B %9,
2. LinuxRET> VDREZHREL ET,
3. R >OTONT«] 414 TAYRYIRT, [F#F>a>v] 24T#7Uv I LT,
4. [VMware Tools] %#®RL £7,
5. [##] Ry X T, [RA TR MERZRAM] Fzv IRy IREFTICLET,

FIE 3: Linux{xE<T>> (VM) %= Windows K X >IZEM

Linux VDA IZ. Linux ¥ > % Active Directory (AD) RXAVICEBMET 3T £ EFRAEEYR—MLET,

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BIRLIAEOFIREICREWVE T,
pE
LinuxVDAoAO—hAILT7hHo Y b ADDT7 AUV R TRILA—Y—FBEFEATIE. Ty a > oiReick
BB ehHbEd,

Samba Winbind
MBRNYT—2DA VR h—)L & f-ldER
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

T OREEIC Winbind T—E %A TE 3L 5193 ROIAY Y RT. I VESEIC Winbind ¥ —€
UHBBT R LS ICHER T EIHENHD £,

sudo systemctl enable winbind
<!--NeedCopy-->

i

winbind 22U Z7tdt/etc/init.dich23 e &R LE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 132


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/installation-overview/ubuntu.html#samba-winbind
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/installation-overview/ubuntu.html#quest-authentication-service
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/installation-overview/ubuntu.html#centrify-directcontrol
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/installation-overview/ubuntu.html#sssd
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/installation-overview/ubuntu.html#pbis

Linux Virtual Delivery Agent 2107

Kerberos Ot JL—k21—t—r L T/etc/krb5.conf #RE. LUTER/EL T,
E
ADA>YI7SRMSIVFvwICETWT Kerberos #1EM L E T, XDOREIF. B—RX1>V B—TxL X +E
TILEFNRELTWED,

[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

Z 2T domain-dns-name /Y5 X—#—(3. DNS R X% (example.com % ¥) T9, REALM 3. AX
Fd Kerberos 4&15% (EXAMPLE.COM #:¥) TY,

Winbind :Z:E 1R  [etc/[samba/smb.conf #FI=. XEREL £,
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP (3. REALM ORHID 7« —JL R TY, REALM I3AXF D Kerberos EiH& TY .
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nsswitch 0 [etc/nsswitch.conf ZRE. winbindzXxofTICEMLET:

passwd: systemd winbind
group: systemd winbind

Windows K XA >YADEM RXAYAYMO—F—HT7ILITEET. IVE2—F—% RXTVICEBMNTS
¥EFR% D Active Directory A—4'—7hH o> FHRETT

sudo net ads join REALM -U user
<!--NeedCopy-->

C ZTC. REALM I3AXED Kerberos $BIH& T, user i3 Ea—4—% RXA VICBINT3HEEEZF DR XA
\/j-_-'j-__C?-o

Winbind pFtah
sudo systemctl restart winbind

<!--NeedCopy-->

Winbind Ao PAM O D av > R%ER{TL T, [Winbind NT/Active Directory authentication] =+
7> a>r [Create home directoryonlogin] 7> a3 hBRINhTWBLSICLET:

sudo pam-auth-update
<!--NeedCopy-->

7 N

RIVHBRXA VICBIMEADHBEICOH. winbindT—EVIRETZHITETS,

RXAYXYN=>w FTOFER  Delivery Controller #EA ¥ 3 iCid. Windows #7-iZ Linux ICBE#HR <. &
~RTH VDA Y>> T Active Directory ICaA>Ea—42—ATS U FHRETT,

RDESIC, Samba d netads IV REERITLT. IVUBRRAAMVICBMLTVWA e 2BELET:

sudo net ads testjoin
<!--NeedCopy-->
EBMORXABLVAVE2—F—F T2 MERZHRILET BICIE. KOOIV RERITLET !

sudo net ads 1info
<!--NeedCopy-->

Kerberos ##m DOfR Linux VDA TERTZ 3 & 512 Kerberos AEEL K TN TWB Z ¥ #HET 3113,
ROAIY RIZE > T Y X7 LD keytab 7 7 1 LHMEREH T keytab 7 7 1 LICEMBRF—HEFNATVSBC
CEERLET:
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sudo klist -ke
<!--NeedCopy-->

COOAXVRICED, FUYINILBEEERI— DT EFIEREAEDLEICH L TERTEIZF—D—8HIERT
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXIYOAY FO—5—IC
LU TEREEL £ 9:

sudo kinit -k MACHINES$S@REALM
<!--NeedCopy-->

ROVEBEEHBIRIANFTTIEETZHRELRHDET, RILEE (5) 1d. STIICLBZBSHMZIEMSOICNY Y
Z25wa () TIRT—TTB3HRENRHDFT, BIEICK > Tk, DNS KX >&H Kerberos Bl ¥ E4 b
F9, LA ->T. HEHEEEALEYS. COOATYRDPRINT R L. HAORKRTINEEA.

ROARY RZFERALT IV TFADY MO TGCT Fry b F vy aTN e ZHABLET:

sudo klist
<!--NeedCopy-->

MROARY REFEALT. IV 7ATY bOFBERELET:

sudo net ads status
<!--NeedCopy-->

IA—H—RAORRE KDL SIC. wbinfo V—ILEFERALT. RXAYA—H—DRXAUICH L TRETESC
LR LET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETERXTVIZFAD RX1 V& T, Kerberos BIEZ TldH D £ A, bash VT ILDBE. NYv IS5y
>axXFE () 1F. 312N IRSy L aXFERELTCIRT—TI3BERHDEF T, COATVRICED.
BINELIFERERTAVvE—UHRINET,

Winbind PAM €2 a2 —/LAELKBHRINTVWB I 2BEBT3ICIE. UHIICERALEZ AR VWRX 21—
—7ho rEFERLTLINUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

E:
SSH OT YV REELLLETIBICIE. SSHOAEZTEYICHEEL TWB I e 2R L £,

ROOATYRT. id-u x> RICE>TRINT UID I35 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzmsBLET:
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBEIRF v v aDF 7y bHAEYT. HRIINTIIBRWVWI C 2L F
ER

klist

<!--NeedCopy-->
ROOARVRT, By a>azB&TLED,

exit

<!--NeedCopy-->

Gnome OV —ILFHIFKDE OV —ILICEEOIA>TBE. AHFDODTIMERITTEET, RXTUEMOD
2%, TFIEG6: Linux VDAD1 > X =)L) ICEHET,
B>k
A—HY—BAEICHRIILTH. RXAVTATITATA Y LI EICTRI MY TEZRRTIRVEGES. Y
UEBEHLTERITLET,

Quest Authentication Service

RX1>ay bAO—7—T0 Quest DB KDIR{EIZ. Quest V7 bz 7% Active Directory KXr>a>
FO—Z—ICA >R b—JLL. #BERLTWVWR . BEERFEIMTS TN, Active Directory (COYEa—%—F
TV bEERTE3 e ZzallRE LTVWET,

LInuXVDAY > VICR XA > aA—H—HOJF>TEBL51295  Linux VDA > THDX v 3 > &L
TRIREDBHBIERXAA—F—ICHL T, ROBEZITVED,

1. [Active Directory 2 —#—r a>vbEa—%—] EEI>YV—I)T. BROI—-HY—-F7AHI> D Active

Directory 2a—#—7ONTr ZHI£J,

2. [Unix 7Hho > ] 27%8RLET,

3. [Unix 5] Fxyv IRy IREFVICLET,

4. [751<V GID ES] #. EEORAXA>A—H—FIL—TDFIL—FIDICHRELET,

b

COFIEIF. RX1>a—H—pa>V—JL. RDP. SSH. &7cldzoftoUE— MIUIEBZOMNILZEAL

TOJFYTEBREDICRET D HEDBRAL T,

Linux VDA T® Quest D&k
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SELinux R > —BEROEREE F 74/l b0 RHELEETIE. SELinux AR2ICBRAINTWET, OB
IZ& D, Quest BMERAT S Unix RXT>Y Ty bDIPCOXAZILICTFH L. RXM>YaA—H—0OJF > %
IFE9,

COMBEEEE T 3 - OEFIAAEIG. SELinux OEMKTY, JL—~21—H—r LT, [etc/selinux/config
HiREL. SELINUXSBEEZ XD EDICEELFT:

SELINUX=disabled
OBV VOBEHHNVETT:

reboot
<!--NeedCopy-->

BE.

COREIFERELTHERAL TSIV, SELinuX R > —D@EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—AILI—HF—TH>TH. BRICOVITIINTLESAREMEAHD 7,

VAS F—E>DHER RDLSIC Kerberos 747w COBEEFHEBMICL T, TIMTI3HENH D 9, B5F (4
T72A4YO5FY) $EMNCTIHELHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COORYRICK D, EHFERED OB (32,400 ) ICRETIEY, §8bDE. F7v hDOT 7 #)L ~OBEMEAM
TH3 I0KEALOD 1BER<ADEY, F7 v FOBMEEANT SICEVWS XTLATIE. KD/NSWMEZ DN
FXR—2—ICRELET,

PAM & & NSS ik  HDX %, su. ssh. RDP B#EDZDMOY —EXEZN LI R XA Y- —DOdF+ >
ZEMCTBICIE. ROOAR Y FZEEITLTPAM & NSS ZFHTHERLET:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows Kk X >A®& Questvastoolavw > R%EMEAL T, Linux ¥ > % Active Directory kX
VICBMSEET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->
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user i&. d>E a1—%—% Active Directory R X4 VICEBIM T 3EREF OEBRDOR X221 —H—TT,
domain-name i&. K X-r>® DNS & (example.com %¥) TT,

RXAYAYN=>y TOFER  Delivery Controller #ERA ¥ 3 C1d. Windows #7-iZ Linux (CBE#HR <. &
~RT® VDA ¥ > T Active Directory ICO>YEa—2—AT2 10 FHABETT, Questick-TEBMINT
LINUX T YD R XA VICTEET D 2R3 ROII Y RERITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOUDRXAVIZBMLTWAERIE. RAXTYVEDIRINET, IOV RXVIZEMLTUWAWES., UTF
DIZT—HMRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—RAE0R  PAM =R L7 Quest © B X+ > 1 —H—DOFBEENBIRENE S DR T B ICIE. LUETICHE
BLECEHBWRAS I —FHU Y ERALT LinuxVDAICOF > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

ROARYRT, id-u vy RICk>TRET N UID ICxid % Kerberos Bi81EHRF v v a7 71 ILHMERR S
N exzmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RO KT, Kerberos BEIEHRF* v v adF7y hHAEWT. HRYINTIIHRWC L 2#BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

RXABIMOMER%E. TFIEG6: Linux VDADA YA b—)L) ICEAF T,
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Centrify DirectControl
Windows K X1 >~A®&i0 Centrify DirectControl Agent A1 > X b —JILTNTWBHEE. XD ELSIC
Centrify ®adjoindv > REERAL T, Linux Y>> % Active Directory K X1 > ICEBML F7:

Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /X5 X—&—|&, O>Ea1—%—% Active Directory K X1 VIZEBINY 31ERZFHFDEED Active Directory
RXA>1—H—TF, domain-name /X5 X—&—{d. Linux Y>> %BINT S R X1 VDBHITT,

RXA Y AYN=>y TOFER  Delivery Controller #ERA ¥ 3 iCid. Windows #7ziZ Linux (CBE#HR <. &
~RT®O VDA ¥ > T Active Directory ICaA>Ea—42—A4T 220 HRBETT, Centrify ic&k DB hiz
LINUX TV YD R XA VICEET D 2R3 ROII Y RERITLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain En'E%1T#%H % Z r . CentrifyDC mode T connected #Rch 3 v #RBBLET,
CentrifyDC mode #¥ starting @ & £ L A WEEI. Centrify 517> MY —N—C OEGOBE. £
SR DOBENELEL TVET,

ReFERTRE. LOEENEY T LBRCZHBREZNETEET,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T X4 Active Directory 5L U Kerberos f —ER e D#E#ix T A M LE T,

adinfo --test
<!--NeedCopy-->

RXBIMOMER%E. TFIEG6: Linux VDADA > b—)L1 ICEAZF T,

SSSD

Kerberos Ot Kerberos #41>X h—JLF3ICIF. KOOIV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos 489 3 Cl3. [etc/krb5.conf #)L— X LTHE. NSA—F—%2BELFT,
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F:
AD 1> 75 ZMSUFvICEDWT Kerberos 1L £9, RDRBREIF. B—RXA > B—T 5L XA NE
TFILETRELTWETD,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

ZZTcdomain-dns—-name/N3 X—4—ld. DNS KX >& (example.com BY) T3, REALM I3, AXF
O Kerberos 481#% (EXAMPLE.COM %#Y) TY,

RX1>ic8md3 SSSD %##m L T. Active Directory % ID 7ON1 4 —H K U'RHED Kerberos & L THE
BLEY, 7c72L. SSSD Tid. RXA>BME S AT LD keytab 7 71 ILOERICEETZ AD DI S 7> Mg
BRI TLERA. DI, adcli. realmd. FklgSambazERTEF %7,

pa o
Dt a>TlE. adclirSambalcEd3BHROAERMELET,

o adcli ZEAL TR XA VICBMYT 3B81E. ROFIEEZRTLET:

1. adclizr> X +—JLLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcliTRXrVICBMLE,
REFBALTHWS X T A keytab T71ILZHBRL. RXAICEBMIEET,
su -

rm -rf /etc/krb5.keytab
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adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user id. RXAM VY U#BIMT 3#ERNH S R X1 >I1—%—T9, hosthame-fqdn (3. T2EF R
XA VBERADIYS VDRI METY,

-H# 7> a>id. adclist Linux VDA TH#EZ host/hostname-fqdn@REALM r WS #=X T SPN %
ERTIDICHBETT,

3. Y27 L0 Keytab ZHEEL £ 7,

sudo klist -ketavwyR%ERTLT. YXFLD keytab 7 7 1 LHMERINTVWE e 2R LF
ED

BEXE—DEALREAYTH, IVURRAACVICBMLIENE —HRT 3D ERIELET,
o« SambazERALTRXA VICBIMT 3BEIE. ROFIEERTLET:

1L Ny =21V X=ILLET,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. Sambaz#BRL £,
[etc/samba/smb.conf #B=. KEZREL XY,
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes
client use spnego = yes
kerberos method = secrets and keytab
WORKGROUP (. REALM ORAID 7 1 —JL KT, REALM IFAXFD Kerberos $BIZEZ T,
3. SambaTR X1 IZBMLET,

RXA>OAY bO—F—HTIEXARET, AVEa—2—% R X1 VIJBINY 3#ER%#FD Windows 77
TV EDRRETTY,
sudo net ads join REALM -U user

<!--NeedCopy-->

C 2. REALM (ZAXFE®D Kerberos $BIH& T. user g a—4—% R XA VIDEBIMT 31ER%Z#FD
FX’I’ \/1_#__6\3-0
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SSSD oty b7 v MEBNYT—TDA VR M—ILEIFER:
B2 SSSD BL VBN 7T —IDRA YA b—ILTATVWARWSEE, 1Y XA M—ILLES,

sudo apt-get install sssd
<!--NeedCopy-->

NYT—=HBEICA VA =T TWVWBIHA. ENT2czb8HLET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

pE

Ubuntu o1 > X k=L 7O€XIE. T 7 4L b TEEMIC nsswitch.conf 5 KO PAM OJ 1V EY 2 —
IL%ZBRLET,

SSSD m#Erk SSSD 7 —E>%iRE T BH1IC. SSSD BROEEHNMBETY, SSSD O—FD/N— 3 > Tla.
|etc[sssd/sssd.conf & 7 71 ILIZT T 4L b TIEA VA b=ILENBEWT=H. FEITERTIHENHD £T,
root ¥ LT [etc/sssd/sssd.conf = {Ef g 2h VT, RERELZT:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_1lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -ds
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U
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# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
7
dap_id_mapping i% true I(ZRE TN 3 7= SSSD BEH Windows SID % Unix UID IcxwEY I L&

T RELAWEE. Active Directory /' POSIX iR ZIRETI 2L SICTZRENH D £9, PAM y—E
Z (ctxhdx) & ad_gpo_map_remote_interactive (BN F T,

Z T domain-dns-name /Y5 X—% —i&. DNS R X1 >% (example.com % ¥) T9, REALM i,
AXFD Kerberos $Ei%#% (EXAMPLE.COM %:¥) TY, NetBIOS KXV E=HEBRT B7-HDEHIEHD
FtHA.

BREEICDOVWTELLCIE sssd.conf 8L Usssd-adicBd 3 man R—J#BBLTLLET L,

SSSD F—E>X T BT 7 M IICFREEGIGNDERDOAHNRESN TV ILENHD T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DERE KOOIV RER{FTLT. SSSDF—EV%#EEIL. YOV OREEICHT—EVERIHT
TBLDICLFT,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM #£5 RoIv > R%EREFTLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> a > hEBIRETNTWB L SICLET:

sudo pam-auth-update
<!--NeedCopy-->

KXY XN=2y FORER  Delivery Controller #H3 3ICiE. R TH VDA Y>> (Windows & Linux
VDA) T Active Directory ICa>Ea—42—AT U FHRETT,

e adclizEALTRXI Y XYN=2y TEERT B85, sudo adcli info domain-dns-
namedv Y RERITLTR XA UERERTLET,
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s SambaZ AL TRXA Y AIYN—2y TEERT 35813, sudo net ads testjoindvwyk
ERITLTIIVIUDRRAACVICBMLTVWS e %28 L. sudo net ads infoav>yR%ER{TLT
BMORAA LAY Ea—42—FTO U MeRERIELE I,

Kerberos #mdmE:R  Linux VDA TERTE 3 & 51 Kerberos AIEL K BRI N TV Z 2R T 3 ICId.
ROAIXV RIZE 2T Y RTLOD keytab 7 7 1 LHMEREH T keytab 7 7 1 ILICEAF—HDEENATVSB
CERRLET:

sudo klist -ke
<!--NeedCopy-->

COOARXIRICED, TUVINILBEBERM— DT EFIEFHREAEHOEICH L TERTESF—D—EIERR
ThEd, Kerberos dkinitdv Y REERITFL. ThBDF—%2FEALT. IVVERXIYOAY FO—5—IC
3L CERAEL£9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

RUVBUERBIIANFTIEETZIHENHD ET, RILEE (5) F. PTIICLBBSHMIZH<LOHICNY Y
Z27wa () TITRT—TTR3HRENRHD 7, BEICL > TiE. DNS KX & Kerberos $BiZ £ E4 D
£9, LI oT. HPEEBEFEALET, COOATYRBRINTR . HAWRRKRRINEE A,

ROARY RZFERALT IV T7ADY MO TCT AF vy adhicCezHELET:

sudo klist
<!--NeedCopy-->

I—H—REOmER SSSD . T—EVTHEERMEZT AT 2 IV RSV —ILERHLEEA. PAM&E
HTOHTTTEEY,

SSSD PAM EZa—)LAELKBHINTWVWE e 2R T3 ICIE. UEHIFERLEZEHBRVWR X1 21— —
T7hoyhEFEALTLinux VDA ICOd A > LES,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—%—o klist v > RTIRENS Kerberos ¥4 v FHIELL. BRINTIIBVWC EEZRELE T,

JI—br21—H—r LT, #R0Id-u v RTREINEUID ICHSTEFT Y vy aTd 7 IILBMER S
CrEHRBLET:
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi% Gnome Display Manager ICEEOJA > T2, ABEOTA M ERITTIET, KX VBMORE
R%&. TFIE6: Linux VDADA YA F—)Ly ICEHET,

PBIS

HBELPBIS Ny 7r—>%40>0-R9%  fl:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 >R b—ILRO U T bZRITHREICT S fI:

sudo chmod +x pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 X b—ILROUT +=2RITTE  Hl:

sudo sh pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

Windows R X1 YADENM KXY AV OA—-S5—A7IEXFTRET. A1 —F2—%2 RXAVIZEBMNT3
¥R %D Active Directory 2—%'—7HU > b HRRETY !

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user ¥, J>Ea1—%—% Active Directory B X1 VIZEBINT 31EREZFHF O R X1 >1—%—T7F, domain-
name (&, KX >® DNSE (example.com &) T,

F: Bash#F 74 b )L LTHRET 3 ICIE sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash <Y > R&#RTLE T,

RXAYXN—=2y TORR  Delivery Controller zfER$ 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICOAYEa—42—FT2 0 FHRETT, PBISICL>TEMIN Linux 7> 2N
RAAMVICHEET B ZRRBIBICIF. ROOARY Y FERITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->
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ROV RAXAVIZBIMLTWAEE. COIXYYRIFIREDAD RX1>r OU EHRzIRLE T, SIMLTULA
WEEIE. R MBI RRINE T,

I—H—REEDFE PAM Z@ER L7 PBIS O R XA > 1 —H—OFBEENETENE SO R T B ICId. LUFICHE
BLECEHBWRAS Y I—H—FHU Y ERALT LinuxVDAICOJ A LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RIcE>TREINTE UID 13359 3 Kerberos BigiEsRF v v a7 7 1 ILAMER S
N xzmwsRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

RXA>SMOMER%E. TFIEG6: Linux VDADA > b—)L1 ICEHET,

FIE4: piREH L<.NETCore 5> 4211 3.1 % 1> =)L

Linux VDA @1 > 2 b—JLAIIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers@OFIEICE>TNET Core > 21 L3 1%z YA—ILLET,

.NET Core 5>% 11131 ®1 >R b—)L#%. whichdotnet Iv > RERIFL TSV EALNREZRELE T,

ARYERFHAICESWVWT, NETCore SV ZALONATUNIERELET, ez, ATV A
H/aa/bb/dotnet @ig&. /aa/bb # NET N1+ UNXE LTEALED,

FIES: LinuxVDA Nv A r—> o485 >yO0—R

Citrix Virtual Apps and Desktops —EX D4 o> O—RR=JICBEBL £T. BIHR/N— 3 >0 Citrix
Virtual Apps and Desktops #EB L. Components =2 )w o LT, #EAFBOD Linux ¥4 A kJE2—>3>
ICXI59 3 Linux VDA Ny r—>% 4o >O0—RKLET,

FIE6: LinuxVDA D> X +k—JL
FIg6a: LinuxVDAD1>X =)L

KD &SI, Debian Package Manager B L T LINnUXVDAY 7 bz 724X b—ILLET,
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sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb

<!--NeedCopy-->

Debian 10.7 ® Debian #&=zE%—%&:

ibus

postgresql
libpostgresql-jdbc-java
openjdk-11-jdk
imagemagick

ufw

desktop-base
libxrandr2

libxtst6

libxm4

util-Tinux
gtk3-nocsd

bash

findutils

sed

cups

ghostscript
libmspack0
libgoogle-perftools4
libpython2.7

libsas12-modules-gssapi-

<!--NeedCopy-->

i

>= 1.5

>= 11

>= 42.2

>= 11

>= 8:6.9.10
>= 0.36

>= 10.0.2
>= 2:1.5.1
>= 1.2.3
>= 3.8
>= 33

>=

\Y4
1

V V V V V V
L1 T 1 R I | 1
NNOONDIMDMUUWNNNN
....;l.cn.c) e e es o
(O]

\Y4
1}

el
mit >= 2.1.~

CON—=23>® Linux VDA THR—FZTATWVS Linux 7 XU Ea2—>3> & Xorg DN—2 3 Vil
DVWTIE TP XTLEH) 28RLTIETL,

FIg 6b: LinuxVDAD7 v FJL—K (F7>3Y)

BHD2N=U3 2 LTISRUU—XH5BEEDAI YA M—=ILET v FIL—RTEEY,

sudo dpkg -i <PATH>/<Linux VDA deb>

<!--NeedCopy-->

pE

BEOA VA= ETYITIL—RT3L. [etc/xd| OFICHZER T 71D EESINET, 7v ST
L—R%ZERTITBA0IC. BT T70ILEZNY I Ty TLTLIETL,
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F|iE 7: Linux VDA DO#ERL

NYr—=I04 YR b—)L#&. ctxsetup.sh 2271 7 b %ERITL T, Linux VDA 2183 3 HENHD £T, DR
)T hE BEEZITSHICIRIRZER L. TRTOREIVR—XV DAV F—ILTNTVWSR I EHEREN
F9, HEICIHLT. WOTHIDRIU S ZEERITLTREZEETIXT,

CORZV T FHTERICEZLRL S, FLIFFRMICHBRLICRIEZERBLTAFTRITTEEI. ATy
BEIC. ROAXY RZEALTIORI ) T DAL T 2B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

HREICEEY 518

RDESICLT, BRICEET 5 FIBRAERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

SEIE Ay et 134

ITYRAL—IZBEKT 37D, RIEEHZFEALT. ty c TPy TRIVTFTREERZ AT T2 a>ZHEET
TET, BEBBHEDNIRTEEINTVBR L, RTVTRIE>TA—H—ICBERONNERD B Xy E—IHK
RENB D BLBD AV - IILBZR V)T METEEY,

HR—FEINBBREBEEHICIZIRDELSBHLOHHD £7:

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N - Linux VDA Ti$. DNS CNAME L J— k% {#B L T,
Delivery Controller 838 TEF£9, T 74 FTIENICREINTULET,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& RIZERT 3
Delivery Controller 52 &8 K X1 > & (FQDN) OXR—IRXND D—EBHURETT, 1 DEIFEHK
DREBHIR XA VB EIFCNAME I ) 7R ZBETIHELHD £7,

o CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—k (F7#JL+TidR—~ 80) %
£ LT, Delivery Controller ¥ @EL £7,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E Rid. ¥ > OEEHEICHIEL
F9. TIAIFTRYICRESNTVET,

+ CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #+—E 2 Tld. v bT—U %15
BRDS AT LD T 7A 74— ILOBEBEHFAINTLWBIHBRENH D £9, Linux Virtual Desktop AIc.
SRATFLDT AT I A= ILOBERR— b (F7 4L FTIER— b+ 80 HLUVR— k 1494) = BHENTHK
TEET, 774 ETIEYICRESINTLETD,
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+ CTX_XDL_AD_INTEGRATION=1|2|3|4]|5-Linux VDA iZi%. Delivery Controller iZxt L TER:E
337191 Kerberos BREENBETT, Kerberos i, AT LICA YA M—ILBELUBREHD
Active Directory &Y — LD SIEEL £9, RICTKY. HR— TN TUL3S Active Directory #i& 755D
565 FRTZIHOZIBELET:

1 - Samba Winbind

2 - Quest Authentication Service
3 - Centrify DirectControl

4 -SSSD

5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— rIh % ¥, Thid. 8H%RY
STawoT7FVT— a3 0RBUEREICT BOD—ED GPU 7/ —>3>70./0YTY,
HDX 3D Pro ##R L7355, VDA VDI FRO by (2 JIEyvsay) E—RFRICEBEREINET (D
&b, CTX_XDL_VDI_MODE=Y &% b x7),

« CTX_XDL_VDI_MODE =Y| N-EHFTX7 by 7EREETIL (VD) £HEEIAINBZI3EETII LY
TREETILOEESE LTIV VU EEBHT 2D EZREL T, HDX3D ProIRIBETIZ. COZTEH % Y ICHRE
LEdo T7AILETIENICEREINTVET,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EAHA L T LDAP r—N—%&H L £ 7,
DNS o#%Z=&ER=O—HILY 1 MICHIBRT 51Cid. DNSH1 FREZHEELEF T, COTHIZ. TT7AIL LT
& <none> [CHREINTUVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -LinuxVDA i&. DNS ##E= L T LDAP #—/\—% &
L&d. DNSHLDAP H—EZL J—rZEHETITHWVWEEIE. LDAP @ FQDN & &K U LDAP R— kDX
R—IARYOOD—BEZIBETIF £7, o xiE. adl.mycompany.com:389 £ &b ¥, COXEHIF. T
7 #I)L LTI <none> [CRETNTULET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 > J)L— b+
(ffl: DC=mycompany,DC=com) IZREINIHRBER—XZFEALTLDAPZB&EL 9, 7L BRERD
NTA—RVAZHETBDIC. BEX—IZHBETET T (fI: OU=VDI,DC=mycompany,DC=com),
COEHIE. T T+ ETIE<none> [CREINTWVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Bir— X (FAS) H—/n\—ix. AD &
W—=TRIUS—ICEDERINET, LINnuxVDAIZAD JIL—THRUS—%HR—KLTWLWEHA, KD
I £ a0 RSN FASH—N—0—8%=FERATE £, >—7 > Rid. AD JIL—TFKRU > —TH
ELEHDLBALTHZIBEDNHBD£T, WINHhDH—N—T RFLIABHBEINTWVWBIFEIF. TOTA%Z
<none> X WS XFFTEDHT. Y —N—T RLADIEHFBRFIEZEL FH A,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - s L VW JO—-Hh—T—
vk —ER (ctxvda) #ZHR—+rTB37DHD.NETCore 5> 21 L3 1%Z1>VRAM=ILTB/N R,
F 274 kD /XRIE/usr/bin TE,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v > 3> TERY 2 GNOME #7-i% MATE
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FROMY TBIEEIEELE T, THEERELBVWEFICTRE. BEVDAICAI YA M=ILETATWVWETX
by TIHERAINET, 727 L. BEA VI F=ILTNTWVWBETFXY by TH MATE ©i5&13. THER
mate (CERETAHELHD £,

:
ROFIEEETLT. 2=y bty a > a—H4—0FRI MYy TRIBEETEIZCHTIET:

1. VDA ® SHOME/<username> ¥« L - kJ|Z.xsession7 71 )LZEH L £F, T T.
username g1 —4—LT9,

2. .Xsession7 7T I ZHRELT. T4 AMJE2—YaVICEDSVWTTRY by TEEZIEE
LZxd,

For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then

exec mate-session

fi

CentOS =® GNOME 727 kv FDiHE

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classiic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 700 7 7AIN—Zvoarved—rybtEyiaryai—H-cHBFLET,
+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #M D5 T B Linux VDA 4 —E XA BtaT hd & S
ICTBDNESHZEEBELET. T74LFTRYICRESNTWVET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2w 2> 937DV 7y bR—bo 77+
L EDOR—KIE 7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko TT7#I bDR—KF 7502 T
ED

RDESICLT, RIEEHZEREL. BRIV T ZRTLET !
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export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo AX Y RIC-EA 7> av%aEELTRITL. FERT3HLVLS TILICBREOREEHZELFT, RMNDITL
LT #!/bin/bash 232 A L. RO ATV RHBARBSIIRIV TN T 7AIILEERTZ 2 EBHLET,

Frldg. RDELSICLT 1 DDOAR Y RTIRTDNSA—F—ZIBET I ENTEFET,
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \

CTX_XDL_AD_INTEGRATION=1|2|3|4|5 \
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CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BWREZEDHIBR

SFUAICE>TIE LINUXVDA RNy —S% 7214V X —=ILLAEWT. ctxsetup.sh X7 U F Mk >TiTH
NIRRT ERHIR T CHARBERZHEDHD £9,

FHATTBRIC. ROOAY Y REFHALTIDRI VT FOANILT=RERLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFFY BICId:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CODRIVTMZED, IRTOEBRT — 2D T —2ZRX—ZXH S5HBREI N, Linux VDA Z#ETEH<AD X
ED
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WOy
ctxsetup.sh & & Uf ctxcleanup.sh X 7 U 7+ Tldk, OV —ILICIS—HMHRFIN. BROT 771
[tmp/xdl.configure.log ICEMBHNEZIAENE T,

Linux VDA —EXZBEFH L. EEZRMIEET,

LinuxVDAY 7 bz 7071V ~=)L
LINuxVDADA VX h—ILETNTWVWBIDNESHZHERELIED, 1V A F—ILTNTVENYT—JDON—J 3>k
TYBICIE ROOAT Y RZERTLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

FHERTTBICIE. ROOAR VP ZERITLET,

apt-cache show xendesktopvda
<!--NeedCopy-->

LInuxVDAY 7 kD7 T YA YA M=)LIZIE. ROOARY RERITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

P
LInuxVDAY 7 bz 7% 71V RM—ILT 2 . BEMIFT S5SNI PostgreSQL 8 & U Z DD T —

AHHBRINET, 772l LiInuXVDA D1 > X h—IL&DHEIICEY 7w FE N, PostgreSQL /N /ir—
CHELVEFOMDKET BD/IN VT —JIFHIBRINEE A

B> b

DT> a>Tld. PostgreSQL Y. &ET 2 /Ny 7 —C OHIBRAEICDOWVWTIZEBAL TULEE A,

FIE 8: XDPing M%7

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMAEROMEE L
9, s#L <IF. TXDPing) 28BLTLET W,

FiE9: Linux VDA D=7

ctxsetup.sh 22 ) 7~z AL T Linux VDA Z#p L7 5. RO > RZEAL T Linux VDA Z#If L &
ERS

Linux VDA 0ic&h:
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Linux VDA 4 —EZXZEET BICIE. ROV RERTLET:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA &Lk :
Linux VDA H#—EX%ZEIET3ICIE. KOOIV RERITLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

PN
ctxvdas & Uctxhdxtf—E 2% EILF351IC. service ctxmonitorservice stopadvwy
RERITLTEREYT—EXT—EVEELELEFT, ChERTLAWVEE. BRY—EXF—EVIFELELE
T—EXZBEFHLET,
Linux VDA o Ei2g):
Linux VDA —EZXZBRE# T 3ICid. ROOAY Y RERTLET:
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OREEDFERR
Linux VDA 4 —E ZORITREZHR T BICIE. ROIATV RERITLET,
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FE 10: Citrix Virtual Apps % 7-i& Citrix Virtual Desktops T <> > hH 4205 DIER

Y >ha0J%ER L. Linux VDA > > %ZBINY 3 FIEIE. 1RO Windows VDA TOFHELMTVETS, C
DERVZFRTITBFEDHRAICOWTHLLIE, TRV HEOJDERI LU TR 2h2O0JDEE] 288
LTLIEES L,

RDESIC Linux VDA XL > 2B Y AZOT DIERICIEV L DD 0#l4Ih % 5 7. Windows VDA <2
YOI AZOATDERFIEE BB 2520 HD £
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o« ARL—=F A VI RATFLICIE. REERLET:
- RALINBHEETFTRI My TREETILDBRE. WIILFEyI 3> 0SFTFo 3y
- WDIERTRI by TBREETILDOSGE. Ity a> 0SS+ 7oy
e ALY >H420O4 T, LinuxVDA T > Windows VDA R Y& BESEHEWVTLRET L,
E:
Citrix Studio @ UFI O /N =T 3 > iE. TLINnUXOS) WSS EHR— ML TWERATL R 27
L. [Windows #—/N\— OS] # 7> 3> Ffld [H—N—0S] # 7> 3 % BRT3E. AFEDRI LS
NZEETXI by TREETILHDEBERNIGERINE T, (Windows X7 by 7 0S] A7 3> Ffid
[TRIbYTOS] A7 a3 BRI, IOV CICB—O—Y—0DEEETILHOEBERMNIEIRINE
ERS

E>b:

< vht Active Directory R X U SHIBRSIMIRICBEEBMINIZSEEIE. 20X yEII Y A207
NOHIBRLTHSBEEMNYT 3HRENHD X7,

FJE 11: Citrix Virtual Apps %73 Citrix Virtual Desktops TO 5 U /N\NU =2 )L— T DIER

FUNY—=FIL—TF=ER L. LinuxVDATY>2EEIIrAE0J %8N 3 FIEIE. Windows VDA <> >
DHZEBLIFLALRILTY . CORRVEZRT T BAEDHBICOVWTEHLL I TFUNU—=TIL—T DRI &5
LTSV,

Linux VDAY >A207 28T TINY—JI—TZ2ER T 25EE. ROFAHLHD £7:
o BIRTZAD A—H—BLUTI—T%. LiInuXVDAR I UICOJF > T2LSICENICERLTE T XY,

e BTN TUVAWL (BER) A—H—0OJd 4 >ZsFa LBEVWTL T,
o« Windows Yo >8I oyhe00 2T NI =TI —FTRESEAVWTLLLEI L,

ROoAZO7ELVCTINI =TI —TFOERFZEICOWVWTEEL <& TCitrix Virtual Apps and Desktops 7
21061 ZBRLTLETL,

Citrix Virtual Apps and Desktops Standard for Azure T Linux VDA % {Ef{

June 22,2023

Citrix Virtual Apps and Desktops Standard for Azure TR X+ & R XA > ASMO@EAD Linux VDA %
fER L T. Microsoft Azure " 5EE D F/\r ZIZ Virtual Apps and Desktops #EfE TE £ 9, 5% L < &, MCitrix
Virtual Apps and Desktops Standard for Azure; Z#8BL TSI L,
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HR—FTNAhTLWBLINUXTFAXRJE2— 3y

RO LINUX T ARUE2—>a VI 0eEE S R— L TWVWET:

« RHEL 8.3
« RHEL 8.2
« RHEL7.8
Ubuntu 20.04
Ubuntu 18.04
Ubuntu 16.04

FIE

Citrix Virtual Apps and Desktops Standard for Azure T Linux VDA ZEf ¥ 3 1Cid. RO FIEE RITL %
ER

1. AZure TYRG—AX—CZEFBLEFT!:
pE N
Linux VDA 0 BEIEFKEEEZFRLT. VI MUV 7OEBEHER TP a1—IILTE5HTEET,
INETSICIE. YREZ—1 X—2 £ etc/xdl/mcs/mcs_local_setting.reg 7 71 JLICOAX >V RS
1>ZBMLET,
T ZIE ROOAR YR SA U %BIMTE 7!
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

a) Azure T. Y R—FINTWVWBETo AU Ea2—> 320 Linux RETS VZERL X T,
b) BEIZIGL T, LiInuX RIS VICT AT hy TEBEEAI VI M=ILLET,

c) Co{RET>>T. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers®FIEICHE>T.NET Core 5> 4 1 L3 1% A —)LLET,
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d) (Ubuntu o B & o &) /etc/network/interfaces”z 7 « JL ICsource /Jetc/
network/interfaces.d/*{7&EML£7,

e) (Ubuntu o B & o #) /etc/resolv.confT/run/systemd/resolve/stub-
resolv.confTld#i< /run/systemd/resolve/resolv.confaiEEL %7

unlink /etc/resolv.conf

In -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

f) Linux VDA Xy —S% 142 =ILLET,
g) /etc/xdl/mcs/mcs.conf DEHETEL £F, mcs.confBm 7 71 J/LiciE. MCS & Linux VDA
ZRETDHOEHEDEFATVES,
P
dns TEIFIEELBVWTL I L,

RIVAZOY DIERBICENS A TEIZT A LE 1 TZEIRT 335513, VDI_MODE=Y
ZRELEY,

h) /opt/Citrix/VDA/sbin/deploymcs.shx®R{TL£7,

i) Azure TIREET Y V& ELE (XEEDOY TR LEJ, [TARIDIIRKR—F] #OUvoL
T, HOREIS VEERTBREHDIRAZ—A A= LTERTE3R/REN—-RKRT2 X2 (VHD)
TJ71)LD SASURL #5£/ L £,

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

== -
Disk

R search (Ctrl+/) | « Generate 2 secure URL and download it directly.
8 Overview URL expires in (seconds) *
Activity log | 3600
fa Access control (JAM)
. Tags
Settings

& Configuration
. Encryption

B3 Disk Export

It properties

8 Locks

B3 Export template

Support + troubleshooting

Q MNew support request
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) (AF2ay) IRE—A A= TIINL—FRIS—FBRBELF T, ctxregy—ILE2FERLTIIL—
TRV —HERETETEY, ez Roavw > Ridz. PDFEIRIO PDF 2= N—H%)L ) V2 —%
BENMER T BRI —ZBMLET,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v

"AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy-->

2. Azure h5IRFZ—AX—=SHAVR—MLET,

a) [BE] dyrar—Rrhs6. BAlD [RREZ—1X—=] 2BEALET. T X 7L Il Citrix
PRETEIIRAI—AA—=2 8, BB L UVAMVR— b LIcA X—IDN—BRRINET,
EVh: COY—ERDBEETITAETADIFLALIF. BE Ay aR— R BRI v ar—
RTEEINE T, RO H20O5 % EmM#%. Citrix Cloud ict - > > LT [Managed Desktops]
T—EXZERT B, BB Ay arh— RAEFNICEEL XY,

‘:@ Master Images X

¢ Build Image + Import Image

b) [ X—Y%A4>R—F 200w o LET,

c) Azure TEM L7 VHD 77 1)L®D SASURL ZEANAL T, YRZ—1 X—J0OFEL LT [Linux]
ZERLEY,
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Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my_Uri?

Master image type
() Windows

(@ Linux

Name The New Master Image

E.g. “Windows 10 + My Apps”

d) T4 —ROIBRICHEL. YRZ—AX—V %A VR—MLET,

3. ¥ haEOJ=ERLET,

[BE] Hy2aR-—RIZTIERL. [(A2OT 2T B] 20 Vv I LET, YL VAZOTZERT B
EEF. ERTHER LR RZ—A X—=C72BRLE S,

i RXrvicsmLTuwAL Linux v >rAa2071E. Citrix BB o Azure Y I X7 P2 3 o TORE
HTE%x9,

Machine Creation Services (MCS) %#{EF L 7= Linux (R28< > > OER

May 15,2023

MCS ZfEARA L T Linux REY >V ZER T BICIE. NAN—NAHF—LETIYRE—AX—SHEE LET, CDS
OEXTIE. TYFL—MRETIVICVDAZA VXA =L TBIHELRDH D 9, Citrix Studio TY>>hHE20O4
EERL. TUNV—=TIL—TEERLT. BHEDBREAIERITLET,

pE
Citrix Hypervisor. Microsoft Azure. VMware vSphere, AWS. GCP. %7zi& Nutanix AHV LFhd /N1
IN=NAYF—TIRZ—AXR—DZ2EHF LIS T, FHLAVEEDIRET IAEENHD £,

Microsoft Azure. AWS. GCP & Citrix Virtual Apps and Desktops 72003 TldHHR— TN TULEHE A,
7=#2 L. Citrix Virtual Apps and Desktops # —EXDHRR % 5| SHESFEHRTI £,

HR—bINTVBTAAJE2—23 Y
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Winbind SSSD Centrify PBIS
RHEL 8.4 &Ly (A1AY-4 [Fw [Fw
CentOS 8 (2105) [Fw (A1AY-4 [Fw [Fw
RHEL 8.3 [FL (A1AY-4 [FLy fFLy
Cent0S 8.3 =49 (AYAY-4 =40 iEn
RHEL 8.2 [FL (A1AY-4 [FLy fFLy
Cent0S 8.2 =48 ARV =48 iEn
RHEL 8.1 [Fwn (A1AY-4 [ZqW [ZqW
Cent0S 8.1 [Fn (RN} [Fw [ZqW
RHEL 7.9 [Fwn [Fwn [Fw [ZqW
Cent0S 7.9 [Fwn [Fwn [Fwn lFwn
RHEL 7.8 [Fwn [Fwn [Fw lFwn
Cent0S 7.8 [Fn [Fwn [Fwn lFwn
Ubuntu 20.04 (=40 (=49 ARV [F3n
Ubuntu 18.04 (=40 (=40 LW [=4n
Ubuntu 16.04 (=40 (=40 LW [=4n
Debian 10.7 &L &L ANV [=4W
SUSE 12.5 [FL [FLy (A1AY-4 fFLy
pE

MCS TIERR I =< > > % Windows R X1 VIZBME #3781 PBIS &7zid Centrify #ERA L TV 315

BlE. RDEZRTZRTLTIIZE L

o FYTL—kvw T, Jetc/xdl/mcs/mcs.conf T 7 )LiC PBIS #7:1% Centrify /¥w 4o —

SOATO—RNR%EZRETSH. PBIS 71 Centrify Xvr—S2EHEBEA VA —ILLET,

« Jopt/Citrix/VDA/sbin/deploymcs.shx=179 %80, MCS TERINIZTMDTA

TOIIVICHTRIEZTAASLIUONRT—RD )ty MERZRDAMZEN (OU) ZERLET,

« Jopt/Citrix/VDA/sbin/deploymcs.shD=R1T44&7T Liz#%. MCS TER Iz >

*HBieE T 5a01C. BEICIS LT Delivery Controller %7z1& Citrix Cloud Connector Tklist

-11 Ox3e4 purgexEfTL%7,
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Citrix Hypervisor T MCS =/ L 7z Linux R8> > OIER
FIEL: YRZ—A X—JDO%E

RAZ=AX=DITE, AR =T VI RT7 L REBUELBWT TV T5—23 > VDABEDY 7oz 7 %A
VAL THEETEY, YRE—AA—DZEHBTBICIF. ROFIBZRITLET,

FE 1a: Citrix VM Tools 1> X ~k—JL xeCLl £7lE XenCenter ZERATE 3 L5 I1C. RET> Y ILICT
L= MBI VICCitrixVMTools #1 >X h—JILLET, COYV—IHRTI YR b—ILThTUOWAWVWE, kK18
IVDNT F—IVADME T I BRIGEMDHD £9, V—ILBRITFIIE. ROVWTIHRITTITEHEA,

e RETIUEIELL vy MDY BigE). £7I3—FELLET 3,

« XenCenter TEDRET> VDNT A —I VAT —REZRTT %o

o RITFORBTSUEKITTS (XenMotionZzfER).

e RFTw I3y bERIBXEVZEARZRFTYFoayv bk (FzvIRAVE) ZERLED. RFTv T3
w kEETLED T3,

o 217D Linux REE< > > £ vCPU 0% HET 3,

1. ZOOR > RERFTLT. guest-tools.iso & L5 Z#idD Citrix VM Tools YU~ LT,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. ROAR Y REEFLT, Linux T AU Ea—YavicEoVWTxe-guest-utilities/tvsr—
A A—=ILLET,

RHEL/CentOS 054

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy—-->

SUSE 12 0155

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->
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3. XenCenter @ [£f&] #7T. Fr7L—MREY> > OREBIIREZREZEL £9, Citrix VM Tools H'1E
LLAYRF=)LEINTWVWRIFE. REKOREIF [RBEUEH] cAhRDET:

XenCenter
Storage  Templates Tools Help

id New Server New Pool E New Storage E New VM @ Shut Down % Reboot 0 Suspend
Q|3 I - I

* || General Memory | Storage | Metworking | Console | Performance | Snapshots | Search

VM General Properties
Properties Expandall Collapse all
General | (&)
Name: Rhel69s-1
Description:
Tags: <None>
Folder: <None>
Operating System: Red Hat Enterprise Linux Server release 6.9 (Santiage)
Virtualization mode: Hardware-assisted Virtualization (HVM)
BIOS strings copied: No

I Virtualization state: Optirized (version 7.0 installed)
Time since startup: 27 minutes

, Home Server: <Nonex

vu: I
Boot Options | &2
CPUs | )
Read Caching | @

FI& 1b: (Ubuntu 16.04 0550 #4) OpendDK11 #1 > X +—JL$%  Ubuntu 16.04 T. XDOFIE% =T
LTOpendDK11lZzr>R +—JLLET:

1. https://jdk.java.net/archive/h 5 &#Hd OpenJDK 11 #4 o >O— KR L&Y,

2. tar zxf openjdk-11.0.2_1linux-x64_bin.tar.gzd<x>REXRITLT. £o>O0—~R
LIy r—o%REEALET,

3. (#7>ay) mv jdk-11.0.2/ <target directory>av> R%®R{TLT. OpenJDK & —
TybrTaLIMIIRELET,

4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 20003 R%EXRTLT. Java Y21 L%y b7y FLET,

5. java -versiondY Y RZXR{TLT. JavadON—a v zRRBLET,

FIE1lc: 77— MrRETIVICLINUXVDA Ny —S% AV A —ILT 3
F:
BEXRTHFOVDAZ T FL—MRETS VY E LTERT3ICIE. COFIEZEBELET,

TYTL— MR VICLINUXVDA Ny T —2 %1 Y R =)L %H0IC. .NET Core 5> 41 L31%1
YAF=ILLET, LR TIYRM—ILOBE] Z25BLTET L,
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FERALTWB LINuUXTsRMJEa2—>3>2Cic. ROV REREFIFTLT. LinuxVDAEREZtE Yy 7 v
LEd,

RHEL/Cent0S 054

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 12 055!

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Fg1d: VRIS U EARICLT tdb-tools /Xvy—2% 4> b—J)L$3 RHELT7 4—N\—0DiE4:

subscription-manager repos -—--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 7—JX7—2 3> 055!

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

FIE 1e: ntfs-3g #iRHETIZ EPEL YRS U R 1Y X h—JLF 3 EPEL U/RJ k1% RHEL 8/CentOS 8.
RHEL7/CentOST7iIC1 >R b—JLLET, 25 LTH< k. %Tdeploymcs.sh #R{TL7fce Fic. EPEL VR
SEUILHB ntfs-3g Xy r—UhA VX b=ILINE T,

FIE 1f: SUSE 12 iZ ntfs-3g Z2FH T > ZA ~—JLF3 SUSE12 75w k7 +—LIlIE. ntfs-3g ZiRtd 3
VRS RUDBD A, V—ROA—REHZT>O—RL. IYNTILL. ntfs-3g #FEHTTVRM—LLET:

1. GNU Compiler Collection (GCC) aA¥INAF>RAFT L make Xy —SHA VI M—)LLET:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Ny r—o=4do>O0—RLET,

3. ntfs-3g Nwsr—SZRBEALED,
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sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A—ILLET:

./configure
make

make 1install
<!--NeedCopy-->

FlE1g: SV LEBER Y 7w T3 deploymcs.shuaERITI3HIIC. UTFERTLET:

o Jetc/xdl/mcs/mcs.confOEHELTEL£9, mcs.confEm 7 71 ILiCi&. MCS & Linux VDA
ZRETICHOEHINEETFNTUVET, BEICHLTHRETI2LHIIROLHEDTT:

- Use_Existing_Configurations_Of_Current_VDA: BERTHD VDA DEEEDHE
REFERTEINESDNZRELETYICRET DL MCS TER I NS VOB T 71 LIS, R
ETHFDOVDADHER T 7 ILERL 7 7AILICAD EF. e LodnsEHE AD_INTEGRATIONZ
HEBRITIHBENHDFET, 774 MEIEN T, Cnid. MCSHMERRL 7=V Y LD T 7
TIWBRRZ—A A= LOBRT > TL— ML >TRESNZ L ZEKRLE T,

- dns: DNSOIP7RLZEZHBELZ T,

- AD_INTEGRATION: Winbind. SSSD. PBIS. %7:i% Centrify #88E L £J, Linux ¥ X kU
Ea—23> 03I hUy IR MSCHYR—FFTB XA UEMAEICOVTIE. COEED MR
—rINTWVWBETrZAMUE2—23>) Z28RBLTIETL,

- CENTRIFY_DOWNLOAD_PATH: Centrify Xwr—> %4> O0—-R$37HD/NRERELF
¥, ZODfEIZ. AD_INTEGRATIONZ# % Centrify ICRRE L1ZHBEICOAHEMICHED £9,

- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba /X\w/r— %45 >O0—R9 378
DNRERELET, ZOfEIE. AD_INTEGRATIONZ# % Centrify ICRRE LB EICOABEIC
"HEI,

- WORKGROUP: AD TR INTL3HBE. E0T—JJI—TEZRELEFT (KXFLIXFEX
5o

e TYFL—rIIYT, AR VETIVE [etc/xdl/mcs/mcs_local_setting.regrrJL
ICBMLT. BEBALSIMJEEREREIGERLET. CORMEICEL->T. MCST/OE 3 Z=>J3h
RO VEBRETZLUICT —REREDEDLNAEVELSICLETD,
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/etc/xdl/mcs/mcs_local_setting.reg771ILD&ETIE. LR MV EERTEEIGER
3’57’:5’)@]7‘/ F‘C‘j—o

ferziE. ROENZhOIAIY YRSV % [fetc/xdl/mcs/mcs_local_setting.reg7zrz+
JUIZEBML T, LR MU EZEREIFERTI X7

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

FlIg 1h: xREZ—1 X—=%ERT S
1. /opt/Citrix/VDA/sbin/deploymcs.shz®{TL£7,

2. (A7>3Y) TFYTL—MREIYSVETHERT Y 7L—rEEHRL T ERINICIRTOREYS VL
o /etc/krb5.conf. /etc/samba/smb.conf. £&0/etc/sssd/sssd.confr7IL
EFBEEARZIIAALET,

Winbind 2—%—nig4. /etc/xdl/mcs/winbind_krb5.conf.tmpl&s&tt/etc/xdl/
mcs/winbind_smb.conf.tmplF>7L—hr2EHL X,

SSSD a—#—miF4a. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl. 8&t¥/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—+%=EHLET,

Centrify 2—%'—n1g4. /etc/xdl/mcs/centrify_krb5.conf.tmpl&s&tt/etec/xdl/
mcs/centrify_smb.conf.tmplF>FL—+r%BHLET,

pE
FUTL—rI77AIILTHERAINTVWAEBEOT X RE L. SWORKGROUP. SREALM. Srealm.
${new_hostname}. & SAD_FQDN % OE#H A AL T 2E L,

3. Citrix Hypervisor T, 7> 7L —MREIXS VES vy ATV LET, YRAZ—AX—JDRFv T3
v b L TERIZGITETS

FE2: > >h20O07DIER

Citrix Studio T. ¥>>A20J %M L. A2OJICERT 3 REYS VOBEEELET. BEICHL THD
BRARIERITLET, #L I TStudio TV > hE2O7 DRI Z2BRL TSI L,
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FIE3: TIN)—=IN—TOER
RAZATIE L DFRLFERDOIS Y AROTISREIRTNII S VOEEDTY, YO 2AZOTTIE £

NSOV FRTEZI— Y-, 201—Y—IRHIZ T IV r—2a ELUVTRI by TZEBELE T,
LI TFUNU =TI —TDIER1 Z2BRL T T L,

Azure T?D MCS #EA L 7= Linux [x2E< > > OERK

FIE 1: Citrix Studio TD Azure ADKRR T 1 > T HELEDIVER

1. Citrix Cloud @ Citrix Studio T. [#8£] > [RX r] > IEGE LU Y —XDIEIN] DIBEICEIRL T, Azure
ANDEGEERL X9,

& Citrix Studio (Cloudxdsite)
O sear

httpsy//management.azure.com/

2. E£OEEY LT [Microsoft Azure] #3ERL£7,

Studio Connection

) Use an existing Connection

azure b
Connection s &
| ®) Create a new Conngeti

Details | :

: Connection type: [ Microsoft® Azure™ - |
Region
Network Azure environment: 1 Azure Global - ]
Summary

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools
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3. Azure TAD Y OB TRV T3y ID LEGEEEANALET,

Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)
Region Learn more:

Network Setting up an Azure Active Directory account
Summary Creating a host connection

Azure role based access control

Subscription ID: |

Connection name: | Example: MyConnection

Create new... Use existing...

HLWERD R PRI VICRRTNE Y,

& citrix Studio
File Action View Help

=% @ BE

B Citrix Studio (site)
Search
0 Machine Catalogs
8 Delivery Groups Name + [ Type Address State
& Applications
[= Policies
[# Logging
v [ Configuration
£ Administrators

&2 Controllers

0 Hostine

7. lice  Add Connection and Resources.
Qstor N
[ App

@ Zoni Refresh

Help

FIE2: 7oTFL—MREIS U TIYRZ—A A= 7 EH

RRAZ—=AR=DIE AR =T VTP RT L REEKLBWT TV r—2a3> VDAREDY 7O T %A
YAL=ILTHETEY, YREZ—AA—DZEETBICIE. ROFIBZRITLET,
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FIE 2a: Ubuntu 18.04 FiC cloud-init 2#mM 32 RETS > OBEIESF /2 IZFLRHC VDA KRR M Z &M
T3S KOOIV RERITLET,
echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99_hostname.

cfg
<!--NeedCopy-->

/etc/cloud/cloud.cfg 7 71 )L® system_info 0> 3 > OTFICRDITHHZ L B LE T,

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

Flg2b: (Ubuntu 16.04 0i5&50#4) OpendDK11 %> X ~—)L$% Ubuntu 16.04 T. XOFIE%25%T
LTOpendDK11Zr> R +—JLLFT:

1. https://jdk.java.net/archive/h 5 &#® OpenJDK1l #4o>O—RL %7,
2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzdx>Y rEXRITLT. 4o >O0—~K
LenNvTr—2zREALED,
3. (#7>¥a>) mv jdk-11.0.2/ <target directory>avx>R%ZE{TLT. Open)JDK % & —
Ty brTa LI MIICRELET,
4, update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 2000  R%EERTLT, Java S 41 L%ty b7y FLET,
5. java -versiondx > REETLT. JavadON—Ta>ERABLE T,
Flg2c: 7> 7L —MMRETYIVICLINUXVDA Xy —S% AV X R=ILT 3
pE
REFRTHROVDAZT Y TL— MRETI YV LTERT3ICIE. COFIEZEIELET,
T 7L—MrEI I VICLINUXVDANY 5 —2% A4 > 2 =)L $ %a6IC. .NET Core 5> 21 L 3.1%1
VAR=ILLET, #HLLIE T1 X M—ILOBE] 28R LT ZE 0,
FRALTWLWS LinuX T AMUEa2—>3> T8I ROIYY RERITLT. Linux VDA DBEZ Y F7 v
L&,
RHEL/Cent0S 054

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 0354
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
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<!--NeedCopy-->

SUSE 12 03B &

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE 2d: ntfs-3g ZiRETEZ EPELUKRS FU%Er>X =)L $3 EPEL URZ )% RHEL 8/CentOS 8.
RHEL7/CentOS7iIC1 >R b—JLLET, T3 LTH< k. % Tdeploymcs.sh #RfTLfzr Fic. EPEL VR
S hVICHB ntfs-3g Ky r—I N1 VX =L ET,

FlE 2e: SUSE 12 iZ ntfs-3g #FHTT > A +—ILFS SUSE12 75 v b7+ —LiCiE ntfs-3g 2iRfHtT 3
URISRULRBD EFLA, V—XOA—REHZI>O—KRL. OAYNTILL. ntfs-3g #FBTI I b—ILLET:

1. GNU Compiler Collection (GCC) Q¥ /INA S RAF L make Xy —J% AV I M—)LLET:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy—-->

2. ntfs-3g N\wr—o4o>O0—-RLEY,
3. ntfs-3g Nwsr—C=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4, ntfs-3g Ny T —SADNKREANALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A —JLLET:

./configure
make

make install
<!--NeedCopy-->

Flg2f: s>o21LBEE Yy b7y FT3 deploymcs.shxaERITIBHIC. UTERITLET:

o Jetc/xdl/mcs/mcs.confOEHETELET, mcs.conTEmM 7 71 ILICi& MCS & Linux VDA
ERETRIRODOEHMAEEFNTLET, UTIE. dnsAD_INTEGRATION%BET Z3NENDH 3T
D—ETT:

A ERHEROETRETETZHEE. EEXZ—E5AFTTHAH AR—IATRYD FT, L zid
LDAP_LIST=" aaa.lab:389 bbb.lab:389’ &k SicRFINF T,
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- Use_Existing_Configurations_Of_Current_VDA: BERTHD VDA DEEEDHE
REFERTINESHZRELET, YICKRET DL MCS TIER SN VOB 7 71 LIk, IR7E
HRITHDOVDADBR 7 7 A ILEBL 7 7 A IICHED £ 72 L.dnsZEER AD_INTEGRATIONZ
BRI IRELHDEFT, T7FI/IMMEIEN TT, Chid. MCSHER LYY LB T 7
AUMIYRAZ—A A=V EDBRT Y TL— ML >TRESNBZ L ZERLE T,

- dns: DNSOIP 7RLZXZHRELE T,

- AD_INTEGRATION: Winbind. SSSD. PBIS. %7zl Centrify #88E L £ 9, Linux ¥+ Z k1
Ea—>3>®OIbUyoRe MSCHHR—ET3RXAUBMAEICOVWTIE. CORED MR
—hFINTVBTFARMJEa—ay) #8BLTLIETL,

- CENTRIFY_DOWNLOAD_PATH: Centrify Xwr—S% 40 O0—-R$370D/NRERELF
¥, COfEld. AD_INTEGRATIONZ# % Centrify ICSRE LB RICOAEMICHD 9,

- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba Xw/— % 4o >0O0—-R9 378
DODNAERELEFT, COfEld. AD_INTEGRATIONZ#% Centrify ICRE L 12HEICOAHEIIC
BOET,

- WORKGROUP: AD THRINTWL3HBE. E0T— I —TE8Z2RELET (KXFLIXFEX
5o

« FYTL—bIIUT, OXYRI1 % [etc/xdl/mcs/mcs_local_setting.regZ7r1J
ICEBMLT. BEBALSIAMIEEREREIZERLET. CORMEICE->T. MCSTFOE 3 =Z>Jdh
eI VEBRETAIEVICT—RERENRDONABVLSICLET,

/etc/xdl/mcs/mcs_Tlocal_setting.reg771ILOETId. LR MUERREF IEEH
TBRREHBOIANYYRETY,

frezid. RoEhzghoav> RS> % /etc/xdl/mcs/mcs_local_setting.reg7zr+
JUIZEBML T, LR MU EZEREIFEMTET X7
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "0Ox00000003" --force
<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

FlE2g: YAA—AX—C%ERT S
1. Jopt/Citrix/VDA/sbin/deploymcs.shxE{TL%3,

2. (7> ay) 7L —MMREXSVETHERT Y IL—FZ2EHL T ERINEIRTOREYS >V
o /etc/krb5.conf. /Jetc/samba/smb.conf. &ktf/etc/sssd/sssd.confr7r7TIl
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ZBEARZIIAIALETD,

Winbind 2—% -84, /etc/xdl/mcs/winbind_krb5.conf.tmpl&s&kor/etc/xdl/
mcs/winbind_smb.conf.tmplF>7L—br2EHLET,

SSSD a—#'—dig4a. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xd1l/mcs/sssd_krb5
.conf.tmpl. 8&tt/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—+r%=BHLET,

Centrify 2—%—mB4&. /etc/xdl/mcs/centrify_krb5.conf.tmpls&tf/etc/xdl/
mcs/centrify_smb.conf.tmplF>7L—+%EHLET,

FFUTL— R I FAIILTERAINTVAEREOREREZFRIE L. SWORKGROUP, SREALM. Srealm.
S{new_hostname}. & SAD_FQDN ¥ OZ#ZEFAL TS T L,

3. FUTL—MREI VT IV =314 YR M—)LL. Azure Portal TF > 7L — MRETYS V%
vy bV LET, TUTL— MREYI VOERRKEN. [Stopped (deallocated)] (H->TW3S
CCEBABLET, CCTUY—RIIN—TOEFZEZTEVWTLIEIL, Azure TYRZ—A A—J %R
RIDBICBRHDBETT,

** Connect P> Start Q Resi M Siop | @) Copture  => Move [ Delete ) Refresh

Resource group (change) Computer name
mes rhel-sssd-temp

Status Operating system
Stopped (deallocated) Linux

catior Size
East Asia Standard D2s v3 (2 vcpus, 8 GB memory)

Subscription (change)

Subscrwitlcr\ 1D

R

FIE3: > >hE2O07DIER

Citrix Studio T. ¥>>h42O07%EHR L. hE2OJICERTRRETS Y OHEIEELE T, Yo rh4Od%
TR TOTL—MRETIUDRBTBR VY —RTIN—THEIRZ—IA—HERIRL, 7 FL—
RAE<TS>DOVHD 2R L £ 9,
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Machine Catalog Setup

Studio Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.
+ Introduction s If you select a VHD attached to a VM, the VM must be stopped.

. - » Make sure the selected master image has a Citrix VDA installed.
Operating Systemn
o Don't see the resource group you want?

* Machine Management
-

Master Image b [§%]jc-WestU52 -
5 ” . b (@] LinuxvDA
RO
Virtual Machines & Azure-1604_OsDisk_1_0b3977596¢1447909b42373ac0c6a05
Resource Groups & arure-client_OsDisk_1_See3cd35a6d744c199f4502/8d63a83
Network Cards azure-dc OsDisk_1_f047ecO78ebad26bb0d03 092860267

&= Azure-j77_OsDisk_1_adf0f65861d447a5bad066c6632a82¢
Computer Accounts o

8 Asure-jcjeT7_OsDisk_1_echeddBd75e74bb08159c8e4d837254e
Domain Credentials £ Azure-jerhelTT_OsDisk_1_685abfc05e0c4fdBacac2b28e36d904 -
Summary =8 Asure-jerheld]_OsDisk_1_571a0c329a2340¢e8cTd385a645¢034

@ Select the minimum functional level for this 7.6 (or newer) -

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | Cancel

BEICH L THOBRZ X ZRITLET, 5L <Id. TStudio TOY > >Hh20O07 ORI 28RBL TSI L,

Flga4: 7IN)—=JI—TDVER

TUNI=TNL=TE W2 DIIUAZOTDSERLIEIS 2T I—TULIEDBDTS, TUNI=TI)
—7TiE ENS5OYI U EFERTER -~ TOA—H—ICRBTZT7 IV T5r—23a>vBLUTRV by
ZERELET, FLR T7UNU=TIL—TDER1 ZBRLTIIET WL,

VMware vSphere To MCS %/ L 7z Linux R > > OIER
FJE 1: Citrix Studio Th VMware ADHRRX T VT EGDIER

1. vSphere ¥&1t5iC vCenter Server 21 > X b—JLL £7, %L <&, 'VMware vSphere; #8BL T

T,

2. Citrix Studio T, [#m] > [FX ~] > EHRSLT) Y —0EM] DIEICERL T, VMware vSphere
NOBEGEIERLET,
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£ Citrix Studio (Cloudsdsite)
Search
™ Machine Catalogs
£ Delivery Groups
# Applications
[= Policies
[#@ Logging
v [ Configuration
8 Administrators

e L

[ e

httpsy//management azure.com/ Enabled

3. #EHo@EEL LT [VMware vSphere] %#&RL %7,

Studio Connection

() Use an existing Connection

| RanConnection -

Connection &
(®) Create a new Connection
Storage Management :
: Connection type: I [ VMware ¥Sphere ® - ] |
Storage Selection
Motk Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back M Cancel

4, VMware 7ho > bD#EG7 KL X (vCenter Server ® URL). 2—H—E/NXXT— K, BLVIEHGEZ%E
ANILETD,
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :
'f!:' Create a new Connection

Storage Management

: Connection type: [ VMware vSphere @ = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back " Next J [ Cancel

W LWERD R ERAVICRRINE T,

& citrixStudio
File Action View Help
= o

B8 Citrix Studio (site)
S

[ App-V Publishing
Zones

FlE2: YREZ—A1 A= DEME
YRBA—A A=l ARL =T VIV RAT L REULBEWT U= 3> VDABREDY T o 7% 1

VAP=ILTEEET, YRE—AA—VZE BT BICIE. ROFIEZETLET,

FlE 2a: (Ubuntu 16.04 0550 #4) OpenJDK11 %> X b—JL93 Ubuntu 16.04 T. XOFIE%RT
LTOpendDK11lZzr>XR +—JLLZET:

1. https://jdk.java.net/archive/h5&#H® OpendDK 11 24~ >O— R LT,
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2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzad<x>YREXITLT. £o>vO0—~K
LiNwr—>CZERLET,

3. (#7>3y) mv jdk-11.0.2/ <target directory>av>R%®RfTLT. OpenJDK % & —
Ty brTo LI MIICRELE D,

4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 20003 R%EXRTLT. Java V21 L%y b7y FLET,

5. java -versiondY Y RZE{TLT. JavadON—a > z@RBLET,

FIE2b: 7> 7L — MrAEIIVICLINUXVDA Ny —S% AV A R—ILT 3
i
HEXRTHFOVDA TV 7L —MRETI V> LTERTZICIE. COFIBZEELET,

FToTL—MrEIIIZLINuXVDA NNy —S %14 X b—=ILS BEIIC. .NETCore 5>421L3.1%+1
VAR=ILLET, #HLLIE TR M=ILOEE] 28BLTLETIL,

FARALTWB LINUXTsARJEa—>3 > IIic. XOOATY RERTLT. Linux VDA DIEEE LY F 7y S
LF¥d,
RHEL/CentOS 054!

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 12 0155

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FlE 2¢c: ntfs-3g #iRMTEZ EPEL URS rUZ > X =)L 3 EPEL URY k1% RHEL 8/CentOS 8.
RHEL7/CentOS7ICA > X b—JLL&ET, T5LTHL &, #&Tdeploymces.sh #E{TLce Fic. EPEL UR
ShUICHB ntfs-3g Ny r—I DA VA h=ILEINETS,

FIE 2d: SUSE 12 i ntfs-3g #F&HTr VX +—J)LFS SUSE12 75w k7 +—LICIE ntfs-3g 21793
URISMULRBD EFLA, V—XOA—REHZI>O—RKRL. OAYNRTILL. ntfs-3g #FBHTI X b—ILLET:

1. GNU Compiler Collection (GCC) aA¥ N1 5> R TFTLE make Xy —JEA VI M—=)LLET:
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sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Nwor—orAo>O0—-RLET,
3. ntfs-3g Nwsr—S=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A —ILLET:

./configure
make

make 1install
<!--NeedCopy-->

Flg2e: >4 LEBEEZEY F7vTT3 deploymcs.shzRTI3HiIC. UTFERTLET:

o Jetc/xdl/mcs/mcs.confOEHETEL£9, mcs.confEm 7 71 JLiCi&. MCS & Linux VDA
ERETDIEOHDOEHISEENTVE T, UTIE. dnseAD_INTEGRATION%ZRET 3 HEHLH BT
D—EFTT:

A ERHEROBTRETS 358, Bz —E5AFTHA. AIR—IATRYDEFY, &z,
LDAP_LIST=" aaa.lab:389 bbb.lab:389" o4& SiIcRRINE T,

- Use_Existing_Configurations_Of_Current_VDA: RER{THD VDA DEEEDHE
MZzERTINESHZRELET YICRET DL MCS TER I NS VOB 7 71 )LId IRTE
RITHDOVDADER 7 7 AIILERL T 7 A IICHRD £F. 7272 L.dnsZHE AD_INTEGRATIONZ
BzEBRTI2RENHDET. TIAIMMEIFEN TY, Chid. MCSHER LTS > LOERT 7
ANV REZ—ARXR=—J LOBRT Y TL— ML > TRESNZ ZEZEK]RLE T,

- dns: DNSOIP7RLXZHBELE T,

- AD_INTEGRATION: Winbind. SSSD. PBIS. #F7:id Centrify #:88E L £, Linux ¥+ X~V
Ea—>3>OIbh) vy IR MSCHAHR—FT2 RXAUBNAZEICDOVWTIE. COEED MR
—rINTVWBTsAMIEa—a3>) Z8BLTLIEIV,

- CENTRIFY_DOWNLOAD_PATH: Centrify Xwr—> %40 O0—-R$370D/NRERELF
¥, COfEIZ. AD_INTEGRATIONZ#% Centrify ICRE L 1BEICOAFEMICHD £,
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- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba Xw/— %245 O0—R9 578
ONRERELET, COfEld. AD_INTEGRATIONZ#% Centrify ICRE LB EICOAHEIIC
"HEI,

- WORKGROUP: AD THHEINTVL3HE. E0T7—JJI—TEZ2RELEFY (KXFLIXFEEX
Ao

« TYTL—bIIUT, OAXYRT1 V% [etc/xdl/mcs/mcs_local_setting.regzraJl
ISEBILT. BEALSZAMNIEZEREIIEFHFLE T, COBRMEICEI>T. MCSTFOEY 3 Z>5ch
1o VEBRETAEVICT—RERENRDNAVWLSICLETD,

/etc/xdl/mcs/mcs_local_setting.reg7 71 ILOETId. LR MUEEREF IEBH
ITHLHOIRVETY,

frezid. kogheghoav> RS> % /etc/xdl/mecs/mcs_local_setting.reg7zrz+
JUZEBIML T, LR MVEZERE/IIEMTET X!
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "0x00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
Xx00000003"

<!--NeedCopy-->

Flg2f: YRZ—AX—CEERT S
1. /opt/Citrix/VDA/sbin/deploymcs.shx={7L %7,

2. (A7>3Y) TYTL—MMREIYS UV ETHERT Y 7L—rEEHRL T ERINIIRTOREYS Y E
o /fetc/krb5.conf. /etc/samba/smb.conf. & & t¥/etc/sssd/sssd.conf 7 71 LEBBEHRZI 1T XL
F9,.

Winbind 2—%'—nig4&. /etc/xdl/mcs/winbind_krb5.conf.tmpl&s&tt/ete/xdl/
mcs/winbind_smb.conf.tmplF> 7L —br2EHLET,

SSSD a—#—miFa. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl. B&t¥/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—tEEHLET,

Centrify 2—%—n1g4. /etc/xdl/mcs/centrify_krb5.conf.tmpl&s&tt/etec/xdl/
mcs/centrify_smb.conf.tmplF>FL—r2EHLET,

F TR I FAIILTERAINTVWAEEFEORERZFREL. SWORKGROUP, SREALM. Srealm.
${new_hostname}. && T SAD_FQDN % ¥ DZ#=EHAL T T W,

3. TUFL—MRERIINIT IV =3 e VA M=)LLES. VMware TF YL —MrETS V%
Sy ATV LET, TUTL—MRETS VDR FY T3y b EERLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 177



Linux Virtual Delivery Agent 2107

FIE3: ¥ >h20O07 DIER

Citrix Studio T. ¥>>vAh42O07 %R L. hE2OJICERTRRETS Y OHEIEELE T, Yo rh4Od%
ERTREEEE RF YTy RURMDBIYREZ—AX—UBERLET,

Machine Catalog Setup

Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)
Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.

¥ Introduction

Select a snapshot (or a virtual machine):

» (W] RHELG.S @
» (W] RHEL74 @
Saster hmage b ] sles123 @
Virtual Machines » [ ubuntuls @
Computer Accounts (=] vesa @
Summary
0 Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:
Machines will require the selected VDA version {or newer) in order to register in Delivery Groups

that reference this machine catalog. Learn more

Back Cancel

BEICH L THOBRZ X ZRITLET, %L <Id. TStudio TOY L > Hh20O07 O] Z2BRBL TSI L,

Flg4: 7IN)—=JIN—TD1ER
TUNI=TNL=TE. WLDODDIIUAZOATDSBRLIEIS 2T IL—TRLIEDBDTS, TUNU=TI

—7TR. ENS5OYPUEFERATES 1Y -2, 20— —ICRETEZ T IV -3 >BLUTRI YT
ZERELET, HFLR T7UNU=TIL—TDER1 ZBRLTIIET W,

AWS TD MCS Z{EA L 7 Linux R28< > > O1ERK
FIE 1: Citrix Studio TD AWS ADRR T 1 > JHEEDIER

1. Citrix Cloud o Citrix Studio T. [#m&] > (KX +] > BEHEH LT VYV —XDIEM] DIEISEIRL T AWS
ANDEGFEERL X9,
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File Action

Y|

2. #EHGoEEr LT [Amazon EC2] #:|IRL 9,

Studio

Connection
VM Location
Metwork

Summary

Connection

() Use an existing Connection

|'|

| awsec2

@ Create a new Connection

Cannection type: | Amazon EC2

Your cloud administrater should provide the following information.

Import keys file: -Browsr_.. Use a file to automatically enter

APl key and Secret key.
APl key: | |
Secret key: | |

0 Learn about user permissions

Connection name: | Example: MyConnection |

Back  he Cancel
B [ o |

3. AWS7hAU Y b®D APl F— e WBEFXF—ZANDL. EGRBRZANILET,
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~Add Connection and Resources

Studio Connection

_ Use an existing Connection

awsec2 =
Connection

®) Create a new Connection
VM Location

——r Connection type: | Amazon EC2 |v|

Sy Your cloud administrator should provide the following information.

Import keys file: FRLTE Use a file to automatically enter

APl key and Secret key.

APl key: | |

Secret key: | |
) Learn about user permissions

Connection name: | Example: MyConnection |

APl *—370tXF¥—ID T, MBEF—3>—I Ly bT7IEIF—TY, TNLEIE. 7I/EIF—RTE
RBEINET, P—IL v bTPIOERF—ZHRLIIGEIE. 7IOEXF—ZHRLTHOT7 IR+ —% 1
BRTEEYo PIVERF—ZEHT BICIE. ROFIEZRTLET:

a) AWWSH—ERICHr>1>LET,

b) IDB&LUT7IERER (IAM) IV —ILICBEIL T,

) EloFES—> 3> R1 2T, [Users] ZREIRLET,

d) WERI—F—%FRLTFICZRIO—JLLT. [Security credentials] % 7%#RL 7,

e) FicxoO—J)LLT. [Create accesskey] #0Uw o LEd. HLLWI1 Y RUNEETET,
)

f) [Download .csvfile] 2 wo L. 77ERE—%2REBIBFRICRIELE TS

LWEGH R ERAVICRTTINET,

& Citrix Studio (Cloudsdisite)
carch

https://ec).us-east-2amazonaws.com

<

& m=0o)H0

@ gime o

N

vvvvv

TeIza
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FIE2: YREZ—AX=D D%

RAZ=ARXR=DITE, ARL =T VI RT7 L REBUELBWT TV —2a > VDABEDY 7oz 7 %A
YAL=ILTEETET, YRE—AA—VZEHBTBICIE. ROFIEZETLET,

F|E 2a: cloud-init ##EK T3

1. ECQ2AYR2YROBEFFIFELRFICVDARI FE2RIFT SIS RO Y REETLTVDA KR
ABERFELET,

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

Ubuntu 18.04 ®B4. /etc/cloud/cloud.cfg 7 7 1)L d system_info £ o> 3 > O TFICRDTHH S
CEBERBRLET,
system_info:
network:

renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. AWS T MCS AMER L 7REBY S VIC SSH Z2ERBLTUE— 7€ R T 31568, CNOSDRMBATI VICFE
—EBT Ry FINTVWAEWD. NAT—REBHAZEMNCLET. BEICBC TROBEZRITLEY,

« cloud-init#m7 71 Jl/etc/cloud/cloud.cfg 4L £, ssh_pwauth: true THEHET
3 zERLEY, set-password 1T RDITHEET 25EIF. ZOTZHIRT S D, OX>V bz
EBmMLEd,

users:

- default
<!--NeedCopy-->

e cloud=initic&>sTERENI=T 7 4L b1—HF—ec2-userFidubuntuzERT 3548
& passwdIY Y REFRLTCI—HY—NAT—REEZETIET, HLLWIRT—REDFL T,
MCS BMER L TefREET S IO 1 > T ZICFERTESLS5ICLET,

« /etc/ssh/sshd_configZ 7ML= RELT. ROTHEET I EBERLET:

PasswordAuthentication yes
<!--NeedCopy-->

T771IL%Z®FEEL. sudo service sshd restartav>k#x2TLET,

F|E2b: (Ubuntu 16.04 0ig&50#A) OpendDK11 %> X ~—)L$% Ubuntu 16.04 T. XOFIEZ25T
LTOpendDK11Zr> X b—)LL£T:
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1. https://jdk.java.net/archive/h5&#H® OpendDK 11 24— >O— R LT,
2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzd<x>Y R#XTLT. #4o>vO0—~K
LRy —CZEBRLEFY,
3. (#7>ay) mv jdk-11.0.2/ <target directory>av>R%#xRfTLT. OpenJDK & —
TYrTo LI RMIICRELE D,
4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 2000  R%EETLT. Java S E1 L%y 7y FLET,
5. java -versiondvx Y RERTLT. JavadN—Ta>ERIAL £,
FIE2c: 77— MrEIIVICLINUXVDA Ny —S% AV A —ILT 3
P
BERTHOVDAZ T TL—MRETI D L TERT3ICIE. COFIEZEBELET,
FoTL—MMRETI VICLINUXVDA Xy =% 14 > X h—ILd 801, NET Core 5> 21 L 3.1%4
VAM=JLLET, HELCIE TAVY X M=LOBE ] #8BLTIEIL,
FEALTWS LINuXTs XU E2—>a3>lic. RO F%2ETLT. Linux VDA DIREZ Y 7 v
LFd,.
RHEL/CentOS 0ig4:

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 12 0355

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FlE 2d: ntfs-3g ZiRETEZ EPELUKRS FU %> X =)L F3 EPEL URZ )% RHEL 8/CentOS 8.
RHEL7/CentOS7iIc1 >R b—JLLET, T3 LTH< k. %Tdeploymcs.sh #=1TLfze Fic. EPEL VR
ShUIZHB ntfs-3g Ny r—IH1 YA b—ILINET,

Flg2e: SUSE12 (- ntfs-3g #FHTr X b—JLF 3 SUSE12 75w b7 x—Lilld ntfs-3g Zigftd 3
URSbULRBD EFEA, V—ROA—KEAZT>O—RKL. IYNR1ILL. ntfs-3g #FEBHTIYAM—=)LLET:

1. GNU Compiler Collection (GCC) aA¥ /XA S RAFLL make Xy —JH AV A R—)LLET:
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sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Nwor—orAo>O0—-RLET,
3. ntfs-3g Nwsr—S=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A —ILLET:

./configure
make

make 1install
<!--NeedCopy-->

Fig2f: S>a1LBEEEyY cT7v 793 deploymcs.shzR{TI3HIIC. UTFERTLETS:

o Jetc/xdl/mcs/mcs.confOEHETEL£9, mcs.confEm 7 71 JLiCi&. MCS & Linux VDA
ERETDIEOHDOEHISEENTVE T, UTIE. dnseAD_INTEGRATION%ZRET 3 HEHLH BT

D—ETY:

A ERHEROBTRETS 358, Bz —E5AFTHA. AIR—IATRYDEFY, &z,

LDAP_LIST=" aaa.lab:389 bbb.lab:389" o4& SiIcRRINE T,

- Use_Existing_Configurations_Of_Current_VDA: RER{THD VDA DEEEDHE
MZzERTINESHZRELET YICRET DL MCS TER I NS VOB 7 71 )LId IRTE
RITHDOVDADER 7 7 AIILERL T 7 A IICHRD £F. 7272 L.dnsZHE AD_INTEGRATIONZ
BzEBRTI2RENHDET. TIAIMMEIFEN TY, Chid. MCSHER LTS > LOERT 7
ANV REZ—ARXR=—J LOBRT Y TL— ML > TRESNZ ZEZEK]RLE T,

dns: DNSOIP7RLZX%EZHBEL T,

AD_INTEGRATION: Winbind. SSSD. PBIS. #7zi& Centrify #:88E L £, Linux ¥+ X~V
Ea—>3> O bUy IR MSCHYR—ETBERXAVEMBEICOVWTIE. CDREED MR
—FINTWVBETAXNJE2—a > #BBLTIIETL,

CENTRIFY_DOWNLOAD_PATH: Centrify Xw s =% 40> O—-R$31DDNIEREL &
¥, COfEIZ. AD_INTEGRATIONZ#% Centrify ICRE L 1BEICOAFEMICHD £,
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- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba Xw/— %245 O0—R9 578
ONRERELET, COfEld. AD_INTEGRATIONZ#% Centrify ICRE LB EICOAHEIIC
"HEI,

- WORKGROUP: AD THHINTWVW3HA. TOT—JJIL—TE2RELEFT (AXFUIXFEX
5o

e FYFL—bIIYT, AXYERIIV%E [etc/xdl/mcs/mcs_local_setting.regrrJL
ICEBMLT. BBAL SN VEZEREFLIIEFRLET, COREICE->T. MCSTFOEY 3= 3h
1RO VEBREHNTIECICT—RERENRDNEBEVWLSICLED,

/etc/xdl/mcs/mcs_local_setting.reg7 71 ILD&TIE. LR MV EERTEFFITER
3-5TC&)0)]7\/ F\_C\‘j-o

feeziE. ROEFNZhOIAY YRSV % [fetc/xdl/mcs/mcs_local_setting.reg7z7+
JUZIEBML T, LR MVEZERE/IIERTET T
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "0x00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

FlE2g: YRZ—AA—T%EMT S
1. Jopt/Citrix/VDA/sbin/deploymcs.sh®ax®{TLE3,

2. (AF7>3ay) TUOTL—MMREISVETERT Y L—F2EHL T ERINIEITRTORETY V£
o /etc/krb5.conf, /etc/samba/smb.conf. £&t¥/etc/sssd/sssd.confr7rIL
EFEEARZIIAIALET,

Winbind 2—%—nig84. /etc/xdl/mcs/winbind_krb5.conf.tmpl&s&kor/etc/xdl/
mcs/winbind_smb.conf.tmplF>7L—r2EHL X,

SSSD 2—#—mBA. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl. 8&t¥/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—+%=EFHLET,

Centrify 2—%'—n1g4&. /etc/xdl/mcs/centrify_krb5.conf.tmpl&s&tt/etec/xdl/
mcs/centrify_smb.conf.tmplF>FL—rE2EHLET,

F: FUTIL— b I FAILTERINTLWREEOR R ZFE L. SWORKGROUP. $REALM. Srealm.
${new_hostname}. & SAD_FQDN B OE#HAEFAL T 2T L,
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3. TUFL—MRETIUICT U=y =)LL. AWSEC2 Portal T7 > 7L — hMrEET> >
vy b LET, TYTL—MREIYS VDAV RE Y RED, [Stopped] ICHE->TWBE I %
BLET,

4. 7oT7L—MRETI >RV v o L. [Image] > [Create Image] ZEIRL £9, HEIL L TIER
ENHL. REZITWE Y, [Createlmage] o) vo L%,

Create Image X

Instance ID i-011€
Image name (i
Image description (j
No reboot  (j

Instance Volumes

Volume . . . Delete on
D Si (ell=) : Th hput S B ted
Type eylce Snapshot (i |;e[ i) Volume Type (i 10PS (i oL Pu Termination nrcryp "
i i i = (MBIs) (i ] i
Root [dev/sdal Erzmp- 40 | General Purpose SSD (gp2) ¥| 120/3000 N/A 3 Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GIiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[Tl Create Image

FIE3: v>>h207DIER

Citrix Studio T, ¥>>A20O0J %R L. A2OJICERT 2 REYS VOBEEELET, ¥ >AEOJD
EREBRIC. Y2V TYFL— b (ERTHERLIEIREZ—1X—2) Z#IRL. 1 2FIFEROEFa VT )L
—T=ERLE Y,
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Studio Machine Template
Select the machine template that the virtual machines will be based upon.
= —
+ |ntroduction | Mo | Drzcnption
) THRHELV100 (ami- ) [
# Operating System o
+ Machine Management @ o e 1012 (a0 3
Machine Template @ i B
Security () crhel?7_mes_1909r (ami-0 " T 77T 7)
i ) £5123_mes 1912 (ami-0: e
e 8)
Metwork Cards =
() es123clean (ami-0 3)
v et O cs123fix (ami-0 )
Summary () cul604_mes_1912 {ami-Ok 3
Q culémestest (ami-0 1)
) cul804_mes_1912 (ami-0f ]
o Select the minimum functional level for this 7.9 [or newer) | v'|
catalog: ]
Machines will require the selected VDA version (or newer] in order to register in Delivery Groups
that reference this machine catalog. Learn more
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Studio Security

Select one or more security groups for the virtual machines. The virtual private cloud in the
selected Resource supports a maximum of 5 security groups per virtual machine.

# Introduction E | Name + | Description - ) ) |_
|:J launch-wizard-2 launch-wizard-2 created 2018-03-22T16:48:24.044+08:00 T
|:| launch-wizard-3 launch-wizard-3 created 2019-05-20701:33:55.776-04:00
I:I launch-wizard-4 launch-wizard-4 created 2019-07-23T12:43:41.277+08:00
[] launch-wizard-5 launch-wizard-5 created 2019-09-17T10:51:39.273+08:00
Security |:| launch-wizard-7 launch-wizard-7 created 2019-04-28T10:56:02.540+08:00
Wirtual Machines I:] launch-wizard-8 launch-wizard-8 created 2019-04-28T10:5%:43.246+08:00
Metwork Cards []  launch-wizard-9 launch-wizard-2 created 2019-04-28714:22:23.235+08:00

" Operating System
+ Machine Management

+ Machine Template

Computer Accounts []  Iroowda mes test linuxvda mcs on aws

temp1 security group for mes

Summary

How would you like your machines to be deployed in the cloud? Learn more

(®) Use shared hardware
This setting is suitable for most deployments.

'C:_'.'J Use hardware that is dedicated to my account
This setting is more suitable for deployments with specific security or compliance
requirements,

BEICH L THOBRIZ X ZRITLET, 5L <Id. TStudio TOY > > HhE20O07 O] Z2BRBL TSI L,

Flg4: 7IN)=TIL—TF DR
FTUNI)=TI=TFE. WD DIL U AZOTNSBRLIEIS V> ZIIN—TULIZHDTY, TUNU=TIL

—7TlE ENS5OYIUEFERTES I —H—¥C. TOA—HY—ICREBTZT7 IV —23a>vBLUTRI by
ZERELEY. #FLR T7UND=TIL—TDER1 Z2BRL TV,

GCP To» MCS =R L 7= Linux R8> > DER
FIE1l: GCPBEBEDEY R T v

#2L <I&. TGoogle Cloud Platform fR#8{¢iEtR] ZBBL T EI L,

FIE 2: Citrix Studio TD GCP ADKRR T 1 VT 1EGDIER

1. Citrix Cloud o Citrix Studio T. [#m] > [[KZX F] > [EHES LV Y —IXDEM] DIEICERL T, GCP
ANDEGFEERL X9,
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Citrix Cloud Virtual Apps and Desktops Service

Overview Manage  BRYLIIGH

C)\ Search Add Connection and Resources

[}

T2 Machine Catalogs Name 4 Type Address
. .
st Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

El Applications
Policies

Dﬂ Logging (Preview)

é—z@ Administrators (Preview)

- Click an item to view the details.
I% Hosting

2. EHOEEL LT [Google Cloud Platform] %:#ERL £7,

Add Connection and Resources

o Connection @ Create a new Connection

2 FRegion

3 Network Service account key:

Connection type: ‘ Google Cloud Platform v ‘

4 Summary Service account ID:

Zone name: l GCP o l
Connection name: ‘

Create virtual machines using:

@ studio tools (Machine Creation Services)

() Othertools

3. GCP7AY Y b —ERTAT Y b F—% AV R— L. BEBEANNILET,
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

ﬂ |/ Cancel \|
h vy

M LWERD R ERAVICRRINE S,

Citrix Cloud Virtual Apps and Desktops Service

Overview [RVELELIEEG Monitor

Q sese
LS Machine Catalogs

= 9 Name L Type Address

o .

o5 Delivery Groups GCP Google Cloud Platform  https//cloud.google.com

GCP1

El Applications
Policies
Dﬂ Logging (Preview)

83 Administrators (Preview)
Click an item to view the details.

0

Hosting

FIE3: YREZ—A X—J DERH

RRAZ—=AR=DIE ARL =T VTP RT L REEKLBWT TV r—2a3> VDAREDY T +IxT7 %A
VAL=ILTHETEY, YRI—AA—DZEEFETBICIE. ROFIBZRITLET,

Flg 3a: (Ubuntu 16.04 nig&n#) OpenJDK11 %> X +—)L$% Ubuntu 16.04 T. XOFIE%E =T
LTOpendDK11Zr>ZXb—JLLET:
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1. https://jdk.java.net/archive/h5&#H® OpendDK 11 24— >O— R LT,
2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzd<x>Y R#XTLT. #4o>vO0—~K
LRy —CZEBRLEFY,
3. (#7>ay) mv jdk-11.0.2/ <target directory>av>R%#xRfTLT. OpenJDK & —
TYrTo LI RMIICRELE D,
4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 2000  R%EETLT. Java S E1 L%y 7y FLET,
5. java -versiondvx Y RERTLT. JavadN—Ta>ERIAL £,
FIE3b: 7L — MY VICLINUXVDA Xy r—S% AV R—ILT 3
P
BERTHOVDAZ T TL—MRETI D L TERT3ICIE. COFIEZEBELET,
FoTL—MMRETI VICLINUXVDA Xy =% 14 > X h—ILd 801, NET Core 5> 21 L 3.1%4
VAM=JLLET, HELCIE TAVY X M=LOBE ] #8BLTIEIL,
FEALTWS LINuXTs XU E2—>a3>lic. RO F%2ETLT. Linux VDA DIREZ Y 7 v
LFd,.
RHEL/CentOS 0ig4:

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 12 0355

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE 3c: ntfs-3g ZiRETETZ EPEL URJ M) 1> X —)L$3 EPEL UK )% RHEL 8/CentOS 8.
RHEL7/CentOS7iIc1 >R b—JLLET, T3 LTH< k. %Tdeploymcs.sh #2177z Fic. EPEL YR
ShUIZHB ntfs-3g Ny r—IH1 YA b—ILINET,

FIE3d: SUSE 12 (Z ntfs-3g #FETr>Ab—)LF3 SUSE12 F5v k7 x—LICiE, ntfs-3g Zigftd 3
URSbULRBD EFEA, V—ROA—KEAZT>O—RKL. IYNR1ILL. ntfs-3g #FEBHTIYAM—=)LLET:

1. GNU Compiler Collection (GCC) aA¥ /XA S RAFLL make Xy —JH AV A R—)LLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 190


https://jdk.java.net/archive/
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/installation-overview.html

Linux Virtual Delivery Agent 2107

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Nwor—orAo>O0—-RLET,
3. ntfs-3g Nwsr—S=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A —ILLET:

./configure
make

make 1install
<!--NeedCopy-->

Flg3e: >4 LEBEEZEY FT7vTTS deploymcs.shzRTT3HiIC. UTFERTLET:

o Jetc/xdl/mcs/mcs.confOEHETEL£9, mcs.confEm 7 71 JLiCi&. MCS & Linux VDA
ERETDIEOHDOEHISEENTVE T, UTIE. dnseAD_INTEGRATION%ZRET 3 HEHLH BT
D—EFTT:

A ERHEROBTRETS 358, Bz —E5AFTHA. AIR—IATRYDEFY, &z,
LDAP_LIST=" aaa.lab:389 bbb.lab:389" o4& SiIcRRINE T,

- Use_Existing_Configurations_Of_Current_VDA: RER{THD VDA DEEEDHE
MZzERTINESHZRELET YICRET DL MCS TER I NS VOB 7 71 )LId IRTE
RITHDOVDADER 7 7 AIILERL T 7 A IICHRD £F. 7272 L.dnsZHE AD_INTEGRATIONZ
BzEBRTI2RENHDET. TIAIMMEIFEN TY, Chid. MCSHER LTS > LOERT 7
ANV REZ—ARXR=—J LOBRT Y TL— ML > TRESNZ ZEZEK]RLE T,

- dns: DNSOIP7RLXZHBELE T,

- AD_INTEGRATION: Winbind. SSSD. PBIS. #F7:id Centrify #:88E L £, Linux ¥+ X~V
Ea—>3>OIbh) vy IR MSCHAHR—FT2 RXAUBNAZEICDOVWTIE. COEED MR
—rINTVWBTsAMIEa—a3>) Z8BLTLIEIV,

- CENTRIFY_DOWNLOAD_PATH: Centrify Xwr—> %40 O0—-R$370D/NRERELF
¥, COfEIZ. AD_INTEGRATIONZ#% Centrify ICRE L 1BEICOAFEMICHD £,
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- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba Xw/— %245 O0—R9 578
ONRERELET, COfEld. AD_INTEGRATIONZ#% Centrify ICRE LB EICOAHEIIC
"HEI,

- WORKGROUP: AD THHINTWVLEHE. E0T—JJIL—TEZ2RELETYT (KXFL/IXFEEX
5o

e FYFL—bIIYT, AXYERIIV%E [etc/xdl/mcs/mcs_local_setting.regrrJL
ICEBMLT. BBAL SN VEZEREFLIIEFRLET, COREICE->T. MCSTFOEY 3= 3h
1RO VEBREHNTIECICT—RERENRDNEBEVWLSICLED,

/etc/xdl/mcs/mcs_local_setting.reg7 71 ILD&TIE. LR MV EERTEFFITER
TREHDOAYYRTY,

feeziE. ROEFNZhOIAY YRSV % [fetc/xdl/mcs/mcs_local_setting.reg7z7+
JUZIEBML T, LR MVEZERE/IIERTET T
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "0x00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

FIE3f: YREZ—AX—JEERT S
1. Jopt/Citrix/VDA/sbin/deploymcs.sh®ax®{TLE3,

2. (AF7>3ay) TUOTL—MMREISVETERT Y L—F2EHL T ERINIEITRTORETY V£
o /etc/krb5.conf, /etc/samba/smb.conf. £&t¥/etc/sssd/sssd.confr7rIL
EFEEARZIIAIALET,

Winbind 2—%—ng4. /etc/xdl/mcs/winbind_krb5.conf.tmpl&s &t /etc/xdl/
mcs/winbind_smb.conf.tmplF>7L—r2EHL X,

SSSD 2—#—mBA. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl. 8&t¥/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—+%=EFHLET,

Centrify 2—%'—n1g4&. /etc/xdl/mcs/centrify_krb5.conf.tmpl&s&ktt/etc/xd1l/
mcs/centrify_smb.conf.tmplF>FL—rE2EHLET,

pE
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FUTL— b7 F7AILTHERAINTVWREBEORERERE L. SWORKGROUP, SREALM. Srealm.
${new_hostname}. && U SAD_FQDN ¥ DZEH=EFAL TL I L,

3. TUTL—MREIIVICT IV —23vEA VA M—LLIES, VMware TTFY L — MRETS V%
Pyy b UV LEY, TYTL-MREYI VDR Ty T ay bEERLEY,

Flg4: v>>h207DIER

Citrix Studio T. ¥ >rA4#0O7 %R L. H2OFICERT3RETS VOREIEELET, ¥ rh400%
ERR T2 TIE. RFvTFoay bR MDSEIRARZ—AX—=C%FIRLET,

Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
# Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» W] RHEL74 @
e e b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (=] vcsa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

BEIZH L THOBRZ X ZRITLET, 5#L <Id. TStudio TV > Hh20O07 ORI 2B8BL TSI L,

FIES: TUND—=TIL—TDER

FTUNI)=T =3 WLDODDIT U AZOTNSBRLIEIS V> ZTIN—TULIEHDTY, TUNU=TIL
—7TlE ENS5OYI U EFERTESI—H—¥C. TOA—HY—ICREBTZT7IVT5—23aVBLUTRI by
ZERELEY. #FLR T7UND=TIL—TDER1 Z2BRL TV,
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Nutanix AHV T® MCS %#f$/ L 7z Linux (RE8< > > OER
FIE1: Nutanix AHV 7S5 1>D+1 >R b—)L e B8

Nutanix 75 Nutanix AHV 7551 > Xw 4 —2% NF L. Citrix Virtual Apps and Desktops IRigIC TS5
VEAVIAM—=ILLTERLET, £L <l Nutanix #7R— ~R—%)Lic#% 3 Nutanix Acropolis MCS 75451
DAY AL=ILAARZBRLTLEIV,

Flg1a: #> 7L = X Delivery Controller H® Nutanix AHV 755 1> %1 > A h—)LLTEETS  Citrix
Virtual Apps and Desktops % > X k—JL L7z%. [XD MCS AHV Plugin] %:#iR L T Delivery Controller
ICATYRA=JLLETS,

# Nutanix AHV plugin for Citrix XenDesktop Setup Wizard X
Setup Type ’
Choose the setup type that best suits your needs \.
NUTARL
OF

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
o

() PVS AHV Plugin

PV'S Plugin for Citrix Provisioning Console will be installed
-

< Back Mext = Cancel

FE 1b: 57 1 Delivery Controller B Nutanix AHV 75451 %1V X b—)LLTEETS  Citrix
Virtual Apps and Desktops % -r > X k—JL L #z#. Citrix Cloud Connector Bi- [CWA MCS AHV Plugin]
EEIRLTA YR =ILLET, CitrixCloud 77> bICEEIhTW3 IR TO Citrix Cloud Connector iZ
TS50 EA VA R=)ILLET, AHVALTU Y —RDFFRICH—E X =R T 3545 TH. Citrix Cloud
Connector zB#R T2 HENHD £,

Flglc: 75912212 —ILLTIR. ROFIEZETT S

« Nutanix Acropolis 7 =+ JL & — #HC:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1l.0.0.0ICfEMINh TWVWE 2 BB L F
ED

» "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.
exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0"av>YrRERTLET,
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o« > 7L = 20 Delivery Controller T Citrix Host. Citrix Broker. & & ¢ Citrix Machine Creation
Services #Hi£# 3 3. Citrix Cloud Connector T Citrix RemoteHCLServer Service #Hi2# L £
ERS

Bk
Nutanix AHV 7S94 > %4 VX =)L F1IEEHH T % & Fid. Citrix Host. Citrix Broker. 5& 0
Machine Creation Services #EE L THSBRHTIZ 2 HEHOHLE T,

F)E 2: Citrix Studio T? Nutanix ADRIF ¢ > JHEHGEDIER

1. #> 7L = 2o Delivery Controller &%, #> 7L = X Citrix Studio © [#m] > [KFX ] >
GRS STV Y —Z0BM] DOIEICEIRLET. 757 R0 Delivery Controller @&, Citrix Cloud
D Web X—2 @ Studio >V —JLT [EBE] > [KRX+] > EHRSSLT) Y —IDEM] OIEICERL.
Nutanix N1 IN—=NAHF—~ADEHZERL £,

2. BECUYV—ADBMI«F—RD [E45] R—I T, #50EEE LT [Nutanix AHV] #2IRL. N1/
—NAHF—DT7 R L AL EEBR. BHEORFEIRELE T, [RYy bT—0] R=I T, RRFq>F2zvy
FDRY ND—U%FIRLET,

fee zid. #> 7L = 2o Citrix Studio TIHRD & SICHD £7:

Add Connection and Resources

Studio Network

Name for these resources:

+ Connection

The name helps identify the storage and network combination associated with the
Network connection.
Summary Select one or more networks for the virtual machines to use:
Name +
INTERNAL_1
VM
Back | [ Cancel

7= ziE. Citrix Cloud @ Web X—=x® Studio >V —ILTIXRDLSICHD £ !
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Add Connection and Resources

o Connection @ Create a new Connection
2 Network Connection type: Nutanix AHV "
3 Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name: My Resource Location %

Connection name:

Create virtual machines using:

3[Ry FT=T] R=IT. RATA2TAZY bDRy bT—UZBRLE T,

FIE3: 7oL —MREYS Y TIYRE—A X =% £

RRAZ—ARXR=TIE AR =T VIS RT L REELBWT TV r—2a3> VDABREDY IO T7 %A
VAL THEEZTEY, YRE—AA—DZEBTBICIF. ROFIEZRTLET:

FIE3a: 7L —MrETS YT LINUXVDA Ny —S%2 4V —ILT 3
pE N
RAXRITHPOVDAZT VL — MrETI D LTERT3ICIE. COFIEZEELET,
FoTL—MMrETIIC LINuXVDA NN —2% 14>V 2 b—ILd 3HiIIC. NETCore S>4 1L 3.1%A
VAR=ILLET, FLLIF TR F=ILOE] 28B LTIV,
FARALTWS LINUXTsARJEa2a—> 3>, ROOAY Y RERTLT. Linux VDA DIRE: Y h 7y
LF¥d,
RHEL/CentOS 0ig4:

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
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<!--NeedCopy-->

SUSE 12 03B &

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE 3b: ntfs-3g ZiRETEZ EPELUAKRS FU %> X =)L F3 EPEL URZ )% RHEL 8/CentOS 8.
RHEL7/CentOS7iIC1 >R b—JLLET, T3 LTH< k. % Tdeploymcs.sh #RfTLfzr Fic. EPEL VR
S hVICHB ntfs-3g Ky r—I N1 VX =L ET,

FIEg 3c: SUSE12iC ntfs-3g = FHTr VX h—JLF3 SUSE12 75w b7 x—LAIZiE, ntfs-3g 2R3
URISRULRBD EFLA, V—XOA—REHZI>O—KRL. OAYNTILL. ntfs-3g #FBTI I b—ILLET:

1. GNU Compiler Collection (GCC) Q¥ /INA S RAF L make Xy —J% AV I M—)LLET:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy—-->

2. ntfs-3g N\wr—o4o>O0—-RLEY,
3. ntfs-3g Nwsr—C=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4, ntfs-3g Ny T —SADNKREANALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A —JLLET:

./configure
make

make install
<!--NeedCopy-->

FIE3d: SV LBEEEY FT7v T3 deploymcs.shzR{Te3a0IC. UTERTLET:

o Jetc/xdl/mcs/mcs.confOEHETELET, mcs.conTEmM 7 71 ILICi& MCS & Linux VDA
ERETRIRODOEHMAEEFNTLET, UTIE. dnsAD_INTEGRATION%BET Z3NENDH 3T
D—ETT:

A ERHEROETRETETZHEE. EEXZ—E5AFTTHAH AR—IATRYD FT, L zid
LDAP_LIST=" aaa.lab:389 bbb.lab:389’ &k SicRFINF T,
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- Use_Existing_Configurations_Of_Current_VDA: BERTHD VDA DEEEDHE
REFERTINESHZRELET, YICKRET DL MCS TIER SN VOB 7 71 LIk, IR7E
HRITHDOVDADBR 7 7 A ILEBL 7 7 A IICHED £ 72 L.dnsZEER AD_INTEGRATIONZ
BRI IRELHDEFT, T7FI/IMMEIEN TT, Chid. MCSHER LYY LB T 7
AUMIYRAZ—A A=V EDBRT Y TL— ML >TRESNBZ L ZERLE T,

- dns: DNSOIP 7RLZ%ZHBELE T,

- AD_INTEGRATION: Winbind. SSSD. PBIS. %7:i% Centrify #88E L %£J, Linux ¥ X kU
Ea—>3>0OIYbUyIREMSCHYR—ETBRXAYEMBEICOVWTIE. CDOREED MR
—FINTVETARPIE2—Y 3> ZBRBLTIEIL,

- CENTRIFY_DOWNLOAD_PATH: Centrify Xw7r—2 %49 O0—RI3HODNIEZREL F
¥, COfEIZ. AD_INTEGRATIONZ#% Centrify ICRE LB EICOAFEMICHED £,

- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba Xw/r— %240 O0—R$378
DONRERELET, COfEld. AD_INTEGRATIONZ#% Centrify ICRE LB EICOAHEIIC
"HEI,

- WORKGROUP: AD THEINTWVL3HE. E0T—JJIL—TEZ2RELEY (KXFL/IXFEERX
Ao

« FYTL—bIIUT, OXYRT1 % [etc/xdl/mcs/mcs_local_setting.reg7r1Jl
ICBIML T, REBERLSXMNIEZEREIZERLE T, COREICE->T. MCSTFOE Y 3 Z>J3n
1RO VEBRETAEVICT—RERENRDNABVLSICLET,

/etc/xdl/mcs/mcs_local_setting.reg7 71 ILD&ETIE. LR MV EEREEITER
?57":&)@]?\/ F\_C\‘j-o

feezid. RoEhzhoav> RS >% /etc/xdl/mcs/mcs_local_setting.reg7zr+
JUIZEBML T, LR MU EZERFIFERTET X7
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "Ox00000003" --force
<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

F)E 3e: Nutanix AHV TF> 7L — MREYS VE S vy bEU YT B, YRAEZ—AX=CDRAFv T3y b
EER L TEEIEMNITS
&

Citrix Virtual Apps and Desktops TR T 5 iCid. Acropolis R+ v 7> 3w b&% TXD_J TiEH D4
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ENHDET, BEICHLC T, Acropolis I>Y —ILEZFERL TRy Foay bOZREZELEY, T
w73y bOBFEIEZEELES. AROTERV«F— RzBERESHL T, EHIN—EZRRELET,

Flg4: <> >h207DIER

Citrix Studio T. ¥>>Ah2O0J %M L. AEOJIERT 3RETS VOHEIIEEL £, Nutanix BED
[AY7F] R=J T, GHCTYTL—MREIIVICRELLEOAYTFHFERIRLET, [WXEZ—AX=] "=
Ty AIX=VDORFyv Ty b EBIRLET, REYY Y] R—2 T, %8 CPU 0¥z %8 CPU 7-b D17
WEMBELET,
PBEBEIZIHC THOBR 2R 72T LET, L <IF. Studio TOY> > H20O07 OERI #BBLTLEIWL,
F:
Delivery Controller to <> > h20O07 DR 7O XICH 7D OREA DD BHEIE. Nutanix Prism (2
#%& L. 'Preparation) & LSEEHEIMIWVEIS VY DEREZFETAVICLET, CO7FO—FIE 1B
IOV R EMETBDICRILIBET,

FIES: TUNI)—=FIL—TDERN

TUNY=TN=TE WD DIIYAZOTHDSBIRLIEI IV ZTI—THLIEDBDTT, TUNU=TIL
—7Tld. ENS5DOYIVEFRATER I -, E0A—H—ICRETEZITIVr—>a>BLUTRIMY S
ZRELEY. FLE T7UNDU=TIL—TDER1 Z2BRL T L,

MCS % fEF L 7z Linux VDA O E#

MCS ZER L T Linux VDA ZE## 9 3I1C1E. ROFIEERTLET:
1. Linux VDA ZERED D ) —XICEH T 31, .NETCore V21 L31DNIY X —ILTNTWVWBRIL%E
RBL TS,
2. 7V FL—btT> T LiINnUXVDAZEHL £
pE N
Linux VDA 0 BB EFEEZFRALT. VI F VI 7OEBEHFEZR TP a1—ILT5HTEET,
CNEITSICIE. T TL— TPy o ete/xdl/mes/mes_local_setting.reg 7 7 rJLica<x > R

A ZEBMLETD,
e zE ROOAR YR ZAVZEBIMTEFT:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 199


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/configuration/linux-vda-self-update.html

Linux Virtual Delivery Agent 2107

SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy—-->

RHEL 7 5&£ U CentOS 7 0355

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 &£ U CentOS 8 055!

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

SUSE 12 155!

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

Ubuntu 16.04 g4

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

Ubuntu 18.04 054

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 054

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3. /etc/xdl/mcs/mcs.conf&/etc/xdl/mcs/mcs_local_setting.regximeEL %7,
4, HFLWRFw T ay b EERLET,

5. Citrix Studio THLWR v I3y bZBEIRL. Y2 0hE2O0JZEHLET, EYPUDNEEFHIZET
FELET, Yo reFHTEEHLAVTIREL,
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ROV TADY EONRT—ROEHZEHK

ROVTHIVEDNRRAT—RIE. FIAIETREID > AEZO0J DER%E 30 BTEMERTINICAED £, /VX
T—ROEMERZEMCL. IOV THIVRDNRT—ROEFEBIHUTIICIE. UTERTLET:

1. /opt/Citrix/VDA/sbin/deploymcs.sh @ 3=17i1IZ. /etc/xdl/mcs/mces.confizkpT> b EBIML &
ER
UPDATE_MACHINE_PW="enabled"

2. Jopt/Citrix/VDA/sbin/deploymcs.sh # 47#. /etc/cron.d/mcs_update_password_cronjob % 5
WTEMORZCBEZRELEF T, T 74 MDORETIE. IV TAHUY FONZT— 2 EEAER.
FRI2EF 30 DICEMLET,

EIOVTHIY FDNRRT—ROEH%E. Delivery Controller DF 7wy kv v ahEMICHRD, ROITS—
H/var/log/xdl/jproxy.log IcRRTNZZehHO X7

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

I5—%ZfHET3ICIE. BENICFTIY bFr vy azBELE T, IRTOD Delivery Controller F7zid K X1
A bO—5—TFvv2aDI V-7V TRRIVZRA 72— I)LTEET,

MCS HMERL L 7cfi8< > > T FAS ZB 31k

ROTA ARV E2—2 3> TRITIND MCS TER L 7RIS TFAS ZBMICTE X7

Winbind SSSD Centrify
RHEL 8. CentOS 8 &L (A1AY-4 (A1AY-4
RHEL 7. CentOS7 [y [FLy (A1AY-4
Ubuntu 20.04 (=40 LWL LWL X
Ubuntu 18.04 (=40 (AINY-3 LW
Ubuntu 16.04 (=40 (AINY3 LWL
Debian 10.7 (=30 (AINY3 LW
SUSE 12.5 [=qA (AIAY4 LW R

TYTL—MREBIYS Y TIYRE—ARXR—D2EETBZLSICFAS ZBMICT S

1. L=+ CAGEEREZ 1 Y R— b L&Y,
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sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. ctxfascfg.sh #R1TL %7,
3. Jetc/xd1l/mcs/mcs.conficEHER/EL £,

a) Use_Existing_Configurations_Of_Current_VDAofE% YICRELFT,

b) FAS_LISTZ#% 1 DD FASH—N—7RL X ¥t J0>TXTY5h. ZE5H
HCTHEHENTEHRDO FASH—N—F7 KL X (ffl: FAS_LIST="<FAS_SERVER_FQDN> ;<
FAS_SERVER_FQDN>") (Z8REL XY,

c) VDI_MODE#Y . SBICIGLTHOEHERELE T,

4, 207k /opt/Citrix/VDA/sbin/deploymcs.shz®{TLET,

MCS NMERL L 7=1R%8< > > T FAS #BMICY B
BRDESICT Y TL— IO TFAS BEMICHE > TVLWRWVWEEIZ. MCS TERINARRE<YI > TFAS%HE
MICTEET,
MCS BMERL L 7={RB< S > T FAS #BMICT B ICId. RERITLET:
1. Jetc/xdl/mcs/mcs.conf OEHEREL£T,

a) Use_Existing_Configurations_Of_Current_VDAofE% YICRELET,
b) FAS_LISTZ#% FASH—N—7RLRICREL £,
c¢) VDI_MODE# Y. HEICIGL THOETHEREL £,

2. L—+ CAGEBREZ 1V R— L&D,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. /Jopt/Citrix/VDA/sbin/ctxfascfg.shxoUFra2RITLET,
pa

CNSDEHIFREYY Y ORBEFICFOHINE D, Jetc/xdl/mcs/mcs.confICHEBERITANTD
THERETZ2HBEHLHD £,

Citrix Provisioning Z /A L 7z Linux {x%8< > > OERL

October 9, 2021
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ZITE LINnuX 2—=45 Y b FNA RO M) =SV FICOVWTEHBAL £9. COWEERERT 3 k. Citrix Virtual
Apps and Desktops B TH#Z Linux REF RV by 72703 =V I TEET,

HHR—FINTWVWB LINUXTA ARJE2a—2a3 i3k EsEDTY,

« Ubuntu 16.04
« Ubuntu 18.04
« Ubuntu 20.04
« RHEL8.3

BE.

o Y hYwoRTIE Citrix_Provisioning_2106.1so® Citrix Provisioning &f7aJgE 7 7
TINCEFEFNZRHV I —RXDA YA M=\ T—V=ERATR e eb8O L ET, AT S Linux
FTARAMIE =23 IS LIeNyr—2%@EALES, Linuk AU —3I2>5T—I x>k 2106 X
FexER Y 3Icid. Citrix Provisioning #—/\— 2106 LIEHABETT,

o Citrix Provisioning ZR L T Linux 2=y b7 N1 X2 X M) -2 2T 3358, TOED 3
ZVTENETNA RDEAFTESDICEBTEEZLS5I1E. BE—OHET 1+ X714 X—T EIZERDES)/N
—TaaveEERLET

L <&, Citrix Provisioning RE£aX> b@ TLinux 2—7y crFNA RO MU —3>7 ) ZBRLTET
Lo

XenDesktop 7.6 LIgiD/N\—> 3 > &3i% & L7 Delivery Controller 015K

April 7,2022

XenDesktop 7.6 UBiD/N—2 3 > T LINUXVDA £ R— b+ §3(CId. BEBEEZMRZIBENHD T, TDTH.
INBDON—2 3> Tl Hotfix £2723 7y 77— bRV U T RHBRETT, CHHDT1 VR M—JLERERICDOWNT
I, COEIP3VTHRALTWLWETD,

Delivery Controller R0 EH

XenDesktop 7.6 SP2 mi5&. Hotfix Update 2 %i#m L T. Linux Virtual Desktop B 7 O0—h—%=E#H L £
¥, Hotfix Update 2 ix. LUIFTHEAFTEFET,

CTX142438: Hotfix Update 2 - Delivery Controller 7.6 (32 Ew ) FB - %38

XenDesktop 7.6 SP2 & b gim /N — 3 > Tidk.Update-BrokerServiceConfig.psl & L\ 5 Z#jd PowerShell
AU T E2FRALTIO-HD——EXROBEZEMTEIET, CORTVTMIRONY T—CHEANFTER
ER
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« citrix-linuxvda-scripts.zip
ROFIBEY—N—7 7—LRDE Delivery Controller T DRL £9:

1. Update-BrokerServiceConfig.ps1 X~ ') 7 k% Delivery Controller v>>icaE—L %7,
2. O—AHLBEEBEEDOI>TF R T Windows PowerShell 3>V —I/LEBET £7,

3. Update-BrokerServiceConfig.ps1 X0 7+ 2 &L T4 LA —% BB LT,

4. Update-BrokerServiceConfig.psl X0 ) 7+ R{TLXT:

.\Update-BrokerServiceConfig.psl
<!--NeedCopy-->

[
T 7 #I)L kTix. PowerShell iZ PowerShell X2 1) 7 h#RITTEHVKLSICERINTVWET, XOUT
EDRTICKE T B5E1F. BT 3H1IC PowerShell 217 R —%#TEL 9,

Set-ExecutionPolicy Unrestricted
<!--NeedCopy-->

Update-BrokerServiceConfig.ps1 X2 ) 7+ X479 3 L. Linux VDA IZHBr In3HLLWWCF T K
KAV Z2ERLTIO—A—H—EAEE T 7 ILAERIN. JO—H—H—EXDBEHFHLET,. CORIU
ThTIR BENICTO-HA—HY—EXBRI 7 TIILOBABPRESNE T, TOBRT 7 1ILDO/NY I T v TH
prelinux L WSIERFD I 71 ILZTRILT« LY b UICERS N % T,

IN5nEBEIF. FAL Delivery Controller 7 7 — L% AT 3 & 5 ICH# S iz Windows VDA OISR
LEtEA. B—o Controller 7 7 — Lix. Windows VDA ¥ Linux VDA oEA Dty a>vES—LLRICE
BL. N TEEYD,

E

Linux VDA (Z. BES1£ T Secure ICA %= H7R— kL Et A, Linux VDA T Secure ICAZE#MICTD . v

3 OEMICKKLET,

Delivery Controller &/ D#:2

HE LR LEZED Delivery Controller BRI TWVWEINE S E2BRBT 3 I 3. %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config 7 7 -1 /L. EndpointLinux X ~ 1) > o' #
S5EHBLTVWAZZ@BLET,

Windows Ov > R7O0Y 7+ T, O—AILEBErLTOIA >V L. UTEERELET,

cd "%PROGRAMFILES%"\Citrix\Broker\Service\
findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 204



Linux Virtual Delivery Agent 2107

Linux VDA D&

October 9, 2021

COEITa>TIE WEEDHA, . FS T a—T1 > JRE, Linux VDA O#EEICDWTHEHL <HAL &
ED
7 O
OJolgEicEFRINSxdlcollect Bash X2 U 7 ~E Linux VDA V7 b o = 7iICEHEE I N Jopt/C-
itrix/VDA/bin ICEEE SN E 9, Linux VDA %=1 > X k=)L L7%. bash /Jopt/Citrix/VDA/bin
/xdlcollect.shav >y RERIFLTCOIEZNETEET,

OJNEDORTHE. ERMEINOI 774 LDPRALCTIANEZ IRV TR ELTERTNE T,
xdlcollecth'. BI04 7 7 L% Citrix Insight Services (CIS) Ic7v7O—R¥3h%
BBLEJI. AELHEE. xdlcollectid7y 70— RMET LIc&IC upload_IDZRL %9, 7v
O—RLTH. BEESINZOJ 77O —-ALIS D SHIBRINER A, thoa—H—id. upload_ID
ZERLTCISIZHZOT0 T 7T IERTEET,

NIS o Active Directory ¥ 0#:4

November 11, 2021

ZDREwY o TIE. SSSD #ERAL T, NIS % Linux VDA @ Windows Active Directory (AD) X#& 7 353%IC
DWTHBAL £9, Linux VDA IZ. Citrix Virtual Apps and Desktops ®a>R—%> he RABIhEd, D7
& Linux VDA (%, Windows AD BRIBICBZICETU DLW TWLET,

AD RO DICNISZ UID 8L GID 7AONA A — LTERAY 3ICIF. ADENISTA—H—-FENXT—FD
HAEDEDTHT Y MEREZE—ICT BBENHD 9,

A
NIS #EB L7386 b, BEEE AD H—N—IC&DThnEd, NISHIEHR—rShEtA. NISZUID &
KUGID Z7aAnNa 44— LTERT 354, Windows —/1\—H50 POSIX BHEIZERINEE Ao

7 N

ChuE. Linux VDA =BT 2 AEL LTRERIEEATH DD HENDI—IXT—IATOAERAL T TV

RHEL/CentOS ¥« X b U E 2—> 3 >diFAElE. TLinux Virtual Delivery Agent for RHEL/CentOS o
YA =)L) OETICE>TLETW, Ubuntu 74 R U E2—>3 >0HEIF. TLinux Virtual Delivery
Agent for Ubuntu o > X b—JL) DIERICHESTL IV

SSSD x13?
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SSSD BY RFLT—FEVTT, SSSD OELMEEIS. S RTLICF vy alF 7710 R— b ERHETIHE
TL—LT7—0%BLT. VE—FUY—ROBRSLVRHAOT VLR ZRMHTZ 8 TT, PAMPNSS €D 2
—IERELTED. BERNICIFD-BUSR—RDA>E—T A AHTFR—F LT BRI —F—BERICHTT S
FETY, Ffcw O—ANA—HF—=TAHO Y PRIV —RREZRET B LHDENIT —FZRN-IZRMHILF
ERS

NIS & AD O%i&

NIS & AD Z#t& 9 3 ICId. ROFIEZRTLET:

Linux VDA% NIS 517> & LTEM

KX >i28mmL. Samba 2R L THZ ~oD keytab % Ek
SSSD oty b7y

NSS/PAM D#&5K

Kerberos #m 0 #E:R

3 —H—RHEORER

I e

Linux VDA% NIS 75«1 7> k& LTEM

NISOSAT7Y hZBRLET,

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

NIS FXA 2 ZRELET,

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

NISH—N—=r o517 D IP 7RL X% [etc/hosts ICiBINL £7:
{ NIS server IP address } server.nis.domain nis.domain
authconfigTNISZ##L £7:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain (3. NISH—/\—D R X1 >& T, server.nis.domain (. NISHH—N—DrRIX+ETHO. NIS
H—N—DIP7RLRICHTTFET,

NISOH—EXRZHRELE T,

sudo systemctl start rpcbind ypbind
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sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

NIS DIEEEAELWC & 2 HBL £ Y,

ypwhich
<!--NeedCopy-->

NISH—NR=—D5T7HhT Y MERIMERATES CC ZHRABLE T,

getent passwd nisaccount
<!--NeedCopy-->

pa o

nisaccount (. NISH—N—DEEDO NIS 7Ho> T3, UID. GID. "—LFw LI U, BLUO4
AV ITIHDELLERETNTVWS 2R LET,

X1 >icsml. Samba =R L THX b keytab % £

SSSD Tld. RXA>BME T AT LD keytab 7 7 1 ILOEBIRICETZ AD 0O 51 7> MMEENREIhTULE
Bho COWREERIGTBICIIRDELSBAENDHD £7:

« adcli

« realmd
e Winbind
« Samba

COtoTa>TlE. Samba ic &3 7 7O—FICDWTOAHAL XT, realmdicoWVWTid. RHEL 7%
CentOS DRUA—DRFa XV b EBBLTLLIEIV, SSSD ##H I 251lc. UTOFIBICRSHELRHD £
ER

RX1>icsml. Samba ZHAL TR o keytab Z{EmR 9 3:

Linux 2314 7> h T BUICEBRIN 7 71ILEERLET,

« Jetc/krb5.conf
« /etc/samba/smb.conf:

Samba & & U Kerberos SBEEAICY S >z @R L 9!
sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=

REALM --krb5realm=REALM --krb5kdc=fqgdn-of-domain-controller --update
<!--NeedCopy-->

Z ZT. REALM i3AX=F®D Kerberos 4855 & T. domain &k X1 >® NetBIOS £ T,
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KDCH—N—E&LV4EEHE%Z DNSR—IXTERTIMBENH 2H5E. RD 2 DOF T arzagpRo <> RiC
BMmML%x9d:

--enablekrb5kdcdns --enablekrb5realmdns

[etc[samba/smb.conf #REL\ T, [Global]l o> g ViR T> FUEEBMLE T, L. BINT 3D,
authconfig vV —Lic&>TER TN eI > a > DETY:

kerberos method = secrets and keytab
winbind offline logon = no

Windows R XA VIZBMT BICIE. RXAY O FO—F—ICEETIZ L. AVEa—42—%Z XTI VIZE
N9 34EMR=ZFHFDOAD 2—H—THO Y FHBRETY,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALMIZAXF®D Kerberos $BIfiZ T, useridzdvEa—4—% RXAVICEBMT 3ERZFOR A >1—H
_—G—g_o

SSSD oty b7y

SSSD oty b7y 7iE. UTOFIRTHERINTULET !

o Linux o351 7> b viz sssd-ad Ny ir—J B KU sssd-proxy Nwir—2% 4V ZX —=)LLET,
s IFEIFERTFAILICREDEEETVET (sssd.conf i Y),
o sssd f—EX%EBBLET,

|etc/sssd[sssd.conf sssd.conf DFREDH (MEBICHU TEBMOREETSI AN TEET):

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>["*@\\]+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM
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# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM s not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

ad.domain.com ¢ server.ad.example.com %3159 BETEI I £9, %L Ik, Tsssd-ad(5) - Linux
man pagel] ZBRLTLZTL,

T71ILOREES LUV 7t X1tE% sssd.conf THREL X!

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

NSS/PAM D&

RHEL/CentOS:

authconfig = #/E L T SSSD #E%ic L £9,. oddjob-mkhomedir #r > X +b—JLLT. COHE—LFT<sL
7 R OYEREEEN SELINUX ICXHISL TWA e #RBLET !

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

ek

Linux VDA Os&E%1TS & Fik. SSSD Tl Linux VDA 7 5«1 7> b ORRIBREN BV L ZEZEL £,
ctxsetup.sh 27 ) 7 - TOZDOMOERAZL LTE. T7 4L MEZFERLET,

Kerberos #&r DR

Linux VDA TERTE 5 & 512 Kerberos AIELK BRINTWE e 2RI 3ICIE. ROOATVRICED. &
27 LD keytab 7 7 1 LHMERIEH T keytab 7 7 1 ILICERF —HDEENTVEI L EHRLET:
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sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBERI—rOIEFIEFREAFEDOFICH L TERATESZF—D—EHERR
TNnZx 9, Kerberos @ kinit v REETL. ChS5DOF—%2FEALT. IO VERXr>yOYbO-5—ICx
LCEREEL £ 9:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

VO VB EHBIIAXFTIEETISELRHD £T, RILEEE §) 3. PTILCEBBEIMIEHSDICNY Y
25wva () TIRT—TTB3RENRHD F9, BBICL>Tik. DNS KX >&h Kerberos $Bi& & E4 b
9, LchoT. #dEEREFERALET, COOAYYRDEINTI . BAOERTRINEzEA.

ROARY REFEALT. XY T7ATY RO TCT F7y b F vy adhicl e &AL ET:

sudo klist -ke
<!--NeedCopy-->

I—H—REEDRER
getent YV REFEAL T, OV A VERANYR— TN TVBE L. BLUNSS HEEET I HESHh 2 mRBLF
ER

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN NS X—Z— 3R WERD X1 VETY, MoOJdx Y HAPBELRBEIE. £9 getent IT >V K%
fERLTHIBLET,
HR—kThTWBOJF U ERISROBED TY !

o« Ayl ARNLOFF % DOMAIN\username
« UPN: username@domain.com
e NetBIOSH 7+ v o XFEH: username@DOMAIN

SSSDPAM EZ a2 — LA ELK BTN TVR L 2B T 3ICI3. FXM>A—H—THU > bEERLTLinux
VDAICAT A L&ET, LRI R XA > I —ThI Y MMIFRAINTOWEHATLE .

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

RDOOAT Y RICE > TRE N UID ICXE5T % Kerberos BRRBEIRET v v a7 7MILAMER SN C e #REEL
9
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1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->
ROAR Y BT, A—H—0 Kerberos BRIERF v v a2 DF 7 v bHE T, HRTINTIEFAWI 2R LF
E

klist
<!--NeedCopy-->

PNERT7 T Ir—a>

July 8,2022

LinuxVDAN—2 3> 7.13 Tl Citrix TY—LL X7 PV =2 a UHEEDN Y R— RO TARTD Linux 73
vk T7A—LICBINSNE LT COMBEERFERT3DICHNERAS VX M—ILFIBIEFTETY,
B2k

Linux VDA Version 1.4 Tld. IE>—LLRABRABET7 TV r—>av ety ayotgotR— A Citrix
TEMINEFL

Citrix Studio ZF>T7 U —> 3> R ET3

FTUN)=TN—THERLTED. BEOTIUNI—=JIIL—ICF7 T )r—a>vzBimMLib g3, Linux VDA
WKAYAM=IW LTIV —2 a3 =R RT3 TEEY,. Co/OtRIiE. Windows VDA IZ1 > X k—
WLET V=23 2 RT3 BEaLABTY, L <& Citrix Virtual Apps and Desktops R+ a2 X >k
(fEA$ o Citrix Virtual Apps and Desktops ®/X—>3>) #8BLTL LT,

paH

s TUNV—=TI—TDEIKTIZ. TUN)—DREEZ (TR Sy TeT7TVr—ay] £k [7
Tr—=23av] IKRELED,

e 77V —2a >0 rRIE. LInuxVDAN—23 > 14 BETHR—FINTVWEY, L. A—Y
SIUADTRY by TELICT U DEEIF. Linux VDA THR—FEINTVEEA. COREICITL
TBICIE TTUVELUVOTRI by TORERICENOTIN) —JIL—T=2Ekl T3 e zb8HL &
3_0

o O—LLRT V=3 mFERTBICIE. StoreFront TY—LLXE—REZEMCLABVWTLLEDE
Wo —LLRE—RIF. TITAHILETEMICAE>TWET, BEIC TTWIMode=0ff) #%BE L TEMIC
LTW3iEEIE. TTWIMode=0n] ICEE T 3D TIEHL. COREEHIBL TSIV, HIERL AL
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HBaRl. AETAI by TR TIRVIELHD ET,

HIFREIE

Linux VDA Tid. LADI—H—DELCT7 IV T —>a v OEROERA VX2 X 2BBTEH I TIEE
Ao

TFVEyarTiR. FTTVICEEDY 3 — Ay FOABEEICHEELE T,

EX AN oD RERE

TIV =23 v ARBOBMOMBEIIROEED T

e FEFOV s Y RFIREYR—bINEHA TV RTDBICH—N—AIOBESERRTINZI LB £7,

e T4V RUDABRZART IV r—a > b LEa—938idHR—FINTLEEA.

e HE. P—LLRAE—RTRRDT 1 Y RIRFZ—IJv—%HR— L TWVWET, Mutter. Metacity. H&
Uf Compiz (Ubuntu 16.04), Kwin 8&UZDOMD T 1 ¥ RUIR—J v —ldHR— TN TVWER A U
AV RIIYR=—T =P HR—FTNTLRIE—RICRESTNTVWED CZHBL T T,

o 8 LibreOffice 7 7V r—> avick > T7Oe2nHEBINB 728, Citrix Studio ICIZRAICEE L
Db DDHINRRINE T,

« TDolphiny BREDAREINIQIER—RDT IV —2a VIl 2WTUET A IVRRTINBZVWI LHHD
£9, COMBEEMRT BICIE. https://wiki.archlinux.org/title/QtmzsEE A SR L T T L,

s ACICALY a3 YATEITINTWVWBRRAT7T TV T—23>DIRTDERIN—KREZVHRELCTIL—TFIC
FEINET, COMBEEBRTDICIE. FRIN—FREVEFELBVWESICHZRAIN—OTONT 1 %%
ELFY.

Linux VDA 0 BEE#

May 31, 2022

CDOWREICK o T LINUXVDAY 7 b Dz 7RBEIEIC, FRERAT D a—ILINBREICEHNICERIZ
TEF9, Znid. Citrix Virtual Apps and Desktops Standard for Azure T Linux VDA e ¢ 3155 ICHF
ICRIAIB £ T, Azure DREY S VOEBRERFEITH D FHA. 2L <&, TCitrix Virtual Apps and Desktops
Standard for Azure T Linux VDA % {Efl; #BBL T I,

TR

COWEEZFERTZICIE. ROFIEZEITLET:
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FEL: FFHBFREFLWVVDA NNy —2% Azure AV T HICT7 v TO—R93

Fl&E la: Azure R L—2F7AYY TV TFHEEML. AV TFT7IEXLARIL%E [BLOB (BLOB EHDE
BmAWMOTIER)] ICRELET,

P
Azure O> 77 ¢ BLOB I&. BEHFHIBENICFERES LIVEEITZHDTY, Citrix ik, X275 LM

BICOVWTEHEZEBVERA. T—2DEF 2T X DX MIREBFETBICIE. BEEHIEHILVIC
AVTFDTIERALRILE [F5A4R—~ (BRT7I7EVREIHDEFEA)] ICERELET,

FIE 1b: VDA E#1E#% Updatelnfo.json £ W5 ZEiD JSON 7 7 A JLICHAAHRAHE T, 7 71 ILERDOHICD
WTIE Ro7Ov o =8RLTIIES L
{

"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash'": ""

}

)
{

"TargetOS": "RHEL8_3",
"PackageName'": "XenDesktopVDA-21.04.200.4-1.e1l8_x.x86_64.rpm",

"PackageHash": "
a6f2aba23b84bbc3a4640294a8bb92474e0cacbable5ae33416c0a4473a28d73"

}

)
{
"TargetOS": "UBUNTUl6_04",
"PackageName": "",
"PackageHash": ""

}

)
{

"TargetOS": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": '"4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2b15b3c5a"

}

)

{

"Target0S": "UBUNTU20_04",
"PackageName": "",
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"PackageHash": ""

}

]
X

<!--NeedCopy-->

T. “Version” 13EH LW VDA N—> 3> %R L. “Distributions” 13FH AT 0 COESI TS, &84 7
ST RCIE KD 3 DDTA T LDBEENATVWET:

—

Cl

« “TargetOS” :” RHEL7_9” (RHEL7 & U CentOS7 0#54) .7 RHEL8_3”.” UBUNTU16_04".”
UBUNTU18_04". £7=1&” UBUNTU20_04" dWFhh TH I HBEHLHD £9,ctxmonitorservice
FOTFs ARV EI -3 Z2RBMLEEA

« “PackageName”: {EEININ— 3> D VDANRY T =S DT IV %— Lo

+ “PackageHash”: shasum -a 256 <pkgname>I<> R%ERL THET S SHA-256 &,

FE 1c: JSON TZ7IILEFHFLWAN—=23 >0 Linux VDA Xy —S% Azure AV FHIC7y7O—RLE S,

FlIE2: YRZ—A A= F113% VDA TEBEMKREZEMICT S

FI7 I LTIk BEIEHIEEMICHR > TWE T, Citrix Virtual Apps and Desktops Standard for Azure T
Linux VDA Z{ER 9 2158, COMEBEDEMUIEARRAZ—A XA—JTRITTIMNELRHD £3, ThLUIIDFEIE.
E52—47v VDA T OMEEZEIZEFGMICLE T,

BEHEHFEZEMNCTRICERDLSHAT Y RERTLT.HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
TLYARMUE—%HEELET,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0
x00000001" - force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" - force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" - force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

MORIC, LA MUEREERLET,
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fEnabled

Url

ScheduledTime

CaCertificate

A

COREIIHBETT, 774 MEFO TY, Zhid
BHEHHDEDCA>TVWBCZEKRLET, 1ICK
T3, BBEHIPEMICHRDES,
COREISHBEATY, Azure A>7FD URLZEREL
T, EFEHREFLVWVDANY T —SHBEL £,
CDHREIGHBETT, [Immediately] 71k
[NextStart] ICRRETE %9, [Immediately] (.
VDANY r—o% Ao >O— R LEBERICEMZRTT
BrZRERLET, COBREIZ. AU >O— FEE
HEL. BFABREDOBEICELTOWET, =50 /N
w—CHEADVO—RTREIICSA Ty aoh
Hdr. A—F—ITUIRRUIYIAIERDLNS AN
MHO £, [NextStart] i3,
ctxmonitorservice®RDFBEICEN%RT
TR ZEKRLEY, COBERBIZ. 470 K&
EHRC B EMPBERATAVGSICELTVEY,
COREIFFTTSa>TY, Azure A>TFD URL %
RT3 PEMIEAZED 7ILNNRZHREL £, Azure
BLOB 0B84, Web 75— 5EEINT PEM IC
Tiad 3 portal.azure.com DEEREICT B AT
X9, EXxalTo LOEBALS. COLYX MUK
ExBMTE_cxzs8HLETH. Ubuntu ToHY
R—bTNTWVWET, RHEL TIZ. curlav > RAIC
—EDNSS S4TSR IVITEFEA, SAED
RAFEDREIN TVBIHNEEBL T T,

ctxmonitorservicerBiEs 3. &MIiC Urlico ) #2f7L T Updatelnfo.json 7 7» 1 JLZERZ L.
JSON 77 A LS BHN—a VEREBLET, RIC. ctxmonitorserviceldEHNA—J a3 Y REDN
—JavEBLET, REON—J3 VHAUFION-J3 VOBE. TOH—ERICL>TAzure h5HLLN
—2ayOVDANRyTr—IHE o O—RIN, O—AILICRESIhET, £0%. [ScheduledTime] O%RE
ISR TEMDPRITINE T, 70 TL I RBEDOHBE. ctxmonitorservicexHEBEEH L TEHZ LU
H—TEFFET, 2L, ®RETD VICHT 2 EREREH 4 L Citrix Virtual Apps and Desktops Standard for
Azure Tld. ctxmonitorserviceld VDAY > 2BREHMLIETOAHBENTI£Y, BMHLBRLIIE

& VDA BBREON—=2 3 icO—ILNy I TNET,

pE o

o YAA—ARA—TTHBRLIELSIMNIRE

BEETITFEA
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s RIBERDIARTORBIYS VHARKHCNY T =220 00— RT3 A=Ay hT—OhEMT
ZOEEMENHD £7,

s B O—-INYIOEANKRTZ . I—H—FT—2IFKbONEd,

s EIMHAKMLTHO-INYIDRRINLHE. ARy bT7—2 EOa—H—IZ8E1F3 Linux VDA @
N=2a VW BRABZERENHD EFT, COT—RIREBLHDTIEHD £FEA.

o« BE. BHIITT T3 ETICHOD N D £, Citrix Studio ICIFREEX VO —F2—EH D FH A

JE—-FPCT7oEX

April 7,2022

=

IJE—k PC 7o Xli&. Citrix Virtual Apps and Desktops DIEIRIEEET T, ChiC& D, BBIIREEHL YR
M5A4 7« ZPCICRERFETIE— T IVERTERLSICLET, - —DBHAPCICTI/EZXTI 3158,
ERICBEBRINTCODT IV r—>3>, 7—42, UY—RIITIERATEZET,

JE—FPCT7UERTE. RETFTRAV by FeT7 IV r—>a3>%fRET 30 R Citrix Virtual Apps and
Desktops > iR—%> bHMERENET, UE—FPCT7IEADERCEROEGHS LU TOERIE. REUY
—XFEEn =80 Citrix Virtual Apps and Desktops D EBICHEAEHS LUV IO AL TYT, COHF—4
L&D, —BMOHZH—SNIEEBIIARUIVIDRAINEY, 2—H—(F. Citrix HDX ZEBL T E—
FAT74XPCEY DI VERMBIBZLT. REDIA—H—TIIVIARVIVIZERTEFT,

52 L <&, Citrix Virtual Apps and Desktops RFaxX>bD TJE—FPC 7o) #BRBLTLLIEIL,

ARER

RDERSEHEIE. Linux VDA ICEABEDHDTY:

o« MY DHBE. Linux VDA IZIE3D E—RTOAHEALET. NVIDIAD K1 N\—DFIRRICE D HDX
3D E—RABHICH->TWREE. PCOO—AILBREIETSvI 7T AT BEICIFEY3I>DTIT
1 ETAHRFINET, COBERORTIE. EFaVTs LOUIIDAEMLHD T,

e M Linux I VICiE. o U ey ary 0S a1 7o oh200 5ERBLET,

o Linux > >Tid. BEIZ—H—F0UTIERATIEFEA. BF2I—TF—F0YTEFERAT I . 1—H—
i PCiIcO—AlTOS A LIz EIC. BAOY I VICHEFNICEIDHETENET, CoOJAVICE. &
BEICLZNEESBELHD FHA. V51T > TN XETEHET S Citrix Workspace 77Uk D, U
E-rPCT70EREYy> a3 >THAD PC EOT7 IV r—> 3o 5—2IC7 9 EATEET,
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o A—H—HEICO—AITPCICAZA > LTWVWBES. StoreFront h5 PCZEEFHL LS & T2 EKKL
£9,

o Linux <> >Tid. BBAA TP aVIIMERTE A

1B

LinuxPCtvy > a>#EBETBICIE. RO PCICLiINnuxVDAZA X b—JLL. YE—LPCT7OEREALTD
IoAROTEER L. BEJIL—T2ERLT. 77X ZEBRIZ1I——HT>>hHh20O07RD PC =FH
TIBLSICLET, "DEIS 3> TiE. FIBICDOWTEHLLKEHBALET:

FIE1-x%D PCICLinuxVDA%Z 1> X +—ILT 3

BEA>YZ = L2ERALTLNUXVDAZA YA =T33 EEE8OLET, 12— L
CTX_XDL_VDI_MODEZ#HDEZYICKREL X,

FIE2-UVE—FPCTIEREATOIIAEZOT ZEHRT S

1. CitrixStudio T [w>>h40J] 2EIUvI L. a—brhy bXZa—H5 [X>>hH207 OER]
ZERLE Y,

&8 Citrix Studio
File Action View Help

| 5w  HE

|| Console Root
v & Citrix Studio (site)

O Search

| Maching Cat-inme || Machine Cataloa + | Machine type Allocated machines

£ Delivery Gra Create Machine Catalog Single-session OS (Remate PC Access)
il Application: View N Single-session 05 (Remote PC Access) 1
g Policies Single-session 05 (Remote PC Access) 1
[# Logging Refresh
~ [E2 Configuratic
A Adminis 2
Controllers
=1 Hosting

&% Licensing
3 StoreFront
[ App-V Publishi
0 Zones
~ §§ Citrix StoreFront
3 Stores
Server Group _________________________________________________—— _________________________________________________ ]

Details - RemotePC-suse125

Details | Machines | Delivery Groups | Administraters

Machine Catalog Machine

Name: RemotePC-susel25 Installed VDA Version: 20.09.0.3

Machine Type: Single-session 05 (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
Set to VDA Version: 7.9 (or newer)

Scopes: All

Zone: Primary

2. IFLBDIC] R=2T [RN] 20U v o LET,
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tachine Catalog Setup

Studio Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Introduction

Operating Systemn Imporla_nt: The Master Image_ or physical machine that you use to Freate a Cai..alog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-

Machine Management date and that applications are installed.

Master Image i
Before you begin, make sure that you:

Virtual Machines ® |dentify the types of desktops and applications your users need

Computer Accounts ® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

Summary

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and
network interface card configuration.

Learn more

[ Don't show this again

3. (ARL—=FT 4T RFTL] R=IT [UE—FPCT7IER] ZFRLET,
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tachine Catalog Setup

Operating System

Studio

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale

+ Introduction
deployment of standardized Windows multi-session OS or Linux O5 machines.

Operating System
: Single-session 05
Maching A t
Selne Aocaunts The single-session 05 machine catalog provides VDI desktops ideal for a variety of

Surmmary different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

~

4, [OU piEmM] 22Uy L THERO PCEEE OU #:&ERITZH. [ THU Y FDEM #0Uv oL
TEBDOIT> >EIAZOJICEML £ Y,
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tachine Catalog Setup

Studio

+ Introduction
+ Operating System
Machine Accounts

Summary

Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational
Units (OUs), select Add OUs,

Select the machine accounts and/or OUs associated with your users:

To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this 7.9 (or newer) “
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups

that reference this machine catalog, Learn more

Back l [ Mext l l Cancel

5. v A0 ICERIEHITE T,
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

| RemotePC_RHELS1| |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

(FTFvay) RvAEOTEEV ) YO LT BEBRFERITLEY,

& Citrix Studio
File Action View Help
L 2l N ? i

¥4 Citrix Studio (site)

O search

™ Machine Catalogs

3 bavey roepe” | asinecato v st macives

4 Applications RemotePC-susc 1S Single-session OS {Remote PC Access)

[E Policies i L e T Single-session O (Remote PC Access) 1 1

(@ Logging Edit Machine Catalog
B Configuration
8 Administrators.
(55 Controllers
= Hosting

Single-session O (Remote PC Access) 1 1
View Machines

Delete Machine Catalog
Rename Machine Catalog

o Licensing Upgrade Catalog
3 storeFront
[ App-V Publishing

@ Zones

FIE3-FIUNV=FIN—TFZER L TT7 I RZERLEI—H DT 0h420JTPCEFATEZL5ICT

1. Citrix Studio T [FUNU—=FIL—T] #H5IVvIL. Ya—thAYyXZa—T [FUNI=FIL—TF

DIERL] ZBRL £
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi
@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. [FUNY—=GI—TFDER] R—JT [AA]l 220w LET,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could be in Application
Groups) that are created from Machine Catalogs, Create Delivery Groups for specific teams,

Introduction departments, or types of users.
Machines ) ’ Ll ; i E
- ) Make sure you have enough machines available in single-session S or multi-session OS
Machine allocation Machine Catalogs to create the Delivery Groups you need.
Users
Applications

Desktop Assignment Rules

Summary

["] Don't show this again

Back Mext

3. FIE2 THERLER> Y A2O0JZFRL T, TUNV=JIL—FICEERITE T,
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Create Delivery Group

Studio

+ Introduction
Machines
Machine allocation
Users
Applications
Desktop Assignment Rules

Summary

Machines

Select a Machine Catalog.

| Catalog
RemotePC_2020_06

O  RemotePC_RHEL81

| Type | Machines
Remote PC Access -

Remote PC Access =

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. PCIZT7UERTER1—H—%2I>rAZOJICEBMLEY, BMLEI—F—d 517 RTNAX
Lt Citrix Workspace 77U zfERL T, PCICUE—RTT7IERATEEY,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

® Allow any authenticated users to use this Delivery Group.

Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

Wake-on-LAN

DE— K PC7U+EXTIE Wakeon LAN B R—tah, ¥BPCZUE— MO SEBTIET, COMEEICED.
I—H-—DBHEKICPCOEBRZATICTIBLSICHZ D, HEENZHNTIE Y, Ffeo BRPRATTIC
BolPCICHBUE—RTIERTEIBLSICADETS,

Wake on LAN ##E%x 9 5 & . Delivery Controller @3RIt > T. PC ETRITHFD VDA H5 PCHEET
BTy MIRZYINTy HEEEEINET, CNUSE-2 T IDPYINT Y hEEETZHICEBMD
VIZRAMZOFRAVR—RY R ERBY—RFN—FToRY ) a—2aVIilKEFETIREDNBRIED T,

Wake on LAN #gEiZ. €5k D SCCM RX— X dD Wake on LAN #aE¥ IZ24 D £ 3, SCCM RX— 2 d Wake on LAN
Ic2W Tk, TWake on LAN -SCCM #i&1 #8BLTLIET L,
AT LEH

IUFid. Wake on LAN #eez AT 37D X7 LEHTY !
e aAvkO-LTFL—>:

- Citrix Virtual Apps and Desktops #+—E X
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- Citrix Virtual Apps and Desktops 2012 L{&
o 932 PC:

- VDAN—2 3> 2012 LU
- BIOS & U NIC T Wake on LAN BAE®ICH>TW3

Wake on LAN DO#ER%

HE. #i53n7- Wake on LAN o#Ergix. PowerShell oo &R R— kT TULE D,

Wake on LAN %483 3113

1. UE=bPCT7IERTI2AZOT 2 IR L TVLWRWSEIERL £9,

2. Wake on LAN R MMESiZ F72ER L TOWRWBEIZER L £,
A
Wake on LAN #&E% B3 % ICid. TMicrosoft Configuration Manager Wake on LANy 21 7o
R MEGNDHZHEIF. R MEGRZERL £7,

3. Wake on LAN 7R 2 MMEHDO—EDHEFEZEELE T,
4., Wake onLAN 7R FE&iE Y > h2OJICREEMITE T,
Wake on LAN 7R X MEGZER T 3 121!

# Load Citrix SnapIns
Add-PSSnapIn -Name "\*xcitrix\x"

# Provide the name of the Wake on LAN host connection
[string]$SconnectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection
$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></
CustomProperties>" °
-Persist

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid
$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it
while (-not $bhc.IsReady)
{
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Start-Sleep -s 5
$bhc = Get-BrokerHypervisorConnection -
HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid

}

<!--NeedCopy-->

R MEGOEBH TS /S, ROATVY FZRITL T RAMEGO—EOHAFZEIFLET:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.Uid
<!--NeedCopy—-->

BRO—EOHMNFZERBLES. ROOAXYFZRITLT E0EHZzVE-—FPCT7IERTI A%0O
JICEERITE T
Get-BrokerCatalog -Name "<Catalog Name>" | Set-BrokerCatalog -

RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. 32 >h20JRD&E VM @ BIOS & U NIC T Wake on LAN zB#ICLE T,

E: Wakeon LAN Z28%IC$ 3 5%1E. IO UBHRICK>TERD T,

« BIOS T Wake on LAN ZB®MICT 3113

a) BIOS #&Rx L. Wake on LAN i#gExBMICL 7,
BIOSIZT7 V2R T 2HZEIF. IHF—R— FORETE BIETHEIRL /- BIOSRY A —IZ&->T
BBD&ET,
b) REEZ®RELT. I V2HEHMLET,
+ NIC T Wake on LAN &I 3 ICid:

a) sudo ethtool <KNIC>OTYRZERITLT. NICHIZwINTYy bEHR-FLTWVS
MESHEEIBLET,
KNIC>IENICOFNAZRBTY (ffl: ethO), sudo ethtool <KNIC>OvYYRIZLK-T.
NIC DIEEICRAT 2HNEERT DI ENTET XD,

- HAICSupports Wake-on: <letters>n&5uiTMEEN. <letters>itxX
FghadFEFhnTWaHAE. NICIEWakeon LAN Y v o RTy FAREFR—FLTWE
ED

- HAicWake-on: <letters>0&5HTNEFN, <letters>iiXFghaEn.
XFANEENTLHRWEE. Wakeon LAN XPw o N7y fARDEMICHR>TVETD,
fefe L. <letters>ildXFhE&FhTLSHEIE. Wake on LAN #EENEICHR > T
WB3ZeZRLTWEY, COHBE. sudo ethtool -s <KNIC> wol gawy R
%R{TL T Wake on LAN #B#ICL£7.
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b) FLAZDF+ X MUE2—> 3> Tid. BEEEHEICSUdo ethtool -s <KNIC> wol
EARYIRHBBETY, COF T araEKGEMICRET ZICIF. FIALTVWSETr X UED
—2aVICBDOVWTRDOFIEEZRITLET:

Ubuntu:
AV B—T 1 AER T 71I)L/etc/network/interfacesicup ethtool -s <
NIC> wol gfTZEmL %9, fi:
# ifupdown has been replaced by netplan(5) on this system.
See
# [/etc/netplan for current configuration.
# To re-enable ifupdown on this system, you can run:
# sudo apt install 1ifupdown
auto etho
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy-->
RHEL/SUSE:
ROETHTOOL_OPTSKSX—4—%1VE—TJ 1 AER7 71l /etc/sysconfig/

network-scripts/ifcfg—<NIC>IZEBILET:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

®st EDOEEEIE

VE—k PC72+tXT Wakeon LAN 2B 358(1F. RO[ZERBL T LIV

o« BHOTI>Hh2OITIERE L Wake on LAN KX MEGIEFERTI £9,

« PCHRDPCEITA U T v IT3ICIEZ. @ADPCHAEILCH Txy FRICHD. EL Wake on LAN KX
MEGRZFERTIMNELHBD ET, PCHARLTIAROTICHZ D, BT >AZOT7ICHZNMEEEFR
HOFEA

o R MEHIIBEDY —VICEIDYTENET, BEICERDOY —>hH318581E. &Y —IC Wake on
LAN R MERDMRETT, ALY >AZOJICHETIEED T,

e XD NTy RE FO—-NILT7O—REv X 7 RL R 255.255.255.255 = fFEA LTI O0—R¥v X k
RESNET, COTRLIADTOVvITATVAVNI L ZRERL TR L,

« TOHTRY FADI I VEDVIAITYITEDLSICTBICIE. T TRy FAT (Wake on LAN #4512
i) MR H 18D PCHAVIIHE>TVWIRELHD £7,
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ERLDEEEE

LAFid. Wake on LAN #Ee2 AT 3155 0EEEATY !

o & TNT-Wake on LAN #EeEZERLTPCE T4 o7 v e 5ICid. VDAELAELC S 1[OERTS
WRENRHD FY,

« WakeonLAN . PCOT A U7 v FICDOIHERTEET, BRSPS vv MUV RYE. OEFIRE
IEFHR—FLTULWEEA,

« Wake on LAN E&EDMER I B &, Studio ICRTINF T, 7L, Studio ATO Z7ONT 1 fREIFH R
—rINTVEEA.

o IDYINTY ME KD 2 DODFEDVT A TEEINET:

- A—H%—HPCADtEyIa>FRIBLLS LIt FIZ. VDA BEREBRINTVWRSES
- BEEH Studio £7z1x PowerShell "5 ERA > DAY Y REFHTEET REE

+ Delivery Controller & PC 0B RDOKREZ R L W, Studio TIEEFROREDO L ZAIC [HR-+
INTLEREA] ERTRINFET, Delivery Controller i&. VDA EFREEFERB L TPCHA VHh A Th%E
FlkL £,

ZOMtoUY—2

UE—FPCT77ERDEDOMD )Y —RIFRDEEDTT:
e YUa—2avEa A4 >R TUE—F PCT7UEXEFDREL

e JE—FPCF7oERT7—%FUFvDfl: TCitrix D) E—FPCT7o+ERVa—3 >0 T7LYRAT
—*TUFvlo

ENl

September 5, 2022

CCTE BIRIOARR TSI T RICDWTHBAL T,

1AY=L

Linux VDA Ti&. cups 71 )LZ—k foomatic 71 LZ—DEAIBETT, 7 IILEZ—IFVDALLBIZT VR
F—ILEINET, Ta0ILE2—E. ToAMIE2A—SaVIZEDVWTFHTIVRA ML TEZIECHTEFET, R
BleRLET:

RHEL 7 0155
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sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

1B

Citrix MR 32 N—HILTU>EZ— RS0 /)N—Id 37HF (Postscript. pcl5. pcl6) TF, L. 2=/N—
YTV E—=RSAN—DISATY T o 2—c BfaELBVElRRENRHD £T, COBE. MEin!))—2X
TOM—DF T a>id. ~/.CixlpProfileSCLIENT_NAME R 7 7 1L EHET S5 TLizo N— 3> 1906
BETId. K0 0IC Citrix Studio T [FUYE—RSAN—DOIvEC T ERYE] RUS—%2#EBMT34 7> 3
UHBMEINTVWET,

Citrix Studio T [FUYAZ—RSAN—DIvEVT L EHfM] RUS—%HBRT 3IC1d:
L[FVYE—RIAN-DIvETeElRYE] RUS—ZFRLET,
2. Bl 2oV v o LET,

B IRSAN=R] IZIFATY TV E—DRSAN—BZEANAILET, Linux @it Citrix Workspace 7
TV EERALTVWRIBEIR. RDDICTUYE2—BZNALET,

4. [BE#] Z2=RL. VDADRZFAN=T 71 IUADHEWNIZNALET,
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
Edit driver mapping X
Driver Name:  pown
— FX FPS Color Class Driver
| Use defaulty — e *.Deny
(O Allow
¥ Appliestoth O Do not create =
Virtual Delvy ) Create with universal driver only 0S, 7.5
server 05, 71 @) Replace with [fusr/share/ sfilters/Fuji_X 5, 18
Server 05, 7| p usr/share/ppd/cupsfilters/Fuji_Xerox bp 05, 7.12
Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

A
e PPD RSAN=T71ILDIDYR—EINTUVET,
o [TV A—RSAN—DIVvEVITEHRY] RS —DFOMOA T avighR—rIhTLEE
Ao [BHA] OAHHRIRATREICAD £,

ERRR

RETRI MY TELVRET IV r—>a vy OmADSEHRITEE S, V517V MIOT I AL ETIVE—D
&B. LINuXVDA w2 aVICBIDETONEY, TUVE—BIETRI My FeT7FIUS—2a e TRAD X
ERS

« NETRY MY TOBE
CitrixUniversalPrinter:SCLIENT_NAME :dsk$SESSION_ID

s NEATTUTr—>a 0BE
CitrixUniversalPrinter:$CLIENT_NAME:app$SSESSION_ID
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pE

B—1—Y—HD2BTFXI by TR 7 TV —oa>omAZRVEEEIE. E5507) v E—bty
YAVTERATEET, 207 V=3 ey aVYRATOTRAI Yy T TU2—%ER LR %
T2IERBET RO MY ITOT IV r—o 3> T o2 —%ER LT-EIRIEREL £,

FSTWNSa—Ta2T
ENRITE &0

ENRIACIE L < #BE L A WBE. EIRIT—E > ctxlpmngt & CUPS 7L — LD — 0 %RBL £ T,

BRI 7T—E> ctxlpmngt i3ty > 3>l 7O0EX T £y a ViBZEL TRITINTVIRELNHD F
o MDYV RERFTLT. ERIT—EVHRTRTHZ BB L ET, ctxlpmngt KHEITHTHVEEIZ.
ARV RSA VD SFHT ctxlpmngt ZEF L £ 7,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

ZNTHERINEEEL AWVWEEIE. CUPS 7L —LD— 0 %R LE T, ctxcups —EXE7 ) > 2 —EBIE
Bon. LinuxCUPS 7L —L7—0rBELEFT, CHETI Y ITe0BE—7OXTHH, UTFTOATVRERE
TLTHRTEET:

service ctxcups status
<!--NeedCopy-->

CUPS OJ =N 3 /e DIEIMFIE

CUPS O/ % R&ET 3. UFOIATY RERFLTCUPS Y —EX 771 LEBRLET. BRLALL.
CUPS O%7%* hdx.log TS hEtA:

sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 231



Linux Virtual Delivery Agent 2107

COERIZ. BEFIPRELGRICTE2BERAOJZNETEEDAZENELTVET, COBRICKD
CUPSotFa T HE5NB7c8. BEDOKRRTIZCDERHIEHEED LEE A

ENRIH N DSXF T T B

WIHLTWEWTY Y EZ—RSAN—%2FBALTVWE I N, BHOXFRITORRICAE > TWBEREMENH D £7,
A—H-—rDRSAN—EREERTE 379, ~[.CtxlpProfileSCLIENT_NAME &7 7 1 /L &= 4mEL THE
RTE£d:

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:

printername (3. RED IS4 7> MIDBEES 7)) V4 —DEZRMEEINTVWE T —ILRTT, C
NUIHABWMDBRADMETT, HELAEVTIRZTL,

ppdpath. model. drivertype &7 —JLRiE. v TInfcFUrE2—IcdLTOWIThDh 1 DD T«
—JLRLDEMIBRSBRWVTD. ARICIFRETTEFE A

« AZN—HINTVVE—=RSAN=DBIZATY T EZ—=ICHBLTVWRVEES, model=47> 3>
EERALTRATA T TIVE—RSAN—DETINEEBRLET, TUVEZ2—DREDETILEIE. lpinfo
IRV RZFERALTRRTEET:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V.

2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ROESICLT, TV UE—I—HBITBESICETIERETTEY,

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

¢ AZN—HBILTIYE—RFSAN=—DISAT T VEZ—ICH/IELTVWEWVEE. X1 T T FUVE—
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RSAN—DPPD 771 ILONREEEL £Y, ppdpath ofEld. %A F1 T TV YEZ—RSAN=T7
TILDHEIF/INZTT,

fee ziE. ppd RS /N—h/home/tester/NATIVE_PRINTER_DRIVER.ppd 2% 31 &1E. KDL S IC
ANON - I

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy-->

o Citrix MRS Z2AZN—HILTU > EZ—R S N—I&37%4E (Postscript. pcl5. pcle) T, FU>%
—DOFOANTAICBEDVWTRSZAN—DBEEZERTEX T,

feERIE VSAT Y MHBREMES T V02— R 51 N\—DFEEN PCLS TH3HEE. drivertype % x
DESICHEELET:

drivertype=pcl5
<!--NeedCopy-->

HAtr A0
AMoOBED TS Va2 —%H L £, Ffc. CutePDF » PDFCreator B RS > 2 —%FEALTHT. DM
BTV E—RIAN-ICEHETZHDOHES D ZHERL £ T,

BRI a7 95147 b BEFRAIBZ TV EZ—DRSAN—ICE->TERDET, REBEAINATWVLB R
SAN—DBEZRETBZECNEETY, /53172 bDTVEZ—HPCLS RS N—ZFEBLTVBE—5T.
Linux VDA #* PostScript F 51 N—Z#RL TV 3 . BEIEETBHEEHHD ET

T E—RSAN—DOBENELVIZEIE. ROFIRICHE > THEZHELF I,
1. ZRTRI by Ty avicod 4> LEY,
2. vi~/.CtxlpProfileSCLIENT_NAME JI< > RERTLET,
3. ROT 1 —ILRZEMLT. X7—=ILT771)L% Linux VDA IZREFEL 7!

deletespoolfile=no
<!--NeedCopy—-->

4, WoftAOdA 7L THE0OJA Y LELT. BROEEZHHMAAET,

5. R a XY h#ERILTRIEZBERL ZILRINTT 35 k. Jvar/spool/cups-ctx/$logon_user/$spool_file
ICRT=ILT7AIUNDMREINE T,

6. AT—NT7AINDBETHZINESHEHEELET. XTI T71ILOHA XN 0 DHFERF. IhhRERIC
B ET, Citrix HR— MIERIOJ ZREL T A Z 2 XU TSI L,

1. Z7=NLT77AILDHAZIH0 THRWEEIE. 771N EISA 7 MIOAE—LET, XT=ILT 7LD
ABIE. IS5SIT7 Y M BEEATRZ TSI VE—RSAN—DBEICE>TERDET, Yy FThiFUY
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2—D (%171 7) FZ1/N—H PostScript TH335E&. XF—IL 7 7 )L Linux OS TE#EZBE C &
WTIET, RBHMNELVWHERELE T,

RT=INT7AIUH PCLDBE, U 517>k 0S A Windows DIF&IF. RT—ILT7AIL%EDS
A7 MMIOE—=L. BOFTV Y EZ—RIAN-—ZFRALTI/SAT7 Y MIOTU > Z—THRILE7,

8. Ry FENLTIYZ—DRDO TV E—RSAN—%2FERATIELSICEEL £, UTTIE PostScript
I3AT RV EZ—%FC LTERALEY!

a) TUOT47EyoavicQd#a >y LT I9SATFY TR MY T TI SO —2RTET,
b) ENRIBEAR—2IL 2B £T:

localhost:631
<!--NeedCopy-->

c) ¥y Fahi=7FU>4— [CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID] %
BIRL. [TV YEZ—DEE] #0) v o LEFT, COREICIIEEREEERNIVETT,

d) CUPS & CTX Mo#EfizRIsLicE & (4:17] 20V v L. TUYE—RSAN—%2ZBELET,

e) [Make]l 7+ —JLrr [Modell 7+ —JLRT. Citrix UPD RSAN—TIHHRLBID RS N—%&
RLFET, frexid. CUPS-PDF{RET v 2—h+1 VX k=L TWB5EIE. AR CUPS-PDF
T E—=] RSAN—ZERLET, EEERELET,

f) COTOEANERICTET LIBEIF RS1N—DPPD 771 JL/X2%.CtxlpProfile$CLIENT_NAME
TREL. Ny TEINLTI O Z—DRTIERLIEFSAN—ZEATEISL5ICLET,

BER] DFEIRE

Linux VDA TOEIRIICDWT. ROMEHERINTUWET,

CTXPS RS54 N\—H—&D PLC 7Y > &2 —II3G LA

ERIHEADBII THRWERIF. FUYE—RIAN—%, BERISERESNIcRA T T TV E—RIAN=IC
BELTLLIT W,

P A ZDKEBRNEDENRIHEL

O—ALDISATUETIVE—THAXDREBRFaXVMEHBITRE. TORFaAXY MEF—N—CD
BRzN L TEEINE T, BLMESRTIZ. COERICKBIDIDBIELRBHD XY,
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Aoty arhsF) e —@BHLHRY 3 TRBANKRTINDG

Linux Totvy>a>oEZxAIE Windows 7 RL—F 4 YIS XAFLEIFERDET, LA >T. RTOIL
—H - X TLLEOBMNZZITED £T, RO CUPSHEE 7 7IILEEELT. ChoDBMZEMICTIET:
[etc/cups/cupsd.conf,

RDESIC. BRENTVWBREDRI S —BHAT DT 7AILICRARINTVET,
DefaultPolicy default
RUS—gh default THZHBEIF. ROTET 7L bRUS—D XML 7Oy ZICBMLET:
<Policy default>

# Job/subscription privacy...

JobPrivateAccess default

JobPrivateValues default

SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

T71ILOIE—BED T

November 11,2021

dA—H—iF. Evoa>yeO—ALISAT7bOBTI 7ML IE-LTHMODMNIFZI LTSI ET, COHEER
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IZi&. Citrix Virtual Apps and Desktops 2006 LU # & Uf Windows i+ Citrix Workspace 7 71) 1903 LAp&
PRETY, AE—CDMIFHEEIR. BV Y IXZa—F@dF—FR—R>a—rAy bEFRALZFT,

T7AINEERBICOAE—LTMOMIFBICIE. ROZEZRBL TV

o T7AILDBRAED 20 B I TULEL,
e ERT77AILYAXH 200MB ZE X TLELY,

HR—bEINB TSV LT H—L4

T7AIIOIE— D TR, RDOZEICFERTEET:

« RHEL7.8

« SLES 125

« Ubuntu 16.04
« Ubuntu 18.04
» Debian 10

REER S —
T & OMEEDERICEEL o)y TR—RRUS—TF, Uy TR—REUS—IZDWTEL I, TR
S—HH— b —H) EBBLTES W,

¢« USATU NIV TIR—RULZALLT b
e VU TIR—FEREHRE—F
o TOATUBEREMRE—F

:
T7AILDOIE—BED FIFieex ERIC 3 3121k, Citrix Studio T [54 7Y o Uy FR—RUEAL
8] RUS—% [ZIE] ICRELET.

HIFREIE

s TIDMOD BT R—FINhTWVWEEA, 77 MILOYIDEDODERIZOE— L THRDNET,
s RSy IT7YRRrOYTIIYR—FEINTULEEA,
s TALIMIOOAE—R@FEHR-—FIhTWVWEHA,

7 7 )VERIX

April 7,2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 236


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/configuration/policy-support-list.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/configuration/policy-support-list.html

Linux Virtual Delivery Agent 2107

LInuxXVDA L 547> bTNA ZABD 7 7 A IVEEDN Y R—FINTVET, COMEEIX. 75172 bTNA
ZH HTMLS @ sandbox B HR— 32 Web 7505 —%2RITLTWVWEBEICERTETET, HTMLS @
sandbox B, 21—+ —h" HTML5 @3 % 7z1& Chrome i3 Citrix Workspace 7 7)) # R L TRET X &
Fy TR T FVICTIOERTESRLSICLET,

7

7 7 )LERiEWEEIE HTMLS @i+ & & U Chrome @Al Citrix Workspace 7 71 TERTE £ 95,

RRAT7TIVELUVTRI MYy T2y a YRT. 77 LEREEEEIC K o T LINUXVDA B KT I SA 7> T NA
ZBD T 7AINOT7y TO—RELVCAT O RDARICEDES, T7 1IN EISAT> b7/ XD 5 Linux
VDA IZ7 v 7Aa— R ¥ 3Icik. Citrix Workspace 77U DY — I N—® [FyFO—R] 7oA %o)woL
T. 77 0WEZ47A7h6BHNOT7 7 ILEBERLET, 771I)L% LInuXVDALSISA1 7Y FTFNARICE
TYO—RF3ICE [Fo>0—R] P4 200w o L&Ed, 7y 7O—RELEAIO0-RRIZT71IL%E
BMTEET, —EBICRKI00EO7 7AWV EZEETET XY,

PN

LINUXVDA LV SA T R TNAABTI 7LD T7 Yy TO—RELUVEF T >O— RERTT B2, Citrix
Workspace 77U DY —ILNN—=EBMIC LTI,

T7AINERSYITURROY FTEZN—23 >0 Citrix Workspace 7 7 U R TE £ 95,

BE#4 o >oO—RI37 71 IILEXROIGREEE TS, VDADBRDTNT RICRETA LI IICT 71l ES >0
—RERIEBETEE. 95172 TN RICEBEMICEEINET,

pE N
BEATYO—RTlE [TRIMYTEISAT7YNEADT 7 A IIERZHRI D] LU [TRI MY TH
57700 E2Z o> O0—-R] RUS—% [ ICRETIBENRHD FT,

LTIZEESY UV >O0— ROERFITY:

o JFMIEEHNDTNA RRFICEI Y O—RTBIEE

NERTZXI by FTeWeb 759 —T7FUnty>a>yTWeb o k54 >O—-—RLET 7L
VDADBRDTNARIERET A LI MUICRELT, 9347 T NARICBBNICEETZ A TS
9. BEIFAUVO—RZMEESEBICIE. Web IS5 —DF 74 bOEy 3 >YRETYO-RT o
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LY bU%E BROTNA RUITRFICERE L. HTMLS @it & 7zid Chrome @i Citrix Workspace 7 71U %=
ET925Web 750 —CcO—AILDFA7>O—-RFs LI U EBRELET,

o J7MIEBRDTNA RREFICESFIZFOE—T 3FE

PHRTRI by Ty ayTENDT7 7ML ZERL. V51T bTNAXATERIZLDICETDTN
T1TRFRET A LI MUICBEEIROE-LET,

T 7AIVEREDR) > —

Citrix Studio ZFERAL TI7 7 M VEERV S —ZRETIE I, T 74N MTIE 77 MIILEREIFBHICHE>TL
E

[ Console Root

~ B Citrix Studie (site)
O Search
E Machine Catalogs

£ Delivery Groups

E Applications Policies

[= Policies

# Logging Policies Policy0

~ [F+ Configuration
£ Administrators 1 Polic0 LM&J Settings Lm
Controllers | » Allow file transfer between desktop and client
= Hosting ?  Unfiltered User setting - ICA\File Redirection
e Licensing Prohibited (Default: Allowed)
3 StoreFront b Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
@ Zones Allowed (Default: Allowed)
~ &4 Citrix StoreFront b Upload file to desktop
3 Stores User setting - ICA\File Redirection

Allowed (Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

Server Group

R > —DERA:
¢ TRUMY T VSATYMEDOT 71 \VEiEE#HFA S 3, Citrix Virtual Apps and Desktops v > 3>
CA—Y—FNAZABTOI—H—ICLB T 71 ILEEEHFATE BT L £ 7,

¢ FRUMYTIHEDT 71 ILOA DO~ K, Citrix Virtual Apps and Desktops v > a>h 51—~
TNAZADA—HY—ILL BT 7AINDOA TV O— REHAIELIFETLE T,

s TRAUMYIADT7AIILOT vy TO— K, A—H—F/\1 ZH 5 Citrix Virtual Apps and Desktops tz v
2IIADIA—H—IILBT7IINDT7y TO—RZHFA£IFESTLET,

E
FTROMYTIDSE 774NN ERADVO—RELVTRI MY AT 7AW E 7y TO—RR)S—ZBMCT
BICIE. TROMY T OSAT MDD T 7 IIVEREZHFAI T 3R ) >—% [FFA]] ICRELE S,

&

HTML5 &7 Citrix Workspace 7 71J T7 7 1 JLERiXIaER AT 5 1CId:
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1. Citrix Studio T. WebSockets #4541 >—% [3FA]] ICREL £,

7] Console Root
v £ Citrix Studio (site)

O Search

Machine Catalogs

£ Delivery Groups

i Applications Policies

[= Policies

Logging Policies

v [ Configuration

£ Administrators 1 Poli0 |
£ Controllers - ¥ Allow file transfer between desktop and client
Haosting 2  Unfiltered User setting - ICA\File Redirection
&% Licensing Prohibited (Default: Allowed)
[ StoreFront } Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
@ Zones Allowed (Default: Allowed)

} Upload file to desktop
User setting - ICA\File Redirection
St
o Allowed (Default: Allowed)
== P » WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

v 4 Citrix StoreFront

2. Citrix Studio THIRD 7 7 1 LEER ) =057 71 LEEEEMICL T

3. Citrix StoreFront 81>V —JLT [X+7] 22U w o L. [Receiver for Web 1 D &EE] /—
k. [®/Z Receiver for HTMLS % {EA] # /> 3> #:#RL T, Citrix Receiver for HTML5 #&#ic L

3

Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Stere Service' through a webpage.
Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

StoreFront Deploy Citrix Receiver
add.. | [ configure... | [ Remove |
For the best user experience, Receiver for Web sites detect Windows and Mac QS X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance . -
Deployment option: | Always use Receiver for HTMLS
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service:  http://qzw53-dde. Website Shortcuts

4, RETRI by TERIEWeb 759 —T7 U0ty 3> ZBIBLEY, LINuXVDAL ST TN

AR T L DFIFERD T 71 ILERERITLE T,
Chrome @/ Citrix Workspace 7 7) T7 7 1 JLERIXI&EE R R T B 101!

1. GIROT 7 ANEBRER) S —D ST 7 IINEEEBMICLET,
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2. Chrome 77X k7H'5 Citrix Workspace 77U ANFLF Y,

Chrome 7 71 R—Th 5 Chrome @iy Citrix Workspace 7 77U #BIIEADIBEIE. COFIEEEBEL
x9,

a) Google Chrome o#% v ¥ ZIiZ TCitrix Workspace for Chromes t A\ L 9., BET7 0
V) LET,

b) BRELRT Chrome VT X+ 7AD URLE S v g3k, Citrix Workspace 77U EAFTE
£7,

£~ chrome web store o

@ Citrix Workspace

Cifered by Citrix

* ok 2,056 | Extensions

Qverview Reviews Support Related

@000

c) [Chrome (ZiBfN] #%3%IRL T. Citrix Workspace 7 71J % Google Chrome IZiBIL £ 7,
3. Chrome 771 R"—T Chrome @7 Citrix Workspace 7 7% U w o LT,
4, StoreFront R F 7D URL ZANHIL TEHEL T,
BEICANIBEADBEIFCOFIEZEEL £,

5. RETFRXI by T&EERTTIOEY>a>EZRBLET, LINUXVDAL I SAT7 Y T NRIRETL D&
l3ERDT 7 IIVEEZERITLE T,
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PDF ENf

October 9, 2021

PDF ENRIIC3 S L 7=/ —2 3 > @ Citrix Workspace 7 7 U RT3 & LinuxVDAtv > avhsTifashic
PDF #EIRITE %9, v 3 VEIRIS 3 7. Citrix Workspace 7 7U b1 Y X k=LA TWVW3O—-HILT>
VICEEINEFT, O—NIIP VT, BRLIEPDFEa—7—%2FEBALTPDFZRAE. BIRLAETUVEZ—T
ERIT2hTEXT,

Linux VDA 1L T /N — 3 > @ Citrix Workspace 7 71 T PDF EIRIZ 7 R— b L %9

« Citrix Receiver for HTML5 /N\—< 5 > 2.4~2.6.9. HTMLS @7 Citrix Workspace 7 71) 1808 Lif&
« Citrix Receiver for Chrome /N\—> 3> 2.4~2.6.9. Chrome @i+ Citrix Workspace 77 71) 1808 Lif%
« Windows @7 Citrix Workspace 7 1) 1905 Lip&

1B

PDF ENmIaEICxH IS L 7= Citrix Workspace 7 71 &R L. Citrix Studio TUUTFORU > —2BMICL £7:

c USATIURNTIIRZ—DIEAA LY (F7AILETER)
e PDF 2=N—H)LT ) >2—%=BEER TS (F7 #JL FTER)

NSDORVS—DEMCHE->TWVWBREE, EBISh Yy a>T [HR] 2oUwo33c. O—AlLI>>
DERTLE2—ICRREN. TUVE—EBIRTIET, 774N TV E—DRFEICDOVWTEEL < IE. Citrix
Workspace 77U D RFa XY FEBRBRLTIEIT WL,

TZ2714vIDEK

April 18,2024
C T LinuxVDA DT 57«1 v o DB HERBICDOVWTHAL £,

HLLIE TO9RXTLEHS] LU T4 VR F—ILOHE] #B8BL TSIV,

101
Thinwire i%. Linux VDA THERINTVWET1 XA ILAUE—rFTo/OJTY, COTY/OC%FERTB L.
HBBEILVTERSNIT STy oD BERRY bT7—0Z &AL T, BOIYI VICEESN. RRSNET,

[FEICETAI—T v I =ERT2] 5374y IRIUS—TR T72INbDIZTavIE—REREL. &
FIERI-RT—RIW/LTROA T a3 v =RBLET:
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o [AIRETHNIEER]. CORENT 7FIETT, BMDEBRIIBEHD FtHA. COREERIFIDI LI
& D FTARTO Citrix #%: T Thinwire BEIRE N, TRU by 7O—RPBRT—IO0—RT. R5—3EU
T1. WEE. BLUVBNEBEEDRT. BRICKRBELKINET,

o [EESEICER] HIC3D IS5 710 v o %R ZATBERT. Thinwire #&Em H.264 713 H.265 % &
ALTERELT. I—Y—IIXRRUIVACEERONEZREV LT,

s BEETOT 1 TICEBE], Thinwire 07477« 7RR7T7/0Yd 88 (ET4. 3DA>E—>3
V) Z#HAL. BEIBK BEOTFSTDA H.264 ZFRLET, 771 v I DEMIC H.264 574 11—
Ty O EBRNICER §52 21k D, HDXThinwire ikEFA VT oY REYD H264 ESFAI—F v
ZERALT, SARICEH INZEBEOTFSPZHRHLTCIVO—RIZeHTEET, gHbEEHE (JPEG.
RLE) tEw by FFvvirJid. TFIAMNCPEEERREZECEEORED OFH T SHSFEHIN
£9, AI—H—ld. BHFHEBETHOHNS. BERXTI I MCEREEGEESEDELREOEVETA I
VFUVERETIET, COMEEEEMICTIICIE. RUP—RED [EBICETAHI—T v I %ERT 3]
Z. [AIEETHNEER] (TT7AIE) Fhld [TOT70 TICEWNTZEL] IHRELE T, LK 1075
Ta4v DRI —FE] ZBRLTIETL,
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Use video codec for compression

Do not use video codec
Use when preferred
FDr al::tiﬂ.relj,lr changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop 05, 711 Server 05, 7.11 Desktop 05, 7.12 Server
0§, 7. 'IE Desktop 'DS 7.13 Server 05, 7.13 Desktop O, 7.14 Server 05, 7.14 Desktop OF, 7.15
Server 05, 7.15 Desktop 05

Description
This setting is available only on VDA versions ¥XenApp and XenDesktop 7.6 Feature Pack 2 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify "Do not use” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

ROB[ERTRI S —RERE. WODDOMDER) S —REIF. T RATLAVE—FDNT =T XZHBE
TRLDICERTEEXT,

o« BRI ST 4w ADBLEBRE
o A= v kT L—LE

o RrmE
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Thinwire T [2/FEHIERE] IC H.264 ZER

T7AIW LT [(RERE] RUSP—RED [RERIMERE] REDL. BEICH L TIE JPEG TIZ%< H.264 i
BHhFL

H264 T>1—7« YU TRRENTCEEMEEINE T, [EBICETAI—TvIZERTE] RUP—IC&D. &

BE (F74IME [FIEETHIUIER]) PRI NET, IRFERIZERE] TJIPEG HMERHINS L 558!
T3 [ESMICETAO—Tvo%ERTZ] RUS—% [E743—FTvo%ZFERLAEWV] ICRELET. 7
S 7> kT Selective H.264 it R— TN TLWARWEE. IRERHIMERE] 1ZRU > —REICEEL < JPEG
ICBRD £9, Citrix Receiver for Windows 4.9~4.12. Citrix Receiver for Linux 13.5~13.10. Windows @i+
Citrix Workspace 7 71) 1808 Lif%. Linux a7+ Citrix Workspace 77 71 1808 Lif& T Selective H.264 hi+
R—brOhZEd, [RTRE] &0 [ERICETAI—TvI2ERTE] ORUD—REICDOVWTEHELCIE TR
HERTOR)S—8EL & VI3 T714v IR —FE] ZBBLTIET WL,

H.265 E 74 1—Fv 70U R—+

7.18 UJ—2h5, LinuxVDAlE. VE— RIS T4 v IRETADN—RI 77025 —>a3>TH.265€E
FAI—=FvoEHYR—FLTWVWET, DAL, Citrix Receiver for Windows 4.10~4.12 & & t* Windows
@i+ Citrix Workspace 7 71 1808 LI THERATE £9, COWEELXFIAT 3ICIE. Linux VDA ovZ517> bk
OEBTEMILET, V517D GPUNRDXVAA > E—T 1 R%FEATS H265 71— RaEHR—KLT
WAEWEE. 5704y IRUS—REDH.265 71— RIFEHRIN, EvPavidH264 EFAI—T v I DfE
BIZRDET, 32L& TH265 E7 4Ty O0—F0 01 #8RBRLTLIEIW,

VDATH265N\—RFI T 7I>YO—FEBHICTBICIE:

L ETAD—FTYvIIEN—RITFPIVI—Ta VI %FERALET] RUP—2BHICLEFT,

2. BD@EB7—U 00— RFORENK] RUS—ZBMLET,

. EMBICETAI—T v I ERTE] RUS—DBTF I ETHZ . £ [BESEICHER] ICRES
NTWBZrzHRBLET,

4. [REmE] RUP—H [RERIZERE] £k [BICEBX] CRETNTVWAWI L EBRLET,

I2A4T7 YR TH25N— RO T7IVA—FT a0 ZBMITBICIE TH265 EFA T O—7 271 =88R
LTLETL,

YUV444 Y J bz 7Ty A—FT 4 T DHR—+

Linux VDA IZYUV444 Y I b oz 7Ty —T 1 0% R—rLET, YUVI> O—FT1 I RXF—Lid. B3
TrBOMADEEZZEILILICEIDYTE T, YUV TIE. TY] IZBB3 3 £#1E Mumay &, TUV) ZBEfiE
TEE) E%TRLFET. Linux VDA @ Z niggkld. Citrix Receiver for Windows 4.10~4.12 & & 0* Windows &
i+ Citrix Workspace 771 1808 LI THERTI 7,
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ZEEDY. U VEERSEY FELIFINA FDT—EZTEBRINTUVET, YUVAMU T—2ERIE 1 ETEILH
D24y bEERELET, YUVA22 74K 2 LT U B VEZHE L., FHEREEREIZ 16 By
METEILIZED F9. UTOXRIE. YUV444 £ YUVA20 DEBRBIAEEER TY,

YUV444 YUV420

L RV, N FYRE S R
L L

VDATYUV444 Y T b7 TV A—T 4 T ZBMCTBICIF:

1L [ERICETAI—Tvo=®AT3] RIS—N [EELEICER] ICRESTNTVS I zBRBLET,
2. [RrmE] RUS—H [BICEEK] 703 BAERIIERE] CRESTNTVBVWIEZERBLET,

FHEREICESVTHIL Y FL— EB%T 3

HDX3DProN—Roz7IT>a—F 1 »IH Citrix TIRRI M. FEHBEHEICESVWTEYE Y fL— 2B T
EEIE

HDX3DPro N—R Iz 7T >a—F 4 > 7 = EBFDBE. VDANRRY D — U ERBEZMGNICHE TS, B
BOWEBICESIVWTIVYIA—RINEIL—LOEY L —F2ABTIEd, COHLWVIKEETIZ. SIS
SHETDNSUREFABRTEIANZILEZRELET,

COWEEIFT 7AW TEMIR>TVET, BWCTBICIF. ROOATY VY RZRTLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

COBWERLITTAL UTOOY Y REZRTIBZCTHHPAILBOSNTONT VI ERHETET 7,
AverageBitRatePercent & & U MaxBitRatePercent /X5 X —4—(3. HHBFERADEEEREL £T. RE
LIERRZIWVEE 570 v I DOEATHRALLEBESHTIMMETL XY, HELZTEEHEHIL 50~100 T,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force
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<!--NeedCopy-->

THEY FL— AT, BE I RLEREBOES. TLLWIL—LDREINZ ARV RFOT L —LIF
ERBEREDOZETY, HBASTOTR-ITIR. BHOTL—LZREMETHEHEL. I<ICXETSZIETIOD
BIREICHIG L £ 9,

Linux VDA Thinwire THR— TN TWB RS —E TR TRI—BIOVTE. TRUS—HR—r—%] 258
BLTLIET L,

Linux VDA TORILFEZH—HR— FOBRIC DOV T L < Id. CTX220128%Z 8B L T2,

T4y IREIZAH—

RAE LInuUXEy>a > TRITINBZ TS T v IREBA OISy —2—Y—)LIC. 570 vI@RBIS14—%EM
LELTo X044 =3 BECAVEZS 9T THONT VA EBYNALTZDICEKIIBEET,

2S5 —#FERTBICIF. ROFIEZETLET:

1. CitrixStudio T [ 571 v IR > Ir—42—] RUS—%Z2BMLET,

Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

) Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and mpnitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. iHEREME. ctxsliderdv Y rEETLEY. RF14—D UIHRTINET,

:

[(REmE] RUS—% [BICEEX] ICRELGE. i3 IRMERRRRE] ICRELIBE. X
FA4—D Ul IZRTINEE A,
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Image Quality - =
Let the system decide Pixel perfeck (lossless)
Bekter Better
Interactivity Image Quality

ROFRBAFIBAIREICRD F LT

s BEZEETBICIF. AFAE—ZFHLET. XFAFZ—E0HL5 9 ETHHIENTEET,
¢« PRTLEEDREEZFATBICIE. [PATLIRETS] ZFRLET,
o EBEKRE—RICTIDEZBICIE. [ERICEEK] 2BRLET,

NSNS a—Fa>T
ERRDT ST v I E— RO
ROAR Y R ZERITLT, FREINTWVWEI ST v I E—FZRBLEYT 0ETW+%, 1 32EBEETAI—T

vOEBKRLEY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

RONBICEMLIBERDPHEAThET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode'"-d "0Ox00000000"--force

RO H.264 DOFESR
H.264 BMERHRTH B e 2RI B7HIC. KOOI RERFTLEYT (0 IREATNTLWAEVWI Lz, 1I3ER
FTHB L zBHERLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

RONBICEMLIBERDPHEAThET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force
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fERFD H.265 DR

2EE H.265 MERARTH B e 2RI 57cHIC. ROIIVRZRTLET 0 REATATLVAVWIEE. 1
REARTHECEZEKRLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

ROABICEMLIERDPEATNET !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

YUV I O—Fo VI RAF—LHMERFTHIHESHORER

YW IVOA—FTa VI RF—LHERPTHZCEBBITZLHIC. XOATY RERITLET (01EYUV420,
113YUV422, 213YUV444 #ZkL £9):

o ETA AT v INERBRDOFEDH. YUVFormat DEICEKDH D 9,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

ROABICEMLIERIENETNET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

FRAFOYUVA44 ) J I 7Ty A—T 4 VT DWER

YUV444 Y T "Dz 7TV A—T 4« YO MERPTH B L ZRBI B IS, ROATY RZRTLET !

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

YUV444 HMERFRDIFE. ROARBICEMLIERIENINET !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force
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3DProo/N\N—ROxz7I>A—FT4 > IDMERFRTHDIHE S HORER

ROATYRERFTLET O REFEAIATLWAVWCEE, LIZERAPTHZ e 2EKLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

RORBICEMLIERDPEATNET,

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

CNBSMCD nvidia-smi OV REFERITZAERHDEF T, N— R 7I>A—FT 1 VI DMERTDIEEIL.
RORBICEMLERPEHINET:

Tue Apr 12 10:42:03 2016

e e P +
| NVIDIA-SMI 361.28 Driver Version: 361.28
| seseeeessssessessssss o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| @ GRID K1 Off | 0000:00:05.0 Off |

N/A |

| N/A 42C PO 14w / 31w | 207MiB / 4095MiB | 8%

Default |
o o Tt +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [
| e e e e e e e e e e e s Y
[ 0 2164 C+G /usr/local/bin/ctxgfx

106MiB |
| 0 2187 G Xorg

85MiB |

o +

<!--NeedCopy-->
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NVIDIAGRID /574w I RSAN—BELLA VI =ILTNTWVB Z & DRER

NVIDIAGRID /5714 v I XARSAN—DBELL A YR —ILTNTVE I L 2R T 3ICIE. nvidia-smi ==
TLES. ROABICEBLIERNMENTNET,

o +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60 off | 0000:00:05.0 off |

off |

| N/JA  20C PO 37W / 150W | 19MiB / 8191MiB | 0%

Default |
o e it Fom +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage |

<!--NeedCopy-->
ROATY RT. A—RICEHERZRELFT:
etc/X11l/ctx-nvidia.sh
HDX 3D Pro VI FE=4—COBHEDRME

T3ARVEZA-SboBE TERBEOBBENIREL TVWBIFEIE. NVIDIAGRID St > XAFIMATIETH S
CrERBBLTIRETW,

Xorg DI >—OJ%MHRT 3

Xorg dO4 7 7 JLi%. Xorg.{DISPLAY}.log IC3E{A L 7=2#iT [varf/log] 7+ ILE4—RIZHD £7,
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BRI DR & HIFREIE
vGPU <. Citrix Hypervisor oO0—A)L >V —JLICICATRY by 7Dty 3 vEEIRTFEINS

ERER: ROOATY RZETLT REAYS>OO—-HAILVGA OV —ILEEHICLET:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIAK2 /57 1 v o A—RIZ. NRZIL—F—RFTYUV444 N\— R Iz 7TV -T2 T HR—F LAV

RUD—HRET [RERIZRRE] 2BMICTde. - —DNVIDIAK2 > T7rvoh—RzERALTTTY
T=2avERERTRI by TRy 3 ERABLIEEEIC. BEEFRERBOEBERNRTINET., COMER.
NVIDIAK2 9574w A—EBNZZRN—F—RTYUW444 N— RO 7IT>A—FTa VT2 R—rLABWVC
ERRATEELEY, FLLIE TETFIT>I-FELUVTI-FOGPUHR—-FT ) v T2 258 LTL
2EL,

Gnome3 FXU MYy FORY 7w IHOTF VEICEL RS

Zhid Gnome3 FRU by Dty 3V BEIRREOIEEENFIE TS,

—Z8D OpenGL 5 &0 WebGL 7 71) r—2 3 >h. Citrix Workspace 77U« > RoDH 1 XEERFICHE
ISR I AL

Citrix Workspace 77U DU« Y ROH A X% EET 3. BEROBREGEHDEZEINET, NVIDIAOMB RS
N=IZEDABREN—PBEEIND =D, TNICRLCLFIRDAT TV IT—> a3 VIROSNBZFELHD £7,
fr 213 WebGL 5175 UEZO lightgl.js Ik > T TRendering to this texture 1is not
supported (incomplete frame buffer); tWSIS—XvtE—UHERINBZCHBDF
ER

Thinwire o704 L v J7RE

April 7,2022

BEHBECEHEBEDOESA TR, tv>avor 23074 TEMETIBAIBEENHBD 9, & RIS
2Mbps FEOHFFHBOES £ 7213 200 S UM ZBR 2 BENRET 2#FL TIE. Web =02 o7O0—-)LHEL
BolehD. [BELBD D FREICKESTEDTEIEDHDET, F—KR—FPIVIDRENIT ST v oD
ERICBWID BV EDHBD X,
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N=23> 11T &TR. By aryzRETREICRET 5. FRBEREZMRS (6EY FELIZ8EY IS
Ta4vY) RETBILT, RUS—REZEAL THFEABEEZERTEI X LT EL. BUVERGIRETH S C
EEIA—HF—PH>TVIBRELNH D £ L7z HDX Thinwire Tid. v b7 —J OREICESVTEHNBERO S
HeHMICHABIZCRRHBDFEFLEATLT .

N— 3> 7.18 LU TIE. FRAATRELRSEEN 2Mbps # FRI%. £fldxy b7 —JBEN 200 S UR%EEBZ 3
. HDXThinwire 377 4L b TFOYL Yy TEHRE—RICYIDBEDLD T, COE—RTIF:

s IRTOBLERISKBICERINET,
s TXFRLORENMETFLE T,

fcezid 7O Ly TERE- DB BRRDIS T4 v ITIE XFFLellEVWT—T1 770 hH'HD.
AA—TPRARECEFETINTVET, COT7TO-FICLD. BHBHEDNKBICBREIN,. BRETFIMELD
RRICRETE, Evoarvorra3 07« TP ALELETS,

Features

Tyl a v eDBEMELTRE. SULIEERPTFIMDRRLICO v—FIIBD HUN BRI EDET, X
iERDT ST 4w I T XFILBEDT =T 770 bH B B>THEDH, BENTORETRTIINTLE T,

Features

BEROBAE. FYALICTOVIBRUTOS y—FHULET, TFIXLDIHFE. BLXOXFRPEBO—HHIS v—FK
LEY. Pv—THOTOCIRBHI L —LICOc>TITONET, CORFEICED, B—OXREIHIv—THTL
—LICKBELEZORL T,

BREESR (ETA) & 727574 TR R F/1E Selective H.264 TEBIEIN/FF T,
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JOJLvSJE—-ROENE
T7 N ETIE [®RrmE] RUD—8ED Bl [F] (F74I0). £E UR] oFs. 7oLy TE—
RIZX 2 NTIRRET T,
7O07L vy TE—RIE. ROBEISEEINICA T EHINAEW) ICBED T,

o [RmmE] A [BICHEBX] £ RENIIERE] TH3

o [BALT T T v RDEBRBRE] B BEY ] THS

e [EMICETAOI—Tyvo2ERT 3] H [EESFICER] (2EED H.264 AEELWES) TH3
7O Ly ST E—RDBRENARETHZHBE. T 7 AL FTIIROVWTNHDIKRRICK > TEMICED £9,

o fEATTREAHIHEN 2 Mbps Z FEI>TW3
o Ry bT—UEEN 200 S URE EESTWVS

E-FOYIDBIADRELLERIZ. BURY FT—IORRADPBEENTH>TH, ZOE— FHRM 10 WEMSGEIH
9,

7O7L vy TE-ROBEOEE

7OJL Yy T E—ROBEZZTETZICIE. ROOATV RERITLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

value IZIFRDEZ AN L& T

0=%RA47 (WHEBZHBETHEALBEVTETWV)

1=88 (Ry bT—TRE. TTIFIMEICEDWTA YA TZYIDEZSB)
2= EEA >

BEIE—F (1) OBE ROIAYYROVWTNAZETLT. 7OJL Yy TE—RIMIDEBEDZ L EWVMEZEET
REXR
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

value iZid Kbps BID L EWME (F7 4L+ =2,048) ZANALEY

5): HiEEH 4Mbps 2 FEZ . 7OV Ly TE—ROBFVICYIDEDD Y
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

value ICIZFS UMBEMDOLIWME (74 F=200) #EANAOLET

Bl: =y hT—TEEN 100 S UBETREIZ . AT LY TE—RDBFUICTIDEDD £,

GRID LSbd 3D U571 v

March 11,2024

e

Linux VDA T NVIDIAGRID 3D 71— K721 TA& <. GRID U@ 3D h— RBHR— T3 & SICHEEDIERI N
Ll

TR =)

GRID b 3D IS5 71 v o ADMHEE= AT BICIE. UTZ2RTIILENHD XY !

e FilEKMH e LT XDamage Z1 >R h—JLL £, BF. XDamage (& XServer OiisRigaE: L TFEEL T
WEd,

o LinuxVDA %1 > X b—=ILg3BEaIE. CTX_XDL_HDX_3D_PRO%ZYIC:REL 9. REZTHICOWT
i&. TFIE6: Runtime Environmentzty b7y 7L TA YA M—ILEZRET T3] ZBBLTIET W,

19
Xorg oM 7 71l

CERAD 3D A= R EFSAN=DNVIDIA Di5E. BT 7 ILIZEFBTY YA M—IILELUVRESNE T,

oTEED 3D H—F

CEAD 3D A—R RS N—MNVIDIA LM DIBEIE. /etc/X11/ICA YA =ILEThTW3 407> 7L
— MBI 7 7N EEETIZHELRHD £,

« ctx-driver_name-1.conf
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+ ctx-driver_name-2.conf
o ctx-driver_name-3.conf
« ctx-driver_name-4.conf

ctx-driver_name-1.conf #ffllx L TERLENS. UTOFIBICK-TTF>FL—bER I 7L EEELF
EN
1. driver_name . REORSAN—FTEIRITILEIW,
freziE. RIanN—attinteloBEd. BT 7rILlE8%Zzctx-intel-1.confICEETEZXT,
2. EFFRSAN—ERZEMLET,

BFTL— BT 71 ILICIE, TDevicel L WS ERIDEIS 3 VAHD. AXYEFTFIRINATVET,
COEI2avTIRd ETARSAN—ERZLRLET, ETA RS N—BERZEMT DHIC. COEY
avEEMILET, COtI>avEEMICTRICE:

a) HETASIRMTINTVWSE 3D hA—RACM REZSBLTUERBREERLET. 1T IBH T 71
WEERTEET, LInuXVDAICA Y > a v FERALTVWAWVWE S, RA T TBRI7 71 ILEE
BLT. O—ANLRIET3D A—FHBERIRETH D e EHBRBLEF T,

b) X157« 7 71)LdD [Devicel] £ 3> % ctx-driver_name-l.conf icJF—L 7,

3. ROOAY Y RERITLT. FIEL TRELLER 7 71 ILE% Linux VDA BRBRETER L SICLYAMUF
—ZRELEFT,
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_Sz" -v "

DriverName" -d "intel" --force
<!--NeedCopy-->

GRID 9D 3D 57 ¢ w O BEZBRICT 3
GRID Wb 3D 57 1w VHEEIET 7 )L F TEITT, RO K% XE{TL T XDamageEnabled % 1 ic
HRETDI L TEMITITET,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "0x00000001" --force
<!--NeedCopy-->

A e Rl 274
T2371 v IHADBVWHXFHRITT S

O—ALT3ID 75— ERTTE IRTZEYICHEELTWVWRDIZT T 71 v IHAODBWE FIZREA
BThHhdrddc. REIZNITY, /opt/Citrix/VDA/bin/setlog %M L T GFX_X11 % verbose IC:&E 7 %

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 255



Linux Virtual Delivery Agent 2107

CETTNYTRICAL—BHRENELET,

N=RIxT7ITVOA—FT4 VT HHEEL L

COBBEETIRY 7Y T7IV -T2 DHEFR—FLTVET,

RS — DR

April 7,2022

1AY=L

Linux VDA OEFIZOWTIEA YA R=ILD FEY IZBEB LTI,

I3EZESIE

Linux VDA XY 75— DA Y X h—ILENC. ROKEFRFEEA VXA —ILLET,

RHEL/CentOS:

sudo yum -y install
sudo yum -y install
sudo yum -y install

sudo yum -y install
<!--NeedCopy-->

SLES/SELD:

sudo zypper install
sudo zypper install
sudo zypper install

sudo zypper install
<!--NeedCopy-->

Ubuntu:

openldap
libxml2
cyrus-sasl

cyrus-sasl-gssapi

openldap2
Libxml2
cyrus-sas'l

cyrus-sasl-gssapi

sudo apt-get install -y libldap-2.4-2
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sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
<!--NeedCopy-->

WAL
Citrix Studio R > —38BF

Citrix Studio ®R U > —RFREIF. ROBEZITVET,

1. Citrix Studio #B= %7,

2. [RUS—=] NI ZBIRLES,

3. [(RUS—offpl] #0Uv o L&Y,

4. TRUS—HR—b—E] IB>TRUS—ZRELE T,

VDA T® LDAP —N\—DHE

Linux VDA T®D LDAP H—N\—DRBRTEIFE. BE— R X1V DRIBETIINEBTIEHD FEHAD. BHRXIVELUVE
BIA LA NDRIBTIINETY, cNHDIRIET LDAP BZFE RT3 ICIE. KU > —H—E XIZ LDAP t—/N—
DRENMBETT,
Linux VDA —S D14 > X b—JL&IC. ROAY >V RERITLET,
/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

FTARTOLDAP —N—%, #RINZHRXTHS LDAP DB K X1 & (FQDN) & & LDAP R—t+d
ZAR—ZAXTIH D—E (l: adl.mycompany.com:389 ad2.mycomany.com:389) TAAL £,

LDAP servers, however if DNS is unable to

»>f LDAP Fully Qualified Domain Names (FODNs

f at least one LDAP server. [<none>]: |

7o, ctxreg AV UV REEITLT. COREZL DRI MIICHEETAL LD TIFT:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.
mycompany.com:389 ad2.mycomany.com:389" --force

<!--NeedCopy-->
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RS — 5K~ h—8

April 7,2022

Linux VDA RU > —HR—~—&

Studio KU > —

7347 ~0O—

F—H [ 2

UselLocalTimeOfClieat—+—

EPa-I

ICA\Z 1 LY — 4l

T AL ME

P—N—DRA LY

ANEALY—2% il —>=FERT3

FHET3

ICA F1EHIE IcaRoundTripCheckEnabtéd — 4% — ICAA\TY Ra—%— FHi (1)
EZH2UVY

ICA FEAIZE R IcaRoundTripCheckPariod 2 —4%— ICATYka—H— 15
EZHUVY

7 RILESD ICA  IcaRoundTripCheckWihetddle- % — ICA\TY Ra—%— #3(0)

FHEAE EZHRUVY

vy arveEog  LimitOverallBw a—H— ICA\F = 0

Kigig

F—F1F)41L  LimitAudioBw a—4— ICA\B 1S 0

7~ ORAXHEHE

(Kbps)

F—=FaoF)H1L  LimitAudioBwPercentt—4'— ICA\& 1S 0

7 b OBRKFEE

(%)

USB #1224 LimitUSBBw a—4— ICA\FiZ = 0

1LU bDRKHE

1]

USBFN1RUA LimitUSBBwPercent 21— — ICA\B 1S 0

1L ~OEEIE

(%)

o)y FiR—rU4  LimitClipbdBW d—4— ICA\®# 1R 0

1LY bORKEHE

& (Kbps)

oy FR—KRUA  LimitClipbdBWPercemt—1'— ICA\F 11 0

1LU bDRKHE

& (%)
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Studio R > —

Z7AINIZALLY
k ORATEHIE
(Kbps)
TZ71ILIRALY
~omATIEE (%)
T E—UAALL
7 L ORAXTEE
(Kbps)

T a—UA1L
7~ ORKXFEE
(%)

WebSocket &4t

WebSocket R—
&=
WebSocket 548>
Nn3EGTT — /N —
—B

ICA Keep-Alive

ICA Keep-Alive #
1LTY k
ICAYRF—R—h
DES

HDX 7477« 7
FZ>Y2R—k
v arvEEOR
K

BiEg Ul oFBL
NI
tyyarvEEOR
RHOR—+ES
Ty a3 EEOR
FORALTI
9347 ~DOBE)
B

OSATY =T
1 FVEALY b

S e

LimitCdmBw d—4—

LimitCdmBwPercentz—+—

LimitPrinterBw a—H—

LimitPrinterBwPercent—1—

AcceptWebSocketsCannéttiony —

WebSocketsPort aAvEa—4—

WSTrustedOriginServeekista — 4 —

SendICAKeepAlives J>Ea1—%—

ICAKeepAliveTimeouti v E 2 —% —
IcaListenerPortNumber £ a2 —4%—
HDXoverUDP AYEa—%—
AcceptSessionReliabitity€onneztions
ReconnectionUiTransparencylevel
SessionReliabilityPori > 2 —%—
SessionReliabilityTineowt 2 — % —

AllowAutoClientReconredt—

AllowAudioRedirection—14—

Ea-L

ICA\F 118

ICA\%: 1518

ICA\F i 1E

ICA\F i 1E

ICA\WebSockets
ICA\WebSockets

ICA\WebSockets

ICA Keep-Alive

ICA Keep-Alive

ICA

ICA

ICA\ty>avER
DIRFF
ICAZS17> kD
SEE
ICA\tv> 3 >E®
DIRFF
ICA\tv>a>vER
DIRFF
ICA\YS17> kD
B EnE4T
F—TaF

FI7FILME

s
8008

ICA Keep-Alive X
wt— (0) X
L7A&w

60 #

1494

Bk (2)

# (1)

80%

2598

180 #

(1)

#77 (1)
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Studio R > —

9SAT NI
A=) LT
PDFa=nN—%)~7
> a—%aEER
EXA)
A2l SR A
—DOXYvEYJEEH
g2l

II3AT7RT )y
TR—RULEALY
~

247>k~ USB
TNARIEA LY
~
25147~ USB
TRARUEALY
~ARAY

Bhim £/

IV SBELE

FRETIRMTL—
L

=7y hTL—L4
E34

FRNmE
ERicET4a—7
v OEERTS
EF# a-7voIc
N—RYz7I>3
—Ta I %ERL
E3C)
HERERBR O EHE
ZERT 3

S e

AllowPrinterRedir a1—#—

AutoCreatePDFPrinter —+—

DriverMappinglList 1——

AllowClipboardRedirz—'—
AllowUSBRedir

2—4—

USBDeviceRules a—4—

Ea-L

Nl

Nl

ENRl

o)y FhR—FK

uSB

USB

MovinglmageCompressigh€onfiguration Thinwire

ExtraColorCompressima-#'—

TargetedMinimumFramesPerSecond

FramesPerSecond I1—#—

VisualQuality a—H—

VideoCodec a—4—

UseHardwareEncodimgFdrideoCodec

AllowVisuallyLosslessCemfipression

Thinwire

Thinwire

Thinwire

Thinwire

Thinwire

Thinwire

Thinwire

FI7FILME

%77 (1)

239 (0)

"Microsoft
XPS Document
Writer x,
Deny;Send to
Microsoft

OneNote x,

Deny"
AT (1)

“\077

B (1)
=5 (0)
10fps

30fps

= (3)

BRSNS AER
33 (3)
B3 (1)

=39 (0)
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Studio R > —

3D EfgTU—o0O—
K ORE W
BRI ZT1vD
Z2DBEERE
B8

D3ATRIAY
DEALD~
RAtvIa ¥
Eil:STm b o S P
R
Controller o B}
EHEEMCTS
1)y TR— RER
BHE—F
T34 < ERER
E—FK

Speex RAME
D247 MRZA
TICEBEST S
U547 MR
XRS17
75472 MIBERE
FKS17
747> MIZO
wyE—RZ17
IS4 T7 > MRy
FDO—ORS0T
I2A4T72RSA
JUEAILY b+
ISAT7Y MRS
1T \DFHAHEDE
B7otX
F—R—ROBEEE

~

*—%

e

OptimizeFor3dWorkloaet —

PreferredColorDeptha—#—

SoundQuality

2—4—

AllowMicrophoneRedir——

MaximumNumberOfSesditins- 2 —

ConcurrentLogonsToterarice— % —

EnableAutoUpdateOftortrotters—

ClipboardSelectionUpdateMode

PrimarySelectionUpdatetilode

MaxSpeexQuality

AutoConnectDrives

AllowCdromDrives

AllowFixedDrives

AllowFloppyDrives

a—t—
a1——

24—

1—H—

2—H—

AllowNetworkDrives 21— —

AllowDriveRedir

2—4—

ReadOnlyMappedDrise—'—

AllowAutoKeyboardPoplp—

Ea-L

Thinwire

Thinwire

BEEE
AEEE

Virtual Delivery
Agent 7€
Iy TR—R

oYy FR—R

FT—Ta%
TrFANIEALLY
~/CDM
TrANIEALY
+/CDM
TFANLIEALLY
+/CDM
TrFANIEALLY
~/CDM
TrANIEALY
+/CDM
Tr7ANLIEALLY
+/CDM
TrANIEALLY
~/CDM

MRVC

FI7FILME

=39 (0)

24y hETEIL

FT—7T41

PRI (1)

AT (1)

#77 (1)

PRI (1)

=39 (0)

=39 (0)
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Studio R > —

TRIMYTET S
17> DT 71
IWERZEFAI T
TR MY TH5T
FIINEAT >V O—
N
TRIRYIIZT 7
1IE7yFO—R
twyarr7IRIL
BAI—
twyarr7IRIL
24 I— DR
v a>a2a
<—

v a>a2a
< — D PR

E:

*—%

AllowFileTransfer

B

3—HF—

AllowFileDownload 1—#%—

AllowFileUpload

24—

EnableSessionldleTimert—

SessionldleTimerintenvaty —

EnableSessionDiscormectFmer

SessionDisconnectTimerferiod

Ea-L

7 71 IVER%

7 71 IVER%

771 IE%E

tyrarrIv—

tyarvEAIT—

tyigaraAIY—

vy garaAIv—

FI7FILME

e

el

el

B3 (1)

1,440 %

239 (0)

1,440 4

Windows Virtual Delivery Agent (VDA) ®&#h'. User Datagram Protocol (UDP) TO % —7F 1 ##x

EEHR—FLTWET, Linux VDA TIFHR—FINTULEEA,

(UDP) TOA—FT 1A UTINEZALESYIR—r] ZHBLTLETL,

Citrix RU > —REZFEA L T, CitrixStudio oty > a ViEHI Y —2BRTIT£7:

7L <I&. TUser Datagram Protocol

e By aruTARILEZAY— A RIREDEY Y a VICEESIREZERTINESHERELE T,
e LWl ayTARILEZAT—DORIR: 71 RILREDOEY S 3V ORBSIRERELET, Ty a>y7aR
WEZAI—=H [BW] ICB>TWTC, PIVT0 7Bty a R EINERBRERNICI——ANT%E2ZELE

h o T=Ha.

v aviIgEnE g,

o Pty a A7 — S hicty s a VICHEGIRZERTEDESHZRELE T,
o ity arZAY—O/R: Yichicty a0l 3733 ETORBERELE T,

CORIS—REDVWITINANZEET ZI5HI1F. BIRSATREN—BELTVWE I ZRIBLTILEEL,

T4 RIVREDE Y 3 Y OFHIREEIRBTI . BEEXvE—IJHRRINET, fle LT UTFORI)—>
23y hEZBLTIRETL, [OK] ##87r, EEXvtE—JREBLEIN tyoaveaE7o570JICRDOIL
B3TEFEFEHA,. By arvaET7IT1 JIRDICIE. PARILEZAR—Z2 Uty b T3HDI—F—ANNHKBET

¥o
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Your session has been idle For the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

RoRY =&, Citrix Studio N—=3> 712 LIBETHERTI 7,

+ MaxSpeexQuality
fid (%0 : [0~10]
TIAINME: 5
EEZ
A—FT4AVAAL YT, BENRELIIBEDBE. A —T 1747 —2% Speex TT>YI—RLEY (B
BOR)S—%58H), Speex IS5 HE2HS501—FTvITHD. A\NIEEESOREEBEICLTERLET,
ZOMOBFTEI—T VI LBV, BELEY FL—FDONF U REFETEEY, Speex DT> OA—F 1 >4
7Ot FEACDFE. 05 10 DEFORE/NS X —4—THIHL 7, MEIFEWVEE. Ev L
—rbE<AEDET,
Speex mAREIZ. &mED Speex MEZBER L (EERECHHEHIRICE > TAH—T+FT7—2%2IT >0
—RLET (A—FToFVLEAL Y bBLCTHBFIROR ) > —58), BERELNFOZE. T>1—4—
RBREBHE-—FO. SOBVWHYTILL—MIBDFET, BEREINMBOHBE. T I1—4—EHE—F
T. DBV TILL—RMIARDET, AL Speex RETH., E—REEYML—FIERDFT, &5
@ Speex @EIF. UTOEMGE/LIRADMETT,

- MEH Speex RAREMUT
- Ev bL— O EEHERRULT

RERE: FE. A—FT1 A VL1 LY bOERKEEIE

« PrimarySelectionUpdateMode
& (F1%): [[0,1,2,3]]
TIAILMME: 3
=2
TIATUBERIE. T—4ZERL. YIROPRRRZVEFBLTHMD T2 BEICERAINET,
CDFEIF. LINUXVDATOFSATUBROEELN I SA TV bDI Uy FR—RTEHRINZIHDESH
EHELET (FEOBEBLEAK . EICIE. ROA4D20FT>a>hHDFT:
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Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
: +uesktop O35, 7.8 Server 05, 7.8
Desl‘ftop 05, ? 9 Senrer 05,79 Desl-:top 05, ? 1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BIROEFEIRZISAT7YFTHRIALTHERINEEA
Linux VDA TO 7 AR UBRDEEICEL > T V317 LDV Uy FR—RIZEHINEE A
ISATYRDOTSARIVBROEEICELD. LinuxVDA DY Uy FR—ROAEFHRINZZEHD F
Ao

- RAMEROEEIZIISAT7 Y FTEHRTNEEA
Linux VDA TOFSARUBROEBICL > T, 95047V EDI Uy TR—RIFEHFINFE A
ISAT7DTSAIEROEEIZEL D, LinuxVDA DY) w TR—RHAEFHINET,

- VA7V NEROEEIFRR S TEHRINIEA
Linux VDA TO IS4 UVBROEEICEL > T V51TV M EDI Uy TR—RHBEHINET, ¥
SATY DT AT )BEROEEICELD, LinuxVDA DI Uy T R—RHABHINZ CidHD £
Ao

- BROXEIF. 51TV ERANOBATERINET
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Linux VDA TO 74T VBEROEEICEL > T, 517

DOy TR—

SATURDTSAREROEBICED. Linux VDA Do) w FR—
IV TFIAIMETY,
BEESRE: 7y TR—R&EREHE—R

« ClipboardSelectionUpdateMode

e

(51%)

FI7 4L ME

i

1)y TiR—
1)y FR—

Microsoft Windows &% U v FiR—

ZDR)>—IF. Linux VDA TD o) w FR—

[[0, 1,2, 3]]

KIBGEICERALET,
RIR{EICRE
RBEROLZEN I 1T

NESHZEFBLEY (EDHBEHER) . BEICIE. RDA4D2DF T3> hHbET:!

)y FiR—

YhDoU Yy TR—

FHEFINET, U
FHEHEINET, DA T

FERIE. W<ODDTFT—FZBIRL. a—bAy bXZa—0 TOE—] ZBRITZAL.
RICTOE—1 $3 ¢ zBATHICE RERIFZ. EIC

BELTEASIN. 750 UEBRIE Linux B DERIETY,
FTEHINS

Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

| Selection changes are updated on both client and host =

Selection changes are not updated on neither client nor host

host
Host selection changes are not updated to client

Appl Client selection ch anges are not updated to host

Virtu changs are updated on both dlient and hast O5, 7.1 Desktop 05, 7.5 Server
08, % T el Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,7 9 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server OF, 7.14 Desktop OS5, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS5, 1808 Desktop OS5, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

3

ted only

Select

lancel

o IR

- BIROLTEIZISAT
Linux VDA TD o w FR—

YETHRIAPTHERINEEA

FEROEZEEICE>T. 953472 DY)y TFR—

FiFEFfEIhEE
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Ao V34TV rDI Uy TR-RFBROEEICED. LINuXVDADZ Yy TR—REAEHINZ L
iEHOEHEA

- RZAMEROEERFISA 7Y FTEHINEEA
LinuxVDATO oIV w TR—RBROEEICE>T. 9517V bEDI Uy FR—RBERIhEE
Ao VAT DY)y TR—REROEEICED. LinuXVDA DY Uy FR—RHAEHINE T,

- U547V MEROZEIF. RAMTEHINEEA
LinuxVDATO o )y FHR— RBIROEBICL > T 54TV M EDI Uy TR—RHEBHINF
T VATV DIy TR—RBIROEEICLD. LinuxVDA DT ) v ITR—RABIHINZZ L
IFHHEEA

- BIROTE. V717V MR MOEAETEHRINET
Linux VDA T o Uy 7HR—REROEEICL 2T 9547 bEDI Uy ITR—RHBEHINE
o VATV DIy TR—RBIROEFEICLD., LinuxVDAD I Uy T R—RHBEHINET,
AT a v T I FILMETY,

BERTE: TSIV BRIREHRE—NR
:
Linux VDA Tld. 20w TR—RBRE 754 VBEROEADHR— b INTVET, LinuxVDA o510

7Y rEOAE—E L VD MITOBEZFIE T BICIE. 7V Y TR—FEREME-—RFC TSI VERE
ME-—FOEAZRCEICRET S L ZHE#OLET,

IPV6 D&M

October 9, 2021

Linux VDA Tli&. Citrix Virtual Apps and Desktops IC IPv6 # A TE £, COEERFRAT I Ik XD
AISFRLTLES W,

o FaTIRRYIIRIET. IPV6 ABARBICEMICE > TLWAWEE. IPVABMERINE Y,
o IPVAIRIET IPV6 #EMICT B . Linux VDA I3t#EEL £t Ao

BE.
o Linux VDA 213 TlEH <. %y hT—0BE2ED IPV6 THEIHELNHD £,

+ Centrify TIdE 27 IPV6 #H7R— L TULEE A

LinuxVDAZ - > Z ~k—=JLLTWBBE. IPVv6 ORRIGEY b7y TR XIRBBESHD £t A
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Linux VDA T IPv6 %17 3

Linux VDA oMz ZE 9 3HiIC. WETIPV6 %y bT—2 T LINuX REY S VA MEEL TV 2R T M E
DRHDET, IPv6 DEEICEIET 2 2 DDLU F—HDHDFT,

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

OnlyUselPv6ControllerRegistration % 1 (238 L T. Linux VDA TIPv6 #B#ICL £7:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

Linux VDA IZEB#B O Xy b7 —0 1> 2—T 214 A0 H 3K A, ControllerRegistrationlPv6Netmask T
Linux VDA ERICER T3y b T—0A4 Y Z—T 11 A%IEETIT XY
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPv6Netmask " -d "{
IPv6 netmask }

" ——force
<!--NeedCopy-->

{IPv6 netmask} zEEDx v b<Y X (2000::/64 HY) ICBSMWZFT,

Citrix Virtual Apps and Desktops T® IPv6 BRICDWTEEL < &, TIPv4/IPv6 support) 28RBL TS
LYo

cZTINoa—FTa>D

BARD IPV6 % b —VBIEZF v LTH S, pingb =EA L TAD &0 Delivery Controller iciETE
BB LET,

Citrix h X4<T—T O ZARYIT>YR@EFOY 5L (CEIP) DR

October 9, 2021

CEIPi2B8mMd 3. ERDOHH LUERRRBERD. Citrix SROBESLIUN T +—I >V XZALIEZEH
TEEINET, COBZT—20IE—E. LDORED DMEMICHITT S7-0IC Google Analytics (GA) I£H
EEINET,
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T74IETiE. I—H—Id Linux VDA O > X b—)LEFIC CEIP ICEEITEML 9, LinuxVDAD1 > X h—
IDSBLETHEIC. YIET—27y7O—-RATThNET, COTITAIMRERFILIAMITEETETEY,

+ CEIPSwitch

CEIP ZBRELIFEMCTEILSAMIERE (74 KF0):
$£BFF: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Zai1: CEIPSwitch

BOT—%: 1=, 0=F#
KisEDHZE. CEIP ZEMTY,

9347 ETROOATY RZRTLTCEIP ZEMICTES &7

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

« GASwitch
GAZBMELIZEMITEILIIMIERE (F74ILME0):
1£Fr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
#Zui: GASwitch
fEDTF—%: 1=#%. 0=58%
FIEEDHE. GAIFEMTT,
34T ETROOIR Y RZRITLTGAZEMICTEEY !

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "1"
<!--NeedCopy-->

+ DataPersistPath
F—AK&EIINR (T 7+ k&/var/xdl/ceip) =HIET 3L IR NURE:
%BFf: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Zni: DataPersistPath
fEDT—%: XF5

ROARVRZRITLTCDNRZERETEE T,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\
Citrix\CEIP" -v "DataPersistPath" -d "your_path"

<!--NeedCopy-->

B LANZIDEFEELEWLTIEIATERWEE, T—2RB T 74 ENARICRESNE T,

Linux VDA h' 5 iR hfz CEIP 7—%

ROKRTIF. NESNZEBOBROBEOHZENLET. T—FTE. BEREZHRET S IXRTOFHAIEFN

FtA

F—SRA b

I O—-NIL—E#HF

ADV)a—>3ay

Linux A—=xILON— 3>

LVDAN—=2 3>

LVDA OE#F E o3RO > X b
=

LVDA D1 > X b—IL A%

HDX 3D Pro B’ &zH &5 H

VDI E— RO EHLDLESH

SRTLOOT—I

LVDA F—# —E X DOHFiEIF RS

i

GPU #&Esa
CPU O7

*—%

machine_guid

ad_solution

kernel_version

vda_version

update_or_fresh_install

install_method

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type

cpu_cores

A

T—RDORETDOI S > ZHA

ITVDRAAVBMARERYS T
F R bXXFF
ROVDA—RIWN—=3>zRT
TEZSXFT

1Y =)LEINTLS Linux VDA
DON—=2a>&ERTTHFRXXF,
IRED Linux VDA X r—high
HAVRAM=ILTHZ2ODEHTH
20h 2R TFRIXFY

WED Linux VDA Xy ir—oh
MCS. PVS, 81> =)L, &
TEFEFHI X =ILOVWT RO T
ATYRAM=LEINEDZERTTER
kXX F51

<> > T HDX3D Pro BAEh S5
HERTTFRXFY

VDI E— RO BERHE S D ZERT T
F R EXFF
coXR>>oOT—)IZRITFR
kXX F51

dd-hh:mm:ss fz=X (f:
10-17:22:19) Ic&Bctxhdxs &
Uctxvdat—E X nHiCEEEhEE
&

<> >® GPU ofEsE

Y2 >D CPU 78z B
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F—gRA b

CPU k%K

MEXEIVTFAX

EFmcnfictyia#

Linux OS o&Zris LUN—C gy

ttyiarx—

Y —XDEHE

TOT1 Ty a VB

v 3 VARG

Receiver v 51 7> b0iEE

Receiver o514 7> bN—2 5

>

ENRIE1%L

USB U4 L& ~E¥k

Gfx 7ON1 4 —DiEE

v RUD[EIER

I—H—PBIRLIEH

*—%

cpu_frequency

memory_size

session_launch

0S_name_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

Bt

CPU oK%k (MHz) =R Z81N
b

YMEXEUDH X (KB) ZRdE
4
ZOT—HRT1Y M EIE LIRS
TV EICHoEEISI N (O
TXBEHEIIEGRES) Ty
3 YO Z R B

I>>® Linux 0S g /N—
3VERTTFINXFS
F—R2DRETDOE Y a > EH

Bgsnftty>ra>olV—o
BEERITERANNFY: TRY
by FEIF<appname>
vy ayo7o T« TREORE
ICER. v 3 Vit BiEst
KHOR2H. B—DEvI 3>
D7 T4 TREHIEICHZ
NHbEd
AJF>hro0JdA7EFTOEY S
3 ¥ OHGRE O RTFICHER
tyaroEFICERTINE
Citrix Workspace 7 7\) &%
TYEH

Ty aroEFICERTINE
Citrix Workspace 77U pN—2
IVERTTFRNXFY

v a THREREZER LR
B RIEHY

w3 >TUSBF/NA X%EFER
LBz g B
twarvoss7cvo7OnNA
A—OEEERT TR XTSI
Ty a sy FUThiE#%E
TYEHR
A—H—HBRLITRTOEE
L. BHINIERVLXFES
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F—aRA >k *—% A

AI—hrH—RUALL I AD>  scard_redirecting_count AX—bA—RULEILY DY

~ avadFArELvtEyavH
T7UOI-H—BECERTND
[El# % T 9

USBUA1L Y FDRE

April 7, 2022

USB 7/ Rid. Citrix Workspace 7 71 & LinuxVDA ¥ by FRETHEINE T, USBFNA IHFRY
FyAICVAA LI bENBE. USBTNRAZZO—AIIIERINTVWEIHLDESICERTZENTEET,

7 O

v hT—UBEN 100 S UBKREDIZSIF. USBUAAL Y b RT3 2880 LET. *y b T—
VBN 200 S UMZEBR35EIF. USBUAAL I FZEALBVTREEL,

USBUSA LY ~DEREEE LT, RD 3 DHFEIFENET,

« A=FY—2FOVTY OB (VHCI)
« VHCI #—E 2
+ USB#—EZ

F—7>—XVHCI:

USBUAAL IO OWEEICED. IPRY FT—0 L TOXTLZHBETZABUSB TN IZRAELEZT. C
OHEEIE LINUX =R R SAN—BLVI—HF—E—RDSATFIVTEBRINTED, 2—H—ldHh—FILKS
AN—CBELTIRTOUSBT—2EBMEBTEZHTEET, Linux VDADEANTIZ. VHCIDA—FILKS
1 N—7 Citrix TEMBEINEd, 7272 L. Linux VDA r Citrix Workspace 7 7URB® USB ¥ —ZEEIE g~
T Citrix ICA 7O RNy r—=JITBMEI N X T,

VHCI H—E X

VHCI #—E X, Citrix b2t d 5. VHCl A—RILEZa— L DBEDHDF—TVY—IY—EZXTY, C
DY —EXIFVHCI & Citrix USB  —EXDBD7— o1& LTHREL £ 7,

USBH—EX:

USB #—E X, USB FNA XA TORBUE LUV T —2EGEE IR TERT S Citrix EP2—-/LTY,
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USBUSALI DL H

BE. LInuxVDAAD USB FNA ROUZA LY MHERICTONBZ . TNA X/ — KRB ZXF Ld/dev /XRIC
ERSN&E . 7Sl VALY RENITNARB T U T« F7% Linux VDA v > 3 Y TEATIAVIEED
HDET, USBTNAIDEBICHEET BDES MR IAN—ICE > TRED, —FHOT/NA RIEIEFNE RSN
—EZBBELET, FIAN—DREEIATLAEWEE, UZC LT I USB 7N RIET Y7« J7% Linux
VDAY avIlT7IoERATEE A, BEICUSB TNA R EZESTBICIE. ELKRZAN—2rY X b—JLL
TYRATLERELTIRE L,

Linux VDA [, 754 7> hEORITU# LY MERICTDAL USB F/A1 ZO—BEHR— L TLE T,
Fhe. FAA R HICUSB 7o RIMBIICR IS I N B, I—H—IHBHORES L TF 1 RVICT IR
TEET,

HR— kTN TW3 USB 7/V1 R
RDOFNA RUFE. LINUXVDADZDN—2 30 HR—FLTVWBRIEREREINTVWET, HOTNT XEFEHRAT
3. FHEDERIGELZBELHD ET,

pa

Linux VDA Tid. USB2.0 7O R JILOAHHR— TN E T,

USBYZX L= FNAR VID:PID T7AIWN AT L
Netac Technology Co., Ltd 0dd8:173c FAT32
Kingston DataTraveler 101 II 0951:1625 FAT32
Kingston DataTraveler GT101 1567:8902 FAT32
G2

SanDisk SDCZ80 Flash Drive 0781:5580 FAT32
WD HDD 1058:10B8 FAT32
USB3D ¥ X VID:PID

3DConnexion SpaceMouse Pro 046d: c62b

USB X*v+— VID:PID

Epson Perfection V330 photo 04B8: 0142
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USB US 1LY bDRE

USBFNARDOUAAL Y DEMEE LTEMKIE. Citrix KU > —Ic&DFIINE T, £/ Delivery
Controller R > —%2ERALTTFNA RADOBEZIEETZHTEET, USBUA 1LY L% Linux VDA IC5%
EITBICIE. RORV S —HRAERELE T,

TYRUSBTFNARIVAAL Y MRUS—
7Y R USBFNAZRUAA LY MREI

USB U451 LY DB

Citrix Studio T. 517> b USBTNA ZEDV A ALY b 2B EIFEHICLET (D—UXF—> 3>
DR SDBEDH) o

[REDHE] 41 70OJKYy I XT. UTFTOREZITVE T,

1. [5FAT] ZBRL KT,
2. [OK] 200w o L&Y,

Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS5, 7.5 Desktop OS

®) Allowed
Client USB devices can be mapped, if specified elsewhere

) Prohibited
No client USB devices will be mapped
¥ Details and related settings
Enables or disables redirection of USE devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules
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USB U451 L7 ~MERIORTE

USBUA1 LY bRUS—%FMICLT=5. Citrix Studio ZA L T, Linux VDA TOERZHAI & 7zidB1Ed 3
TNRAREZIEELT, UHIL Y MRAIZRELE I,

[0547> k USBF/AA RUAA LY MRRI 44 705Ky & 2T,

LR 200y o LTUEALY MRAIZEBNT 2D [HRE] 20V v o LTHREORAZREELE T,
2. RADIER Ecl3RmER. [OK] 20Uy I LET,

Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit H Delete Move Up | Move Down

[ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

RNAUSBUAALY FDREICDOWTEL I TCitrix DJAAUSB UA ALY FOEREAT K1 28RBLTLE

T

VHCl A—RILED 2 —ILZBELEFT

USB UA L MEVHCI A—RILEZ a—JL (Uusb-vhci-hcd.kos&Uusb-vhci-iocif.ko) Ic&
STEADET, INSDETa—I)lid. RPM Xy r—2 00— LTLINUXVDAF 4 R hUEa2—> 3 VIcEE
NET, il LINUXAKT A ARV E2—23Y0A—RIILER=ZAVNRAILEINTDHD T, RORICE
rHoNTVET,
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HR—FINATWS LinuX T XU Ea2—>3Y A== 3>
RHEL 8.3. Cent0S 8.3 4.18.0-240
RHEL 8.2, Cent0S 8.2 4.18.0-240
RHEL 8.1, Cent0S 8.1 4.18.0-240
RHEL 7.9. Cent0S 7.9 3.10.0-1160
RHEL 7.8. CentOS 7.8 3.10.0-1160
SUSE 12.5 4.12.14
Ubuntu 20.04 5.4.0-70
Ubuntu 18.04 4.15.0-140
Ubuntu 16.04 4.4.0-206
Debian 10 4.19.0-16
BE:

FRATZIIYOA—FRILD. LINuXVDARB® RS A4 N—IZ3m L TWARWESIE. USB #—E X DEEH %k
HMTBZ3ehHBDET, COHFEIF. VHCI A—RILED 2 —-IILZHEBRL TVWEHEEDH. USBURZAL T K
Wz ERTE XY,

FERTZH—IID Citrix DEELZEY 2 —LICHBELTVWE D R T S

AXVRSAYTROAT YV REZRITL. A—RIDWRIELTWEIHh EERELET:

insmod /Jopt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

ARV RAERICEITINDBEIE. A—RILEDa—/loO—RICKHL. N—a YA Citrix ickD 1R b—
ILENFEDHDITHIGLTWETD,

ARV RORFTIS—HELRBE. A—FILE Crix DEZ 2 —LICHB L TUWAW D, BREOKEHNHD
9,

VHCI h—XILED 2 —ILOBHEE

A—RILET a—=LH Citrix ODN—= 3 VISHIGEL TOAWESIE. KOFIBICKEWVE T,

1. Citrix 4o >vO—R4+ bh5, LWDAY—XO—REHZTYO—-KLEY, £ 3> [LinuxVirtual
Delivery Agent (V—2X)] IC&FN3 771 ILEERLET,
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2. citrix-linux-vda-sources.zip 7 7 1 L &3 L £ 9, linux-vda-sources/vhci-hcd-1.15.zip 2%
L. unzip vhci-hcd-1.15.zipavx >y kEHERALTVHCI Y- 771 L HHELET,

3. LINuXVDA R r—IhHA YA b—ILENTVWR L ZBBLTHS. ROOAXY FOWTIhHERTLE
ER
+ sudo bash ctxusbcfg.sh dkms

CnIaY Y RERITT 3. Dynamic Kernel Module Support (DKMS) 7O S L%&ERL T
VHCl A=W ED2a—)LEEBETET X7, DKMS 13 SUSE TIFFERATET £ A

7
sudo bash ctxusbcfg.sh dkmsdv> Rig. h—FILBEETOY 5L DKMS 70
L% VDAICA YR —ILLET, RHELE LU CentOS 12700 L%EA VR M —ILT B

Ba&. TOIOX > RIE VDA (T Extra Packages for Enterprise Linux (EPEL) UK kU %A
YAL=ILLTHEMICLET,

DKMS i3, W=2 3> 4xXy Do N—2a3 Y EXYANDESBA—RILDASv—=T v TIL
—RrERTIZ L. VHCl A—%JLEY a2 —)L (usb-vhci-hcd.kos & ¥usb-vheci-
jocif.ko) DIERICKKTZHEEN DD 9, DKMS BB LzBE&IE. sudo bash
ctxusbcfg.sh dkmszBEZTLEI,

+ sudo bash ctxusbcfg.sh build
COOAXYRIF.DKMS A7 3> B LTVHC A—RILED 2a—ILEBRELVA VA M—ILLET,
USBUAALY FEED STV a—TFTa 27

Dt a> T LinuxVDA DERICHEITZTIEIEFLMBEDO LS TN a—T 1 Y JICDVWTHBLET,

UEALI RSN USB T RUZI T2 MERTE RV

Linux VDA Ti&. Citrix Workspace 77U 5 UA ALY hEINTRTOUSB T+ RVDT o241l 3
e, TNSDTNARZ TR TEEREERTEEL. VAL IFINETNTIRICABEEDAD T IEZRATES
SSICLTVWET, 2078, BEBEEREZFLAVI—HY—FT NI REZIT Y MERTE £E A
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r o

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

USBTrXIDUSAALY bERELETBET 71ILHRbNS

USBT7T1 X2ty a ilUZALINLT TARAVLETOT 7AIIVDIERBETT 1+ RV EBE L EIC.
Citrix Workspace 7 7V DYV —I)LN—%ERALTEBICUA AL I b 2EIET R, TEFIBERLIET 741
IBEDONBZ BN FEFT, COMEIF. T77 NS RTLICT—FEEZIALEXEY vy oadTr7a
WORTFLIERTYMEINBZ D FRERTEELE T, T2 T AV ZDHDICIFETAEFNh EFHE A, Citrix
Workspace 77U DY —ILN—%FERLTIEAL Y rEFLELIEBE. T—ART1RAVICT75yv > a3h3E
BAE-> TWaWed. T—2hkbnEd, COMBZMAATIICIE. F—IFIDsync AX Y REFERLTT
—BETARIICT Ty alThoUSBUAAL Y hEEILELET,

F A

userl@rhel7dworlk:~ - o x

File Edit View Search Terminal Help

[userl@rhel7dwork ~]1%
[userl@rhel7dwork ~]% sync
[userl@rhel74dwork ~1%

Citrix Workspace 7 7U DY —ILN—IZTFNA ZHEON B RVEE

Citrix Workspace 77U DY —IILIN—ICTFNA ABRRINBL ARZ e HD EFTH. TNRIEUSBUFILY
FAMTONTVWAWCEEZETRLFET. BENRELIEER. RORZHEIBL TSIV,

e RUS—H USBUAA LY L ZFRTIREICHE>TWVD
e A—RILEZa—Lb FATBZA—RILICHIELTVS
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e | B e P, " Pl H

Home Ctrl+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

E:

[7/81 ] 2714 Linux @7 Citrix Workspace 7 7V TERTIT £t Ao

Citrix Workspace 7 71U ®Y —JL/N—IZ USB F /N1 RHRRINBZH [RUS—DFIR] cRBIhUFIL
7 bHREY B

BRENRELBER. ROFIEZERITL T T L.
e LInuxVDARU > =%, UZALY bEBMCTIREICLET,

+ Citrix Workspace 77U DL X U TEBIMOKR U > —FIRDPERINTVWEIN EBBLES, LI MY
/XX T DeviceRules #fB L. CORENTNARADT I EREZEFL TVWHRVWI L ERRBLET:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

#2L <Ix. Knowledge Center ®:8%E TUSB F N\ ZOBEE A1 LU bDBREFEI #BRLTILETIW,

USB Z/N\1 XD U LY MREBICITONBH. £y a>TFNAA REEATIRL

BE. VALY LTEZOIETR—EINTWVWSE USBTNTZXDHEHRD £, DT /N1 XH Linux VDA D7
D717 REYySaVIlUAALINTEBRREELHDET, VAALINLIETNIRICIC, A—Y—DFFEY
%/ =R 2FL0[dev XRICERINE T, L. A—HF—DBFNA REZEBICERTEZHNESMNERS
AN—CBRICE>TRESNE T, FIE (F3J1>Y) LTWVWBRHDDTIERATEIHVWTNARZRDIFIIGE
ld. ZOFNA REFHRINTVARVWEY > —(ZBIIL £7,

pE
USB RS N—DHFEIE. LINuXVDAD T4 RTVDEBEERY TV b EFTVWEY, AI—H— (BLUTNA X%

AVAR=ILLIEFREEDH) IFBMDORER L TT A RIICTIVERATEEYd, MPAR—FINTVWBETNT
ZA—E | ICEBHEHINTLARAVLWTNT XDV TIE. TP BRIV ERDD £7,

HDXWeb /7 X5 77+ E#R

August 15, 2022
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e

Linux VDA £y > a > TERITTNTWBRETARZT IV r—>3>01—%—d. HDXWeb A XS EFAEMHE%E
FRALTWeb AXSZFATERLSICADE Lo COMEEIRT 7 4L FTEMICH>TVWET, ATRETHNIFE
EIZ. HDXWeb AXSETHEME=ERT I 2HE8HLF T,

HDXWeb A XS EFF EMEIF. RBU Web hXSTE—REHMENE T, COZT1TDOWeb hXSETHEHS
TlE REBLY >3 Y TRITSNTVWBETARBET IV —> 3 VICH264 ET A 2 HIFXEL 9. HDX Web
AXSETAREBTIE. IFATYARL =T VIV RTLICEEFNBIILFXT«T7IL—LT—0FT0./0
PICED FYTFYTNARODETHZAZ—ET L. FSYROA-RBESLVEHELET, EFvTFv TN
T RADHETHNS. OSA—RINDRA M=V IT7—F TV FvICHHFAENE R SAN-DRETNATULET,

95147V I Web AXS e OBEEELELET, TOB. Y—N—THENICRRTIZETAD&EE. H—N
—ICEELET. T—N—DWeb XS LEEPDEDETIDITTEHD FHAD. REICEDTRI LY TT
HEBEOIIVZIRUI VAW ESNE T, Citrix Workspace 77U N E T AR EMHET Z7-0. THBHEHLHI N,
WAN >+ U A ToRIE DA ELET,

Webcam Workspace app VDA

Captured N

video

stream Meeting

HDX webcam server Me Q:'g@ > conference
server
Encode and send Send througha
. through the HDX . native app

Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams
with dedicated on-board
video compression (UVC
H264).

looks and actslike a
normal webcam to the
application.

F:

o COOEEIZ. Citrix Workspace 77V 0S4 7> b 6D H264 ETADAHEFR—ELET,

o HAR—FINTULS Web 1 XS DfEEBEIL 48x32 15 1920x1080 DEHETY,

« Web AXS%#ERALTWVWS54E. Citrix Workspace 77U DY —ILN—d [REBAUSB /N1 X] IF
BIRLABWTL TV, BIRTZ . FHLAVEENRET B EEEMNHD £7,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 279



Linux Virtual Delivery Agent 2107

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O Connect automatically Preferred Webcam

(O) Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse

(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

HR—FTNTVLBLINUXTFAXRJE2— 3y

« RHEL 8.4/CentOS 8 (2105)
« RHEL 8.3/Cent0S 8.3

« RHEL 7.9/Cent0S 7.9

« Ubuntu 20.04

« Ubuntu 18.04

« Ubuntu 16.04

» Debian 10

TL2ICTARNEAD Web H X5

Web AXSHEAENIE TL—LL—rP. BRIV FSIMDOLARILBHERED Y, Citrix RETIE. MHD
HEEMREEICRD Web AXSEFERLET:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000
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101

COWEERT 74 FTEMCE>TVET. ChERATBICIE. ROKRELERET T LET:!
b

Citrix Workspace 7 7') @ 2—4'—|&. Desktop Viewer ®» [v12 Web 1 xX3] &RET [IEHELAV]
TERT D TIAINREZ LESTEET,

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Seasion Settings Global Settings
(O) Connect automaticall Preferred \Webcam

|O Do not connect Automatic

(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(0) Do not connect
(® Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA® 1 >R b= L5 T L7=5. VDA 4 Delivery Controller ICE&TE, [N LinuX TR by
Tt v arh Windows EREREFEAL TERICEMTEI3 L zBRBL £ T,

2. VDABA VB =2y MZT7IVEZRATEZ2BRBLTH S, sudo /fopt/Citrix/VDA/sbin/
ctxwcamcfg.shavY RERITLT Web AXS0O#EHERT LE T, VDALY Z—Fy b T ER
HaWESId. FIE3 ICEAFT,

VDA H* Debian 10 77041 SN TWVWBIHEIF. RMOA—RILN—I3 Y TRITINTWB =L
TLESTW, ZRLSMDIBEIF. ROOARYY FZRITLTEMON—RIN=2avICERLET:

sudo apt-get update

sudo apt-get dist-upgrade

sudo reboot
<!--NeedCopy-->

ctxwcamcfg.sh 22U 7 g, RO CICBRIB£ET:

a) FFmpeg. kernel-devel. 8LUVBWH—RILEP a—ILHR—k (DKMS) 7O 5 L% VDA
ICAYRAR=ILLET,
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e FFmpegidE7F 407 1—RIZEATNE Y,

« kernel-develid. ST EIN— 3> DREWeb AXSH—RIILES 2 —ILEHEET S
DICFERATNET,

o DKMS ig. (REBWeb AXSH—RIES a—IL2FMICERET 3 OICERINE T,

7
70495 L% RHEL & U CentOS 11> A —JLF B L. ctxwcamcfg.shzol
ThHA VI b=)LEn. VDADKRD )RS FUDEMICHED £7:

« Extra Packages for Enterprise Linux (EPEL)
« RPM Fusion

b) https://github.com/umlaeute/v4l2loopbackh* 54 —7>v—2a—Rrv4121loopbackz 4
J>O—RL. DKMS #fEB L Tv412loopbackz&E L £,
v4l2loopbackid. VAL2 L—TNy I TFNA ZAZERTEZHA—FRILED2—ILTY,

¢) sudo service ctxwcamsd restartav> R#ZEITLZEJ, Linux VDA ® Web 1 x5
#—E X, ctxwcamsdid. HDXWeb h XS EF A E#E#aED V412 loopbackh—RILED 2
—lzBEEsLTO—-—FLET,

3. VDA LA v B—%y b7 EXNBVESIE. BlOTS > T vél2loopback i—xILEZa—ILZEILRL
THH. VDAICOE—-L XY,

a) 12—y hMIT7OERTE MO VDALELA—RIN=3>DEIL RIS U EEFHLET,
uname -raAY>YRIE. A—RILDON—=J 3> ERDIFTZ2DICKRIBEET,

b) IR >T, sudo mkdir -p /var/xdlav>RERITLET,

¢) /var/xdl/configure_x%. VDAN5/var/xdl/OELRISVIZIE—LET,

d) )L k<> > sudo fopt/Citrix/VDA/sbin/ctxwcamcfg.sha<x > K% =R
TLTH—XILESa—ILZEILRLET, OV RBPEFICRITEINB . /var/lib/
dkms/v4121loopback/1.81b8df79107d1fbf392fdcbaa®51bd227a9c94c1

/$(uname -r)/x86_64/module//\ X iz v4l2loopback.ko 7 7 1 LA EEL S N & T
ctxwcamcfg.sh 20U 7 h&2RITTHE SICRETZAREMOHZ TS —IZEELE T,

e) v4l2loopback.ko #E L R<>>h5 VDAICIE—L T, Jopt/Citrix/VDA/1lib64/IcHER
BELFT,

f) VDA T. sudo service ctxwcamsd restartadvw>RrRExZIFTLTWeb AXSH—-EX
ZHiE# L. v4l2loopback hi—FILEYa—IILEO-RLET,

g) HDXWeb h XS0 7+ E4E#Ee= EAT 2Ri1IC. %9 FFmpeg 704 5 L% VDAICT YR =)L
LTS,
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v 3 vEEOREF DB

December 13,2022

Citrix THR—F TN TWVBITRTD LINUX TS5y T H#—LICIE. Ty a Y EEOFRSEENENINTLE
T Ty avEEOREZ. T NTEMCE>TVWES,

Ty aYEEOREFICEDTICAEY Y avidk. Ry D=0 0FMZIATHY—LLAICBESGINES, ©
v a VEHEDOREBICOWTELLIE. US04 7 Y NOBEEFBESicty > a VY EEORF] Z8BLTLKRED

Lo

A BV avEEORBOESRENL TEESINSET 2. 774 ETRIL—2TFRAETY, €FalUT
1 ZHRRTBD. TISESKZEMICTZrzE8OH L ET, TLSESKICODWTEHLIE MMLSiIZ&31—
P—tvraroRE 28RBLTIRTV

WAL
Citrix Studio R > —%FE

Citrix Studio T. v a3 YEREORFICETZRDR) S —ERETITET,

e vl 3 EEORT

s Ty I VEEROREFDORALT T
s Ty aVEEOFRFOR— FES
BiEs Ulo@EBL AL

FHLIE TEy Y a VEEOREDR) D —EKEI LU V5072 FOBEFHBEZEGOR) O —38RTEl #8BLT
<72¢n

A By I vEEORBFOESGEIEEY Y a Y EEOREOR—MESR) O —%RELLS. VDAY —ERL
HDXH—EX%E ZDIEFTHBREE L THREZEBMICLET,

Linux VDA O%E

s Tyl aVEEOFRED TCP URF—Z2E8MEISEMICTS

TI7HILETE By aYBEORED TCP UXF—RBEMICH>THED. R—F 2598 TU YRV LEY, UR
F—EEMICT RIS KOOIV REERTLET,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->
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A REZBMICTBICIE HDXH—EXZBEBL TKET WV, TCPURF—ZEMICLTH, Ly avEED
RIFIREDCAD EFEA. Ty a VEEDORBOEG AR S —IC& > THEDNBMICE>TWVWBIFEE. EviaY
EEOREFIIMD U R F— (SSLAY) ZNALTEISHRIFATETET,

s Lyl avEEORFOR—FES

ROARY RZFEALT, vy a VEEORIFOR— FESZRETICHTIET (Hle LTHR—+FES 2599
Z{ER) .
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"

-d "2599"
<!--NeedCopy-->

F: BEEBMICTBICIE. HDXH—EXEBE#HL T IV, Citrix Studio ®7R) > —BETR— FESHE
EINTW3BIHEE. Linux VDA OFREIFERINE T, VDAD T 71 7T +—ILH. RESN-AR—rENLIEX
WhIT—O ST v I RBELBAVKLSICBESNTWVWARZEERRBLET,

o H—N—DB75107 > AD Keep-Alive DRIR

vy a YEROFED Keep-Alive Xyt —Jld. £y a >Rl 7oT1 ET4 D RVEE (fl: <7 INEH
L&, EBEHNEELAW). Linux VDAL ICAU S 7> FEITEREINE T, Keep-Alive XvtE—id. 75
ATV EBELEBELTVBRDNESHERETBLHICFERAINE T, 75172 FDSOREDNZRVEE. v
IViE. ISAT7Y ML BESTIETHHRINE T, CORETIE. Keep-Alive Xy —J DXERIREFEAL
THRELET., 774 T COREIFERINTUVWEE A, BRT3ICIE. XROOAYYRERITLET Bl
LT 10 #=fFEH),

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o V5472 b5 —/N—~0D Keep-Alive OREIE

ZORETIE. ICAUZ14 7> +H5 Linux VDA X533 Keep-Alive X v —C DR ERIRE B TEE
LET. 774 TR CORERBRINTVEEA. BRTBICIE. ROOTVRZEITLET (HleLTI0
MR,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

cZTNWNa—FTa>T

RUS—DREILE>TEY Y 3 VERDRIFEBEMICLERIC. Ly avEzZREHTIR,

COMBEZBARTBICIE. UTOFIBICHWVWE T,
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1. Citrix Studio d KU S —RETE Y > a VEERORFZEMIC LR, VDA —ER L HDX #—EZXH'C
DIEFTHBEHEINZ e zBRBLET.

2. VDAT. ROV RZzFEALTEYy Y a3 vEBEOFRIED TCP URF—HARTENTVWE I ZRABLEY
(Bl LTHR— 2598 ZEM).

netstat -an | grep 2598

<!--NeedCopy-->
Ty avEREOFREOR— MITCP UXF—HARWEEIF. ROOATYY FZRTLTURF—2F#ICL
79,

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy-->

VT hF—R—R

September 5, 2022

V77 bE—AR—- R, LInXREBTRI by FERRBT7IVTr—23>0tyda Y THATEEY, VI RF
—R—=FIE AT —ILRTANZRBRT B ERTIN. NIRRT ITBLIFERTICRD ET,
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(
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F:

Z Oigeld RHEL 7.8 RHEL 7.9. RHEL 8.1 RHEL 8.2, RHEL 8.3, SUSE 12.5. Ubuntu 16.04. Ubuntu

18.04. Ubuntu 20.04 THIBTZ %9, i0S @i+ Citrix Workspace 7 71) & & OF Android @ i¥ Citrix
Workspace 77U THR— I TWE T,

HWRED B & EIK

COOWEEIZT 7 4L ETIRERICHE>TWVWET, ctxreg 1—7 1 UT« 2FEBLT. COMEEZBER X IZEDIC
LEJ. T Linux VDA DieEERIZ. €D VDADITARTDE Y>3 VICBERINET,

COHEEEEMICT BICIE:
1. ROOATVREETLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix\VirtualChannels\MrVc" -v
Enabled" -d "0Ox00000001"
<!--NeedCopy-->

2. Citrix Studio Tx—R—ROBEBRTRU>—% [FFA] ICREL T,

3. (#7>3Y) RHELT & T CentOS 7 0iFE. RO Y K2 XfTL T Intelligent Input Bus (IBus)
774D IMY—ERC LTHEBLET:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->

COMREEEMICTBICIE. ROIIYVRERTLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

A

CNSDOREF. LWLy avilAd 4 >3558, £BEOJFTLTREOEY Y aVICREBAIC
BACEDET,

GEESE]
+ COH#EIZ Google Chrome. LibreOffice. ZDfthd 7 71 THEEL AV A B D 7,

o FHTY I FF—R—REERFRICLELBBRRTBICIE. NATZs—ILRUMNE ) v o LT, BERED
ANAT4—ILREIUYILET,
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e Web 7595 —T12ONNT 4 —ILRZI VY I LTHSRDTr—ILRZIVYITRE VT hF—
—RPRFEINBVWIEDHDET, COMBEZERTBICIE. ANAT—ILRSMEI Uy I LTH SR
RONNT1—ILREIZVYILET,

o ZOHEEIX. Unicode XERATILNA bXFE (BZ3E. PEEE. BEEARY) #HR—FLEEA.
o VI hF—AHR—=FRIFE. NRAT—=RANATs—=ILRTIEFATET XA

o VI ME—FR—FR REODANNTr—ILREEBR>TRRINZ I eHHBDFT, COHFS FUDU <
YRUEBBT S BEZLEICAIO—-ILTANATr—ILRZT7I7EXTEBUBICHEBLEY,

« Citrix Workspace 77 1J ¥ Huawei 2 7L v b OEBRMEDEBEICE > T. Huawei 2 7L v b CHES
—RFPERINTVBRBETHY T bF—R—FHPARRINE T,

9547 MNP ZAT L (IME)

October 9, 2021

e

2NA bXF (BAEE. hEE. BEREACOXF) & IMEDXSANATIHRELRHD £, Windows 17+
@ CIKIME 2. o510 7> hAlT Citrix Workspace 7 71 t Bl & 2FED IME #ERALT. Th5DX
FENILET,

AT2RE=)

COEEIE. LINUXVDAZ A YA =L B SICEEBTI YA M—ILENES,

&

& & 0 IC Citrix Virtual Apps #7zi& Citrix Virtual Desktops dtzv> 3 > BT £7,

9517 MU IME BEEDERZRRT2ICE. 75172 MITOBBISLTANAREEBELE T,
BRI D RE

« U547 M IME #8ZERA L T Google 7L Y R — FDEILICXFEANNTBICIE. ZTLy RY
—bROEILZZTINI VY I TEIRELRHD £,

e U347 MU IME #EEIE [/NXT—FR] T4 — LR TE:TEMCED £HA

e IMEZ—H—7>%2—T 0 RiF. NAEETIEA—VILICEBRLEFEA.
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ZER/ANNDOYR—b

April 7,2022

Linux VDAN—2 3> 1.4 LBETIE. Citrix TRABET7 7V —>a v R— BN TVWE T, 1—%—I3.
Linux 722 bw FEBEN R TH. BEBR LINUX 7V T—> 3 ic7oERTEET,

=72 L. EBN—IE LInuX TR by TERIEBEEEICKEEINTWVWS 7O, LInux VDA DR 7+« T=B/N—IEQ
M7 7Vr—> 3> TIMERTIEFEATL, ZOER. EE. B4:E. BEEARY. IMEAKRERSETTF
AFZANNTEEFHATL, A=Y =TTV 5=ty a il —R—RLAT7 I R2YIDEXZ
HTEFEFHEATL S

CNSDOBRBICHLT B 7. COWEET. TFAMAAICHGLIERBET7 V=3 Y BAOEE/N—ZRMHEL
¥9, EBN—ZFEATR . Y—N—B IME%ZZEIRL7=D., 7V 5= 8y g rohilEF—R—RLA7
JrEYIDBEXBZCHTEET,

153
ctxreg 1—F 1 VT HFERALT. COMEEENEIGEMICTRICHATEET (FI 4L MTIHEN . ¥E
@ Linux VDA 4 —N\—DOHEERTEIE. TD VDA IZABINTWVWEIRTOF7 IV r—aVIiCBRAINE Y,

¥+ —Ix THKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar1 <. &
%8/$ DWORD T9,
COWEEEEMICTAICIE. ROOAYVRERITLET,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE \SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000001"
<!--NeedCopy-->

COMBEZEMICTSICIE. ROOAY Y RERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE \SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000000"
<!--NeedCopy-->

A&

FVWHIIBETY,

1. AEEEZEMICLET,
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2. THERMANAICHISTEZRAT TV T—2aVIil7IERLET, 5@/N—D 7TUTr—ra>eedic
vy avIicRREINET,

3. POy FHA I A Za—h5, [Hige

=] ZBRLTHEDEE NIV —XR) ZEBMLET,
E r V]

(®) French fr

() German de

Show Keyboard Layout

Region & Language

4. FOYFEI U AZa—h5 IME &lcldF—R—FLA7T 2ERLET,
5. BIRLEIME £723F—R—RFRLA7V bEFERALT

= ea

EHmENNILET,
A
s VDARIOEBN—THF—R—RLAT7IUMEEETZHE. V517> MM (Citrix Workspace
TTZUHEFTINTWVWDS) THRALF—HR—RLAT7IMMERAINATVS e ZBRL TS
Lo
o Mg E =58

,— =

] 414709 Ry I ATREEITS

|ZI1%. accountsservice /X —SEN—T g
>V 0.637TLURRICTYTIL—RETIHNELHHD X9,

= || < | Region & Language ‘ Login Screen ‘| - x
[ _Eanguage English (United States)
Formats

United States (English)

Input Sources

| Options ‘
French

German

BE

BHNAF—R—FLA77 ~DEH

April 7,2022
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BLEIE. LINUXVDA XIS4T Y T NARDF—R—RLATT MIRALTHRIFNIEHED FEATL, L X
iE F—R—RLATTRBISATYTNAIATHENS T TV RBICEEEIN, VDA TREESNAD > Tci5
A, F-IVEVITORENIEEL. VDAL TSV RBICEBESINS ETRENFLR TS D HD F LT

Citrix TR VDA DF—R—RLA T I LEIFATYRTNARDF—R—RFLAT7T ~r2zBEBNICEHIESC
ET. COMBEBRLELT VATV RTNARDF—R—FLATIMDEEENZ VIS, VDADL AT
VEBEEINET,

pE

HTMLS mi7 Citrix Workspace 7 7V 1d. BIMAF—R—RL A 77 ~bOEREEZ Y R— LTV EEA,

TR

BB F—R—RLA 7T rOREAEEEIL. T T AN ETEWICE>TWVWET, COMEEX BN EIZEMICTSIC
i [OF14T7>bF—FR—RLA77 bORRL IME OXE] RUP—%ZRETIH. ctxregd—F1sUTr%
FARALTLSR M NUEHBELEY,

pa o

(V547> bhF—R—RLA7Y ORI IME OXRE] RUS—F. LA MURELDBHELEIN., 18

ELIEA—HY—A T b eI ATIT b, FLETA FPROTARTOA TS TV MERTE T,
BED LINUXVDADL X RUEREIF. ZOVDADTARTOEY S aVICEBRAINE T,

c (V54T F—KR—FLAT7TU ORI IME OE] RUP—ZREL T BNEF—KR—-—FLAT7D
b OEEREEEE BRI R IFEMICL E T !

1. Studio T, [RUv—] 25Uy o L. [RUS—DER] #BRLET,

2. [9314T72 b F—R=FLAT7D rORHL IME OE] RUL—ZRELET,
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Create Policy

Studio

Settings
Users and Machines |

Summary

Select settings

| (Al Versions) ~ || Al Settings

hss ‘ I Keyboard Layout SyncT X ]

Settings: 0 selected

|| View selected only

¥ Client keyboard layout synchronization and IME improvement

User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel

3. RUS—Ro#ICHS [ER] 200 v ILET,

4. RUS—ZRELET,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vil"l ar UCIIVCI)" Hyclll- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 iOn OS, 2009
Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

e Ctxregial—FaUToZ2ERALTLIYRMIZHEL. BNLT—R—RFLA7U bOREMBEEZRN &
TIRREMICLET:

COMBEEBMICTBICIE. XOOAY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000001"

<!--NeedCopy-->

COWMEEZREMICT ZICIE. ROAY Y RERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

R

COMEEEBMICTBRE. By a Il ISA 7Y R TENARALETEF—R—RLAT7I A TEINIBES, Y
2aYvDF—R—RLA7IRBENCRLCTEEINET,

TEREIFATURTNRARDF—R=—RLAT7IbETFVREE (FR) ICEETB L. RDLSICHEDFET,

%03 AM

1/4/2018 E]

Linux VDAt vy > 3>DF—HR—RKLAT7U b Ifr) IZEDDET,

TIVr—artyiarTiE. SBEN-ZEMICLTVSESE. COBBEEIFRRINET,

TRy TRy a TR COBBEENZIIN—ICRRETNET!:

— O
Thuoo:10 O ) O ~

Pt

fr =

247 MIIME 2 - —71 > &2 —7 21 XD[EHA

April 7,2022
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S

9347 MIIMEA—H—(12>2—T (R (ERTVA VY ROLBHI« 2V RUZET) 3. ChExTEEOALL
BICEEESN TVWE L, COAMYZ—T oA REA—VILICERET. TFICANAEETRA—VILHSENT
EESn3ZehdHbFELE:

Composition and candidate windows

Text input area

Citrix Tlza—v—tcvusadagtkan. UTD&LSI1IC. 25147 MIIME TOI—H—TIRRUIVIBETS
ICRETNTVET:

Recycle Bin

fTH0) ~ | @ AT 1

72 <8
(THsdissdussdissdass df

FHHFIH

Ve

VNC Viewer

Ctrl + Delete to remove this candidate

L

Microsoft Edge

A

C DigeElx. RHEL 7.x. CentOS 7.x. Ubuntu 16.04. Ubuntu 18.04. SUSE 12.x, Windows @7 & &
U* Mac @7 Citrix Workspace 7 7 Tld. Td—F v > IAHR— TN TULET,

RHEL7TX 7RO by Ty a>TlDMiezERT2ICIE. IBUSEZEMICTIRENRHD 7, 7
EZIECANDCIMERBREBERI—HY -V —T 11 XA5BERET %D GTK_IM_MODULE=ibus %
${HOME}/.config/imsettings/xinputrc 7 77 LIZIBML £ ¥,
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COHEISEBNICA VA M—ILEhETH. AT IRICEMICTIHBEDNHD £Y,

WEED BRI & EIL

VAT MIIMEA—Y -2 E—T 21 RAOEBEEEIZ. TIAILFTEMCBO>TVWEY, COHEEZH
MELTEDICTBICR. [I9F4T72bF—FR—RLA7I+OEAL IMEOXE] RUS—ZREY B D\
ctxregi—F T zFEALTLYR M ZHRELE Y,
A
(V531472 bF—R—FLAT77 tORAEL IME DXE] RUS—E LYZXMURELDBHEBESO, 8
ELIA—HY—FTIOzo b oFATOI b FLB YA FROIRTOA T I MSBERTEET,
FED LiINnuxVDADL P Z MUREIZ. EOVDADIARTOE Yy a3 VICERAINET,

e [UVFSA4T7 Y rF—R—RLaAT7U DR IME OXE] RUS—%2BRELT. 951472~ IME2—%—
AR —T 1 AEHIKEE =B £ IFEMICLET:

1. Studio T [KU>—] #2HEZUv I L. [RUS—DER] ZERLET,

2. [9Z4T7 2 hF—R=—FLAT7Y ORI IME ORE] RIS —ZRELET,

Create Policy
Studio Select settings
({“} Vx?l?ions) “ || All Settings S I Keyboard Layout Sync] X I

Settings: 0 selected [] View selected only

Settings

; » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Back Next Cancel

3. RUS—RoICHS [ER] 20V vILET,

4. RUS—=RELET,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVCI)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

o Ctxregal—Tas VT« ZEALTLYZA M) ZHEL. V517 MIIMEA—S -1 22 —T 21D
EIHAREE BN R I BmMICL £ T,

COMBEEBMICTBICIE. XROOAVY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000001"

<!--NeedCopy-->

COMBEEEMICT BICIF. ROOATY REEITLED,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

<!--NeedCopy-->

HDX Insight

April 18,2024

e

Linux VDA Tid. HDX Insight #8En—&% #R— L TWE 9, HDX Insight iZ. Citrix Application Delivery
Management (ADM) Oo—#TH0O. —MRILERIZED AppFlow ZR—ZICL TV EY, CDEEIF Citrix
ADC #7z1& Citrix SD-WAN 7 XU s —> 3>y v =07 77U v oMY 3 Citrix ICA 571w oIyt
LT IVRY—I YV FOBNAAIREZERL. ITZELTEBN A —ITIARVIVRZRHETIBZELSIC
LEd, 2L <IE. THDXInsighty #8BLTLETL,

1AY=L

AYAL—ILTBIBEDHBEEBENY TR HD FE A

&

HDX Insight i%. Citrix Workspace 7 71J & Linux VDA T Citrix ADC N L TEIN 3 ICAXytE—U%
DL ET, TRTO HDX Insight ¥—% &, NSAP (REF v RILHSEHBINTICEKEINET. NSAP REF
Y RIIT T A TIERICE>TVWET,

UTFoad<> BT, £neh NSAP (REF v RILZ 8. £FEMCLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
-—force

<!--NeedCopy-->
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

NSNS a—Fa>T
T—=ERAY bHESTLRTINAL

2BODREANEZSNE T,

« HDXInsight MIEEL <#BRiIhTLEEA,

fer 2. Citrix ADC T AppFlow B*E#ICH& > TWARWA, Citrix ADM TARIE#A Citrix ADC 1 > X &2 >
ZADEEEINTVETD,

o Linux VDA TICA > bO—JLEREF v RIUHARIBINTLEE A
ps aux | grep -i ctxctl

ctxctlpERfITenTVRWVESIE, Citrix IENTZLR—FT2LSEREICELLED,

TIVG—=2a T —8RAY bHE ST KRRINAEW

S=LLZERF v RIDEMCBES>TVWECEELUV I —LLRAT IV F—oarhEHEINTLIES<KZBLT
WBlr=mBLET,

Rendezvous 7O ~JJL

April 7,2022

Citrix Gateway #—E X %2 ER 7 3RIE Tld. Rendezvous 7O kJJLic& . HDX v > 3 >ht Citrix Cloud
Connector /N1 /Y2 LT, Citrix Gateway H—E XICEED ORLIERTI Y,

E:

« Citrix Workspace & Citrix Gateway #—EXZERL TRIRIC T VXL E Y,

o O bO—JLFL—>: Citrix Virtual Apps and Desktops #—t X (Citrix Cloud)

o Linux VDA X— 3> 2012 LAF%,

« Citrix /K1) >—7T Rendezvous 7O )L EBMICL £, ¥L <IF. TRendezvous 7O k)R > —
BEI ZBRLTIEIL,
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e VDA E. TRTOYTRXAVEEThttps://*.nssvc.netiC7 A TEZHERHDET,
DHEETITRTOY T RAAVERTA M)A MIBERTEHRVEE, bbichttps://*.c.nssvc
.nets&https://+.g.nssvc.netzEALEFT, #FL I CitrixCloud D FFa x>k
(Virtual Apps and Desktops #—EXW) @ T >4 —%w MEGOEMH] £ 3 > LU Knowledge
Center @z2=ECTX270584%= 8L T EE LY,

+ Cloud Connector i3. v a>zNns 354, VDAD FQDN Z2EE 3 2R ERH D £3, CORIERE
RS 3ICiE. B 1 b DNS @Rz 53hic L 9, Citrix Virtual Apps and Desktops Remote PowerShell
SDK #BLT. Ov> RkSet-BrokerSite -DnsResolutionEnabled $truez®:{TL %

9, Citrix Virtual Apps and Desktops Remote PowerShell SDK i W Ta£L < IE. TSDK &K APIy
ZERLTETL,

HE:
Rendezvous 7O F QLIFHEB 7 OF > £ dARNATOF 2 R— L TVWE LA, TOF O EERT
3IclE. 514 E ICA > 7« w2iC Cloud Connector #ERL £,
Rendezvous =& #IZ L T VDA #* Citrix Gateway #—E XICHEEIETIHWEE. VDA T+ —ILNNv I L
Cloud Connector #/fLTHDX v avicFOx 5L E T,
TRTOEGEFE-LTVWBIEEIZ. ROFIEICHE > T. Rendezvous BMERAINTWEHERIEL £9:

1. VDATHa—=F L=z L £7,
2. su root -c "/opt/Citrix/VDA/bin/ctxquery —-f iuStdP"%#RfTLFY,
3. [FSYRAE—-FTFOLIL] BEGOEEEZERLET:

o TCP Rendezvous: TCP-SSL-CGP -ICA
« EDT Rendezvous: UDP-DTLS-CGP -ICA
» Cloud Connector &R 7O0+>: TCP-CGP-ICA

COMIZ. Rendezvous #4577 O—DHETY, JO—%2BEIT37-HICIF. COFIEEERITLTLLETL,

1. Citrix Workspace ic#81L £,
2. Citrix Workspace TEEIBEREZANSIIL X7,
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3. #> 7L = X Active Directory 2B ¥ 3355, Citrix Virtual Apps and Desktops #— £ X% Cloud
Connector v % JL%ZfEH L T Active Directory TERIBREZRBEL £75
4. Citrix Workspace iZ. Citrix Virtual Apps and Desktops t—EZh 558 T hfi- )Y —ABRRINE
ERD
5. Citrix Workspace TU YV —X%3&IRL £9, Citrix Virtual Apps and Desktops #—t Xi&. VDA IZ X
T-UZFEELT. BELEYIa>oEEZLEFT,
6. Citrix Workspace (&, Citrix Cloud IC& > TERSNISTAF 7Y ST ICAT7MILEIY RRAY
MIEELED.
7. T> RRA > bE Citrix Gateway H—E XTSI L. VDA ICHEG T3 71eDICCOF 7y iR L. Citrix
Cloud lzF4 v b EIREL £ T
8. Citrix Gateway #—E X, #4115 % Cloud Connector ICi#fE L £9, Cloud Connector I, &
Rendezvous 45 TH B H S hz M L. ZD1EHR=Z VDA ISEELE T,
9. VDA iZ. Citrix Gateway Hf—EXADEZEZEHEBEILIL £9,
10. VDA t Citrix Gateway #— & RO HiFEG AT AlaEAHBE. VDA (& Cloud Connector 2 T4t T
OF>&R/ELET,
11. Citrix Gateway #—E Xl TV RARAY TN R VDABOEGERIILE T,
12. VDA i%. Cloud Connector % 77 L T Citrix Virtual Apps and Desktops t—EX TS 1> X Z#&EEL
9,
13. Citrix Virtual Apps and Desktops #—E Zi%. Cloud Connector &M Ttv> 3 >R >—% VDA IC
EELEFT, TNSORUS—DERINET,

TETT4T I VRAR—h

April 7, 2022

THETT4 T 52 RR— k& Citrix Virtual Apps and Desktops 5 —ZEEXH=ZXLTY ., &E CTHRME
HEL<. TV —ravoxtE#EsrmEL. BLOWRERDO WAN &1 >2—2y MERTOI Y2509 T17
MEEOHET, TATTA TSI VRR=—MIDWVWTEHLLIE 74774 T IV 2KR— ) 28RBLTLIET
Lo

TEATT4 T IV RR—b2BMCTS

Citrix Studio T, [HDX 74 771 T r TV RKR—F] RUD—H [BE] £/ [BRE—R] ICREINh TV
BIrEBRBLET, T7A4ILETIE. [BE] MBIRShTUVLET,

o B%: TaEABE. Enlightened Data Transport (EDT) TO 7477+ 7~ 5 XR— bHEAI N,
TCPIZTA—INw I LET,
o BT E— R EDT Ae&HIRICA ISR D TCPADT #— LNy T IFEICHED £7,
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HDX Adaptive Transport

¥ Appli JA versions
Virtua oty server 05, 7.13 Desktop OS5, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

gnostic mode
Eazrm

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and
Framehawk.

TEATT4T IV RR— b2 BT

TEATT4T T2 RR— b 2B BICIE. Citrix Studio T© [HDX 74771 TSV ZR— K] RUS—%

[A7] ICRELET,

TEATT4T TV RR—HEMHESH AT S

UDP URXF—HRITINTLBZHESHERBT BICIE. ROOAY Y FEERITLET,

1 netstat -an | grep "1494|2598"
-2 <!--NeedCopy-->

BEOKRRLTIE. BAXRDODELSICAED T,

‘ 1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
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udp 0 0 :::1494 AR
<!--NeedCopy-->

EDT MTU 4

EDT i £y avaMuda Y 30, RAGRSEM (MTU) 2EBMICRELET, CRICED. NT7F—T >3
DETRL Y S 3> OBILME BETEROBZ. EDT /N7y FOTSHI XY F—2 3 VHBIESNET,
BB

« Linux VDA 2012
« Windows @7 Citrix Workspace 7 1) 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

s LY a EHORBEZEMICIBIHBELNDDRT

FRALTWR AT DTy T 4—LPN—=Ja R OMeEZR— L TLWARWES. RIEISELEA
24 LD EDT MTU Z#md 3 A7AIC DLW T Knowledge Center s25ECTX231821%2 8B L T 23 L,

I

H .
=

LA MUZR->THRET D L. RAGBENRE T BEEEDRHD. AL —FT1 VIV RTLOBA VR
F—ILHRBICAZBELHDET, LA MIITA2—ORBICEIFEZICHLT, MUY IR TlE—
PNEAZEVERA. LYRAMNIIT 1 2—Id. BEROBFLHMOBHETIEAL LIV, Flel LY X b
D7 7AINDNY I Ty TEERLTHSE. LYZ M) ERFELTLEI L,

VDA T EDT MTU B Z B X 1cIFEIICT B

EDT MTU BWEIZF 7 # )L E TEMCAE>TULET,

« EDTMTU #HZEMICT B ICIK. ROOAY>Y FEEAL TMtuDiscoveryLY A U £ —%8RE L.
VDA zEiEEE L C. VDARBERINZDEFEET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "OxO00000001"--force

o EDT MTU % EMICT 3BE1&. MtuDiscoveryL X MU ERHEIBRL £9,

CORERIIVEATEUNTHOD. FR—FINTVBISA T EDSEGELTLEZIRTOEY Y 3 VICRK
INEY,
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247> ~TEDT MTU i Z #1109 %

ICAZ 71 LicMtuDiscoveryNSX—42—%EBMT3 LT, 507>~ ETEDT MTU #itH % #RA9IC
BTIET, COWREEEMICTIHEEIE. Applicationty a >y TROLSICRELET:

MtuDiscovery=0ff
COWEEEBEEMICTRICIE. ICAT77r1Lh5MtuDiscovery/ XS X—2—%HlERL %7,
BE:

CDICAT77AILINGA—F2—%eESE B (1CIE. VDA TEDTMTU #E%=EMICL X T, VDA TEDT MTU
BEDRBEICHE > TWAEWES. ICAT77AILISTX—2—|3HEEL £t Ao

Citrix Telemetry Service ¥ 0%&

April 7,2022

LinuzVDA vV 7 b7 = 7 IZ#i& & 1 iz Citrix Telemetry Service (ctxtelemetry) < Citrix Scout % =17 L.
Jopt/Citrix/VDA/bin/xdlcollect.sh X 1) 7 = {ER L T Linux VDA 0O #IRETE £ 7,

&3 Citrix Scout — X
Collect o
Select or add machines to collect data from:
+ Add machine Filter by machine name Q ‘
Name Type Status
[0  rggbe-lvda-1.bvtlocal Linux VDA
[ rggbe-lvda-2.bvt.local Linux VDA
[J  rggbe-lvda-3.bvt.local Linux VDA
[ rggbe-lvda-31.bvilocal Linux VDA
[0 rggbe-lvda-5.bvi.local Linux VDA
[0 rggbe-lvda-6.bvi.local Linux VDA
rggbe-lvda-8.bvt local Linux VDA Verified
[J  rgghe-tsvda-1.bvtlocal Windows Multi-session VDA
[J  rggbe-vda-1.bvtlocal Windows Single-session VDA

+" 1 machine selected.
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PN

Linux VDA 1912 Mio/N— 3 > 67wy 7 L— K. Jopt/Citrix/VDA/sbin/ctxsetup.sh = BE X7
L T Citrix Telemetry Service (ctxtelemetry) OZ#=#ERL £9. TEICOWTHLIE, MEEr>R
=Ll ZBRBL TSIV,

Citrix Telemetry Service DEMLE K VEXML

o ZOY—EREBEMICT SICIE. sudo systemctl enable ctxtelemetry.socket <> RERTLE T,
o COY—EREEMICTBICIE. sudo systemctl disable ctxtelemetry.socket #£1TL £,

R—b

Citrix Telemetry Service (ctxtelemetry) I&. 77 #JL b Tid TCP/IP K— ~ 7503 T Citrix Scout 2 w x>
L %7, Delivery Controller © TCP/IP R— k 7502 % fER L T. Citrix Scout £BfEL %7,

LInuxVDAZ A > Z h—ILTBLEI. UTOERTT I bDOR— b2 ERTEHR— b 2EETEEY,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2 U v X> 943700V 47y bR—ko 774
IWEDR—KIET503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937cdDR— ko T 7L bDR—~F 7502 T
ER

VDADA VX b—LBICR—h2EETBICIF. UMTFZRITLET:

1. Scout L BIET 37cHDR—bEEBETBICIE. UTOIYYRFERITLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>
-t REG_DWORD
<!--NeedCopy—-->

2. Scout# Uy A>T B3HDDYT Yy hAR— b ETETZICIE. UWTFDIT Y RERITL T ctxteleme-
try.socket 77 1L 2BE. BELFT,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy—-->
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3. V7w bR— b ZBEEESHTZICIE. ROITVEFZRITLET,

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->

4, 7747 74— ILOBETHLWR—FZ2BMICLEFT,

fzeziE. Ubuntu ¥« X hUEa—> a3 EFERALTVWSES. sudo ufw allow 7503 Ov > R%&=1T
LTR—rT503%8B%ICLEd,
TNYITE—FR

Citrix Telemetry Service NEREICHEEL TLWAWEE. TNV I E—RTRAZFAETET XY,

1. FNYTE—RZBMICTBICIE. UTFOIOTY FERITL T ctxtelemetry 7 7 1)L ZBE. DebugMode
OfEz LICEELE Y,

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

ZofITIE. MTDIvT > R%ERTLT Citrix Telemetry Service 2L TE 7,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->
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3. Citrix Telemetry Service #Bi#2#¢ % ICId. Scout T Linux VDA %2R L. /var/log/xdl/T telemetry-
debug.log #R213% 9,

B —E X DR

Vi bR—brEBsystemdT—E> . T4 ETEBL. IZLACUY—X%EERL EFHA. Citrix
Telemetry Service I&5 7 #JL b TfELlE L. Delivery Controller 5O IREBRLH > - BEDAHEB L £ 75
OJREDRTHE. F—EXIF L5 FEAFLVNEERZR/FS. ERDNBZVBERBERLEL Y, COREERIZ
UTFOORY RTHEMTEFT, IMEIF 10 9T, 10 7LD DBVMEZRET DL, IMED 10 #HRESN
£Y, FHRERORER. —EXZFELLEEFLEY,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

BT R b
INEEDRRIARIIC, BELREEIIVICDOVWTEAB THRET I MIETEINET, ChE5D0TIX T, BEMNELTN

TLEHEBINET, HBIIYTTAMDNKRMLUIIBE. SCOUt ICIMBIET V2 avReECAvE—IDRT
ThET, BABTIMIDVWTHLIF CitrixScout FFaxX> bd MERTR b Z28RL TSI,

bL—XHA >

October 9, 2021

e

OJOPRNESLUVEEOBIRICE ST, ZMEEPLI—HY—ITIIARVIVIPMETLET, L —IXA HEEEIS.
CHOLIEBRICHNLET. FL—XIE. LINuXVDA TTF 7 4L ETEMICES>TWVWET,

1B

Linux VDA /Xw s —2ic. ctxlogdy—EvH&Usetloga—FrUFspBMINE LT, ctxlogdT—
EVIE. LinuxVDAZA X ~—)LLTHERTZ L. T4/ THRIBTNET,
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ctxlogd ¥ —€ >~

FL—XINizthd—E RFITARTctxlogdF—EVICHKELTULWET, Linux VDA % L —Z LAWBEIX.
ctxlogdF¥—E>%ZFLTEET,

setlog 21—5+1 U5+«

ML —XRA ViEEIE. setloga—F 1 UF+s (/XX: [opt/Citrix/VDA/bin/) THERIh*xd, ZO1—F~ )
T ERTITIERDPHBZDIE. IL—bI—H—DAHTT, GUI ZFERATIHIT RZETLT. #BERTLE
DEFELEDTEETY, setlogd—TFT1sUT1DAILTEZRTTRICIK. KOOIV RERITLET:

setlog help
<!--NeedCopy-->

& F7#IbTIR [OFHEA/8R] & [var/log/xdl/hdx.log. [SAOS % X] 14 200MB ICREIN TV E
To [OFHEANZR] ICIE. BA220FWVWOF 77N ERETETET,

RiEDsetlogEzRRLET:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) 2

<!--NeedCopy-->

B—psetloglEzRRELIIRELET:

setlog value <name> [<value>]
<!--NeedCopy-->

i

setlog value log_size 100
<!--NeedCopy-->

LN F7AILETIE. OFLANJLIEZwarning (AXFE/NMXFEEXFILEW) ICREINTULET,
TEFFEHAVR—RYMIBESNLOYLANLZRTTZICE. ROII Y RERTFLET:

setlog levels
<!--NeedCopy-->

a4 L~JL (Disabled. Inherited. Verbose. Information. Warnings. Errors. Fatal Errors) #&&Ed 3IC
I ROOAYY RERITLET:
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setlog level <class> [<level>]
<!--NeedCopy-->

OJ LRI ARV RNFA—E— (RXFUNIXFZEKR LAV
Disabled none

Inherited inherit

Verbose verbose

Information info

Warnings warning

Errors error

Fatal Errors fatal

<class>Z#E. LINuXVDAD 1 2DV HR—% Y hEIEBELE T, IRTOIAVR—FRY hEAN—T BITIE.
allicsge L x9, fl:

setlog level all error
<!--NeedCopy-->

739 TIAIELTIE F53TRROELSICRESNTVET:

setlog flags

DATE

TIME

NAME

PID =

TID =

SID =

UID =

GID =

CLASS

LEVEL

FUNC

true

true

true

true

false

true

false

false

false

= false

true
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FILE = false
<!--NeedCopy-->

REDTI ST ZRTLET:

setlog flags
<!--NeedCopy-->

125009757 2RRELISRELET:

setlog flag <flag> [<state>]
<!--NeedCopy-->

TI7HIMIRT IRTDLARI, 737, BT IAILREICRLET:

setlog default
<!--NeedCopy-->

BE.

ctxlogd®—tE ziz/var/xdl/.ctxlog 7 7 1 L2 ERAL THERINE T, COT 7 ILIE JL—ba1—H
—DHMELTEET, HOI—H—Id. COT 7T IADEZARERIHD FHA JL—bI—F—F fib
DA—H—|CEFTAAEREZHFAI LAV EHED L EFT, #FAT3 L. ctxlogdhEBEMIC. £2IEE
BZH o TUHEHRINZERENAHBDEFT,. CNICL>TH—N—DNT+—IVANEEZZIF. I—H—I
DARVIVRIZHHEZSZ ZT8ELHD £7,

SN a—Fa>y

[var/xdl/.ctxlog 7 7 1 LR WIS (BRICLZHIBEARY). ctxlogdTF—EVHRML. ctxlogdt—E
XZBFEHTETEEA

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

COMBEBATZICIE. IL—ra1—H—r L TsetlogxR{TLT. [var/xdl/.ctxlog 7 7 1 L EBEMER L
To RIS, DY —EZANMKET Bctxlogdy—EX=BEE#HL £7,
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tyiaroiv ko

April 7,2022

Tyl aroiv FUBBICED, FXAMVEEZERIVFSRXRY MROI—F—DICA LYy 3V ZFETER
¥ COHEEIE. NOUNC ZERALTICAty > a3 viciEsL. RHEL7.x £ Ubuntu 16.04 TO#HR— I N T
WEdo,

A

v a>Dd v RoMEeEER T 3ICiE. Citrix Director d/NN—2 3> % 7.16 LUIBRICTAHRERHD £9,

1Y R =)L EEH
wEER

Ly a>yory RUiZid. python-websockifyrxllvncz W3, 2 20#H L WKkEFEBEHENABETT,
python-websockifyrxllvncofkizBE%&IE. Ubuntu 16.04 iZ Linux VDA%Z 1> R ~—ILT 3 L BE
BICA YA b—IILENEFF, RHEL7.x TId. Linux VDA %2+ > X b—JLL7#%&IZ. python-websockify
EX1IIVNCEFETT VR M—ILT2RELHD £7,

RHEL 7.x Tpython-websockifyxxllvnc (x1lvnc/N—2 3> 0.9.13 L) 1 >R —ILT B I,
ROAR Y R ERITLET,

sudo yum 1install -y python-websockify xllvnc
<!--NeedCopy-->

python-websockifyrxllvnckf@id 3icid. RHEL7X ETROVARS bUEBICLET:

+ Extra Packages for Enterprise Linux (EPEL)

python-websockifytxllvncOmAIZ EPELUARY FUHABETT, ROAIYY RERTL T,
EPELURS FUZEMICLEFT:
sudo yum install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-$(rpm -E '%
rhel }

') .noarch.rpm
<!--NeedCopy—-->

s 773> RPM

X1IvNCOBRBFENY T =27 A VA= BT 772 a>DRPM URS MU ZEMICT BT R
DOVWITNHDOIYY RZERTLET!:

D—ORAT7T—2 a3 DiGFE!
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subscription-manager repos --enable=rhel-7-workstation-optional-
rpms
<!--NeedCopy-->

H—N—DEE:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy—-->

R—k
Ty a>yns v Roteeld. Linux VDA B 5 Citrix Director ADiZE4Gi % #8533 37012, 6001~6099 DOEEERN
TEAFEERR— M EEBMNIGRIRLES, Lich> T BFICO Y RUTEZICAE Y>3 >3 99 ICHIRS

NTVET, BRRZBILTRDIC. BICVILFEYS a3 >0 v RUBICTRRER- b HB e 2BRBL TS
Lo

LXK

ROKIE, BETEZLCANIO—ETY:

LR Bl T7 %) ME

EnableSessionShadowing tyrarodvRoEEENE 1 (BH)
TEIREHICLFT,

ShadowingUseSSL Linux VDA & Citrix Director B 0 (#Exh)
BOEBSKIBZHNESDNEREL
£95,

Linux VDA TctxregdY Y RZETLT. LYRMUEZEELET, i, Ev>ariv RUZEMIC
TBICIE ROOARVFZERITLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA & Citrix Director f® noVNC 4 Tl&. WebSocket 7O~ JLHMERINET, Zv> 3>+
RYDFBE. ws://cwss://DEESHERINZMME. #RD TShadowingUseSSLI LY X FUICE ST
REDET, TI74IETIE ws:/ /BRI TVET, L. EFa VT LOBEDS. wss://%2ER
L T. & Citrix Director 7514 7> ;& & Linux VDA —N\N—ICFIBAZEZ A VX =T B 58O L £,
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ws: EERALELINUXVDAE Y 3> v RUICDVWTIE. YR woIREFEXFa )T LOWHEDIERED
BULWEHA.

H—N—GEBAZC/L— b SSLEIFAEZMIS 5 GEEAZEICIE. EETINIEAKE (CA) ICLBEZHUETT,

Linux VDA #—N\—T SSL ZRE T 3B EIE. H—N—TCIZEROHY—N—3AZE (F—%288) ’PUETY, £
foo U—N—GEAZICE > TEIVEa— 42— #AIThB D, EF—N—DT2EM N X1>& (FQDN) =R
RBBEDHDET, BELE RODICRXAIY2FICTAILRA—FIEAZEZFRTEIEY, CoiFa. DaL
HBRXAVEZH>TELRBENHD ET,

BY—N—ICH—N—fEAEZ VX b—ILT 3713 THL. Linux VDA #—N\—7%fEMA L TEE %175 % Citrix
Director 7541 7> bIC. FICIEFBEENRITI B/ — MEBEZ T VA M—ILIBZRELHD £, JL— MRS
3. —N—iIEAEE B CHRAMEDNSANFTE XY, T—N—fABL ST MEREIR. FXL—T1 2T
DRATLICEMAFTN TV SIEBAKE. HHNGEAKE (N THBRY ZEEHKE) . XA RL—T1 YIS XT LA
ICAHAAENT VWA VGEEAEBED L DZE A VA M—ILTEE Y, BAEZIIRE TR 1OICEDFERZNMBNIMNICD
WTIE. HAOEF 2 ) 7T BHEPICAVAEDE TR L,

L

o H—N—3EBRZEDOHERZ L. Linux VDA Hr—/NN—DIEREAR FQDN, Fhizb B eHTIIILRA—RE
RXAMYXFEELLHAEDERLDOTHIVENHD £, 7z x1f. vdal.basedomain.com %
*.basedomain.com % T,

e SHAL> MD5 DNy a7V A LIE. — DT 0 —THR—rENBZ3 T HIERAZEDERIC
135359 FFJ, LA >T. SHA-256 "REEEL L TIEESTNTULE T,

%& Citrix Director 7 517> ML — MEBAEZEAI VA L—ILTE Ly a>YOIyRILIIST. ALLTYR
FUR—ZDIEPAER F7EFERT S0, IS £713 Microsoft EI 2>V —)L (MMC) DIRBEXF+ v 1>
ZEALTIL—MERAZZ A VA M—IILTE XY, EAKED SHAEZRIGE LS. ISOY—N—GIHEY 1
—REBUREHLET, COBRIEICED. BBNICHERZEN AV R—rSh&E T, £7E. Microsoft B> Y —
JLOMEBAER ;v 1 Y THIAZE AR T L T H—N—ICA YR b—)LTE e HTEFET, Internet Explorer &
Google Chrome ld. T7#Ib T ARL—FT A VIS RTLICA YA M—ILEINTWSHAZEE M > R— ML &
9. Mozilla Firefox 0B &, ;IAEYR—Cv—0 [RIAEFEAE] 27 TIL— b SSLEBAZE R 1 > R— b T30
ENBHODFET,

& LINuUXVDA f —N—ICH —N—3IRZEL ZDF %1 VA h—ILF 3 H—/N—3EFAZEIC lshadowingcert” i
F—T 7J)LIC Tshadowingkey.* ] ¥ ZaiziEEL £9 (*id. shadowingcert.csr % shadowingkey.key ®
L3I BRETRIZEHNTEEY), H—N—HAErF—771/L%. /IR [etc/xdl/shadowingssl D TICE
E. HIRAESOERTEYICFRELE T, BEBRP/NRAEFERAT S L. Linux VDA IZFEDEAEZERF—7 7
1IN ERDIFZZeHTEAL%A&D. Citrix Director L DESHICEKTZ e HHD £,
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A&

Citrix Director 542 —4 vttty a>v%2BolF,. [Ey> gV il Ea—7T [vRY] #9Uv o LT,
v RODER%E Linux VDA I EL &9

Session Details

Session Control Send Message

ID

Session State
Application State
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEKGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

BEr Atk T hd e ICAEy> 3> o517 > bk (Citrix Director 754 7> FTEHRW) ICHERX vy E—IH
RRTN, LydarveEdvy RUTBHFANI—H—ICROENET,

/\ Allow an administrator to shadow this session?

@

aA—H—H [IEW] 200w o932 ICAEy> a3y RIINTVWBRIERT Vx> RN Citrix
Director @I TRIZ £ 95

ERAEICOWVWTEFL I, Citrix Director O R a2 X > FEBRBLTLETI L,
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HIREIE

s Lyl avOIYRIR AVEIRY FTORMEATSLSICE TN TULE T, Citrix Gateway £/ L
TERITZHBETHD. MRy bT—UTIIHEEL £EA. MRy bT—0TO LinuxVDAEy > 3> 0
P RIIZDVWT, YRV IRTIRVWHNBZIEEDAEVEE A,

e Ly I DIV RIUZEAMITRIE. RXAVEREIFICAEY a3 YDAZRRTETETH. EFAAHD
ERPHEIEHT 2ERIZHD T A

o EEEND Citrix Director 15 [v RU] 20w od3L. Eyviaval v RUTRHEI—H—IC
ROBZBEBEXR Vv E—IHRRINET, Ly ari—H—DPHFaA25BAICOHA. Ly avEI YR
JTEET,

o BIRDHERBA v —2ICiE 20D F A LTI MR HD T ZFALTIRIHRDIE. v RUDERIE
KL FT,

« ZICAtv>a>iE. 120 Citrix Director 7+ Y RO T, 1 A\OBEBEREIFHC Y RIUTEEY, ICAL
v VHEBEBEAICL DT Y RIIATWVWT, ZOMICEEBEB IS v RUEREZRELLBSE. 21—
— DA BT 3O OBRI I —FT NI RICBERTINEY, I—H—PRABTZ . EEEAD
v RUEGIFELESA. EEEBICXHLTHLLS vy RUBRHERINET, BLEEBEICL>THEL
ICAty>a3>DRDY v RUERMEETNBEEBREL T,

e Lyl a DIy RUEFEET 3IClE. Citrix Director 7.16 Lg% 1 > X =)L L TL L,

« Citrix Director 7 517> bid. IP 7RL X Tid%< FQDN ZFERAL T, 2—%"v +® Linux VDA =1\
—CEHLE 9, LiroT. Citrix Director 751 7> kbid. Linux VDA +—/N\—® FQDN % f#RTE 3
BEIRHD X7,

(N = Rl el 274

tyia>rodv RUNKKLEIESIZ. Citrix Director 254 7> b & Linux VDA OBATTFNw I #RTLE
ERS

Citrix Director 751 7> hDIEE

Web 75 0H%—0REEY—IILZ2ERALT. [I>V—I] 270HNO75BIBLET. £ [y b7—0] &
7T ShadowLinuxSession APl O 5& =B L 9, 1—H—DHFAIZBB Y 3D DHEREHNRTINTHIESL
MR I NAWVWEEIE. Linux VDA @ FQDN % F& T ping L T. Citrix Director n* FQDN 28R TE 3 %
BBLEY, wss: //EBEHRTHENEE LBEIE. A EHEAL TILET WL,

Linux VDA 054

DY RUERICKELT. - —0OFAZBE T3 OOEBNRIINBZ CCZBABLE T, RRTNBWVIES
(&, vda.log 77 1)L hdx.log 7 7 1 ILEFARTL LIV, vda.log 7 7 1 IILEEUS T BICIE. ROBIEERITL
=
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1. /etc/xdl/ctx-vda.conf 7 71 ILERDIF £ 9, vda.log DEEEEMICT BICIE. RDITOIX > RESNL
£9:

Log4jConfig=" /etc/xdl/log4j.xml”
2. Jetc/xdl/logdj.xml ZBE. com.citrix.dmc &S % BDIF. KD & 31 Tinfos % Mrace)y ICEEL 7!
<!-- Broker Agent Plugin - Director VDA plugin Logger —-->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. service ctxvda restartadv>YR%=ZR{IFTLT. ctxvdatr—EX=ZBEHLF T,
BHGREIPICTIS—HRELESBAIE. ROBEERITLTLLIETIL,

1. Ev2a> 0oy RUNR—b2H<OZELEDZ T 71 7T+ —IILEIRA B VHEERL X7,

2. SSL>FUADBA, GEAZLF—T 7 1ILOBRIHELEESN. ELVLWARICEINTWVWS C L =l
L£d,

3. LW v FUBKRTERT 37HDO+73HKR—bH\ 6001~6099 OEICE->TWB ez LET,

Web 7> 0% —a>F>VyoUA14L Y+

April 7, 2022

HE

Linux VDA (&, Google Chrome TOISUH#—a> T VUL ALY raHR—rLTWET, 750 -1
YFIUVDNEALY LTI 75472 MUOHFT) X MIERINT- Web R—S %L VAU VI TEET, C
DOieElF. Citrix Workspace 7 7V A EHL T4 7> MIOIGTZL VA VT ISV EA VA2V R
L. URLAS HTTP LT HTTPS O> 7>V ZBELEFT,

P
FA) R bEERALT. 25307 MNICURAAL I T2 Web R—JZIEETEET, I, BlEUX %
FARALT. 93107 MUICUAAL Y bEhBEWWeb R—JEIBETET 9,

COA—N—LAWebL1T7IrT>IViE VDA LTIEHRLK IS4 TV FETRITEN, 25147 > D CPU,
GPU. RAM. 8&Uxy bT7—0%ZERALE Y,
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Web 75 0H#—DEa—KR—rEIFDHRVLAALI EINET, Ea—R—kE JAVFoUHERRINDE Web TS
TH—HORAFEOEHTT, Ea—R— M. PRELIN— BRICADN— AT—F2IAN—RBLIFBEFEFIF
Hho CNSDERIFSIEHE VDA O Web 75U —TRITINE T,

aboutblank x
i}

& C 1 | O www.youtube.com

l//@w
Ror

AT LEH
Windows 7 517> b

» Windows @i+ Citrix Workspace 7 71J) 1809 L{B&
Linux VDA:

o« VDAAARL—F« >4 X5 L Ubuntu 16.04, Ubuntu 18.04, RHEL 7.8. RHEL 8.2, RHEL 8.1, SLES
12,5

s VDAD I SoH%—: Citrix 759 —2>F YD UL+ LU MIREENEMS hiz Google Chrome
V66 LR

TSOHF—a FoVDUEA LT DR

1. Citrix Studio T, 7599 —a>F>YOULA LY FEEATES URL OFAU X b L ERATE HLRLE
UZPERET BRI —EBRLET. T5IF—AVTIVOULALY MR FIAILET ] I
BESNTLET,
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings
(Al Versions) « || Al Settings | [Browser X |
Settings: 1 selected [7] View selected only

» Browser Content Redirection

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
+ » Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

A

v

v

Back Next

[(TSoH—arFovylE41L o bd ACLER] BEIZ. TS5OF—-2VToVYDOULRA LY M EERTS
% URL ol X REIBELE T,

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings

[ (All Versions) v W Settings ~ || Browser x|

Settings: 1 selected (] View selected only
» Browser Content Redirection Select

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select

v

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

v
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Edit BrowserContentRedirection

X

(] View selected only

select

Edit Setting
Studio Browser Content Redirection ACL Configuration
Values:
Setungs | https://www.youtube.com/*
Users and Machines
| https://www.google.com/*

Summary

I https://www.citrix.com/*

Pl Unselect

1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS
¥ Description

Content Redirection.

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,

This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser

Select

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

“.m

(20— 7oV IEALY bDT Sy o UXMER] REIE. 750 —-aY7oVDIEALI %

EATERVWURLOEIEY R FZEELET,

Edit BrowserContentRedirection

Studio Select settings

[(A? Vemo;;) ~ " I‘ All Settings

hed ‘ [ Browser X

| Settings: 1 selected
Settings
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

‘ » Browser Content Redirection

Summary

www.youtube.com/*)

» Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

[ View selected only

Select

Edit | Unselect

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/" (Default: https://

Select
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pE
Linux VDA I3, [FS5o5—a>FoV UL LY hOTOF ] REETR—MLTLWEE
/110

2. VDA 7S o%—n, (BEED) URLHAHFID X L FRIFBIEVI FOWTNNNI—HT IDEHRET BIC
iZ. Chrome 9z 77X+ 7H5 Citrix 75— F VD)1 Lo MisREEEEEBMLE 9, VDAD
[Chrome (CEBIN] Z#IRL£T,

B5E:
CDILREREIZ I S 7Y FICIFFAETY, VDAICOAHEBIML TLZE0,

Chrome OIERIEAEIF. I—H—ZLICA YA —ILL &7, IRRIEAEZIBIN X 7o IXHIBR T BB AIC.
Jd-LAT YA A—D =BT BUEIRHD A

2 chrome web store o 5o
Berewnasr Coadisnt Rasdie: 3 ExtEn 5iﬂn$ S

O Eaowkons Browser Content Redirection Extension

Features This aieraion redirecis Webpages

O s CHE

[ By ek

O Foe

O ot Aneeeid

[0 ‘"Works with Googls O

Ratings

O dedddkok
0 ek ko & Bup
O kdok &up

O B up

HE X FRIC—HT S URLAHD (Fl: https://www.mycompany.com/). 21U X FRICIZEHR VG
A, REBFvxJL (CTXCSB) &, VALY DR ETHS C &% Citrix Workspace 77U IZ#8R~ L. URLZ
L—L %7, Citrix Workspace 77U, O—AIL YR UV ITTOD H AV RE2V AL, Web 1 bR
L&,

Citrix Workspace 77U 3. Web 4 bz R¥EFT XU by T Web IS5 U8 —Da>F U VEICS—LLRIZT
LYFLET,
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[l Ubuntu1804DSK - Desktop Viewer

Activities @ Google Chrome v Tue 23:58 @

G Google

& C @& google.com

ADDw, Store Gmail Images iif

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

1. Citrix 75o%—a> 7 VYU L41 LY MIRIEED 713>
Chrome #ERIEEED 7 AV DBIF. AT —2RXEEELE T, UTD320BOVTNHTY:

o B TUTA T TEHINTVEY
o JL—: BEDRITIET VT4 T TIIRBRVWHT A RILIRETY
o Fi: BNTWLWBHEELTULWEEA

2. VATV RTLIYA) I EINT. FRIEERETRI My AT Y RENFEEa—KR—b
3. Linux VDA

4, Windows 517>k

VEAL I bDIF)F

Citrix Workspace 77U N A>T oV EEDESICTTvFEIHh DI FUAEZRIIRLETS:
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Server Fetch &
Server Render

Fublic or priate
netwark

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

Fubli or private
netws rk

s H—N—TzyFeHF—N—L2FIV2J: A bZHFAIVIMIEFRLTVRVLD UF1L T MIKKL
fete®d. VAAL Y MEHD £ A VDA ETDO Web R—T DL V&) VFICRD. Thinwire Z2ERAL T
I53714v I REERRELET, RUS—ZFEHALTIa—INYIOEEZEIHLET, COZFUFT
3. VDA T® CPU. RAM. BLUFHIBOEEEN L RO FT,

¢« USATU T IvFEISATRLYA U Citrix Workspace 7 71 & Web — N—ICEIZE
BIBeD. A=Y MITIVERTEIBENHDET, TD>FUATIE Citrix Virtual Apps and
Desktops 41 b 5%y b T—2, CPU. LU RAM OEHE%2 IRTAT7O—RL%T,

THx=INYITDAANZX Ls
I3AT7EDIRAL Y EDBRETBIEDHBDET, RERRE. IFATU I UTAVEZ—2y MIEET

JERATIHRVEE. T5—KEN VDA ILRINBZTREEDNHDET, CDLS5485E. VDA LD Web 754
=& Y—N—LOR=DZ)O—-RFLTLRIVITEEY,

HTML5 &7 Citrix Workspace 7 7 o4 R—+

November 11, 2021

HTML5 @i+ Citrix Workspace 77U 2o ) — U, 5+ 7> % Citrix Gateway IZ3##4i9 35 Z & %<
Linux RE7 U B LUV TRI by FICEEEGE TS £9, HTMLS [T Citrix Workspace 7 7 U I22WTEEL <
&, Citrix FF a2 XY FESBLTLIETWL,

CDEEEEBIICT S

COMRERT 7 2L ETIREMICHE>TVET, BMCTBICIE. ROFIEZETLET:
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1. Citrix StoreFront © HTML5 @i+ Citrix Workspace 7 71U EMICL £ 7,
HMlAFIBICS OV TIE. Knowledge Center 2B CTX2081630FIE 1 Z8BL T2 L%,
2. WebSocket ##izHBMICL %9,
a) Citrix Studio ©. WebSockets i£45iR) > —% [#A] ICRELE T,

> WebSocket R > —%BEITBZHbTEFET, WebSocket RUS—DmeB—BICDWVWT
&, TWebSocket R > —zEEl #BBLTLIEIL,

b) VDA Tctxvdatr—E R, ctxhdxt—EXDIBICEREEL THREZEMICLET,

c) VDA THRDAT > RERTLT. WebSocket U X+—hBEL TWVWEHESHhEHERBLET,
netstat -an | grep 8008
WebSocket U Z+—H8EL TW31EE. XY RHARRDOELSICADET:

tcp O @ :::8008 :::%x LISTEN

E: ¥ 27% WebSocket G D7DIC TLSBESHUEBMICT I HTIEY, TLSESKEZEMICT
BFEICDOVWTIE MTLS L& 31— -ty a v DFRE 28RBL TSIV,

Citrix Director ZfFMH L 7z Linux (RfE<> > & LU Linux v > 3V OER

June 22,2023

CDi2ETIX. Citrix Director T Linux <> S LU LinuX 2y a VICERTE3—3DOX M) v I EBN
LEd,

Linux (REBT> > DX KU w o

Linux REB<T>> DX M) w oIl 7ot X3 3Icid. Citrix Director TIREEY > > &= RDIF. [V DEHME] V%
LERERLET,
Linux VDA /N—23 > 2103 LABE. Linux RE< > > DD X k1) w o Citrix Director TERRIEEICHED £7,

CPU a7 0%

XEUTAX

« N—RT1RUBE

RESSLVBED CPU e XEUBHEE
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@] Mok el i

Director Dashboard  Trends Blerts Analyti

Machine Details

Filters Applications Configuration

Machine Utilization

View Historical Utilization Average IOPS -

Maintenance mode

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Load evaluator
index

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

Memory

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

i . ko]

Trends  Fiters Applications Configuration  Analytics

Ending

Memory

Time period: |Last 2 hours

| Apply
Select Chart: Memory
CPU

now

Administrator ¥

4

|Average I0PS]

cif

Export

Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
NS DN G101 DAA ANE DAA A0 DAA
M Average CPU M Previous 2 Hours

Peak Concurrent Sessions

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GOOPM 60SPM G10PM 615PM 620PM 625PM 630PM G35PM G40PM G45PM 650PM 655PM
Zoom is not available for the selected time range.
M Average Memory M Previous 2 Hours
505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GOOPM GOSPM G10PM G15PM 620PM 625PM 630PM 635PM G40PM

645PM G50PM  6:55PM

Zoom is not available for the selected time range.
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Linux ty>a>oxXtUwyso

Linux £y >a>OX )y oERRTBICIE [Z0La2=]> [y aY] > [§RTOEy>a>] #BIRLT
[TRTOEY> V] R=UEEALH, [Ty a YVl NRILCTIEALET, [Ty a vl NRILICT
JERFTBICE. [TRTOEYyYaY] R=CHrRAIFZ—Ty by a>vaoUv o LT, [7VF1ETF1IX
—Sv—] Ea—IC7IERLET, i

Activity Manager

Activity Manager Machine Details Session Details

Applications SesionConrl ————

Machine D 3
S Session State Active
Display sin-ubt18 Application State Deskiop
fame Anonymous No

Delivery o . .
Group sin-ubt18 Time in state 56 minutes

Machine
Catalog
Remote PC
access

Site name
Windows
Connection Logon Enabled
Setting ICARTT n/a
Registration Relstered ICA Latency na
state egistere Launched via 80:...

OS type Ubuntu 18.04.2LTS Connected via 2.net...

Allocatit
lyp‘;“’ on Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.

sin-ubt18 Endpoint name
Endpoint IP

No Connection type
Protocol uppP
Citrix Workspace App Version 20.12.1.42

Organization
al unit
VDA version 9999.9999.9999.9999

CN=UIN18-SIN,...C=xd,DC=local

o ICA F1ERSR

Linux VDA N— 3> 1903 LIFE. ICA FEREOX MU w OO FIBETEEICAD F L, ICA FERRED X
Uy ERRT BICIE. Citrix Director 1903 Lg% A L. Citrix Studio T [ICAZFEAE] H&UV
[ICA FERAIEMME] KU —EERLET, KU —DERICDWTIE, FStudio THRU > —%EmMT 21 %
SELTIZTW,

« Protocol

Linux VDA N—> 3> 1909 BUBE. 70 R JLBEHREFBETI £, LinuxtEy>a>o b >XRK—+7F
Ok [EySaviEd] NRILICUDP £/ TCP X LTERRINE T,

o A RILESRE

Linux VDA /N—< 3> 2103 LB, Linux £y a>T7A RILBREIX M) w IR FERATEEFT, COX b
Yy oIlcT7oERTBICIE [TaL8—=] > [ty ay] > [TRTOEYS 3] #ERLT [TRTO
tysay] R—TUEBEIET,

Results updated every minute | C.

Export Choose\|

Session Start Time Anonymous Endpoint Name Endpoint 1P Gitrix Workspace App Version  Machine Name: 1P Address

21272021 208PM No 10157.13.68 w 10.108:124.1
Usert Active 21272021 209PM No 10:157.13.68 212142 10108124132
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BERRY—EXT—FEY

April 7,2022

BRY—EXT—EVIF. EHNICAF v U ERITLTEEAY—EXZEBERLET, fiddeRtEdde. T—FEY
EH—EX 7O XZBREREBFLIFFELEL. VY —XZ@BRTZHDICTOCADEDEZI)—2T v LES, &
H I nFsh/var/log/xdl/ms.log 7 7 1 LICEEBRINE T,

1B

VDA ZEEFT L. BERY—EXT—EVHEFNICERL FT,

C OikEElL. BIREER%ZEA L T scanningpolicy.conf. rulesets.conf. whitelist.conf 7 71 /L TR T
BIENTEET, #ET771/LIE. [opt/Citrix/VDA/sbin ICH D £5,

scanningpolicy.conf. rulesets.conf. whitelist.conf 7 7 1 LADEBE%BEHTZICIE. ROAT Y RER
TLTERY—EXT—E>ZzEEHLET.

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

OB 7 7IILTIE. BRY—EXT—TEVEBVELIFENICLET, Y—EXRHERZREL. #&H
TN BNEBIETINESHhEIEELET,

MonitorEnable: true/false (7 #JL MMEl& true)

DetectTime: 20 (Efu: #. ¥ 7 #JL MM&E: 20. &/JME: 5)

AutoRepair: true/false (57 =)L MMEld true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

COBEIZ 7MILTIE. BREROY—EXZEBELEFT,. RDRIV—=2 3y MARTLSIC. T2
FTIE4 DOERBEH—EZIRBD XY,
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ERY—EXZEETBICIF. UTOT7r—ILEZEELE T,

MonitorUser: all

- MonitorType: 3

- ProcessName: <> (ZOEXBIXTAICTRIEIEITEIEHA. . REIC—BIZIVELHD
ERY)

- Operation: 1/2/4/8 1= EHEETNBZ e —EREELELET, 2=FlspEHInd ey —E
AZBEHETLET, 4=V —EREBEFHLXJ, 8=Xorg 7TOELRDEDLEZIV—->T v T LET.)

- DBRecord: false

« whitelist.conf

rulesets.conf 7 7 1 JL TIEE L BB R Y —E X3, whitelist.conf 7 7 1L THERTIHEND
DY, "7 MU MERIZ. EXFa VT LOEAEZA) T4 IILEZ—RDFET,

KT MU X BT 31215, whitelist.conf 7 71 ILICTOEXRBDA%ZEHET (RLI—HTZH
BAHDET), Hle LT UTFDRIU—=2 3y bEBBLTLIEIL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 327



Linux Virtual Delivery Agent 2107

ctxvda.ctxhdx&s &tctxpolicydt—ER%z{FILd 3HiIC.service ctxmonitorservice
stopdv Y REEFTLTERYT—EXT—EVZELELET, CThZzRITLAWVEE. BRY—EXT—F
VFEIELEEY—EXRZBEHLEFT.

TLS iC&B31—H—tv 3> DRE

April 7,2022

N=3>7.16 Tl LinuxVDA i, I—H—tyv> a>0teFal 5 REDLoIC TLSESHEYH— LT
WET, TLSESHIETT 4L b TIREMICAR > TLET,

TLS BSkzBMCT S

A—H—ty>a>aEREITZILDICTLSESHKEEMICT 3I21E. Linux VDA & Delivery Controller
(Controller) omA THAZXZIBEL. TLSESKEEMCLET,
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AERAEZENS I B

ER TSI 2R (CA) »5 PEMERDO T —N—itBAZ L CRT XD/ — FMEAEZREL £9. Y —/N—3E

BREICIE. ROEI>avhiHb T,

. iERE
 BERINTLARLREF—
. hRSEBRE (RATIEHOFEA)

B — N—FEBRE D
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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TLS BESkZBIICT S

Linux VDA T TLS iES{kxE#MIC$3 LinuxVDA T. enable_vdassl.shy—/#ERALT. TLSES
EENEIFEMCLET. ZDV—ILiE. Jopt/Citrix/VDA/sbin T« Lo ~UICHD FT, CDV—ILTHER
TEZA T avicoWTid, Jopt/Citrix/VDA/sbin/enable_vdassl.sh -helpavx> k%=
TLTLRETW,

B> b & LinuX VDA H—N—CH—N—3AE% 1 VXA b—=JLL. & LINUXVDA Y —N—= 051 7> RZIL—
NEEEZ A VA =L ZIRELRHDET,
Controller TTLS EESkEHHICTS
pE N
TLSBSH&iZ. TUNV—=FI—TFL2EICH L TOABMCTZIEHTEET, BEDODT SV Ir—>avic
LT TLSEBSHKEZEMICTAICIETT XA

Controller @ PowerShell 9+ > R T, AOAR Y RZEBICEITLT. 2= vy bDOTFUNU—=FIL—TD
TLSEBShEEMILED,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

pE
VDAFQDN &M ICAt v a> T 71 ILlic&En3d L 5iC.Set-BrokerSite -DnsResolutionEnabled
Struedv Y RZERFTITBRIEHTEET, COAV Y RIE. DNS#REBICL £9, DNS fR% E)

LT3 ICAEy>a3>T771ILIEVDA®DIP 7 FL XZMR L. SSLProxyHost > UDPDTLSPort 7% &
D TLS EEER I L TDA FQDN =R L £ 9,

Controller T TLS BES 4 EEMICT BICIE. ROIAT Y REZIBEEICEITLET,

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

cZTNWNoa—FTa>T

PEINETRI by TRy avIic7oEALE&S T3 . Windows @i Citrix Workspace 7 71 T, kD
TERINATRLRAZEODY TR UM TIHEEAI LWSIS—HEETEIILHHDET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 331



Linux Virtual Delivery Agent 2107

Desktop Viewer ot

The connection to "EBERESRERE" failed with status (Can't assign
requested address).

OK

B e LT, hosts 771 ILICRD LSBTV MUEBMLET:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

Windows ¥ > Tld. hosts 7 77 JLigi@E. C:\Windows\System32\drivers\etc\hostsic®
h£d,

DTLS ic&3 21— —t v a>niRE

October 9, 2021

DTLS EES{btEEId. 7.18 U =W SRLICHR—bEINET, ZOMEEIZ Linux VDA TIET 7 # )L b TE#IC
Bo>TWEY, ##L<IE TTransport Layer Securitys; 8B LT T W,

DTLS BES OB
TETT4T TV RR— bHBEMCHE>TVE L EHRRBT S

Citrix Studio T. [HDX 74 75« T rSYRR—F] RUS—H [BK] £/l [BRE—R] ICRETNhTL
5exHRBLET,

Linux VDA T SSL EES{kE=BMICT 3

Linux VDA T©. enable_vdassl.shy—JL##EBL T, SSLEESkEZEHELIZEMICLET, TOVY—I
i& fopt/Citrix/VDA/sbin ICH D £, COVY—ITERTIZ AT avIcoWTE. /opt/Citrix/VDA
/sbin/enable_vdassl.sh -hav>RERIFLTLIEETL,
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pE

7. Linux VDA (Z DTLS 1.0 & DTLS 1.2 om@A%EHAR— kL TWE T, DTLS 1.2 (Zi& Citrix Receiver
for Windows 4.12 % 7z1& Windows &7 Citrix Workspace 77 71 1808 LN SBETYE, FEHLTW
3254 7> kN DTLS 1.0 (Citrix Receiver for Windows 4.11 &) O&%EHR—F L TUVWBIBEIE

enable_vdassl.shy—I)L# AL T. SSLMinVersionzTLS_1.0/cSSLCipherSuite
#COMZFzIZALLICEEEL £9,

THEAM=-ZDEYS 3V 4A—2—I—7

October 9, 2021

THERAM=—ZDEY S VT4 —F—<—Vd. T—FBHZHIEL. B TERL5IIT3HICRIBEET,
CDIERIFEIHAGETH D, Ly a>TFRI MY FIIRRINDZZE T, T—R2Z2EBUEBHICEER RV —>F
Y I F v EFERTIBEDOMEAICEDET, TEAMDLAV—THZVF—F—I—JIEBDTIEETTET,
DF—RF—I—JITORFaAX DAV TIVETETZEHL, Ly aYEREERICRTIINETD,

BE.

TFAM=ZDELYS3aVI+—2—I—F2J1F EFa2 VT BETEHDFEFEA, OV Ua—23
VNd TERBRBERLICHLETZDDOTEHD FEAD. HEIEEOMEAL FL—HFEU T ZREL X
To COMBEDFERICOVWTIE. BE2BBEWRO L —TEUT A ZRETEZILDOTREDD EHA. T2l BE
IKICCC oz EFa)TrV )a—a v eHdabtEa e zEE&HLET,

tyoavir—2—I—VRTFIALTHD, A—HF—ICEBRIESNZEY I aVICBERASNET, tyParvouxs
—B=I—VIC&> T, T—HHBHZEBH T 5HDBERMEISNET, RDEELRT—XIE. BEHA A—-IHR
FInNREOty3>0ondF a4 —0ID TY, 7—2FRE L DMRNICEBHT BI12I1F. T—N—FTid
IIATY DA YE—2y b FORIILT RLAPEGRELZEDZOMOBEREED X T,

A—H—TIIARVIVRAEZH/HETZICIF. [Lyvrarir—42—<v—20] RUS—REEFEALT. BELDE
BrUA—42—~X—UDINREEBRLET,

HIPRSEIR

e Lyl alUur—E—<—Uld. T TOVYDULEAAL I MDMERINS Y 3 Y TIEYR—
TNTLEFA, COMBERFERTZICIK. 50—V ToYDOUAALY FHEMICA->TWVWE L%
FERL TLIEEL,

s 2EE/N—RITT7T7IEIL—a E—F (ZEEH.264 £/ld H265 T>0—F71 %) TLHY—
NVIDIA RSAN—ZFERALIcEY a3 VARITINTVBREEIEF. Eydarur—4—<—7IFHR—+
TNTEST. RRTINFEEA (ZOHBE. LY XL TNvCaptureType i 2 ICRREINTULET),
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e TF—HA—TX—UIF Ly arOI v RITIIERRINEE A

o I—H—H PrintScreen *—%# L TBE%.2Fv 7Fv LicHEE. VDARITE vy 7F ¥ SNZBEICTY + —
B—I—VIFEFENFEA, TDH. BHENIE—TNBI3DEHRSIEDHICZAI ) =23y bADKEER
Lozl xd,

AX— b A—FOHYR—F

April 7,2022

Linux REBT XU by FEwoa il A Y TREEI. I5AT Y TN RERINAY—FA—FER
FEICES CENTETET, COEEIR. ICARR— b A—RREBF VY RILETOIR—bA—ROULFAL T MK
STEREINET, Ly aYATAY— b A—FZFEATRICHTIRT, EAGCLTIE. FFaXrhIT
DHINBEEEBMT B, BFA—INEZBSUELIFESKT S AV— b O— RFBAHBEL Web 1 ~ZRES
BREDBDET,

Linux VDA (&, Co#aEIC Windows VDA t RIL#EMZEAL 79, #L<Id. CORED 'Rv— Fh—RIEER
ZHER YT 21 B aYvEBRLTIEEL,
7
LinuxVDAtv>a>YATYy 7 AY— b A— REFERL T Citrix Gateway iIcHH1 >4 >93¢
iF. AITEYR—FINTVEE A,

GlEts

A= b A—RIZEBNRZIN—RAZFERATESIME. ROFHICEDERD T
o LinuxVDAD, ROWTFNHDT4 ARV Ea—>avIicA YR b=ILENTWS:

- RHEL 8/Cent0S 8
- RHEL 7/Cent0S 7
- Ubuntu 20.04

- Ubuntu 18.04

- Ubuntu 16.04

- Debian 10.7

VDA D1 > X b—JLH5ET L7z 5. VDA 4 Delivery Controller IZERTE, [ I N Linux TR by
Tty 3 rh Windows BERIEHRZEA L TERBICRES TEZ e 2RABLET,

* OpenSCHAHR—FFTBRAY—bH—RIMERAINTWVS, FL<IE TOpenSCHRY—FAH— Rz R—
FLTWB e DRER) 2BRLTIEE W,

« Windows @i+ Citrix Workspace 7 7UhMER I N T W 3,
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openSC A AV —rH—RZHR—FLTWEZ DR

OpenSC (. RHEL 7.4 LIFETALKFERINTWE AT —rH—R RS54 /N\—T9, OpenSC i CoolKey r &
ICEMMNH BT, TEIFLBEOAI—MH—REYR—tLET (FSmart Card Support in Red Hat
Enterprise Linuxy #£8),

CORETIE. BREZHPT 37200l LT, YubiKey4 ¥ —+A—REFEBL XY, YubiKey 4 id. Amazon
PIDNFEED SEBICEBATIT 3—&8 @ USB CCID PIV F/\1 X T¥, OpenSC k5 /\—I&. YubiKey 4
ZHR-—FLTVET,

HOLBERAY— A= RHARBICA-THEEIF. B R—FRKRD Linux T4 X JE2—>3>% OpenSC /X
wir—=UM A VA M—=ILEINTYBIO VR EELET, OpenSC DA VX F=)LIZDWTHd, TRAY—+tA—R R
FAN—ZA VA L=)LT 3] #BRLTLIETV, AN—FAO—FRZBEAL. OO RZETLT. OpenSC
HAX—rHA—RZEHR—FLTVWBR I ZHRBLET:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

(1124
IL— AR Z RET S
L= MEEAEE. AX— b O— RROIAEERET 57 OICERINET, L— MEAEEL I O-RLTA Y
Zb—LTBICIE. ROFIEZTT LET,
1. @R CAY—N—h5. L— biEBAE%Z PEM X TEEL £ 9,

RDES5HIATVYRERITLT. DER 771l (*.crt. *.cer. *.der) # PEM ICZHaTEFd, XDV
REITIE. certnew.cer (ZDER 771 J/LTY,

openssl x509 -inform der -in certnew.cer -out certnew.pem
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<!--NeedCopy-->

2. JL—hiEBAZE%openss T4 LI MUICA YR M—=LLE T, Hlz LT certnew.pem 7 71 )LEEBL
TVWED,

cp certnew.pem <path where you 1install the root certificate>
<!--NeedCopy-->

IL—FEBREE A YA =L T B3O DNREERT 3IC1E. sudo mdkir —-p <path where
you install the root certificate>%®RfTL%7.

RHEL 8/CentOS 8 T pam_krb5 £ 21— L% #5733

AX— kH— ReBiEIE. RHEL 8/CentOS 8 TEEIE T ifz pam_krb5 EY a2 —JLICf&kEL £ 9, RHEL 8/Cent0OS
8 TAY—hA—RBiEZEATBICId. UTOFIET pam_krb5 EVa—ILzEBEL X7

1. https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htmlh 5
pam_krb5-2.4.8-6 V—2d— kx4 u>O—-RLET,

2. RHEL 8/CentOS 8 T pam_krb5 E¥a—ILZBELTI YR F—ILLET,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make dinstall

<!--NeedCopy-->

3. /usr/lib64/security/ic pam_krb5.so BME SN e #BRBLE T,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

AX—bA—RFRIEZHERT S
ctxsmartlogon.sh 27U 7+ 2 FERAL TAY— FH— RIEEEZEBM T 2D FETHERERT IS LN TEE
ER
(73> 1) ctxsmartlogon.sh XU FERLTAY— M A—FRIEZBKT S
P

ctxsmartlogon.sh 2 2 U 7 ~id. PKINIT B %Z 7T 7 2 )L O EHICEML £3, CORE IS
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[etc/krb5.conf #E 7 7 1L EFEFR L TEETI XY,

ARX— b H—REPHTERT BH1IC. ctxsmartlogon.sh 27 ) 7 h#RITLTRAY— M H—RIRIEEBRL £
ED
[ O
R X >ADSmMic SSSD Z A L TV 354, ctxsmartlogon.sh dE17#I2 SSSD H—E Xz HiEE# L
TLIETE L,

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HERIFRDELSICHED FT:

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, whic
es automatic installation of the necessary packages and changes to
onfiguration files.

xsmartlogon.sh adds pkinit information to the default realm. You can

this setting through the /etc/krb5.conf configuration file.
-

p l:Enable i logon.
DD you want enable smart card logon? (yfn)[yl

Centrify
t one of the ove options (1-3)[1] 1
e Install dep nt packages.
Installing, please wait
[Prh: plflnlt][pam krb5

€ path to th- root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
successfully.
PAM files.
path to the smart card PKCS511 driver ( ., fusr/1ib64/pkecs11l/libcoolkeypkll.so):/usr/1ib64/pkcs11/1libcoolkeypkll.so
txfsc configure successfully.
/ th configure successfully.
:txsmartlog:)ﬂ sh e ed successfully. SmartCard is

ctxsmartlogon.sh 2o U b ERITLT. AX— b O—FRZEMITZIEHTIET:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

BRIFRDELSICHED FT:

#:ﬁ:ﬁﬁ N o N o e o o

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which

# includes automatic installation of the necessary packages and changes to
the configuration files.

can

e e

5t~p 1:Enable smart card 1:3:_;1:3n.
Do you want enable smart card logon? (y/n)[yl]
ctxsmartlogon.sh exit.
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(F7>3>2) AR—+H—FEBREZFHTHEM TS Linux VDA I, Windows VDA £t EILAY—tH—RE
BEFEALET. COWBETIE. FX>OY bO—F—. Microsoft sEBBH#EI (CA). 1> 22—y b2 T+ X
—> 3 4% —E X, Citrix StoreFront. Citrix Workspace 7 7U %Y O I>HR—%> b EERT Z2HEHLH
D &9, YubiKey4 27— rH—FICESHEBRICOVTHL <IE. Knowledge Center »CTX206156MiEE%=
SRLTIETW,

ROFIBIEDHENIS. IRNTOAVER—RY FHELLHEBREINTVWS ., BEX—rd1—H—iIAENX<T—F
A—RICADO—-REINATVWE . A¥X—rAH—REFEHALTWindows VDA ICEEEICOJ AV TI3 %
BLTLIETL,

PC/SCLite /X\v s —o% 1> X +—J)LF 3 PCSCLite ix. Linux TON—YFILOYEa—4—/AT—rhH—
Rk (PC/SC) tHDRETT, AN—rH—RPU—4—iBET 6D Windows AX—+tH—R1>4F—Tx
1 RAZRMLET, LINuUXVDATORIY—FA—RUA1CL Y biE. PC/SCLARILTREINTULET,

ROARY>Y RERTLT. PC/SCLite Xyr—S% AV M—)LLET:
RHEL 7/CentOS 7. RHEL 8/CentOS 8:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-Tlibs
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04. Debian 10.7:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

AX—bA—FRSAN—AVRA+=ILTS OpenSCid. LELFEAINTVWERY—FA—RRZAN=-TT,
OpenSCAA YR b—ILETNTVAWEEIF. ROOAY Y RERTLTI YA M—ILLET:

RHEL 7/CentOS 7. RHEL 8/CentOS 8:

yum install opensc
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04. Debian 10.7:

apt-get install -y opensc
<!--NeedCopy-->

AX—bHA—RBIEBOPAM ES 2 —)LEA YR b=)LT3E KDOIAYY RERFTLT. pam_krb5 &
krb5-pkinit E2a—JLE1 > b—JLLE T,

RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->
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RHEL 8/CentOS 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 10.7:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 EZa—/ILb ST VAREARRBHEES 2 —ILTHOD. PAMXIST FU T —> 3 Y RINAT— RERER
L7eb. #—EHt>2— (KDC) OF7 vy bEBRHEF7Iy FZERELED T3/EHIC. COEDa—IILZFERTEIX
Fo krb5-pkinit EZ 2 —JLICIZ PKINIT 7551 U MRE&ENTVWT, 5147 M RBFT—CiIBEEFEAL T
KDC h S{JHRERBIRZEIS TE S &L SICLFT,

pam_krb5 € 21— )L%#EKTS pam_krb5 EZa—)LIE KDC &35 L T. A¥— b H— RRDIEBAE% FH
LT Kerberos F¥7 v b #BE L £9. PAM T pam_krb5 sBiE=B#MICT BICIE. KOOIV RERITLET:

authconfig --enablekrb5 --update
<!--NeedCopy-->

[etc/krb5.conf #Em 7 7 1 LIS, REEQOERICE U 7= PKINIT {BHR=ZEBML £95
i

pkinit_cert_match # 7> 3 >id. 517> ~EBAZED PKINIT B OHTICER I NZRIIC—RT 4
EHH2—BHRAUNEEELF T, —BHRAOBUIRDL HOTT:

[relation-operator] component-rule -
. relation-operatoriz&& (¥RTOIAVKR—2 Y MRAIN—HTZHEHNHS) F£7iE|| (1203
VR=2Y FRAIOAD—HTIHRELNDH D) OVWITIHhEFERTETET,

AR krb5.conf 7 7 1 LOBIERICRLET:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you 1install the root certificate
>/certnew.pem
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pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

BE 7 77l PKINIT Bz EML B RDESICRD ET,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local

auth_to_local = RULE:[1:%1@%0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit_eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature

PAMZBEE %18 e % PAMBR 7 71 ILIE. EDES 2—)L% PAMZBEEICERA L TWAHh%ERL £, pam_krb5
EHHIES a—I)Lr LTEBMT 3iCiE. [etc/pam.d/smartcard-auth 7 7 1 JLICRDITEEMLET:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1ll:<path to the pkcsll driver>/opensc-pkcsll.
so

SSSD ZfEA L fcima. BEROBHT 71 ILIZRDESICHED £,

#%PAM-1.0

# This file is auto-generated.

# User changes will be destroyed the next time authconfig is run.

auth d

auth s d ignor =die] pam_krb5.so preauth_opt=X509 user_identity=PKCS1l:/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkcsll.so
auth i

auth required pam_denv so

account required pam_unix.so
account sufficient pam_localuser.so
account sufficient

account d

account d ad

account requi pam_permit.so

optional pam_keyinit.so revoke
required pam_limits.so
optional

optional b mkhomedlr umask=0077
18 077

nore] pam_succ |_if.so service in crond quiet use_uid
am_unix.so
pam_sss.so
session optlunaT pam_krb5.so

(FF>ay) AR—bh—REERLE VTG>T

SUINTFA YA (SSO) tid. RETFRI by TIRF7IUT—2a > 0RBBICNIZIL—REERET S
Citrix DtpezEL &9, COMBEICEID. 2——D'PIN Z NS ZEHHED £, Linux VDA T SSO = fEHA
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¥ 35I1ZiE. Citrix Workspace 77U M L £ 9, Windows VDA L BILHEEA AT, s#L <I&. Knowledge
Center ®sEECTX133982% BB L T 7T L\,

Citrix Workspace 7 7U TYI—TFRIV S —%Z R T B Zd ROLSICRAI— b A— RBHEEBEMCLF T,

=]

File Action View Help

e« 2Bz HE=ET

Local Computer Policy * || Setting State Comment
1= Fpmputer Ccnfiguration |i=| Kerberos authentication Mot configured Mo
g jl So.f'tware Settlfﬂgs \i=| Local user name and password Enabled Mo
g J Wlnd.o\.c\rs Se.ttlngs \i2| Smiart card authentication Enabled No
4 || Administrative Templates § =
a [ | Citrix Components & Smart card authentication = | SRS |
4 || Citrix Receiver
| AutoUpdate E} Smart card authentication e ] I Next Setting
= cap
:

| Fast Connect API Supg @ Enabled

| HDX MediaStream Flas

| Multi-StreamIcA | || | © Disabled B
| [ Metwork routing 3 Supported on:  aj| Citrix Receiver supported platforms -
> || Remoting client device =

71 SelfService

| StoreFront Options: Help:

| User authentication

[Z] User experience 7] Allow smart card authentication Use this policy to control how the client uses smart cards o
» [ Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
=]

smart cards attached to the client device for authentication and

[ System other purposes.

» [ Windows Components

Uiy Al Settings When disabled, the server cannot access smart cards attached to
4%, User Configuration the client device.
> || Software Settings i
> —_ Windows Settings i Troubleshooting:
4| 1] | r When using smart cards in a Citrix environment, the smart card
6 setting(s) device driver must be installed on the server. When using a

different operating system on the client machine, it may be

r

BEREAV—btA—KROTTY

SEAT—bH—RIE BEOHDXPC/SCR—XDAI—FA—RULEAL I FORRBIRTY, BEAAEV
WAN BIE TRV — b H— RZFERITBRHEEONT+—IVIABAELTVET, #HLIE TRY—+tA—R] &5
BLTLRETL,

Linux VDA . TFTd/N— 3 >0 Citrix Workspace 7 7 TEEANY— b A—REHR—FLTWVWET:

« Citrix Receiver for Windows 4.12
+ Windows @i+ Citrix Workspace 7 71J) 1808 L{&

D47 R TCERANYN—MA—ROJAVEZEMCTS SRIATV—bA—ROTFIE VDATIET 74U K
TEMICE>TED, IS4 T Y MTRTIHILETEMICER>TVWEY, 547> FTEEAY—MA—FOY
T EBEMCTBICIE. BEET B StoreFront %1 bd defaultiica 7 71 JILICRDINS X —HZ—FEBMLET:

[WFClient]
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SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

VATV R TREAY—MA—ROJFVZEMCTE V54TV A TERRAY—MA—ROTAVEEMICT
3IClk. BEYT % StoreFront #r ko default.ica 7 7 1 L5 SmartCardCryptographicRedirection /¥
FAXA—=F—ZHIFELFT,

&
AX¥—bA—REFEALTLINUXVDA (ICOJF>F 3

SSO >+ A IESSO >+ UADEA T A¥—rA—FEFHHLTLinuxVDAICOJF>TEF Y,

e SSOUFVATIE. FvyvialdhizAY—bhH—RiEEZ L PIN 2R L T, StoreFront ICB&MICO
JHA>EINFET, StoreFront TLiNUXRETRI by TRy avEBBTZE. AN—bA—RBIAD T
HIZ PIN A Linux VDA ICES N &9,

« 3ESSO > F VA TIE. StoreFront AT 4> 93 1HICGERBEZFEIRL TPIN ZANTEL5KRDO5NZF

ED
r 3
Windows Security ﬁ
Select a Certificate
-
Windows Security ——
[ — userl
Issuer: zhusl-DC-CA . 2
[ i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
=1 . = o Please enter your PIN.
' Click here to view certificate prope...
y | ddc
= PIN
| Issuer: zhusl-DC-CA | P!
[ | valid From: 9/19/2017 to 9/19/2018 | [anaan o |
9 - =
-m- [ Ea‘r‘lcel -\ ——
: [ Concel

StoreFront T LinuX{REF X kv Ty a BRI . LINUXVDAADOOSTA > DA 7O KRy IR
PRDESICRRINET, A—HF—RIEFAIY— M H—ROFEAEHLSHHIN. OT A VFTBEDT=HICPINEZH S
—EBANNTI3HREHNHDEI,

C OFENEIF Windows VDA ¥ EL TY,
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" ctx-ddc.ctxdeviocal X 4

<~ — * ctxdev.local Tk ‘ = :f.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

Click here for more information

0K Cancel

AY—bH—REFEALTEY 3 VICBESTD

Ty avIlBESGTBICIE. AN—FH—RBISATURTNARICEGEINTVWB e EERELET, AV —
FA—RAEGINTUVWAREVWE BREFRKT 370, LINnuXVDABICIL—DFvviadqs Y ROUBRRRINT
TCICETLEYT, COBE. AN— M I—RDEFERIXAVvE—JIIRTIINEFHA

=72 L. StoreFront I TiZ. Ly > a VIIBEGFLLSE LEETICAVY— M A—RAEFZINLTLARLE,
StoreFront Web IC& D RD & 5 BBHARTEINBZ BB D FT,

Insert Smart Card @

@ Flease insert a smart card.

| Cancel | Details ==

HIFREIE
Y —bA—REDYE LEFOEER) > —
HE. LINuXVDA IZRY— b H— ROBIBRICT 7 4L FDOBIEDAEFERB L TWET, Linux VDA ICEEICOY F

YLUIBTRAR—bA—RZRODHLTH, By daViFERSNAZRICAD, vy avamidOoysesngzd
Ao
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HDORAR— b HA—RELIUTPKCSH#11 51 TS5 UDHR—

HR—~—&IZ 0penSC AY¥— rA—ROABRRINETH, Citrix TIEPRBRIY— b A—RUAAL I ML
BHEEDTMREINTVD D, DAY — b H—FSLUPKCSHIL S TSV DFEREHTCHTETEY. BE
DAI— b H—FFIF PKCS#1L S TS VICHIDB R BICIE:

1. PKCSH#H11 51750 DITARTDopensc-pkcsll.sor Y AEVRAEESMZ £,
2. PKCS#1I1 SATSUDNBLIRAMNIAD/INREZRESTSICIE. ROOAY RERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

PATH (% PKCS#11 51735 (Jusr/lib64/pkcsll/opensc-pkcsll.so #Y) #EBBL %Y,

3. VA7V TEEAR— b A—FOTF 2 EMICLET,

ATINKRYy T TINTA 27 Viks

April 7, 2022

C OHEEIC &L o T - —BRBHRI NI 1. Linux miF Citrix Workspace 7 71 & & U Citrix Receiver for
Linux 13.10 ® AuthManager €22 —JL® StoreFront A r 7IZ7 VXTI £F, AHE. 1—F—EBIER
ZEEANNTZHL. LINnuXRETFRI by Ty 3 oh s mEBTRI My IELUVT U r—>avice &
AT EFERLTT7IERTEEXY,

A
C Di%EEIX Linux @iF Citrix Workspace 7 71) & & T Citrix Receiver for Linux 13.10 THR— k3N T
WEd,
COWEEZEBIICT BICIE:
1. Linux VDA iZ. Linux @i+ Citrix Workspace 7 71) & #=1% Citrix Receiver for Linux 13.10 21 >~ X +
—ILLZET,

Citrix Workspace 7 71 £7z1& Citrix Receiver @Citrix 47 > O— RR=IUhB57FUEAZT > O—RL
x9,

FI AL RDA YR k—ILISRIE. Jopt/Citrix/ICAClient/TF, BHBNRICTFUEAV A R—ILT 315
2. ICAROOT BB T # A RED A VA h—ILXXEBBTZ3L5BE LT,

2. Citrix StoreFront 81232V —ILT. WROX +7IC HTTP EXRRBIAAREEML £,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 344


https://www.citrix.com/downloads/

Linux Virtual Delivery Agent 2107

banage Authentication Methods - too

Select the methods which users will use to authenticate and access rescurces, 0
Method | Settings
#|  User name and password
[] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smart card

Can be enabled [/ disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth [Entlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o mEEm

3. HTTP BARHT 2 HA T 3IC1E. ROF—% AuthManager #m 7 7 1)L (SICAROOT/config/AuthMan-
Config.xml) (Z&mML &9

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. ROAYYRZFETLT BESNLTA LI MU —MEAZEZ TV XA —ILLET,

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5, ROOAY >V RERITLT. COEEEEEMICLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x0000000601"

<!--NeedCopy-->

6. LinuXREFRI by Ty ayaERIBLT. Tt v a>TLinux @i Citrix Workspace 7 71U
o1& Citrix Receiver for Linux 13.10 #2281 L £ 9,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 345



Linux Virtual Delivery Agent 2107

Linux %85 X & kv 7T Linux @7 Citrix Workspace 7 71 & 7z 14 Citrix Receiver for Linux 13.10
ZVOTEEFTZHE. AT TATY FOANNERDENET, MBI BEFAOX ~TICEESNICOY
T2 L&ET,

:

cPT7ATIY RO HTTPSURL ZANALE T,

Citrix Receiver - x

Add Account

Enter your work email or server address provided by
wyour [T departrment.

https:ff

Cancel Add

uquEfJ‘Tg@t’ V2= /@*ﬁﬁi

April 18,2024

COREDOEREFEAL T BHADFELR LY a3 ZBHELET, LinuxVDAZ 1> X h—ILL T OREZER
TROHICHBREIFT—TBEDD FHE A,

7
RADAREBREY > a3V EBRT 21581F. Ty aYoHEfiESMR—bINABAVWIezZEL TS
o v aroEaiEed. Android @i Citrix Workspace 7 7 THHYR— TN TWVWEE Ao

BEEDFRER R b7 DIERL

Linux VDA TZIEARER v 3 V&Y R— T 3ICIE. StoreFront ZfEMA L TREED'ARE AR b7 =2 ER L &
ERS
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TIUNI =N —TTHRADFREL AT —DT7 I XZ2BMICT S

BADFREBZ ST ZER LIS, TUN) = —TTRIADPFRELI—F—DT7 I EIZBMICL T, BN
FERtLy aYZYR—bLET, TUNY =TI —FTRIAITNTVWAVWI—HF—EFHICT 3CIF. Citrix
Virtual Apps and Desktops @ R+ 2 X > FDIERICEVE T,

BADARELRE Y a > D71 FILKEZRET S

FEEDARELRE Yy a>DT7 A RIVIRED A LTI MEIF. 774 FTLI0HTY, COEDREIF. LXK
1) 5% AnonymousUserldleTime TTWFF, ctxreg V—ILa2FE> T DEHEEZEL X, fcrziE, ZDL
SRAMJREEZSDICTBICIE. ROOATY REERITLET,
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©

X00000005
<!--NeedCopy-->

FEED R BRI - —DRABERET S

TSN TOWREVWI - —DRAAEEZRET 3ICIE. LY X M) £— MaxAnonymousUserNumber =R L
9, CORFEICLD. E—0 Linux VDA TERIFFICETINZRBAN R EL Y S 3 VEHDFIRSNhE T, CoLY
AMUREEEE T BICIE. ctxreg V—ILZFERLF T, e ziE BZ 32 ICKRETBICE. ROOATY REET
LETo
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

X00000020
<!--NeedCopy-->

BE:

BADRELR LY a VBEHIRLET,. AKICESINZ Yy Y a Y HEPERBICZWESE. VDA TERTE
BAEUDARLHBEDHEZSITRIT BN ET,

SN a—FTa>y
RN R EREYy S a Vv EBR TR EIE. RORZEEBL TSIV
o FRIHAREBERE Y aVICOJA VY TITEFHATL
LR MIDBREECESICEHFIN-Ce 2B RBLET (0 ICRE)
sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet

\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->
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ncsd H—EZXHRTH T, passwd F v v aEBEMICTEILSICRESNTVWR AR LET:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

passwd ¥ v v > aBTHOAEMI AR > TWVWEHEIF. NOICKRELTHS. nesd H—EXEBESHL £9. RED
LE%IC. Linux VDA DB VA M—ILHRBERBZIBENRHD £,

« KDE cOv/7@EEDAE VHBERED Y S a VHRICKRRINE T,
FI7AIETIE Oy IBEORE VX Z a—&, BEHFREBELRE YD 3 U TIFEMICR>TWETY, 772 L. KDE
TRPRRINZCeHHDET, KDETAYIVEBERDARZVEAXAZ2—%2FEDQI—H— I L TEMICTSIC
i&. #m 7 77/l $SHome/.kde/share/config/kdeglobals (=X DITEMZ £, fi:

[KDE Action Restrictions]
action/lock_screen=false
<!--NeedCopy-->

7272L.KDE Action Restrictions/{ZX—4—H.sO—-NIL7a RikdeglobalsZ 71 JL(/usr
/share/kde-settings/kde-profile/default/share/config/kdeglobalsk¥) TF
BICRETNTWBRBAE. COI—HF—REIFHELHD £ Ao

COMBEMATZICIE. ¥ XT LT K Akdeglobals7 7 1)L ZE L T[KDE Action
Restrictions]to>a>an[$i1]40%KiMT 20 YRATLTA RABREZEZEFERALT. OvIEED
REVERZa—ZEMICLE T, KDEBRICDOWTEHEHL < IE. TKDE System Administration/Kiosk/Keys) @
R=TZ2BRLTIIETL,

LDAPS DiERk

November 11, 2021

¥ a7 TRESI NIz LDAP (LDAPS) IZ & - T. Active Directory BEExH%R K X >1Z SSL (Secure Socket
Layer) /TLS (Transport Layer Security) B0t + 2 U 7 1 17 & L7z Lightweight Directory Access
Protocol o@fEZRETE£7,

FIFIWET OSATY Y —N=T TV —> 3 B@ LDAP EEIFESHINTWER A, SSL/TLS %1E
R L7 LDAP (LDAPS) T. Linux VDA 8& U LDAP #—/N\—fd LDAP 2TV A>TV ERETIT £,

RO Linux VDA J>R—x> hd. LDAPS & 0#k=FBFENH D &9,

« JO—A—IT—Y x> bk Delivery Controller iZ Linux VDA % &%
o RUS—H—E R RS —5FE

LA IE. LDAPS OBRICKHETY .
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« Active Directory (AD) /LDAP #—/S—T LDAPS Z=&3h1k
« USATYRTHEATSIL—F CAZIYZK—k

« Linux VDA %2 > T LDAPS #H&3h{L % 7ol bt

e U—RN—=F14 DT>y b7 +—LTLDAPS DOHE5L

+ SSSD DR

+ Winbind 015

+ Centrify 0#&mg

+ Quest DiERK

pE
ROARYY RZRTLT. LDAP H—N—DERVA VI ERETETET, 774/ MERZ 15 9T, i<
EDH L0 RICHWETBLSICLTLIET L,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "Ox0000000f" --force
<!--NeedCopy-->

AD/LDAP #—/X\—T LDAPS O&#1t

Microsoft sEFRH#RS (CA) Z7:1Z3E Microsoft CA @ ¥'5 5hh SEYILRFERDEAEZ 1> X —JLL T, SSL&
fBad LDAP (LDAPS) #HB#icTE %9,

B2k
SSL/TLS &8 ® LDAP (LDAPS) (. KX >a> bO—5—T&HOIL—FCAZAI VI b—ILT R L, B
BRICERICED X7,

HEBAZE% > 2 b—)L L C. LDAPS E£i% W29 3 A35ICDWTEEL < &, Microsoft Knowledgebase o4 7R—
~EATIEERT THow to enable LDAP over SSL with a third-party certification authorityy #8B LT
Lo

SEEABIDREE ICEBDE QEXIE3E) »'H3BA. X232 bO—5—T LDAPS Bl 0@ R 5EAE
ZHPBMICAIETET ZE A

EHOIRAMEOREERERA L TR Xr>d> bO—5—TLDAPS #E%ICT 355 ICDWTE L < 1. Microsoft
TechNet Web #-r T TLDAP over SSL (LDAPS) Certificate; #&BL TSI,

517> b TERT 3L — MEEE (CA) OB

347> b3 LDAP 4 —N—1E3E 9 % CA DIEEAEZ R T2 HENHD T, 7517 > b o LDAPS ik
ZEMICTBICIE IL—+ CAGSEREZEREHADF—I L T7ICTVR—FLET,
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L=k CAZIVRR— T BHEICDOVTEL <& Microsoft Support Web #-r kT F'How to export Root
Certification Authority Certificate; #8RBL T TV,

Linux VDA Y3 > T LDAPS =&k f- I3 Exhik

Linux VDA T LDAPS # &% £ 7 I3EMICT B ICIE. (BEExLTOJAYLT) XAODRIU T+ %ERITLET:
COOAXY ROBXICIFRNEENE T,
o FEEINTIL— b CAREREET SSL/TLS 28T LDAP #8%ICL £ 95

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy—-->

o SSL/TLSBHBTLDAP Fv RINA>T 1> JZBMLF T,

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy—-->

A

FYRINATa 27D — b~ CAGERAE IR, PEMEXTH2RENH D £9, LDAPS zHB#ICL
TH Python 3{RIBIEAER ICER I NARWVEEIE. TPython 3 {REBIRIBOIERI OFIEICIE>TF
TR L TS L,

Pip Y —ILOFERBICKETDIAREM D H S SSLIEHRT S — SN T 2 ICId. ROBEEEFHERZ b
% [etc/pip.conf 7 71 JLICIBIIT 2 Z e EReT LT AT L

[global]

trusted-host =

pypi.org
files.pythonhosted.org

o SSL/TLS #ERETICLDAPICT7 x—ILINw I LE T,

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

LDAPS £B® Java ¥ — X 7. [etc/xdl/.keystore ICH D £9, HEEZITZL I M) F—ICIE. AHE
FNFd,

HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UseLDAPS

HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 350


https://support.microsoft.com/ja-jp/kb/555252
https://support.microsoft.com/ja-jp/kb/555252
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/configuration/create-a-python3-virtual-environment.html

Linux Virtual Delivery Agent 2107

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

HF—RN=FT1DTF 5w ;b7 x+—LTLDAPS DIEH

LinuxVDA QY R—2Y FMCIIZ T . VDAD I £ T EFA Y —RN—FTr DY 7 rUz7aAVKR—FR > L Tlk. SSSD.
Winbind. Centrify. Quest L dtFa1 7+« TREINT LDAP ARELBELHD T, UTOEI>a>
Tl&. LDAPS. STARTTLS £7z1& SASL (BR>—I) IC&3tFa) 7T+ THREIN LDAP =88R T 3 5%
ICDWTEHBAL £ 9
[
NEIRTOYV I LTIz 7aAVR—22FT. SSLAR—F 636 2EFAL. EFXa2) T4 THREINT=- LDAP
ICTBZEDEBELLDITTIEHD £HA. F/-. IZALDHZE. LDAPS (R— bk 636 TD SSL ZHD
LDAP) (37R— bt 389 @ STARTTLS ¢ H£ETIT FH Ao

SSSD

A7a>Teic. R—b 636 £7zldR— 389 DtzFal) 7+ THREINS SSSDLDAP b3 71w U ERER L
79, s¥L <IF. SSSD LDAP Linux ® man R—=JZBBLTLIZT W,

Winbind

Winbind LDAP 2 T ix. ADS XV v REFBEL 9, Winbind I&. R— k 389 T StartTLS XV v RO &EHR
—FLTWVWET, FEEZZITZHEMT 71 I)LI%. [etc/samba/smb.conf ¢ [etc/openldap/ldap.conf (RHEL
DIEE) %71 [etc/ldap/ldap.conf (Ubuntu Dig8) TT. 77 1ILERDESICEEL X,

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

Flo. E¥a )T TIREINT- LDAP 1&. SASL GSSAPI (BEE&LU>—IL) THEBIhEIH. TLS/SSL v+
FTBRILIFTEIEHA, SASLEESKEFERT 3ICIE. smb.conf BEELTEL £,

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal
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Centrify

Centrify TigR— 636 @ LDAPS ZHR— LTV EH A, —A. R—F 389 LOtF a7 TREINIE
SHIFRELTVET, #L <UL Centrify 1 FEBRBLTL LT W,

Quest

Quest FBEETF —ERIFAR—+ 636 @ LDAPS ZHR—r LEHEAD BDAETR—F 389 o+l 7+ TRE
ThIcEShERHBLET,

cSTNDa—FTa>d
COWEEZFERAITZE. UTOMENKEETEZELHHDET,

* LDAPS —EXDETAME

AD/LDAP # —/\— LDAPS S h AR T 5 C L 2 MBLET. T 7 4L R T COK— M 636
TY.

+ LDAPS 2 HE#IC9 3 £ Linux VDA OEBFEHEKT S

LDAP = N—tR—brHRELKBRINTVWB e 2B LEY. =MICIL—~ CAGEAEZF T v I L T,
AD/LDAP #—N—t—H9 3 zHRL £ 7,

o BROTLPRNUEE

LDAPS BEED F—1':2 > T enable_ldaps.sh Z RS ICEMINB & LDAPS J>R—x> FOKTEF
BARZIBAR S TREMD H D 7,

« LDAP 57« v Zid. Wireshark »znfthoxy hT -8 Y —ILH 5 SSLITLS TESHKINFEA

T 74 bTIE LDAPS IFEMICAR > TWE T, TN EME 9 321k, Jopt/Citrix/VDA/sbin/en-
able_ldaps.sh #£17L £7,

+ Wireshark »zoftho v b7 — &R Y —)LH 5D LDAPS +5 7 1 v OB EEL AW
LDAP/LDAPS 57« wZid. Linux VDA OERP T IL—TR) > —DHEETSBRICEELE T,
« AD #f—/\—T LDP ##t%= %217 L T LDAPS ORAMZHIETET AW
IP7RLZODKHDIC. AD FQDN #BEL %9,
« Jopt/Citrix/VDA/sbin/enable_ldaps.sh X7 U 7+ %#R{TLT/L— ~ CAHBEEZE % 1 VR— R TR

CAGERRZD 7 NRZBEL T, IL—F CAFEREOBENELVW I ERBRALE T, Y R—FThTW3
Java Keytool ORBEOAETHIEL TWET, TR— F—BICAWESIE. RIICEEETBELTILETWL,
SEERZ D OBENRE L5513, Base6d THSHKINT- PEMEROFERZ HEIHLF T,
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+ JL— I CA:EEAZE % Keytool —E(CRRTEAL

Jopt/Citrix/VDA/sbin/enable_ldaps.sh#®1{TLCLDAPS #EMICT 3 . MEHAE
h/etc/xdl/ keystore (21 VR— b I, F—XA L TERETZNAT—RARESINET, NRT—R%
BNEHEId. XAV TN 2BERTLTHLVWEF—I M7 ZERLE T,

Python 3 RIEBIRIEDIER

November 27, 2023

Fy hT—UICEHELTVWBHSIE. sudo Jopt/Citrix/VDA/bin/xdping#fi/opt/Citrix/
VDA/sbin/enable_ldaps.shav> R%uER{TL T Python 3{REBIRIEA(ERTE £ 9, /=L, AT VR
T Python 3 (REBIBEZERTIAWEEIK. Ry P T —JICEGLTOWARS THFHMTERTE T, CDREET
& R b —2ICEG5E TIC Python 3 (REBIREBZER T3 7= DBIREFHF L FIBICOWTH L HAL £ T,

AR

o /opt/Citrix/VDA/sbin/ctxpython3F« LI JIZT7oERTBICIE. EBEERNAHBET
ED

o Python3nwsr—S0RA—ILT7 71 ILHBBETY, K1 —IL7 71 I)Lidhttps://pypi.org/h54o >0
—RTEET,

Python 3 {RBIRIEDER

ROFIBERITL T, Python 3 {RAEIREEZER L £

1. Python 3 o#&EEHFE=E > X b—ILLEY,
RHEL 0155

yum -y install python36-devel krb5-devel gcc

<!--NeedCopy-->
i
—BOKEFEEFRZ A VA —ILTEIEDICIF. BEDURI NI OBEMUIURERIZENH D X
¥, RHEL7 ®i5&. subscription-manager repos --enable rhel-7-server

—optional-rpmsIv > R%#xR{TL 9, RHEL8 054, subscription-manager
repos --enable=rhel-8-for-x86_64-appstream-rpmsIv> REETLET,

Ubuntu\Debian 054
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apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

SUSE 0ig4&:

zypper —-i -n install python3-devel python3-setuptools krb5-devel
gcc libffi48-devel
<!--NeedCopy-->

=

—EBOEKFEFRE M >V A —ILT B 7DHICIFSUSE_Linux_Enterprise_Software_Development_Ki
RIS M) OBMUHUBEBERIBEDHD 7,

2. Python 3 RABIRIBZ1ERLL £ 9,
pE
pip Y —ILOERFICKETZAEMDH S SSLIEEFTS— WL T BICIE. ROEEEHHRI
% [etc/pip.conf 7 7 1 JLICIEBINT 3 e &2at L TSI L:
[global]
trusted-host =

pypi.org
files.pythonhosted.org

RHEL. Ubuntu. Debian 054

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

SUSE 0ig4&:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
setuptools==40.6.2
<!--NeedCopy-->

3. LDAPS o fkizREE1 A M—ILLE T,
RHEL. Ubuntu. Debian 054

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy—-->
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SUSE 055!

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2.20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy—-->

4. XDPingo##=FRFEzE VX ~—ILLET,

RHEL. Ubuntu. Debian 054

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0

psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

SUSE OiZ&:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 1ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_dinstall /

opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

XDPing

April 7,2022

Bl
Linux XDPing v —JLi&. Linux VDAIRIETO—RNBBROBEZF v/ 925 70X 28HLITZITUR
SAVR=ROT FIVr—>3>TY,

Linux XDPing Y —JLiE. ¥ X7 LLET150 28R BERDTZA M ERITLET. CNE5DTI I KERDE
SICHEINET,
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e LinuXVDA > X7 LEHNEIINTVWEHESHERRT S

s LinuxF4 AMUE2—>a YT VEREHAILTRRT S

o Linux 7—ILOEMRE=ERERT S

 Linux VDA OEMEICHE%Z 5 X 208D H 2 BEHM O Linux 7« AU Ea—>a > OREZ#ET S
+ Security-Enhanced Linux (SELinux) ®E&— R B4 ERERT 3

¢ XY RT=IAYE—T A REZH L. XY T —IUREEHRDET S

¢ ARL=2DON=T 12 a VR HERRIRELRT « RVBEERET S

¢ IZVDERRAMERXAVEDEBRZRERT S

« DNS#pizmR L. BRT A bZ2R1TI3

s BRBEBBINAN-NAHY—ZHEL. RETSVOBRZHEL XTI, YR— bR

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o BAREEREREL. v b7 —0 ORZIERIEEL TWEH EERT S

+ PostgreSQL 4 —E XD @B EINEIEL TV S D\ Z2HERT S

e TJF7ATIA—IIDEMIH>TVT, BERR—FHPHVWTVWEIHhZHERT S

+ Kerberos #mzR L. BT R EETIT S

o JI—TRVI—H—ERIT>I >0 LDAP RFIRIEZ RT3

« Active Directory BEHEEL Yy b7y P3N, MEDI VYRR XA VIZBIML TVWRHE S Hh KSR
LFd, HR— bR

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
SSSD

« Active Directory A® Linux > Ea—42—F47 1V FrOBEELZHET S

+ Pluggable Authentication Module (PAM) #m%=mE:Rd 5

s ATHYTONE—2%HRT S

o LinuX VDA IZREBHRNY T —IHA VI M=ILINTWEH ERERT S

o LINUXVDANRw T =% BEL. 1 VXA M—ILOEEHZHRT S

« PostgreSQL LY A hUF—ER—-XDBEM=MHE TS

¢ Linux VDA 4 —EXHDENICHEBR S NEEL TV I H ERER YT S

s VDAB LU HDX B OB EMZ RT3

o #BEEHDE Delivery Controller 2 70—7 LT, 7O—h—H%—EXHEBEAEE. RIEATEET. HEED
HBdrZTAMLET,

« Y>> Delivery Controller 7 7 —LAICERINTWEI I EHRRBT S

o TUOTa TERIFUMISNI-ZE HDX v 3 > OREERERT S

s Linux VDABSED IS — ¢ BEIODVWTOI 77 MILEXF vV T3

o Xorg DN—=2 a3 VB BYIHZHERT B
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Linux XDPing v — )L DR
7

ctxsetup.sh #5217 L TH. XDPing g1 > A b—)LadhFEFtH A, sudo /opt/Citrix/VDA/bin/
xdping#=RfTLTXDPing 1 >R F—ILTEF £,

CnaY Y RIZED. XDPing ic#ZE7% Python 3RBIRIEHERINE 9. DT> KT Python 3 =48
RIBOIERICKB L e/ E 3. TPython 3 RIBIRIBEDIERL OFIBICTE > TFBTIERL TS ET L,

Pip Y —IILDERBICKETZHUEMDODH S SSLERTS —ICHLT BICIE. ROBEFHKRI b
% [etc/pip.conf 7 71 JLICIBMNT 2 Z e EiEst LT 2T L

[global]

trusted-host =

pypi.org
files.pythonhosted.org

XDPing iCld. AR Y R TIH5RITINS xdping WS RBOE—DORTAET 71 IILHMIBLTVET,
OARYRSAF T araRRFTBICIE. ——helpaFoarsFERHLET:

sudo /opt/Citrix/VDA/bin/xdping --help
<!--NeedCopy-->

TAMDREBRAA—bERITTBICIE. AV RSA>F T a>ARLTXApingERITLET:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

Linux VDA Xy s —2% A VX b—IL 9 ZRIICIRIEZ#R T 5101 pre-flight7X bzXRTLET:

sudo /opt/Citrix/VDA/bin/xdping --preflight
<!--NeedCopy-->

BZlT X b Kerberos 7 X bR Y. BEDTAMAFTIAU DI ERITITBICIE. - T avE=ERBLET:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

HED XenDesktop a> bO—-5—%27O—-T 9 3ITid:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

75l

LUFiE. Kerberos 7 X r&RTLIBEDOHAFITY:
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sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]

Verify Kerberos configuration file found [Pass]
Keytab file: /etc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NOME SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 38@ s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-jcase [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@ ]: [MISSING]
SPMN system key [host/n 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Controller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.
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Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:
Verify Kerberos system keys for UPN exist [ERROR]
Verify KDC authentication [ERROR]
Xauthority &R

November 11, 2021

Linux VDA i&. s8R D) E— MITEITX11 71 X 7L 185 (xtermegvimz L) = FHT 3 REEZ Y HR—
FLTWET, CopelL. XClient & XServer ot 1) 7+« CIRESNIBEEZRFETILOICHELREL
D54 XAZIL%EZRHELED,

COtEFa T4 TRESTNICBEOERZRETZICIZ. UTD2 2DFELHD £,

« Xhost, &7 xJL bTld. Xhost v > RizO—AJLRR k XClient & XServer D@EDHEHA L £,
IJE— bk XClient @ XServer A\O 7Vt X%ZHA 92 L. HEDY S Y THERZMS5T S 70IC Xhost O<
YRBRITINZIBENHD 9., H3LME. xhost + =R L T XClient iZ XServer NDE#Fi & HFT S
ZEHTETFET,

+ Xauthority, .XauthorityZ77/ILid. E1—H—DKR—LTFsL I VIZHEDET, COT 7L
l&. XServer OsBHEDBEIC xauth HEA T 3 Cookie ICERIBRERET 2 HICHERINET, XServer
1YREAVR (Xorg) HEEITNZ L FIC. HEDT « A LA ADEHZ BT 5 7-0I2 D Cookie HiE
AEnEd,

1RE

Xorg phEEE#Mc 3. .XauthorityZ7LiEXorg BTN ET, CD.XauthorityZ 71 ILICIERD
ERENEFhET:

« RTES
« UE—FEXRZOMINL
« Cookie &5
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xauthd<v Y REFERALT. COT71ILE28BTI £, fi:
# xauth -f ~/.Xauthority
# > list

# > usOlmsip06:107 MIT-MAGIC-COOKIE-1
fb228d1b695729242616c5908111624b
<!--NeedCopy-->

XClient ' E— T Xorg ICIE S 3158, 2 DORMHREKHEBI-IMRENHD F7:

« DISPLAY IREZ# %= ) E— b XServer ICREL T,
+ Xorg T CookieHFSD 1 2%&¢ . XauthorityZBELETY,

Xauthority O

JE— bk X11 ¥ 7L AIC Linux VDA £T Xauthority #BMICT 3 ICid. RO 2EDL IR MY £—%1ER
TRIRENHD T
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

Xauthority ICEZICLTH B FENCLZIDEER—LTALI MV EYIYFTZ T Xauthorityz»
1 JL% XClient IZFEL £,

+ .XauthorityZ 7% XClient ICFBTEY

ICAtvy> 3 >%iEg L. LinuxVDA Iz XClient @ . XauthorityZ v s&EgL. O 4> a1—4
—DR—LFTA LI MIICT 7ML ERELET, ZD.XauthorityZ7r)Lz 1) £—k XClient v> >
ICOE—L. DISPLAYS L UXAUTHORITYIREBEHERETEF£9, DISPLAYIX. Xauthority >
FALIRELIERTES THO. XAUTHORITYIL Xauthority @7 71 JLISX T, 7z ZiE. RDO
IYRERRLET:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy-->
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E:
XAUTHORITYIREZHARESINTLAWEE. ~/ . Xauthority 7 771 LA F 7+ )L k TER
INEJ,

o HER—LTAL I UEITY TR ILICED . XauthorityZ 7 )L% XClient ICET

BEAFZE. OJA A —DHREFR—LTAL I IEITIVNTEZLTY, Linux VDA A ICA+E
wiarvEREITRE, QA1 —H—DKR—LTs LY ) T. XauthorityZ 71 ILBMERR I F
To CDHR—LTs LI RURXClient e EEINBZHEE. 2—H—HI0.XauthorityZ 71L& F
1T XClient ICERiX T2 M EIFH D £ A. DISPLAYS L UXAUTHORITVIRIZEZ#%#EL < :RE L%,
XServer T GUI A EBIMNICRTRENE T,

AN | = Rl el G274
Xauthority pMEE L B WBEIF. RO MF T a—T 1 VI FIBICK > T LT L

1. root FHEZ I OEBEEBE L LT. IRTD Xorg Cookie ZEMEL £9:

ps aux | grep -i xorg
<!--NeedCopy—-->

CoOaxX >R, EEH Xorg IiBI N3 Xorg 7OERENTXA—Z2—%KRTLET, D5 1 D2D/INTX—
Z—lg. ¥ . XauthorityZ 71 hERSNE D ERRLET, Fi:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

Xauth 7> k%##FEALT. CookieZRRLFT:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. Xauthavw > REEFEBALT. ~/.Xauthoritylc&fh3 Cookie #RRLEFT, RLRTESDBE.
&nand Cookie & Xorg & U XClient » . Xauthority 7 71 ILTEIL THIRHENHD 9,

3. Cookie AL HBNIE. VE—FTF1 X TLAKR— D LinuxVDA®D IP 7KL R (ffl: 10.158.11.11) &
PHTRY by TORTES (fl: 160) 2EALTTF7I/ELXTE 3D Z2RABLET,

XClient v> > TROIAR YV REZERITLET,

telnet 10.158.11.11 6160
<!--NeedCopy-->

R— &SI 6000+ REEFESDEFTI,

telnet DRMENKET B L. 7717V A—IDBREZTOVITELHHDET,
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JIxT7L—> 3 R —E XDER

May 15, 2023

Linux VDA . FAS %= {#H L = Citrix Virtual Apps and Desktops IBEEAD O 4 > % HR— L TWEF, FAS
O # >#seic Windows VDA £ R L Windows iRiE% R L £ 9, FAS B® Windows IRIEDHEMICDOWLT
. T7 7L =3 il —E 2y #8BLTLET V. ZOERETIK. Linux VDA ICEBDEMBESREIREL
F7,

*
Linux VDA iZ. In-session Behavior ;R >—%HR—rLTLEEA.

Linux VDA I&. F2WMERiZz AL CTFASH—N—c7—4%Z X EL X7,

Linux VDA T FAS D#&5%
RHEL 8/CentOS 8 To FAS 07K —

FAS 2. RHEL 8/CentOS 8 TEelk iz pam_krb5 €2 a2 —JLIckEL £9. RHEL 8/CentOS 8 T FAS % 1{F
BY3ICiE. UTOFIET pam_krb5 EXa— /L #HEBEL X7

1. xo Web #1 th5 pam_krb5-2.4.8-6 V—Xd—R%EHU>YO—-RLET:
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. RHEL 8/CentOS 8 T pam_krb5 €Y a2 — L2 H#ELTA VI b=ILLE T,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. /usr/lib64/security/ic pam_krb5.s0 BME SN e =R L £ T,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

FAS 4y —N\—DFRE

Linux VDA ZH#iRIC1 > X =L 335&. FAS 2EMA$ I3, ctxinstall.sh &7 1% ctxsetup.sh dE1THIC
CTX_XDL_FAS_LIST k&b 5N 7BEIC. EFAS H—N—0DZ2EM R X1 >EZEANHILET, Linux VDA i& AD
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TJI—TFRYS—FHR—-—FLTULERWLWOH, KbDIcEZ OO0V TXYSNIFASYH—N—D—EB%FRATI %
To WINHDH—N—F RLIBHBRINTVWIEEIE. TZOFTHA%Z <none> X LS XFFTESH T, H—/N\—7
RLADIEEIIEZEL £t Ao

AV ZAL=ILFEHOD LinuxVDA 27 v U L—R$3HEIF. ctxsetup.shxBRTF3 & TFAS H—/1N—
ERETITET, £/, KOATY RERITLTFASH—N—%2%EL. ctxvdatt—EX2BEEL TRE%E
BMITBZENTEET,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" —-v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ctxregZ@EALTFASH—N—%2BHI3ICIE. ROOATFZRTLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

HERREDT VR =L

A—HY—QHAZ#RE T BICIE. JL— b+ CAHBAZ Y AR TOHREHEEZEE VDAICI Y XA h=J)LLET, X
I, IL— b+ CAHFRAZEZ 1 > X b—IL T BICIE. A1RD Microsoft CA »5 @ CA iFEAEMENE (AD T)1 OFIE
TAD JL— MEAEZEET 3h. Fld)l—bt CAy—NnN— (http://CA-SERVER/certsrv) h5:EER
E0 DERFERXZAV>O—RLZET,

F:

ROAT > RiE. FPREEEEREDERICHBERAINE T,

RO&5HATY RERITLT. DER 77 1)L (crt. .cer. .der) % PEMICEH#L £,

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

HWT, ROKSHIATYRERITLT. JL— bk CAfEBBEZopensslTFo LY FUICA YR M—=JLLET:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->
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pE

JL— b CAEEBE % [root XX TFICELAWVTLREIV, BVWTLFES . FASIFIL— ~ CAGERAZ DA
DIERZHFL ZHEA.

ctxfascfg.sh =17

ctxfascfg.sh 2o U 7+ &2 RIFLTFAS XS X—4—%BELET:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

ctxfascfg.shz¥# ALY FE-—RTEITIZLS5IL. 2 D0BRBEEHNEBMINET:

« CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify -Active Directory & & AR = 16E,.
CTX_EASYINSTALL_ADINTEGRATIONWAYAMEEETNTWLBHE.CTX_EASYINSTALL_ADINTEGRATIO
B L1METJ, CTX_EASYINSTALL_ADINTEGRATIONWAYA 8 & & 1 T WL 722 L 1§ &,
CTX_FAS_ADINTEGRATIONWAYI3HMBDEZFERL X7,

+ CTX_FAS_CERT_PATH =<certificate path> - )L — MEFAZE L TR TOHRBHBEEBRMT S TIL/IR
EIEELEI, T, lcertificate pathy IFHAED/NXTT,

IEL L Active Directory i85 %8R L. SAEDELWIZAEZANALEYT (Bl /etc/pki/CA/certs/
)o

RIS TORYV) T EIE krb5-pkinit /Xy r—2 ¢ pam_krb5 Xw i —S% 4V A —)LL. BETIERT 71
LzRELET,

HIREIE

e FASTHR—FINTWBE TSy b7 x—LE AD DHEEHFZEIIESNTVET, RO L) v IX%ESEL

TLflEaw:
Winbind SSSD Centrify
RHEL 8.3/Cent0S 8.3 L &Ly IFu
RHEL 8.2/Cent0S 8.2 &L [FLy IFu
RHEL 8.1/Cent0S 8.1 [Fn [Fwn [ZqW
RHEL 7.9/Cent0S 7.9 =40 [F{% (EqA
RHEL 7.8/Cent0S 7.8 =40 [F{% (EqA
Ubuntu 20.04 (=40 ARV (=40
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Winbind
Ubuntu 18.04 =48
Ubuntu 16.04 =48
SLES 12.5 =40

SSSD

(AR
ATV

ATV

Centrify

&Ly
&Ly

(=49}

o RE. FASROv/Z7EEZYR—FLTWERA. Ly a>TAVvIREZYZI Uy T3, FAS ZEH
LTy avIcBEOJ AV TR LIFTETEEA

¢« TOVY—=RTIF. T xFL—2 a3 i —ERDT7—F T F v DIE] OEETHBAL TV —EHN
i FASBEBOANYR—rIhTHED. Windows 10 Azure AD Join 38 Eh FtH A,

A | e Rl 274

NZ2T—RBEEZFEALTFAS LMD E Y 3 v Z /B NP TERICERTES LS5, FASORSTILYa—T
« 2T Z{T5HIC. LINUXVDADELK A YR b—ILEh, BEINTVE I ERBRBLTIRLTL,

FAS Lish ot w > 3 > HiEYICHEE L TW31EE1E. Login 25 Xd HDX O4 L ~JL#% VERBOSE IZ:&%E L. VDA
A2 LARJL%Z TRACE IZEREL 7, Linux VDA @ b L—XOJ %2 E#ICT 3 AAIC DLW TIE. Knowledge Center

DCTX220130DEFZ2HRML TSI LY,

FAS # —N\N—#BHT > —

FASZ+7h oty areziREd s e kBMLET,

[var/log/xdl/hdx.log #®#:2L. KDL SBIS—OJ%RLET:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin:
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin:

entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin:

connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin:
failed to connect: Connection refused.

validate_user: [

validate_fas:

connect_fas: start

connect_fas0:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit

, 43

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

365


https://docs.citrix.com/ja-jp/federated-authentication-service/2106/deployment-architectures.html
https://support.citrix.com/article/CTX220130

Linux Virtual Delivery Agent 2107

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fRE ROy RERFLT.Citrix LY X +UETHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\/

H¥ <Your-FAS-Server-List> ICERESNTVWB e #HBRBL £ T,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

BEFEORELNEE > TLWBIHEIE. gilRD TFAS H—N—0DEEl OFIBICK>THRELE T,

fEiE > 7c CA GEEAE DB

FASZhT7h oty a ey ekBMLET. REDV 1 Y FUHRTEIN, BHRITEXET,

Invalid Login

(1] |

Jvar/log/xdl/hdx.log #®#:2L. KDL SBIS—OJ%FLET:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5> citrix-ctxlogin: query_fas: waiting
for response...

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: query_fas: query
to server success

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 366


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2107/configuration/federated-authentication-service.html#set-fas-servers

Linux Virtual Delivery Agent 2107

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin:
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
input size 1888

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
output size 1415

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: get logon certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: cache_certificate:
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5> citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL
<!--NeedCopy-->

fERE  Jetc/krb5.confic)L— b+ CAREEREZ Y TARTOHEBAEZRMIT B TININRELSRESINTVWS T
CEBRLET, ZINRIRDESICHED FT:

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

oooooo

<!--NeedCopy-->

BREOREHN R > TVRIHHIE. FIRD MEEEAZDO > 2 b—)L) OFIEICK > TBRELEY,

g IL— b CAGERREN BN E SO ZREBLE T,

Y ROUTAIVRIRYEY T IS —

FAS I3 SAMLZBEEICE DR SN E T, ADFS 2—H—HMADFS O F > R—STA—H—FENRT—RZ AN
TR RDIS—DEETBZEHHDFET,
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There was a failure with the mapped accourt.

CHDIS—Ix. ADFS 2—H%—HEBICHEZBINLD. ADICO Y Rya—H#—PERINnTLWAEAVWIZRLTW
£9,

FERE ADICO v ROTADV b ERELE Y,

ADFS AN T LR

FAS R F7ADOJ A VHICRODIS—HDRELET:

The Identity Provider has not been configured by the
StoreFront Administrator

COMREIZ. ADFS ARSI TVWARWKRET, FAS R b 7H SAML BBl RT3 & SIS SN TWVWRIHSICHE
ELETS

fRRE JxT7TL—>ariBEY—EXADADFSIdP 0RBRFLIE 1727 L —> 3 VEBEEY —E Z® ADFS
DERL ZBRLTILET W,

REBHR

o —EMIAR FASIRIRICDOWTIE, 177 L—2aViliiy—ERDT7—F 70 F v OlIE] 28R LTET
LYo
e 7x7L—2aryRBEY —EXD TEHMALHERL TIE T5% ORRFEZBNALTVED,
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EEF DA

FAS MER TN TWVWBIHA. REBUIOXFZHERLTART R by TR 7Ty a v ZRIRALESET
. KBIBeHHBDES,

& C |A Mot secure | hitps://ddcyw.local/Citrix/FASWab/ ﬁ| &
: 0o
Citrix StoreFront [ - 0o =
FAVORITES DESKTOPS APPS
<

g EX i €oesBatfive FMEC testwlt RHEL74

[ cannot start desktop Jexecessatiue Huae

. .
‘ oz H eat testwHRHELT4",

o] 75 5%

CAV—Io [F>7L—tEE] #H2Uvo L. [Citrix_SmartcardLogon] 7> 7L —kET [Active
Directory iR SHBETZ] % [BERICEENZ] ICEBELFT:
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information
i ic¥t names and to

simplify ceificate administration.

Subject name format;

| Mone W |

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 370



Linux Virtual Delivery Agent 2107

- I. i © 2024 Cloud Software Group, Inc. All rights reserved. Cloud Software Group, the Cloud Software Group logo, and other
C | rl X ] marks appearing herein are property of Cloud Software Group, Inc. and/or one or more of its subsidiaries, and may be
registered with the U.S. Patent and Trademark Office and in other countries. All other marks are the property of their

respective owner(s).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 371



	新機能
	解決された問題
	既知の問題
	サードパーティ製品についての通知
	廃止
	システム要件
	インストールの概要
	簡単インストールによる簡易インストール（推奨）
	Linux Virtual Delivery Agent for RHEL/CentOSの手動インストール
	Linux Virtual Delivery Agent for SUSEの手動インストール
	Linux Virtual Delivery Agent for Ubuntuの手動インストール
	Linux Virtual Delivery Agent for Debianの手動インストール
	Citrix Virtual Apps and Desktops Standard for AzureでLinux VDAを作成
	Machine Creation Services（MCS）を使用したLinux仮想マシンの作成
	Citrix Provisioningを使用したLinux仮想マシンの作成
	XenDesktop 7.6以前のバージョンを対象としたDelivery Controllerの構成
	Linux VDAの構成
	NISのActive Directoryとの統合
	公開アプリケーション
	Linux VDAの自動更新
	リモートPCアクセス
	印刷
	ファイルのコピーと貼り付け
	ファイル転送
	PDF印刷
	グラフィックの構成
	Thinwireのプログレッシブ表示
	GRID以外の3Dグラフィック
	ポリシーの設定
	ポリシーサポート一覧
	IPv6の構成
	Citrixカスタマーエクスペリエンス向上プログラム（CEIP）の構成
	USBリダイレクトの設定
	HDX Webカメラビデオ圧縮
	セッション画面の保持の構成
	ソフトキーボード
	クライアント入力システム（IME）
	多言語入力のサポート
	動的なキーボードレイアウトの同期
	クライアント側IMEユーザーインターフェイスの同期
	HDX Insight
	Rendezvousプロトコル
	アダプティブトランスポート
	Citrix Telemetry Serviceとの統合
	トレースオン
	セッションのシャドウ
	Webブラウザーコンテンツのリダイレクト
	HTML5向けCitrix Workspaceアプリのサポート
	Citrix Directorを使用したLinux仮想マシンおよびLinuxセッションの監視
	監視サービスデーモン
	TLSによるユーザーセッションの保護
	DTLSによるユーザーセッションの保護
	テキストベースのセッションウォーターマーク
	スマートカードのサポート
	ダブルホップシングルサインオン認証
	認証が不要なセッションの構成
	LDAPSの構成
	Python 3仮想環境の作成
	XDPing
	Xauthorityの構成
	フェデレーション認証サービスの構成

