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Get-Module "Citrix.StoreFront.x" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService S$store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -
VdaLogonDataProvider "FASLogonDataProvider"

<!--NeedCopy-->

FAS ofEB%EELET 3Icid. LUTD PowerShell x 72U 7+ #ERLET:

Get-Module "Citrix.StoreFront.x" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -
VdaLogonDataProvider ""

<!--NeedCopy-->
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FAS R d 3 IClE&. oY —E RICiEST AT A% StoreFront 4 —/\—% {5389 % & 5 1C Citrix Virtual Apps 7
i& Citrix Virtual Desktops o Delivery Controller % L %3, PowerShell <> kL v + Set-BrokerSite
-TrustRequestsSentToTheXmlServicePort $true 2=17L £ 9, # - LD Delivery Controller o #kic
P55 CNEERTTZIOREY A FIEI—EDHTY,
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NHDET,

BAZE S Y TICTB7DIC. UTORITEIRNTOII VICERINE RAA VLRI TE—DORY S —Z#RL
TULETH. ChIZBETIRBD FEA. StoreFront f—/N\—. VDA, BLU FASEEI> YV —ILZETLTWVWS
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FIEL: FASZ1 > X b—JLL Y —/N—T, C\Program Files\Citrix\Federated Authentication Ser-
vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx 7 7 -r JL. CitrixBase.admx 7 7 -
. 8LV en-US 74 IE—%2RBDIF£7,

PolicyDefinitions - |o [T

:(-:. - 1 | . < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v ol | Search PolicyDefinitions »p |
S
49 Favorites ~ MName Date modified Type Size
B Desktop - J en-US 2 File folder
4 Downloads - | CitrixBase.admx 19 ADMI File 2KB
i-; Recent places || CitrixFederatedAuthenticationService.admsx 1 ADMX File A4KB
I> |M& This PC

3items =

FIg2: Thokx RXr>a>y bO—5—icaE—L T, C:\Windows\PolicyDefinitions £& v en-US 477 x
NE—IZERELE T,

FIE3: AXY RS oH5 Microsoft BIEO> Y —ILEEITLET (Mmc.exe)e XZa—N—h5. [T71IL]
> [RFyTFIVDBMEHIR] DIBISEIRLET, JIL—TFRUVS—EBITF4—%EBMLET,

GIWN—TRIS—FTTz o EANNTZH0BEIHAVES. [BR] 2BRLTHS BEORXIVERUS
—] ZBIRLE T, Fld. FEOV—ILEFERALT. BEBICGLCERVS—F TSz M EER L TRIRT 2L
HTEFET, CORUD—IF. #EEZI(+3 Citrix V7 o7 (VDA. StoreFront #—/\—, BEEY—IL) =X
TLTVWBRTARTDOIY I VICERT2HELRHD £7,

= Consolel - [Console Root] =gl x
’a File Action \View Favoritee Window Help - &=
«= @ =2 HE Select Group Policy Object [ x|
d 1]
7] Console Root Mame Wel to the G Policy Wizard o Actions
Console Root =
Add 3l N
- Mare Actions 4
‘fou can select snapns for this console from those avalal
extensible snap-ns, you can configure which extensions
Groug Policy Objects can be stored in the Active Directony
Mailsble snap-ns: aren a beal computer.
SI'.IED-ﬂ Venia Use the Browse button to select a Group Policy Object.
=sDevice Manapsr Peficr
S} prce M
ﬁDsk Mansgement Micr .
2 ons M Group Policy Object-
33Ent=rpmePﬂ Micr 5 |
{2|Event viewer M | |
= Group Palicy Management (= Browse for a Group Policy Object B
=] Group Palicy Management Editar e - .
./ Growp Palicy Object Editor e Ao | DomamsOUs [Stes [A1 |
= Group Policy Starter GPO Editor Mier chang
— T e s (2] B
(@ Intemet Informaton Services (5., Mo oy 2 Lock in; |‘“—' ctodest net "| BEE
'?TIP Secuite Menilor L Domains, OUs and nked Grous Policy Dbjects
Hamea Damain
Desciption: " Domain Conrollers ctridest net
This snap-n allows you to edit Group Policy Cbjects whid 157 Defanit Domain Policy
or stored an a computer.
[ o]
| 0K Cancel

F )& 4: Computer Configuration/Policies/Administrative Templates/Citrix Components/Authentica-
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tion #2377 L—> a3 VB —ERRU S —ICBEILET,

| Group Policy Management Editor - o x

Fle Acion View Help
e am=zEm T

5/ Defaut Domain Policy [DIW-DC.DJW.NET] Policy | [T Authentication

Federated Authentication Service  Setti

BR

> |\ Bxtended ( Standard /

J7x7L—>a Rt —EZXDR) >—&EIE. CitrixBase.admx #7zi& CitrixBase.adml 7> 7L — k
7 741 JL% PolicyDefinitions 7 # LA —IZIBMT ZBRIC. KX > GPO TOAERATE£Y, FlE 3 Dk,
TJIFL—2a VR —ERORY O —BFEIE. [BEAFYFL— K] > [Citrix AYR—x> ~] > [RE]
THIE—ICRRINET,

FIES: 77— a VBt —ERRU S —=zRE. (B3] Z2BRLEY, KD FASH—/\—aD FQDN
ZHEHT 3 [RR] RE2VZBIRTEBLSICARDET,

85 Federated Authentication Service o x
[E] Federated Auth e
O Not Configured ~ Comment:
@© Enabled
O Disabled
Supportedon |

Show Contents. = o x
Opti

FQDNs

ist Vaue
+ [fast tictest e
oK Cancel
oK Cancel

FlE6: FAStH—/\—d FQDN ZANAL £,
B5E:

##H o FQDN # ANh 9 335415, VDA, StoreFront —/\— (FET33H8) £ FASH—N—FfT—EBDIE
BHHE—SNTVWBIRBRELRHD £, TIL—TR)S—%RE] #BBLTLIETL,

FIg7: [OK] 20Uy I LTIN—TRIS—I4HF—REZTL. JI—TRIS—DEEZHERALET, TF
ERBMIEZICE. YOUEBRE (£fidav >y RS0 205 gpupdate [force #3217) §348BLHZBEN
HHET,
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In-session Behavior

CORUS—FtEyd a vHERE. &R OvIKOYzR— 923 1—H—D VDALY 3>V TI—Y Y
FTOERETITTHLES. £y a3 VREBAERCORY S —HBH DIFAZDIERICER I NS FAS L
—LTEY a yAEADNTFIINTVRIGSDOAMEATE XY, NL—I/LOiERI Z28RLTIETEL,

A In-session Behavior -~ o x

[E] In-session Behavior Previous Setting

O Not Configured ~ Comment:
@© Enabled

O Disabled

Supported on:

Options: Help

Enabling this policy activates an agent process
(@

Enable iC&>TZORYS—BEMCHED FAST—2 > 7O 21— —D VDAY 3 TRITTEE
ED

Disable (C& > T2 ORI > —HEMICHRD FAST— x> 7O RBRTEELELEF T,

Xyt—=ORO—7 ZORUS—HEDRIES. PromptScope IC&>TT7FUr—> 3> Ty 3 VR
BEZFERZHAN TN VWS Ay E—SF DAY —ICRRTIHEZHETEIET, 320772 arhHb &
ER

« Noconsentrequired—C D4 7> a3 idtxa )T XvE—IU%ENICL. I—F—HRETIHER
CMEBEE—DFERAINET,

« Per-process consent—ETHD 7O S LA CIZERICERBA v E—IHRRINE T,

+ Per-session consent—1—4%—h—F [OK] 20 )vod32, Ly a>OIRTOTOT S LICE
ATh&Ed,

BBEDEZA LTI~ ZORUS—DEHICHES . Consent Timeout iC & > TEBHARTIN S EAR = TV B
THIETEEd, e ZlE 59T CIC300BEIXvE—IHhRRINS, BRETT, COEHN O DIFE. WBEF—
DIBIECICA—HY—IC Xy E—IHhRRRINE T,

O VROl CORUS—ZFMICTI . I—H—PEEZO0v I LI EICEy > a yAEEBNICTI S h
9, COWERETIR TAY— M A—FORDOE LEEQOYIMT RS —EAKROEMIEICHRSZ D, 21— —h Active
Directory OJ # Y ERIEHRZF > TLWHWBSIEFTY,
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A

Ow J7ROYIAR ) > —id. VDA EOITARTOEY > a VICERINED,

77— a VRt —ERERIOYY —ILOER

AEOERBICIEFAS BEOYY —IILAELTVWETH. PowerShell 1 > 2 —T7 21 XCIF K DFEEA T
avbhHbxd, FASPowerShell v > kL w MMcDWTEEL < IE. TPowerShell v > RLw by =5
LTS,

FASBEIOYY—JLIFFASO—ZE LTA YR h=ILEINE T, [REZ— ] X=a—IZ7 3> (Citrix Federated
Authentication Service) AEEESh %7,

BRIV —I)LOYEEREZ. FIRAET > 7L — FORR. AEEOt Y b7 v XU FAS ADIERREED
ERERONSZITSFIRNRTEINE T, —HOFIRIZ. OSHBEY - Z2EALTFHTRETIBLDHBTERX
¥o

FASEBEIO>VY =)L, T7AILETO—HILD FASH—EXIZEHGEINT T, HEICKHL. VYV —ILOFLICR
T~3N3 [Connectto another server] #EALTY E— M —ERICEHETIXY,

Initial Setup | Rules | Advanced Connect to another server | Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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AERAET L — b DR

oY I U7 e OREERMOBEZEIT 5780, FAS Tl MBOBMTHEAT S 3 o0 Citrix sEBAE T > 7
L—hABREINTVET,

+ Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
« Citrix_SmartcardLogon

NB5DT > FL— k& Active Directory TERTZIHEHLHD £9, [Deploy]l 20U v o LTH 5. [OK] &
Uy I LET,
- Deploy Certificate Templates -

Irnportant:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually. For more information,
consult the online documentation.

| OK | | Cancel |

FYFL—rOBRIE. MTDT LA —IC FAS b —#I1 Y R b—)LEhiz, IRF T.certificatetemplates @
XMLZ 71 ILRICHD £7°:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

dersted Authentication Senace » CenficateTemplates

N5OTYTL—bT7 70 A YR N—=ILT ZERIMAEWVESIZ. T>TL— k7 7 )L% Active Directory
BIEEISELTLIET WL,

FYTL—bBEENZ T AINA—D 5L TFO PowerShell Av > RERTIT2L. TV TL— b E2FETIVR k-
—JILTEET:

$template = [System.IO.File]::ReadAllBytes("$Pwd\
Citrix_SmartcardLogon.certificatetemplate")

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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$CertEnrol = New-Object -ComObject X509Enrollment.

CX509EnrollmentPolicyWebService
$CertEnrol.InitializeImport(Stemplate)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)
Swritabletemplate = New-Object -ComObject X509Enrollment.

CX509CertificateTemplateADWritable
Swritabletemplate.Initialize(Scomtemplate)
Swritabletemplate.Commit(1l, $NULL)

<!--NeedCopy-->

Active Directory sfFREH —E XDty b7 v S

Citrix sEFAZ T > 7L — b D1 YR b=)LElE. ChEDTF>FL— % 1 DFIFERD Microsoft T>2—75
1 XEEBRHRE S — N — TR I 2 HBENH D £, Active Directory sEFAEZEH —E XDREAEICOVWTEL < I&.

Microsoft Htd RE a2 XY FZBBLTLIETL,

EDHF—N—THTF>FL—rHAFEINTLARWVESIE. Set Up Certificate Authority #ER L TABTE

Y9, 3. EEFAREOERIERDOH B 1 - LTEITIBHENHD X T,

(GEBBEF > 7L — k&, Microsoft sERR#REI > Y — L AL TABRTRHTEET,)
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< Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these satup steps:

\/ Deploy certificate templates Deploy
The required templates are deg §3 Set Up Certificate Authority x
\/ Set up a certificate a Important Publish
The authorization templates arg CA
When you click *CK" the following certificate templates are
Click "Publish” to publish the td published on the certificate authority selected below:

- Citrix_RegistrationAutherity_ManualAuthorization
Authorize this servicg | - CitrxRegistrationAuthority Authorize
- Citrix_SmartcardLogon
Create an authorization certicat]
Publishing certificate templates may require you run this tool as
a Domain Administrator.

Create a rule _ Create
This step can also be configured manually. For more
A rule defines a smartcard-clas information, consult the online documentation.

You have no rules configured.
Certificate Authority:

Connect to Citrix Clo Connect

Complete this step if you wish 1

ok ] [ Cancel

TIFL— 3 VEEY —E XADIERNS

ZOFIEIC & D FAS ORBN B I N E T EE D VY —ILiE.Citrix_RegistrationAuthority_ManualAuthorization
Tr7L—tZERL GIAZOEREM L. COBRZTVTL— b 22ARY 2EPREEOVTNANICEEL X
ElS

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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-+ Citrix FAS Administration Console - connected to localhost =[B8] X

Connect to another server  Refresh

Initial Setup | Rules | Advanced

Complete these setup steps:

\/ Deploy certificate tg

The required templates are dg

Deploy

Click "OK" to submit a certificate request for a Registration

J Set up a certificate 4 Authority certificate to the selected Microsoft Certificate
P Authority.

Publish

The authorization templates g
The CA Administrator must sign in to the Microsoft Certificate

Click "Publish" to publish the Autherity conscle to issue the pending request.

For more information, consult the online documentation.

Authorize this servig Authorize

Certificate authority

Create an authorization certi

- — e — &

Create a rule Create
A rule defines a smartcard-cla

You have no rules configured

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EXRIF. EM5%. FASTYO U T7AY Y RO SREBFPOERYL LT Microsoft sEBA#EI> Y — LD [RERDOER]
UZMIRRINE T, FAS OBRZH1TY 31013, AEFREEOEEENERDRITIICIFETZERT Z3UEND
DEI,

FAS BIEO> Y —ILid. BEEND [Issue]l F7zix [Deny] %BIRT 3 FTUEHD RESF—) ZAAVERT
LF¥d,

Microsoft sEBA#R > Y —ILT [TRTDERY] #HIV v I LTHS. HAZERICIT LT [Issuel Fizik
[Deny] ##ERL £7, [Issue] ##ERT 3. FASEEIOYY —IILHRGIIRAE R~ L £ 7, [Deny] ZEERY
. AVV—=IEIS—XvtE—C%KRRLET,

IFi\e Action View Help

| 7| 6= B
ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrictest-CA-1-CA - - e N 27 /0700 100 CITRIXTEST\FAS-1%

] Revoked Certificates 4 View Attributes/Extensions...

[ lssued Certificates Refresh Export Binary Data...

[ ] Pending Requests i

(] Failed Requests Help ssue

[ 7 Certificate Templates Deny

<] n >

Contains actions that can be performed on the item.

FASEEIOVY—IICED, COTOCLRDORTHEFMICHEEINET, CONEBIZIZFHRIDIDZcHhHD F

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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ED

- Citrix FAS Administration Console - connected to localhost o= -
Initial Se‘[up | Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

u Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtest.net\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—ILDHERK

FAS @ JL—JLic& b, StoreFront @iETRICIE>T. VDA OGF > E LUty a>hDERICET 3EHEERTD
ERIMMTEINE T, BIL—IL T EEAEDER% 5589 5 StoreFront r—/N—, (EAEZERTIT 3 —EDI
—H— BLVRAEDFERE%ZHFRI T3 —ED VDAY VEIBEL XY,

FAS Tlx. RIE1 DDIL—ILEER LB T Z2HELHD £9, StoreFront IEFASIC7 ot LS 77 %)L
Fl EVWSEBEIDIL—ILEBERTZEH. (7740 EOWSRRDIL—ILEERTZI 2O LET,

BMOARZLIL—ILZERE LT SETEARMAET Y TL— S L CHB#EEZSRB L. EB7ONT 1 PER
NEFNZLSICHERTEZI N TIET, NS5DIL—JLiF. T FI %4 StoreFront #—/1—% Workspace T
FHTRDIEETIES, JIL—TRIS—BEA T a>E2FRALT. ARFLIL—IZEZRTERTES L
5(Z StoreFront H—/N—%#R L £7,

[Create] (F7ci& TRules;t 27 ® [Createrule]l) #0U v o LTI—IEERTZ-HDERENETZIL—IL
BT« F—RERBRBLZET, [Rules] 271ERI—ILOEEERTLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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Citrix FAS Administration Console - connected to localhost

Initial Setup| Rules | Advanced

_I:I-

Refresh

Connect to another server

+ Create rule

Z4a|

Default

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

Summary

Rule name: Default

Status: 0K

Template: Citrix_SmartcardLogon

Certificate authorities:
Certificate available in-session: No
Access control: Configured
Restrictions:

Not configured

Cloud rule: Mo

ca-l.citrixtest.net\citrixtest-CA-1-CA

VP - RICE > TROBRIUESNET !

FYFL—b A—Y—iAZORTICERINZHBEET > FL— b, ThiZ Citrix_SmartcardLogon 7> 7
L—rh ZOZEINALOAE—THZIVELNHD FT (MFEEAZ7> 7L — b1 ZBBLTLETVL),

SERARE: 1—H —ERAE A HITT BB, 7> 7L — MMEAHIRAEBEIC K > TARI A BELR DD £, FAS
TR Tz IF—N—BLUVBEETIROTHIC. EHROMAKEDEMT 2N TE X, BIRL /-:EAEEAD
Z27—5 2N Memplate available; TH2 e #RRBL T IEI WV, MEEREBEOERE) 28BLTIEIW,

Ty a>yAER: [y a>RER%ESA] A7 avic&d.

SHEHELET,

fABAEZ VDANDOOJF Y BICERTE S0 Y

« Allow in-session use BEIRINTLE WSS (T 74/ FTHER) —SIBEE130O05 4> £HI3BELICO
AHERIN. BB, A—H—IFFAREIC T IV ERATERCRD XY,

+ Allow in-session use MERIN TV BHE—RiEE. 1—F—FHABICT /LR TI X T, BEDHE.
BERIICOA T avEERLBVTLLEIV, 12 FRy b Web 1 b7 71 ILEERYE. VDA £
v YANSTIERINE )Y —RIZIE. Kerberos #ERA LIS Y IIWNBYA VAV TTIVERTES
. Ly avHIPEEIHNEDD £t A

Allow in-session use #ZiR L 7= 4&1%. In-session BehaviorZ JL— 7R > —18%Ic LT VDA I2iE
BIZIBRELHDET, CHNICEKD. OFFAVEBICTIVT—2 a3 RMERTES LS IC—F —DOE AR

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EINTISERAENREINE T, L xiE VDAtEvS a3 >AT Web Hr—/N—A®D TLS RIAHIDBELRIG
&. HEBAZEIE Internet Exploler IC &k > THERASINE T,

FOERGEE: A—H—0OJ A > FIEBEGRICIEEZ BRI ERMIMTS SN, E8EEH StoreFront
—N—D—&, CNEDIRTDTIZELRAFAIIFLT. BLAOAD ATz bERIFTIL—TEBIMTEES,
BE:
[7oEZE1H] REEEF2) T LEFICEETHD., BEEICEEITINELNHD XT,
A
FAS +—/N—% Citrix Cloud TOAERT 3BEIF. 77 XEHEER T IHEIIDHD FHA. 720
Citrix Cloud TIL—ILHMEAINZHBA. StoreFront 0 7 7t XFFAIIFEE I E 3, Citrix Cloud e 4>

7L = XD StoreFrontIRIET. ALIL—ILZFERATET X9, StoreFront 77 X&Fal&. IL—ILDBA > T
L = X StoreFront TEATNZHEICITERINE I,

FI7AIL DT R (TAssert Identity) %8 a]) Tld. IRTHIEFINET, LM > T, Storefront #
—N\N—ZBARNICEFRI T 3 RELHD 7,

Securty

Group or user Names:
R/ STF-1 (CITRIXTEST\STF-15)

Permissions for STF-1

Aszsert |dentity

HIRR: 22— —HFASZFRLTAJ A TEBZ VDA YDU R b, FASZN L TEAEZRITTE 31—
—DUR b,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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* VDAEROEETIH. FASZERALTA—H—%20J4 >33 VDAZIBETETEY. VDADO—BDFT7
I MERAA OV E2—2—ICBDET,

o I—H—1EROEETIH. FASZHEALTVDAICH A Y1231 —H—%2BETETET, 1—F—0—&
DT T AIMERXA A= =B D £,

A

FASH—N—DVDAB LUV I—H—DRXAVEEBELZ AN VIIHBHEIF. T 74 NOFIREEET
BDHENDHDEY,

Securty

GI’OIJI] ar user names:

Domain Computers (CITREXTES T Domain Computers)

Pemissions for Domain
Computers

Relying Party

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18
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Securty

GI’OIJD ar user names:

Domain Users (CITRIXTEST\Domain Users)

Pemissions for Domain Users

|User Authentication

Cloud L—)L: Citrix Workspace "5 ID 7H—> 3> &SfE L FIC. TOIL—IIPBRAINZDERLETD,
Citrix Cloud Ic##4: 3 3 v =i, Citrix Cloud TEBT 3L —IL%EBIRL £F, [Connect to Citrix Cloud]
22a>nl)>ohs Citrix Cloud ICEGL7E. - EEBEITZCHTIET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19
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Initial Setup |Ru|es | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

\/ Create a rule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud ~ D4

FAS #—/\—% Citrix Cloud i2###%: L T. Citrix Workspace TERTE %9, ZdCitrix Workspace mitE%
SEBLTETL,

1. [Initial Setup] #7® [Connectto Citrix Cloud] T [Connect] #0)v oL %7,

Signin
Choose a rule:

Summary

2. [Signinto Citrix Cloud] =21 v L. 450 Cloud BBEOEREEKIEHR= A L T Citrix Cloud
11> LET,

Citrix Cloud"

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20
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3. BEICRUTHEETAUY FEBIRL T FASH—N—%8419 5 1)V — RDOB%ERL £ 7. [Continue]
zU)vo L. BERADOV Y FUZBALET,

nnnnnnnnnnn

mmmmmm

u use for Citrix Cloud can also be used w

4, FAS &>y —)LT. Citrix Workspace 1'5 ID 7H—> 3 > RELICE IICERT I —ILZRIRT
M TOUsH—ROKRTEIC [Createarule] #3IRL £ ([Rules] 27T, BIREFFISMER LI
—JL® Cloud rule of&Eix TYess T¥),

5. [Summary] 27T [Finish] #4514 LTCitrixCloud #&i%#5=T L7,

Citrix Cloud T FAS r—\—hn'&82 3. CitrixCloud 7H5 > bD [UY —XDIBFR] R—JICRRINET,

Citrix Cloud »' 5 D8k

Z o Citrix Workspace @ st D #BAICHE o T Citrix Cloud )V — X DFFrh 5 FAS H—N—%HIB& L 7=
#%. [Connect to Citrix Cloud] T [Disable] #3IRL £,

Ee i EAN - 11

September 28,2021

COEILAVDRETIE. 7xTL—2a Bt —EX (FAS) ORELRBHEE JUEEICOVWTHALE Y,

BB

e FASOA YR =LA Y b7y FICDWTIE. T VA b—JLE B #B8BLTLETL,
c EHET7—F7T0UFv1 TiE . FASOEET7—F T F v OMEXHAL. SODERET7T—FTIFvICEATS
ZDIFDDEREADY I EBH L TVWET,

SRS DR TE

November 9, 2021
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JITL—>aryiEt—E X 2103

CDEETIE. 77— a Bt —E X (FAS) %:RA#RES (CA) H—N—CHE T 2O DFMBREICDOV
THBALE T, CNODBREDOAEIIFASEIEO VY —I)LTHR—FINTLEEA. COFHBATIE. FAS HEMT
% PowerShell API 2R L £, COREICRHINTWVWBHAERITT 3H1IC. PowerShell o &R0 % R
LT w

FAS CEAHT 3700 DEHCAT—N—DEy TV

FASEEIVY —IILzFERAL T, EROIAKET FAS Z#8E L. IL—ILZFREIIRETTET:

&+ Edit Rule - O X
Edit rule "Default"
Template Choose the certificate authority (CA) where user certificates will be generated.  Refresh

You can choose multiple certificate authorities for load balancing and failover.
Certificate authority

In-session use

Name Status
7 )
Access control Template available
Template available
Restrictions
Summary

Only show CAs publishing Citrix_SmartcardLogon (recommended).

o

EIRL 729 RTo CAH Citrix_SmartcardLogon sEBAE 7> 7L — b (F7@IL—ILTERLIETVTL—F) %
PHATBIBENDBD 9,

FEATZIVWTIHD CAHPMBBLT YL — b2 AL TLWAWES. CADIBF#BEE LY c7 v 7T 5FIBREE
TLEY,

&
COFIETHERSNIREEEAEAEZ XD CA THFEATE S0, IRTOCATIDY—EX%ZRAT 5 FIE
ERITTIHEEIHD FE A
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BESNZI}EDOEE

FAS # —N\—%Z 8D CAY—N—THR LRI 21— —MBAZOEMIBREADIRNTO CAY—N—FT
BREThET, I5IC. BHFADO CAY—N—D535VTNHTIS—DREET B . FAS F—N—RZRIDFERFA
g CAU—N—ICIDEXFT,

Microsoft :FPAH#RE % TCP 7 7t X BICHER T 3

F 7 # )Lk Tld. Microsoft tEPBH#EEIZ 7ot X IC DCOM ZEALET, CDBEE. 77177 +—LOEREN
EMICHRBZHD, BTCPR—NIYIDBEZZ e TE £, Microsoft sEBA#REI T DCOM #ak/S% )L % BH
Z, CertSrv &Ry DCOM 77U —va>oONTa =RELE T

CertSrv Request Properties |2 | X |
| General | Location | Secusty | Endoorts | identiy |
DCOM Protocols and endpoints:
Y ... defant system protocols

¥ Salact the DCOM network protocol sequence that you want to
Sy~ 8dd. Enterthe endpont detals and cick OK when you have

Protocol Sequence: | Cormection-onerted TCP/IP

() Disable protocol sequence

() Use defaull endpoints

() Use intranet range of dynamic endpoints.
17 Use intemet range of dyramic endports.

o ] [ coca ]

[TYRRAVM] 2EELTHNIY RRAY A EEIRL. TCPR— M ESZEELEY (EORTIZ 900 TY),

Microsoft sFEAH#REI = BicEh L T, FIAAZERZXELE T, Tnetstat -a -n -b) #R{TTBIEAIL. certsvr
HR—Er900%FURVLTWBR I BRI ZINELRHD £
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TCP 0.0.0.0:636 LISTENING

[1sass.exe]

TCP 0.0.0.0:900 LISTENING

[certsrv.exe]
TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

DCOM ICIZF RPCR—+ZEATZ XIS I -3 Y RAT—BH 3. FAS H—/N— (F7I3EREE=ERY
BZTOMDOIIY) ZBETBIHVERHDEFEA. 75172 A DCOM 2ERTIHBELNHBHBE. V51TV H
(FEERAE Y —/\—d DCOM RPC Service iZ#4t L THED DCOM H—N—ADT7 7 XZBRLEFY, ChIlE
> THR— k900 A'FH . DCOM —/N—IF FAS r—N— I A AR L £ 9,

- —GERREDEFIEN

I—H—HAEN FASH—N—RRTHEFER I . I—HF—0OJd A VICHH3REIKRIBICIEEINE T, X
DU a>TIE B—FRI3EHD FAS H—N—TI1— —iBAEZRGER T 35 XICOVWTHAL T,
Active Directory 21— —D—E#*EEL X7

ADICHLTIIVUZRGTL, 22— —D—BZROFDESICT 7ML ((cSVIFALRY) ICREFET B LICE
D, FIAEDERZHRET B ENTEEY,

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for
Users, leave it blank to search all
sfilename = "user_list.csv" # Filename to save

if (Ssearchbase -ne ""){

Get-ADUser -Filter {

(UserPrincipalName -ne "null") -and (Enabled -eq "true") }

-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter "," $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter "," S$filename

}

<!--NeedCopy-->
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Get-ADUser . 2—H—D—EBZERIZHDIZEITVFL Y FTT, ERDFICIF. UserPrincipalName
ZRBRAT—2ZAD TBH) OA—H—-DIZE—HBRTIB 7 ILZ—5IHIPEENTVET,

SearchBase 31#kic& > T. AD D2A—H—RBRENGHIEINE T, IRTOI—H—% AD ICEHTWBE. ThE
HBETEFET, F: COUVIVICE-T. ZHOIA—HF—HIRINZAEEDLHD £9,

CSV DIMRIF. RDESICHDFT,

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserpPrinci a1NamE"H
"testuserl@bvt.local”
"testuser2@bvt. local”
“testuser3i@bvt. local”
"testuserd@bvt,. Tocal”
"ucs3is@bvt. local”

"ucs3o@bvt. local”
"limcA @k Talsa 1™

FAS F—/\—

WUTF® PowerShell 27 U 7+ Tl MeiERINc1—H—0—8BZ2EHAL T1—Y —iBAZEO—EIMERINE
ERS

Add-PSSnapin Citrix.Ax

Scsv = "user_Tlist.csv"

Srule = "default" # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( Suser 1in Susers )

{
$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( Sserver.Server -ne S$SNULL) {

New-FasUserCertificate -Address S$server.Server -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule'"_Definition" -Rule S$rule

}
if( $server.Failover —-ne $NULL) {

New-FasUserCertificate -Address S$server.Failover -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition Srule" _Definition" -Rule S$rule

}
}

<!--NeedCopy-->
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BHD FAS H—N—DEETZHEEIE. FEDI—F—DEBEN XA Y —N—T1lE. Zz—ILF—N—H—N
—TlEOE 2EERINET,

o277 i Tdefaulty ¥ WS EBFIDORADBEDDHD T, RABHELRBZIES (Thelloy #¥) 1F. X
YT D Srule THETELTLETL,

Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default S W Summary
hello g W
Status: OK
Template: Citrix_SmartcardLogon
ERWEEIAAE ZEMLE T

EHO FAS H—N—%FEEFDBEIF. O AP0 —H—|CHETZ i< FASRIIFEZEZ*EM TS F
ER
A

GUIZERALTFAS zBBiEd 5 HTE &Y
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Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule Create

You have 2 rules configured.

UTOFIEZRITLET,

1. 3L VEREAPAZE #ER L £ 9, New—-FasAuthorizationCertificate

2. ROAR YV RICE > TORINBH L VWEREIEIFAZ DO GUID Z# X EL £ 9 :Get-FasAuthorizationCertificate

3. FASH—N—%X>YFF Y RE—RICLET: Set-FasServer -Address <FAS server> -
MaintenanceMode S$true

4, HLVREFEFAE = B £ 9.Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. FASH—N—0DX>FF U RXE—REMRHLET, Set-FasServer -Address <FAS server
> -MaintenanceMode $false

6. HULVBEFEIFAEZHIR L £9, Remove-FasAuthorizationCertificate
ESpER

s FASOAYZAb—ILEBRBICDOVWTIE T h—)LEER] OREZSRLTIETL,
o —RRI7% FASIRIRICOVWTIE, TR —F70F vl ZBRLTILETL,
s TOMOEFKNABFIRICOWVWTIE. TEHEMELERI 2BBLTIET WL,
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W+ — (R

November 9, 2021

IEL®HIC

MWEZE+—I% Network Service 7ho > b2 FERALTRESIN. T I P TIIRAR—FRFELTIY—I3NF
ERS

MEX—ICIF 2 DOBENBHD £,

o BERMHRISIRAZICBEETIF 5 TW A, Citrix_RegistrationAuthority sEBAE 7> 7L — b H 5 OFRE X —
o A—H—:EAEICEEMIF 5 TWAB, Citrix_SmartcardLogon sEBAE T > 7L — bh 5 OREF —

B ERMBIEERAE 1S Citrix_RegistrationAuthority_ManualAuthorization (77 #JL kT 24 BsRIER) & T
Citrix_RegistrationAuthority (77 )L T2 E/E) O 2 DOBELHD 9,

77l =23 B —EX (FAS) EBI>V -0 #Ety b7y ] 270FIE3 T EBE
N FAT3] 20U woF38 FASH—N—ICL>THF—RT7HPER TN, GAAEZFEZERXRD Cit-
rix_RegistrationAuthority_ManualAuthorization SEFAZ DEPAKEICXEINE T, T NIE—RRIZEERR
ETHD. TTIAIPT2AKMENTY, EAKBEIIEIMNICHEREZRITLELA. SIAEZRITIBIC
3. BEEEICLZHAPEKBATOFEHOERITFANIKBETY, SEAEN FASH—N—ICEITINB . FAS &
Citrix_RegistrationAuthority_ManualAuthorization #fB8Z % £/ L T Citrix_RegistrationAuthority #E#3
Z (F74) T2 ERE) =BBMICEEL £9, FAS #—/\—(3. Citrix_RegistrationAuthority :FFAE %
89 %9 <Ic. Citrix_RegistrationAuthority_ManualAuthorization MEFEZ & F—%HIBRL £ 75

EREEAZE R > — 3B F—ZMETZIDLOIRTIIHN LT TV FL— hTERINcI—F -t v bIX
TRHHAPAEBERORETZHAT T 5708, ERWEMAZICAEN I SNIHEF—IFICKETY, BRELT. C
DF—ZEETZHORIENTH, Lty hADI—HF - EKk RRICEGTEXT,

ROVWThHZFERAL T, BBOLF 2 7 EHFICENL THEF—DIREINZELSICFASH—N—Z#ER TS
£7:

+ Microsoft Enhanced RSA. AES Cryptographic Provider. %7:zi& Microsoft V7 bz 7+ —iCiEE 7
ONA 4 — (BREEMRES LU0 —Y—AEEmA OWEF— )

s FSRTFYRTSYRTr—LETa—I)L (TPM) Fv FEMERE LT Microsoft 75w b7+ —LFx—EiE
WrONa 42— (BEBKEIREOWEF—FA). & U Microsoft Enhanced RSA. AES Cryptographic
Provider. #7zid Microsoft vV 7 ho x7F¥—ZBETONA 4 — (2—H—HEAZOWEF—FA)

e N—mRIzT7EFalTsETa—)lL (HSM) RYA—@O HSM N1 R =FRLEESY—EXEidF—
B TONT S — (BEREEAES S U1 —Y —AEEAOWE+—H)
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<

WE* —DBARE

B

300F T avoS5s50WInhEFERALTFAS #EBlLET, TF A I T2 —%2FAL T, Cit-
rix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 L2 REL T, 771/ DT 7T
# )L~ DFFRIE FAS +—/X—d Program Files\Citrix\Federated Authentication Service 7 #JLZ—T79,

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrizx.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ —->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA RES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<l-= log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<= trix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs —-->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS i3, Y—EXDEFBRICOABRT 7 1ILZHARAHZE T, WITNHDEHEESNIIZE. HLLREZ RIR
TEBDICFAS Z2BEFBTIHBENHBD XY,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JLOBEET 3 EZ XD L H D ERE
LET:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI ¥ CNG APl o1 #

Z)

& S

true CAPI API % {#H
false (74 1) CNG API =&

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (f§E¥ 3 FO/N1 4 —D&H)

& aX> bk

Microsoft Enhanced RSA & & UF AES F74J)L k2 CAPl ZONA L —TF
Cryptographic Provider
Microsoft V7 bz 7 — B 7ON1 4 — FI7 4L MECNG 7ANAE—TT
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&

Microsoft 75w b7 # —LF—EHIONT 4 —

HSM_Vendor CSP/Key s2i&ig 7O/ 1 4 —

aXT b

FT7AINETPM Z7ONA A —TY, TPM |2 —H—
F—ICIEXBEDOLEFE A, TPM IZEBRIEEF—ICDAHE
BHL&EY, FASH—N—%REBURETEITIBZFED
HBEIE. TPM BLUONAN—NAHF—DRVHZ—ZRAE
O R—EINTVEIDNESHZRRBL TSIV,
HSM ARV A —Z& > TIREINE T, BRIV A —IC
o TERDFY, FASH—N—Z{REHIRIETRITT
BZFEDHEIF. HSM R4 —|CREUHHHR— &
NTVBHESHEBRL T,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPIAPI Dig&DHHE)

fig

24

aX2 b

Default, Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24 #&8R L £9, CAPI THSM %z
BY38a8. BLCHSMARYZ—TRDE1 TEIEE
INTVBHBEEUIME. BIC24 THEHIRELHD T,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (FAS i@+ —i{E% R1TT 3%
ENHB3EEIF. CCTHERAINTVLWEEZERALET). MBFX—0 ITIVXR—FAEE 759 Z6HILET, /\
—RIT7THR—FINTVRHEEIF. TPMF—I L —C0FRADHFIINET,

fig

NoProtection
GenerateNonExportableKey

GenerateTPMProtectedKey

aXZ b

MEX—EIVXR—FTTET,

Default, MBEFXF—%2T O XR—FTEFEE Ao
MEX—IZITPM Z2EALTEEINE T, MBX—IL
ProviderName T#§%E L 7= ProviderName (ffl:
Microsoft 75w k7 #— LF—BEHION1 4 —)
ENLTHRIASNET

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (#Zx—n 41 X% v MBI TIE

)
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& aAXV
2048 TI7AIMMETY, 1024 £7-13 4096 = {FHEI 3 &
HTEFEY,

BRI 7ITIILOREZUTICNBLEYT (1A —ILBOT 74 FERERFRTRLTVED),

CAPI API (CNG API)
csP ( ) )
Crypt 32 Lib CNG Lib
Microsoft
Provider Enhanced RsA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. KSP Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, plERor 4096

WL+ ) 7 D)

1

CDfITIE. Microsoft V7 bz 7 —RZEEHIONA A —EFEAL TRATN TV R EEFIEEIREOHEF —
BLUI—HY—FREDOHMEF—ICOWVWTEHMAL £,

CNETTAIL DAY RS- LEDEBRTY . BMOMEF —EBHRIETAETT,

52

CDfflig. Microsoft 75w b7 x—Lx—REBEH7ONMZ—%2FRALTFASH—N—DIHF—R—RD/N—R

D7 TPM ICRM TN TV B BFHEIAZEME S+ —. XU Microsoft V7 bz 7x—EREIONTS—%
FRALTBMINTWVWS I - —HEMEL -2 R L TWET,
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CDIFVATIE FASH—N—DIHF—R—RFEDTPMIETPM OBETD RF a2 X MIEDWTBIOS TEX
kh. Z2on% Windows T INTWVWEHD AR L TWE T 3 L < & https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-vista/cc749022(v=ws.10)# 8RB L T £ &L\,

PowerShell R (#32) PowerShell #EBL T, EREEMHAEE2 A 751 Y TERTIET, ik i
BEBEN A > S+ >V DIIFAEERER CERBEIAEZ RITLAVL SICTRERMICHEHTY, FASEEI>Y
—IIEFERALTA IS0 > CTEBFMEIAZEDERERF®1TS I TET A

FIgl: EEBO>Y —I)L=FERLYIE FAS BREICIZ. RO THARET> 7L — hOEM1 & U TEERRERAD
ty b7y O2O0FIELITERTLET,
F Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FE 2: PR — N —THEBAZE T > 7L — k MMC X+ v 71 > #3BINL % 9 ,.Citrix_RegistrationAuthority_ManualAt
FUTL—rERIVYIL. [TUFL—rOER] 2BRLET,

(] 27%BRLES, TVTL—rRBEAMPEREEBELET, COFITIE. T 7L —+&Id Offline_RA. &
SEARIS 2 FFRET Y,
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Z7x7L—>arEBEY—EX 2103

Subject Name Server lzzuance Requirements

Superseded Templates Edensions Security
Compatibilty | General | Request Handling | Cryptography

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

FIE 3: FEEAMERY —/N—T. FERAMEI MMC Xy 1> zEBMLEY. 3. GIERAET>TL—K] 260U v 0
L&, [BRMER] 2BRL. [RITIZHMBEET >V IL—F 20Uy I LET, EBLI@DDOTFYTFL— b
ZERLE T,

FlE4: FAS H—N—TKR®D PowerShell av > RL v +EFHAHET,
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

FIES5: RSA*+—~R7% FASH—N—) TPMWTEM L. FAS —N\—TX&x®D PowerShell av>RL v kEA
DL THRAZELRBEREERLE T, F: —28D TPM TEF—DREIHEIPRINET, TIFIL FOF—DETIE.
2048E Y FTYo N—RIZTT7THR—FINTLBRXF—DEIEIEBELTLLETI L,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of
FAS Server>

RICHlzRmLET:

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

UTHERRINET,

XE:

« IdGUID (ZofilTid T5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39)) IFEGEDFIBTHRETT,

o 20 PowerShell v > RLw b, ERIEEHBEOMEF —DERICHERAINZ ML FTEES)
CRBHLTIETL,

e COOXRYVRLY bERITTZHE. FASHEBINZLSIICEBR 7 7 7LD SFTARAEFNZENF T
v N, FRTZIF—DORIVRESINEFT (774 KE2048 TH),

o ZOFED PowerShell I2 & - THITA S N 3 EERIEEIIFAZME T —121ET-UseTPM 7* Strue ICRRE
INTVWBTH. 771D S5DMET TPM OFRICHKELREREIC—H LAV DIIERINE T,

e COOAXYRLY FOEITICE > T BRI 7 MIILOREDNEEINDZ L IEHD FHA,

¢ FAS THIASh 3 BEO1—H —HFREMEF —BERIEORITHIF. FASHBEBRLEECIICT 71
DoFmAFENTIENMERINE T,

o« FASH—N—N21—H—GAZEZHITT 5 & TICHEM T 7 1)L T KeyProtection &%= GenerateTPM-
ProtectedKey IC®RE L CT. TPM TREINZ 21— —BREMBE T —ZEMITEZ D TEFE
ER

TPM BE£—RT7OERICERINI-C 2B Y BICId FASH—N— L TR —RFPHER I NEEE O Windows
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ARYME2=T—DOF7FVr—2a>0dzFzv I LET,

@ Inforrmation  22/07/2019 12:5%:42 Citriz.Fas.PkiCore 14 Mone
®Information 22/07/2019 12:59:41 Citrix.Fas.PkiCore 16 Mone
1 Information 220772019 12:59:41 Citrec.Authentication.FederatedAuthenticationService 13 Mone

Ewvent 15, Citrix.Authentication.FederatedAuthenticationService
General | Details

[515] Administrator [CITRIXTESTWAdministrator] creating certificate request [TPM: True] [correlation: efla73d7-bb61-44af-8d21-
1159d864da2e]

7 T[TPM: Truels £%B->TWEY,

OJIEUTOLSICHEEET,

Application Number of events: 3

Level Date and Time Source Event D Task C...
@ Information  22/07/2018 12:5%:42 Citrix.Fas.PkiCore 14 Mone
] Information 019 12:58:4 Citrixe.Fas.PkiCore

@ Information  22/07/2018 12:5%:41 Citrix. Authentication. Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

[516] PrivateKey::Create [Identifier afae7c8d-53ff-4cf6-bd96-75fa3eb06d3e_TWIN][MachineWide: False][Provider:

[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

s : TProvider: CNG M[icr]osoft Platform Crypto Provider; %> TW&F ¥,

FIE6: :IBAZEERtE I I VETFRAMNITAEZ—ICOAE—L. TFRAM T 7MILELTTFs RIVICRELE T,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

FIET: LTI K% FAS #—/N\—d PowerShell ICAZIL T, iBAEERERZBKEICXELET:

certreq -submit -attrib "certificatetemplate:\<certificate template
from step 2>" \<certificate request file from step 6>

RICHZERLET:

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:\Users\
Administrator.AUTH\Desktop\usmcertreq. txt

UTFHERRINET,

PS C:\lUsers‘Administrator_ AUTH> certreq -submit -attrib "certificatetemplatez0ffline_RA"™ C:\Users‘Administrator.AUTH\Des
ktophusmcertreq.tut

fictive Directory Enrollment Policy
{4F76160E-0BOC-4D21-A4FD-2E29502177C2}
ldap:

CORERT, TEERAMBID—8] Vv Y RUDBRTINBZAREMDH O £9, COFIOERAEETIE http (£E36) &
LU DCOM (TE) BREROMADVEMTY . FATTSZHRIIDCOM AT a v ZERLET,
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

HERRMERENFEE SN B . PowerShell ic& T RequestlD AARFENE T,

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-4D21-A4FD-2E29502177C2}

1d

ap:
RequestId: 106
RequestId: "106™
Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

FiE 8: :ERAERI Y —/N—D3ERAIRE MMC X+ v 71 > T [Pending Requests] %2 )v o L%xd, EXRID #
HERLET, BEREHIVY L. [FT] ZBRLET,

FIE9: [RITUEIAE] /—FZzBRLE T, RITLEEDD OFEEE (BEXRID FA—HT 3:HE) 2RDITF
T, EAEEA TV LTHRTIET, FHH] 27200y ILET, [T71IAIE-] 29UvILET,
HEBEDI YV RR— b —RBHAIET, RNl 20U v I LET, ROT7AIEROF T a>&ERLE
ERS
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)

(_) Base-64 encoded X. 509 {.CER)
(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful
[ | Export all extended properties
(_) Microsoft Serialized Certificate Store (,S5T)

2 [Cryptographic Message Syntax Standard- PKCS #7 :[BEZ (.P7B)] %#:&RL. [FHFAD/NRICH
BHFAEZAIEETHNUL TR TEL] 2 VICTIRELHD £7,

FIE10: T RKR—bIhiitAE% FAS H—N—iCaE—-L &9,

FIE11: FAS #—/N—LETHR® PowerShell a<x> kL v bEANAIL T, EBEEBRIAE%R FAS H—N—IZ1 >
K—hL&ET:

Import-FasfuthorizationCertcificateResponse —-address <FQDN of FAS server> —-Id <ID
GUID from step 5> —-PkcaTCertificateFile «<Certificate file from step 10>
RicHlzRLET:

Import-FashuthorizationCertificaceResponge —-address fasham.auth.net -Id 5Sac3ddbd-
b484-4ebe-abfi8-4bZ2cfd62ca38 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b
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PS Civlsersifdministrator .AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth.local -Id Sac3d8bd-bada-
ebhe-abf8-4b2cfd6?ca3d? -PkesiCertificateFile CoslUsersMAdministrator.AUTHADesktop\TPH_UCS_Cert.p7h

: Sacddibd-b484-Gebe-abfi-Gb2ecfdé2eal?
- [0ffline CSR]
:oabe2¥fec-1dd7-4e2b-3963-16ecI 11020

0k

Flg12: FASEEO> Y- EZ&TLTEREHLFT,

- Citrix FAS Administration Console - connected to localhost - | o [l
Initial Setup | RU'ESl Advanced Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured,

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A [CoY—EXRERHTBZ] FEICIIBEOF T v IR—IBMHFVTUVET,

FIE13: FASEEIYV—IT [UL—I] 2T7ZZRL. T4 VX b—I)LEER) ORRICK>TREZHREL F
ERS

FASEEI>Y—I/)LOFEA FASEBEIYY—-ILTRAITSAVOMAEZEZERZEITTIRV S, ABTE
RISBISIRRE DA > 51 V DBAZEBRERDFAIINAVED . FASEEIV Y —IILOFRREESH L EE A,

FAS ofIElDOty + 7y FFIEORITH. SAET > FL—+zBRAL TARA#EZ Ly 7y FLE. T—EX
Z5A (HBERIEFOFIE3) T2HIIRETVET:

FIEL: UTDOTZROEEDEELT, BRI 7ML ZHELET,
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N
F
h
i
NG
it}
\/
o

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadJoinParameters.KeyProtection"
value="GenerateTPMProtectedEey" />

T7IIIEUTOLSICRRINE T,

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ --—>

<!-- Specify Private Key protection [NoProtectionl|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / -->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —-->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

—%D TPM TREF—DORIMNFMRINTWVET, TIFILEDOF—DRTIF. 2048 EY FTT, BEVLDN—FD
IT7THR-FINBZRTDOF—ZI/EL TSI L,

FIE2: H—EXZHFALET,

FlE 3: sERAEEY —N—h5. REPOAAZTERZFHTHEITLE Y. BREEGIAS,PIEEINLS. EED
V=ILoty b7y TEFOFIE I NEBICEDD £T, CORKRT. BREEMAZEONET —I3 TPM TER
TNTWET, SAERT 74 T2EBEH T,

FlEg4: ROLSICHEEI 7L 2HmELELE T,
<add key="Citrix.TrustFabric.ClientS5DE.TrusthAreadJoinParameters.EeyProtection”
value="GenerateNonExportableEey"/ >
PN
FAS i3 TPM TRESN/cF—TA—H—fHEZERTT £ 9D TPM BARREORBICITRENET TS
AIREMED B D £9,

FIES5: FASZEEBLFT, CNICED. T—ERICLZEHT 7 MIILOBFi&HAADREI SN, BEINED
RRENE T, BGEOEBWEFX —RFIFI—F—REF—ICRELET. TNOSDEFETIETPM ICHEF—H
REINEEAD. Microsoft V7 hyx7F—mBHETONIF—DERINE T,

Flg6: FASEEIYY—ILT [UL—J] 27Z2BRL. T1 VR S—)LEERH ORRICE > TREZHREL X
ERS
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3

COBITIE. HSM ICHEBMTN TV 3 EREEEIREOME X —S LU I —F —AZEOMEF —ICOVTHBAL X
T, COBITIE. BEREAD HSM ZBELTVWEY, HSM (Zid 7O/ 4—%& (THSM_Vendor sKey Storage
Provider) #¥) H&&h &7,

FAS # —N—Z RBUBRETEITT D2 FEDHEIE. HSM ARV A —ICNA N=NAHF—HHYR—-+ThTLBEHYE
SHEERL TSI L,

Figl: EBO>Y—IZFEALFAS Wty b7y TRICIE. RO REAZET V7L —FORRI 4&U
MEERRBE DY 7w 71 D2 DOFIERITERTLE T,

- Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup ‘ Rules | Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE2: HSMARYA—DRF a2 X> T, HSM @ ProviderName OfE%z 8L £3, HSM A CAPI ZERL T
WBHBEa., TONAZ—RBRFa XY FTESKY—EXTONAH4— (CSP) rEBRINTVSAIREEDAHD X7,
HSM A CNG ZER L TW3I5E. 7ONI Y —EF—Z/EATON14— (KSP) s@ARTnhTWVWBaEMH H D
£,

FIE3: BET77MILERDELSICHRELFT,

<add key="Citrix.TrustFabric.ClientSDE.TrusthAreadoinParameters.ProviderHame="
value="HSM Vendor's Key Storage Provider"/>

T7TIIEUTOLSICRRINE T,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->

<!-- Logging: Event IDs to not log (comma separated) -->

<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CO>FIUATIE HSM A CNG ZERL TV 3 L BE L TWS 7. ProviderLegacyCsp o fiis false IC2E
INTWET, HSM A CAPI =R L TW3IEEIE. ProviderLegacyCsp o fld true ICRREINE T, HSM A
VA—DRFa XY T, HSM A CAPICN X CNG OB 5%Z AL TVWAHZHEBL T IEET W, £7. IEIHR
RSAF—4MTHR—EFINTVEIF—DRIICDOVTH. HSMARYA—DRFa XY P THIBELTLESTWL, O
DFITIE. F—DRTETI I LD 2048 EY MIRESNTVEY, BELAF—DORINBHEVON—FT T
FTHR—FINTVWRIEEBRLTIIETL,

Flg4: Citrix 7z7L—>a VIt —EXZBEFHL T, BT 71D SDEZHARAAET,

FIg5: HSMIWTRSA +—~7%4%pL. FASEEI>Y—)L [Initial Setup] 27T [Authorize] %2
Uy LCEEREERERZERL £,

FE6: Windows 1R FOFDO7 Uy =3>>IV b EFTVvILT. F—RFPHHSMRATERINTL
MR LED,

[516] Private Key::Create [ldentifier e1608812-6693-4c54-a937-91a2e 27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

s¥: [Provider: [CNG] HSM_Vendor’ s Key Storage Provider] £ %> TW% ¥,

FIE 7: 3EPBHRIH —/N—T. :EBAHRES MMC T [Pending Requests] / — R#%&IRL £,

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
El1or e BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRzHIUv U L. [¥1T] 2BRLET,

A [COY—EXZRHAT 3] FIREICEREOF v II—IDRMTVTUVET,
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Initial Setup | Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

v

Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

v

Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" te publish the templates on another certificate authority.

Publish

v

Authorize this service

Deauthorize this service.

Reauthorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect

FlE 8:
ER

FASBEEIOYY—ILT [L—J] 27%&ERL. 112X b—I)LCER] ORRICHE > TREEZHREL F

FASGEFRER L —2

FAS Tid.

RBLEY,

HEBRZE DIRTEIC FAS ' —/N\—_E® Microsoft SFFAZ X r 7 EAL FE A, BOHRAZHT —IR—X%EE

BERMEIERAZE D GUID 24 E 9 31C1E. FAS #f—/N\—TXR® PowerShell v~ FLy hZANDLET:

1 Add-pssnapin Citrix.a\*

2 Get-FasAuthorizationCertificate

- address \<FAS server FQDN>

f-r Z1¥. TGet-FasAuthorizationCertificate -address cg-fas-2.auth.net; * AHL %7
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355‘54L4 bBc3-4cac- haDd—-ebjceL4=31c
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LEF{TIFIL-«TE REQLlE_l'
: WaitingForApproval

A —iREO—BZIISIBICIE. UTZANLET:

Get-FasUserCertificate - address \<FAS server FQDN>

fl: Get-FasUserCertificate -address cg-fas-2.auth.net

cg-ucs-2.auth. Tocal

humbPrint

JzerPrincipal Name

ole : default
ertiticateDefinition : default_Definition
xpiryDate 05,/04,/2016 12:02:13

pE o
HSM ZERA L TR+ —%21FE 3 3B4. HSM 2> 77— GUID THAIEh £ d, HSM ROMZEF —D
GUID k. k<> RL vy hTEIETE£9, FQDN of FAS Server) (&. FAS +—/\—® FQDN T%:

Get-FasUserCertificate - address \<FAS server FQDN> -KeyInfo S$true

RIHlERLET:

Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo $true

wadministrator> Get-

aufauit
default_Definition

(piryDate
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e FASOA YR M—JLEBRICOWTIE, TV X F—)LEHER) 28R LTIIZEW,

o —HEMY%: FAS IBIBIC DLW Tk, TFederated Authentication Service D 7 — 57 F v O E] #8BL
TLREL,

o ZOMDEMEMAFIBICOWVWTIE. TEFMERERI 28BLTIEIVL,

X2V TrERYy bT—TDIEK

September 2, 2022

JIFL—>a B —E X (FAS) IE. Microsoft Active Directory & & Uf Microsoft :EBA&RI  BiZICHE
LTWET, FXAM>YOAYAO—F—REZORIOBEERAIVISAMSVF v EAKRIC. EFaUTo RIS —%
BHRTZULICE ST, PRTLOBEYREBEREZITO CHEETT,

CORFaXIVFTIE. FASZRETIBEICER TS, EXxa)THEOMEBICODVWTEHALE Y, £ 17V
TZRAMS0FvDEF2) 71 FREICRILOFBAARELEEOBMEICOVWTHHBLE T,

Ry RD— T FIF %

ROMIF. FAS BHATHERASNBEELDYVR—X 2 beEFaUTAEBRETLTVET,

FAS —N—id. GEEAEBY R Xr> O bO—5—cHiZ, tFaUTA LEERI VTSRS FvD—HL
LTHERONZBELRHD T, 77— 3 VIERIETIE. Citrix Gateway & & ¢ Citrix StoreFront 4. 21—
— R Z1TS CeHMEEI NIV R—RY b T, ZDIEH O Citrix Virtual Apps and Desktops J>HR—x>
biE. FASENDOFEBZZITEE A
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Citrix Microsoft Microsoft

Federated Authenti-

ADFS Server (with

. ifi i Domain Controller
Web Access Proxy) cation Server Certificate Authority
Windows Server Windows Server Windows Server
DCOM
4 FAS User UPN

y FAS

TLS Server S A thorization ' Certificate walter@auth.local
Certificate = -
R certifica Cetificate Template Alternative UPN
FAS User ] FAS Authorization walter@adfs.ext

Signature Certificates

Certificate

Certificate
1 tem plate

Encryption
Certificate
{notused)

Kerberos

Citrix Gateway

Storefront Delivery Controller VDA

indows Server Windows Server & Deskton indows Server & Desktop
Operating Systems Kerberos i Elut
Roat CA TLS Server TLS Server | FASUser
f Ccentificate f cerificate g Certificate | Cenificate

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

T7AT70A—IILeRy bDO—0€vFaTo

Citrix Gateway. StoreFront. & & T Delivery Controller J>R—x> FRDBEEIE. R— b 443 ETTLSIC
Lo TREINZBENHD £9, StoreFront H—/N—IzREZEHDAHZ1TL. Citrix Gateway &, HTTPS @R
— b 443 2 ERLIcA V2 —2y b LOEGDHZRITANNBZ L SICTRIRELRHD X T,

StoreFront  —/N\—Z#AEBE S 7z Kerberos AL T, R— b 80 TFAS #—N—UiB5L £, RaEICId
FAS #—/\—® Kerberos HOST/fqdn ID. & & StoreFront #—/\—® Kerberos <> > 7#H7 > k ID HEHRA
IhEd, Zhuckb. Citrix @ Virtual Delivery Agent (VDA) Aa1—#—cOJ# >33 DICE 4. 1[ERD
B0 TERBRN\YRIL BPERINET,

HDXtw>a>h VDA ICEGINnD . VDAHKR— K 80 TFASH—N—CiBEL £ 7. REEICIE. FAS H—/\—
® Kerberos HOST/fqdn ID. & & VDA @ Kerberos v~ > ID BMERINE T, F£7-. VDA IZ. SR
F—ADTIERIC TERBHR/NV RV ZRETIVELHD £7,

Microsoft :EBARAIE. EIE TCP R— ~DERA%ZEH TS 5. Kerberos :R:fd DCOM =R L T, EHEZZIFA
NEY, F7o. HAPAKEAIL. FASH—N—ICBEEINEBRI -V MEAEICELZEREAO CMC ATy &
RHETBELSERLET.
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F—N— T7AT7I4—ILR—k

JxTL—2a VBt —EX [in] StoreFront & T* VDA H'5 HTTP & T
Kerberos. [out] DCOM 5 Microsoft sEBR#ES

Citrix Gateway [in] 25147> k<> >h5 HTTPS, [infout]
HTTPS & StoreFront #+—/\—Rf. [out] HDX »*'5
VDA

StoreFront [in] NetScaler 155 Citrix Gateway. [out] HTTPS

75 Delivery Controller. [out] Kerberos 5
HTTP #ZHBT FAS

Delivery Controller [in] StoreFront #—/X—#'5 HTTPS. [in/out] VDA
H5 HTTP £@ T Kerberos
VDA [in/out] Delivery Controller »*5 HTTP & T

Kerberos. [in] Citrix Gateway 5 HDX. [out]
Kerberos 15 HTTP #&H T FAS
Microsoft :EBR#RS [in] DCOM . FAS »5DEH

Citrix 7z 7L —> 3 ViR —E X t Citrix Cloud o4t
OYY—ILE FASIE. ZN2NIA—H—DOTFH IV Ry FI—OH—EXTHYIY b EFEHLTROT KL RIS
TIOEALET,

o A—H—FAHIUVFDOTDFASEEI>YV—IL

- *.cloud.com
- %, citrixworkspacesapi.net
- B—R"N—F10 ID 7ONAMFZ—HRBEBELTEZIT7RLX (RETERAINTVIES)

¢ XY LT—=OH—ERTHIVEDTDFASH—EX: x,citrixworkspacesapi.net

RIRIC7OF > —N—DNEaFhTV3HBEIE. FASBEEIYY-ILO7RFLAZFERALTA—HF—TOF > % ER
LET, Ffeo RYMIT—IH—EXTADY FOT KL XD netsh £ lg@HOY—ILZER L TERINTVLS
CCEHESBLET,

X2V T ICETBEEFER

FASICIZ. FASH R XA > 1—H—DROD ICEEMNICIAZZRITTESL 5107 5. ERMBEOIAENHD &
To SO, X2V T RIS —Z B LVRELTFAS Y —N—%ZREL. ERZHIRIZCIIEET
ERS
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EESNLEBERI—-CI vk

FAS 3BT - b LTHRET A Y ICK > TaA—F—HFAEE RITL £ 9, Microsoft SFERH#%REEIC L D, &
BI—JV b SBAETVIL— b BEUBBI—V Y FHERAZEERITTEIZ 21— —%2FIRTE£ 9,

citrixtest-DC-CA Properties |2 [IISG
Extensiong | Storage | Certificate Managan:
Genersl | PoicyModde | Exd Modue
Enolment Agerts | Auding | Recovery Agerts | Secusy
For more information see Delegated Enrollment Agentsi
) Do not restrict enmliment agents
(® Restrict enroldment agerts
Enralment agents:
[Everpone
[ hes ]
Ceficate Templatas:
| IIEII
[ Remove_|
Pemissions:
Harme AEERES .E!II
Ewaryone Alow
[ Remove |
Deary |
| ok || Cacal || Mooy || Hep |

COAAT7AYRYy I RAZEALT. RO EZRRBL TSI L.

+ [Enrollment agents] ®—H&IZ FAS H—N—D#HEEN TV,

« [Certificate Templates] ®D—EIZFAS 7> 7L —rDHMEENTWVS,

* [Permissions] ®—&IZ FAS OFRAMNHFRAISINTUVRI—HF—DADEEFNTWVS, e xid. BEEIIL—
TELFREINA—F—DIIN—FICETZ2—F—ICFAS B EEBBEZHITTIBVLSICT B L%z
BEIDHLES,

77 ZHE) 2 D8R

NL—ILDIER) £ a>THALTWE &SI, sEAENETINIZED FAS IC T35 21— — ID 0&ERZE
389 % StoreFront 4 —N—D—BZHEHTIHEHHD £9, BRRIC. SAZOETHREAZ 21— — LU
I—H—HRAATEER VDAY U EFIRT B2 A TIF £, CDIRMFIF. ZETHERZITS Active Directory %
ToISEERRRADEF 2 ) T HEEICIBINTITLWE 75
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T7AT7I+—ILDRERE

FAS H—N—AD TR TOBEETIE. BEERH T 1 - Windows Communication Foundation (WCF) Kerberos
v hD—oEGHAR— K 80 TEAHINE T,

ARy O DER

FAS &' VDA IE. Windows A R FOFICEREEZZIAAET, CNid. BROBREIVBEICHERTESE
o MRV EOY] B3I, ERTNZAEEOHZI IRV FOJTO—EBXRLET,

N—Roz7EFa)rFrqsE> a2l

FASIC& > THRITENA—F—HEREDHWBEFT—Z2 2L TN TOMEFT—IE. Network Service 7ho > kick
STIYVAR— L ARAOMBXF— LTREINE Y, FASIZ. EXxaUFoRUS—THESK/N—RFRIz7tx2
T4 ED2a—IIHRBEINZHE. COEZa—IILOFERAZYR—FLET,

FederatedAuthenticationService.exe.config 7 7 1 L Tld. L NILOBESUEBRMNERTETT. 5D
REIE. MEF—DRWMERINIETIBAINE T, 20O, EREAOMEF— (4096 Ew ~. TPM R
ELY) BLUT VAN LOI—Y—AEICIEERLRDIRENMEATNZ LA HBD £,

INTA—B— Bz

ProviderLegacyCsp true IZEBE L7=3/B4&. FAS Tl Microsoft CryptoAPI
(CAPI) nMEREINE T, false ICRELBE. FAST
l& Microsoft Cryptography Next Generation
(CNG) APIDMERENE T,

ProviderName 59 % CAPI £7=12 CNG ¥ON1 4 —D&Hi,
ProviderType Microsoft KeyContainerPermissionAccessEn-

try.ProviderType Property PROV_RSA_AES 24 %
BB L %9, CAPI THSM zfER73%BE. KLU
HSM ARV A —TRIDZ A TZIBEINTWVBIHELUI
I3 BIC24 THRIHEDRHDET,

KeyProtection WEFX—0 TTIXR—balge 757 2HEELEFT,
TSI N=RIZTF7THR—FINTULBRHBEIE. b
FRTYRTSY LT F—LETa—I)L (TPM) OF—
A=Y OFERABEFRISNE T,

KeyLength RSAMZEF—DF—K, YR— TN BMEIF 1024,
2048, H&L U 4096 TY (77 4JL~F 2048 TY),
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EEORE

RIBOEEIF. ROTIL—TICRDNET,

210 &'

IVER—T514 XEEE TALZAMAORRET Y FL—FDA1 VX M=LE &K
[OXES-

RX1 > OERE TI—TR) > —REDHER

AEEABE D EIRE SERASEE DR TE

FAS &2 FAS H—N—01 > X b—ILE &R

StoreFront/Citrix Gateway Eig#& 31— — B DIEEL

Citrix Virtual Desktops ¥ VDA B&LUOY bO—F— DM

REEER. EFXaV T ETLLEOTEIEREZFEL. PXTLOEF 2V T REDLDHD. BKLF
xEo 7 7O—F2RRLEX T,

TIN—TR)—RE

EEINLFAS Tk FIL—TRU S —THEEFEAD lindex number ->FQDNy @JILy o7 v FF—TIT
BAINET, FASH—N—ITEHTBBE. V517> MMEFAS #—N—nHOST\ <fqgdn>Kerberos ID % 1%
HELET FASH—N—IZT7IEXTEZIITRTOH—N—IE. BLT>Tv I RIZA—D FQDN ZFOREHLH D
£, £5THRWFEEIL. StoreFront &V VDA BBID FAS H—N—ICEHIZ e hH b £9,

BRI XZHCOIC. BEROITATOIYI VIS, B—ORUS—%2BRATZI 28 LEd, FASH—/nN—
D—BICTEEZMZ 3HBE. FICTY M OHIBRPIEBFOZEIE. FELTITo>TLET L,

ZDGPO DERIZ. FASH—N—DI VX =ILELIVEARFLEEEY TS FAS EBE (FLIFR X1 VEEE)
ICIRETIBENHD T, FASH—N—DERFEILEERIC. O FQDN Z2BEFRALAVWLSITFREL TS
(A%

FEERET VL — b

FAS i it i d Citrix_SmartcardLogon :EFAE 7> 7L — b2 EA LB WSS, SIAEQIE—%2EETE
£9. UTOEENYR—FINTUVET,

HEFRET > L — FOBFEIOEE

Citrix_SmartcardLogon 0&Z#izZEEd 3358, FIBEBOT > L — FHBFEIR>T. UTZTSHELD
D&Y,
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« HIAEF VL — OO —%ER L. FIBBEBOTY T — R IEEICH > TEORAZTELET,
o BIPI—H—a>H—T A AT BIE FAS AD FAS PowerShell av > rEFEELEY, (B2
—H—A B2 —TTARIF. Citrix DT I AN bDTYFL— B TOFERADAENRELTVET,)

- Microsoft MMC sEBEZF > 7L — k X+ 71 > Publish-FasMsTemplate a< > R&FEHL T,
BEOT>FL—brzRAL.

- New-FasCertificateDefinition <> RiZ& D, BEDT > FL— bOBHiI%ER L T FAS 2k
LEd,

2R 7ONT1 DEE

GEEAET Y 7L — OB EETE XY,

EHFHAREIIEELBRVTLES WV, FASIBERET Y7L — O ZOREZERL £9,. FAS IZEMEAROFIE T
BREZBHIRICERMLE 9,

ERNBIONT 1 OEE

ChoD7ONT A IBEELBWVWTLRES WV, FASIFERRET Y 7L —FDINSDREZE R L ET, FAS TRE
IZ [MBFXF—DIVRR—bZFHATB] & [A—F—TEHTB] EFTICTNhTVET,

=S 7ONT 1 DEE

CNSDTONTAIFEBELEVWTLET W, FASIZERAET VL —FDINSDREEERLET,
FAS TIREINZZYUDEEICDOVTIE. THEZE+—1FE] #8BLTLIETL,

F— BB IONT s DEE

INSOTANT A IFEELBVTLIET W, FAS TRRF—DEBBEIFAIIT R—FIhEHA.

BETYIL—rFOnNTA OEE

INSOTAONT A IFEELBVTLIESI W, FASTREET Y7L — MR- FIhEEA,

WESONT 1 DEE

FIBHEBOR) S —ICADETINSORELEETIET,

A FBURIMRREZTO . EFaUTr ORENMEELLD., SAEMEATI B BBZHBEDHD FI,
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EXalFo 7AONT1DEE

FASH—N—DOI>>7hHU Y MDHHHFBMOIERS LUERERDIHFAITNZELSIC. INSDREELEETS
CeEBEBHLET, FASH—ERICIZ. TNUINDERIIHESH D FEA. 7L, HOHRBAETF > FL—rE
¥. ROEBHEMTI X!

o BEENTVTIL—FMIHLTHARD FIFEZTAATITFZELS5ICTS
o BHA—HF—HDTFUTL— M LTHRAWMDTESZLSICTS
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Subject Name lzzuance Requirements

General | Compatibilty | Request Handing | Cryptography | Key Attestation

Superseded Templates Extensions Security

Server

Group or user names:

52, Authenticated Users
% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

For special pemissions or advanced settings, click
Advanced.

IOz METONT A DEE

Citrix T3, ThoD7TONTAZ2EBLBVWI L ZHEBHLF T,
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7> FL— KT [Active Directory OIEHRHI SEBRT 3] HBEIRETNTUWS o, SERAKEIFAEBREIRICI—H —
DSIDEEDHET, ZhiZkbD. 2—H—m Active Directory 7H 7 > bADBHBRI v EVITHRBEINET,

H—N—TANT 1 DEE

BREITNEFEAD BBICGLT. IBABOR D —ICEDETINSDREEEETIET,

EOTEGIONT DEE

NSDRERFEFELBVWTLIETV. CNSIBUTOLSICKRET Z2HELNHD X7,
Citrix_SmartcardLogon Properties |i-

| Ganeral | Compathitty | Request Handing | Cryptography | ey Attestation |
Supenzeded Templates l BEdensions | Securty | Sarver
Subject Name lssuance Requrements

Require the following for enrolment:
[] 04 cetfizate menager approval

[+ This number of authorized signatures; |1
¥ you require mors then one signature, autoenrcliment is not sllowed

Palicy type required in signature

| Application policy i |
Application policy
Carficate Requast Agent W |

Fiequire the follewing for reennaliment:
(®) Same criteria as for enrollment
() Valid existing certicate

Alowe ey based renewal (7

Requires subject inforation to be pravided within the cerificate
requast.

*Control ie dizabled due to compabbify settings

OK Cancel || Mooy ||  Hep

B IONT 1 DEE

CNEDREFEETETEI, ZDRTEIX. Windows Server 2003 CA (XR+—<IN—23>2) UL d34E
MO ET, =72 L. FAS B HR— kg 3DIx Windows Server 2008 LIFE®D CA DA T, ERDEHEADEED,
Windows Server 2008 CA (X¥—</\—2 3> 3) F7:1d Windows Server 2012 CA (R¥—<N—S 3>
4) ZBERTZLICKDFERAATRE L 25 BMREIE. FAS TIFERINET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 54



77— 3 VEBEY —E X 2103

SERAERI D EIE

SN0 EREQER. MEIIREY — N\~ OB, & & BRI — N\~ 'ER T SRR RWEF — O
T,

VAl NOVN: |

IVA—TSA AEBEDRMTZT L — MIEDSVIHIAE Z AR EN KITT 21013, FEFRKEOEEREN
TYTL—rOREEERT ZHBENHD FT,

DUTNBEFAVToMEE LTI FASH—N—D1 VX b—IILEICOABIRBEHAE T > L — b E AT
Bh FREBATSAVOAPERTFLHREIEZRRTBZLTY. WITNDIFEH. MEREOEERE ST RIS
BREOEROARICEVWTEANDR I bO—ILZ#ERF L. FAST—N—0FRICEAT 2R O —2HOBEHLHD
£,

T7AT7I4—ILDRERE

—RREYIC. FEEARADEERE . EAKEORY FT—0 7 77U —ILREDEEL T ZEEHOFEZITV
7, APAKBDEEEIZ. DCOMTCP LU T 717U+ —ILIL—ILZBH L. FAS U —N—FIFHGIREZE
KRTEBLSICTBEHNTEEY,

EROHR

T LTI BREBEIIFAZEOINTOREEN. 7O/ RARERHAAET VY FL—r2FALT. 21— —IC
AERAEERITIA N TEEY, Chz, SAKETONT O IERI—2 > FOFIRI T, FEOBZWI—
HF—TJIL—TICHRTIBEDBD XY,
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Jd
H
B
c
|
w
\/
%

Bdensions |  Storage | Certficate Managers
General | Policy Module | Ext Modula
Ervolmert Agerts | Audtng | Aecovery Agents |  Secunty

For more information see Delegated Enrollment Agents)
(#) Do not restrict enrcliment agents
() Ragtnet enrclimant agents

Enrolment agents:

RUS—FEDa—I)LLEE

BERZRRICIE. HAZLEF21 )T 21—- I Z2EAL T, dREORITOEBHFLIERZITICNTEET,

FAS &R

FAS ICIZW< DA D EFa U T EEDHD £,

T XEE) X~ (ACL) I2& 3 StoreFront. 1—4'—, &KL VDA OFR

FAStxalUs4 EFTIORLERZDN. HEEEICT7 VX TES Kerberos 7AD Y FOEBETTY,
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TIEART KL BTl

StoreFront [IdP] Znso Kerberos 7> MM, 2—H—HELLKR
SN ESTTACLZEEINTVETD,
Kerberos 7h7o > rOWTNHDBEEZZITZHBEIC
I&. SERAEDMER SN FAS O Tl S nfca—4
—ICEERRENMERTINE T,

VDA [GEFREFIRE] NS SAES S UMEBEEX—ADT I EINHFATE
Nvs>T9, COTIN—THDOBEEZRIF=VDA 7
AV MIEB P RTLRBOHELNFIRIND &S5,
IdP HERE L - BRIBHR/N Y RILHHBETT,

d—4— IdP e D1—H—%TF7H—+I3hEEBLET, i
BBHRED THIRNSIERI—STY b BRA T 3>
CERELTVWAZLICERL T TV, —HiMIC. 7
JEZHIEY Z ME. FEOBRWT AT Y FOHEM
ZB3CEZBHFHOLET, ChiZED. BEZRITE
StoreFront 7 h o> bH HERZLDFVEERELA
WICEDHZ I ZRTET, FIZ. RXIVEBEDOT
AT RE. TOT77EREE) R FTHAIINBZRE
TIEHD FEEA,

IL—IL DR
Jha7 L 7=#8% @ Citrix Virtual Apps # 7=z Citrix Virtual Desktops O BB TRIL FAS H—N—1>T735X 59

FBMERAINTUVBRBEICIE. IL=IDEILIEF T, EIL—ILICIZENETNOEBRA T a>ty bHAH D $FIC
Kerberos 77t Z&Iffl) X + (ACL) (&, BERICHERTZ A TEET,

GERRMR . TV L — FDRE

BFEAZE TV TL— FBE LUV CAIR. FNENEARZ TV EXEDDICERTZ AT ET, aELRERIZ. B
BIZIGL T, EROEEWHERZIPELZFEATELSBIRTIGENHD T, e xIE. TIME1 c#BIIN
A—H—(ZIE. TR - =KD HHERHNBFVEERAELRITINZI eHhHD £,

ty P a s LURAEDERE

FAS B1BE(L. BHICERINAERE:R, 21— -0ty a3V THERAIZNESHEERBLET, L ziE. &b
VEEOHZ TOJF ) fBREIIOT 4 VBICOAERTZ LS. By ar Tk TER) MBEEQHEARTIEEIC
TRENTIET,
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MEL—RESLVF—R

FAS EI2E3. FASHMEBEF—2N—RIz7EFaUTsEZa—J)L (HSM). R FSRTYRTSy T+
—LEVa—)L (TPM) ICREFETBELSERTETET, LU CHERMBEIAZOMEF—IE. TPMICREFELT
RETECZEHOLET, COF T2 avid 17512 dAEERFHRAIORTREINE T,

BRI, I—H —HEFAZEOMZEF—6 TPM £72E HSM ICREFETEE T, IRTOF—IE TTIRR— MRATRE] &
LTEML. F—&IF2048 £ FUETHIFNIEED FE A

ARy ~OY

FASH—N—IZ&> T FHABGBRS LUV F M LAY FOOJHREINZ LD, BEEEEANRBICKRITS
CENTEEY,

BETIERCEEBY -

FAS IC1Z. U E— FEIRDI%EE (FEE R D Kerberos) 8 KN — L& EFhTWET./O—AJ)LdD Administrators
TJI—TF1 DX N—Ix. FAS OERIcxd2 7)Y hO—-ILERERSTNTVWET, CO—EIF. FELTH
BI3MNERHDET,

Citrix Virtual Apps &32#. Citrix Virtual Desktops &12#&. VDA E18&

Active Directory /XX —R1 IZFAS @ TERBHRNVRILI ICZOFFESIBRI SN 370 —RIICIK
FAS oFIAIC & > T Delivery Controller X VDA BIEEDOEF 2V T ETIUDHEBEINZI LR HBD £ Ao
Controller 5& U VDA DEBEYIL—TDAYN—F. FREINLI—HY—ICRETIVENHD £T, BELAAR
YOV EERTIBEDHD FY,

—fEr 7% Windows 4 —NN\—t ¥ 5«

TARTOY—N—IINYFERLIERL. BEQD T 71T IA—INETFI4IINAYV I O T7%ERTIHE
BHDET, EFaVTFo LEERA VISR IFvOY—N—Id. MENICZLBIBRICREBEL. T4 RID
EEUPREIS VDX YT FIRA T I VICHTREETIHRELRHD £9,

BEEBET AR FOJIE UE- I VICRRIRETZHEDRHD FT,

RDP 77t R, ARBEINI-EEEDOHICHIRTBVELNHD ET, AIREBIGEIF. 2—F—THTU > b KR
WESLURAMVEBEDTAVY TR AR— M A—RFZFEALILOIF UHERTNE L SICTBIHREDD
D&Y,
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REBHR

e FASOA YR b—=)LERERICDOWTIE. T2 =)L i8R ZBBLTLEI L,
e FAS7—xFUFvICDOWTUE TEBHET7—F7T0F v1 ZBBL TSIV,
o ZOMDEMEMAFIBICOWVWTIE. TFMERERI 28BLTIEIL,

NTA—=RVRAAT R —

November 9, 2021
- N A ¢ N A
FAS ICIE. BEOEBHAO—EDONTA—IXVRATVZ—NEaFEFhET,

@ Performance Monitar - O >
) File Action View Window Help - & =
L AR] ol EN 7|

Perf
® Srermance Add Counters X
v g Monitering Tools|

. B Performance Available counters Added counters

> '3 Data Collector Se} Select counters from computer:

> Ly Reports Counter Parent Inst... Computer
<Local computer = ~ Browse. ..
Citrix Federated Authentication Service ~
Low Load Level
Poaol Key Count W
Instances of selected object:
Search
Add == Remove << o 12:08:15
[ show description Cancel s ,7140
Show Color Scale Counter Instance Parent Object Computer

ER

MORIE, EAARBEAVYEZ—D—ETY, HICHLZINTULARVLED, ATV Z—F 10T CICEHINE
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B

Average Certificate Signing Request Milliseconds

Certificate Count

Certificate Signing Requests Per Minute

Concurrent Certificate Signing Request Count
Pool Key Count

Private Key Operations Per Minute

Session Count

Low/Medium/High Load Level

Windows O # > ORBED FSTIL>a—

November 9, 2021

A

Bl 1l 07— 42%zFEBLTHEIN . dAEER
EROFIEAR (T UREAD),
JxT7L—>a ViRt —EXTEEIN TV HEE
[} 8
BHriDlpo7r—4zFRALTHEIN. Jz7L—
SV —ERICK > THITEIN 1 9H7=D D3E
BHEZERERDH,

77l —>a VRt —EXTRRBIMEINTVS
AEAEEZERDH,

ERICER SN, AAEBEERICERTS 3% -7
—ILADF—RT7 D,
BHriDlpOo7—4%zFRALTHESN. 7z 7L —
AV —ERICK > TEITINE 1 DH 7D DIE
BEEME T —1R2ED K,
T7x7L—2a R —EXICE > TEHINTWS
VDAt v a >k,
T7IT7L—2a R —EXN 1 9H 7D OHEEE
ZERICEAL THB T 2AFOHTEME, HEM@EIZ. 7l
D1RDT—2%Z2FALT. BREHMINFEzT., 'BE
il LSWMEZBBATI . RRAT7TVERIETRAI
v TOREICKKMTEICHHBD £,

Al 274

CITlE A—H—hREASEPRY— b A—REFEALTOS A>T 2. Windows BR300 LU T
S=Ayt—PICDOVWTHRALE Y, ChooOdicld, Bk z ST a—To I 93DICERTE

BEMBPEENTUVES,

AEEAE C AR —EE

Windows Active Directory i3, 21— —0OJ 74 > HIIFAZEZEET 3 VW DHDHAEX F7ZRFLTVE

ED
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o NTAuth:EBAZ X +7: Windows ADREDT=6d. 1—H —:EBRER T <ICRITT SHEPAWEE (0EhF
— Vg R— b INELA) & NTAUth R A TICEEBE T R3HERHD £9. CNESDIMAEERTT I
certutil 7O S L 5RDESIZANFILET, certutil -viewstore -enterprise NTAuth

o L—rBEKUHREER L7 BE. HAEOJA VS AT LISE—DOHHAEOAHERETE S0, F
—VPMERFOBE. IRTOYY Y LOFBHBAER FTHINSOHAEEEZATVWIRELRHD £,
JL— MEERRAZIEEEINIIL— R X RTIC. BEHL S5 2 BB OHAZIE NTAUth R A TICHZBELHD £
ERD

o OJF VEERREIRRE UL — TR > —: EKU P tDERRER Y > — 2 @5IMICHREE S 5 & 5 12 Windows
EBRTEET, Microsoft D RFa Xy by hESBEL T EIV: https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10),

LR RIR)S— HEA

AllowCertificatesWithNoEKU EMCTR L. AABICAY— M A—ROJF YRS
—f#M% (Extended Key Usage: EKU) #'&xh 3%
ENHDET,

AllowSignatureOnlyKeys T 7 #4JL T, Windows . RSAEShHEZAIL AL

MEEMBF—Z2ESLET, COF TP avid. D
T2 —=EESLET,

AllowTimelnvalidCertificates T 74+ T, Windows (FHARRYINDIFEAEZ #EH L
£9, COATFU IV FOTqINEZ—%2LESTLFE
ERS

EnumerateECCCerts B T B L £ 9,

X509HintsNeeded SERAEIC—E 01— =T o NILE (UPN) B&Z

NGV BROBRIAIELIBEE. COoF T arz
FERTZE. - —HFHT Windows OJF> 74
VY REEETEERY,
UseCachedCRLOnlyANnd. KNFyvozEBMCLET (BERXr>I>bO—
IgnoreRevocationUnknownErrors S—ETRE)-

o RX>OY O—5—HEAZE: Kerberos EHERIT 3ICIE. TRTOY—N—DET A TR X-r>0
Y hO—5—) HRAEEF - TV BRRENHD £9, Tnsidk. [Local Computer Certificate Personal
Store] MMC 2+ w714 XZa—%EBLTERTI £,

UPN R CHEFREY v E> Y

I—H—iAER. —BE0I1—H%—FU>INILE (UPN) 29720 CORIBINRIEREICEDZ ez b8DHL
9,
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Active Directory To UPN &

77 #JL b T, Active Directory ® R THI—%—IF. /¥%—> <samUsername>@<domainNetBios> &
& U <samUsername>@<domainFQDN> ICE < BEEA UPN ##H > TV T, FIATI B3R XAV E LV
FODN iE. 7# L X MIXT % RoOtDSE T FUICEFNTULE Y, ROOtDSE T BE—D F XA ViZx L THE
8D FQDN 7 RL ZAABEBREINTWVWBR A H B EITFRELTLEI VL,

# 7. Active Directory ® § R To 21— —I(FBARM%A UPN & altUserPrincipalNames Z#->TW& 9, Ch
5(3a—%—o UPN #38E€ 9% LDAP T> ~UTT,

UPN Ta—%—%#&EI3HE. Windows id. £9° (UPN Z28RB323 70D IDICESVT) RED KXY
TEATH%A UPN 2. SilF THRBUPN 2R L &E 9. —HT210H VG, BERUPN ZRLEZIHA Chid7
FLALDEBBZRAANYTHRREINZZEDRHDET,

ARREYYEYIH—EX

AERAEICHATI A UPN A& £ i WiB A, Active Directory IZEERICH L TER B ABIEHAEEE
rx509certificate; BEICRETEZ34 723 aFo>TVWET, TDLSRHAAEE I —ICFRT B HIC. O
VEA—Z—|dEECOBREERVWEDESZ N TEET (FI7ANMTIEE—DRXAL>VT),

AEINTWBA > avaERTDIE. A——H1—H—THUV r2EELTCIOREORER LIF-D. C
DHEED 7 OX R XA VIREBTHERIND ESICLEDTEEY,

TALRAMIERORXA DB D A—H—H R X1 > ZBERIICIEE LA WEE. Active Directory @ rootDSE
MEERREY Y VI H—EXDIZMZIEELET. CRIZBEIO—NILAZOJTIVICEDN. T+ LI NAD
FARTOD x509certificate BEDF v v aba—%FE>TWEd, COOAYEa—2—Id. MBAELIFICEIVT
FEORXAVTA—HY—TFAHIY b ENENIIBRHT 2 1-DICFERATEXT,

OJZ Y RX1>ay cO—5—OFEREIH

HARBICEBOR A > O FO—F—HEENZHEE. RBEICCD R XA M O—F—HERAINTWVSE D
ZIWELTHIRT B . O 5B L TEETZDICEF T,

KX >y bO—5—0EIRGEE

Windows (Zxt LT, OJ# > THE®D Windows KX > > brO—5—%2BFIMNICERTE 3 720HIC. Imhosts
7741 (\Windows\System32\drivers\etc\|mhosts) ##m3 % Z & T. Windows Y>> HMERT 3 K X1
YAV rA—5—DU AN EBETRNICKRE TS D TIET,

BEZOBFICIE Timhosts.samy EWSRBDY U FILT 7AILBHD 9, BIOxD 1 17%EEBMLET,

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai
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Z T T 11.2.3.4) 1& Tmydomainy K X->T Tdcnetbiosname; WS EFIHMTIISNTVWBE RXr>aY
FO—Z5—DIP 7RLXRTY,

BE#gic. Windows ¥ Vi 0iEHREFEAL T mydomain icAJ 4> LET. TNAYEYIMNET LIS,
COBEZRDEITHBENHD CITERLTIRT WL,

FRAFORXr >y bO—5—DH5
Windows izO04 # VEHC, 21— —%#0O4J A S8R Xr>ay bO—5—% MSDOS IBIBET#ICEREL X9,
hESBT3ICIE. O ROV 7T fecho %LOGONSERVER%, #£1TL %7,

FEEICET201E. COAYYRTRINAEEOVE2a—2—ICRESINE T,

THOY FEEIRY OB

T7#IL LT, Windows RXA >V hO—5—RBREAETATY FEEOJZBMUL TULEEA, ThiE ¥
W=TRIVS—IF42—T, EFa2VTAREOEBERV—ENLTHETIEY, BT B L. FX1>O
YhA=-S—BFtEFaVTs O T 7 AIIRICEBNOAARY FOJEREZERL E9,

g Local Group Policy Editor [= o]

File Action View Help

e 2o = HE

] Local Computer Palicy ~ || Policy - Security Setting
4 & Computer Configuration | Audit account logon events Success, Fallure
B Software Settings | Audrt account management Success, Failure

4 Windows Settings ) Audit directory service access Me auditing

b [ Mame Resclution Policy 2 Andit logon events Success, Failure
=] Scripts (Startup/Shutdown)

= " ) 2 Awdit object access Me auditing
4 SFcurlt}rS{HIngs . o Ausdit pelicy change Success, Failure
48 ‘“"_C‘:p':'““t P':'FL'IEF'}ET_ | Aelit privilege use Failure
b Lg FasswardToley " | Busclit process tracking Me auditing
I L Account Lockout Policy i !
| Auaclit system events Success, Failure

[ g5 Kerberos Policy
4 g Local Policies
b Audit Policy
I+ [ User Rights Assignment
p [ g Security Options

kT Uimedmasie Cisssasnll wdbb Ashssmead Camiisig

SERAZEIREEO Y
SERRE ORI T T v Y

AY— b H—RiPAED DERGIEFAE (MEF—FE) C LTIV RR—bEINHZE. KOOIV FTHRIETE F
¥, certutil -verify user.cer
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CAPI O J B

RXqs>arbrO0—-5—21—HY—IT YTl IRV REa2—7—%BE W T, Microsoft/Windows/-
CAPI2/Operational Logs oO¥ > o =Hxt L £,

CAPIOZiE. ROL X MU F—THIBITE £9, CurrentControlSet\Services\crypt32

fi& A

DiaglLevel (DWORD) FHEEL AL (0~5)

DiagMatchAnyMask (QUADWORD) ARV LT 1 ILE— (FRTIC OxFFf =2 6EM)

DiagProcessName (MULTI_SZ) 7Ot X% (Fzrzid. LSASS.exe) I2&3 71L& —

CAPl o7

Xyt—o A

Fr—DHEE LSA #* CertGetCertificateChain # 3—JLL £ L7
(BERET)

KhrER LSA #* CertVerifyRevocation # 3—JL L & L1z (4
RET)

X509 #72xv b+ BT R TIE GEAZ CEERRERMY X+ (CRL) A
AppData\LocalLow\Microsoft\X5090bjects i >~
TENhFET

Fr—YR) S —OEE LSA #* CertVerifyChainPolicy # a—JLL & L7z (/X
TIA—E—EY)

IS—Xyg—o

I>—13—FRK Bz

ERINTUVARWVWEEASE AY—hA—RitBAEZ. SAEEFEALTIYEa—
F—DOHRGEEAZER F T B L VERTE %) — MRS
ALTIETEEEATL
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I>—3-F Bl

SEEAERMDF TV I TS — SEPRE CRLECHART Y ML > THEESNAETFL R
PEARX—bA—FDOCRLEZAD>YO—RTETEEA
Tl KMF TV INBEADEE. ChHREE &>
TAJFAUHRBLET, iEAZS AT —EE) 25
LTSSV,

SEEAEERARAT S — HERREA OT A VICEL TUWEHA. XX, =N
—GEERE F I3 BRIAAZ OFIREMD H D 9,

Kerberos 0%

Kerberos O % Bk T3I1ICIE. RX/>a o brO—-5—8LUVI Y RI—HF—II 2V ETRDOLI R N UEEE
BL%EY,

N1T EDRH & [DWORD]
CurrentControlSet\Control\Lsa\Kekbgtesdtarameters 0Ox1
CurrentControlSet\Control\Lsa\KeKeebdx\Pagieveters Oxffffffff
CurrentControlSet\Services\Kdc KdcDebugLevel 0x1
CurrentControlSet\Services\Kdc KdcExtraLogLevel Ox1f

Kerberos O3> X F LA ARy rAJICHATh E T,

s MEETIRVIIRAE] BREDX vy E—JREZMNMNEETY,
e RD2D2DIT5—I—FRIBFBEMBENOLDOT, ERLTOHEESLD £HA

- KDC_ERR_PREAUTH_REQUIRED (MFID KX > > bO—Z5— X OBFEREDT=DICER)
- REFHRITS— Ox4b

AR OTAYE—D

CITld. A —pEIEERFERALTOJA Y LEBEICR XAy bO—5—6LUV07 =0 XF—> 3 VICH
N30T b)DFICDWTEHRBELES,

e FXr>Oa>bO—>—CAPI2O7

« RXA>YaYrO-5—tFaUF405

» Virtual Delivery Agent (VDA) t*aUFs0%
« VDA CAPI O

VDA > X7 L0079
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RXsr>a>rtO—>—CAPI2 OY

OJFAVERHIR XA YAV FO—5—3REEOHAZTEHIAL. —E0OJ I MU ZROFEXTIERL £7,

Operational Mumber of events: 6

Level Date and Time Source EventID  Task Category

I Information 21/06/2016 15:14:54 30 Verify Chain Policy
{Dlnﬁnm‘lation 21/06,/2016 15:14:34 CAPIZ 11 Build Chain
{Dlnt’nm'lation 21/06/2016 15:14:34 CAPIZ 90 X309 Objects
@Int’or‘mation 21706/ 2016 15:14:54 CAPI2 41 'll'Elif)’ Revocation
@Int’or‘mation 21706/ 2016 15:14:54 CAPI2 40 'u'n:_-ril‘)r Revocation
(i) Infermaticn 21/06/ 2016 15:14:54 CAPR 10 Build Chain

BRARY O XyvtE—Tk, VDA LK > TIRHTNZHBPEICESVWTF I — V2 ERTI R XY bO—
S—_FkiC Isass.exe #RT L. EOZYUM KpRY) #HRIEL£9, &RI& TERROR_SUCCESS) r LTRSh
£9,

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_MNT_AUTH
[ constant] [

- Certificate
[ fileRef] 23BCESAFBTR18787 ADAAADSCEFOOCCTS05CA1 7o .cer
[ subjectMame] fred
- CertificateChain
[ chainRef] [FFO3F79B-52F8-4C93-87T7A-SDFFE40B9574)
- Flags
[ value] 0
- Status
[ chainlndex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe
- CorrelationAuxinfo

[ Taskid| {FSETFD3F-628F-4CT6-9B1C-49FEDT86318F)
[ SeqMumber] 1

- Result

[ value] a
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FXq>arhA—-3—t*aU7s07Y

RXA>a>bO—5—3F—E0OJF VIRV Z2RTLET, TELAARY MI 4768 T

Kerberos Ticket Granting Ticket (krbtgt) #%1TL %7,

SEEAEZEEAL T

CNEDFIOXRYyE—TIF RXA>OYbO—F—ICWLTREATE T —N—DIP U THI Y ERTLEFT.
NEDBEOXAyE—TF RXCYOAY bO-F—ICH L TR T 2 72HICERINIFLL krbtgt BT 21

—H—=ThHIUERRLET,

Keywords Date and Time Source Event ID  Task Category A
A, Audit Success 21/06/2016 15:14:56 Security-fuditing 4624 Legen

":!a,_-ﬁ-ud'rt Success 21/06/2016 15:14:56 Security-Auditing 4624 Legen

'ak&udi't Success 21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations

Audit Success

21/06/2016 15:14:54

Security-Auditing

Kerberos Authentication Service

€, Audit Success 21/06/2016 15:14:54 Security-Auditing 4768 Kerberos Service Ticket Operations
Gl Audit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
"ﬂ\_.&udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon |
S, Audit Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon w
_EuenH‘-’G&, Security-Auditing x
[ General | Details |
@ Friendly View () XML View
+ System
- EventData

TargetUserName fred

TargetDomainName CITRIXTEST.MET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106

SarviceMamea krbtgt

ServiceSid 5-1-5-21-390731715-1143989709-13771170068-502

TicketOptions  0x40810010

Status 0x0

TicketEncryptionType(x12

PreAuthType 16

IpAddress #ffff:192.168.0.10

|pPort 49345

CertissuerName citrixtest-DC-CA

CertSerialNumber5F0001 D1 FCAZACI0OF36879CEECOQ00000T1DT FC

CertThumbprint 23BC&SAFBYF18787ADAAADSCEFOSCCTS05C4176F

VDAtFalUF0OJ

OJF AR MIHIET2 VDA EFa U T BEOJIEARY ~ID A 4648 DT> kU T, winlogon.exe IZ&

DEFEINET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

67



JTFL— 3 VEBEY —E X 2103

Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
£ n b
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System ~
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI O

0B > 7))L VDA CAPI O, lsass.exe Mo B—DF t—YEIRBLUVRES —7 Y XZRLTED, KX

1>y bO—5—HAE (dc.citrixtest.net) ZHEELTVE T,

(1) Information 21/06/2016 13:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 13:14:34 Cap2 11 Build Chain

(1) Information 21/06/2016 13:14:34 Capi2 90 X309 Objects
(j_) Information 217062016 13:14:34 CaPI2 41 Verify Revocat...
@ Infarmation 21/06/2016 15:14:54 CAPI2 40 Verify Revocat.,
':D Infarmation 21/06/2016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA > X7 L0OY

Kerberos O W EMINTWVWSEHE. > RF7LO41F. T5— KDC_ERR_PREAUTH_REQUIRED (L T

hEWEHA) . Kerberos O A4 VAL &R Y Winlogon 6 DT> b UERRLET,

(i) Infermation 21/06/2016 15:14:56 Winlogaon 700
I!-;'I'Erri:lr 21/06/2076 15:14:54 Security-Kerberos 3
< il | 5
Event 7001, Winlogon H
[ General | Details |
®) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESB383-TCF3-4331-91CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 >
- Timal raatard
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ARy rOf

ROFKIE. FAS TEHENBZ IR FOJIV FID—ETT,

BEAARYN[7TFL—>3 VB —E X]

[1R> Y —2: Citrix.Authentication.FederatedAuthenticationService]

INSDANY MME. FASH—N—TOEREEICR L TERREINET,

aJ3d—k

[S001] 7o £ RIEE: 21— — [{0}] KEEBES/IL—TDXUYN—TIEHO FHA
[S002] 7ot RIBE: 21— — [{0}] XO—)L [{1}] DEBEETIRHO FHA
[S003] &1 [{0}] IXRFE—F%Z [{1}] ICRELTVWET

[S004] &1 [{0}] ik CA[{1] 7> 7L —+ [{2} LT3} THBLTLET
[S005] &1 [{0}] 1% CA [{1}] DIEREIODBELTVWET

[S006] &R [{0}] Id37 L LWEERAEES [{1}] ZERLTWE T

[S007] &2 [{0}] IH:EPAEES [{1}] 2B|H L TLET

[S008] &% [{0}] (F:ERAEES [{1}] ZHIBRL TLE T

[S009] &= [{0}] kgL LO—IL [{1}] ZERL TV ET

[S010] &1 [{0}] kO —IL [{1}] #EH LTV ET

[S011] &1 [{0}] lkO—JL [{1}] ZHIBRL TV ES

[S012] &1 [{0}] I3sFREEZ R L TV &9 [UPN: {1}sid: {2} o—JL: {3}][Certificate Definition: {4}][t
FalFsa>7TFR L {5}

[S013] &2 [{0}] IFAEBAEZHIBR L TWE T [UPN: {1} Oo—JL: {2} fAEES: B3} xa VT2V TF R b
{4}]

[S015] &2 [{0}] IFEFAZERZMER L TLWET [TPM: {1}]

[S016] BIE#E [{0}] (3FBFEEERAEZ 1 > R— b LTWVWET [BER: {1}]
[S050] & [{0}] iFF L WO 5o REBmZMERLTVWES: [{1}]
[SO51] &E#E [{0}] 3o 57 Rz EHLTLWETS: [{1}]

[S052] BE#E [{0}] 130 57 Rz HIBRL TWEY
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[S401) ¥ 7 v 77 L— RERTHTY-[FAE/N— 3 > {0}][to version {1}]

[S402] =5 —: Citrix 77T L —> 3 VB —E Xi& Network Service ¥ LTRITTI3HENHD £9 [FRER
{0} & L Tx17H]
[S404] Citrix 7z FL—> 3 VB —E XD T —2R— X2 BEIMNISHEL TV ET

[S405] LS X M UDST—ER—ZAADT—ROBITRICTS—HREELE LT [{0}]

[S406] L X R UDST—=ER=ZADT—2#%THRT LE L (f: I—¥—iASEEBITINEY)

[S407] T—ER—ZAHDBEICEEL TVWD. LIZAMIR—ADT—RIFT—ER—RIBITINEFLFATLE
[S408] #EE AT L — RTEEHA-[/N— 3> {0} U] [to version {1}]

[S409] ThreadPool MinThreads i [7—#h—: {0} 5=7: {1}]] »'5 [7—Hh—: {2}5=7: B ICEEINE LT

[S410] ThreadPool MinThreads % [7—A—: {0} =7: {11 »5 [9—H—: {2} =7: BHICEETIFHA
TL7%
[S411] FAS H—E 2 DR8> —: [{0}]

ID 75— 3> R [7FL—> a ViR —E X]

[1R> Y —2X: Citrix.Authentication.FederatedAuthenticationService]

NEDIRY MME BEEADY—N—DI1—HF—0OJA>Z2T7H—rT328. T2 LEICFAS H—N\—Il5E
mINET,

[m B

[S101] r—n—[{O} iCiEE—IL [{1}] @ ID ZT7H— + T BHERLBO FLA

[S102] #r—/\— [{0}] i& UPN [{1}] o 7H— ~ickBL £ L7 (fIsh: {2H3D

[S103] #—/\—[{0}] (3 UPN [{1}]. SID {2} Z&KL & L7h' BETSID {3} &I hF L1

[S104] #—/\—[{0}] (3 UPN [{1}] @ 7H— ~IcKBRL E L7 (UPNZO—IL [{2}] IC& > TEHFAISINTLEEA)

[S105] H—N—[{0}] X ID D7 H—>a>&HTLELAE [UPN: {1}, O—JL: 2} £¥aUFcaYF%X
b [{3H]
[S120] [UPN: {0}, O—JL: {1} €FaUFca>Fx2b: [[2}] JIcH L CHBRAEERITLTVET

[S121] sEBAE A [UPN: {0} o—JL: {1}] iC [BEER: {2}l hoRiITEhELLE

[S122] &&: H—N—B&FTY [UPN: {0} O—J: {1}] [1 BH7ODEKX{2}],
[S123] [UPN: {0} @ —JL: {1}] DIEFREDRITICKB L & L1 [HIsh: {2]]

[S124] [BeER: {2}] @ [UPN: {0} O—JL: {1}] OEBRZORITICKML £ L7 [Fish: {3]]
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RAEFAEOTE [T T L —> 3 VR —E X]

[t~y Y —X: Citrix.Authentication.FederatedAuthenticationService]

INSDARNY MME VDAILDA—Y—DOJF > TR L. TR0 LEICFAS —N—ICR\BINET,

aJ 31—k

[S201] sERAEFIAE [{0}] ICIENRXT—RADT I RIELRBH D £ A,
[S202] sEEAEFIAE [{0}] ICIFFERABAD T VL XEL'H D FH Ao
[S203] sEBAEFIAE [{0}] ICidO T F > CSP ADT U RENH D FHA

[S204] sFRAZEFAE ({0} A [{4}H Itk > TERBI MO F > CSPIc7 oA LTWED [UPN: {1} &=: [{2}1]
[12¢E: {3}]
[S205] LU L7 A > b [{0H idO—L [{1}] OFEBREFIBEE TIEH D £HA

[S206] MU L7 AT > b [{0}] I3EFREFIAETIEHD FEA
[S208] #%E+ —DIBHKRB L £ L7z [32¢E: {0} [UPN: {1} O—JL: {2} zeAEEZ {3}] [=5— {4} {5}]

vy avRIERAEY —N—[7 7L —> 3 ViR —E X]

[t~y Y —2X: Citrix.Authentication.FederatedAuthenticationService]

CN5DAIRY ME A—F -y avRiRE=FERAIT S L. FASH—N—TRRINET,

Osa—k

[S301] 7ot REE: 2—H— [{0}] ICIHMRIBRY— rA—RADTILRENHD FHA
[S302] 2—4— [{O}] BRFPABRIRIERAY— b A— RZERL & L7 [BED: {1}]
[S303] 7ot REE: 2—H—H [{0}] REBXY—rAH— K& [UPN: {1} —®L EEA

[S304] avEa—%—[{2}] ©7OY L [{1}] 2Fi7HD 21— — [{0}] 38+ — 018 [{6}] OF&ICRBRIT—
FhA—rREFEALTVET [UPN: {3k O—JL: {4}, 1BEe0: {5}]
[S305] #%E+ —DIBAKRB L £ L7z [2¢F: {0} [UPN: {1} O—J: {2 a>7+& {3}] [T5—{4}{5}].

FAS 79— 3> 75002 [7xFL—>aviBiir—EX]

[t~y Y —2X: Citrix.Authentication.FederatedAuthenticationService]

INSDARNY NI FASTH =230 7500 VICE>TEBRINET,
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[S500] FAS 7H—> 3 v IS 01URRESNTVEEA
[S501] RRESNIFAS 7H—>a> 7501 O0—RTEEHATLR [HIsh: {0}]
[S502FAS]FAS 7H—> 3> 755« >htO— ka3 n & L1z [pluginld={0}] [assembly={1}] [location={2}]

[S503] #—/\— [{0} A UPN [{1}] @ 7H—MckB L EF L (AT AV ERRESNE LA TSI 1> [{2]] »t
ML TVWERA)

[S504] #—/\— [{0}] A UPN [{1}] 7% — MCKRBL £ L1 (AT 7 VEMNRHBINE LIcH. FAS 7551 oH
BRINTULEEA)

[S505] #—/\—* [{OHUPN o [{1}] 7H—hICKkBLEL (IS VIC[{2)] &bOJF VEHEEINIT
— 22 {3} exXvtE—2 {4 BRSNELT)

[S506] 754 1> [{0}] M —N— [{1}] oOs# E% UPN [{2}] e LTAERBLX vE— [B pBREhELL

[S507] #—/\—[{0}] I3 UPN [{1}] o 7H—MICKRBL E L (PS5 [{2H] pMI5r [{3}] #XO—L & LT)
[S507] #—/\— [{0}] 2 UPN [{1}] o 7H— hCKRBL E LT (351> [{2}] pIsh [{3H #XRO0—L & LT)

[S508] #—/N— [{0}] »* UPN [{1}] o 7H— MZKBML E L7z WEADTIVEIMREINE LN TSI
{2 L TULEEA)

[S509] #—/"— [{0}] A UPN [{1}] o 7H— MIEKEL ELTc QEBADQTIEIBMREINE LM FAS TS5
1 UHBRINTVELA)

[S510] #—/\—[{O} B UPN [{1}] o 7H— MZEKBMLE LR (TS50 [{2H IC& > T7 oz BN EZH E H
frxnE L)

Workspace 3t FAS [7 =5 L —2 3 ViR —E X]

[1R> Y —2R: Citrix.Fas.Cloud]

FAS & Workspace ##&#&hE THERAL TWBHBE. Ch50ARY MAOJICRBEINTVET,

aJ3d—k

[S001] Citrix Cloud #—EXF—%fIDEX TV EF [FAS ID={0}]

[SO02] FAS o5 U k4 —E R%ZRBELTVWES, FasHub 57 k4 —E X URL: {0}

[SO03]FAS (275U RICESRLE LA [FASID: {0} [F5 > o> a>ID: {1}]

[S004] FAS 13057 RADOERICKBLE L [FASID: {0} [FZ>H o> a> ID: {1}] [Fish: {2}]

[SO05] FAS 132 57 FICIRED#EEZXEL & L7 [FASID: {0}] [FS5>H5 o> 3> ID: {1}]

[SO06] FAS 132 57 RICIRIEDHEM ZEXETET LA TLR[FASID: {0} [FZ > o> 3> ID: {1}] [Bish: {2}]
[SOO07T] FAS 127 5o R o BE&RMEM L £ L7 [FASID: {0}][FS># o> 3> ID: {1}]
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[S009] FAS (30 5 R 5 OEREIRICKBK L £ L7z [FASID: {0} [FZ > o> 3> ID: {1}] [#I15h: {2}]
[SOL0] FAS H—ERIETU ST R Xwt— > URLICESHShTWET: {0}

[SO11]FAS H—ERIFT T I RICIEHETNTLEEA

[S012] FAS #—E Zi& Citrix Cloud h"5 0> > F LY+ >4 > THBTRETY

[S013] FAS #—tE R4 Citrix Cloud 5D VT I AV THRETE £8 A [{0} FL X BBOVY —
LR LTLIETL

[S014] v 5o RH—E XR<service name>DMUHLICKELELAE [FASID: {0}]][FZ > o> a> ID:
{1}] [5h: {2}]

[S015] Citrix Cloud 5D X v —S&. MUH LhFashThW v OvsanElLiz [XvE—2 ID
o[, 3> ID{1}] [FUE LT {2}]

[S016] 50 RH—ER<service name>DMUH LICHIMIL F L7 [FASID: {0}] [+ >H o> 3> ID:
{1}]

[SO19] FAS izo 5o R [FASID: {0}] [FS>H o> 3> ID: {1} hoEmE4v>O—RLELE

[S020] FAS IS5 R [FASID: {0} [rS > o> 3> ID: {1} [HI5h: {2} 5B ER T >O—- R TEIEEA
TL7%
[S021]FAS V5 RH—ER%EZFIATI X HATL =, B4 {0}

[S022] FAS U 5O R —EXZFLELTUVET

04 %> [VDA]

[1 > kv —2X: Citrix.Authentication.ldentityAssertion]

N5DIRY M. O A VEIC VDA TREINE T,

aJ 33—k

[S101]ID 7H—>3>Od A4 VICKRBLE LT BTSSRV Iz TL—oa VBt —EX [ID: {0}]
[S102] ID 7H—>a>OdF VICKBLE LT, {0} @ SIDHAROHD FEATLL [HIsh: {1H2}]
[S103]ID 7H—>a>OdFVIickBLE LT, 2—4— {0} @ SID {1} ToH. BEINASIDIF{2} TT

[S104] ID 7H—>a>O0F VICKBLE LT, 77— a VY —EZINOEFKICKKRLE L {0} [T
7= {1}{2}]
[S105] ID 7H—>a>vAd4 >, [2—4—%: {0}][Domain: {1}] IcOZ 1Y LTV &Y

[S106] ID 7H#—> 3>y 4>, [fEAE: {0 icOJ1>YLTVET,
[S107]ID 7H—>a>Oda v ickB L& L [fIsh: {OH1}]
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[S108] ID 7H—> 3 >H# TS X7 L, ACCESS_DENIED [FFUFH Liz: {0}]

t v 3 VMiEAE [VDA]

[1~R> kv —2X: Citrix.Authentication.ldentityAssertion]

CN5DAIRY ME I—F—DEvda vRARAEzEALLS TS, VDAICREINE T,

aJ3d—k

[S201] /@A~ —bt#A—R® [PID: {1} 7045 L%K: {2}][Certificate thumbprint: {3}] ADd 7t 2 A% [{0}]

ICRBEESh&E LT

[S203] RIANY— b A—RY T RT L, PUVERDERINE L [FEUHLT: {0 Ty a>v: {1}]

[S204] IREERY — b H— KRBT RF Lo AR— R H—RDOYR—HEHUINE LT

HAEERE L UOF—RTER [Tz TL—> a3 VB —E X]

[t R> Y —2: Citrix.Fas.PkiCore]

NEDAIRY MME. FASH—N—DELARNILOBEESWIREEET TR ERRTINET,

OJ 33—~k

[S001] TrustArea::TrustArea: :BAZEN 4 > X b—JLENFE L7 [TrustArea: {0}] [(EREZ
{1}][TrustAreaJoinParameters{2}
[S014] Pkcs10Request::Create: PKCS10 ERAMER SN E L7z [35)% {0}]

[S016] PrivateKey::Create [:#5!F {0}][MachineWide: {1}][7a/\1 4 —: {2}][ProviderType:
{3}[EllipticCurve: {4}][KeyLength: {5}][isExportable: {6}]
[S017] PrivateKey::Delete [CspName: {0}. #3IF {1}]

oya-g

[S104] MicrosoftCertificateAuthority::GetCredentials: {0} DfERERIMISINE LT
[S105]MicrosoftCertificateAuthority::SubmitCertificateRequest TS5 —#I5% [{0}] ZiRL £ L7
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest :EBAZ [{0}] BRITSNE L
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[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &R {F#H

[CR_DISP_UNDER_SUBMISSION] [&8: {0}]

IVRIAI—HY—-—IS—Xyt—

C Tk Windows O # Y R—JTA—H—ICRRINBZ—RBHUBIS—XvtE—C0—BE2RLET,

RRATNBIS—Xyt—2

HEAH L VBRE

BRI —BELIENRXT—RTT,

SRFLICOT A TEERATL. BRIBREZEZ
TEIFEBATL [COERIE. U R—FINTULEYE
Aoo

PRTLICAOTF Y TEEEAT LI BADDICE
BTN AR — M- REEREMERTEEEATLI

REBEK

AV a—4— 31— —DEWNRAES L UWEF
—EFo> TV LHETL TULWETH, Kerberos K X1
YA bO-F—HEGZELTLE LT, CORED
TKerberos 71 #BBL T T,
RXA>O>bO—5—ICEHTIHRULA. FX1>0
P hO—5—ICAY— b H—REBEEEHR— ~ 9 25
ENMERINTVWEEA. TKerberos Bkl MR X1 >
A bO—Z—8 k. FRE TRXr>a>ysaO—3
—1 BERAED R X > bO—5—%FERL £,
NIFBEATMELH D £, BEEFEOERENBMICR
ZBEETHRAKTT,

FREEERRE & )L — MEERAEA O— AL OV Ea—F—(C
AVRAL=ILENTUVWELRA, MFEAZC 2+ —EiE)
ZBRLTEEIVL,

CHIFBE. SAZDIRRFANELCEFEESINTLAW
P RSAF—HETTF2cmRLET (2048Ew
R o

BB

« ARX—bH—ROTAVAD R X1 U%ERLET: http://support.citrix.com/article/CTX206156

o A¥—hA—ROTA >R —: https://docs.microsoft.com/en-us/previous-versions/windows
/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)

« CAPl O mE#L: http://social.technet.microsoft.com/wiki/contents/articles/242.troublesho

oting-pki-problems-on-windows.aspx

« Kerberos o7 o&%#fk: https://support.microsoft.com/en-us/kb/262177
e H—RN—FT s DHAAKBEEFEFRAL TAY—MI—RFRATFT VU ZEHUTEZIODOHI RS 1
https://support.microsoft.com/en-us/kb/281245
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https://support.microsoft.com/en-us/kb/281245

JTFL— 3 VEBEY —E X 2103

PowerShell av> RL vk

November 9, 2021

SUFIIBREEATIRIITL—Ya VB —EX (FAS) 8BI> YV —IILbERTE A, PowerShell >
RB=T A RCIIEDEFHABRA T aohHDFET, AVY—ITIRERTIAVWVA T a Vv EFERTIIHEIE.
PowerShell D&% FERE L THEREITS 28O LET,

RDAT Y RIC& 2T FAS PowerShell <> RLy RAEIMMETHhE T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

PowerShell 7 > Ko TlE. Get-Help <cmdlet name>%EBL T, AXY KLY DAL TERRTEXT,

FAS PowerShell SDK a< > KL w MMZDoWTE L < IE. https://developer-docs.citrix.com/projects/feder
ated-authentication-service-powershell-cmdlets/en/latest/# B L T £ L%,

BREAT7—%TOF ¥

November 9, 2021

IEL®HIC

7xT7L—> 3 aBEE—E X (FAS) 1% Active Directory sEPRI#EE #i& L T Citrix RIEBRNTO > —LL XA
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IEL®IC

ZDRFa XY +TlE Citrix IBiE#% Windows 10 Azure AD #EEX 88T 3 55EICDWTERBBL £ 9 Windows
10 BN L7 Azure AD 1F. RXAUBMOHMLWVWETILTY, ChEFBRTNIE. BB VTSI VF>DE
WT O—I202y by Tz, 12—y hETRERXAVICBMIERENTEEXT,
CORFaXYMTHE LTRLEEBTIE. FilRI—5—0 Windows 10 v 7 by FICEHDOX—IL7 R L X
CEFO-RIREINZ D ATLZHBALTWVWET, I—H—& [BRE] NRILD [PRXTFTL] > [N—=2aviE
#&] > [Azure AD (2&10] A5, COOA—RICFIEALEFT,

(= Settings - (m] =
%‘} SYSTEM Find a setting e
Display

PC
Motifications & actions PC name vda-winio
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jgin Azure AD
Storage . )
Edition Windows 10 Enterprise
Offline maps Product ID 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E5-1650 0 @& 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, x64-based processor
Penand touch Mo pen or touch input is available for this
display
Channe neoeuet bew ar pnarads vegir sdition of Windoses

Sy T hyIHhERINS L. Microsoft Edge @ Web 7’54 —id. Azure SaaS 77U —> 3 >® Web R—
5. 210 Web 1 1% Citrix ORB7 U —>a>. &0 Office 365 D Azure 7 7 r—> 3>
ICEEICH YA L&D,
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B Access Panel Applicatior %+ — d x
é B C_:) ‘ |£1| windowsazure.com ';‘k' | = @& Q
Microsoft Azure george@

applications  profile

Clfrix

AzureStoreFront oo

82016 Microsoft  Legal | Privacy

T—®FUF v

COT7—FTIFvTld. Azure AD % Office 365 REDBRFISYURT I /A EDBEEICED . RKDOEER Y
Fo—oh Azure RICERICERINE T, IRTOIVRA—HF—HRI)E—-—+T—H—BHIN. HARTV LS
Fy bEiZFTY RaA—H—pEELZVEVWSOAYET T,

Azure AD Connect dEIEEH —E XD, 1> 22—y b ETAZUure ANDIEEL L L THERET 570, BEEOA >
LIRSV RATLER DLEIICOETIEBER TR D TEET,
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Azure ’\
“E Azure AD

Synchronization

& S 1
s AD
Citrix Yirtual Desktop
& ?EI::1=-:-;
1
C|0Ud Ty Ame=rt
it

TFRATHREBHPO VTN YA 2T VWRIE RRIET 710 77+ — L TREI N LAN %, Kerberos sB:EH &
UNTLMBBFET LD, SOT—FFUF v Tl Azure AD TLS S LU SAML AT NSICE > THRDD £,
Azure 77V r—>3>® Azure AD ADBIMICE D, HILWH—EXDREAZBINTWE Y, Active Directory
ERBrIBIREOTSI)T—3> (SQLServer F—42AR—27%KY) |E. Azure 57U RH—E ZX® laaS &9
IC$H 3. 1ZEEMZ Active Directory Hr—N—DEEY > VA2 FRL TRITTI £,

A—Y—HRRDOT TV —> 3> %28 T 5 . Citrix Virtual Apps and Desktops O RBE7 FUr—>3>%
FERLTT7IERLET, MicrosoftEdge > > J L+ A ViR ERL T, 2—%—0 [Azure 7 7/ —
2av] R=IHSIETELRBEOT SUr—>a>PBEThES, £/ Microsoft &, Azure 7 77—
AVO—BRREEHHTETS Android ELTIOS 77U ERELTVE T,
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DNS vV — > D1ER

Azure AD Tid. BEEEDNNTUVYIDNS7RLRAZERL. FXAVE YT v I ROERV -V 2EETIHE
BHODEY, CNEERTIT3oHIC. EBEIFAzure DNS V- EEZ B TEF Y,

CDfFITIE. DNS YV —>% citrixsamldemo.net Zz{ER L £3,

Essentials 20 )

Fesource group Mame senver 1

citrixsamldema nst-0l.azure-dns.com,

Subscription name Mame server 2

Visual Studio Professional with MSDRN ns2-01.azure-dns.net.

Subscription D Marme serser 3

dfz2436f-d4fe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senver 4

nsd-,azure-dns.info.

MAME TYPE TTL VALLE

ngl-01,azure-dns.cam,
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Ermail; azuredns-hostmaster,microsaft,,..
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Mirirnumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .

a>Y —I)LiC Azure DNS 2 — LY —N—DRBFHRRINE T, cNS5IE. V—DDNSEEDONSITVFUT
BRBIZBENAHDEFT (Bl citrixsamldemo.net. NS nl-0l.azure-dns.com),
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Azure TEITTNBRETS VADBREEMNT 3HBEId. CNAME R~ >4 —%. Azure HEET 3 RETS VD
DNSLO—RICERAITZIDONRBLEETY, REYI VO IP 7 RLZADPEEEINTVSIHFEIF. DNSY—->T 71
IWEFEHTEMIZBERIHD FHA.

RBELTVIMEDO DNS PRLZHY 70w Rid. TOERBIC—HLE T, R X1 i citrixsamldemo.net T, X
71w~ DNS (R&T 10.0.0%) #EAL £,

Web 7 FUr—> 3> rOxo—N—%258B 3%, Mfs.citrixsamldemo.nety T> FUZREBMLET, ShHT
DY—>DITTFL—La>H—ERTT,

730 Y —EXDER

CDfFITIE. Azure TRITEIN3 ADFS H—N—DREBIN/- ADBIEZ ST, CitrixBiB%2#8BRL£d, V5UR
H—EXEEH L. lcitrixsamldemoy ¢ &8JI1F£9,

URL

@ WES APP ’ QUICK CREATE ]
atrixsamldema

cloudapp.net
VIRTUAL MACHINE i-“i CUSTOM CREATE Al ells
REGION OR AFFINITY GROUP

@ MOBILE SERVICE West Europe v ‘

| @ | CLOUD SERVICE

ﬁ EE_M BATCH SERVICE

CREATE CLOUD SERVICE v

Windows k%87 > > D1ER

U5 RY—EXRTRITIND Windows (RS > % 5 B1ERL 7,

« RX>a>ybtO—35— (domaincontrol)

Azure Connect ADFS #—/x— (adfs)

ADFSWeb 72t z270%> (RX1vicsmLTwWaWwWeb 77U r—> 3> 70%2)
Citrix Virtual Apps and Desktops @ Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)

.
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Create virtual machine » Basics

virtual machine

Resgurce groups

-
Al resources
- D * Mame

‘[ Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoose virt achine siz * Pacoword

Virtual machines

3 Subscription
S0OL databases anfigure of 3| feature ; . o
SQL databases Wisual Studio Professional with MSDN

Cloud services (classic) * Resource group

4 citresamidamo v
§  Security Center Nindow Dat
Location
Subscriptions Waest Europa hd

FX1>arbO0—5—

« DNS ##—/\—& & Uf Active Directory K X1 >H#—EXD&EI%BML. 1Z#897% Active Directory B
MEERLET (ZoflTIE. citrixsamldemo.net), R X1 > DREHET L7=5. Active Directory
FEERE Y —EXOKEIZEMLE T,

s TRAMRICBEOI-Y—THUY rEERLEY (fl: George@citrixsamldemo.net),

o COHY—N—TIFAE DNS BEITINB7H. IRXRTOHF—N—IF DNSRICCOY—N—28RT 34
ELHODEY, Thnid. [Azure DNS RE] XR—JTITVEY, FHLLCIE CORFaxXr OFFEEESR
LTLRTW.)
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ADFS O> rO—5— Web 7 7Usr—> 3> 70— N—

o ADFS #—/N—% citrixsamldemo R X+ VICBMEEE T, Web 7 FUr—o 3> 7O H—/nN—id.
DEINTT—0 TN —TICe £ 2RNENDHD7-D. ADDNSTDNS 7RLX%ZFEFTERLE T,

o« Zh5nH—/N\—7T Enable-PSRemoting -Force <> KL v k%#317LT. Azure AD Connect v —
WHhST7AT7o+—IBRADPS VE—FT1 T Z2EMICLET,

Citrix Virtual Desktops o Delivery Controller VDA

« Citrix Virtual Apps %7z Citrix Virtual Desktops o Delivery Controller & VDA %. citrixsamldemo
IZBML 725D 2 &0 Windows H—N—IZ1 > X b—=JLL £ T,

REF DNS D1EpK

RXr>a>rrO—5—Da0 YR M—JL#EICDNS H—N—%#E L. citrixsamldemo.net DRZE 1 — % JLIE
L. MEDNS H—N—ICH LTI AT7T—HF— LTHEET DL SICRELET (fl: 8.8.8.8),

2 DMS Manager x
File Action View Help
o AR B = BE § 86
&, ONS MName Type Dot Timestar
4 F DOMAINCONTROL msdcs
4 [ ] Forward Lookup Zones | _sites
I [z] _msdes. net 1 _tep
b _ _udp
b [ Reverse !.bnkupZ&nEL | DomainDnsZones
b g Truﬂ.F'.l:unts | ForestDnsZones
k - érldlltlfnal Forwarders ] (same as parent folder) Start of Authority (S04) [24], demaincantral. static
obal Logs =
b 9 i (same as parent folder) Mame Server (ME) demaincantral, static
] (same as parent folder) Huost (&) 10.0.0.12 5137201
= adfs Host (4) 100,013 13520
{5 domaincantrol Hizst (4) 1000072 static
His Host (4) 10.0.0.13 static
wap Hast (A) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
< m ¥

BHNRLI-—FZEBMLEY.

« wap.citrixsamldemo.net [Web 7 71U —> 3 > 7O£> k8
« fs.citrixsamldemo.net [RZ7 7L —>a > HF—N—DF7 KL X

IOVIER XTI UICEBMLEHEA]
]
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+ enterpriseregistration.citrixsaml.net [fs.citrixsamldemo.net £ @ L]

Azure TERITTNBIRTOREBIYI VI, CODNSH—N-—DHEEATBELSICEBHRTIHEDNHBD FT,
g 2y bI7=014>2—TJ 1A GUINSRITTEET,

(1

Essentials ~ i SR DHS servers @

* Primary DNS server

rce group

SUPPORT ~ TROUBLESHOOTING

Location | network/subnet
West Europe £ B suditlegs > 10.0.0.5
Subscription name Public IP address
. Deaf . & Mew support request > Secondary DNS server
Sub 1D
4f9-46ae-be7b-64T9cdaeefca
GENERAL
Properties >
A 5 =3
i 1P addresses >
Bl DNS servers >
@ Network security group >

F7 AT, AERIP (10.0.0.9) ZRL XIIEMWICEIDHETENET, IP7RLROREEZFERALT. IP7R
LAZKGHICEIDHE TR N TEET, Chid. Web 7FUsr—> 3> 7OFoH—N— RXr>arkO—
S—TRITIZINELRHD XTI,

4N DNS 7 K L X D&

RIEB< > VRITFEFIC. Azure lE. REITI VICEIDYTHENEREONTU Y I IP 7RLREZITEED DNS YV —
D —N—FEIFLE T, AZure 3T 7 AL FTRIFRBTS VOESRICIP 7RLXZE DY TS H. ZOEF
RISEEEEMICLED,

- DomainControl8733 Settings Configuration

¥o8R Essentials ~ @y AR Assignment
st
SUPPORT « TROUBLESHOOTING .
1P address @
B Auditlogs > 13.84.252.54

S Newsuppon request 5 ldletimeout (minutes) @

4
GENERAL DMS name label {optional) @
! E domaincontral-citrsamidemo
Properties > -
. westeurope.cloudapp.azure.com
ting
& Configuration bl
d tiles
®

RESOURCE MANAGEMENT
Edit &P Tegs
& Locks

i Users

Voo v v

& Export template

ZoflTlE. DNS 7 K L X domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %, KXo
YA hO—F—ICBIDETTVE T,
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VE—MEROTTERICNTUYIIPTRLRZEMCTZHBELRHZDIE. Web 7FUr—o 3> FOf>
Citrix Gateway RIEEY > V2IFTHZRUTEBRL T TV, (BRTIE. BEAORDP 7o E2XICNTU v o IP
T RELZHBMERINET),

tFXaUT1TIN—TDER

Azure 72U RIF. EFalT4 V-T2 FEALT. 124 —2y bHSRETS VAD TCP 8&LTUDP 70+
ADT77AT7I4—II—IZEEBLET, TIA4IETIE. TRTOREITS>TRDP 77 ZAAHFRATNE T,
7o, Citrix Gateway 8&UWeb 77U —> 3> 7O0F 8 —N—Tld. R—+ 443 TTLS 27 3 HEN
HOET,

Settings Network security group

.

Essentials ~ PR D
Resource group Security rule
SURPORT + TROUBLESHOOTING itrizsamldemo 1 inbound, 0 outbound SUPPORT + TROUBLESHOOTING
ssodated with
H suditlogs > 0 subnets, 2 network interfaces B suditlegs >
% MNew support request > New support request >
GENERAL - GENERAL
Ml setting >
Properties bl Propenti >
i 1P addresses > ou nules >
B DNSservers > I >
@ Metwork security group > W >
Subnet >
RESQURCE MANAGEMENT

ADFS ZERAZE D 1ERL

Microsoft sEBA%EI T Web — N—iEFAETF > FL— b Z2EBMICLE T, CHICED. PRX 77T ILICZ O XR—
F (MBE—HEL) TITZ. hXZLDNS 7 RLAZEFDIAZEZIEFRTE X9, PIX 7712 BkA T 3
VICTBICIE. COHEBAE%® ADFS ¥ Web 7 U —> 3> FOF S —N—0O@AICA VA M—ILTB3HERD
hxEd,

ROB T hZEFERALT. Web —N—3EBAEERHITLE T,
« Commonname:
- adfs.citrixsamldemo.net [~ E 1 —%—%]
+ SubjectAltname:

- *.citrixsamldemo.net [V —> %]
- fs.citrixsamldemo. net [DNS o> ~ V]
- enterpriseregistration.citrixsamldemo.net
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& Console] - [Co
File  Action V .
a A £\, sublect | General | Extensions | private Key | Certification Autherity
Ll 1 Ll i =l Certificate Enrollme The subject of a certificate is the user or computer te which the certificate is issued. You
(B Console Root can enter informaticn about the types of subject namie and alternative name values that

can be used in a certificate.

4 (G Cetificates (L Request Certificats

a [ Personal Subject of certificate
) i The user or computer that is receiving the cerificate
o — Certifi You can request the fiol P 9
b [ Trusted Rg click Enroll. Subject name: : .
i [ Enterprise Type: CH=adfs.citrisamldemao.net
7 Intermedid ]
: J,_ Trusted P [Jcomputer |Common name
- Value:
b & Untrusted [¥] Web Server
r d 1‘““:-:3: L More info |
Pl Vrugted Pe o
b 7 Client Aut The following opt Alternative name:
o T 4
b= Remote D Koy usage: ypE * citrixsamldeme.net
b [ Runtirme_T] |DN5 fe.citrixsamldemo.net

= istration.citrisam)
B L Smart Car Validity period Value: = .

b ) Trusted De |

[]5how all templates

NRT— R TRESNIEF—2BD. FEAEZ PRX 77 MIILICTVZAR—-FLET,

AzureAD oty ~rT7 v

Zotoa>TE FiLWAzure AD 1 > X2V X%ty 7w 7L T Windows 10 % Azure AD iIcB8i3 ¢
B1-DICEATEZ2—H—ID ZERTBHEICDOWTEHRBALE Y,

WLWTr LI bUDIER

Azure V5w IR—ZILICOTF > LT HILLWTFo LI MUEERLET,
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Add directory

DIRECTORY
Create new directory

MAME

CitrixSapdLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

TTTBE. MER—JHRRINET,
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Jd
H
Bl

citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

) | Integrate with your local directory

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

JO—-NIILEBEEI—5— (AzureAdmin) D1ER

Azure T/ O—NIILEBEEZERKL (ZofFlTIEFAZUreAdmin@citrixsamldemo.onmicrosoft.
com). COHLWTIADYFTOJAYLTNRT—FRZRELET,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

Azure AD =R L7c R X1 > DEF
TI7ANLETR. A—F—RBROEADOX—ILTRLITHNINET: <user.name>@<company>.
onmicrosoft.com,

DT RLZIGBMOEEA L THEELETH. TVRI—F—DX—ILTHTY bEe—KT 3. ROZEREKD X
—ILTRLZRZEHEHLET: <user.name>@<company>.com,

[RAXAVDOEBMIT.I—H—DEHDORAMUHEDOUEA LI b 2EBHLET.COBITIF.citrixsamldemo
.netz=FEHLET,

ADFS #> YT HA A UICEY R Ty FLTVWRBEIE. FIVvIRYIRIIFIVvIR—IOEANNET,
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ADD DORMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

Azure AD Connect v > X +k—JL

Azure AD #8 GUI ®FIJE 2 ic& b. Azure AD Connect @ Microsoft 4> O—RR—JICUAA LI KT h
F9, CNE ADFSRETI VICA YA M= LET, [BERE] TlEHR [ARFZLIYAN—)] ZERL.
ADFS DA 7> 3 hFETESLS5ICLED,
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Install required components

Express Settings

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

[ADFS 07 xz7L—>3Y] VIS AYF AT aVvBIRLES,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

HODLOHDERLICEET AT MTAzure ICESILE Y,
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Express 5ettings
Required Components
User Sign-in
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD F5 Farm
Azure AD Domain
Configure

WVerify

Connect to Azure AD

Enter your Azure AD credentials: [ 7]

USERMAME

|ﬂzurc.‘-".dmm@cntrmsamld emo.onmicrosaft.com |

PASSWORD

Previous

REBAD 7+ LR bZBERLET,
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& Microsoft Azure Active Directory C

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-in DIRECTORY TYPE

Connect to Azure AD | Active Directory |'_

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

|EITRIXSAMLDEMCh Administrater

Identifying users

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net {Active Directory) & Remove

Active Directory ORRDF T bEIARTAzure AD AL £,
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Domain and OU filtering

Express Settings

Required Components Directory | citrixsamidemo.cloudapp.net |' | Refresh Ou/Domain | e
User Sign-in ~ Sync all domains and Qs
Connect to Azure AD ® sync selected domains and Ols

Symc 4 [ citriksamldemo.cloudapp.net

Builtin
Computers
Damain Controllers

Connect Directories

Domain/OU Filtering

dentifying users
ForeignSecurityPrincipals
Filtering g Y P
Infrastructure

Optional Features LostandFound

ADFS Farm Managed Service Accounts
NTDS Quotas

Program Cata

System

Uszers

Configuration

Azure AD Domain
Configure

Verify

RERRDERDRER R

TALY FUBED S Y TIILBISEE. - —B0—BHRICKFELT. OJF >3- —%=#HFTBLHT
TET,
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Uniguely identifying your users

Express Settings
Required Components Select how users should be identified in your on-premises directories, [ 7]

User Sign-n ® Users are represented only once across all directories,

Connect 1o Azure AD ) User identities exist across multiple directories. Match using:

Sync
Connect Directories

hailMickMName atinbutes

Domain/OU Filtering

Identifying users

Filtering

CUSTOM ATTRIBUTE

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalName |-

Previous

D and msExchiMasterdccountSID/msRTCSIP-OnginatarsID attnibut

FIAINCDTANR ) TF T a>m2ERTIN. HAIVWEI—H—TNTIRAEBEDTIL—TE Y MIFIR

L£9,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
|dentifying users
| fiteing |
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

Filter users and devices

Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.

# Synchronize all users and devices
71 Synchronize selected @
OREST GROUP

citrixsamldemo.cloudapp.net I.*-:.‘cr a name or DN of a group Resolve

Previous

MEIZIE L T Azure AD /XX — K% Active Directory Lt RAfig 2 e TEE Y, Tk, BHE. ADFSR—X

DFFETIIBEDHD FH Ao
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.

User Sign-in n Exchange hybrid deployment e

Connect fo Azure AD
] Azure AD app and attribute filtering 9

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering ce writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

D

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

HBBED PFX 7 71)L% ADFS TERT3 LS ICBIRL £9, DNS R L T fs.citrixsamldemo.net 35 L &
ERS
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/GU Filterin - - . ) .

g ) Use a Certificate installed on the Federation Machines
Identifying users
Filtering CERTIFICATE FILE a

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [l EBrowse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

TOFH-—N—0BRERHZIEBARHI RTINS, wap.citrixsamldemo.net f —N—D 7 KL X &N
1L £, Azure AD Connect "R TEF 3 L5 Web 77U r—> 3> 70F%F > H—N—0DEBEEBELLT
Enable-PSRemoting -Force Y > RL v hERITTIBRENHIBENHD 7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Domain/QU Filtening Q VDA citriksamidemo.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD F5 Farm
Federation Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

Previous

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect o Azure AD | THOE 3 Server name or 1P address Add Brows
Sync
Connect Directories SELECTED SERVERS

P

Remote PowerShell M OBETIOFIEICKB L FEIEF. Web 7 XU r—> 3> 7Ox>oH—N

—Z RAAVICBMEETHTLIET W,

TP —ROEDOFIRICOVTIR. FEOEBEENIT—RZEALT. ADFSOU—EX7HT > bEERL F

9, Azure AD Connectickb. DNS YV —>DFrEEDKRIENRDSNE T,
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory,
DOnaiN: &

| citnixsamldemo.cloudapp.net |~

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

TXT record:
Taxt: MS=ms59661451

MX record:
Destination: ms59661451.msv1Linvalid

You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—ReMXLIO—F%Azure D DNS 7RL XL O—RIZEBML £,

MAME TYPE

=]

M5

@ S0

= TAT

TTL WALLE

ns1-01.azure-dns,com
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefrash: 3600

Retry: 300 rer
Expire: 2410200

Minirum TTL: 300

172800

3600

3600 ms?0102213

s CMAME 600 adfs-citricsamldernowesteurepe.cloud... |,

Azure EBO>YV—ILT [H&EE] #0Vv o LFET,
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CitrixSamlDemo
&3 USERS  GROUPS  APPLICATIONS — DOMAINS
DOMAIN MAME TYPE
citrocsamidemo. onmicrosoft.com Basic
P

DIRECTORY INTEGRATICM COMNFIGURE EPORTS LICEMSES
STATUS SINGLE SIGN-0M PRIMARY DORMAIN 2

Alrtive Mot Available fes

COFIEICKKL5EIE. Azure AD Connect #R{TIBRIICK X1 U EBEL 9,

SETT3E. IME7 KL X fs.citrixsamldemo.net 7R — k 443 TiEEHIN E T,

&% Microsoft Azure Active Directory Connect

10,0003

104.45.19.208

Verify

Installation complete

@ The Intranet configuration was successfully verified.

The federation service name fx citrixsamideme net Was verified and resclves to the following addresses:

@ The Extranet configuration was successfully verified.

The federation service name fs ctrwsamigeme et was venfied uging an external DMS server and resolves to
the following addresses:

Azure AD NOEMO B

Windows 10 #* Azure AD ANDEM%ERITT 3 LS. X—ILT7RLAENATR L. ADFS 259 ENH S
CNAME DNS L O— ROERIC DNS # 7 1 w7 ZDMERINE S (enterpriseregistration.<upnsuffix>).

CofITIF. fs.citrixsamldemo.netx#b %7,
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enterprissreristration.citrocamibdemo.net | ‘|
Type

CNAME |
= TTL TTL unit

1 +| | Minutes W
Alias

Fo citrisamidamo nat ")

INT ) w EEERMER# R L TULW A WESIE. Windows i ADFS H—N\N—% {53335 & 5. ADFS @ JL— MEEREE
#Windows 10 A FPa—42—ICA YR F—JILLET, 5P ULDERINIBEDI—H—THU Y FEFERL
T. Azure AD RXA 28 mMLE Y,

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my passward
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

l

UPN iZ. ADFS RXr>O> bO—5—TR#HINBZ UPN &t —HIB3HENRH B CITFEL TS L,
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

l |
hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

X=)L7RLRAZFERBLTIYY VOBES O 4> %2170, Azure AD ADSMAERBICITONI-C C ZHREL £
¥, O 4> 9%k Microsoft Edge #'#2&) L Thttp://myapps.microsoft.comiZiZEgiL £ 9. T Web # k
Tk POTNYA A DEENICERINE T,

Citrix Virtual Apps %7:i4 Citrix Virtual Desktops 1> X +—JL

BEOAZET, Citrix Virtual Apps # 7z Citrix Virtual Desktops @ I1SO #* 5. Delivery Controller & & U
VDA RE~Y > > % Azure ICEEA VYA M—ILTBENTEET,

C ofiTiE. StoreFront i& Delivery Controller tFICH —N—IZA Y X b=)LETNTVWEFVDAIZRZ> R 70O
>® Windows 2012 R2 RDS 7—hH—r LT X k=)L & 1. Machine Creation Services  I3#& L TWF
BA (LA T3V THERTZ D TEIEY) EEEGITT B801IC. 1—H— George@citrixsamldemo.net
MNZAT—RTERETED e 2B LE T,
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< 16 T [T

Citrix StoreFront _ H D

Q, twccrr_h Desktops

Details

StoreFront " 2 — % — B BEW A L ICRHE T F 5 & 5. Set-BrokerSite -TrustRequestsSent-
ToTheXmlServicePort $true PowerShell <> KL w k% Controller T21TL £,

TIFL—Ya vy —EROA YR M=)l

ADFS #—/\—IZ FAS #r > X k—JL L. Delivery Controller »{53T= % StoreFront & L THaE g 370D
L=ILZBRLET (ZoflTiE. StoreFront #* Delivery Controller tALRETS VA YA =L TV
57‘:@)0 r’f R F-)Lc‘.’.*%ﬁﬁJ %%ELT(TSSL\O

StoreFront 0#EK

Delivery Controller > Ea—42—iEFREZERL &9, F7co R— b 443 (IZIIS /N1 > RZR5E L. StoreFront
DAR—R7 KL% https: ICEE L T. IS &0 StoreFront THTTPS iMERI NS & S ICHERL £ T,

hadify the base URL for services hested on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrixzsamldemo.net
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StoreFront T FAS H—N—NEBAINZ L SICEHML (T2 +—)Le#Ems @ PowerShell 71 7 %/
LEY). Azure NTHZT R +EITVWET, FASH—N—DARY bEa2a—7—%F v o LT, OF7FIC FAS

MERETNZ =z LE T,

File Action View Help

L

& Event Viewer
I 3 Custom W
4 Cm Windows

& Applic

E Securi

] setup

{21 Systen

E Forwa

I L5 Applicatic)
(-% Subscripti

Application Mumber of events:

i, Information
@ Infarmation
(i) Information
(i) Informeation
@ Information
@ Information
@ Information
G) Information
'G_) Information
{D Information
@ Infarmation

Date and Time

/3172016 4735 AM
/3172016 9:47:35 AM
/3172016 54713 AM
5/31/2016 S:46:15 AM
5/31/2016 S:45:44 AM
5/31/2010 $:45:43 AM
5/31/2010 $:44:39 AM
5/31/2016 $:44:39 AM
5/31/2016 941:23 AM
5/31/2016 9:32:37 AM
5/31/2016 9:32:37 AM

Citric.Authentication. FederatedAuthenticationService
Citrix Authentication.Federated AuthenticationService
Citrix-Authentication.Federsted AuthenticationService
MESCLSMICROSOFT=WID
Citric-Authentication.Federated AuthenticationSenice
CitricAuthentication.Federated AuthenticationSenvice
CitriAuthentication.Federated AuthenticationService
CitrizAuthentication.Federated AuthenticationService
MMSSOLSMICROSOFTE2WID

Citris.TrustFabric

Citris.TrustFabric

Event ID TaskC..

Mone

Event 204, Citrix Authentication FederatedAuthenticationService

View b

Help »
net] in rele: [default] 1

| Event... «

General | Details

[5204] Relying party [| \WDAS) accessing the Logon CSP for [upn: gearge@
[Operation: SignHash] as autherized by [ \DDCS].

Log Mame:

Application

Citrix Gateway # ¥ % 7= D StoreFront D&

Ev...
w

[ZCa o T

StoreFront BB I>V -l [BHEAZDOERE] GUI ZfEHE L T, StoreFront A%25EIC Citrix Gateway % 5/
TBLSWELET,

Celect the methods which users will use to authenticate and access resources.

Manage Authentication Methods - Store Service

Method

Specify whether StoreFront fully delagates credential validation to MetScaler Gateway. Thic
setting 15 applied when users log on with smart cards.

[¥] Fully delegate cradential validation to NetSealer Gateway
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Citrix Gateway 8854 7> 3 > 2 #4& 9 % ICid. Secure Ticket Authority (STA) 0#aks & U Citrix Gateway
7 RLZDBRETVET,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

| Enable Remote Access

Select the permitted level of access to internal resourzes

() Allow users o access only rescurces delivered through StoreFront (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

FLWAzure AD 7 74— 3> % StoreFront AD > VT IV A VA IR

CDEY 3> TIE Azure AD SAML 2.0 > > J L4 > 7 Uidee R L £ 9, J1EIE. Azure Active Directory
TLETLY TRV TS a>vHUETY, Azure AD BEY—ILT [HLWFZTUr—>3>] %8RL. [Fv 5
V=57 FUr—2a>zBmliEd] 2BRLET.

APPLICATION GALLERY %
Add an application for my organization to use | |
FEATURED APPLICATIONS (17) NAME
o ‘ Add an unlisted application my

I CUSTOM “ organization is using ‘ StoreFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using, and add it to explore single sign-on

COLLABORATION (314) integration options,

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (86)

[(HZ2EL] AF7TVO [AOEBTEALTVS. —BICEWTFUTr—2 3> %EBM] ZBRL T 21— —HE
BY3HLWARZLT TV r—2ayfRLET,
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7O DIER

B 215 VL oEBEER LT Bl X—JIC7y7O—RL. 77V —2a> 073 e LTEALE
EE

properties

APPLICETION TILE LOGO

cifrix

SAML B DHERL
IV —2avBysaR—ROBER-JICRD., [T A T DERE] #FIRLET,

storefront

&3 DASHROARD USERS AND GROUPS ATTRIBUTES CONFIGURE

StoreFront has been added

[J5kip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure simgle sign-on access to this application.
Configure single sign-on

COEMTIE. [Microsoft Azure AD 0> > )Y > A >] ICxtd D SAML 2.0 SBiEE%=FRAL £ 9,
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COMNFIGURE SINGLE S1GM-OMN

How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microsoft Azure AD and StoreFront

|.|.-.1|r| mare

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on te StoreFront using Active Directory

Federation Services or another third- party single sign-on provider,
Learn more

B F] ICEEEoXFIR2EETE £ (Citrix Gateway ICIRHINIBRE —B I Z3HBEHRHD £7). Z Dl
Tid. [i5% URL] #* Citrix Gateway % —/\—o /cgi/samlauth I27 > TWE T,

COMNFIGURE SINGLE S1GN-Cip

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn more

IDENTIFIER
https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogifsamlauth /] ‘

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

ROR—2I2IF. Citrix Gateway % Azure AD OFEFREFAE L L THEHM T 3 1-DICER T3 BHRIEEFNTL
£,
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Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directorny, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-ons
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate (Raw) @

Dowmnload Metadata [XiL) @

]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-0N SERVICE LIRL

https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5ed84c62e

SINGLE SIGN-0UT SERVICE URL

https:/Meginwindows.net/blaef2 1b-d29f-4c20-0826-14d5e484 0626

[0 confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

Base 64 OiEFEINERMAEEZLZ V> O—FL T Y1 F Y URLEH 7O R URLZOE—LE Y, T
5% Citrix Gateway @ [#8E] BEICX—Z L& T,

A—HF—=ADTFVTr—23>DEDYT

REBEOFIETIE. 77V r—>a>yaEEMICLT. I—H%—0 myapps.microsoft.comy I kO—)LR—
K7 FVTr—2a hREEINDELSICLET,. ThiE [A—H—cJIL—TF] R=JTITVWE T, Azure AD
Connect *AHAL 7R XA > A—H—TF ATV MADT I RAZEDETET, FHDTHI Y MLFERATEET
M. <user>@<domain> /X2 — VIR > TWER WS, BBRINICI Y 7T 3RBERHD £7,
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-
storefront
&3 DASHEOARD USERS AND GROUPS ATTRIBUTES COMNFIGURE
SHOW |£|II Users v W
DISPLAY NAME USER NAME JOB TITLE DEPARTMENT ACCESS METHOD D
Azure Admin AzureAdmin@citrixsamlid.. Na Unassigned
George User george@citrixsamldemao.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21aTeB080d ... Na Unassigned
MyApps R—>

T —=a BRI NS . https://myapps.microsoft.comT. Azure 7 7Usr—>a>opi1—4——8
ICRTTINET,

B Access Panel Applicatior %+ — O X
@ 3 O ‘ E] account.activedirectory windowsazure.com/aj ‘;}( | = #A ﬁ
Microsoft Azure george@

applications  profile

ClIfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

Azure AD ICBIILTWBBE. QA Lica—H¥—IE. Windows10ic&bD. Azure 7 7Ur—o3aoAns Y
INHAVFh Y R—bINET, PTAAVEI Vv TEE. TS50 —IEmIcHEM L 7= SAML cgi/samlauth
Web R—iciBEL £7,
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ST >F > URL

Azure AD B> a2 R—ROT7 )= a3 VIR ES, 7FXV =g IlfBTES SV IILr >4 > URL
BB rEZRRBLET, D URLIZ. Web 7505 —1) > o niR#. StoreFront ICEEBH T Z7-HD. X
B—hrAZa—D>a—bthy FOERICERINE T,

5 ||.J-l/| |1.-..J-£
i o W [ e

APPLICATICN TYPE
Web application

PUELISHER
URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ Wiew usage report

O URL % Web 75 0#—IcR—Z k LT, HilC#A L 7z Citrix Gateway cgi/samlauth Web x—12( Azure
ADHUAAL I bTBLIICLET, CNHAMEETZDIE. EIDETENEA—H—TEIFTY, Fel 2V TILYA
YHAIVHHBTEIFZ0I1E. Windows 10 @ Azure AD IZ8IMLTWAO5F >y 3 V23 TY,. (ZDFHhDI
—H'—IZid. Azure AD DERBHROANNDRDENET )

Citrix Gateway O -1 > X b — LR

COFITIZ. BEAADY E— 72Ut XIZ. NetScaler (38 Citrix Gateway) #2179 31 LRE<> > = FER
LET, RET>VIZAzure A A7 TBATE£9. ZOfITIE. NetScaler 11.0 @ TBring your own License]
N=23 Y ZFERLTVWET,

Web 7595 —D7RLIAN—ICHEIP 7PRLZAEANAL. 2—H—BiEOBRICIEES N ERIBRZFERAL T,
NetScaler /<> >icOd 4> LEd, Azure AD [RET > > D nsroot I—H—D/NXT— RZEETIHEN
HBEITEELTLIETL,

SA4tEYREEBIML. 8S1EYX T 71D EBMSINS [BiEeg] %:#ERLT. DNS UV IL/N—b Microsoft
RX1>a>rO—S—%KR1>b335EL3ICLET,

Citrix Virtual Apps and Desktops 01 > X k=L T4 HF— R%EERTT 3

COfITIE. SAML ZER LAV, 2> 7% StoreFront &= BRI 2 ehSaH £, CORMDIIEEET S
£5IB>THS. SAMLOOT# VRU S —HEIMENET,
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XenApp/XenDesktop Setup Wizard

What is your deployment

() single Hop

Client Internet Access Gatway

What is your Citrix Integration Point?
storeFront [

Citrix Gateway & & Of StoreFront OIZ#RFE#3EIRL 9, Microsoft Azure TOERD 8. ZOFITIER—
k443 TlEH< R— 4433 2BRL 9. HBWE R— bz LD, Citrix Gateway EE Web 1 +%

BYYTLEDTEIEHTEEY

MetScaler Gateway Settings

MetScaler Gateway IP Address™

w . o0 . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixsamldemao.net

_ Redirect requests fram port a0 to secure port

COFITIE. BEICTEIEOHIC. 77MIILICRESNEBRFEOY—N—HIBEEr#FxF—%7yvO0—-RLET,
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Server Certificate

Certificate Format®
| pem ™

Certificats Fila*

|n5.citrixsamldemu.net | | Browse I = |

[+ Private key is password protected
Private key password

oorien

AD 7AD Y FEEDIOHD R XYY bO— 5 — DB

RXAYOAYPO—5—R@T7ATY MERICEBINZH. ZDOIPPRLRETFSATURLEREICEBMLE Y,

AAT7OTRY I ADET 1 —ILRTROSNBERITEREL TSI L,

Prmary authenticabon method®

| Active Directory/LDAP ™|

IF Address®

|1c|.u .0 L 12 |FJ|M
[} Load Balancing

Post®

209 |

Time out (seconds)*

E |

Base DMN®

|'CN=U5EF5.DC= citrizsamldema DT |
Service account®

|cm=internaladmin.cm =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute®

|userprim:ipalr\lamp_ |

Password"

Confirm Password®

||||i|-|l|-[ ""|a

Secondary authentication method*

| Mone |

Continue Cancel
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StoreFront 7 K L X D&

COfFITIF. HTTPS ZfER L T StoreFront B8 hTW37ced, SSLT7OINDF TS 302 FERLE T,

StorcFront

StoreFront FQDM*

ddc.citrixseamldema.net
site Path
Joitriz/StorsWeb

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb
Secure Ticket Authority Senver”

http://ddc.citrixzsamldemo.net/sta | 4

Storef

romt S -

w . o . o . 15 |+

Protoecl®
FrotosCo

ssL v

Citrix Gateway REBIDRE

Citrix Gateway IZ#E#i L. I—H—RBENRT—REFEAL T, FBECESBNERICTONS e zBRALE Y,
B )

5§ Ciris NetScaler VP~ Cofigur..
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Citrix Gateway SAML 25 H 7R — ~ DB

StoreFront T® SAML O fERIZ. (ZHD Web 1 T SAMI 2 RT3 D L E# TS, NS_TRUE OX%ZERL
T. HILWSAMLARY > —%ZEBMLZF T,

Configure Authentication SAML Policy

Name

| StoreFrontSAML |

Authentication _:,'| 18

SAML
Server”

|Azureﬂ.d E”T ?\

Expression®

| Operators = || Saved Pelicy Expressians . |l Frequently Llsed Expressions -

WS_TRUE

ﬁ | Close

Azure AD H 5 HiICEG L 7=1B# R ZFEAL T, MLV SAMLIAP H—N—%Z#R L £,
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

|DP Certificate Mame®

AzureADSAML vl +
Ilr\: rect U R _‘
20f-4c20-9626-14d5e484c62e/saml2

Single Logout URL
20f-4c20-9826-14dSed84c6 e /saml2
User Fiald

userprind palname

ung Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Reject Unsigned Assertion”

ON i
SAML Binding

PQOST e
D Authent J

St !

5

IYVRY—IYRIRTLOWEEE

Azure AD ICEB L7 HY > rZ2EBRL T, Azure AD IZ&MMLTW3 Windows 10 ¥ X kw ZFicasd4 > L

#9, Microsoft Edge #it28) L Thttps://myapps.microsoft.comiciEsiL £,

Web 75 9#—iCid. 2—%—D Azure AD 77U —> 3 U hHRRINET,
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