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« FASOZIL—FRUL—F>FL— (CitrixFederatedAuthenticationService.admx/adml)
o AFRRMBEDEZERBOMRET > IL— T 7L

e NTA—XVRANIVA—ELVARY FOY

StoreFront X ~ 7T FAS 7S 41 > DEMK

StoreFront X k7T FAS &S5 GMIcT 3Icid. BEET7HYY FTUTD PowerShell av > RLw hEE
TLET,. BRORXNTHHZHE. FRIEXNTORFHERZIEEIE. UTDONIDTFX MHERSATREMH
HOHETJ,

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

S$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -
VdaLogonDataProvider "FASLogonDataProvider"

<!--NeedCopy-->

FAS offE%ELET 3ICI3. LT D PowerShell X2 F = ERLET:

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider ""

<!--NeedCopy-->

Delivery Controller D&

FAS #ER ¥ 3ICid. DY —E RICIELATEE% StoreFront 4 —/N—%{Z3879 3 & 5 I Citrix Virtual Apps #7-
i& Citrix Virtual Desktops o Delivery Controller ##m L % 3, PowerShell A< > kL v + Set-BrokerSite
-TrustRequestsSentToTheXmlServicePort $true #x=1TL 7,
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BE:

Frv b= EKRY B StoreFront ¥ —N—& L UOF 7 v b= FEAT B Virtual Delivery Agent (VDA) 2. &
W=TRIS—=FTIx I ML > THRAINZ Y —N—DOBEBHESKEZESL. AL DNS 7 KL X =17
SHEHRDHD EJ,

FHEAE S Y TIICT Z7DIC. LTORITIEIRTOID VICERINS RXA Y LRILTE—OR)>—%EHL
TWETH. CHIFHETIEHD £ A. StoreFront HH—/N—, VDA, LUV FASEEIOVY —ILEETLTWS
I YTELEDNS 7RLZAD—EBHBEINTWVWEROD. FASIIHELE T, JIL—TFRIS—FTI I &k
DTEIVRICAYTYIRABENEBMEINZ ZCITEFRELTLLIEET W, COIYTvIRESIF. BHROATY
IV EFERTRHBEL NI BIHNENHD X,

FIEL: FASZ1 > X b—JLL Y —/N—T, C\Program Files\Citrix\Federated Authentication Ser-

vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx 7 7 -r JL. CitrixBase.admx 7 7 -
. 8LV en-US 74 IE—%2RBDIF£7,

PolicyDefinitions | = [= [
:(-:. * 1 | . < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions W Gl | Search PolicyDefinitions »p |
S

497 Favorites ~ MName Date modified Type Size

B Desktop - J en-US 22/07/2019 0%:0 File folder

4 Downloads - | CitrixBase.admx ADMX File 2KB

£ Recent places || CitrixFederatedAuthenticationService.admsx ADMX File 4KB
I> |M& This PC

W

3 items

FIg2: Thox RXr>a>y bO—5—icaE—L T, C:\Windows\PolicyDefinitions £& v en-US 477 x
NE—IZERELE T,

FIE3: AXYRS12H5 Microsoft BIEO> Y —ILEEITLET (Mmc.exe)e XZa—N—Hh5. [T7TI]
> [RFy T UDBIMCEE] OIBIGERLET, JIL—TRIS—BEBIFZ—%=EBMLET,

GIWN—TRIS—FTTz o hEANNTZH00EEIMHAVES. [BR] 2BRLTHS BEORXIVERUS
—] ZBIRLET, . FROV-ILZEALT BRICELERUS—F TPz b 2ER L TBIRT B L
HTEFET, CORUD—IF. #E%EZI(+3 Citrix V7 o7 (VDA. StoreFront #—/1N\—, EEY—JL) =X
TLTVWERTARTOIY I VICERTZ2HERHD £7,
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=1 Consolel - [Console Root] =1IE] R
E File Action View Favorites Window Help - HBI
N EEIC]E Select Group Policy Object | x|
| Console Root ‘ Mame W to the G Policy Wizard _ Actions
Add -
Mere Actiong 4
fou can select snap4ns for this console from those avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Mvallsble snap-ns: oron a kcal computer.
Snapn Ven . ' Lise the Browse buiton to seiect  Group Policy Object.
S Device Managsr Micr | ° SR
" prcp M |
=4 Disk Management M
Eoons M Group Pobicy Object-
i Enberpriss PRI Mir 5 | |
EEM Wewear i
IFoider Mo | E ]
| Group Palicy Management M L |
[ Group Policy Management Editar Micr -
=/ Group Balicy Object Editar o | Domains/OUs [Stes | A
=/ Group Palicy Starter GPO Editor M g . - .
|G Intemet Information Services (I1S... M 4l | Lookin: (35 citod net v mEe-
-?Imsemima:rlumr | M Domains, OLls and irked Grous Policy Obiects:
Hame Domain
Description: 7 Domain Confrollers ciridest net
This snap-n allows you to edt Graup Poicy Chjects whid JE¥{ DefaLit Domain Policy |
or stored an a computer.

F g 4: Computer Configuration/Policies/Administrative Templates/Citrix Components/Authentica-
tionlZHh3 77 L—>a vl —ERR) > —ICBEL £,

> |\ Bxtended ( Standard /

3 setting(s)

:

J7x5L—>arRHAY—EZXDR) O—&EIE. CitrixBase.admx #7zi& CitrixBase.adml 7> 7L — k
7 71 L% PolicyDefinitions 7 # JLZ —IZBINT BFEIC. KXY GPO TOAERATET 9, D%, 7
IFL—2arvBEY—EXORY O —RER. [BEAT>FL— k] > [Citrix AYR—x> ~] > [
THINE—ICRRINET,

FIES: 7x7L—2a Bl Y —EIRVS—ZRE. [BH] ZBRLET, ChicLD. FASH#—/N\—d DNS
TRLRZHBRT S [RT] REVEBRTIBLSICHBDET,
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AR EHORLBMR X1 URENNT 3EEIE. StoreFront #—/\— & VDA T—EOIEEIH—TNTWLS
RELRHD £9, ChiZld. TAPERATIABAVIVNIDBEENET,

FIET: [OK] 20Uy I LTIN—TFRIS—T0HF—FRZET L. JIN—TRI—DOEEZERALET, BTF
EFREEZICIE. IO OBIEE (Fidav >y RZ10h5 gpupdate [force 0R17) HUBARBELHD £
ER
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A In-session Certificates = a x

E‘ In-session Certificates Previous Setting

() Not Configured Comment:
(®) Enabled
() Disabled
Supported on:
Opticns: Help:
Prompt Scope | Per-process > Certificates and private keys securely managed by the Federated

Authentication Service can be made available to pregrams running in
users' sessions. If this policy is disabled, this feature will be

Consent timeout [seconds): :
unavailable,

|3[J

If this policy is enabled, the Prompt Scope setting will control how
Disconnect on lock users are prompted for consent. There are three options:

- Mo consent required  -- This option disables the security prompt
and private keys are used silently.

- Per-process consent -- Each running program will individually
prompt for consent.

- Per-session consent  -- Once the user has clicked ok, this will
apply to all programs in the session

If this policy is enabled, the Consent Timeout will control how leng
{in seconds) the consent lasts, 5o for example, if set to 300 seconds
the user will see a prompt every five minutes. A value of zero will
prompt the user for every private key operation.

If this policy is enabled, it is also possible to automatically disconnect
a user's session rather than display the logon prompt. This
functicnality provides similar behaviour to the "disconnect on smart
card removal” pelicy, and is useful for situations where users do not
have Active Directory logon credentials,

Yy a RIABEYR—F FTI7FIIET. VDAIROTA VEOHBEANDT7 VA EHFILEFEA. BEIZD
LT FI—FRUS—FoTL—bEFERLT. ROVATLTEY Y I VRAPAEXERTEET, JhickD.
AJA RIS PTV5—2a > MERTERLSICA—F—OEAGHAER b 7ICGEAENREESNE T, L& X
¥ VDAt v > a>RTWeb —N—A0D TLS SBHEHHEAIBE. EAEL Internet Exploler IC& > TERT
n¥xd,

O VRO CORUS—ZFMICTIe. I—H—PEEZOVI LI EICEy S a yAEEBNICTI S h
9, COWERETIR TRY—FA—FORDOE LEOTIM RS —ERAKROBIEICHE S8, 21— —1h' Active
Directory OJ # Y ERIEHRZF > TLWHWBEIEFTT,
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A

Ow J7ROYIAR ) > —id. VDA EOITARTOEY > a VICERINED,

TJxTFL—a ViR —EREEOY Y —IILOER
FASBEEIOYY—JLIEFASO—Z LTA YR b=IEnEd, [X2— ] XZa—IZ7+ 3> (Citrix Federated
Authentication Service) HEEESh 9,

BRIV —LoYEEREZ. SRET YL — rORERM. SEEREEOty 7 v 7. BLU FAS ADEEEAEED
FRERDONSZITSFIENRTEINET, —HOFIRIZ. OSHEBEY —IILZFBALTFHTREIIBLDTEE
ER

Initial Se‘tup Rules | Advanced Connect to ancther server |  Refresh

Complete these setup steps:

Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EAETVTL— FDERA

oY I bz T e ORBEERMOREEZ TS0, FAS Tk, MBOBMTHEART S 3 o0 Citrix stBAE T > 7
L—hABSNATVEY,

« Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
+ Citrix_SmartcardLogon

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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Zh5nT>7FL—kiE, Active Directory TERIZBELNHD ET, IV —ILTINSDTYTL—FHRED
MEHRWEEIE. SAETY L — bORBEY—ILTI Y IM=ILTEEY, ZOY—JLiE Enterprise 74L X k
DOEBIERNHZT7 LTV FE LTEITTIRELHBD £,

- Deploy Certificate Templates -

Important:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually, For mere information,
consult the online documentation.

| OK | | Cancel |

FUTL— DB UTDT #ILE—IZ FAS t —4&IC1 VX =L S hiz. #RTF M.certificatetemplates @
XMLZ771ILAICHD &T:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

NS5OTYTL—bT 71V R N—ILTRERNGWVEEIZ. T FL— b7 7)L% Active Directory
BEEICEL TS W,

LUF® PowerShell 9> REFERTZE. TV FL—b2FHTAI VA LM—ILTEET,

$template = [System.IO.File]::ReadAllBytes("$Pwd\
Citrix_SmartcardLogon.certificatetemplate")

$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport(Stemplate)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable

Swritabletemplate.Initialize($comtemplate)

$writabletemplate.Commit(1l, SNULL)

<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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Active Directory sFFEH —E XDty b7 v S

Citrix sIFAZ 7> FL— b D1 Y X h—JL&IE. TNE5DTF > FL— % 1 DF 73488 Microsoft sEBRHESF —
N—TRHETIBENHD £, Active Directory sEFAE Y —E XRDRBAEICDOV T L < 1. Microsoft #to
REFaxXYbESRLTIET W,

EDY—N—TdTrTL—rPRATNTLEWVGSIE. SERERBOEY b7y TV —ILICE>TRARTEE Y,
CDYV—)Lid. RO ERIERDHZ 1 - - LTERITIBHENHD XTI,

(GERRZEF > 7L — kld. Microsoft aEER#EI 1> Y — L2 AL TART 38D TEET,)

&4 Citrix FAS Administration Console - connected to localhost - O X

Initial SEtUp Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deg &4 Set Up Certificate Authority X

\/ Set up a certificate a Important

The authorization templates arg CA.
When you click "CK" the following cartificate templates are

Click "Publish" to publish the td published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization
Authorize this servicg |~ CtrxRegistrationAuthority Authorize
- Citrix_SmartcardLogon
Create an authorization certicat
Publishing certificate templates may require you run this tool as
a Domain Administrator.

Create a rule _ Create
This step can also be configured manually. For more
A rule defines a smartcard-clas: information, consult the anline documentation.

You have no rules configured. . .
Certificate Authority:

Connect to Citrix Clo v Connect

Complete this step if you wish {

TITFL—> g VY — B ZADKERMS

COFIEIC& D FAS OFEEN BRI N E . B8 0>V — L. Citrix_RegistrationAuthority_ManualAuthorization
TUFL—+E2FERALTHEREOERER L. COEBERZETY L — b E2RFT 3EAKAOVWTIANICEEL &
ER

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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-+ Citrix FAS Administration Console - connected to localhost =[B8] X

Initial Setup |Ru|es| Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate tg

The required templates are dg

Deploy

Click "OK" to submit a certificate request for a Registration

J Set up a certificate 4 Authority certificate to the selected Microsoft Certificate
P Authority.

Publish

The authorization templates g
The CA Administrator must sign in to the Microsoft Certificate

Click "Publish" to publish the Autherity conscle to issue the pending request.

For more information, consult the online documentation.

Authorize this servig Authorize

Certificate authority

Create an authorization certi

- — e — n

Create a rule Create
A rule defines a smartcard-cla

You have no rules configured

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ERiF. X5, Microsoft sEBBEEIIY Y —ILa [REHOER] UX MIRRINET. FAS OBRZHTT S
ICid. GERARBEDEEENERD [R1T] Fold [ER] ZBIRIIBEDHD £, AREKXIZ. FASTI 2T h
DY EHE5D REBROEKR] & LTRRINET,

IFiIe Action View Help

s | 6= H

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citritest-CA-1-CA = — _BEGINNE.. The pmationcamal — Tokoo Bodo Cubt o 20/ ani0 a0y CITRIXTEST\FAS-1$

| Revoked Certificates All Tasks 3 View Attributes/Extensions...

7] Issued Certificates Refresh Export Binary Data...

] Pending Requests i

[ Failed Requests Help =ue

[ Certificate Templates Deny

<] n >

Contains actions that can be performed on the item,

[TRTDERT] 2RIV Y I LTHSE, SEBAEERICH LT [R1T] £k BEF] 2BIRL£9, FASEEIY
V=ILIZ&D, COTOERDETHEENICKRHINET, COLREBICIZFHDIDDBZehHBDET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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Jd
H
Bl
c
|
w
\/
%

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

u Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtestnet\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

I —RADER

d—H—)L—JLIC& D, StoreFront DIETRICHE>T. VDA O A > LUty a>hOFERICEAT 3EHPAZEHET
DERMMITEINE T, FIL—IL T, EHEODEKRZ(EFET S StoreFront 4 —/N—. FEEAZEEZEBERTET 3 —&ED
A—H—, BLVEHEEDFEREHRIT2—ED VDAY VEIEELE Y,

FASOtEY b7y TZRTITBICIE. TIANLML—IIEZERTZIBENHDEY, (FR] 20Uy o93H. T
= BTICYDERT UL—ILZfEl] 22V v I LET, VP —FiE L—IILOEBRICKERBEREZINEL X
EE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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Citrix FAS Administration Console - connected to localhost

Initial Setup| Rules | Advanced

_I:I-

Refresh

Connect to another server

+ Create rule

Z w

Default

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

Summary

Rule name: Default

Status: 0K

Template: Citrix_SmartcardLogon

Certificate authorities:
Certificate available in-session: No
Access control: Configured
Restrictions:

Not configured

Cloud rule: Mo

ca-l.citrixtest.net\citrixtest-CA-1-CA

Y= RICk > TROEENNESNET

FYFL—b A—Y—iAZORTICERINZEAEET > FL — b, hiZ Citrix_SmartcardLogon 7> 7
L—kh ZOXBEINHLOE—THI3BELHD £,

SERAMEES: 1 — 4 —iIEAEZ RIT T SR, T2 L — MIEERABBIC K > TR TN B ENH D £9, FAS
T 7= F—N—BLVEFIRDIHIC. BEOIARBEDEMTZ N TEIEY,

tyrarRER: [Ey>ayRERESFE] #7>avic&b.,

fEEAEZ VDA ANDOJ F Y RICERTE 30

SHhaEEELET, I—F—DRBILEBICEBEEICT I EATESRLSICTEIBEICDH. COA T aVEFRLE
To COFATIUHBBIRINTUVRVEE, FSEAEZEEOJ A Y FRIEBERICOAER IN. I —H—IL5REHE.
SERREIC T VR TERLCEDE Y,

TORRGE: - —0OTF 2 X LIIBEGRICHREZERT B ERMIMIS NI, EFEEH StoreFront

—/\“—0)—%0
5E:

[77 & & R 1]

REREF 2V T LFBICEETHD . HEICEEITIXUEDNHD EJ,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Securty

(Group or user names:
ESTFJ (CITRIXTESTWSTF-15)

Permissions for STF-1

Aszsert |dentity

HIRR: 2——HFASZFRLTAJ A TEBZ VDA YD R e, FASZN L TEEAEZRITTE 51—
—DYUR b, TT7HIETIE, VDADO—EICIFERXAYOAYEa—2—DEENn. I—F—D—BICRE X1
A—HY-—NEENET, TIAIIDPBITRVGEIRE. CNSZEBETEEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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e |

EI'DUD ar user names:

' A Domain Computers (CITREXTESTDomain Computers)

Permissions for Domain

Computers
Rehving Party

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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i Permissions for Users -
Securty

(Group or user Names:

" 4 Domain Users [CITRIXTEST \Domain Users)

| Add... | | Femove |

Permissions for Domain Users Allow Dery

User 4 thentication ]

0K || Cancsl Apply

IITRIL-IL BETR-FEINTVEEA,

BEGERSE

EBMOIL—ILZEE LT SETIONT A PERNIEENDILSICEBR TN TEIEHRARET VL — LUV
HEFRBEZ BT B LD TITE T, TNHS5DIL—ILIE. BRIBICHLWIL—IILZERTZ LS ICHERT IHEL D
3. & StoreFront t —N—TOERICELE THERTE XY, 774/ FTIE. StoreFront I FAS IZ7 712X 7
BT IANEZERLET, CNE. JIN—TRIS—ERA T2 a >z TEETEET,

#MLUVEERAE 7> 7L — 2B S 3 1CId. Microsoft :EBA#RE 1>V —JL T Citrix_SmartcardLogon 7> 7L
— b EER L TREEi% (Citrix_SmartcardLogon2 #Xi2) TEL. BBICISLTEEXMZ £9. [BMN] 2oV
v LTHLULWRERRE T L — hZ2SRBL. filLWi—H—IL—ILZEERLET,

Ty TIL—RICEATEERER

s IVTL—RTYFIL—RefTo7imE. FASH—N—DRERIRTRIFINE T,
o« FAS @7 v 74 L—Ri&. Citrix Virtual Apps and Desktops d &8 @1 > XA b—5—T{To>TLIESI L,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19
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« FAS #7 v 74 L—R¥3HIC. Delivery Controller ¥ VDA (& U2t a7 3V R—%> ) %
EDON—=J3aUICTyTIL—RLTLES L,

e FASZ7 v /UL —R3Ba0C. FASEEIYY—IIHIBHALTVWE e ZBBL TR,

e 18U ED FAS H—N—ZBICHATTREARREICHIRFL TS W, 7z 7L —2aValiEr—ERICHIGL
o StoreFront H—N—H S EEARER Y —N—H B WEE. 2—H—dOJF 22T TV —2 3 >V OES
TR HEDET,

X2V T ICEBTEEEEE
FASICIZ. FASHD R XA >aA—F—DRbDICEENICGERAZZRITTESLSICT 5. EREEDIIRELNHD &

To CDF. EFXaUTaRIS—ZERBIVRELTFASH—N—%2FEL. EEZHIRIZ_CIFEET
ED

EEINLEERI-VT

FASI3BBRIT—J Y b L THEET 3 LICL > TaA—H—HEBAZEEEITL £ 9. Microsoft sEEAMEITIZ. FAS
H—N—DMERARELET Y TL— FOEE, LU FAS —N—HGEEAEZ RITARRGANR I - —DEIRZ1T5
EHTEERY,

citrixtest-DC-CA Properties |7 [N
Extensions | Storage | Certificate Managan:
Genersl | PoicyModde | Ext Modue
Enolment Agerte | Auding | Recovery Agerts | Secusy
For more information see Delegated Enrollment Agentsi
) Da not restrict enmllment agents
(®) Restrct erroldment agerts
Enmalment agents:
Everpone .|
Ceficate Templatas:
| IIEII
Pemissions:
Name ALCESS .Eﬂ.l
Ewaryone Alow
Dery |
ok || Cancsl || sy || Hee |
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FASDRELRI—F —ICOHMAEZRITTIBLDIC. CNSDA T2 a> BRI B 2B BEDOLET,
e 23 BEIN—TERFRESN IS —DIIN—TICBT 21 —H—IC FASHEERREZ HEITTIBWVEL S
L9328 LED,

77 ZEE) R~ DERK

M1—H—)L—)LDOWEMI £ a>THELTWE LS, AAENRITINALBERICFAS ICHT3a1—H—ID D
AR ST B StoreFront T —N—D—BZHEH T ZHVENHD £, BRI, AAZTORTHREBRZ 1Y
— BLUVI—F—HZEITEER VDA VEFIRTZ A TEE T, ZOBREIE. ZETERETTS Active
Directory & 7-(3:ERBERED L+ 1) 7« HEEICIBINTITVWE 9

T7AT7I+—ILDRERE

FAS H —N—AD TR TO@EETIE. HERIH S 1 /- Windows Communication Foundation (WCF) Kerberos
Iy b —UEGEHR—F 80 TEEINE I,

ARy MO DR

FAS 5L T VDA i3, Windows 1 RY FOJICEREZEITAAE T, Chid. BROERSSUVEEICERTEE
To IRV FOJ) £O2avic. ERENZTRMOHZ IR FOJTO—EZRLET,

N—=—Roxz7Ex*a)rqsE> a-)l

FASIC& > THRIFENcA—F —iIAZEDMBEF —%2 S0 IR TOMEFT—IE. Network Service 7ho > kick
STIVRR—FARAOMBEX— LTREINE T, FASIZ. EXxa2)F4RUS—TEBSK/N\N—KRIUxz7E+Xa
T4 B 2—IIDBRBrINZBE. COEDa1—IILOFEREZHR—MLET,

FederatedAuthenticationService.exe.config 7 7 1 L Tid. L RNILOBESHERMNERTETYT. 50D
REIZ. MEBEFXF—DRMWIERTNICEZIBRASNE T, TOH. EREAOWEF— (4096 Ev ~. TPM R
EBRY) BLUFYERALOI—H—AEICIZRBRZREMNMEAINZI LB EY,

INTA—H— Bz

ProviderLegacyCsp true IC8&E L7154, FAS Tid Microsoft CryptoAPI
(CAPI) rMERTh %7, false ICREL7HBE. FAST
I& Microsoft Cryptography Next Generation
(CNG) APIAMERTNE T,

ProviderName 9 3 CAPI £712 CNG ZON1 4 —D&Hi,
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NTA—5— BTl

ProviderType Microsoft KeyContainerPermissionAccessEn-
try.ProviderType Property PROV_RSA_AES 24 %
BEL %Y, CAPITHSM 2R3 3548, LU
HSM XY S —TRID &1 FZIBETN TV BIHE U
3. BIC24 THBHENRHD ET,

KeyProtection MEX—0 TTUXKR—balgE] 750 %FIBLET,
T5IC. N=RUZT7THR=-FEINTVRHEIE. +
SATYRTSZY R TF—LETa—)L (TPM) OF—
AbL=—Y0ERABHFITNET,

KeyLength RSABZEF—DF—K, PR—FINBEI 1024,
2048, 5L T4096 TY (T 74JL 12048 TY),

PowerShell SDK

SUTNBERICIEFAS BEBOY Y —ILAELTVWETA. PowerShell 1 > Z—7 21 RICid & Dt 7>
IVLHBODET, AVY—ILTIRERTEAVA TS 3 Vv EFERT 3HEIE. Citrix Tid PowerShell &= E/R L
THRETS S ZzHEdLET,
ROAR > RIZ&>T PowerShell ax > RL v bHEBIMSINET,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.Vl

Get-Help <cmdlet name> RT3 L. IAXYRL Y FOANLTHRRINET, RORICLL<KDOHOIATV R
D—EBERLET, ™1 IZE#ED PowerShell 0g@%=&k L £9 (New. Get. Set. Remove %),

avwvR i

*-FasServer REDBED FASH—N—%—BXRRELUEERL F
ERS

*-FasAuthorizationCertificate BRI EZ BEELE Y,

*-FasCertificateDefinition FAS hiERBEDERMICERT /N7 X —2—%=HIHL £
ERS

*-FasRule FAS T chi-2—Y—IIL—ILZEBEBL Y,

*-FasUserCertificate FASIC& > TH v v alhi-iERER—BICL TSR
LXY,

PowerShell <> RLw big. FASH—N—DF7 RLAEZIEETBRIEICE>TUE—FTHERATEET,

FAS PowerShell <> R L v MMZDWTEEL < 1. TPowerShell A< RLw by #BBLTLIETL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 22
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NTA—=IVRANIVE—

FAS iICI3. BREOEBHAD—EDNT #—IVIAAT2E

—MEENET,

@ Performance Monitor

— O x
(&) File Action View Window Help -8 =
e nm EB=H
Perf '
® ‘_e orm.anc.e Add Counters X
~ g Monitering Tools|
. B8 Performance Available counters Added counters
’ 'j Data Collector Sef Select counters from computer:
» L Reports Counter Parent Inst.. Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service LIPS
Instances of selected objeck;
Search
Add => Remove << b0 12:08:15
[ show description Cancel o0 ’7140
Show Color Scale Counter Instance Parent Object Computer

MORIF. FEAFTEBAT Y Z—D—ETY, FEALDAVYEZ—E. 5 DHEOBEFIIETT.

&l

5

TOTa Tty ay
EIRFETT CSR %%
W+ — DALEEEK
EREFR

Certificate Count
195%7Hbd CSR

&/ /=

FAS IC & - TIBBF S N 3G Do

BB ICALIE T N B EERE ER D
1DBHLDICRITEINZWEF—LEDH,
AEAEDEME LUERICH D BEHORT,
FAS T v v aThIEEREDH,

1 RBIDICUBSNBARAEEZERDE,

1 9#%H7=Dd CSRyI DEENS FAS R FIREL AT
DEEE, (S8 LIVEEBRTZ . Eyray
DEFICKHMTZEDHD £,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 23




7T FL—>avREY—E X 1912 LTSR

IR ~OY

ROFKIE. FAS TEHENBZ IR FOJIV FID—ETT,

BNV [T —> 3 ViR —E ]

[r~R> kY —=x: Citrix.Authentication.FederatedAuthenticationService]

INSDANY MME FASH—N—TOEREEICR L TERRINET,

osa—k

[S001] 7O EREFR: 21—~ [{0}]] FEBEEITIL—TOXYN—TRHD EFLA
[S002] 7o +EREF: 2—4— [{0}] FO—J)L [{1}] OBEETEHD FHA
[S003] &®EE [{0}] EX>F+HYRE—R%E [{1}] ICRELTWET

[S004] =& [{0}] & CA [{1] 7> FL—t {2} &V {3}] TERLTLET
[S005] &#E [{0}] (& CA [{1}] DERZERDELTVWET

[S006] & [{0}] I3 L LiEFAEESE ({1} 2ERLTVET

[S007] &#EE [{0}] (3:EPAEES [{1}] ZE|HMLTLWET

[S008] &&@E [{0}] (F:BREESE [{1}] ZHBRLTLET

[S009] &mE ({0} EFmLuvwo—JL [{1}] ZERLTULET

[S010] &®@E [{0}] xO—)L [{1}] #EHLTLET

[S011] &E {0} EOo—JL [{1}] ZHBRLTWET

[S012] &=1E#E [{0}] |3EEEAZZER L TWEY [UPN: {1}SID: {2} o—JL: {3}iEFREES: (4}t F< 1
>7FE Xk {5}

[S013] &mEE [{0}] IFEFFAZEZHIRLTVWET [UPN: {1} o—JL: {2} sEFEEES: 3} txa VT2V FFR
ko {4}

[S015] &EE [{0}] (F:EPAZERER L TWE T [TPM: {1}]

[S016] &1 [{0}] I3EREFEBAEZ 7 Y R— L TUVWET [BER: {1}

OJ3a—Fk

[S401] #M7 v 7T L—RERTHFTT-[N=Ca> {0} hesn—oa > {1]]
[S402] =5 —: Citrix 7z 7L —> 3 VB —E XiZ Network Service ¥ LTERITIIHELNHBD T [WiE
1% {0} & L T==R171]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 24



7T FL—>avREY—E X 1912 LTSR

OJ3a—Fk

[S404] Citrix 7z 7L —> 3 VB —ERDT—ER— 2 Z®BFIMITEEL TUWET
[S405] LR MUDBT—ER=IADT—FDOBATRICTS—HRERELF L [{0}]
[S406] LR BUDST—ERN—IADT—2BITNTTLELE (F: 2—H—GAZRBITIhAZL)

[S407] T—ER—ZABITTICHEELTW LD, LA MIR—IDT—RIET—ER—RICBTINEEATL
Iz
[S408] #EHEAI>VIL—RTEFEFEA-IN—a> {0} nNn—23> {1}

[S409] ThreadPool MinThreads ix7—#—: {0} =7: {1} »50—Hh—: 2} =7T: BlICEEBEINFELE
[S410] ThreadPool MinThreads ix37—h—: {0} =T: {1} h57—h—: 2}=7: BHICEETEEHLHATLE

ID 7H—>a>ofE (77— 3 ViR —E X]

[1~R> Y —=X: Event Source: Citrix.Authentication.FederatedAuthenticationService]
N5DAIRY MME BEEAOY —N—DPA——OFF 0% T7H -T2, T21LEIC FAS H—/1N—IC58
wTmINEI,

[m B

[S101] #—nN— [{O}] izE—JL [{1}] @ ID #7H— F 9 3HERDB D FHA
[S102] #—/\— [{O}] EFUPN [{1}] o7H—MIckBLF L7 (FHIsh: {2H3D
[S103] #—/\— [{O}] iZUPN [{1}]. SID{2} ZERL H L7=h'. BRRTSID 3} p&S &L 7

[S104] #—//\— [{0}] & UPN [{1}] o7H%—hickBL £ L (UPNIZO—)L [{2}] iIc&k>THAThTLEE
A)

[S105] #—nN— [{O}] IXIDd7H—>a>aRITLELL [UPN: {1} O—J: 2}, €FaUFc2YFFX
b {311

[S120] [UPN: {0}, @—JL: {1}, E¥aUFs > T+ b [{2}]] IS L TERAE R REITLTVLET

[S121] zEEAEA® [UPN: {0} o—JL: {1} (& [BBERA: {2}] hoRfTShELE

[S122] &: —n—@&af<TY [UPN: {0}, O—J: {1}] 1 9B EKX{2}],

[S123] [UPN: {0} Oo—JiL: {1}] OiEPAEDORITICKEL £ L1 [BI5h: {2}]

[S124] [zreA#RE8 (CA): {2}] T [UPN: {0} m—JL: {1}] icxt9 ZEERAEOREITICKRK L £ L7z (s {31

SEEAEFAEL LTOMEE (7T L—> 3 V886 —EX]

[1~R> Y —X: Event Source: Citrix.Authentication.FederatedAuthenticationService]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 25



7T FL—>avREY—E X 1912 LTSR

INBDARY MME VDAILDA—T—POTF>TB8. T2 LEICFAS —N—ICRBINET,

aJ3d—k

[S201] ERAEFIAZE {0} ICIENRT—RADT I IIELRH D £ A
[S202] :EFREFIAE [{0} ICIFFEBEAND T I L RENH D FH Ao
[S203] :EFREFIAE [{0}] ICi3OJ 7> CSPADT UL RENH D FEA

[S204] zrEAZEFIAE [{0}] A* {4} k- TERBENO—JL: [{2}] TcOFF> CSPIC7o7EALTWEY
[UPN: {1} [2fe: {3}
[S205] UL 7AT > b [{0}] 12O—JL [{1}] OHFREFIEETIEHD FEA

[S206] MU LTAT> ~ [{0}] SEHEPAEFIBETIEHD FHA
[S208] #ZE+—DMEAKKL & L7 [#F: {0} UPN: {1} O—JL: {2} sEFAEES {3} T5— {4} {5}]-

tysaYRIERAEY—N— [7xTFL—> 3 VB —E X]

[1R> Y —2X: Event Source: Citrix.Authentication.FederatedAuthenticationService]
CNBEDARY ME. A—H—lFEzyv>a > RNBEERFERT 2. FASH—N—TaRINE7,
OJ 33—~k

[S301] 77 ERESE: 2—H— [0} ICIHMRERY—bA—RADTIERIERHD EEA
[S302] 2—#— [{0}] IERAARRERT—A—REERLF L= BED: {1}
[S303] 74t REFE: 2—%— [{0}] BMREIY—rH—Rr—%LEztHA [UPN: {1}

[S304] av¥Ea—%— [{2}] T7/OV 5L [{1}] 2RiThoa—+— [{0}] 3fE+—0E [{6}] 0rcodicRBR
J—bA—REERLTVWEY [UPN: {3} O—JL: {4} #8E0: {5}]
[S305] #ZE+—DuMEAKKL & L7 [ {0} UPN: {1} O—JL: {2} 3> F7+& {3} T5— {4} {5}],

FAS 7 —>3>73550404Y [7x7L—>a VBt —E X]

[rR> Y —2X: Event Source: Citrix.Authentication.FederatedAuthenticationService]

INBDARY NI FASTH =23 TS0 ICE>TRBEINE T,

[m B

[S500] FAS 7H—>a > 7301 U RETNTVELEA
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OJ3a—Fk

[S501] |RESNIFAS 7H—> 3> TS J1>2O0—RTEFEATLR [HIs: {0}

[S502] FAS 7H—>a> 7500 >vhO—RanE L7 [pluginld={0}] [assembly={1}] [location={2}]
[S503] #—/N— [{0}] "UPN [{1}] o 79— hickBILF LT (ATA VESREINELIAT ST 1> [{2]]
BRIELTWERA)

[S504] H#—/,\— [{0}] "UPN [{1}] o7 H—hrICkBLE L (O AV EIREShELLD. FAS 755+
VHEBRINTULWEEA)

[S505] #—/x— [{0}] A*UPN [{1}] o7H—hrickBLE L (FZ5r> [{2)] ickonOd+  ENESTIN
27—422 [{3}]] £Xvt— [{4]] pRShELTE)

[S506] 751> [{O}] p—n— [{1}]] oos#+>fE%= UPN [{2}]  LTHERBLXAvE— [{3}] MREnZE
L7

[S507] #—/\— [{0}] IZUPN [{1}] o7 —hicskBLE L7z (571> [{2}] »BI9 [3] #2O0—L % L7)
[S507] #—/\— [{0}] IZUPN [{1}] o 7% —hicskBLE L7z (571> [{2}] »BIs [3] #2O0—L % L7)
[S508] #—/\— [{0}] NUPN [{1}] @74 —hIckBLELE QREBADQTIEANREINE LD TSI
> [{2]] BISLTVWERA)

[S509] #—/— [{0}] AUPN [{1}] o7H—hrICKkBLFEL EBADTIEIADREINELLH. FAS T
STAVHERINTULEEA)

[S510] #—/\— [{0}] #*UPN [{1}] o7H—hMIKBLELE (3512 [{2}] IC& > TT7 I RLEBHEH
cHrEhELR)

a4 %> [VDA]

[1R> kY —2X: Citrix.Authentication.ldentityAssertion]

INSDANY ME. OTF VEHC VDA TERINE T,

aJ 31—k

[S101] ID 7H—> 3O 4 VICkBLE LT, BRBTIHRVWI T TFL—>a VR —E X [ID: {0}]
[S102] ID 7H—>a>vOdAvickBLEz LT {0} D SID AR D £EATLR [HS: {1H2H
[S103] ID 7H—>avOdAvickBmL iz Lize 2—H— {0} @ SID 1 {1} TIH. BESNSIDIE{2} TTF

[S104] ID 7H—>avAd#a ickBLEL . 77— a vl —EXADIEGICKRBLELE: {0} [T
Z—: {1}{2}]
[S105] ID 7H—>3>Od4 >, [A—%—%: {0}] [RX1>: {1}l icOd1>LTVWET

[S106] ID 7H—>avOdF >, [GERE: {0}] IOV LTVET
[S107] ID 7H—>3>O0FVICkBL & LT [fish: {0H1)]
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OJ3a—Fk

[S108] ID 7H#—>3>H% T X7 Lo ACCESS_DENIED [MUtLit: {0}

v a»REERE [VDA]

[t R> kY —2X: Citrix.Authentication.IdentityAssertion]

CN5DAIRY ME I—F Dy a vRRAEzFEALLS TS, VDAICREINE T,

aJ3d—k

[S201] (RBBX<—+rAH—RD [PID: {1} 7O S5 L%: {2} SBAZDBEN: {3} A7t XH [{0}] ISR

FLE
[S203] RIEAY—bHA—RHY TS RFTLe POVEIMERFINE L [HMUOHLT: {0} v g>: {1}

[S204] RIEERR—bH—RPTLRT Lo ARX—bH—ROHYR—EOEMELIIE LTS

HAEERE L UVF—RTERN [TxTL—2 3 VBT —EX]

[1R> Y —2X: Citrix.Fas.PkiCore]

NSDIRY ME. FASH—N—DMELARILOESWIREEEIT IR ERBEINE T,

OJ3a—Fk

[S001] TrustArea::TrustArea: :EBAEM 1 > X h—JLIhF L7z [TrustArea: {0}] [EEBAZ {1}
TrustAreaJoinParameters {2}]
[S014] PkcslORequest::Create: PKCS10 BRMER I E L= [R5 {0}]

[S016] PrivateKey::Create [#BIF {0} v> 2k {1} 7ONr4—: 2} 7O 4 —fEE: {3}
EllipticCurve: {4} KeyLength: {5}isExportable: {6}]
[S017] PrivateKey::Delete [CspName: {0}. #BIF {1}]

aJ3d—k

[S104] MicrosoftCertificateAuthority::GetCredentials: {0} DfEBIERMNIEINE LK
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest TS5 —%5& [{0}] #RLE LT
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest fitFAE [{0}] #FiThEx L
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OJ3a—Fk

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &R {5t
[CR_DISP_UNDER_SUBMISSION] [&88: {0}]

REBHR

o —fEH% FAS ORBICOWVWTIE, TEE7—FT70F vl 28RLTIRETE W,
o BERMBFIRICOWTIE, TEHMERIERI Z28RBLTIET L,

BET7—%T0F ¥

April 7,2023

1L ®HIC

77— 3 EBEE—E X (FAS) 1% Active Directory sEPA#EI & L T Citrix IRIBERTO > —LL XA
—H—FEERRT S Citrix AVHR—F2 b TY, CORFaAXD T BEICELL. SEIEARET—F7
IJFvICDWTHALE Y,

FAS ka3 k. SN StoreFront ' —N—C21—H —BEDHIBTHEEINE T, StoreFront Id&
o Web 727/ OV 2RIIBRINEI b VREEA T2 3 Y OBENELE Y b EEHELTH D, StoreFront
SDK®H—RKN—=FT1D IS 7551 % ERLTARRBICIKRTE £9, BEXNLRFEZIE. Web 1 bAan
— =B TR TR TORET ¥ / OP %, Citrix Virtual Apps # 7z 1 Citrix Virtual Desktops O BRI D
OJAVIERT32ETY,

CORFaAXYITIEH BHETZET LULANILORETY —F T FvICET3HMRHEINTULET,

o NERRER

« Citrix Gateway D RH

o ADFS SAML

« B2B7 AU hDTwvEYY

« Windows 10 Azure AD AD&1N

FASEIEREHICU VI LTVET, IRTDT—FTIFVICBIIB FASOEY b7y FICoWTIE T1 > =)L
CHER) ZBRLTIRET WL,
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FAS iZi&. StoreFront msB:E L 7= Active Directory 2—#'—d b b i, AY—+H— RIS XDEAEX B
BICHKIT T 2ERDPMEEINE T, Chid. EEBENMEIY— M A—RZ7OEY 3= JTEZY—I)LEEAKD
APl zERL 7,

a—4'—a#* Citrix Virtual Apps #7zi& Citrix Virtual Desktops @ Virtual Delivery Agent (VDA) icfhfrah3
Xy ROVIGGERAEN 72y F I, Windows R XA VIEOJ A V& ZEDAI— b A— RBHE BB LF T,

B ER

FAS Tix. ST FAHBIAA T3> (Kerberos T ># 0% EE) #FERALT StoreFront A& L4
A—H—8BH. BLV+HDICRBIE TNz Citrix HDX v S 3 YA DIESHEIRET T,

ZhiZ& D, Windows SBAEICA—H—DERBERPAI— b A— KD PIN DAADRODSNZZLIEHD £ Ao
Fles DVINHA VI —ERDLS% RESNIENAT—ROER) Bz FERTIHEDLHD FHA. C
&R L T, Citrix Virtual Apps O IB/N— 3 > THIBEIBEA Kerberos SIS S ZREO O 4 Vigie 2 B iR
ABENTEET,

IVRRAYETFNRAZAADOOT A VICAR— b A= REFHLIEDESHMCHD D5 £y aYRTIEIART
OaA—H—H REF—EE (PKI) QHFEICTIELRATEET, COdH. AX— LT3 2%2TLy bDELS
IS0 AR— b A—RU—F—%BHLTLWALWTNAZINSH 2BERFBHETIAOABERBITHAIEET T,
COEMTIE. FASZRITIZMLWT—N—DEBMEINEIHN COoY—N—ZIF21—HF—DRDODICXI— A
—ROSRDEAEZRITITIIERIMMASINE T, TNSDEAERF. AXN—FA—RIZ&K3O0F>0RbD L
LT. Citrix HDXEBETOIA—H -ty arAoOs+ VICERINET,
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AUTH.LOCAL domain

............... > i Certificate

A
1
1

Associated with

| e |

-{ Certificate Authority

Windows Server

@ FAS User

-‘ Certificate +eessaresens]
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Federated Authenti-
cation Server

Windows Server

e FAS
= ;"‘ Authorization  ...]

— Certificate

| FASUser g
3_'5 Certificates

Hardware Security
Module (Optional)

Hardware Appliance

@" Users

Private Keys

%S

M Authorization
Private Key

Login with

Domain Controller

Windows Server

UPN
walter@auth.local

VDA

Windows Server & Desktop
Operating Systems

'~ FASUser
_', Certificate

."L
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Citrix Virtual Apps #7zia Citrix Virtual Desktops EBi& (. CTX206156 TeHBBT 3L 510, A¥— b A—RIC&
077 CRARDFETHERTZIHELBHDET,

BEEORETIE. BE. R X1 2IZ8M$ 3 Microsoft sERB#REZ FIATEEICL. RX1>aY bO—F—ICR X1 Y
OAY bO—5—HAERE D Y TR T TEAE T, (CTX206156 ® llssuing Domain Controller Certificates
T a EBBLTIIEIV)

RIEIER:
e F—F N=RIzT7EFaUTsEZa—I)L (HSM) REIL IO RS RTY RISy R T+—LED2

—JL (TPM) ICRETITEJ, 2L <IE. THEF—RE] 28BLTIETL,
e FASEA VI F—ILELUVERTBHEICDOVWTIE. TV A =L@l 28BLTLEIL,

Citrix Gateway 0 EF3

Citrix Gateway O BFRIIHNIFEMB M TV F gH StoreFront A& L 1= Citrix Gateway MBI TH
D, BHED TS 1 UKRA > H Citrix Gateway Z0HDICBEINTULE T, Citrix Gateway iCiE. 1% Web
P MDDV E—FT7I7EIDREIFEATEI S, FASLUVEROBELT S a3 VMHEEFNATULET,
CORBEEFAT L, Citrix Gateway AOHIEIRRS L1 —H -ty a>AnOd 1 VEIC. fAIES PIN
DANIDKRHENZ ZCIEHD EFHA. £lcc ADNXRXT—RPIAI—rA—FZHREBLETIC. BER Citrix
Gateway Rt 2 /O ZFETBZ LN TEFT,
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AUTH.LOCAL domain

Certificate Authority

Hndoussere [ microsoft |

@ FAS User .
Certificate Domain Controller
Template
|
@ FAS Authorization "
Certificate Windows Server
' Template
UPN
walter@auth.local
StoreFront

Windows Server

Issue TLS Server
Citrix Gateway § Certificate
VPX
Root CA Export .
R Certificate « Federated Authenti-
f Certificate ) i
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
. Issue Operating Systems
T | i - Authorization
b cenificate
= Issue i FAS User
—| FASUser =
r=- ? Certificates 4 Certificate
o : 4
Login with ’

1
1

|

1

|

1

: Hardware Security
: Module (Optional)
|
1
|
1
|
1

Associated with

Hardware Appliance

a2 v
_— - ?‘ Prsiir:te Keys

4 __ 0’4 Authorization
Private Key

Citrix Virtual Apps #7zia Citrix Virtual Desktops gi5id. CTX206156 THBT 3L S51C. A¥— b A—Ric&
3007 CRARDFETHERTZHELBD FT,

BEORBETIE BE. R X1 VI8N 3 Microsoft SEBRREZFIMATAEIC L. RXA YOV FO—F—IC KXY
AY bO—S5—HAERE DY TEREIFTTEARE T, (CTX206156 & llssuing Domain Controller Certificates,
T2 a ESBBLTIIEIV)

Citrix Gateway 2 751 < UsRiE > XA 7 L LTI ¢ 2/ &1d. Citrix Gateway & StoreFront M3 RTD
5tz TLS TRET D L SICL T, S, ZOERMTIE Citrix Gateway #r—/N\—@BEICO— LNy & URL A
FRINZH. O—JL/Nv o URL # Citrix Gateway H—/N\—%8T L SELKEBRTIBENHD 7,
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StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

# General Settings { Varsion: [ 100 (Build 62.4) or later - |
+ Secure Ticket Authority |

VServer IP address:
Authentication Settings [aptional)

Summary ‘ Logon type: @ [ Damain -

| VI00: SNIPar MID, w10 1e:VIP |

]

smart card fallback: MNone -

Callback URL:

itiona) | httpss//NetSealerGatewayFQON | /CitrixAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

B ER:

« Citrix Gateway ##mR ¥ 3 A53%IC2W T, THow to Configure NetScaler Gateway 10.5 to use with
StoreFront 3.6 and Citrix Virtual Desktops 7.65 Z8B LT T L\,
e FASZA YR M—ILBLUERTIHEICOVTIE. T X F—)LEERI ZBRL TSIV,

ADFS SAML 0 =R

Citrix Gateway X BT o/ OTIC& D SAMLID ZON—1 4 — (IdP) & L Ti#gET = 5. Microsoft
ADFS t OBENERLFT, SAML 7H—2 3 VIZBSEFERALTEESh XML 7Oy o THO, AV Ea—
B—RTFLADA—HF—OOTF > EFERT 3. FEEINLIDPICE>TRERITINET, 2D FASH—N—IC
& 2T, Microsoft ADFS ##—/\— (F7l&iEFH D SAML 330t I[dP) AD2A—H —BIDEEHHFTINET,
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AUTH.LOCAL domain

r—

Citrix Gatewa . .
v Certificate Authority
VPX )
Hindowsserer [ microsoft |
Root CA Export g FAS User
§ cenificate g Cenificate Domain Controller
Gateway Server Issue Template
' Certificate b FAS Authorization Wind s
Certificate Indows Server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StorefFront

Windows Server

lsue L TLS Server
§ Certificate

Federated Authenti-
caton erver
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
= . Issue Operating Systems
r——-F-' g Authorization
1 4 Certificate
| wicosort I wicosort [ B T =g o
H :- @ Certificates . @ certficate
E 4
Web Access Proxy ADFS Server : :
: 1
. N £
Windows Server Windows Server :'§ 1
! .
1%, | Hardware Security
18 .
15 Server 13, | Module (Optional)
' Certificate L
> : : Hardware Appliance
f) Signature : 1
' Certificate ‘ : ? Users
| === Private Keys
D’) Encryption 1 D"
Certificate 1
' (not used) '_ . M Authorization
Private Key

ADFS Proxy SAML IdP

ADFS I&. —BmICr > 22—y bZFBALTERX )YV -V E- T —ZL2IFHEET B HICERTIN.
fze z1&. Office 365 DHEEICZLLFIAINE T,

REEIEER
o FLWERICDOWTIE. TADFS ER) ZBBRLTLIETL,

e FASZA YR M—IBELUERTIHEICOVTE. TR M—)LEiERI Z8RLTEEL,
o BARICET2EEFEICOVTIE. CDED (Citrix Gateway OERI €023 >EBRBLTLESIL,
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B2B7hor bR vEYY

2D00MHPEVOAYE2—2—Y AT LENEYT 358, —RN%&F 7> 3 >id Active Directory 7z 7L —
a3y —EX (ADFS) 4 —N—%Z2EEERTEY 7Y TFTBILTY, CRULED. —ADRMOI—H -5
A D1t d Active Directory (AD) IRIBICY —LL RICIBIETNZ L SICADET, O A VEIC, 21— —
FEROOI 4 ERERZFERALE T, ADFSECNZ2HFORMO ADIRIED Moy RI7ATY M ICBEH
Iy L&D,

ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Windows Server

Windows Server m
UPN
& walter@adfs.ext & FAS User

q Certificate Domain Controller
Template

e FAS Authorization
Certificate
1 Template

walter@auth.local

-~ Certificate Authority Alternative UPN

Windows Server

walter@adfs.ext
i StoreFront
Windows Server
Windows Server
Citrix Gateway f Certficae
ADFS Server
VPX
Root CA Export .
% o onte ] Federated Authenti-
5 e cation Server
f Centficate ) Virtual Delivery
Windows Server A t
E ‘) Signature Export ADFS Signature gen
g I Certificate R Certificate ‘ as Windows Server & Desktop
% ==F=-["2 authorization LLT Operating Systems
< "') Enfry,pn’on SAMLSP (RP) ) R Cenficate
& . ,::,"fffjj | B FASUser Issue | _.ﬂ FAS User
I - | ificates | @ Ccenificate
: 4 l f Cerlmfa(es Tl
1
SAMLIdP 1 T temnwin b
.
H
itrix B! N
151 Hardware Security
[ .
" 2!
Client :2 i Module (Optional)
1
: ! Hardware Appliance
Windows / MacOS / Linux I :
]
1 : G” Users
| ===- &% private Keys
Export Root CA Certificate I o
f  (fromADFS.EXTCA) |
! Authorizati
Root CA Certificate i { pﬁ‘,::ﬁi‘:on
§ (fromAUTH.LOCALCA)

Export

BB

e FASEA VR M—ILEBLIUERTEHEICOVWTIE. T4V A M—JLEER) 28BLTLETL,
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Windows 10 Azure AD NDE/[

Windows 10 Tid. TAzure AD A@BM) WS AV T MHREAINE LTz, Thid. fERKD Windows B X
IADEMEAVETEBMYTVETH 1> F—Ry bE] OOFUAICERZEHTTVWIAIFH-TT, Ch
& /—bTwore BTy FTOERHEELE T, KD Windows R X1 BN FEHIC. Azure AD ICIZ
D Web B+ bPUY =T, VTN AUAVETILERRTZBEENRHDET, ChBIFTRT 1o2—%
w MRS LTWa7sH. R LAN 727 TR, 1232 =2y MG LICIRTOSAN S%EEL £9,

Azure

E Azure AD

-

Synchronization

csoc: AD

Citrix Wirtual Desktop

Cloud e s

T

COBBEIF. BRE 74 RCVWBIT Y RI—H—] VWSSO HEVW—FITT, /—+rTvoaAVEa—2—IF
B D Azure AD #EEZ FER L TREICTI V¥ —3 v MERATERS L UBIAINE T,
CORRATIE. IP7RLADMERAIEERIARTODHZFA. DEDAVT LI R, AR MSINFON1T S —, Azure.

HBZWIZEDIEHLDISTRTIONALE =T AV ITTA RS IFYHRITTEIZIAICEELTLIEETW, Azure AD
Connect ®EIEB#EEIC L D, BEIIC Azure AD ICIEFL £9, fle L TRLAERTIX. BEICT 57-0IC Azure
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RETS VEFEALTVWETD,
REEIER:

e FASEA YA —IILBLUERTZAEICOVTIE 1Y R —JLEER) ZBRLTIZSI L,
o L <3 TAzure AD O#ia1 ZBRLTIETE L,

ADFS O &M

April 7,2023

1L ®HIC

D RFaxX> Tl Citrix IBiE% Microsoft ADFS L& T 3 5XICDOVWTEHBEL £ T,

ADFS (Z. < OHEBTE—ORIR T > bHBELR Web 1 hADEF 2 7RI —T IR EERTZ7-0
ICEASNET, fcrXiF. REBICE>THAFTRREBMOOY TV YA I YO—REHBZHE. 5 D5MH
(& 1Z# 0 Windows O # > ERER TRET IHELHD F9,

Ffe. 77— 3 VB —E X (FAS: Federated Authentication Service) Ti&. Citrix Gateway & & U
Citrix StoreFront # ADFS DO J 74 Y AT LICHETE 31, EBUEHIRE T 5AREMEMNRLLET,

ZDORERT. Citrix Gateway (& Microsoft ADFS DiEFAZFIAE L L THEINE T,
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VPX

Root CA

Export
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f Cenificate
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ADFS Signature
f Cenificate
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Windows Server

Windows Server

TLS Server
Certificate

ADFS Proxy

pE
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Certificate

Encryption
Certificate
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f
&)

f
&

f

Associated with

&

Certificate Authority

Windows Server

@ FAS User

“ Certificate
Template

@ FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server
Certificate

..... >
1

Federated Authenti-
cation Server

Windows Server

Issue

= TAS
- —. |2 Authorization <
‘L=t Certificate

FASUser 4

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

a" Users

Private Keys

Authorization
Private Key

__.M

Login with

Domain Controller

Windows Server

uPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

4

k]

FAS User
Certificate

Ny o> 1Y =2 Windows VDA A Linux VDA OWFhh TH BIHE. BWEHD FH A

SAML DO#tE

SAML (Security Assertion Markup Language: £*alU 7« 7H—>3>Ik—07vIS>
T TOQTFR=ZSADVAAL I ) #2RRT 3. Web TZ50H—00OIF > RT LT, BRICIFRDIE

BhEENEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

T=2) BB v



7T FL—>avREY—E X 1912 LTSR

DAL 2 ~URL [>T 274 —EX URL]

Citrix Gateway (& 2—H—RBAOKRENHD &2 @HT I 2—H—HMER TS Web 7574 —Ic. ADFS
H—N—_ED SAML O5 4> Web R—JIZ HTTP POST #1795 & 5fEmL £9. Zd URL Fi@E. ROFER
Ohttps://7RLRTY: https: o

2D Web R—2@ POST iCld. O A VETRICADFS fa—#—%iRg TV 4—>FRL | BEOBERDEF
nExy,

#BIF [317&3/EntityID]

Entityld (%, Citrix Gateway #* ADFS I2i%{59 % POST ¥ —&2IC& N3 —EDHBIFTY,. Entityld i& ADFS
2. A—HY—PoH—ERICOFF Y LLS5 e LTVWR D EMSE. BEICIHDLE TI I EAREARY > —HER
TINB3L3ICLET, BTN . SAML B:E XML 1&. Entityld B L7c—EXADOOTF > DHIERS
nxd,
& &. EntitylD ix Citrix Gateway # —/N—opOJ# > R—I D URL T H. —REICIE. Citrix Gateway
BLVADFS ho@Boohhidrok 5B URLBERTEEY Bl: https:

)o

JAE—>F7RLZ [% URL]

RELICARING 2. ADFS 122 —%—D Web 75 o+ —ic. EntitylD TH#E I n7zi5% URL @ 1 2ic. SAML
REHE XML %= POST LIRd £ S#ERLE 9. D URL & @EEIETD Citrix Gateway #—/N\— ETOROFE
ohttps://7rRLZRXTY: https: o

BRI h7E URL 7 R L X8 H 3155, Citrix Gateway 1Z ADFS AD7td POST RiC$H 3 1 D%EEIRTE
£,

ERAE (IDP GEEAE]

ADFS (3% + —% A L T. SAML 83 XML BLOB ICEES TERZL £, COERZ & T 3 I1C1E. Citrix
Gateway Z#H L. sIAE 7 7 M LICEENZARF—ZEALT. ChSDEBZHIBIZHVENHODEY, i
BRET 7L, BE. ADFSH—N—D5SHBEINETF X LT 71T,

SN >7 R URL [>4)LAag 775+ URL]

ADFS & & U Citrix Gateway (&, THROJ 7Y b1 Y XTLEHR—FLTVET, Zhid Citrix Gateway H7R
—>J932ehHB URL TH DO, SAML ZREE XML BLOB A REOJ A DLy 3> Z &AL TWSC
CEHERLET,
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Zhid. BRTHIBELN VWA T aviliETd, CO URLIZEE. Xowlohttps://7RLRXTT:
https://adfs.mycompany.com/adfs/logout, (¥>FIOd4> URLLRALBENH S LIC
ABRLTLETW,)

B

o> 3> TCitrix Gateway ®ERi1 Tid. Citrix Gateway 2w 7w L. 22K % LDAP BitA4 7> 3>
ZAIBY B HAICOVWTHALET, CAHEEICET 95 SAML itz sFr¢ % Citrix Gateway T, #HL W
AR O —%ERTZ e TEET, £D%. Citrix Gateway U+ ¥ — R TERINLT 7 4L @ LDAP R
US—HBIMRBZENTEFES,

MetScaler  MetScaler Gateway » Pelicies » Authentication > SAML > Policles f:} 'ﬂ H
Palicies Servers
Add Primary WPM Global Bindings Search ~
Name Expression Request Server
StoreFrontSANL MN5_TRUE Azuredd

SAML KU > —dDiEAN

ADFS B> Y —ILh5EICEEB LIcBEREERAL T, LW SAMLIAP H—N—%2#BRL £, CORUS—H
WRH3INS . Citrix Gateway (dO07 4 > D fzsic1—4'—% ADFS-signed icUA 1L o L. ADFSDEZL
7= SAMLEBEE L — 2 > 2RO DIZRITED £7,
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Create Authentication SAML Server

Create Authentication SAML Server

IDP Certificate Mame*
AzureADSAML v +
Redirect URL®
29-4c20-9826-14d5e484c62e/saml2
Single Logout URL
| 291-4c20-9826-14d5e484062e/5ami2

User Field

userprincipalnarme

Ciamana et = MName
igning Certificate Name

v
Issuer Name

httpsy//ns.citri xzamidemo et/ Citrng

155

Exact

nternetProtocol

L
R Unsigned ertion
ON v
SAML Bi
POST v
Dt Authenticaton I+)
S v Frar
5
AEEER

e FASOA YR b—ILEBRRICDOWTIE, T2 h—JLEiEm) Z28RL TSIV,
o —MRM7% FAS DRFBICOVWTIE. TERT7—F77F v 28RL TS,

o BERMBFIRICOWVWTIE. TEHMELIERI Z28RLTIET L,

Azure AD 0#E

April 7,2023

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

42


https://docs.citrix.com/ja-jp/federated-authentication-service/1912-ltsr/install-configure.html
https://docs.citrix.com/ja-jp/federated-authentication-service/1912-ltsr/deployment-architectures.html
https://docs.citrix.com/ja-jp/federated-authentication-service/1912-ltsr/config-manage.html

17— 3R — X 1912 LTSR

IEL®IC

ZDRFa XY +TlE Citrix IBiE#% Windows 10 Azure AD #EEX 88T 3 55EICDWTERBBL £ 9 Windows
10 BN L7 Azure AD 1F. RXAUBMOHMLWVWETILTY, ChEFBRTNIE. BB VTSI VF>DE
WT O—I202y by Tz, 12—y hETRERXAVICBMIERENTEEXT,
CORFaXYMTHE LTRLEEBTIE. FilRI—5—0 Windows 10 v 7 by FICEHDOX—IL7 R L X
CEFO-RIREINZ D ATLZHBALTWVWET, I—H—& [BRE] NRILD [PRXTFTL] > [N—=2aviE
#&] > [Azure AD (2&10] A5, COOA—RICFIEALEFT,

(= Settings - (m] =
%‘} SYSTEM Find a setting e
Display

PC
Motifications & actions PC name vda-winio
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jgin Azure AD
Storage . )
Edition Windows 10 Enterprise
Offline maps Product ID 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E5-1650 0 @& 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, x64-based processor
Penand touch Mo pen or touch input is available for this
display
Channe neoeuet bew ar pnarads vegir sdition of Windoses

Sy T hyIHhERINS L. Microsoft Edge @ Web 7’54 —id. Azure SaaS 77U —> 3 >® Web R—
5. 210 Web 1 1% Citrix ORB7 U —>a>. &0 Office 365 D Azure 7 7 r—> 3>
ICEEICH YA L&D,
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B Access Panel Applicatior %+ — d x
é B C_:) ‘ |£1| windowsazure.com ';‘k' | = @& Q
Microsoft Azure george@

applications  profile

Clfrix

AzureStoreFront oo

82016 Microsoft  Legal | Privacy

T—®FUF v

COT7—FTIFvTld. Azure AD % Office 365 REDBRFISYURT I /A EDBEEICED . RKDOEER Y
Fo—oh Azure RICERICERINE T, IRTOIVRA—HF—HRI)E—-—+T—H—BHIN. HARTV LS
Fy bEiZFTY RaA—H—pEELZVEVWSOAYET T,

Azure AD Connect dEIEEH —E XD, 1> 22—y b ETAZUure ANDIEEL L L THERET 570, BEEOA >
LIRSV RATLER DLEIICOETIEBER TR D TEET,
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Azure ’\
“E Azure AD

Synchronization

& S 1
s AD
Citrix Yirtual Desktop
& ?EI::1=-:-;
1
C|0Ud Ty Ame=rt
it

TFRATHREBHPO VTN YA 2T VWRIE RRIET 710 77+ — L TREI N LAN %, Kerberos sB:EH &
UNTLMBBFET LD, SOT—FFUF v Tl Azure AD TLS S LU SAML AT NSICE > THRDD £,
Azure 77V r—>3>® Azure AD ADBIMICE D, HILWH—EXDREAZBINTWE Y, Active Directory
ERBrIBIREOTSI)T—3> (SQLServer F—42AR—27%KY) |E. Azure 57U RH—E ZX® laaS &9
IC$H 3. 1ZEEMZ Active Directory Hr—N—DEEY > VA2 FRL TRITTI £,

A—Y—HRRDOT TV —> 3> %28 T 5 . Citrix Virtual Apps and Desktops O RBE7 FUr—>3>%
FERLTT7IERLET, MicrosoftEdge > > J L+ A ViR ERL T, 2—%—0 [Azure 7 7/ —
2av] R=IHSIETELRBEOT SUr—>a>PBEThES, £/ Microsoft &, Azure 7 77—
AVO—BRREEHHTETS Android ELTIOS 77U ERELTVE T,
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DNS vV — > D1ER

Azure AD Tid. BEEEDNNTUVYIDNS7RLRAZERL. FXAVE YT v I ROERV -V 2EETIHE
BHODEY, CNEERTIT3oHIC. EBEIFAzure DNS V- EEZ B TEF Y,

CDfFITIE. DNS YV —>% citrixsamldemo.net Zz{ER L £3,

Essentials 20 )

Fesource group Mame senver 1

citrixsamldema nst-0l.azure-dns.com,

Subscription name Mame server 2

Visual Studio Professional with MSDRN ns2-01.azure-dns.net.

Subscription D Marme serser 3

dfz2436f-d4fe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senver 4

nsd-,azure-dns.info.

MAME TYPE TTL VALLE

ngl-01,azure-dns.cam,
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Ermail; azuredns-hostmaster,microsaft,,..
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Mirirnumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .

a>Y —I)LiC Azure DNS 2 — LY —N—DRBFHRRINE T, cNS5IE. V—DDNSEEDONSITVFUT
BRBIZBENAHDEFT (Bl citrixsamldemo.net. NS nl-0l.azure-dns.com),
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Azure TEITTNBRETS VADBREEMNT 3HBEId. CNAME R~ >4 —%. Azure HEET 3 RETS VD
DNSLO—RICERAITZIDONRBLEETY, REYI VO IP 7 RLZADPEEEINTVSIHFEIF. DNSY—->T 71
IWEFEHTEMIZBERIHD FHA.

RBELTVIMEDO DNS PRLZHY 70w Rid. TOERBIC—HLE T, R X1 i citrixsamldemo.net T, X
71w~ DNS (R&T 10.0.0%) #EAL £,

Web 7 FUr—> 3> rOxo—N—%258B 3%, Mfs.citrixsamldemo.nety T> FUZREBMLET, ShHT
DY—>DITTFL—La>H—ERTT,

730 Y —EXDER

CDfFITIE. Azure TRITEIN3 ADFS H—N—DREBIN/- ADBIEZ ST, CitrixBiB%2#8BRL£d, V5UR
H—EXEEH L. lcitrixsamldemoy ¢ &8JI1F£9,

URL

@ WES APP ’ QUICK CREATE ]
atrixsamldema

cloudapp.net
VIRTUAL MACHINE i-“i CUSTOM CREATE Al ells
REGION OR AFFINITY GROUP

@ MOBILE SERVICE West Europe v ‘

| @ | CLOUD SERVICE

ﬁ EE_M BATCH SERVICE

CREATE CLOUD SERVICE v

Windows k%87 > > D1ER

U5 RY—EXRTRITIND Windows (RS > % 5 B1ERL 7,

« RX>a>ybtO—35— (domaincontrol)

Azure Connect ADFS #—/x— (adfs)

ADFSWeb 72t z270%> (RX1vicsmLTwWaWwWeb 77U r—> 3> 70%2)
Citrix Virtual Apps and Desktops @ Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)

.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 47



17— 3R — X 1912 LTSR

Create virtual machine » Basics

Create virtual machine

Resgurce groups

-
Al resources
. D * Name

‘[ Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoose virt achine siz * Pacoword

Virtual machines

3 Subscription
S0OL databases anfigure of 3| feature ; . o
SQL databases Wisual Studio Professional with MSDN

Cloud services (classic) * Resource group

4 citresamidamo v
§  Security Center Nindow Dat
Location
Subscriptions Waest Europa hd

FX1>arbO0—5—

« DNS ##—/\—& & Uf Active Directory K X1 >H#—EXD&EI%BML. 1Z#897% Active Directory B
MEERLET (ZoflTIE. citrixsamldemo.net), R X1 > DREHET L7=5. Active Directory
FEERE Y —EXOKEIZEMLE T,

s TRAMRICBEOI-Y—THUY rEERLEY (fl: George@citrixsamldemo.net),

o COHY—N—TIFAE DNS BEITINB7H. IRXRTOHF—N—IF DNSRICCOY—N—28RT 34
ELHODEY, Thnid. [Azure DNS RE] XR—JTITVEY, FHLLCIE CORFaxXr OFFEEESR
LTLRTW.)
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ADFS O> rO—5— Web 7 7Usr—> 3> 70— N—

o ADFS #—/N—% citrixsamldemo R X+ VICBMEEE T, Web 7 FUr—o 3> 7O H—/nN—id.
DEINTT—0 TN —TICe £ 2RNENDHD7-D. ADDNSTDNS 7RLX%ZFEFTERLE T,

o« Zh5nH—/N\—7T Enable-PSRemoting -Force <> KL v k%#317LT. Azure AD Connect v —
WHhST7AT7o+—IBRADPS VE—FT1 T Z2EMICLET,

Citrix Virtual Desktops o Delivery Controller VDA

« Citrix Virtual Apps %7z Citrix Virtual Desktops o Delivery Controller & VDA %. citrixsamldemo
IZBML 725D 2 &0 Windows H—N—IZ1 > X b—=JLL £ T,

REF DNS D1EpK

RXr>a>rrO—5—Da0 YR M—JL#EICDNS H—N—%#E L. citrixsamldemo.net DRZE 1 — % JLIE
L. MEDNS H—N—ICH LTI AT7T—HF— LTHEET DL SICRELET (fl: 8.8.8.8),

2 DNS Manager = |0 X%
File Action View Help

o nm Ba= B § 86

&, ONS MName Type Dot Timestar
4 5 DOMAINCONTROL _msdcs
4 [ Forward Lookup Zones | zites
I [z] _msdes. net '_:tu:p
D: | | _udp
b [ Reverse Lookup Zones ~ DomainDnsZones
b g Trust Points | ForestDnsZones
k - Conditional Forwarders ] (same as parent folder) Start of Authority (S04) [24], demaincantral. static
b [ Global Logs ] (sarme 25 parent folder) Marme Server (NS) demaincontrol. static
] (same as parent folder) Huost (&) 10.0.0.12 5137201
£ adfs Host (4) 10.0.0.13 5/13/201
{5 domaincantrol Hizst (4) 1000072 static
His Host (4) 10.0.0.13 static
wap Hast (A) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
< n ¥

BHNRLI-—FZEBMLEY.

+ wap.citrixsamldemo.net [Web 77U —> 3> 7OF D OREID VIFR XA VIZBMLEEA]
« fs.citrixsamldemo.net [AR7 7L —>3a>H—N—0D7 KL X]
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+ enterpriseregistration.citrixsaml.net [fs.citrixsamldemo.net £ @ L]

Azure TERITTNBIRTOREBIYI VI, CODNSH—N-—DHEEATBELSICEBHRTIHEDNBD FT,
g 2y b= 14>2—T 1A GUINSRITTEET,

(1

Essentials ~ i SR DHS servers @

* Primary DNS server

rce group

SUPPORT ~ TROUBLESHOOTING

Location | network/subnet
West Europe £ B suditlegs > 10.0.0.5
Subscription name Public IP address
. Deaf . & Mew support request > Secondary DNS server
Sub 1D
4f9-46ae-be7b-64T9cdaeefca
GENERAL
Properties >
A 5 =3
i 1P addresses >
Bl DNS servers >
@ Network security group >

F7 AT, AERIP (10.0.0.9) ZRL XIIEMWICEIDHETENET, IP7RLROREEZFERALT. IP7R
LAZKGHICEIDHE TR N TEET, Chid. Web 7FUsr—> 3> 7OFoH—N— RXr>arkO—
S—TRITIZINELRHD XTI,

4N DNS 7 K L X D&

RIEB< > VRITFEFIC. Azure lE. REITI VICEIDYTHENEREONTU Y I IP 7RLREZITEED DNS YV —
D —N—FEIFLE T, AZure 3T 7 AL FTRIFRBTS VOESRICIP 7RLXZE DY TS H. ZOEF
RISEEEEMICLED,

- DomainControl8733 Settings Configuration

¥o8R Essentials ~ @y AR Assignment
st
SUPPORT « TROUBLESHOOTING .
1P address @
B Auditlogs > 13.84.252.54

S Newsuppon request 5 ldletimeout (minutes) @

4
GENERAL DMS name label {optional) @
! E domaincontral-citrsamidemo
Properties > -
. westeurope.cloudapp.azure.com
ting
& Configuration bl
d tiles
®

RESOURCE MANAGEMENT
Edit &P Tegs
& Locks

i Users

Voo v v

& Export template

ZoflTlE. DNS 7 K L X domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %, KXo
YA hO—F—ICBIDETTVE T,
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VE—MEROTTERICNTUYIIPTRLRZEMCTZHBELRHZDIE. Web 7FUr—o 3> FOf>
Citrix Gateway RIEEY > V2IFTHZRUTEBRL T TV, (BRTIE. BEAORDP 7o E2XICNTU v o IP
T RELZHBMERINET),

tFXaUT1TIN—TDER

Azure 72U RIF. EFalT4 V-T2 FEALT. 124 —2y bHSRETS VAD TCP 8&LTUDP 70+
ADT77AT7I4—II—IZEEBLET, TIA4IETIE. TRTOREITS>TRDP 77 ZAAHFRATNE T,
7o, Citrix Gateway 8&UWeb 77U —> 3> 7O0F 8 —N—Tld. R—+ 443 TTLS 27 3 HEN
HOET,

Settings Network security group

.

Essentials ~ PR D
Resource group Security rule
SURPORT + TROUBLESHOOTING itrizsamldemo 1 inbound, 0 outbound SUPPORT + TROUBLESHOOTING
ssodated with
H suditlogs > 0 subnets, 2 network interfaces B suditlegs >
% MNew support request > New support request >
GENERAL - GENERAL
Ml setting >
Properties bl Propenti >
i 1P addresses > ou nules >
B DNSservers > I >
@ Metwork security group > W >
Subnet >
RESQURCE MANAGEMENT

ADFS ZERAZE D 1ERL

Microsoft sEBA%EI T Web — N—iEFAETF > FL— b Z2EBMICLE T, CHICED. PRX 77T ILICZ O XR—
F (MBE—HEL) TITZ. hXZLDNS 7 RLAZEFDIAZEZIEFRTE X9, PIX 7712 BkA T 3
VICTBICIE. COHEBAE%® ADFS ¥ Web 7 U —> 3> FOF S —N—0O@AICA VA M—ILTB3HERD
hxEd,

ROB T hZEFERALT. Web —N—3EBAEERHITLE T,
« Commonname:
- Adfs.citrixsamldemo.net [a>Ea2—%2—R]
+ SubjectAltname:

- *.citrixsamldemo.net [V —>%]
- fs.citrixsamldemo. net [DNSoxT> kU]
- enterpriseregistration.citrixsamldemo.net
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Consolel - [Co

& File  Action W
= | 71z &

7] Consele Root
A ._ﬂ Certificates (L
4 | Personal
3 Centifi
I+ '_“. Trusted Rg
b | Enterprise
b Intermedid
b L7 Tousted P
b ) Untrusted
b [ Third-Part]
I [ Teusted Pe
b L7 Client Aut
b Remul:e b}
b [ Runtirme_T]
[ Smart Car
b ) Trusted De

=l Certificate Enroll

Request Certificats

You can request the fiol
click Enrell,

Computer
[Clcomp

[] Web Server
L More info

Validity period

[]5how all templates

NRT— R TREESNIEF—ZAD.

AzureAD oty ~rT7 v

&l Subject | General | Extensions | Private Key | Gertification Authority
The subject of a certificate is the user or computer to which the certificate is issued. You

can enter informaticn about the types of subject namie and alternative name values that
can be used in a certificate,

Subject of certificate
The user or computer that is receiving the certificate

Subject name:
Type:
|Corﬂmon name

|CH=adfs.citrisamldemo.net

Value:

Alternative name:

Type .

* citrixsamldemo.net
| LS fs.citrisam|demc.net
istration.citrsam|

Value:

HEBAEZ PFX 7 7 1 JLICZ O RR— L E T,

ZotoarTE. HiLWAzure AD 1 > X2V Rty 7w 7L T. Windows 10 % Azure AD i

BIcOHICERTES 1 ——

WLWTr LI bUDIER

Azure 7>

v I R—

ID Z1ERR T B AEICDOWVWTEHRBALET,

2O LT \LWTFr Lo FUZERLE T,

Zmse
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Add directory

DIRECTORY
Create new directory

MAME

CitrixSapdLDemo

DORAIN NAME

citrixsamldemo

COUNTRY DR REGIDM

United Kingdam

[ This iz 2 B2C directory,

TTTBE. MER—JHRRINET,

& .onmicrosoft.com

N
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Jd
H
Bl

citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

) | Integrate with your local directory

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

JO—-NIILEBEEI—5— (AzureAdmin) D1ER

Azure T/ O—NIILEBEEZERKL (ZofFlTIEFAZUreAdmin@citrixsamldemo.onmicrosoft.
com). COHLWTIADYFTOJAYLTNRT—FRZRELET,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

Azure AD =R L7c R X1 > DEF
TI7ANLETR. A—F—RBROEADOX—ILTRLITHNINET: <user.name>@<company>.
onmicrosoft.com,

DT RLZIGBMOEEA L THEELETH. TVRI—F—DX—ILTHTY bEe—KT 3. ROZEREKD X
—ILTRLZRZEHEHLET: <user.name>@<company>.com,

[RAXAVDOEBMIT.I—H—DEHDORAMUHEDOUEA LI b 2EBHLET.COBITIF.citrixsamldemo
.netz=FEHLET,

ADFS #> YT HA A UICEY R Ty FLTVWRBEIE. FIVvIRYIRIIFIVvIR—IOEANNET,
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ADD DORMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

Azure AD Connect v > X +k—JL

Azure AD #8 GUI ®FIJE 2 ic& b. Azure AD Connect @ Microsoft 4> O—RR—JICUAA LI KT h
F9, CNE ADFSRETI VICA YA M= LET, [BERE] TlEHR [ARFZLIYAN—)] ZERL.
ADFS DA 7> 3 hFETESLS5ICLED,
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Install required components

Mo existing synchronizaticn service was found on this computer. The Azure AD Connect synchronization
service will be installed. @

Express Settings
Required Components
Uszer Sign-In

Installing Visual C++ 2013 Redistributable
L

Optional configuration:

[ADFS 07 xz7L—>3Y] VIS AYF AT aVvBIRLES,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

HODLOHDERLICEET AT MTAzure ICESILE Y,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 58



Express 5ettings
Required Components
User Sign-in
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD F5 Farm
Azure AD Domain
Configure

WVerify

Connect to Azure AD

Enter your Azure AD credentials: [ 7]

USERMAME

|ﬂzurc.‘-".dmm@cntrmsamld emo.onmicrosaft.com |

PASSWORD

Previous

REBAD 7+ LR bZBERLET,
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& Microsoft Azure Active Directory C

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Syne
Cromain/OU Filtering
Identifying users
Filtering
Optional Features
ADFE Farm
Azure AD Domain
Configure
Verify

Connect your directories

Enter connection information for your on-premises directories or forests: 9

DIRECTORY TYPE
| Active Directory

FOREST i)

| citrixsamldemo.cloudapp.net

USERMAME

|EITRIXSAMLDEMCh Administrater

PASSWORD

.-...-.4

COMFIGURED DIRECTORIES

Add Directory

citrixszmidemo.cloudapp.net {Active Directory) &

Active Directory ORRDF T bEIARTAzure AD AL £,
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Domain and OU filtering

Express Settings

Required Components Directory | citrixsamidemo.cloudapp.net |' | Refresh Ou/Domain | e
User Sign-in ~ Sync all domains and Qs
Connect to Azure AD ® sync selected domains and Ols

Symc 4 [ citriksamldemo.cloudapp.net

Builtin
Computers
Damain Controllers

Connect Directories

Domain/OU Filtering

dentifying users
ForeignSecurityPrincipals
Filtering g Y P
Infrastructure

Optional Features LostandFound

ADFS Farm Managed Service Accounts
NTDS Quotas

Program Cata

System

Uszers

Configuration

Azure AD Domain
Configure

Verify

RERRDERDRER R

TALY FUBED S Y TIILBISEE. - —B0—BHRICKFELT. OJF >3- —%=#HFTBLHT
TET,
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Uniguely identifying your users

Express Settings

Required Components Select how users should be identified in your on-premises directories, [ 7]
User Sign-n ® Users are represented only once across all directories.

Connect to Azure AD ) User identities exist across multiple directories. Match using:

Sync ® Mail attribute

Connect Directones

hailMickMName atinbutes

Domain/OU Filtering

Identifying users

Filtering

CUSTOM ATTRIBUTE

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalMame

Previous

D and msExchiMasterdccountSID/msRTCSIP-OnginatarsID attnibut

FIAINCDTANR ) TF T a>m2ERTIN. HAIVWEI—H—TNTIRAEBEDTIL—TE Y MIFIR

L£9,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
|dentifying users
| fiteing |
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

Filter users and devices

Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.

# Synchronize all users and devices
71 Synchronize selected @
OREST GROUP

citrixsamldemo.cloudapp.net I.*-:.‘cr a name or DN of a group Resolve

Previous

MEIZIE L T Azure AD /XX — K% Active Directory Lt RAfig 2 e TEE Y, Tk, BHE. ADFSR—X

DFFETIIBEDHD FH Ao
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.

User Sign-in n Exchange hybrid deployment e

Connect fo Azure AD
] Azure AD app and attribute filtering 9

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering ce writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

D

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

HBBED PFX 7 71)L% ADFS TERT3 LS ICBIRL £9, DNS R L T fs.citrixsamldemo.net 35 L &
ERS
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

® Provide 3 PFX Certificate File

) Use a Certificate installed on the Federation Machines

Connect Directories
Domain/OU Filtering
Identifying users

Filtering CERTIFICATE FILE E)

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [ Browse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net l'| [fs | (-] i
Proxy Servers |
Cradentials FEDERATION SERWICE MAME {
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain
Configure
Verify

TOFH-—N—0BRERHZIEBARHI RTINS, wap.citrixsamldemo.net f —N—D 7 KL X &N
1L £, Azure AD Connect "R TEF 3 L5 Web 77U r—> 3> 70F%F > H—N—0DEBEEBELLT
Enable-PSRemoting -Force Y > RL v hERITTIBRENHIBENHD 7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Domain/QU Filtening Q VDA citriksamidemo.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD F5 Farm
Federation Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

Previous

o

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect o Azure AD | THOE 3 Server name or 1P address Add Brows
Sync
Connect Directories SELECTED SERVERS

P

Remote PowerShell M OBETIOFIEICKB L FEIEF. Web 7 XU r—> 3> 7Ox>oH—N

—Z RAAVICBMEETHTLIET W,

TP —ROEDOFIRICOVTIR. FEOEBEENIT—RZEALT. ADFSOU—EX7HT > bEERL F

9, Azure AD Connectickb. DNS YV —>DFrEEDKRIENRDSNE T,
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directony.
User Sign-in DOnaiN: &

Connect to Azure AD | citnixsamldemo.cloudapp.net |~

Synec

Connect Directories
Domain/OU Filtering
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
AD FS Farm the DNS settings.

Federation Senvers

Optional Features

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account

Destination: ms59661451.msv1Linvalid

Azure AD Domain

Configure You will need this setting in place to complete AD FS installation.
igure

Vernfy Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—ReMXLIO—F%Azure D DNS 7RL XL O—RIZEBML £,

MAME TYPE TTL WALLE

ns1-01.azure-dns,com
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefrash: 3600

Retry: 300 rer
Expire: 2410200

Minirum TTL: 300

=]

M5 172800

@ S0 3600

@ TET 3600 ms?0102213

s CMAME 600 adfs-citricsamldernowesteurepe.cloud... |,

Azure EBO>YV—ILT [H&EE] #0Vv o LFET,
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CitrixSaml|Demo
&3 USERS GROUPS APPLICATIONS DOMAINS CIRECTORY INTEGRATION
DOMAIN NAME THPE STATUS

citrocsamildemo onmicrosoft .com Basic Artive

pE o

COMNFIGURE EPORTS LICEMSES
SINGLE 51GN-0ON PRIMARY DORMAIN 2

Mot Available fes

COFIEICKKL5EIE. Azure AD Connect #R{TIBRIICK X1 U EBEL 9,

SETT3E. IME7 KL X fs.citrixsamldemo.net 7R — k 443 TiEEHIN E T,

& Microsoft Azure Active Directory Connect

The federation service name fs citrixsamice

10,0003

The federation service Name fz.cirusamics
the following addresses:

104.45.19.206

Verify

Installation complete

@ The Intranet configuration was successfully verified.

ne=t Was verified and resolves to the following addresses:

& The Extranet configuration was successfully verified.

moonet was venfied uging an external DNS server and resolves to

Azure AD NOEMO B

Windows 10 #* Azure AD ANDEM%ERITT 3 LS. X—ILT7RLAENATR L. ADFS 259 ENH S
CNAME DNS L O— ROERIC DNS # 7 1 w7 ZDMERINE S (enterpriseregistration.<upnsuffix>).

CofITIF. fs.citrixsamldemo.netx#b %7,
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enterprissreristration.citrocamibdemo.net | ‘|
Type

CNAME |
= TTL TTL unit

1 +| | Minutes W
Alias

Fo citrisamidamo nat ")

INT ) w EEERMER# R L TULW A WESIE. Windows i ADFS H—N\N—% {53335 & 5. ADFS @ JL— MEEREE
#Windows 10 A FPa—42—ICA YR F—JILLET, 5P ULDERINIBEDI—H—THU Y FEFERL
T. Azure AD RXA 28 mMLE Y,

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my passward
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

l

UPN iZ. ADFS RXr>O> bO—5—TR#HINBZ UPN &t —HIB3HENRH B CITFEL TS L,
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Jd
H
Bl
c
|
w
\/
%

fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

X=)L7RLRAZFERBLTIYY VOBES O 4> %2170, Azure AD ADSMAERBICITONI-C C ZHREL £
¥, O 4> 9%k Microsoft Edge #'#2&) L Thttp://myapps.microsoft.comiZiZEgiL £ 9. T Web # k
Tk POTNYA A DEENICERINE T,

Citrix Virtual Apps %7:i4 Citrix Virtual Desktops 1> X +—JL

BEOAZET, Citrix Virtual Apps # 7z Citrix Virtual Desktops @ I1SO #* 5. Delivery Controller & & U
VDA RE~Y > > % Azure ICEEA VYA M—ILTBENTEET,

C ofiTiE. StoreFront i& Delivery Controller tFICH —N—IZA Y X b=)LETNTVWEFVDAIZRZ> R 70O
>® Windows 2012 R2 RDS 7—hH—r LT X k=)L & 1. Machine Creation Services  I3#& L TWF
BA (LA T3V THERTZ D TEIEY) EEEGITT B801IC. 1—H— George@citrixsamldemo.net
MNZAT—RTERETED e 2B LE T,
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< 16 T [T

Citrix StoreFront _ H D

Q, twccrr_h Desktops

Details

StoreFront " 2 — % — B BEW A L ICRHE T F 5 & 5. Set-BrokerSite -TrustRequestsSent-
ToTheXmlServicePort $true PowerShell <> KL w k% Controller T21TL £,

TIFL—Ya vy —EROA YR M=)l

ADFS #—/\—IZ FAS #r > X k—JL L. Delivery Controller »{53T= % StoreFront & L THaE g 370D
L=ILZBRLET (ZoflTiE. StoreFront #* Delivery Controller tALRETS VA YA =L TV
57‘:@)0 r’f R F-)Lc‘.’.*%ﬁﬁJ %%ELT(TSSL\O

StoreFront 0#EK

Delivery Controller > Ea—42—iEFREZERL &9, F7co R— b 443 (IZIIS /N1 > RZR5E L. StoreFront
DAR—R7 KL% https: ICEE L T. IS &0 StoreFront THTTPS iMERI NS & S ICHERL £ T,

hadify the base URL for services hested on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrixzsamldemo.net
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StoreFront T FAS H—N—NEBAINZ L SICEHML (T2 +—)Le#Ems @ PowerShell 71 7 %/
LEY). Azure NTHZT R +EITVWET, FASH—N—DARY bEa2a—7—%F v o LT, OF7FIC FAS

MERETNZ =z LE T,

File Action View Help

L

& Event Viewer
I 3 Custom W
4 Cm Windows

& Applic

E Securi

] setup

{21 Systen

E Forwa

I L5 Applicatic)
(-% Subscripti

Application Mumber of events:

i, Information
@ Infarmation
(i) Information
(i) Informeation
@ Information
@ Information
@ Information
G) Information
'G_) Information
{D Information
@ Infarmation

Date and Time

/3172016 4735 AM
/3172016 9:47:35 AM
/3172016 54713 AM
5/31/2016 S:46:15 AM
5/31/2016 S:45:44 AM
5/31/2010 $:45:43 AM
5/31/2010 $:44:39 AM
5/31/2016 $:44:39 AM
5/31/2016 941:23 AM
5/31/2016 9:32:37 AM
5/31/2016 9:32:37 AM

Citric.Authentication. FederatedAuthenticationService
Citrix Authentication.Federated AuthenticationService
Citrix-Authentication.Federsted AuthenticationService
MESCLSMICROSOFT=WID
Citric-Authentication.Federated AuthenticationSenice
CitricAuthentication.Federated AuthenticationSenvice
CitriAuthentication.Federated AuthenticationService
CitrizAuthentication.Federated AuthenticationService
MMSSOLSMICROSOFTE2WID

Citris.TrustFabric

Citris.TrustFabric

Event ID TaskC..

Mone

Event 204, Citrix Authentication FederatedAuthenticationService

View b

Help »
net] in rele: [default] 1

| Event... «

General | Details

[5204] Relying party [| \WDAS) accessing the Logon CSP for [upn: gearge@
[Operation: SignHash] as autherized by [ \DDCS].

Log Mame:

Application

Citrix Gateway # ¥ % 7= D StoreFront D&

Ev...
w

[ZCa o T

StoreFront BB I>V -l [BHEAZDOERE] GUI ZfEHE L T, StoreFront A%25EIC Citrix Gateway % 5/
TBLSWELET,

Celect the methods which users will use to authenticate and access resources.

Manage Authentication Methods - Store Service

Method

Specify whether StoreFront fully delagates credential validation to MetScaler Gateway. Thic
setting 15 applied when users log on with smart cards.

[¥] Fully delegate cradential validation to NetSealer Gateway
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Citrix Gateway 8854 7> 3 > 2 #4& 9 % ICid. Secure Ticket Authority (STA) 0#aks & U Citrix Gateway
7 RLZDBRETVET,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

| Enable Remote Access

Select the permitted level of access to internal resourzes

() Allow users o access only rescurces delivered through StoreFront (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

FLWAzure AD 7 74— 3> % StoreFront AD > VT IV A VA IR

CDEY 3> TIE Azure AD SAML 2.0 > > J L4 > 7 Uidee R L £ 9, J1EIE. Azure Active Directory
TLETLY TRV TS a>vHUETY, Azure AD BEY—ILT [HLWFZTUr—>3>] %8RL. [Fv 5
V=57 FUr—2a>zBmliEd] 2BRLET.

APPLICATION GALLERY %
Add an application for my organization to use | |
FEATURED APPLICATIONS (17) NAME
o ‘ Add an unlisted application my

I CUSTOM “ organization is using ‘ StoreFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using, and add it to explore single sign-on

COLLABORATION (314) integration options,

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (86)

[(HZ2EL] AF7TVO [AOEBTEALTVS. —BICEWTFUTr—2 3> %EBM] ZBRL T 21— —HE
BY3HLWARZLT TV r—2ayfRLET,
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7O DIER

B 215 VL oEBEER LT Bl X—JIC7y7O—RL. 77V —2a> 073 e LTEALE
EE

properties

APPLICETION TILE LOGO

cifrix

SAML B DHERL
IV —2avBysaR—ROBER-JICRD., [T A T DERE] #FIRLET,

storefront

&3 DASHROARD USERS AND GROUPS ATTRIBUTES CONFIGURE

StoreFront has been added

[J5kip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure simgle sign-on access to this application.
Configure single sign-on

COEMTIE. [Microsoft Azure AD 0> > )Y > A >] ICxtd D SAML 2.0 SBiEE%=FRAL £ 9,
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COMNFIGURE SINGLE S1GM-OMN

How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microsoft Azure AD and StoreFront

|.|.-.1|r| mare

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on te StoreFront using Active Directory

Federation Services or another third- party single sign-on provider,
Learn more

B F] ICEEEoXFIR2EETE £ (Citrix Gateway ICIRHINIBRE —B I Z3HBEHRHD £7). Z Dl
Tid. [i5% URL] #* Citrix Gateway % —/\—o /cgi/samlauth I27 > TWE T,

COMNFIGURE SINGLE S1GN-Cip

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn more

IDENTIFIER
https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogifsamlauth /] ‘

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

ROR—2I2IF. Citrix Gateway % Azure AD OFEFREFAE L L THEHM T 3 1-DICER T3 BHRIEEFNTL
£,
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Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directorny, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-ons
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate (Raw) @

Dowmnload Metadata [XiL) @

]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-0N SERVICE LIRL

https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5ed84c62e

SINGLE SIGN-0UT SERVICE URL

https:/Meginwindows.net/blaef2 1b-d29f-4c20-0826-14d5e484 0626

[0 confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

Base 64 OiEFEINERMAEEZLZ V> O—FL T Y1 F Y URLEH 7O R URLZOE—LE Y, T
5% Citrix Gateway @ [#8E] BEICX—Z L& T,

A—HF—=ADTFVTr—23>DEDYT

REBEOFIETIE. 77V r—>a>yaEEMICLT. I—H%—0 myapps.microsoft.comy I kO—)LR—
K7 FVTr—2a hREEINDELSICLET,. ThiE [A—H—cJIL—TF] R=JTITVWE T, Azure AD
Connect *AHAL 7R XA > A—H—TF ATV MADT I RAZEDETET, FHDTHI Y MLFERATEET
M. <user>@<domain> /X2 — VIR > TWER WS, BBRINICI Y 7T 3RBERHD £7,
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-
storefront
&3 DASHEOQARD USERS AND GROUPS ATTRIBUTES COMFIGLRE
sHow  [All Users ~ 4
DISPLAY NAME USER NAME JOB TITLE DEPARTMENT ACCESS METHOD =
Azure Admin AzureAdmin@citrixsamlid.. Na Unassigned
George Lser george@citrixsamldemao.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21aTeB080d ... Na Unassigned

MyApps X—

T —=a BRI NS . https://myapps.microsoft.comT. Azure 7 7Usr—>a>opi1—4——8
ICRIRSNET,

B Access Panel Applicatior % + — O X
@ 3 O ‘ E] account.activedirectory windowsazure.com/aj ‘;}( | = #A ﬁ
Microsoft Azure george@

applications  profile

AzureStoreFront e

22016 Microsoft  Legal | Privacy

Azure AD ICBIILTWBBE. QA Lica—H¥—IE. Windows10ic&bD. Azure 7 7Ur—o3aoAns Y
INHAVFh Y R—bINET, PTAAVEI Vv TEE. TS50 —IEmIcHEM L 7= SAML cgi/samlauth
Web R—iciBEL £7,
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Sl

7T

ST >F > URL

Azure AD B> a2 R—ROT7 )= a3 VIR ES, 7FXV =g IlfBTES SV IILr >4 > URL
BB rEZRRBLET, D URLIZ. Web 7505 —1) > o niR#. StoreFront ICEEBH T Z7-HD. X
B—hrAZa—D>a—bthy FOERICERINE T,

5 ||.J-l/| |_'J-_\.-..J-Q
i o W [ e

APPLICATICN TYPE
Web application

PUELISHER
URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ Wiew usage report

Z® URL % Web 75 J#—IcR—Z k LT, #ilC#AE L 7z Citrix Gateway cgi/samlauth Web )—2( Azure
ADHUAAL I bTBLIICLET, CNHAMEETZDIE. EIDETENEA—H—TEIFTY, Fel 2V TILYA
YHAIVHHBTEIFZ0I1E. Windows 10 @ Azure AD IZ8IMLTWAO5F >y 3 V23 TY,. (ZDFHhDI
—H'—IZid. Azure AD DERBHROANNDRDENET )

Citrix Gateway O -1 > X b — LR

COFITIZ. BEAADY E— 72Ut XIZ. NetScaler (38 Citrix Gateway) #2179 31 LRE<> > = FER
LET, RET>VIZAzure A A7 TBATE£9. ZOfITIE. NetScaler 11.0 @ TBring your own License]
N=23 Y ZFERLTVWET,
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Brnng Your Cwn License enabled.

Citri MetScaler is an all-in-one web application delivery controller that makes applications run five
times better, reduces web application cwnership costs, optimizes the user experience, and makes sure
that applications are aharays availsble by using advanced L4-7 load balancing and traffic
rmanagement; proven application acceleration such as HTTP cormpression and caching; an integrated
application firewall for application security; and server offloading to significantly reduce costs and
consalidats sepvers, Az an xln:[i:.Fthe_-n:l leader af service and ap r.||i|; ation d:"w_‘r}-_, Citrix MetSealer
solutions are deployed in thousands of networks around the globe to opbimize, secure and control
the delivery of all enterprise and cloud services, Deployed directhy in front of web and database
servers, MetScaler solutions cambine high-speed load balancing and content switching, hitp
compression, content caching, 550 acceleration, application flow wisibilty and a powerful application
firewall into an integrated, easy-to-use platform, Meeting SLAs is greatly simplified with end-to-end
mianitaring that transferme network data into actionable business intelligence. Policies are defined
and managed using & simple declarative palicy engine, with no programming expertise required.
EYOL is available for customers with Methcaler Gateway VPX or Metbcaler VPX 10, VPX 200 and VPX
1000 licenses purchased via other channels from Citri

v Qi finlly Jo =

PUELISHER Citrix Systems

LSEFUL LIMKS

Web 7595 —D7RLIAN—ICHEIP PRLZAEANAL. 2—H—BiORICEES N ERIBRZFERAL T,
NetScaler fRE< > >vicOd 4> L &9, Azure AD RET > > D nsroot 21— —D/INAT— RETEF IHEH
HBCITEFELTLEETL,

SAEVIEEBML. ESAEYXT7rILPEBMEINS [Bicd)] %#ERLT. DNS U YIL/N—H Microsoft
RX>aAybrO—5—%RAIVETELSICLET,

Citrix Virtual Apps and Desktops -1 > X b — /LU HF— R 2 E1TT3

CDfITIF. SAMLZERLAEWV. > FILE StoreFront 8= B T3eh 5B E 3, CORBIIKEET S
E3ICHE->TH S, SAMLoOSF VRS —hEBIMEnEd,
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XenApp/XenDesktop Setup Wizard

What is your deployment

() single Hop

Client Internet Access Gatway

What is your Citrix Integration Point?
storeFront [

Citrix Gateway & & Of StoreFront OIZ#RFE#3EIRL 9, Microsoft Azure TOERD 8. ZOFITIER—
k443 TlEH< R— 4433 2BRL 9. HBWE R— bz LD, Citrix Gateway EE Web 1 +%

BYYTLEDTEIEHTEEY

MetScaler Gateway Settings

MetScaler Gateway IP Address™

w . o0 . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixsamldemao.net

_ Redirect requests fram port a0 to secure port

COFITIE. BEICTEIEOHIC. 77MIILICRESNEBRFEOY—N—HIBEEr#FxF—%7yvO0—-RLET,
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Server Certificate

Certificate Format®
| pem ™

Certificats Fila*

|n5.citrixsamldemu.net | | Browse I = |

[+ Private key is password protected
Private key password

oorien

AD 7AD Y FEEDIOHD R XYY bO— 5 — DB

RXAYOAYPO—5—R@T7ATY MERICEBINZH. ZDOIPPRLRETFSATURLEREICEBMLE Y,

AAT7OTRY I ADET 1 —ILRTROSNBERITEREL TSI L,

Prmary authenticabon method®

| Active Directory/LDAP ™|

IF Address®

|1c|.u .0 L 12 |FJ|M
[} Load Balancing

Post®

209 |

Time out (seconds)*

E |

Base DMN®

|'CN=U5EF5.DC= citrizsamldema DT |
Service account®

|cm=internaladmin.cm =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute®

|userprim:ipalr\lamp_ |

Password"

Confirm Password®

||||i|-|u-[ 4\|ﬂ
Secondary authentication method*
| Mone |

e [
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StoreFront 7 K L X D&

COfFITIF. HTTPS ZfER L T StoreFront B8 hTW37ced, SSLT7OINDF TS 302 FERLE T,

StorcFront

StoreFront FQDM*

ddc.citrixseamldema.net
site Path
Joitriz/StorsWeb

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb
Secure Ticket Authority Senver”

http://ddc.citrixzsamldemo.net/sta | 4

Storef

romt S -

w . o . o . 15 |+

Protoecl®
FrotosCo

ssL v

Citrix Gateway REBIDRE

Citrix Gateway IZ#E#i L. I—H—RBENRT—REFEAL T, FBECESBNERICTONS e zBRALE Y,
B )

5§ Ciris NetScaler VP~ Cofigur..
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Citrix Gateway SAML 25 H 7R — ~ DB

StoreFront Td SAML oI, 1FHD Web 4 rTSAMI ZEB T 3D FEHKTI. NS_TRUE ORXZEHAL
T. TILOWSAML AR > —%BML %9,

Configure Authentication SAML Policy

Name

| StoreFrontSAML

Authentication _:,'| 18

SAML
Server” -
|Azureﬂd i” + | |

Expression®

| Operators = || Saved Pelicy Expressians » || Frequently Used Expressions -

WS_TRUE

ﬁ | Close

Azure AD H*SHIICENE L 7eiERZzEMAL T, #iL L SAMLIAP H—N\—%Z#R L 7,
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

|DP Certificate Mame®

AzureADSAML vl +
Ilr\: rect U R _‘
20f-4c20-9626-14d5e484c62e/saml2

Single Logout URL
20f-4c20-9826-14dSed84c6 e /saml2
User Fiald

userprind palname

ung Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Reject Unsigned Assertion”

ON i
SAML Binding

PQOST e
D Authent J

St !

5

IYVRY—IYRIRTLOWEEE

Azure AD ICEB L7 HY > rZ2EBRL T, Azure AD IZ&MMLTW3 Windows 10 ¥ X kw ZFicasd4 > L

#9, Microsoft Edge #it28) L Thttps://myapps.microsoft.comiciEsiL £,

Web 75 9#—iCid. 2—%—D Azure AD 77U —> 3 U hHRRINET,
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E Access Panel Applicatior X +

6 O Hj windowsazure.com

Microsoft Azure george®

applications  profile

Cifrix
AzureStoreFront aae

22016 Microsoft  Legal Privacy

A EI YU T BRI NI StoreFront H—N—ICUAA LI FSnB e =B LET,

B#HIC. Y I >F > URL #ER L EEES. & LU Citrix Gateway o 1 EADOEREEHICELD.
Microsoft Azure * ORITI A AL I FESNB e EZHBRBLET,

&EBIC. Azure AD IZEML TVWARWIY S YHREIC URL TEIMET 2 e 2B LEY (2L, RYIDELEFIC,
Azure AD NDEETRHBY 1 A VB L EITHONET),

953

Azure TIREBY S >ty F 7y T2 EIICIE. ROBEF TS 3V EEBR LTIV,

NTVyIZIPT7RLREDNS 7RLZXDAA

Azure IZFRZH T2y b ET, IRTOREBISVICIP PRLAZRHELET (COFITIF 10X ) TTAILELT
& BICEH IN DNS SRILTBRTES. NTUv I IP7RLIABEHEINET,
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Settings

Resource o ‘-
it - PORT + TROUBLESHOOTIN
Stat on
- E Auditlogs >
ianal with MSDIMN & New suppor request >
h df22436f-ddf9-46ae-beTb-64Tdcdaeefca
GENERAL
s Il settings
df22. S-46ae-beTb-6479cdaeefca N
Properties >
i settings =
& Configuration >
e id tiles
Jonitoring ®
RESOURCE MANAGEMENT
CPU percentage
& Tags >
& Locks >
il Users >
W Export template >

[IXT)wZIPF7RLZXIDNS B] SANILD [HEE] #BRLET, RETS>DNT U DNS 7RLZX%ZBIRL
£9, ChE. ENDDNSY—>T 7L TOHO CNAME B2RICERTE. IP 7RLADFBEID Y TINIESD.
IARTODNS LO—RAELLKREIYS VZRIVFTEESICLET,

Assignment

Dynamic [ nlils

IP address &

40.68.28.181

ldle timeout (minutes) @

DWS name label (opticnal) @

ns- citrizsamldemno w

swesteurope.cloudapp.azure.com

T7AT704—IL—ILDEY Ty T (EFa2UTcJIL—7)

30 REDRBFERATIVICIE. BENICERSNC I 71704 —)LIL—LOty DB, COty bEItEFa
UFa =T LTHSATWET, EFaUTosdIL—TRNTUYIIPTRLIADNSTSAR—KIPTRL
ACEBESNE S T7r v I 2L ET, 772 bTiE Azure IZIRTORET S > AD RDP OERXE A
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L£d, F7. Citrix Gateway H—N—H L ADFS H—/N—i&. TLS bS5 71 v (443) %ZEXTIHENDH
hxd,

RE<S>D [y bTD—=0A422—T x4 R] ZHWVWT [Ry bT—0€Fa0T0dIW—TF] IRILEIUYD
L9, [BEtxa) TR0 28R L. BURRYNI—O S T0vo%HFAILET,

Settings

SUPPORT - TROUBLESHCOTING

B Auditiogs >

& Mew support request >

EEEHR

*« FASOA YR b—LEBRUICOWTIE. T2 b —JLEiERl) ZBRL TS W,
o —iREIR FAS ORRICOWTIE. TEFT7 —F77F v1 ZBRL TS L,
o BFNBFIRICOVTIE MEHEGER) Z28RL TV,

EEHEAN 59

April 7,2023

Cotodarn % fFTE. 77— 3 ilBdY—EX (FAS) OBELBERE L UEEICDVTHEA
LE9,

ESPENE

e FASOA YR =LA Y Ty FICDOWVWTIE T1 YR b—JLEIER) ZBRLTIIZSI L,
c TEBM7—F770Fv1 T3 . FASOEET7—FT7IFvORMEZHAL. SOEMET7—FTIFvICETS
ZDIEDDEEANDY VI Z/EL TVET,

AERAMRE DR E

April 7,2023
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CDEETIE. 7xTL—2aviBifr—EX (FAS) # FASEBIEOYY —ILTHYR— TN TWA VIR Y —
N—CHABTZ-ODHFMRBEICOVTHBLET, CDHBATIE. FAS 1M 3% PowerShell APl #fER L %
o CORBICEEHINTVBEHBAZERTI B0IC. PowerShell o EBM##ER LTI L,

Microsoft :FFAH#RE %= TCP 7 7t X BICHER T 3

F 7 #I)L kTld. Microsoft sFER#REI1Z 77 7t X iIC DCOM Z AL £T. COEA. 7717 T4+ —ILOEREH
EHICHEBD. BN TCPR—MCHIDEZBZ e TEE T, Microsoft :ERBI%EI T DCOM /N % B
F, TCertSrvERk) DCOM 77U —>a>nONTs = mELET:

CertSrv Request Properties L2 | X |
| General | Location | Secusty | Endports | identiy |

DCOM Protocols and endpoirts:
Y ... defaut system protocols

¥ Select the DCOM network protocol sequence that you want to
Joy  add Enterthe endpoint detals and cick OK when you have

Protocel Sequence: | Cormection-cnerted TCP/IP

() Disable protocol sequence

() Use default endports

(®) Use static endpoint 300

() Use intranet range of dynamic endponts.
() Use intemet range of dynamic endponts.

o ] [ caca ]

[TVRRAUR] ZEBELTHNI YRR bZERL. TCPR—ESZHEELEZY (EORTIE900 TY),

Microsoft sFERRES = Bicgh L T, FFAAZERZXELF T, Tnetstat -a -n -b) #RTTBEAIL. certsvr
HBR—Er900%FURVLTWB I BRI INELRHDET:
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TCP 0.0.0.0:636 LISTENING
[1sass.exe]

TCP 0.0.0.0:900 LISTENING

[certsrv.exe]
TCP 0.0.D0.D0:3268 LISTENING

[lsass.exe]
TCP 0.0.0.0:3269 LISTENING

DCOM ICIZF RPCR—+ZEATZ XIS I -3 Y RAT—BH 3. FAS H—/N— (F7I3EREE=ERY
BZTOMDOIIY) ZBETBIHVERHDEFEA. 75172 A DCOM 2ERTIHBELNHBHBE. V51TV H
(FEERAE Y —/\—d DCOM RPC Service iZ#4t L THED DCOM H—N—ADT7 7 XZBRLEFY, ChIlE
> THR— k900 A'FH . DCOM —/N—IF FAS r—N— I A AR L £ 9,

-9 —FPAEDHERIEN

I—H—3EAEN FAS H—N—NTEHEFIERIND . A—HF—0OOJF VICH D ZRHEPKRIBICEHFINE T, X
DEIa>TId B—FLIZERO FASH—N—Ta21—H —iBAEZEMEM T B HEICDODVTHALEF T,

Active Directory 21— —D—E#*EEL X7

ADICHLTIIVUZRGTL, 22— —D—BZROFDESICT 7ML ((cSVIFALRY) ICREFET B LICE
D, FIAEDERZHRET B ENTEEY,

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for
Users, leave it blank to search all
sfilename = "user_list.csv" # Filename to save

if (Ssearchbase -ne ""){

Get-ADUser -Filter {

(UserPrincipalName -ne "null") -and (Enabled -eq "true") }

-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter "," $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter "," S$filename

}

<!--NeedCopy-->
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Get-ADUser . 2—H—D—EBZERIZHDIZEITVFL Y FTT, ERDFICIF. UserPrincipalName
ZRBRAT—2ZAD TBH) OA—H—-DIZE—HBRTIB 7 ILZ—5IHIPEENTVET,

SearchBase 31#kic& > T. AD D2A—H—RBRENGHIEINE T, IRTOI—H—% AD ICEHTWBE. ThE
HBETEFET, F: COUVIVICE-T. ZHOIA—HF—HIRINZAEEDLHD £9,

CSV DIMRIF. RDESICHDFT,

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserpPrinci a1NamE"H
"testuserl@bvt.local”
"testuser2@bvt. local”
“testuser3i@bvt. local”
"testuserd@bvt,. Tocal”
"ucs3is@bvt. local”

"ucs3o@bvt. local”
"limcA @k Talsa 1™

FAS F—/\—

WUTF® PowerShell 27 U 7+ Tl MeiERINc1—H—0—8BZ2EHAL T1—Y —iBAZEO—EIMERINE
ERS

Add-PSSnapin Citrix.Ax

Scsv = "user_Tlist.csv"

Srule = "default" # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( Suser 1in Susers )

{
$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( Sserver.Server -ne S$SNULL) {

New-FasUserCertificate -Address S$server.Server -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule'"_Definition" -Rule S$rule

}
if( $server.Failover —-ne $NULL) {

New-FasUserCertificate -Address S$server.Failover -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition Srule" _Definition" -Rule S$rule

}
}

<!--NeedCopy-->
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BHD FAS H—N—DEETZHEEIE. FEDI—F—DEBEN XA Y —N—T1lE. Zz—ILF—N—H—N
—TlEOE 2EERINET,

o277 i Tdefaulty ¥ WS EBFIDORADBEDDHD T, RABHELRBZIES (Thelloy #¥) 1F. X
YT D Srule THETELTLETL,

Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default S W Summary
hello g W
Status: OK
Template: Citrix_SmartcardLogon
ERWEEIAAE ZEMLE T

EHO FAS H—N—%FEEFDBEIF. O AP0 —H—|CHETZ i< FASRIIFEZEZ*EM TS F
ER
A

GUIZERALTFAS zBBiEd 5 HTE &Y
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Jd
H
Bl
c
|
w
\/
%

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule Create

You have 2 rules configured.

UTOFIEZRITLET,

1. 3L VEREAPAZE #ER L £ 9, New—-FasAuthorizationCertificate

2. ROAR YV RICE > TORINBH L VWEREIEIFAZ DO GUID Z# X EL £ 9 :Get-FasAuthorizationCertificate

3. FASH—N—%X>YFF Y RE—RICLET: Set-FasServer -Address <FAS server> -
MaintenanceMode S$true

4, HLVREFEFAE = B £ 9.Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. FASH—N—0DX>FF U RXE—REMRHLET, Set-FasServer -Address <FAS server
> -MaintenanceMode $false

6. HULVBEFEIFAEZHIR L £9, Remove-FasAuthorizationCertificate
ESpER

s FASOAYZAb—ILEBRBICDOVWTIE T h—)LEER] OREZSRLTIETL,
o —RRI7% FASIRIRICOVWTIE, TR —F70F vl ZBRLTILETL,
s TOMOEFKNABFIRICOWVWTIE. TEHEMELERI 2BBLTIET WL,
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W+ — (R

April 11,2023

IEL®HIC

MWEZE+—I% Network Service 7ho > b2 FERALTRESIN. T I P TIIRAR—FRFELTIY—I3NF
ERS

MEX—ICIF 2 DOBENBHD £,

o BERMHRISIRAZICBEETIF 5 TW A, Citrix_RegistrationAuthority sEBAE 7> 7L — b H 5 OFRE X —
o A—H—:EAEICEEMIF 5 TWAB, Citrix_SmartcardLogon sEBAE T > 7L — bh 5 OREF —

B ERMBIEERAE 1S Citrix_RegistrationAuthority_ManualAuthorization (77 #JL kT 24 BsRIER) & T
Citrix_RegistrationAuthority (77 )L T2 E/E) O 2 DOBELHD 9,

77l =23 B —EX (FAS) EBI>V -0 #Ety b7y ] 270FIE3 T EBE
N FAT3] 20U woF38 FASH—N—ICL>THF—RT7HPER TN, GAAEZFEZERXRD Cit-
rix_RegistrationAuthority_ManualAuthorization SEFAZ DEPAKEICXEINE T, T NIE—RRIZEERR
ETHD. TTIAIPT2AKMENTY, EAKBEIIEIMNICHEREZRITLELA. SIAEZRITIBIC
3. BEEEICLZHAPEKBATOFEHOERITFANIKBETY, SEAEN FASH—N—ICEITINB . FAS &
Citrix_RegistrationAuthority_ManualAuthorization #fB8Z % £/ L T Citrix_RegistrationAuthority #E#3
Z (F74) T2 ERE) =BBMICEEL £9, FAS #—/\—(3. Citrix_RegistrationAuthority :FFAE %
89 %9 <Ic. Citrix_RegistrationAuthority_ManualAuthorization MEFEZ & F—%HIBRL £ 75

EREEAZE R > — 3B F—ZMETZIDLOIRTIIHN LT TV FL— hTERINcI—F -t v bIX
TRHHAPAEBERORETZHAT T 5708, ERWEMAZICAEN I SNIHEF—IFICKETY, BRELT. C
DF—ZEETZHORIENTH, Lty hADI—HF - EKk RRICEGTEXT,

ROVWThHZFERAL T, BBOLF 2 7 EHFICENL THEF—DIREINZELSICFASH—N—Z#ER TS
£7:

+ Microsoft Enhanced RSA. AES Cryptographic Provider. %7:zi& Microsoft V7 bz 7+ —iCiEE 7
ONA 4 — (BREEMRES LU0 —Y—AEEmA OWEF— )

s FSRTFYRTSYRTr—LETa—I)L (TPM) Fv FEMERE LT Microsoft 75w b7+ —LFx—EiE
WrONa 42— (BEBKEIREOWEF—FA). & U Microsoft Enhanced RSA. AES Cryptographic
Provider. #7zid Microsoft vV 7 ho x7F¥—ZBETONA 4 — (2—H—HEAZOWEF—FA)

e N—mRIzT7EFalTsETa—)lL (HSM) RYA—@O HSM N1 R =FRLEESY—EXEidF—
B TONT S — (BEREEAES S U1 —Y —AEEAOWE+—H)
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<

WE* —DBARE

B

300F T avoS5s50WInhEFERALTFAS #EBlLET, TF A I T2 —%2FAL T, Cit-
rix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 L2 REL T, 771/ DT 7T
# )L~ DFFRIE FAS +—/X—d Program Files\Citrix\Federated Authentication Service 7 #JLZ—T79,

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrizx.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ —->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA RES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<l-= log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<= trix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs —-->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS i3, Y—EXDEFBRICOABRT 7 1ILZHARAHZE T, WITNHDEHEESNIIZE. HLLREZ RIR
TEBDICFAS Z2BEFBTIHBENHBD XY,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JLOBEET 3 EZ XD L H D ERE
LET:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI ¥ CNG APl o1 #

Z)

& S

true CAPI API % {#H
false (74 1) CNG API =&

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (f§E¥ 3 FO/N1 4 —D&H)

& aX> bk

Microsoft Enhanced RSA & & UF AES F74J)L k2 CAPl ZONA L —TF
Cryptographic Provider
Microsoft V7 bz 7 — B 7ON1 4 — FI7 4L MECNG 7ANAE—TT
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&

Microsoft 75w b7 # —LF—EHIONT 4 —

HSM_Vendor CSP/Key s2i&ig 7O/ 1 4 —

aXT b

FT7AINETPM Z7ONA A —TY, TPM |2 —H—
F—ICIEXBEDOLEFE A, TPM IZEBRIEEF—ICDAHE
BHL&EY, FASH—N—%REBURETEITIBZFED
HBEIE. TPM BLUONAN—NAHF—DRVHZ—ZRAE
O R—EINTVEIDNESHZRRBL TSIV,
HSM ARV A —Z& > TIREINE T, BRIV A —IC
o TERDFY, FASH—N—Z{REHIRIETRITT
BZFEDHEIF. HSM R4 —|CREUHHHR— &
NTVBHESHEBRL T,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPIAPI Dig&DHHE)

fig

24

aX2 b

F7 4L METE. Microsoft KeyContainerPermis-
sionAccessEntry.ProviderType Property
PROV_RSA_AES 24 #&8R L £9, CAPI THSM %z
BT 3848, BLUHSMARUE—TROR1 TEIEE
INTVBRHBEEUIME. BIC24 THEHIRELHD T,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (FAS i@+ —i{E% R1TT 3%
ENHB3EEIF. CCTHERAINTVLWEEZERALET). MBFX—0 ITIVXR—FAEE 759 Z6HILET, /\
—RIT7THR—FINTVRHEEIF. TPMF—I L —C0FRADHFIINET,

fig

NoProtection
GenerateNonExportableKey

GenerateTPMProtectedKey

aXZ b

MEX—EIVXR—FTTET,

TIAIMMETY, MBX—F2ITIVAR—FTEXEHA.
MEX—IZITPM Z2EALTEEINE T, MBX—IL
ProviderName T#§%E L 7= ProviderName (ffl:
Microsoft 75w k7 #— LF—BEHION1 4 —)
ENLTHRIASNET

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (#Zx—n 41 X% v MBI TIE

)
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& aAXV
2048 TI7AIMMETY, 1024 £7-13 4096 = {FHEI 3 &
HTEFEY,

BRI 7ITIILOREZUTICNBLEYT (1A —ILBOT 74 FERERFRTRLTVED),

CAPI API (CNG API)
csP ( ) )
Crypt 32 Lib CNG Lib
Microsoft
Provider Enhanced RsA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. KSP Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, plERor 4096

WL+ ) 7 D)

1

CDfITIE. Microsoft V7 bz 7 —RZEEHIONA A —EFEAL TRATN TV R EEFIEEIREOHEF —
BLUI—HY—FREDOHMEF—ICOWVWTEHMAL £,

CNETTAIL DAY RS- LEDEBRTY . BMOMEF —EBHRIETAETT,

52

CDfflig. Microsoft 75w b7 x—Lx—REBEH7ONMZ—%2FRALTFASH—N—DIHF—R—RD/N—R

D7 TPM ICRM TN TV B BFHEIAZEME S+ —. XU Microsoft V7 bz 7x—EREIONTS—%
FRALTBMINTWVWS I - —HEMEL -2 R L TWET,
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COTFIFATIE FASH—N—DIHF—R—RFR LD TPMIZTPM ORETD K F 2 X2 MIEDWVWTBIOS TEM
. 2ok Windows T INTLWBRHD L &L TWE T35 L <& https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-vista/cc749022(v=ws.10)# 8RB L T £ &L\,

FASEEI>V—IILOER FASEEIVYV—-ITRA TSI VOMAEZEZRERZRITTIRV O, HAHBTE
FIMBAEIRAE DA > 51 V DIIFAEZEZR ERMFFAISNB VRO, FASBEIY YV —IILOFERIIHESH LEEA.

EEOVY — )Lz ERLAE FAS #BEEICIE. R0 THERET Y 7L — FORMI & U TEER#EOt Y b7
V71 D2O0FEREIFERT LTHS. UTFZRITLET:

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIEL: UTOTZROCEDEEL T, BT 71 ZHRELT T,

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadJoinParameters.KeyProtection™
value="GenerateTPMProtectedEey" />

T7IIIEUTOLSICRREINE T,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName"™ value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.RKeyProtection" value="GenerateTPMProtectedKey' />

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / -->
<!-- Logging: Event IDs to not log (comma separated) —-->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —-—>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,6 Version=v4.5.1"/></startup></configuration>

—%D TPM TRERF—DORINERINTVET, TIFILFOF—DORTIF. 2048 EY FTT, BEVD/N—FY
IT7THR-—FETNBERTDF—ZIREL TS,

Flg2: Citrix 7z 7L —>a VY —EXZBESHL T BRI 71D SDEEZHAAHET,
FIE3: H—EXRZFHFALEY,
FIE 4: sEAKEY —N—b5. REROAAEERZFHTHRITLE Y. BREUEGIASPIIEEINLS. EED

YV=LDEY b Ty TIEFOFIE3 NEEICEDD £9, CORKRT. EREEIAEONEF—IX TPM TER
TNTVWET, SAERT I FT2EBEH T,

ZREEMAZEOMEST—HA TPMICELKBMHAINTVSZ Z L 2R T 31213 RO PowerShell v > kEER
LET, BRILEMMAZOMEZESX - TPM IZBMI N TV BIBA. PrivateKeyProvider 7« —JL Ri& Microsoft
Platform Crypto Provider IC®8ESNE T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

FIES: ROKSICHEBR 7 7L EHRELBELE T,
<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.KeyProtection"™
value="GenerateNonExportableKey"/»
pE
FAS |3 TPM TRESNF—TIA—H—FREZERTET FIH. TPM ZAFREORREICITERENETET S
AIEEMED B D £7,

Flg6: FASEBEHLET, CHICED. T—ERICEZERT 71 ILOBHRAAADEHEI TN, TEINED
RBMEINET, BHEOBHWE X —IRELI— —FAEF —ICHELX T, CNSDRETIZ TPM ICMEF—H
RESNZEAD. Microsoft V7 ryx7H—ZBEIONT S —PMERAINE T,
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FIET: FASEEIYY—ILT [UL—J] 27=8BRL. T2 b—)LeiEm) ORI > TREZHREL F
¥o

PowerShell ofEF PowerShell #ERL T, BFKBEHMPEEZA TS5V TERTEE T, hiL. ERAHKES
DAY VOMPAEEZERTEREEIAZEZRITTICHBVLSICLEVERBRICELTWEY, FAS E18
AV =N ZFERALTA TS TEFEEIAEDERZEREITS CIFTEEE A

FIE1: EBO>Y I EZERLIAIE FAS BRRICIZ. RO THEET > L — DRI KLU TRERA#EED
vy b7y D2O0FIEFITERETLET,
- Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup ‘ Rules | Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FE 2: PR Y — N —THIBAE T > 7L — k MMC X+ v 71 > %3BINL % 9 ,.Citrix_RegistrationAuthority_ManualAt
FyFL—rEAEIVYIL. [TVTL—bDER] #BRLET,

(K] 27 %BRLEI. TVTL—rREAYMERMEEELE T, COFITIE. 7> 7L —&IZ Offline_RA. &
HEARIE 2 FE T,
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Subject Name Server lzzuance Requirements

Superseded Templates Edensions Security
Compatibilty | General | Request Handling | Cryptography

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

FIE 3: FEEAMERY —/N—T. FERAMEI MMC Xy 1> zEBMLEY. 3. GIERAET>TL—K] 260U v 0
L&, [BRMER] 2BRL. [RITIZHMBEET >V IL—F 20Uy I LET, EBLI@DDOTFYTFL— b
ZERLE T,

FlE4: FAS H—N—TKR®D PowerShell av > RL v +EFHAHET,
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Jd
H
Sl
.
I
\'/
w
\/
&y

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

FIE5: RSA*+—~x7% FASH#—/N\—D TPM ITERM L. FAS #—/N\—TxdD PowerShell a<v>RL v FEAN
JILCEIRBEEREREIER L £ 9, F: —%D TPM TIEF—DRIHAFIRINE T, T7A4IL EDF—DERIIL.
2048EY FTTo N—RIT 7 THR—FINTVLWBIF—DETZIEELTLKETL

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of
FAS Server>

3l

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

UTFHRRINET,

« IdGUID (ZoffiTik T5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39)) IFELDFIBTHETT,
« T PowerShell Iv > FLw biE. BEREEHAEONEF—OERICFERINZ—KHNG TEES)
CERHE LTS

e COOAXYRLY hERETTBHE. FASHRBINZ L SICEBR T 7 MIILDSHAMAENZELNF
v N, BRTZIF—DORINVREINFT (T74)L5E2048 TY),

« ZOFED PowerShell i2 & - THIMAS 1 3 EERILBIIFAZME T —1R1ET-UseTPM 7 Strue ICRE
INTVBTD. 771D S5DMET TPM OFRICHERREIC—HLBVHDIFERINET,

e COOXYRLY FOETICE ST, BRT7 7 MIILORENEEINDLIFHD EFHA.

o FAS TR N3 &GO I — —GEME X —BEREOERITHIE. FASHEBLIESICT 71
M oFHHFAENTMENMFERINE T,

o FASH—N—H1—H—iREZRITY 5 & FICHEM T 7 7L T KeyProtection &% GenerateTPM-
ProtectedKey IC52E L C. TPM TREINZ 1 —H —HENB T -2 ERITZcH TSI
ER

TPM BE£—RT7OERICERINI-C 2B Y BICId FASH—N— L TR —RFPHER I NEEE O Windows
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ARYME2=T—DOF7FVr—2a>0dzFzv I LET,

@ Inforrmation  22/07/2019 12:5%:42 Citriz.Fas.PkiCore 14 Mone
®Information 22/07/2019 12:59:41 Citrix.Fas.PkiCore 16 Mone
1 Information 220772019 12:59:41 Citrec.Authentication.FederatedAuthenticationService 13 Mone

Ewvent 15, Citrix.Authentication.FederatedAuthenticationService
General | Details

[515] Administrator [CITRIXTESTWAdministrator] creating certificate request [TPM: True] [correlation: efla73d7-bb61-44af-8d21-
1159d864da2e]

. T[TPM: Truell &% >TWVWET,

OJIEUTOLSICHEEET,

Application Number of events: 3

Level Date and Time Source Event D Task C...
@ Information  22/07/2018 12:5%:42 Citrix.Fas.PkiCore 14 Mone
] Information 019 12:58:4 Citrixe.Fas.PkiCore

@ Information  22/07/2018 12:5%:41 Citrix. Authentication. Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

[516] PrivateKey::Create [Identifier afae7c8d-53ff-4cf6-bd96-75fa3eb06d3e_TWIN][MachineWide: False][Provider:

[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

s : TProvider: [CNG] Microsoft Platform Crypto Providers £ #&->TW%d,

FE6: :IBAEERtE I I VETFRAMNITFTAEZ—ICOAE—L. TFRAFIT7AMILELTTFs RIICRELE T,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

FIET: LTI K% FAS #—/N\—d PowerShell ICAZIL T, iBAEERERZBKEICXELET:

certreq -submit -attrib "certificatetemplate:\<certificate template
from step 2>" \<certificate request file from step 6>

5

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:\Users\
Administrator.AUTH\Desktop\usmcertreq. txt

UTFHERRINET,

PS C:\lUsers‘Administrator_ AUTH> certreq -submit -attrib "certificatetemplatez0ffline_RA"™ C:\Users‘Administrator.AUTH\Des
ktophusmcertreq.tut

fictive Directory Enrollment Policy
{4F76160E-0BOC-4D21-A4FD-2E29502177C2}
ldap:

CORERT, TEERAMBID—8] Vv Y RUDBRTINBZAREMDH O £9, COFIOERAEETIE http (£E36) &
LU DCOM (TE) BREROMADVEMTY . FATTSZHRIIDCOM AT a v ZERLET,
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

HERRMERENFEE SN B . PowerShell ic& T RequestlD AARFENE T,

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-4D21-A4FD-2E29502177C2}

1d

ap:
RequestId: 106
RequestId: "106™
Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

FiE 8: :ERAERI Y —/N—D3ERAIRE MMC X+ v 71 > T [Pending Requests] %2 )v o L%xd, EXRID #
HERLET, BEREHIVY L. [FT] ZBRLET,

FIE9: [RITUEIAE] /—FZzBRLE T, RITLEEDD OFEEE (BEXRID FA—HT 3:HE) 2RDITF
T, EAEEA TV LTHRTIET, FHH] 27200y ILET, [T71IAIE-] 29UvILET,
HEBEDI YV RR— b —RBHAIET, RNl 20U v I LET, ROT7AIEROF T a>&ERLE
ERS
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)

(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful
[ | Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

2 [Cryptographic Message Syntax Standard- PKCS #7 :[BEZ (.P7B)] %#:&RL. [FHFAD/NRICH
BHFAEZAIEETHNUL TR TEL] 2 VICTIRELHD £7,

FIE10: TV XR—hEhiEEAZEZ FASH—N—ICJE—-L&d,

FJE 11: FAS H—N—LETHXRD PowerShell av> RLw b EANHL T, BREEERAEZ% FAS H—N—IC1 >
R—bLEFT:

Import-FasfuthorizationCertcificateResponse —-address <FQDN of FAS server> —-Id <ID
GUID from step 5> —-PkcaTCertificateFile «<Certificate file from step 10>

5

Import-FashuthorizationCertificateResponse -—-address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfi8-4bZ2cfd62ca38 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b
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UTHERRINET,

PS Civlsersifdministrator .AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth.local -Id Sac3d8bd-bada-
ebhe-abf8-4b2cfd6?ca3d? -PkesiCertificateFile CoslUsersMAdministrator.AUTHADesktop\TPH_UCS_Cert.p7h

= bac3d8bd-b484-Gebe-abfi-Gb2cfdb2ca3y

- [0ffline CSR]
:oabe2¥fec-1dd7-4e2b-3963-16ecI 11020

0k

SR EHAZOMEST—H TPMICELKBAINTVSZ L 2R T 31Cid. XD PowerShell v > k%EER
LET, BRLEMIAZOMES -1 TPM IZEMI N TV 3IBA. PrivateKeyProvider 7« —JL Ri& Microsoft
Platform Crypto Provider |88 S F 7,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

Flg12: FASEEIO> Y- EZ&TLTEREHLFT,

P Citrix FAS Administration Console - connected to localhost = | = -
Initial Setup | RU'GSl Advanced Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An L té is configured.

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A [CoY—ERXRERHTZ] FIEICIFBEOF T v IR—IBMMTVTUVET,

FIE13: FASEEIYV—IT [UL—I] 2T7ZFRL. T4 VX b—ILEER] ORRICKE > TREZHREL X
EXS
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3

COBITIE. HSM ICHEBMTN TV 3 EREEEIREOME X —S LU I —F —AZEOMEF —ICOVTHBAL X
T, COBITIE. BEREAD HSM ZBELTVWEY, HSM (Zid 7O/ 4—%& (THSM_Vendor sKey Storage
Provider) #¥) H&&h &7,

FAS # —N—Z RBUBRETEITT D2 FEDHEIE. HSM ARV A —ICNA N=NAHF—HHYR—-+ThTLBEHYE
SHEERL TSI L,

Figl: EBO>Y—IZFEALFAS Wty b7y TRICIE. RO REAZET V7L —FORRI 4&U
MEERRBE DY 7w 71 D2 DOFIERITERTLE T,

- Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup ‘ Rules | Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE2: HSMARYA—DRF a2 X> T, HSM @ ProviderName OfE%z 8L £3, HSM A CAPI ZERL T
WBHBEa., TONAZ—RBRFa XY FTESKY—EXTONAH4— (CSP) rEBRINTVSAIREEDAHD X7,
HSM A CNG ZER L TW3I5E. 7ONI Y —EF—Z/EATON14— (KSP) s@ARTnhTWVWBaEMH H D
£,

FIE3: BET77MILERDELSICHRELFT,

<add key="Citrix.TrustFabric.ClientSDE.TrusthAreadoinParameters.ProviderHame="
value="HSM Vendor's Key Storage Provider"/>

T7TIIEUTOLSICRRINE T,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->

<!-- Logging: Event IDs to not log (comma separated) -->

<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CO>FIUATIE HSM A CNG ZERL TV 3 L BE L TWS 7. ProviderLegacyCsp o fiis false IC2E
INTWET, HSM A CAPI =R L TW3IEEIE. ProviderLegacyCsp o fld true ICRREINE T, HSM A
VA—DRFa XY T, HSM A CAPICN X CNG OB 5%Z AL TVWAHZHEBL T IEET W, £7. IEIHR
RSAF—4MTHR—EFINTVEIF—DRIICDOVTH. HSMARYA—DRFa XY P THIBELTLESTWL, O
DFITIE. F—DRTETI I LD 2048 EY MIRESNTVEY, BELAF—DORINBHEVON—FT T
FTHR—FINTVWRIEEBRLTIIETL,

Flg4: Citrix 7z7L—>a VIt —EXZBEFHL T, BT 71D SDEZHARAAET,

FIg5: HSMIWTRSA +—~7%4%pL. FASEEI>Y—)L [Initial Setup] 27T [Authorize] %2
Uy LCEEREERERZERL £,

FE6: Windows 1R FOFDO7 Uy =3>>IV b EFTVvILT. F—RFPHHSMRATERINTL
MR LED,

[516] Private Key::Create [ldentifier e1608812-6693-4c54-a937-91a2e 27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

7: [Provider: [CNG] HSM_Vendor s Key Storage Provider] £7%->TWE Y,

FIE 7: 3EPBHRIH —/N—T. :EBAHRES MMC T [Pending Requests] / — R#%&IRL £,

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
El1or e BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRzHIUv U L. [¥1T] 2BRLET,

A [COY—EXZRHAT 3] FIREICEREOF v II—IDRMTVTUVET,
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Initial Setup |Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

Publish

\/ Authorize this service

Deauthaorize this service.

Reauthorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

FIE8: FASEEIYY—ILT [UL—] 27Z2BRL. T1 VR —)LEEMN] ORRICE > TREZHREL X

ERS

FASGEFAER L —2

FAS T, :EBAZ DORTFIC FAS —/\— LD Microsoft sEFAZ R b 72 EAL & Ao BOAHT —FIR—E(E

BLEY,

EEFMEAEIRRE @ GUID Z43E 331213, FAS H—/N\—TXk® PowerShell v > RLw cEANALZT:

1 Add-pssnapin Citrix.a\*

2 Get-FasAuthorizationCertificate - address \<FAS server FQDN>

fcr z1E. TGet-FasAuthorizationCertificate -address cg-fas-2.auth.net; “ A\AL 7
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355‘54L4 bBc3-4cac- haDd—-ebjceL4=31c
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LEF{TIFIL-«TE REQLlE_l'
: WaitingForApproval

A —iREO—BZIISIBICIE. UTZANLET:

Get-FasUserCertificate - address \<FAS server FQDN>

fl: Get-FasUserCertificate -address cg-fas-2.auth.net

cg-ucs-2.auth. Tocal

humbPrint

JzerPrincipal Name

ole : default
ertiticateDefinition : default_Definition
xpiryDate 05,/04,/2016 12:02:13

pE o
HSM ZERA L TR+ —%21FE 3 3B4. HSM 2> 77— GUID THAIEh £ d, HSM ROMZEF —D
GUID k. k<> RL vy hTEIETE£9, FQDN of FAS Server) (&. FAS +—/\—® FQDN T%:

Get-FasUserCertificate - address \<FAS server FQDN> -KeyInfo S$true

5

Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo $true

wadministrator> Get-

aufauit
default_Definition

(piryDate
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e FASOA YR M—JLEBRICOWTIE, TV X F—)LEHER) 28R LTIIZEW,

o —HEMY%: FAS IBIBIC DLW Tk, TFederated Authentication Service D 7 — 57 F v O E] #8BL
TLREL,

o ZOMDEMEMAFIBICOWVWTIE. TEFMERERI 28BLTIEIVL,

X2V TrERYy bT—TDIEK

April 7,2023

JIFL—>a B —E X (FAS) IE. Microsoft Active Directory & & Uf Microsoft :EBA&RI  BiZICHE
LTWET, FXAM>YOAYAO—F—REZORIOBEERAIVISAMSVF v EAKRIC. EFaUTo RIS —%
BHRTZULICE ST, PRTLOBEYREBEREZITO CHEETT,

CORFaXIVFTIE. FASZRETIBEICER TS, EXxa)THEOMEBICODVWTEHALE Y, £ 17V
TZRAMS0FvDEF2) 71 FREICRILOFBAARELEEOBMEICOVWTHHBLE T,

Ry RD— T FIF %

ROMIF. FAS BHATHERASNBEELDYVR—X 2 beEFaUTAEBRETLTVET,

FAS r—N—i3, G R XAr> > bO—-5—HIZ, €Fa2UT A LEERA VTSRS IFvO—HL
LTHRONZBELHD £F, 77L—> 3 VEETIE, Citrix Gateway & & U Citrix Storefront o', 2——
HELE(TS e MEBESI NV R—RY TY, ZDIEN D Citrix Virtual Apps and Desktops J>R—x> b+
&, FASENDOREZRITEEA.
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Citrix Microsoft Microsoft

Federated Authenti-

ADFS Server (with

. ifi i Domain Controller
Web Access Proxy) cation Server Certificate Authority
Windows Server Windows Server Windows Server
DCOM
4 FAS User UPN

y FAS

TLS Server S A thorization ' Certificate walter@auth.local
Certificate = -
R certifica Cetificate Template Alternative UPN
FAS User ] FAS Authorization walter@adfs.ext

Signature Certificates

Certificate

Certificate
1 tem plate

Encryption
Certificate
{notused)

Kerberos

Citrix Gateway

Storefront Delivery Controller VDA

indows Server Windows Server & Deskton indows Server & Desktop
Operating Systems Kerberos i Elut
Roat CA TLS Server TLS Server | FASUser
f Ccentificate f cerificate g Certificate | Cenificate

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

T7AT70A—IILeRy bDO—0€vFaTo

Citrix Gateway. StoreFront. & & T Delivery Controller J>R—x> FRDBEEIE. R— b 443 ETTLSIC
Lo TREINZBENHD £9, StoreFront H—/N—IzREZEHDAHZ1TL. Citrix Gateway &, HTTPS @R
— b 443 2 ERLIcA V2 —2y b LOEGDHZRITANNBZ L SICTRIRELRHD X T,

StoreFront  —/N\—Z#AEBE S 7z Kerberos AL T, R— b 80 TFAS #—N—UiB5L £, RaEICId
FAS #—/\—® Kerberos HOST/fqdn ID. & & StoreFront #—/\—® Kerberos <> > 7#H7 > k ID HEHRA
IhEd, Zhuckb. Citrix @ Virtual Delivery Agent (VDA) Aa1—#—cOJ# >33 DICE 4. 1[ERD
B0 TERBRN\YRIL BPERINET,

HDXtw>a>h VDA ICEGINnD . VDAHKR— K 80 TFASH—N—CiBEL £ 7. REEICIE. FAS H—/\—
® Kerberos HOST/fqdn ID. & & VDA @ Kerberos v~ > ID BMERINE T, F£7-. VDA IZ. SR
F—ADTIERIC TERBHR/NV RV ZRETIVELHD £7,

Microsoft :EBARAIE. EIE TCP R— ~DERA%ZEH TS 5. Kerberos :R:fd DCOM =R L T, EHEZZIFA
NEY, F7o. HAPAKEAIL. FASH—N—ICBEEINEBRI -V MEAEICELZEREAO CMC ATy &
RHETBELSERLET.
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== T AT A=K~ b

JxTL—2a VBt —EX [in] StoreFront & T* VDA H'5 HTTP & T
Kerberos. [out] DCOM 5 Microsoft sEBR#ES

Citrix Gateway [in] 517> k<> >h5 HTTPS, [in/out]
HTTPS & StoreFront #+—/\—Rf. [out] HDX »*'5
VDA

StoreFront [in] Citrix Gateway »*5 HTTPS. [out] HTTPS »
5 Delivery Controller. [out] Kerberos »*5 HTTP
#ZET FAS

Delivery Controller [in] StoreFront #—/X—#'5 HTTPS. [in/out] VDA
M5 HTTP &8 T Kerberos

VDA [in/out] Delivery Controller »*5 HTTP & T

Kerberos. [in] Citrix Gateway 5 HDX. [out]
Kerberos 15 HTTP #&H T FAS
Microsoft :EBR#RS [in] DCOM . FAS »5DEH

Citrix 7z 7L —> 3 ViR —E X t Citrix Cloud o4t
OYY—ILE FASIE. ZN2NIA—H—DOTFH IV Ry FI—OH—EXTHYIY b EFEHLTROT KL RIS
TIOEALET,

o A—H—FAHIUVFDOTDFASEEI>YV—IL

- *.cloud.com
- %, citrixworkspacesapi.net
- B—R"N—F10 ID 7ONAMFZ—HRBEBELTEZIT7RLX (RETERAINTVIES)

¢ XY LT—=OH—ERTHIVEDTDFASH—EX: x,citrixworkspacesapi.net

RIRIC7OF > —N—DNEaFhTV3HBEIE. FASBEEIYY-ILO7RFLAZFERALTA—HF—TOF > % ER
LET, Ffeo RYMIT—IH—EXTADY FOT KL XD netsh £ lg@HOY—ILZER L TERINTVLS
CCEHESBLET,

RIBOERIF. ROTIL—TICHDNET,
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210} Bt

IVE—T51 XEEE T4#LAMADIEAET > TIL— bV M—ILE L
UMreE

R X1 EEE TIN—TR) S —BEDHER

SEERHREI D EIRE SEEREE DR TE

FAS E12& FAS H—N—0-1 > X b—)LE A

StoreFront/Citrix Gateway &ig#& I1—H—RH=ERT B

Citrix Virtual Desktops &&E#& VDA LUy bO—-5— DMK

REEER. EFXaV T ETLLAROTEIIERAEZHEL. >XTLOEF 2V T REDLDHD. BUKLIF
Ko r 7O—FERBELET,

TJIN—TR)—RFE

EEINFFAS T ViEk. JIL—TRU D —THEEEAD lindex number ->FQDNy @)Ly o7y FF—TIILT
BRlSNET, FASH—N—IIBHTBIBE. 75072 bE FAS —/N—DHOST\ <fqdn>Kerberos ID %
BELET, FASH—N—IZ70ERTE2IRTOY—N—IF. AL >Tv I RIZE—D FQDN ZHF OREHLH D
£9, €5 THWESIX. StoreFront 5LV VDA D BID FAS H—N—ICIEHIT BB T,

BRI REZMH<CIZDIC. BEROITRTOII VIS, B—RU>—%2BATS % Citrix TIEHE#BH L X9,
FAS H—N—D—BICEZEXMZ 356, FICTY MU OHBRPIEBFOLTEIE. FELTIToTLETL,

_DGPO DEEIF. FASH—N—DAVXb—IBLIVERFELEZELE TS FAS EBE (FLIFR X1 VEESR)
ICRETIVENHD T, FASH—N—0DERFELEERIC. 2O FQDN Z2BEFRALAVWLSISFRELTLKES
LYo

AERAET VL —k

FAS hr 5t a3 Citrix_SmartcardLogon sfFAE 7> 7L — b2 FERAL B WEE. MPREQIE—%2LETS
£9, UTOEENMYR—FINTULET,

GEAE TV 7L — FOBRIDEE

Citrix_SmartcardLogon 0&#izEEd 3158, FIRABOT > L — FHRIZEIIR>T. UTZITSHBELD
h&Ed,

o AEAETVTIL—bOOE—Z/EH L. FMBABOT > T — r B EEICR>TEORBRZEELET,
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e BB —H—A VA —T 11 ATIEHRL., B FAS A®D FAS PowerShell v > REFRALET, (BEL
—F—A o BZ—T 1 RE. CitriXx DT T7HIbDF U FL— B TOEADAHAENRE LTVET,)

- Microsoft MMC iEBREF > 7L — k X+ 7 > Publish-FasMsTemplate O~ > k%R L T,
BEOT>FL—rzARL.

- New-FasCertificateDefinition aAv > Ric& b, BEDTF > FL— OB #E%ER L T FAS 21K
L7,

EIONT OEE

HEAE T TL— FOBMHEZEEETE XY,

EFHABIIEELAVWTLET WV, FASIZERRET Y TL— O OREEERL £, FAS IZBEMBEDOHIETIE
BBEZBBMICERLE I,

ERQNBTONT 1+ DEE

NSDTAONT A IBEELBVWTLIEEV, FAS ISHEAET VY L — D INSDOREZERL EY, FAS TIZE
I (MEBFXF—DIIRAR—-bZ2HAT3] & [A—F—TEHIB] BF7ICTNTVET,

ESONT1 DEE

CNSDTAONTAIFEELEVWTLIETI WV, FASIFERRET VL — D INSDREEERLET,
FAS TIRMINBZUDREICDOWVWTIE. THEF—{F:E] 28BLTLEIW,
F—OBERATONT « DEE

INSOTAONT A IFEELBVWTLIZE W, FAS TRFEF—DEBEIFAIZT R—FIhEHA

BETVIL—bTONT 1 DEE

CNSOTANT A IFEELBVTLIEI W, FASTIREETY 7L —REIYR—FIhEEA,

VEERZONT« DESE

FRBAEBOR) O —ICEhETINSDREZEETETET,

A PEYBINRREZTOE. EFa VT ORMENRELD., MAEMERTEIRBBHEDHD XY,
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EXalFo 7AONT1DEE

FASH—N—DOI>>7hHU Y MDHHHFBMOIERS LUERERDIHFAITNZELSIC. INSDREELEETS
% Citrix TIIEBOH L ET, FASH—E XITIF. ZNUNDIERIIBEDH D FHA. 12 L. MOERAET> S
L—brREtk. XROBEELBMTEET:

o BEENTVTIL—FMIHLTHARD FIFEZTAATITFZELS5ICTS
o BHA—HF—HDTFUTL— M LTHRAWMDTESZLSICTS
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Subject Name lzzuance Requirements
General | Compatibilty | Request Handing | Cryptography | Key Attestation
Superseded Templates Extensions Security Server

Group or user names:

52, Authenticated Users
% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

For special pemissions or advanced settings, click
Advanced.

IOz METONT A DEE

Citrix T3, ThoD7TONTAZ2EBLBVWI L ZHEBHLF T,
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7> FL— KT [Active Directory OISO SBERT 3] BRI TV . FERAKEIZEAEIRIC O —H —
DSIDEEDHET, ZhiZkbD. 2—H—m Active Directory 7H 7 > bADBHBRI v EVITHRBEINET,

H—N—TANT 1 DEE

BREITNEFEAD BBICGLT. IBABOR D —ICEDETINSDREEEETIET,

EOTEGIONT DEE

INSDOREFEBELBVTLETV, ChSIIUTOLSICRET B2HENHD £,

Citrix_SmartcardLogon Properties |i-

| Ganeral | Compathitty | Request Handing | Cryptography | ey Attestation |
Supenzeded Templates J BEdensions | Securty | Sarver
Subject Name lssuance Requrements

Require the following for enrolment:
[ C4 eetfieale manager approval
[+ This number of authorized signatures; |1
¥ you require mors then one signature, autoenrcliment is not sllowed

Palicy type required in signature

| Application policy W |
Appiication policy
Carficate Requast Agent W |

Fiequire the follewing for reennaliment:
(®) Same critesia as for enrcliment
() Valid existing certicate

Ao key based renewal (7

Requires subject inforation to be pravided within the cerificate
requast.

*Control ie dizabled due to compabbify settings

OK Cancel || Mooy ||  Hep

B IONT 1 DEE

CNEDREFEETETEI, ZDRTEIX. Windows Server 2003 CA (XR+—<IN—23>2) UL d34E
MO ET, =72 L. FAS B HR— kg 3DIx Windows Server 2008 LIFE®D CA DA T, ERDEHEADEED,
Windows Server 2008 CA (X¥—</\—2 3> 3) F7:1d Windows Server 2012 CA (R¥—<N—S 3>
4) ZBERTZLICKDFERAATRE L 25 BMREIE. FAS TIFERINET,
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SERAERI D EIE

SN0 EREQER. MEIIREY — N\~ OB, & & BRI — N\~ 'ER T SRR RWEF — O
T,

VAl NOVN: |

IVA—TSA AEBEDRMTZT L — MIEDSVIHIAE Z AR EN KITT 21013, FEFRKEOEEREN
TYTL—rOREEERT ZHBENHD FT,

DUTNBEFAVToMEE LTI FASH—N—D1 VX b—IILEICOABIRBEHAE T > L — b E AT
Bh FREBATSAVOAPERTFLHREIEZRRTBZLTY. WITNDIFEH. MEREOEERE ST RIS
BREOEROARICEVWTEANDR I bO—ILZ#ERF L. FAST—N—0FRICEAT 2R O —2HOBEHLHD
£,

T7AT7I4—ILDRERE

—RREYIC. FEEARADEERE . EAKEORY FT—0 7 77U —ILREDEEL T ZEEHOFEZITV
7, APAKBDEEEIZ. DCOMTCP LU T 717U+ —ILIL—ILZBH L. FAS U —N—FIFHGIREZE
KRTEBLSICTBEHNTEEY,

EROHR

T LTI BREBEIIFAZEOINTOREEN. 7O/ RARERHAAET VY FL—r2FALT. 21— —IC
AERAEERITIA N TEEY, Chz, SAKETONT O IERI—2 > FOFIRI T, FEOBZWI—
HF—TJIL—TICHRTIBEDBD XY,
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Bdensions |  Storage | Certficate Managers
General | Policy Module | Ext Modula
Ervolmert Agerts | Audtng | Aecovery Agents |  Secunty

For more information see Delegated Enrollment Agents)
(#) Do not restrict enrcliment agents
() Ragtnet enrclimant agents

Enrolment agents:

RUS—FEDa—I)LLEE

BERZRRICIE. HAZLEF21 )T 21—- I Z2EAL T, dREORITOEBHFLIERZITICNTEET,

FAS &R

FAS ICIZW< DA D EFa U T EEDHD £,

T XEE) X~ (ACL) I2& 3 StoreFront. 1—4'—, &KL VDA OFR

FAStxalUs4 EFTIORLERZDN. HEEEICT7 VX TES Kerberos 7AD Y FOEBETTY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 121



7T FL—>avREY—E X 1912 LTSR

TIEART KL BTl

StoreFront [IdP] Znso Kerberos 7> MM, 2—H—HELLKR
SN ESTTACLZEEINTVETD,
Kerberos 7h7o > rOWTNHDBEEZZITZHBEIC
I&. SERAEDMER SN FAS O Tl S nfca—4
—ICEERRENMERTINE T,

VDA [GEFREFIRE] NS SAES S UMEBEEX—ADT I EINHFATE
Nvs>T9, COTIN—THDOBEEZRIF=VDA 7
AV MIEB P RTLRBOHELNFIRIND &S5,
IdP HERE L - BRIBHR/N Y RILHHBETT,

d—4— IdP e D1—H—%TF7H—+I3hEEBLET, i
BBHRED THIRNSIERI—STY b BRA T 3>
CERELTVWAZLICERL T TV, —HiMIC. 7
JEZHIEY Z ME. FEOBRWT AT Y FOHEM
ZB3CEZBHFHOLET, ChiZED. BEZRITE
StoreFront 7 h o> bH HERZLDFVEERELA
WICEDHZ I ZRTET, FIZ. RXIVEBEDOT
AT RE. TOT77EREE) R FTHAIINBZRE
TIEHD FEEA,

IL—=IL DR

Jha7 L 7=#8% @ Citrix Virtual Apps # 7=z Citrix Virtual Desktops O BB TRIL FAS H—N—1>T735X 59
FYORFERAINTVBREEICIE. L—IDPRIBEET, FIL—NICEENETNOBEA T3>ty bHHBD. I
7oL ZE@) X~ (ACL) E ERICHEET B A TEET,

GERRMR . TV L — FDRE

BFEAZE TV TL— FBE LUV CAIR. FNENEARZ TV EXEDDICERTZ AT ET, aELRERIZ. B
BIZIGL T, EROEEWHERZIPELZFEATELSBIRTIGENHD T, e xIE. TIME1 c#BIIN
A—H—(ZIE. TR - =KD HHERHNBFVEERAELRITINZI eHhHD £,

ty P a s LURAEDERE

FAS B1BE(L. BHICERINAERE:R, 21— -0ty a3V THERAIZNESHEERBLET, L ziE. &b
VEEOHZ TOJF ) fBREIIOT 4 VBICOAERTZ LS. By ar Tk TER) MBEEQHEARTIEEIC
TRENTIET,
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MEL—RESLVF—R

FAS EI2E3. FASHMEBEF—2N—RIz7EFaUTsEZa—J)L (HSM). R FSRTYRTSy T+
—LEZa—I)L (TPM) IZREFIBESBRTI &7, DA< ELEREBEIAZOMEF—E. TPMICREL TR
B3B3z Citrix TIIBENSOHLET, COFT>avid 147512 AEERFHSOPTREINE T,

BRI, I—H —HEFAZEOMZEF—6 TPM £72IE HSM ICREFETEE T, IRTOF—IE TTI RR— FRATRE] &
LTEML. F—&IF2048 £ FUETHIFNIEED FE A

ARy ~OY

FASH—N—IZ&> T FHABBRE LUV IV F M LAARY FOOJTHRBINZ D, BEEEEARBICRITS
CENTEEY,

BETIERCEEBY -

FAS IC1Z. U E— FEIRDI%EE (FEE R D Kerberos) 8 KN — L& EFhTWET./O—AJ)LdD Administrators
TJI—TF1 DX N—Ix. FAS OERIcxd2 7)Y hO—-ILERERSTNTVWET, CO—EIF. FELTH
BI3MNERHDET,

Citrix Virtual Apps &32#. Citrix Virtual Desktops &12#&. VDA E18&

Active Directory /XX —R1 IZFAS @ TERBHRNVRILI ICZOFFESIBRI SN 370 —RIICIK
FAS oFIAIC & > T Delivery Controller X VDA BIEEDOEF 2V T ETIUDHEBEINZI LR HBD £ Ao
Controller 5& U VDA DEBEYIL—TDAYN—F. FREINLI—HY—ICRETIVENHD £T, BELAAR
YOV EERTIBEDHD FY,

—fEr 7% Windows 4 —NN\—t ¥ 5«

TARTOY—N—IINYFERLIERL. BEQD T 71T IA—INETFI4IINAYV I O T7%ERTIHE
BHDET, EFaVTFo LEERA VISR IFvOY—N—Id. MENICZLBIBRICREBEL. T4 RID
EEUPREIS VDX YT FIRA T I VICHTREETIHRELRHD £9,

BEEBET AR FOJIE UE- I VICRRIRETZHEDRHD FT,

RDP 77t R, ARBEINI-EEEDOHICHIRTBVELNHD ET, AIREBIGEIF. 2—F—THTU > b KR
WESLURAMVEBEDTAVY TR AR— M A—RFZFEALILOIF UHERTNE L SICTBIHREDD
D&Y,
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REBHR

e FASOA YR b—=)LERERICDOWTIE. T2 =)L i8R ZBBLTLEI L,
e FAS7—xFUFvICDOWTUE TEBHET7—F7T0F v1 ZBBL TSIV,
o ZOMOEEMAFIBICOWTIE. MEHALER1 28BLTLIETL,

Windows O 4 > OBED STV a—F1 >0

April 7,2023

CC Tk, A—H—HEIAZEP XY —rA—REFALTOIA VT3 FC. Windows BRIt 3008 LU
F—=XytE—JICDVWTEHALET, chooOdilid. B0EBME S TN a—T0 Vv F 3 HICERTE
BBHRHMAEENTVET,

AEEAZE C AR —EE

Windows Active Directory i3, 12— —0OJ 7 > HIFAZEZEET 3 VW< DHDHAEX F7ZRFLTVE
ER

+ NTAuth:EEAZ X +77: Windows ADREDT=6d, 1—H —3EBRER T <ICRITT SHEPAHEE (DEhF
—VIFHR—rINFEEA) 2 NTAuth A+ PICEB I 3HENHD £9. CNSDAZTERTT 3ICId
certutil 7O S Lh5RDESIZANFILET, certutil -viewstore -enterprise NTAuth

o L—rEIUHRIAER ~7: BE. HAEOJA VS AT LISE—DOHBEEOHERETE 0. F
—VPMERFOBE. IRTOIYY Y LOFBHBAER FTHINSOHAEEEZATVWIRELRHD £,
JL— MEEBRAZIEEEINIIL— R X RTIC. BED S5 2 BB OHAZIE NTAUth R A TICHZBELSHD £
ERD

o OJF VEAEIRRE JIIL— TR > —: EKU 2 tDsEAER ) & — % 58EIMNICHRET 3 & 5 12 Windows
EBRTEET, Microsoft D RFa x> by hESBEL T EIV: https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10).

LR RIR) S — HER

AllowCertificatesWithNoEKU EMCTR L. AAEICAY— M A—ROJF ¥R
—f#f% (Extended Key Usage: EKU) #'&xh 3%
EXHDET,

AllowSignatureOnlyKeys T 7 4L T, Windows . RSAESEAIL AL

HRAEMEX —%EELET, DA TP aviE. 2D
T2 —%LEZLET,
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7T FL—>avREY—E X 1912 LTSR

LSZRRUR)S— BiL

AllowTimelnvalidCertificates 77 #J)L T, Windows ISEAFEINDIERREZE #ET L
$9, COATIaviE. EDTqIILE2—ELEEZLE
ED

EnumerateECCCerts EARARREEE B L £ 9,

X509HintsNeeded BFERZEIC—Ena1—H—TU > /NILE (UPN) »E& =

haWh. ERORMITEREE. COF T arz
FAYTZ . 1—H—H'FHT Windows 0TI 4> 74
VY REEETELT,
UseCachedCRLOnNlyAnd. KNFovoeEMCLET (BERX>I>bO—
IgnoreRevocationUnknownErrors Z—ET®RE)-

s RXr>aybO—5—:EAE: Kerberos 4% T 5 ICId. IRTOH—N—DEYH TRX+1 >0
YhO—5—) #SEREEEF O TVIRIHBELNHD F9, n5id. [Local Computer Certificate Personal
Store] MMC R+ vy P14 o XA Za—%=FERLTERTEET,

UPN R CHERREY v E Y

I—H#—iAER. —B01—H%—FU>INILE (UPN) 25720 CORIBIRRIEEICEDZ e 2HE8DHL
£,

Active Directory Td UPN &

77 #JL b T, Active Directory ® R TH - —IF. /¥%—> <samUsername>@<domainNetBios> &
L U <samUsername>@<domainFQDN> [CE D<K BEERMH UPN 2> TWEd, MBATEZ R XTI VELT
FQODN &, 74 L X MIXET % RoOtDSE T FUICEEFNTWVWE Y, ROOtDSE T, BE—D R X1 VXL TE
8D FQDN 7 RLZAERINTVE UL H B ITEFRL TSI,

# 7. Active Directory ® § R T2 —#—(BARM%A UPN & altUserPrincipalNames Z#->TW& 9, Ch
5(3a—%—o UPN #38E€9 % LDAP T~ ~UTT,

UPN Ta—%—%#%E$3HE. Windows id. £9° (UPN 28B33 70D IDICEIVT) RED KXY
TEATAIZA UPN 2, Sild TRBUPN ZRLET. — I 3100 2VEE. BRI UPN ZRLETH. Chid7
FLAFDEBBZ XAV TRREINZ DB ET,

BFEAE T v E VI —E R

HEEBAZE ICBARE % UPN A& & i LWig &, Active Directory 3 EHICX L TERAG ARMBREZ
'x509certificate; BEICRETZA T2 a>ERH - TVET, TOLSAHAZTEI—F—ICHRT 3701, O
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YEa1—4—I3ERECOBEZEVEDEZIUNTEEY (FIAILFTRE—DRX1YT),

AEINTWAA S arvaEERTR . A—H—DNI1—H—TAU Y rEEELTIOREDREZ LIFD
DOEEEN IO R A VIRIETHERINS L SICLIEDTEET,

TALZAMIERORXA DB O A—H—H R XA 2 ZBERIICIEE LA WEE. Active Directory @ rootDSE
MEERAENY Y EY I —EXDEMZIELE T, ChIFBEITO—NILAZOTIDVICEDN. 74X AD
FTARTH x509certificate BEDF v v aba—%F>TVWET, COIVEa—4—I& MHELIFICETVT
FEBORXAAYTA—H—THhoY b 2ENICRETZ-OICERTEIET,

OJF Y RXA >y bO—5—OEREIHE

ﬁ%%ﬁil@%ﬂ@ I‘“X’r‘/:l\/ FD-?-b‘@iﬂ%%é‘ wu\nE‘uK@l‘X’(/j/ ]\I:l 7 b‘@ﬁﬁ*h'(b‘%?’]‘
ZIRELTHIRI 2. OV ZBMU L TBIST 2 DICERTY,

KX >y bO—5— ORI

Windows Ic3t LT, OF# > THED Windows KX >y hrO—5—%BEIMNICER S €35 0IC. Imhosts
7741 (\Windows\System32\drivers\etc\|mhosts) ##md % Z & T. Windows Y>> HMERT 3 K X1
>aArbO—5—OUR+ZEBATHNICKRET S EHNTEEY,

BEZOBFICIE Timhosts.sam) CWSEDH Y TILT 7AILHH D 3, BITRD 117%EBMLET,
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Z T T T1.2.3.41 1& Tmydomainy K X->T Tdcnetbiosname; WS EgiDMTII5SNTVWB RXr>aY
FO—Z5—DIP7RLXRTY,

Higggic. Windows v Vg2 iEs®REFERL T mydomaln ICAJAYLES, TNAYVEVINET LIS,
COERZRDETHRENHD CCICERL T EEL

FERAFRORXr >y bO—5—DH5

Windows (2O # VEIC, A—H—%20OJF VIR R XYY FO—5—% MSDOS IRIBLHICKREL 9,
ZhxESEBT3ICIE. O R7O0> 7 T fecho %LOGONSERVERY ) %#3R1TL 7,

wu\u[E‘k—Eaj_él:ldw:\ ZOOAYYRTRIN/-OVEa— g_‘k-1%ﬁ nxd,
ThHOYREEARY FOBEMKE
F74I LT Windows KXY bFO—F—EREBTHUY FEEOIEZEMU L TVLERA. Chid. &

N=TRIV—ITF4Z—T. EFa )T REDEBRIS—ZNLTHETETET, BT, RXr>O
hO—Z—iFtEXaUFcOJ 777 IILRICEMOARY FOJIBREZER L £,
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File Action View Help
o= 2@ = B

=] Local Computer Policy Palicy - Security Setting
4 & Computer Configuration ) Audit account logen events Success, Failure
I Seftware Setfings ) Audit account management Success, Failure
A 2 Windows Settings | Awdit directory service access Me auditing
I [ Mame Resalution Policy | Audit logon events Success, Failure
=] Seripts (Startupy/Shutdown) ] Audit object access Me auditing
4 S Security Settings
4 [ g Account Policies
[ g Password Policy
b L Account Lockout Pelicy
b [ 5 Kerberos Policy
4 _a Local Policies
B Audit Policy
b 4 Wser Rights Assignment
[ g Security Options

kT Wimdmse Fisssanll wdbb Adhssmead Camiisig

2| Awadit policy change Success, Failure
2| Auadit privilege use Failure

L] Auaelit process tracking Me auditing

| Anaclit system events Success, Failure

AEPFAERREE O S
AAEOBMMETF T v o

AY¥— b H— RiEBAED DEREFAE (MZEFXF—FE) LTIV RR—bINBE KOOV RTHRIETET £
¥, certutil -verify user.cer

CAPI OJ 0Bk

RXqr>arbrO—5—1—H—IPYTlE. IRV FEa2—7—%B W T, Microsoft/Windows/-
CAPI2/Operational Logs oOx> o2 GxMbE L £7,

CAPIOZE. KDL PR b F—THIEITE X9, CurrentControlSet\Services\crypt32

fi& A

DiagLevel (DWORD) ML ~JL (0~5)

DiagMatchAnyMask (QUADWORD) ARY LT 1 LE— (FRTIC OxFFFf 2 M)
DiagProcessName (MULTI_SZ) 7Ot RF (fzr xiE. LSASS.exe) IC&BT1ILE—
CAPl o0y
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Ayg—=o

Fr— 2 DIEE

X509 472z b+

Fr—2RY S —OWEE

IS—Xyg—o

I>—3J—F

EEINTULARVEERS

FFRAEASDF T v I TS —

SERAE AR S —

Kerberos 0%

A

LSA #* CertGetCertificateChain # 3—JLL £ L
(ERET)

LSA #* CertVerifyRevocation # 3—JL L & L7z (4
REL)

BT R TIE. EAZ CEEBRERMY X+ (CRL) A
AppData\LocalLow\Microsoft\X5090bjects i >~
TENFET

LSA #* CertVerifyChainPolicy # a—JLL & L7z (/X
FA—Z—B)

3598

A —bA—RiFAE %, AAEZFERALTCOYEa—
A—OHERAER F T B LEETT 3)L— MRS
ARTICERTEEHEATLT

iEBAE CRLECHAR T Y MK > THEESNAETRL R
PERY— b A—RDOCRLZAT>O—RTETEEA
Tl RMFTvIHBEAEDRE. ChHRERERC A
TOTFAhKRBLE T, HRZE A+ —EE €0
2avESRLTIRETWL,

SERREA O A VICEL TVWER A, T xIE. H—N
—ERAE 7o I3 BB AFAZORIREMEDL H D £ 7,

Kerberos O/ #8%tT3ICId. RX/>AY bO—-5—BLUVI VY RA—HF—II Y ETROLSZ M) ERE

L%,

N1T (EXOEEn] i@ [DWORD]
CurrentControlSet\Control\Lsa\Kekbgtesdtarameters Ox1
CurrentControlSet\Control\Lsa\KelKeebdx\Pagieveters Oxffffffff
CurrentControlSet\Services\Kdc KdcDebuglLevel 0Ox1
CurrentControlSet\Services\Kdc KdcExtraLogLevel Ox1f
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N1T EDHH] f& [DWORD]

Kerberos OZ 13> X F LA ARy rOJICHAThE T,

s MEETEIRVIIAE] BREDX v E—JRBMHMNEETY,
c RD2D2DIS5—I—FIIFEREHENDOHDOT, ERLTLHEHD LA,

- KDC_ERR_PREAUTH_REQUIRED (BAFID KX > 3> bO—5— OBAFERMEDDICHER)
- FEA%HIS— 0x4b

AR O Ay E—2

CCTi A—Y—pEERAEZEAL TAJA Y LIBEICR XA bA-5—6LUT—IRT—2a vl
ATSNn3O0J7T2 R DOFUC OV TEHEAL T

e Xy kO—3>—CAPI2O7

e FXr>arvbrO—F—tFallFo«0Y
Virtual Delivery Agent (VDA) £¥a2UFs0%
« VDACAPI O

« VDA X7 L0

KXsr>a>rO—>—CAPI2 O

OJFAVEICEAC >y bO—5—EHFUH LTOREZRIEL. —E0OJ T U ZROERTERL &
ERS

Operational MNumber of events: &

Date and Time Task Category

#1 Information 21/06/2016 15:14:54 30 Verify Chain Policy
(i) Informaticn 21/06/2016 15:14:54 CAPIZ 11 Build Chain

(i) Infermaticn 21/06/ 2016 15:14:54 CAPIZ 90 X509 Objects

(i) Informaticn 21/06/2016 13:14:34 CAPLZ 41 Verify Revocation
lG:JIﬂErnn'rlati-::nn 21/08/20168 131434 CAPIZ 40 Verify Revocation
@In!‘nrmatinn 21/06/2016 15:14:34 CAPRZ 10 Build Chain

BREARY O X yvE—TF VDA ICK > TIREHINZEHEICESIVWTFI—YZ RIS R Xr>a>y hO—
S—_FkiC lsass.exe #ZRR L. FOZYM (KpRY) EREEL £, 4RIE TERROR_SUCCESS) r LTREh
£9,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCESAFBTF18737ADAAADSCEFDOCCT505C41 76 .cer
[ subjectName] fred

- CertificateChain

[ chainRef] (FFO3F79B-52F8-4C93-877A-5DFFE40B9574)
- Flags

[ value] 0

- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT6-9B1C-49FEDT86318F)
[ SeqNumber] 1

- Result

[ value] a

RXs>ayerO—S—txalrFo047

RXA>a>bO—-5—F—E0OJFA VARV ERRLET FEBAIRY NI 4768 T. fHEZEALT
Kerberos Ticket Granting Ticket (krbtgt) ##fTL £,

CNEDFIOXYyE—JIF. FXA> O bO—5—ICWHLTRHTEIT—N—DIPVTHAIY FZRRLET,
INEDBOXYyE—TJF RXAYOAY O—F5—Ix L TR D DICFERINZMLL krbtgt ICBT 32
—H—ThorrERRLET,
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Keywords Diate and Time Source Event ID  Task Category o
‘az‘,-ﬂwdil Success 21/06,/2016 15.14:56 Securiby-Auditing 2624 Legon
A, Audit Success 21/06/2015 15.14:56 Security-Auditing 4624 Legon
C&‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations
oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service
©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
gk_.ﬂ«udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon
), Audit Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon w
Event 47638, Security-Auditing x
General | Detsils |
@ Friendly View () XML View
+ System
- EventData

TargetUserName fred

TargetDomainName CITRIXTEST.MET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106

ServiceMame krbtgt

ServiceSid 5-1-5-21-390731715-1143989709-1377117006-302

TicketOptions  0x40810010

Status Ox0

TicketEncryptionType(x12

PreAuthType 16

IpAddress ffff: 192,168,010

|pPort 49348

CertlssuerMName citrixtest-DC-CA

CertSerial Number 5F0001D1FCA2ACI0F36879CEECO0000001D1 FC

CertThumbprint 23BCE5AFBTF18787ADAAADSCEFDQCCTS05C417EF

VDAtFal7rs0OY

OJF ARy MIET 3 VDA EF 2 U T BEOSIFA RV~ ID A 4648 DT> b UT, winlogon.exe IZ &

DEBINET,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
£ n b
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System ~
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI O

CoH > 7LD VDA CAPI OF1d. lsass.exe hSB—DF 1 —YEIIREBLURIHES -7 > X%ZRLTED, KX
1>y hO—5—HAE (dc.citrixtest.net) Z#EELTVE T,

(1) Information 21/06/2016 13:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 13:14:34 Cap2 11 Build Chain

(1) Information 21/06/2016 13:14:34 Capi2 90 X309 Objects
(D Information 217062016 13:14:34 CAPI2 41 Verify Revocat...
@ Infarmation 21/06/2016 15:14:54 CAPI2 40 Verify Revocat.,
':D Infarmation 21/06/2016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA > X7 L0O7

Kerberos O h Mk INTWVWEEE. X740 1d. T5— KDC_ERR_PREAUTH_REQUIRED (##32L T
NEVWERA) . KerberosOJ# >Hth L e 2R~ Winlogon 50> cUZRRLF T,

(i) Infermation 21/06/2016 15:14:56 Winlogaon 700
I!-;'I'Erri:lr 21/06/2076 15:14:54 Security-Kerberos 3
< il | 5
Event 7001, Winlogon H
[ General | Details |
®) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESB383-TCF3-4331-91CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 >
- Timal raatard
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IVRI-Y—IS—Xvt—9

CC T Windows O F > R—ITA—H—ICRTINZ—MHBIS—XAvtE—J0—EZRLET,

RICNBIS—AytE—

EYR IS —RBFIINXT—RTT,

SRFLCOTF Y TEERAT L. BRIERZER
TEEFHATLE, /[2OERIF. B R—FIhTOWEE
Aoo

SRTLICOJF Y TEEEATL . BEEDDHICE
RN AY— b Ah— FEERENMERTE EEATL

RIEBER

EEEH

HEAH L VBRE

AV a—42—da—Y—HDEWNREHES L UWEF
—ZFoTVWB AL TWETH. Kerberos kX
YAy hO—S—HEGEZIESTLE LT, CDRED
TKerberos 7] #BBLTLET W,

RXA>OY b O—F—ICBHTIRVLA. FX1>O
YhO—Z5—ICAY— b A—REBiHEZ Y R— ~ 9 55EA
ENMERINTVWEEA. TKerberos sBaEl. MR X1 >
J>bO—5—8B8El. £fld TRXr>d>bO-—-3
—1 AEFAEDO R XA >V bO—5—%ZERL £, C
NFBERTMEN DD £9., BEOHAENEMCR
ZBBETHRAKTY,

FREEERRE © )L — MERAZEA O — AL OV Ea—F—(C
AVRAL=ILTNTWELA, MHEAZSC AF—EiE)
ZBRLTIETL,

CHIFBE. HAEOIRFNMELIRESNATLARY
M RSAF—HIEITEFZERLET 2048E Y
i) o

o AX—hH—ROTAVAD R X1V %ERLET: http://support.citrix.com/article/CTX206156

o AV —rA—ROTA YR T—: https://docs.microsoft.com/en-us/previous-versions/windows
/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)

« CAPl O mER: http://social.technet.microsoft.com/wiki/contents/articles/242.troublesho

oting-pki-problems-on-windows.aspx

« Kerberos O o&E#k: https://support.microsoft.com/en-us/kb/262177
e H—RN—FT s DHAAKBEEFEFAL TCAY—MI—RAT TV ZEHUTEZIOHDOHI RS 1>
https://support.microsoft.com/en-us/kb/281245

PowerShell <> RrRL v

April 7,2023
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https://support.microsoft.com/en-us/kb/262177
https://support.microsoft.com/en-us/kb/281245

SYUFIIBREBEATIRIITFL—YavBEY—EX (FAS) 8BI> Y —IILbERTI£3H. PowerShell >
R—T A RCIEEDFMEBA T aroAHBDFEFT, AV —ITIIFERTIRVWA T V2 FERHT 355
PowerShell D&% #8 L TER%E1TS % Citrix TIZE8HLET,

RDAT Y RIC& >TFAS PowerShell <> RL vy BT E T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

PowerShell 7 > kKo Tid. Get-Help <cmdlet name> #EHLT. AV KLY FOALTEZRRITI T,

FAS PowerShell SDK a< > KL w MMZDoWTE L < IE. https://developer-docs.citrix.com/projects/feder
ated-authentication-service-powershell-cmdlets/en/latest/Z 8B L T 723 L,


https://developer-docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/latest/
https://developer-docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/latest/
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