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A Enabling device posture will impact the subscriber
experience

Device posture scans all user devices before allowing users to log in. Users
who have already logged in must have to relogin to enable device posture
service to scan the subscriber devices.

If users have not installed the device posture app, they are prompted to
download and install it.

Device posture will be enabled to subscribers in a few minutes (sometimes
up to an hour) after it is enabled on the Device Posture page.

Enable device posture in test mode (optional) @

| understand the impact on subscriber experience.

Confirm and enable

5. #200w I LTHRBL. ZBMICLED,

FNARARRF v H—EIBTFIF E—RTEMICES>TWVWBRIBEE. TNAT XA RIAFYDER—LR—JICEFDOIL
EERTEIAERRRINE T,

Home » Identity and Access Management » Device Posture

DEViCE POStu re Device posture is enabled (Test mode) ‘

Create device posture polices to enferce application access based on the end user's device

o Device Posture is enabled in test mode. Go to the Dashboard to view activity
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IDashboard

—

Filters

 POLICY RESULT

[Home > Identity and Access Management > Device Posture

Device Posture Device posture is enabled (Test mode)

(Create device posture polices to enforce application access based on the end user's device

@ Dovice Posture is enabled in test mode. Go to the Dashboard to view activity

Device Scans  Integrations

Diagnostic Logs

TN -

‘ Policy-Info = "Key-Word" ‘

Compliant

Non-Compliant

Login Denied Results are limited to the first 10000 records. Narrow your search criteria for more relevant results. Export to CSV format

Time Policy info Pollcy result Operating system Info code User name status +
> 2024-04-0113:4251 DeviceCert Compliant Windows N/A N/A @ Success
> 2024-04-0113:32:22 DeviceCert Compliant Windows N/A N/A ® Success
> 2024-04-0113:29.01 NoMatchingPolicy Login Denied Windows N/A N/A @ Success
> 2024-04-0113:28:58 Geolocation Compliant Mac N/A N/A @ Success
> 2024-04-011219:16 DeviceCert Compliant Windows N/A N/A ® Success
> 2024-04-0112:19:14 Geolocation Compliant Mac N/A N/A ® Success
> 2024-04-011214:09 NoMatchingPolicy Login Denied Windows N/A N/A @ Success
> 2024-04-0112:14:06 Geolocation Compliant Mac N/A N/A @® Success
> 2024-04-011212:51 DeviceCert Compliant Windows N/A N/A @® Success
> 2024-04-011212:09 NoMatchingPolicy Login Denied Windows N/A N/A @ Success
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Citrix Workspace a) o IF adaness -
Citr service
Device Posture
DA Device Poshare SErvice 3cans the endpoint devices for complanc i ookCes Sefriesd Ty the SATiNatratorn Leam More
o a4 Icomplete - Unexpected Ever
StareFront Failed to save endport detads. contact Citvm support.
Amion taiker  Logon Densed
Citrix Daas
R Recommended fix  Troubleshoot | or contact Carm Support
Citrix Cloud Connects

Secure Private Access %> 2 R— RDTFNA RRAF v IR+

TNARRRF Y HF—ERDARY bOJZRRTBICIF. ROFIEZETLET,

1. CitrixCloud icr>1> L &9,
2. TSecure Private Access) Z-1JLT. &8 #0Uwo L. &y aiRk—KR] #9UvILET,
ZMOJFvy— D TEISICKRTI V0% 0)v o938, TNARARAFvARY FOTHRRIINE T,

Diagnostic Logs @6198? Device Posture Logs 0
Filters
sv-Info = "Kev-Word" rch
POLICY RESULT ‘ Policy-Info = "Key-Word Last1Week N ‘
O compliant
O Non-Compliant
O Login Denied Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
Tue, 11 Apr202311:47...  NoMatchingPolicy Non-Compliant @ Success Windows 85562ba3-7fc8-4839
Tue, 11 Apr 2023 11:45:..  NoMatchingPolicy Non-Compliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr202311:45:..  NoMatchingPolicy Non-Compliant ® Success Windows 24182959-e7cd-429d...
Tue, 11 Apr 2023 11:44...  NoMatchingPolicy Nen-Compliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr 2023 11:44:..  ms-MEM Compliant @ Success Windows 0dd908ad-b8ec-484...
Tue, 11 Apr 2023 11:43i..  ms-MEM Compliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr 2023 11:42:.. _ms-MEM Compliant ® Success Windows cb57315f-48f7-45¢h-.
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Home > Identity and Access Management > Device Posture

Device POStU re Device posture is enabled

Create device posture polices to enforce application access based on the end user's
device

Dashboard Device Scans Integrations

Last 1 Week N

Logging and Troubleshooting

Diagnostic Logs (O

Device Posture ()

‘ 397

@ Compliant 162
Non-Compliant 113
@ Login Denied 122

See more

e
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o RS —DER ([ZR]. [FEER]. (OF 1 VET]) ICE SV TREEZZDAD I ENTEE T, #FHAICD
Wik, Ty 28R LT IZT 0,
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October 21,2024
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Access )V —2X (SaaS. Web 77U, TCP. UDP 77 V) IC7 2 RXTBHICIY R FNA AW B THREN
HIBEDEHZEEENBH T EDICRIDISTR R—ADY ) 21—23>TT,
IVRTFNARATTNARRRAF Y Ax v UERITTICIE. BET )7 —> 3> TH 3 Citrix EndPoint
Analysis (EPA) 25147 b EZDTNARICA VA M=ILTEHBEBERBD T, TN1 X RIF ¥ F—E XL
Citrix UV =X L EPA O SA 7Y FDORMIN—a > TEICRITINET,
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Windows SEPA V517> D7 v T L—R
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ARRAF v H—ERCERYEDHZ EPAISATY FORMN—3 U TRITSNZLSICADET, BEI7 Y
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EPA 517> DO

EPA U 517> ki, Global App Configuration #—t X (GACS) %714 Citrix Workspace 7 1) 1 > X b —
F—ICBMESINIEPA. HB5WVIEV I NI TEAY I ZFERALTRBHTEEY,

« Citrix Workspace 7 7 t i SN EPA UV SA 7>V b (1Y A M—5—EPAUSA 7Y AV X b —
S —I&. Windows @7 Citrix Workspace 7 71 2402 LTSR X & TN TWE T, ZOHEEICED. TV
K2 —4'—Ii% Citrix Workspace 7 7V %A Y XA b—J)LLTBICEPA US4 T7 Y b RERBICA Y X b—ILT
BRENLCADET,

Citrix Workspace 7 7V O —& LTEPA O SA 7o b EA VA =)L T 3ICIE. ARV RT 1Y
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Never;vpn_mac:Always;vpn_Llinux:Always;\""

add rewrite policy <rewrite_action_policy> "HTTP.REQ.URL.CONTAINS(\"
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