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Linux OS Tl F v 7F v 2FHTHICAD £9, COMEEIR. REShEY Y RIPRMEIATVLS
NESMIEEELS T I T+ 7T,
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DzsIMELET,

R > —i% PowerShell & & T Web Studio THEETE £7, 2L <I&. Virtual Apps and Desktops To App
Protection m##p1 #8BL T LIV
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TEMCHEDET (EBEDOF v /FvERIFF—R— FOBREFPUELRFED APIEUEL), 2&D. T0
App Protection R > —id. AZXZLOBMBICEBRERININY A—Y— LIS L THREZIRETT X7,
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Citrix App Protection RU S —id ICAT 7 A ILRY. BREBZARL—TFT o VI RATFLOAVER—2
VREHRMICEHELET, RS —DEEHRZHRDH. BB AZIVRA—XY FOBRMNBRIAEE
BEBEHRESINIHZE. Citrix 3 R— b ZREETIHVWIEABD £,

App Protection i1 > X F—LTNTWVWEH DFER
Windows &7 Citrix Workspace 7 71

Citrix Workspace 7 U N— 3 > 2212 LIBETIE. App Protection 77 4L TA VR —ILENET,
L. A== [1 VX ~—IL#%IC App Protection 283049 3] Fx v IRY I REFVICLIEHESHICE
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@ Citrix Workspace X

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Cancel

+ Citrix Workspace 7 7 o/N\—> 3 > 2311 LIR&:

& Citrix Workspace

Add-on(s)

D Start App Protection after installation (%)

A

Install Cancel

2212 &0 #io Citrix Workspace 7 71 ®/N— 3 > Ti&. Citrix Workspace 7 7)) d« > X b—JLEHC [App
Protection #5%1iC 93] Fxv IRy I R%EF > LIFEICDH. App Protection 1> X k—JLah. 774
T TEREICRD T,
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@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.,

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.

For more information, contact your system administrator,

Install

Cancel

App Protection iZ. STOPPED K% 7-i3& RUNNING REDOWIFNHICHD £,
H—EXDOREZHERTBICIE. ROVWVTNDDOFIEERITLET:

« Citrix Workspace 77U dN— 3> 2206 LIEOBEIF. ROIATY RERITLE T,

sc query appprotectionsvc
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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[E¥ Command Prompt

Microsoft Windows [Version 10.0.19044.2604 ]
(c) Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32sc query appprotectionsvc

SERVICE_NAME: appprotectionsvc
TYPFE - 10 NTNl?iﬂWNipROFFQQ
STATE : 4 RUNNING
(STOPPABLE, NOT PAUSABLE, IGNORES SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)
SERVICE_EXIT CODE : @ (0x0)
CHECKPOINT : Ox0
WAIT HINT : OxO

C: \WINDOWS\system32>

« Citrix Workspace 7 7 d//N— 3> 2206 £ DHIDHFEIF. ROAYY RERITLET:

SC query entryprotectsvc
<!--NeedCopy-->

:\Users\ rims »sc guery entryprotectsvce

[SERVICE_NAME: entryprotectsvc
TYPE : 10 WIN32 OWN PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN3Z2_EXLT_CODE @ (Bx9)
SERVICE_EXIT_CODE : (exe)
CHECKPOINT
WAIT_HINT

=N

2212 & b aiom Citrix Workspace 7 71 @/N\— 3 > Tl&. Citrix Workspace 77U D1 > X b —JLEFIC
[App Protection #E#ICe 3] Fxv IRy IREFVICET . BIRO ATV RERTLTREEF T VY
LA o7ciZa. ROIZ—XvtE—INRRINET:

C:\Windows\system32>sc query appprotectionsvc
[SC] EnumQueryServicesStatus:0OpenService FAILED 1060:

The specified service does not exist as an installed service.

I F T ERIRETO App Protection 0EhfF

App Protection @&ifEid. App Protection RU S —THEEINLUY —ZANDT IV ERAFEICE>TRED T,
ZD&S5HNY =22 LTI Virtual Apps and Desktops. Wi Web 77U, SaaS 7 7UnH D £d, UV —
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2Tl B R—bETNB%10 T+ 7D Citrix Workspace 77U 0S54 7> & fld Web 7505 —%=FERALTT
2 ATEEY, App Protection IZRIBICK > TEARZAETHELET:

o HR— kTN TL AL Citrix Receiver % 7z1& Citrix Workspace 77 ') - App Protection /K1) & —T
BRINTEUY—AFFATETEHE A

o HR—brIhTL3 Citrix Workspace 7 71U ®/N\— 3 > - App Protection R > —THERIhiU Y
—XDFIEEIEETH D BENICEEIL £7,

+ Workspace X +7 URL ZfER L 7=/\r 7'\ v RiE28) - App Protection RU > —THElichizU YV —2X
I3 EICFIATIEETY, Workspace R b7 URL #ERHL T Web 750 —TU Y —IXEERICEET SIC
l&. TWorkspace m/\1 71U Ko App Protections #88BL T T,

« StoreFront X ~ 7 URL ZfER L7=/\1 ') v RiEE) - StoreFront A X2 <1 XA BEAIThTULWAR WS
&. App Protection KU > —THERINY Y —IZERFTI £ A, StoreFront X ~7 URL 2R
LTWeb 7505 —TUY—XEEEICEET 3IIE. TStoreFront /N1 7w RiEEHIZ K 5 App
Protections Z8BLTLEEL,

LUTO&HTTRENBREINE T !

o BEEYT v 7F v 335 - Windows @i+ Citrix Workspace 7 71U & & Uf Mac @i+ Citrix Workspace 7 71)
TiE. REINED P FUPBEICKRIINTVRBEICEMICRD 9, REZBEDICTZHESIF. TR
TOREV > FUERIMELET, Linux @i Citrix Workspace 7 71 Tld. RSNV 1 Y RUNRT
IT1TRBEICEMCHED EFT, REEZEMCTIHEESE. TRTOREVr Y RIERALET,

s F—ON—WE-RESNT Y RIICTA—ARDBIHEICENCHD T, REZEMICTIHEIE.
TA—NRZERNDT 1V RIICBBLET,

App Protection (& > TIRETN AR

App Protection (&% ® Citrix U« Y R O%RELFT:

o Citrixtrr>1>o 1> RY

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13


https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/app-protection-hybrid-launch-workspace.html
https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/app-protection-hybrid-launch-storefront.html
https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/app-protection-hybrid-launch-storefront.html

Citrix Workspace 7 71

© Workspace

IIIIIIIIIIIIEHHIIIIIIIIIIIII

+ Citrix Workspace 77U D HDX v a>o1s Y Ry (BEXIRT I by TRY)
.u__._._.-g\.--u...-. ERP R p— . |

s TILITH—ERRRTO4YERD

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Citrix Workspace 7 71

(€ Citrix Workspace Q BB
‘ Home

Apps

B ‘e ‘¢

Desktops

o Web && 0 SaaS 77V

- Windows @is Citrix Workspace 7 71 & & T Mac @i+ Citrix Workspace 7 71 - Citrix Enter-
prise Browser ©. Web 7 71J ¥ SaaS 7 7% B & 9, Citrix Secure Private Access IZ& D 7

Z1J\C App Protection RU > =BT TV 33%BA. App Protection i34 7 ICBER TN E
ED

(@ Citrix Workspace

cifrix

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15



Citrix Workspace 7 71

- Linux @i+ Citrix Workspace 7 7 - Citrix Enterprise Browser gt R— ThTWEH Ao

App Protection (& > TREINAVAR

« FES—> 3> N—o Citrix Workspace 7 7 74 2> DL FOIER:

- x>t H—

- BELREDIRTOUVY
- BARE

- B0 LDFVY
- 1427 Tk

s BEFX v /FyWETRETRI by T2 REITBZEZBRLABETH, 2 —RRETRI by TR
OTFFTIDoEEEHETEET, El. RETRI by TOIMBICHBZ T TIICDVTIR. RIU—22
Sy bEwBED. RETFTRI by TZRBLIEDTEZILIEITIE Ao

HIFREIE

UTOHIRIFERRETHEELET:

e« RDPtvy>a>YRT7otEX9 %L, App Protection "E#IZ4A > TL S Virtual Apps and Desktops
oESHIOvIIhET,

+ RDP v 3 >R TId. Citrix Enterprise Browser Z £/ L TRHh N7 Web 77U E & SaaS 771
Ti& App Protection idtR— b T hEtHA.

« App Protection i&. 7N KRYy FTELUVTILFERY FOFVATIEHR—FINEH A

o Citrix Workspace 7 7 #7zi& Citrix Receiver D% R— I TVWAWN—I a3 V5 EET 384, App
Protection g R— I FEHA, CDHBE. VY —RFERTICED £,

« App Protection ##ent Virtual Apps and Desktops ICBR TN TW3i5E. RENVEZFERAT 2 L HizEm
HEWFEZZTDTEELHD X7,

+ App Protection #ge% # z 7= Citrix Workspace 77U i&. AFOERE B3N =ERT3M0LzE )
TaV)a—>arEEF7 ) CEREDNBRVEEDLHD £T,

« Citrix Secure Browser Ah'5 1)V — X %283 3B 4E. 7zl Remote Browser Isolation ZfER L T
YV —%EEET ZHE. App Protection IZHR—FENEH A

« Linux @i+ Citrix Workspace 7 71 Tld. App Protection i1 > X b —ILENTWBIHE. X+ v TT7 7
Dy—oa zERATEEEA.

O>7F X MZET< App Protection

J>TF X MIEDC App Protection iIZ& D, 2—H— A—HF—DFNA R XY bT—IRIFvHRYE, 1—
H—0H Tty bEZEHFICL T, App Protection R > — %A DRTISERATI £, L UL ROZLEZ
SRL T TV

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16



Citrix Workspace 7 71

» StoreFront @ O> 7% X ~MIED< App Protection
+ Workspace ®O> 7+ X ~ZE-3< App Protection

N1 7y RiEgd App Protection

Citrix Virtual Apps and Desktops ®/\1 7' U v Rigghid. 75 w4 — (Citrix Workspace for Web) #5
Citrix Workspace 7 Zuicag 1> L. %41 7« 7@ Citrix Workspace 77U TF7 U r—>a>sEAT
ZHBEDEMTT. N1 Uy RrWSBEIE. 32— —7 Citrix Workspace forWeb 7 7V e %1571 7D
Citrix Workspace 7 7 oA EHETU Y —RICELFKE L TERT I ZEKL £ 9. App Protection 3.
Workspace t StoreFront TN 7w REEFEHR—FLTWVWET, #FL<IE ROTBEEBRLTLES
L

» Workspace m/\-1 7'\ v RiEg&d App Protection
« StoreFront @/\-r 7w RiESNIC & % App Protection

Y RTLER RS

April 30, 2024

AT LEMH

HIRRMHE LT, EEEER%EZMEA L T Citrix Workspace 77U %1V A —=JLLTLES L,

Citrix > FR—x> bORIN=D 3>

+ Linux @i+ Citrix Workspace 7 71J) 2108

« Windows @7 Citrix Workspace 7 1) 2203.1 LTSR

« Windows [i7 Citrix Workspace 7 1) 2002

+ Windows (X ~7) m@i7 Citrix Workspace 7 71) 2305.1

+ Mac @i Citrix Workspace 771 2001

« StoreFront 1912 LTSR

« Delivery Controller 1912

o B34 Citrix 12> Ro #L<IE Citrix 0EZEBHEEF Citrix N— b F—IZBBLEDLEL LT,

PN
a—4'—H App Protection #H7R— kL TWARWT /N1 X £7id Workspace 77U DN— 3 V% EF
LTWEHBE REINLUY—RITIELATIELA, FEINTU Y —XIZIE Virtual Apps and

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17


https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/contextual-app-protection-storefront.html
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/contextual-app-protection-workspace.html
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/app-protection-hybrid-launch-workspace.html
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/app-protection-hybrid-launch-storefront.html

Citrix Workspace 7 71

Desktops ® Web 77U H LU SaaS 77U L& EN £ 7,

Z1EVX

ROEITa>TlR B, 75y b7 r—L, -5 —XIZETWVWT. App Protection #FIHTE 53 £8%
HREEOSIEYRIZOVWTHBELET,

ITEEDO VDl ITEEDOVDIDIRTOIT > 3> T, App Protection 7 RA > LTRIATE &9, L
<id TITEED VDl Z8BLTLET W,

N1 IN— X4 —5—mit Citrix DaasS

o Azure
+ Google
o« AWS

Citrix DaaS  TFeature Matrix for Citrix DaaSy ®s2%E <. TDaaS cloud Services) > Security and
Monitoring, > FTApp Protection) IC7 02X LTS L,

Citrix Secure Private Access App Protection i&. Citrix Secure Private Access D 22> K 70> Di(d
T7MILE LTHETEE Y, 2L <&, Service descriptions for Citrix Services; ®z2%E®D rCitrix Cloud
Services) > ICitrix Secure Private Access) IC7 XL TL T,

Citrix Universal t 7221 7> 3> App Protection I XDH—ERICEEFNTUVET:

« Citrix Universal Premium
« Citrix Universal Premium Plus

RDIT42a>YDF7RAYE LTHATEET:

« Citrix Universal Advanced
« Citrix Universal Advanced Plus

FLCIF CHELSDRFZBRL TSIV,

ARL—=FT A VIO RTFLTS Yy b THr— LA

App Protection R > —5 > &A1 LlE. BHETOIY RARAY MIA VX M=)l I N, EFHED VDA ICIE1 >
Ab=ILENFEHA, TDED. BEEIZBRBZDIETVRRA D EDARL =T VIS RTLDON=2 3 VT T

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18


https://www.citrix.com/products/citrix-daas/feature-matrix.html
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/citrix.citrix-daas-azure?tab=PlansAndPrice
https://console.cloud.google.com/marketplace/product/citrix-public/citrix-daas-for-google-cloud.endpoints.citrix-master-project.cloud.goog?pli=1
https://aws.amazon.com/solutions/partners/citrix-daas/
https://www.citrix.com/products/citrix-daas/feature-matrix.html
https://www.citrix.com/buy/licensing/saas-service-descriptions.html
https://www.citrix.com/products/citrix-daas/resources/citrix-universal-subscription.html

Citrix Workspace 7 71

¥, (App Protection i%. TCitrix Virtual Apps and Desktops ® > 27 AEH) BEOYR—bINEZF L —

FA IO RFLEICRARENTVWS VDA ICEHKTEET,)

App Protection #8&ld. ROARL —FT 1 VIS RFTLZETLTVWAIY RRAY FTHR—FIATVET:

« Windows:

- Windows 11 (64 £ FR)
- Windows 10 (32 Ew riRE LT 64 E v MR)

pE

App Protection &, Windows #RL —7F 1 > J > X7 LD Arm64 i Z & L o 7 /81 XTI

HR—bINELE A

« macOsS:
- High Sierra (10.13) LB
 Linux:

- 64 v + Ubuntu 22.04
- 64w~ RHEL9
- ARM®64 Raspberry Pi OS (Debian 11 (bullseye) ~—2)

pa

App Protection #fER Y 3 iZi&. Linux @i Citrix Workspace 77U |

1 VI RT7 LDIEHNIZ Gnome Display Manager A% E T,

BT R v I

Citrix Cloud R—XDEZDOERET R v I X

. UR— TR TWBARL—F

Citrix Cloud X"—z2 8@ it D & % App Protection #EEIZR D EH T,

HaE Citrix Cloud

RET7 VTR by 7DF—0O &Ly
A—XReBEF v 7F vk
Web %7:i% SaaS 77U o*—0O &L
H—WREBEF v TF vXIE
Windows @ DLL xt5& W

Citrix Cloud Japan

=4A

LWLz

IIN—=FRIVS—=FTTzok
(GPO) ZA L TIEL

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

19


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/system-requirements.html

Citrix Workspace 7 71

Hege Citrix Cloud Citrix Cloud Japan
DLL 3 DsFAI ) X [FWn GPO =/t L TIFW
Global Admin Configuration (=40 A1V

Service (GACS)

Linux @sBsE £ 72id /L7 —EX  BW AuthManConfig.xml =7 L Tl
T304 VEEOFRE L)

Mac ORBFE£ 7id /L7 —EX T GACS #/Y L TIFW GACS Z/T L TidL
SJ41 > BEORE

Windows OBsEE£7zid /L 7% — FL GPO /v L TIFW
EXTSJ 40 EEDRE

CAS App Protection 2o 1)—> &L (AIAY-
ayhaIRY b

JVFERMIET< App YW I—H—IZHEIVTIEL
Protection

RUS—DHIADKE lFwn lFWn

App Protection dtzF*a U788  1FL =40

BFIwvY

AO—AILT7FUDHET) R b &l Ly GPO Z7/Y L TiEWL
7 1 J)L2—-Windows

H—7AJL® App Protection - =40 GPO Z/t L TIEW
Windows

App Protection %4

June 19, 2024

CDzEETIF. Windows @i Citrix Workspace 77U Linux mi# Citrix Workspace 771 Mac @+ Citrix
Workspace 77U IZ& > THR— kI3 App Protection #8EIC DWW TEEAL £ 9,

F—0OH WK

ESEFERT 3. App Protection @+ —OH —x&EigEEICE D, A—H—DPYPEBEF—KR—FLXIU—-2F—
R—ROEATANLTVWETERIMPBESHUINET, F—OH—WEiEeEIF. F—OH—Y—ILHBTEFIIT
JERFTBHNC. A—RILFEIFOS LARILTTHFIMERSWUWLET, VFMT7VRIVRERAVMIAV R M=
Lenfex—0O0A—1F OS £FLRERFAN—DET—RZHAWMO. I—HF—HDHAHLTVWEF—IIO—70DK
OOICNYy atkINlcTEX b EF v FF ¥ LET, App Protection RS —id. 277U r—>a>e 52X

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20



Citrix Workspace 7 71

7 by 72T <, Citrix Workspace ®B3E4 1 7OV IZx L THEM T, Citrix Workspace i&. 2—%—»
BYIORES 1 7O 2BV EBREN SRESNE I, App Protection izFx—X bO—U%BESHL. BEETER
WrFbZzF—OA4—ISRLET,

BEET. ROBEOVY - L THF—OH—WEREZBMNCTB I ZBIRTITEY !

« Virtual Apps and Desktops

« #MW Web 771 SaaS 77V

o REFEmE

+ Self-Service Plug-in (SSP) E&

BEF v SF vk

BEF v 7FrdEE. TIUMRET7T V3 TR by Ty a3 Y RTEEDRI V-2 3y MPREE
HABEZHTET, BEF VY IFyY I U7 F¥ 7FyEEROIC TV ERHTE LA, 77U
ICE > TGERSNFEED Y L —RRICHED ET, £E. 7FVIERIE—F3EToEEEI >3 >ORHDICME
X v I7Fv LEHA, BEF v 7F vIEKEEIZ. Windows ©

HIDEYD & 24w F. Snipping Tool. Shift+ Ctrl + Print Screen £—(ZERINET,

BE¥ v 7FrdkOH 5 1 201—X7—Xid. GoToMeeting. Microsoft Teams. Zoom % X ORERZES
Web &7 77— 3 Yy THET—2OHEFERLEYT S22 TY, App Protection id. 7FUDMREIhTWS
HBEICWeb 2B TTHOEEZERI LT, BERLABVWHEZRTEY. COBBEICED. WET—2 885
BROTRAWVWT B AU ADEY, COWEEIR. T—2REZARTZIHZSORRZHOAV =S, REITh:
ERTOAVTSAT Y RRIEET,

EEER, ROBEO) YV —XW L TEEF v 7F vy WERZEMICT S ZERTEE !

« Virtual Apps and Desktops

+ tWWeb 77U SaaS 771

o SREEEE

+ Self-Service Plug-in (SSP) &Em&

E:

2O0DRETRI by TEREL. —ADRET XY by I TIZEEF v 7F v A REENEMICHR>TED.
H5—FDRETRAI by TTIREEF v 7F v IR EEDEWCR > TOVAWGE. BEF v 7 F v XI5
BEIEmADRET R by ZJICERTNE T, EE550RETFTRI MY TTHRIU—>o a3y bEiRD L
FTETEtE A

BEHF v 7F v WRDBIICE>TUVWBRET XY by F2R/MULIBETH. BEFT v 7F v I RIEEIE
BEF v 7F v WEREREO R WMRET XV by FIC5| SHRSERAINE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 21



Citrix Workspace 7 71

BEEF v 7F v D& & B

Windows @i Citrix Workspace 77U Tid. REINLUY —IXATEEF v 7F v HRTINIAEERH S
BEIC. BHERTTI£Y, App Protection (& > TRESIN B )Y —IZDWTId. T[App Protection i &
S>TIREINBZAAE] 2BRL T LIV (/en-us/citrix-workspace-app/app-protection.html#what-does-
app-protection-protect)

ROGEISBHNNRTRINE T !

s HEIFX Y /FyVY—IEFHALT. RIV—>ay hahHo7th. ETFERELIEDLELSE L
o PrintScreen ¥—%#ERALTRIU—> a3y hERBZSE LT

P
o COBHIE. ROV —=22 3y MY—ILORITHOA VY REZYAZCIC1IERITREINET, VI %Z
BEBLTEEAZF v FrLELS T3 BRVBERTINET,
+ Windows @i+ Citrix Workspace 771 2212 IBETld. 4> 1> Y RO EILTH—ER (X
7)) D4V RO TI7F4IETHRESNTLEE A,
DLLr>> x> a> ik

DLLr>y o arvsfidtxal) 7o nsatkIh. Citrix Workspace 7 7V #HEDRERT A1 FI v o) >
2547351 (DLL) FHEEFEEINTLWARVWED a—IhS5RELEFT, COLEBEETIRVED a -1y
v hanfiga. CitrixWorkspace 77V IEChSDNANERE L. ZOED 2 —IILOm&HAHEREIELE T,
¥, By a voORENICEETIZRVELIEIEEDH S DLL MigH S n/iziH4a. App Protection gty > a >
DOEFHZEITAOVIL. IT7—AXvE—CERRLET, I5—XvE—TJ%FHLC28. RET7 IV ECREBTRI by
IOy aUhETLET,

COHEEIL. RESNLEIRTORBT7T IV TR My 7o KU Citrix Workspace 7 7V OBEET 1 > K
(> 7L X XEF/StoreFront) ICERETE£T,

BREDEETEI RV, TLRBEOHS DLLARESNILAVR—R Y MIFRETRHA. <ICtEy>areik
L£Y,

Access 2016 *

I The digital signature on wfica32.exe is invalid.[Error 1116 (no error text available)]

— Copy text to clipboard

Close

COMEERETIE. BEINTVLARL, FLREBEROHSZ DLLATOv /SN EICEBMZEZRTLET, Xyt—
CEHALZ . RETFTVCRBTRI by IOy a3 VIR TLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 22



Citrix Workspace 7 71

@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.

REFER: CORBIRRARL—T 1 VIR T LORGEREANDT VX (DLL OFidk AHDBELIFED API IF
UHL) 2702V J T3 THELEYT, CNICED. COWEER. BRAICEBRINIEEDONZIZLD
NYA=Y=H5HRETITET, L. ARL—FT1 VI RTLDOEKL EBIC, DLL OFidAHICHHL
WHZEDRHTEE T, 5ITHRI O LAAEICHIELTVWEETH. BREODEEPRATIRTLRREZRILET S
CIFTEFEE A

Z otgelEx. Windows @i Citrix Workspace 77U N—2 3> 2206 IBETHR— TN TWET,
pE

IETid. Citrix 22sF@m @ & Citrix Workspace 7 Z7UBEBE Tl RV —>F v FF viHlEEr £ —0OF
SOMRIEEEN T 7 2L TERAINTVWE L. LA L. 2212 LIFE. TS5 DHEEIXT 7 4L M TEME
BO.RBERIIN-TRIS—FTOz I b =FERLTERTIHENHD £7, GPOBERIZDOVWTEHLL
i&. TApp Protection #piDiaES K1 2SR LT ET W

Microsoft Teams ® HDX &iEk & 0 B4

R#E kI iz Microsoft Teams i&. App Protection hE#i2% > TWL 3 Citrix Workspace 77 7 1J At Desktop
Viewer E—RDBEICDH. BEHEEZYR—LLET, Microsoft Teams T [AVFYVEHE] 20U wod
3¢, BEERAZa—ICROA T avhiRRINET:

s MWTWBT7FUEHETS [Vr Y RI] 723> -C0FFavid VDAN—T 3 2H 2109 LIFED
BRICOARTINE T,
cVDAT RO My T LEOOAVFTUVYERETS (TR T T3> -20FF 3 >id Citrix
Workspace 7 7 DRDN— 3> TOHRRRINET:
- Linux @i+ Citrix Workspace 7 71U /N—> 3> 2311 LIf&

- Mac @7 Citrix Workspace 7 71U /N\— 3> 2308 LU
- Windows @i Citrix Workspace 7 71U /N— 3> 2309 LI

A
Linux @7 Citrix Workspace 77U DBE. TRI MY THEF TS avIiET 7 4L ETEMDTHR>TUVE

T CNEEMICTBICIE. RD &K SIC config.json 7 71 )L UseGbufferScreenSharing/t5 x
—2—%ZEMLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 23


https://docs.citrix.com/ja-jp/citrix-workspace-app-for-windows/2203-1-ltsr/configure.html#enhancement-to-app-protection-configuration

Citrix Workspace 7 71

mkdir -p /var/.config/citrix/hdx_rtc_engine
vim /var/.config/citrix/hdx_rtc_engine/config.json

{

"UseGbufferScreenSharing":1
}

<!--NeedCopy-->

App Protection A"E%HIC%A > TV 3 BB I iz Microsoft Teams 1. REBE=ZZ—%@HICHE TE 3 Citrix
REEZZ—LA7T7rHBYR—FLTVWET,

HIPREIE:
+ App Protection B*E#IC7% > TW B RE W I 17z Microsoft Teams i&. O—ALT7 FUT7 o1 R
(LAA) B BMICHR > TWBRBTRY by JTOBEEEZ Y R— L TWEE A
e BCRZFEALEIZSOH -2 ToVRE, VAT LAY LAY TOVIEF v T F v
FIFHBETETEEA. BAZFVYIFrLELOETHE. BEVEEHLE LTRRINET,
b

Linux @7 Citrix Workspace 7 71U @i5&. Z O#eEld Technical Preview ERfICH D £9,

O—#4JLo App Protection (7L Ea1—)

App Protection i, TV RRAY b TH—OH—. BENSLUVEBEROHIRIV—VF v IF v I OBERETS
feoicimaInictxa T 2RHLE T, THE. App Protection #atix Workspace VY — Izt L TDH
RMINTVWET, COHERICED. App Protection #EIZT Y FRA Y b EOO—ALT FVICHRINE T,
Windows @i+ Citrix Workspace 71) 2210 L&, Windows /81 XA —AJL7 71U App Protection %
BETEEY,

Podio 74— L%EFEALT. COBEDTLE 2 —ICERLTLLIEETL,

RIS —DHRTADR

TS —BRE AtkLHEEIL. App Protection dBEEF v 7F v R AU S — e F—OH—HER ) > —HHIAS
NTVWBHEE. A—HF—DPRET7 IV ELRET RO by T2y aVICFIERTERVELSICLET, RUP—D
HIADBHINSE, RETFVERBE TR My Ty a I ETLED,

i

R —EABRERREIR. BRON—23 > TR TIAILETEMMIARBZFETT .

RUS—REAOBREZERE T BICIE. TR S —REABHOER] 28BL TSIV,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 24


https://podio.com/webforms/26963544/2062768
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/configure/configure-policy-tampering

Citrix Workspace 7 71

Txal)TFsEBBEFTvD

RO —BRETABEREEZ Y R— kL TWaRWN— 3 >0 Citrix Workspace 7 71U A5 App Protection R1
S—TEMIE>TWBERET7TIUSLVTRY by FoEEEZEH LTI Oy o9 3I2id. App Protection ot
FalTBBFIVvIEBMICLES,

P

XAV TAEBBF v IDNENT, EFaVTEBBF v IEHR—FLTLWAEWLWN= 3 >0 Citrix
Workspace 77Uz ERB L TW3IHE4E. App Protection R > —hAEBHICH > TWE vy avIid&T L
F9,

TFaVTABBF v IEBRTBICIE. TEF2UTBEBF v IDER) Z28RBLTIETL,
HIPREIE:

Microsoft Azure THhX kTt TW3 Windows Workstation VDA (VDA 2308) z{ERL TW3HBEa.
Fal) T EBEF v IDMGENICEHEEFELELE T, COFIRIEZ. VDAN—I3> 2311 IR THERINT
W& 9,

AT IRy 72+ 1) 4 TD App Protection

App Protection #gtld. 4TI KRy 7 F VA TIEFYR—bIhEEA. 47Ky FLid. Citrix Virtual
Desktops v > 3 »RTRI{TE N3 Citrix Virtual Apps # 71 Virtual Desktops tv>a>#EK®RLF9, ¥
TRy T2 F A TIE App Protection RU S —DEMICH > TWBERET TV T RO by FZEFHTEEHL
feh'. App Protection #EIS BRI EEATL .

Windows rF Citrix Workspace /8—< 3 > 2309 LU Tid. Windows JIL—T7HR US> —HEAIh, 4 TILK
w S+ 1) # T App Protection RU S —H BB > TVWBRERET TV ELUVTRI by 7OREE IOV I TE
BESICHDFE LT (AT Ry TEEZTOVI T3] FEEZEMITBEHAEICODVWTHELR, T4 T7)Lky
BE#ETJOvIT3RECENCTH] 2BRLTIRLTL,

App Protection 0 7= Citrix Analytics #—£E X

Citrix Virtual Apps and Desktops 2323 . 7T ET XTI avIcWMBI 21— -1 Ry hH&E
BN %9, Citrix Analytics for Security IZld. Tho5DA—HF—aI R hEERL. ZN5ICET 3:30ER%
RETI 3L ITH—EIBRREVWSHEENHD £T, LTV —EXBRZFERATI L. N1 —HF—aIRY K
ZREL. TN EUDT L, ABTEZRLD. EOLSBIA—HF—ARY MDEITINHZERL. IRV ED
BREIKIBSLTT I3V ERATEEY, LI —EZRRICODVWTHLCR ML T —EZBER] 288L
TLIET W,

TIVET RO Ly TOEILTH—EXBRICIE. AppProtection.ScreenCapturezW> 1R D&
EHHD. ChzEEALT. App Protection R S —HBMICH > TWBIRET U EHIETRI My IO

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 25


https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/configure/configure-appp-posture-check
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/configure/enable-double-hop-scenario
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/configure/enable-double-hop-scenario
https://docs.citrix.com/ja-jp/security-analytics/self-service-search

Citrix Workspace 7 71

=223y b ERBASELIENESHEHMTEE T, I—F— ARV FZERETEZIFEICDODVTHLCIE TR
VhETAIINR) VT TEIEDDERRI T ZIEET 21 Z2BRLTLLET W,

COH—EREIRDBERERBELET:

o« TNA1XID

s RESINTTTVDEA ML
« OS miBmfER

s BEIFVIFrOYV—IE

s HEF VY IFYDY—ILINX

Self-Service Search

20)=r 3y bOFFEIJ X b

Citrix Workspace 7 7. RE7 7V 52U bwF. Ffld SaaS 77U T. App Protectionx&o 1) —>%
Y IFoRERI S —DEMIBR > TVWBRFEIE. RoU—oay b IlzEFRALTERZF Yy ITF¥I52L
IFTETEEA

f=72 L. Windows @7 Citrix Workspace 7 71) 2402 ) U —RLFETIE. XU U—>> 3w hOFFATU R MEEE
EEALT. 77VZROV—=>203y FOHFA) A MIBIMTESLSICBDF L, COWMREEZFERT I . 5F
AR MMZEBREINLT TV RERL T, App Protection X0 ) —>F v FF v 3HAR ) —HEICHR->TWL
B2UYV—ROBEEZF v IFYvTEIET, 7TVZRoU—22 3y MU MIBMT3ICFE TRT)—>2 3
v REFRIU R S DB BB LTS L,

BE:

TFaVTARBEDMRTITE7D. SFAVIMIERINLET V2T NA XL TRAMET I3 L I3EE
HLEFA. FTAVRMIBERINLT IV Z S TNSa—Ta 20 RBEDDFUATHERL T, —KRIC
EERZHBETEIET, UTOFRHFICRS C e zb8HLET:

 App Protection OBEF v 7F v REEDEICA>TVB Y - & HIT, HFAIU R MIBRS
NTWVWB7 7)) ZiERFEETLE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 26


https://docs.citrix.com/ja-jp/security-analytics/self-service-search/self-service-search-virtual-apps-desktops#specify-search-query-to-filter-events
https://docs.citrix.com/ja-jp/security-analytics/self-service-search/self-service-search-virtual-apps-desktops#specify-search-query-to-filter-events
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/configure/screen-capture-allow-list
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/configure/screen-capture-allow-list

Citrix Workspace 7 71

e WERRAIAINTET LS. SFAURAMIBRINLET IUVEEBICETLED,
s EXa T %EBUTS70HIC. App Protection OEEF ¥ 7F v A EEENBEMICHR>TVLB I Y
—XEFERALTEAZREETZLIIC. V+—4—<X—J%ZBMLET,

TaEXDRRIMN) X b

TNARETTIOCRF T TUr—> 3 > %8 T3 . App Protection BEZICHE > TW3IBEEIF. &70
+ X2 App Protection DLL BMBAS N E T, HBAICE > Tid. DLL t 0EMMORBEICE D, 7OEREHIET
TUTr—2a b BELAB BB B X7,

Windows @i+ Citrix Workspace 7 71) 2402 ) ) —RLETId. 7O XDINI X MIERD 7Ot X %B
LT HEDFOtZXA®D App Protection DLL @A % [EE L. App Protection DLL OBFHEICL > THRET S
EREOMENSERTZCHTEET., ORI X bZERTZICIE TT7OE RN X F0OERI 25
BLTLIEE WL,

BE.

TF2VTABEDMETITBRD. TOCRZRINT B CIEBEDLEEA. THF 7TUT—2 3> 0fF
BE—RNICTOv @R LT. FLCABREZITBRDICHR—bFTy b Z2RITITZBEICERATI T,

USB 7 ILZ— RS /N\—FRIMN) X b

BEICK > TiE. Citrix Workspace 77U T — I VI F —R— RACORHRGIMITF—R—RFEFERT I .
App Protection USB 7 1 LZ— R SAN—IC& > TEBRMOBMENEEL. F—FR—ROFEAHTOVIINDB
B ET,

Windows ¥ Citrix Workspace 7 71J 2402 1) ) —XLIBETId. USB 71 ILZ—RS4N—DRIMN) X M HEE
IC&D. FNRARADORYA— D 8% ID %2R L T, Citrix Workspace 7 7 t 0 B DRI@EHL %3 USB 7
NARZBRITEET, USB T4 ILZ—RSAN=FRIN) Z MICTNA ZAZEBMT 3ICIE. TUSB 71 ILEZ— RS+
IN=FRIMN) Z S DER) ZBRBL TSIV,

i

TINA RZKGHICIRING B 3BED L EEA, COBEEIR. 12— —ICLBT /N1 XDOERZ—FFRIC
TOvIRERL. YR—b F7y bZRTLTEREOMEZ S SICHEBE TS OHICERALET,

App Protection 01&5§

April 10,2024

App Protection i&. Citrix Workspace 7 7)) OB OX 2 ) T &8 HULFT. COMEEIX. 75172k
PE—OH—PEEF v 7FrINTITICE > TREINZARENEEERL £9, App Protection Ti&. BEIEIC

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 27


https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/configure/process-exclusion-list
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/configure/usb-filter-driver-exclusion-list
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/configure/usb-filter-driver-exclusion-list

Citrix Workspace 7 71

RRTNZ 1 - DERBRCEABRLLOBBRBROBBZHETE T, COREZFESI L. I—F—BLUK
BENRV)—raybeikd. BEF—OA-ZFHAT3CICLDEBEBRZINE. BRI ZH<C
EHTEET,

CDEETIF. IEFZFLTS v b7 x—Lo Citrix Workspace 7 71) T App Protection ##m s 3 A3%ICD
WTEHBBL £9%

App Protection i&. xD 75w b7 x—L® Citrix Workspace 7 7 THIR T £9:

+ Windows @7 Citrix Workspace 771
+ Linux @i+ Citrix Workspace 7 71J
« Mac @7 Citrix Workspace 7 71

REEE

App Protection KU S —EARL —FT 4 VI R T LOREBEBEEANDT VLR EZTLEZU VT LET,
BEODF v 7F v £idF—HR— ROBREICIE. BED APIFUH LARBRETY, App Protection Rl > —
& ARZLOEBRICBREININ Y A—Y— LI L THREZRBLE T, iZL. ARL—FT1 2T
2T LDEWICE > T BEOF v 7FvXF*F—0OJERICIEFHLVWEENE T ZBELRHD T, 51&
BMETOLEAREICHIBLTVWEZRTH HEDEBHRCPERTIRITLLREZRIETSCIITETEEA

Windows @17 Citrix Workspace 7 7V
ARR M

« Citrix Virtual Apps and Desktops /\—< 3> 1912 LTSR LAf%,
+ StoreFront /N\—< 3> 1912 LTSR #%7zi& Workspace,

« Citrix Workspace 7 71 /N\—2 3> 2203.1 LTSR L%,

« B%% App Protection 51> X

« Citrix Workspace 7 71 /N\—2 3 > 2212 BB, Citrix Workspace 7 71U @ > X b —JLHIZ. App
Protection Y R—%>Y bR T T I TI VR b=ILENE T,

1YRAL=ILHRICRTEN3 [App Protection #5%1C9 3] Fxv IRy IRIE. 1 VA M=)
iIZ. [App Protection #5149 3] Frv IRV I RICEFHRISNET,

- 2311 &bEip/N— 3 > Citrix Workspace 77 DB 4:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 28



Citrix Workspace 7 71

@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install

Cancel

- Citrix Workspace 7 7 o/N—> 3 > 2311 BiRE:

@; Citrix Workspace

Add-on(s)

E] Start App Protection after installation (%)

[}

CDFIVvIRYIREAVIZT B L. 1V M—JLE#%IC App Protection BRI N E 9,
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o ReEH £ U Self-service Plug-in
« Virtual Apps and Desktops
+ Web & 1fSaaS 77V

il & & U Self-service Plug-in 0 —OH —WHKE LVEEF v 7F v ARDOER

LUTDAET. RBEEH & U Self-service Plug-in 0F —OA—WRELVEEF v 7F v K EEBRTI £

Linux mAi+ Citrix Mac @i+ Citrix Windows i+ Citrix
W75 Workspace 7 71) Workspace 7 71) Workspace 771
TJIN—=TFRIVS—FTox LLxR (A1AY-4 [Fw
7 ~OfER
Global App (AINY-3 (=40 (=40
Configuration Service
DR
AuthManConfigxml®  {&w ARV YAV
£

IIN—TFRIVS—FT2 o bOER

1. gpedit.msc&ER{TL T, Citrix Workspace 77U I I —TFRU>—FTJ o CVEBRTVIL—
THETFEY,

2. [I>Ea—42—0EK] /— KT [BBAT > 7L — k] > [Citrix O3> R—=%> k] > [Citrix Workspace]
DIBEICFHEENL £ 7

3. App Protection % Authentication Manager BIC#m L TWL 3. Self-service Plug-in BICH#R L TW
BMIBL T ROVWTNHDOFIEZFERLET:

 Authentication Manager

Authentication Manager % —Of —xWHREBEF v 7 F v K2 B 93101 [2—H —3BEE]
> [App Protection OEHE] RS —%BRLET,

+ Self-service Plug-in 1>42—7x12X
Self-service Plug-in 1 > 2 —7 x4 20 F —OH— MRS L VEEF v 7 F v AR EZERT 3IC
i&. [Self Service] > [App Protection OEIE] KU —%#RLET,
4, ZoA T avownwgnh l oXId@EAZEIRLET:

s F—OA—MWE: F—OF—-DF—A+O—IF v TFvI20EHTET,
s BEF vIF R A—F—DNRIU—-22ay bzlRofh, BHZHELLDTERVLSICL
9,

5. EA]. [OK] DlEico7U vy o LET,
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BEINBEE:

BEINDIEIEIL. RESNTZUY —IDEENS StoreFront A R 7ICT7 IR TB3AZEICE>TERD FT,

Global App Configuration Service ® Ul 0 fEF

Windows @7 Citrix Workspace 7 771J 2302 # 7z i Windows @i+ Citrix Workspace 2301 /8 —< 3 > 1L
. Citrix Workspace 7 7') T. Global App Configuration Service (GACS) # B L CRIIEES & U
Self-service Plug-in @ App Protection ##HTI £7,

GACS#ERLTF—OHF—WESLIVEBEF v TF IR E2EMICT R . ENSDIEE%E T Self-service
Plug-in o@mAICERATE £,

i

+ GACS %fER L TRt & Self-service Plug-in o —OA—WEH L UVBEF v 7 F v WEE2HER TS
. Windows @7 Citrix Workspace 7 71J & Mac @7 Citrix Workspace 7 7V ICERATE £,
Linux @7 Citrix Workspace 7 7V ICIFERATE £ A,

o GACS D#Erkld. RET7TVELUVTRAI by 7 Web 77U LU SaaS 77V ICIFBERINhFEE
Ao TNBD) Y —2RIE, 5|E4E Delivery Controller & & Or Citrix Secure Private Access % {3
LCHIEShET,

« Mac @7 Citrix Workspace 7 71 2311 N—=2 3 VB, VSTV RIAMNTFLA YL I ADOMEA
T. Global App Configuration #— £ X Ul Z /A L TRHE & & U Self-service Plug-in @ App
Protection Z#M TEF 3 & S5ICB D F LT 2L, 2311 N—=2 3 > & D FTD Mac @7 Citrix
Workspace 77U ERALTWREHEEIF. VT RINTICHL TOAERTE £,

BEEF. 7—UXR—2#Epk Ul Z6EH L T App Protection Z#mTE 9

1. CitrixCloud 7Ao > M1 Y1V L. [T—OZAR—IXDERH] ZFIRLET,

B civix Cous ¢ startpage

citrix

Home.

) m10 42 S1 )

Library Offerings Resource Locations

Library

N
Identity and Access Management (View Library ) (Editor AddNew ) (CAddNew ) CViewal )

Network Locations.

My Services (5)
Workspace Configuration

Support Tickets
Notifications

System Log

Available Services (15)

2. [77UHERK] > [E¥a2) 75 cR:E] > [App Protection] %i#ERL 7,
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Home > Workspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize  ServiceIntegrations  Sites

Workspace URL  httns//appnaute.cloud.com

View configured settings

Production @

a 0 Anaeis O ovemeos 0 Hrmas O wos
Updates and Plug:-ins Anti Koy Logging
Enables oystrokos.
Enterprise Browser
>
App Experiunce Anti Scroen Capture
~ Security and Authentication Enables screans.
App Protection
Authentication Mac Enoblod Configured

Security Preferences

> Session Experience

(O] Windows
> HDX and Multimedia

& Submit Feedback

Switch URL

1Configured, 0 Unsaved

1Configured, 0 Unsaved A

®©

3. [BEF VY ITFvEl #o0Uv oL, BEITBZIARL—FT 1 Y5> XTL (Windows F7z1& Mac) %3EiR

L£Y,

4. (B3] MW REYZEIVw L, [FTESORE] 20UvILET,

g

Home > Workspace Configuration > App Configuration
Workspace Configuration

Access  Authentication  Customize  Servicelntegrations  Sites  Service Continuity  App Configuration

Workspace URL  httpsi/techdummy.cloud.com

View configured settings

Search Cont

Updates and Plug-ins

Enterprise Browser

Production @

> App Experience

 Security and Authentication

App Protection

Authentication

Security Preferences

 Session Experience

Q O Android O chromeos O Hmus O ios
AntiKey Logging
Enables that
Anti Screen Capture
Enables 4 screens.
Mec Enabled Unsaved
@ Windows Unsaved

Appearance

Bidirectional content redirection

Clipboard
Connectivity

Anti-DLL Injection
Mobile Experience.

A\ You have saved dratts that re not yet published in Production. You may contine editing or publish now to apply changes
to Workspace for your end users

Review 2 unsaved setting(s) Publish Drafts

& Submit Feedback

Switch URL

O Mac O Windows

1 Configured, 0 Unsaved

Configured, 2 Unsaved A

®

5 [F—OA—X%K] 20V v oL . BETZFRL—FT« >F > X7 L (Windows F7:iE Mac) Z#IRLE T,

6. (B3] bINKREYZEI )Y IL. [FTESORRE] 20Uy I LET,
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Access  Authentication  Customize

Workspace URL  https:/apppauto.cloud.com
View configured settings.

Sites.

Search Configuration Settings

Updates and Plug-ins.
Enterprise Browser

> App Experience

~ Security and Authentication
App Protaction
Authentication
Security Preferences

> Session Experience

> HDX and Multimedia

> Accessories

Reset all to default

Production @
O Anaroid O chromaos O Hims
Anti Key Logging
& Mac Enabiod @) Confisured
() windows
Anti Screen Capture

Anti-DLL Injection

7. BREORE] 447QJ0RyvIXT, [IFW] 20U woLET,

Global App Configuration Service APl O£/

FEEZ. APl ZFERHLT. Th50 App Protection #Eex R TI £,

o BEF Y Ty REEEBEICIIENICT IRE:

Publish Settings

Do you want to publish these settings in Production?

“name”:” enable anti screen capture for auth and ssp”

“value” :

o F—OA—MRKEZEMNIIZEINICT BRE:

“true” #7:13 “false”

& Submit Feedback

O M ) windows

1Configured, 0 Unsaved A

1Configured, O Unsaved

0 Configured, 0 Unsaved w
Pl

REHBIIROEEDTY:
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“name”: “enable anti key-logging for auth and ssp”
“value” : “true” 1% “false”

fl: GACS T Citrix Workspace 7 7V OEEF + 7F v BiLE#EE & + —OH — I RieEZ EMICT 372D JSON
771N OEERICSRLET:

{

"category'": "App Protection",
"userOverride": true,
"assignedTo": [

"AllUsersNoAuthentication"
1,

"settings": [

{
"name": "enable anti screen capture for auth and ssp",
"value": true

}

)

{
"name": "enable anti key-logging for auth and ssp",
"value": true

}

13

Authentication Manager <o AuthManConfig.xml O fEF

SICAROOT/config/AuthManConfig. xmUIBEL. ROLSICT 7L EZRELET:

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
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<key>AuthManAntiKeylLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

Self-service Plug-in ¥ > % —7 = ¥ 2 t®» AuthManConfig.xml O

$ICAROOT/config/AuthManConfig. xmUIBEIL. RDOLSICT 7L EiRELET:

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice App Protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeyLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>

<!--NeedCopy-->

Virtual Apps and Desktops O —OH —¥HR L EEF v 7F v XFHRDER

2D00RUY—DEySa>TOF—OA—WNESLVEEF v 7F v FigezigE L £, Virtual Apps and
Desktops ®F—OA -3t HKEBEF v 7F vy Wikze. ROKSICHRTIET:

A
N—23> 2103 L. Citrix DaaS (& StoreFront & & Uf Workspace T App Protection Z#7K— kL &
3_0

Web Studio o fEH

Web Studio %%/ L T Citrix Virtual Apps £7:1& Desktops dF —OH—WHRrEEF v T F vy AR EZHERIT 3
I ROFIEZRITLET:

1. App Protection iZi& XML SEERRETY, XMLIEBEEZEMICTBICIE. ROFIEERTLET:

a) CitrixDaaS 7Av > Mt rrr L. [BE] > [RE] > XML EEZEMICT 3] ICBEBILET,
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= CilriX | paas premium 2 0 " >

Manage v Monitor All tenants v Downloads

Settings

The following settings apply to all resources.

Enable DNS resolution

Enable XML trust

b) IXML 82 EMICT B3] ML EFVICLET,
2. TUNU—=FI)L—7D App Protection 75E%EIRT 3121, ROFIEERTLET:

a) Citrix DaaS T. [BHE] > [TFUNU—=JIL—T] ICBBILET,

b) FUNU—=FIL—T%ZFRLT, BIEN—D [HE] 20V v I LET,

/////

*PeoaABNFLrRa0da OB

c) [App Protection] =7 w o LTH5E. [F—OA—WE] &0 [EBEFT VY IFvHE Fzvo
Ry A& ZBRLE T,
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Edit Delivery Group %
TSVDA_1_Protected

Users App Protection

Desktops ld-on festure for the Citrix Workspace app. pro;
The feat Keyl

Application Prelaunch

Application Lingering

User Settings

or
App Protection

Scopes

Access Policy

Restart Schedule

License Assignment

d) [fRE] 22U v o LET,

PowerShell o R
pu =N
Citrix DaaS B Tld. FED <> > (Citrix Cloud Connector ¥~ > %B&<) oCitrix Virtual Apps and

Desktops Remote PowerShell SDKic$% 23 IY > RLw b EFEALT. COEI> 3 YOIV RERITL
E

1R M= ILEHDERE®D Delivery Controller v> > T, #7:id FMA PowerShell R +v 71> e 612X %
> E7O>o Studio i1 ¥ X b—JLEhi=x> > T, Citrix Virtual Apps and Desktops SDK# R L T. App
Protection TUNU—=J I —TOROFONT 1 ZBHMILET,

+ AppProtectionKeylLoggingRequired: True
« AppProtectionScreenCaptureRequired: True

WINHDDORI =BT UN) =TI —TTERICBHICTET LT, e xid DGl TOHF—OH—H5DFR:E
zHEHTE. DG2 TOAEBEF v 7FvH5OREBLZERTIE T, DG3 THADRU S —ZBMCTIEXT,

B

DG3 WS ERIDTUNY—JI—TTEADKR) >—EFMCT3ICIE. H ~d Delivery Controller Td
IRV RZERITLET:

Set-BrokerDesktopGroup —-Name DG3 -AppProtectionKeylLoggingRequired
$true -AppProtectionScreenCaptureRequired S$true
COREERLET BICIE ROOAYVRLY b ZERITLET:

Get-BrokerDesktopGroup -Property Name, AppProtectionKeylLoggingRequired
, AppProtectionScreenCaptureRequired | Format-Table -AutoSize
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Ffoo XMLEEZBMICLET:
Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true

StoreFront e 7O0—H—0EO %y b T — U ZERICFREL T RLT LW, #L <& Knowledge Center
DCTX2369298 & T T™XenApp & & U XenDesktop XML Service 1Rl #BBL T L,

Web 77U 713 SaaS 7 7 0 F —OA — WL L BEF v 7 F v IR DIEK

Windows 1@+ Citrix Workspace 7 7 U & & O Mac @+ Citrix Workspace 7 7 1) @ Citrix Enterprise
Browser ©. Web 7 7 ¥ SaaS 7 7 # B & £ ¢, Citrix Secure Private Access iZ& b 7 71 I App
Protection R > —h BRI TL35E. App Protection 327 CIZBRAINE Y,

UTDAZET. Web 771 ¢ SaaS 771 @ App Protection Z#m L 7 :

+ Workspace ® Web 771 & & U SaaS 7 71J @ App Protection ##5 9 %iCi&. TCitrix Workspace
@ Citrix Secure Private Accessy #BB LTI,

+ StoreFront ® Web 77 & & T SaaS 771 @ App Protection Z#m 3 % ICiZ. StoreFront @ Citrix
Secure Private Access R — k1 ZBBL T,

DLLr>> x> a3 iR DERK

March 10, 2024

TI7#IWETIE DLLA > P72 3 U xRMREIREBINICE > TWVWET, COMBEEZEMICTBICIF. UTEERAL
79

s JIN—=TFRU>—#TZzo b+ (GPO)
+ Global Admin Configuration Service (GACS)

IIN—TRIS—FTIxU b=fERLIER

DLLr>2 oo a>nikiiezEmd570IC. RORUS—DEMShELE:
s DLLr>>x o a ik
e DLLA>2 0o a3 yWERDED a—ILEFAIUR b

DLL r>> 02 a>WERY S —DER

CORUS—ZERALT. DLLA> 2102 a U iREERZEM R IZEMCLEY, CORUI—DEBRINATY
BWEE. DLLA P02 3 UHREREIZEMICED T, FRATE3EIIUTOLEDTY !
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« B# - Citrix Authentication Manager. Citrix Workspace 77U @ Ul & & T Citrix Virtual Apps and
Desktops TDLL 1> x> a VMEEENEMICH > TWET, BEE. DLL1>Y o> a ik
WEREZEMCTBDHICHREL DV R—R Y M EBEIRTEFT,

« #&3) - Citrix Authentication Manager. Citrix Workspace 7771 @ Ul & & T Citrix Virtual Apps and
Desktops TDLL 1 > x> 3 UM RERENEIICHR > TWVWET,

DLLA>2x 02 a rWERRIS—Z2BMICTBICIE. ROFIEZRITLET:

1. Zoav > kERFLT. Citrix Workspace 7 7V IN—TRVS—A4TP 0 FEEBRT YL — %R
TET:
gpedit.msc

2. [AvEa—2—0ER] /—RT(EBBT Y7L — k>[Citrix 0 O >KR—x> ~]>[Citrix Workspace]
> [App Protection] > [DLL 1 >> o> a3 xsE] ICBEILET,

2sattingls)

3.[DLL 1>z o arvxE] RS-0 Vv oL, (B3] 2FRLET, IRTOIVR—2 FHER
Th&ET, il [(F72aY] €02 305V R—RY FOBREEETIET,
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& Anti-DLL Injection m]

E} Anti-DLL Injection Previous Setting

(O Not Configured Comment:
© Enabled
() Disabled
Supported on: All Citrix Workspace supported platforms
Opticns: Help:
@ Citrix Auth Manager Use this policy to enable/disable Anti-DLL Injection for Citrix Auth
Manager, Citrix Workspace app Ul and Citrix Virtual Apps and
Citrix Workspace app Ul Desktops.

. ) By default Anti-DLL injection is disabled.
8 Citrix Virtual Apps and Desktops

When the policy is:
Not Configured - Anti-DLL injection is disabled.

Enabled - User can configure Anti-DLL injection individually for
Citrix Auth Manager, Citrix Workspace app Ul and Citrix Virtual
Apps and Desktops.

Disabled - Anti-DLL injection will be disabled for Citrix Auth
Manager, Citrix Workspace app Ul and Citrix Virtual Apps and
Desktops.

I oK Cancel Apply

4. [OK] 200w o LEY,

DLLr>2 02 a>REOEI a—ILEFRY X MRU S —DFER

BEEIE. CORV—ZFEALT. DLLA> 220> 3 U3 RgaEN S DLL ZBIPTIT £T, CORU D —id. fl
GBS FUAZIBT ZHEICOAERTI L ZH8OHLET, CORUD—DEEINTULWERWES, DLLIF
HFAUIIMIEEFNEHEA IRTODLLIF. DLLY >z oo a3 dRICEaENEd. FETIZEIFUTOL
HFDTT:

o B -FHFAURMIBMINADLLZDLLr >z o> a>dEhomitLET,

o EM-FHFAURMIBMIN/DLLO—EZIUTLET,

DLLA>2 x> a i RDEI a— IV X MRUS—ZBMICTBICIE. ROFIEZETLET:
1. "o > RERFLT. Citrix Workspace 77U IN—TRVS—4TP 0 NEBRTY L — %R
TFET:
gpedit.msc

2. [AvEa—2—0#ER] /—RT(EBAT Y7L — k> [Citrix 0 O >R—x> ~]>[Citrix Workspace]
> [App Protection] > [DLL1>> x> 3 HBOES a—ILFFAUR N ICBELET,
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Policy Editor
Fie Adion View Help
s 2mi: Bm T
U Local Computer Poliy T T—_—_—————_——_ .- _—,
- 8 Computer Configuration
3 Satours Satings Select anten to view its description.  Setting State Comement
21 Windows Settings £ Anti-DUL Module Allow st Mot configured No
« I Adeministrative Templates & Anti-Ca Inection Mot configured No
« ] G Components
- 21 GiticWorkspace
~ (51 App Protection
) Anti-DU Injection
) <P
) G Enterprise Browser
) Gitrix Secure Browser
1 Girix Workspoce Updates
) Glent Engine

| Fast Connect APl Support
) Globsl App Confg Senvica
Multi-Stream ICA
) Network routing
| Remoting dlient devices
) selfsevice
! StoreFront
) User authentication
User experience.
3 Control Panel
Desktop
3 Network:
) Printers

3 sarver
) Start Menu and Taskbar
2 system
1 Windows Components
% A et
« B User Configuration
1 Softwars Settings
1 Windows Setings
2 Administratve Templates

\Exended [Suandora]

2sattingis)

3. [IDLLr> 2z 023 WEOEDa—ILFAUR K] RUS—%2T Uy oL, [BH] Z2FRLET,

&l Anti-DLL Module Allow List . ;

[ Anti-DLL Module Allow List S— —

() Mot Configured Comment: -

() Disabled )
Supportedon: - apmx Migrator encountered a policy that does not have a supportedOn value. ~

Options: Help:

Anti-DLL Injection Module Allow List The DLL Allow List policy allows admins to exclude any DLL from

the Anti-DLL protection.
[
s
"filePath". " C\\Program Files (x86)\\trusted\"

EEEE— Naot Configured - No DLL is part of the allow list. Includes all the
DLLs during the Anti-DLL protection.

When the policy is:

Enabled - Excludes DLLs mentioned in the allow list from the
Anti-DLL protection.

Disabled - Clears the DLL allow list. DLLs need to be configured
again when policy is enabled.

The Module Allow List field allows admins to add DLL
information that can be excluded from the Anti-DLL protection.
Sample format to add DLL to the allow list:
[
{
“filePath"™ " C\\Program Files (x86)\\trusted\\messageboxdI|"

4. [DLLA>2 20> ayREDEZ a—ILFTV XM T —ILRIC. DLLA> Y 20> 3 UKD B Y
B3EZa—IIO—EZEMLEY,
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FFAIU X MC DLL Z&Nd 3 ADfl:

I

"filePath":"C:\Program Files (x86)\trusted\messagebox.dll"

"filePath'":"%PROGRAMFILES%\trusted\logging.dll"

]
<!--NeedCopy-->

5 [0K] 200w o L&Y,

Global App Configuration Service % &/ L 718

EEEIE. GACS ZERALTDLL 1>z a Rl ZBMTI &9, REEBIZRDLED T

+ antidllinjection -DLL 1 > 7> a > RREZBMNICT 3 7eDICKBERED 2 —ILEZBMLET
o antidll module allow list -DLL 1 >z 7> a viEH ST 20 ER DLL ZEBMLE T

#2L <I&. TGlobal App Configuration Service; 8B LT E3 L,

GACS T Windows @7 Citrix Workspace 7 71J @ anti dll injection r anti dll module allow list D€
A—IIEFAVZ N ZEMCTE76D JSON 771 IILOFIZRISRLET:

{

"serviceURL": {

"url": "https://tuleshtest.cloudburrito.com:443"
}

)

"settings": {
"appSettings": {

"windows": [

{

"category": "App Protection",

"userOverride": false,

"assignedTo": [
"AllUsersNoAuthentication"

1,

"assignmentPriority": 0,

"settings": [
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"name": "anti dll injection",
"value": [
"Citrix Auth Manager",
"Citrix Virtual Apps And Desktops",
"Citrix Workspace app UI"
]
}

"name": "anti dll module allow list",
"value": [

{

"filePath": "C:\Program Files (x86)\Citrix\ICA Client

\wfica32.exe"

"filePath": "C:\Program Files (x86)\Citrix\ICA Client

\AuthManager\AuthManSvr.exe"

]
}

"name": "name",
"description": "desc",
"useForAppConfig": true

}
}

<!--NeedCopy-->

RS- EADEHDIER

January 10, 2024
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ElEats

RIS —REAREEEEZBRT BICIE. ROHDHEZ>TVB I ZRABL T IETL:

« 57 REBEDHZSE - Cloud Desktop Delivery Controller d/X— 5> 115 LI

o AL I REBEDHE - Citrix Virtual Apps and Desktops @/\— 5> 2308 LA
« Windows Virtual Delivery Agent 1 > X k=5 —D/N— 3> 2308 LR

+ Windows o5& - Windows ¥ Citrix Workspace 77 71) 2309 LAk

+ Mac 0154 - Mac |+ Citrix Workspace 77 71) 2308 L&

+ Linux @354 - Linux @ Citrix Workspace 7 7°1) 2308 L%

RUS—BIABREZEMICT 3ICI1E. App Protection TR INAFEET7T TV ETRI MY TERI LTV
TS/WS VDA ©&1EE M Citrix AppProtection Service Z it s 2 HRELH D £,

KU —BRETABRHEEEMICTBICIE. ROFIBOWTNhHAERITLET:
o ORIV RIOVT+EFERAT3IEE:

1. BRON—DEHKICHZ [BRER] 7AYoV vILET, Temdl tAAL. [BEEL L TET]
2Oy o LEY, AR RTIOVT FEERNMRTINE S,

2. ROOARVRERTLET:

sc config ctxappprotectionsvc start=auto
sc start ctxappprotectionsvc

<!--NeedCopy—-->

o A—HW—AVE—T A RAEFEATBIHES:

1. RRON—DERICHD BE] 7raA>E2)v o LET, Tservices.msci “ ASL. Enter
—%*#LFEY, [T—EX] BEIFPERRINET,

2. [Citrix AppProtection Service] %®EiRL. [BAIE] #o Vv I LT,
3. [Citrix AppProtection Service] #5271y o L. [Z7ONXT1] ZFERLET,
4. [—f&] > [R&—rT7yT7ofEE] > (B8] Z:#RL. [OK] 20U v I LT T LOEFHEIC
T—EXHBENICHABINSLSICLET,
R —BEARBBEEDERICEMICARD F LT,

RS —BEABHEEHR— L TOVARVLEIO/N— 3 >0 Citrix Workspace 77U BHELTIOv I T3IC
i&. App Protection ot Fa U7 BHAF v =ML £9. App Protection DREF = v 7IZoWTEEL <
i&. TApp Protection Dt Fa2 U5 EHFzv U1 ZBRBLTLIZIL,
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App Protection Dt 1) T BBF T v IV EZHERT 3

March 10, 2024

App Protection Dt F 2V T BBAF T v I/EZEMITSICIE. TOWEEICEEET 33 L L VDA Citrix K1) > —
R L7,

Gk =ats

LUTFHEOE TSN TVWS e 2B LT EEL

« 57 REBE®DHZSE - Cloud Desktop Delivery Controller d/X— 5> 115 LI

o AL I REBDHE - Citrix Virtual Apps and Desktops @/\— 5> 2308 LA
« Windows Virtual Delivery Agent 1 > X k=5 —D/N— 3> 2308 LR

+ Windows 0354 - Windows @i+ Citrix Workspace 7 71) 2309 A&

+ Mac 0154 - Mac |+ Citrix Workspace 77 71) 2308 L&

+ Linux @354 - Linux @7 Citrix Workspace 77 7°1) 2308 L%

RDESIC. EFXaUToBBAFz v IREOFHLWVDACitrix KU —%#EBRLET:
A
C D LW VDA Citrix 7R > —I&. Citrix Studio & Web Studio oA %#ERAL CTREATE X9, XOFIE
I& Citrix Studio #fEB L7=ERETIH. Web Studio THRILFIEZFERATEF X,

1. #> 7L 2 2DHBEIE Desktop Delivery Controller (DDC). & 57 REBE®H & IE Web Studio T Citrix
Studio 77U RS, [RU>—] Z#ERLET,

2. [BfE] T, [RU>—]1 > [RUS—0ER] Z#RLET,

3. [IRTOFRE] ROy FEIYAZa—%oU vy oL, [ICA] OFD [App Protection] %ERL %7,
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Create Policy

Studio

Settings
Users and Machines

Summary

Select settings
(Al Versions) « || All Settings 71’ Search ye
Settings: 0 selected All 5ettings lected only

Accelerate folder mirro| . -
(i Connector for Configuration Manager 2012 =
Not Configured [Defaultj ¢}

b Active Directgry action o oo Tl Select
Computer setting - Profi
Not Configured (Defaul Flash Redirection

b Active write back Select
Computer setting - Profi
Not Configured (Defaul Audio

P Active write back on se . Select
Computer setting - Profil  Aute Client Reconnect
Not Configured (Default Bandwidth

b Active write back regisi Select
Computer setting - Profil  Bidirectional Content Redirection
Not Configured (Default .

b Adaptive audio Clhare Saeare Select
User setting - ICAVAudio Location
Mot Configured (Default Terera T

» Advance warning frequ Esktop Select

Computer setting - Conn

End User Menitoring
Enhanced Desktop Experience

File Redirection

Cancel

4. [Citrix Workspace 77U Dt FaU T RBHFT v o] ZBRL. [BR] 20U vILET,
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Create Policy
v Select setti
Studio &

(All Versions) - ” App Protection - ][ Search £
Settings: 0 selected [ ] View selected only

Settings

y P Posture check for Citrix Workspace App
Users and Machines Computer setting - ICAVApp Protection
Summary Not Configured (Default: )

m
[+

i

i ’ Cancel

[REDOEE] Vs> RUDESTET,
5 [F7#I\ ME=FER] FTv IRy IREFTICLET,

6. Bl 2oV v o L. ROBEETZEZANNLET:

« Windows-AntiScreencapture

Windows-AntiKeylogging

Linux-AntiScreencapture

Linux-AntiKeylogging
« Mac-AntiScreencapture
+ Mac-AntiKeylogging

fee z1E. TWindows-AntiScreencaptures & "TWindows-AntiKeylogging) ZiBML7zH&. £+l
FAREBF T IEYR— L. Th5DHEER# X 7 Windows @7 Citrix Workspace 77U i& VDA A
DEGOFFAIINE T
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Edit Setting

Posture check for Citrix Workspace App

Values:

| Windows-AntiKeylogging

| Linux-AntiScreencapture

O]
B
c|[<]l<]

|
|
| Mac-AntiScreencaptu rel |

[ ] Use default value:

¥ Applies to the following VDA versions -
Virtual Delivery Agent: 2308 Multi-session 05, 2308 Single-session O3 ]

¥ Description
App Protection Posture Check

This allows you to block access to resources protected by App Protection unless they are on versions of Citrix Werkspace App
where the specific App Protection controls can be enforced.

Mote: If this feature is applied, users on the Workspace app versions that do not support App Protection Posture Check will also
be blocked from accessing protected sessions,

For more details on prerequisites and configuration refer to https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/
features.htmi#posture-check

Important considerations while creating new policy

- Each line should have only one capability.

- No space is allowed in the name of capability.

- Ensure the values are spelt commectly. Incorrectly spelt values will cause session disconnects.

4

/.

e BEIVHRVICKK I DOEEOADNEENTVIHRELDHD £7,
HWEEDBHIICAR—RZFEATE LR TIEEA.

EORRIVHBAELWVWC EZRERLTLIETV, BEDOARILAEE>TWRE., Ly ayhE&TL
ES I

7L 71wy X2 Windows-. Linux-. F7zid Mac-OARWMEIFERINE T,

7. XEREZINTEMLES. [OK] 20Uy o L&D,
8. RN] #2UVwILET,

9. [RU>—mBEIDYTHK] > BRLEI-Y-—BLUII>FTII ] 2BRLET,
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Create Policy

Studio

+ Settings
Users and Machines

Summary

Assign policy to

@' 2Cted USEer an

User and machine objects: 0 selected

P Delivery Group
Applies to all settings

b Delivery Group type
Applies to all settings

3 Organizational Unit (OU)
Applies to all settings

b Tag
Applies to all settings

O an objects in the site

[_] View selected only

Assign

‘: ‘:
i i
[Ealf Fay
= =

=
in
[,
=

10. CORVL—zRBATIHEDNHZTINV—TIL—TZ&ERL. [OK] 20Uy I LET,
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Assign Pelicy

Delivery Group

Applies to: Virtual Delivery Agent: 5.6 Feature Pack 1, 7.0 Server O5, 7.0 Desktop OS, 7.1 Server OS5, 7.1 Desktop OS5, 7.5
Server 05, 7.5 Desktop OFS, 7.6 Server 05, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server O3, 7.8 Desktop OS, 7.9
Server 05, 7.9 Desktop OS5, 7.11 Server OS5, 7.11 Desktop O3, 7.12 Server 05, 7.12 Desktop 05, 7.13 Server 05, 7.13 Desktop
08, 7.14 Server 05, 7.14 Desktop OS, 7.15 Server OS, 7.15 Desktop OS5, 7.16 Server O5, 7,16 Desktop OS5, 7.17 Server 0§, 7.17
Desktop OS, 7.18 Server OS, 7.18 Desktop OS5, 1808 Multi-session OS5, 1808 Single-session 05, 1811 Multi-session 05, 1811
Single-session 05, 1903 Multi-session 05, 1903 Single-session 05, 1906 Multi-session 05, 1906 Single-session O3, 1909
Multi-session 05, 1909 Single-session 05, 1912 Multi-session 05, 1912 Single-session 05, 2003 Multi-session 05, 2003
Single-session 05, 2008 Multi-session OS5, 2006 Single-session 05, 2009 Multi-session O5, 2009 Single-session 05, 2012
Multi-session 05, 2012 Single-session 05, 2103 Multi-session 05, 2103 Single-session 05, 2106 Multi-session 05, 2106
Single-session 0%, 2109 Multi-session 05, 2109 Single-session 05, 2112 Multi-session 05, 2112 Single-session O3, 2203
Multi-session OS5, 2203 Single-session 05, 2206 Multi-session 05, 2206 Single-session 05, 2209 Multi-session 05, 2209
Single-session 05, 2212 Multi-session 05, 2212 Single-session 05, 2303 Multi-session O5, 2303 Single-session O35, 2305
Multi-session 05, 2305 Single-session 05, 2308 Multi-session 05, 2308 Single-session O5

Apply policy based on the delivery group membership of the desktop running the session.

Delivery Group elements:

Maode | Controller Delivery Group |
awddc1-0001 bvtlocal:80 - —
[#] Enable RdsDesktopAndAppGroup

VdiDesktopGroup

=

11. DrN] 200w o LET,

12. [(RUS—R] T4 —LRICRUS—RBZANAL. [RUS—0FEMK] FTv IRy IRZFVICLET,
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Create Policy
Studio Summary
View a summary of the settings you configured and provide a name for your new policy.
Policy name: Policy1 ” .
¥ Settings i 4 | Enable policy
Description:

« Users and Machines

Summary

Settings configured: 1
Posture check for Citrix Workspace...
Computer setting - ICA\App Protection
Windows-AntiKeylogging;Linux-

Assigned to: 1 user and machine objects

P Delivery Group
Applies to all settings

AntiScreencapture;Mac-
AntiScreencapture (Default: )

o)

13. [7] 20Uy o L&Y,

EFAVTARBBF v IRORY S —IMETNET,

App Protection DtzF 1) Fr BHF v INKBLIBEICEBEINZEE

s EXaAUTAEBF v IO VDACItrix RS —HEHT, EFa VT BBF v IBEEYR—FLT
WARWAN—=2 3 >0 Citrix Workspace 7 7U R L TVWEIHBE. I7—XvE—IHhRRINTICEY >
IUPETLET,

s EXAUTFABBF v IMEEYR— L TWVWBN—2 3 >0 Citrix Workspace 7 7V = ERALTW3
BERDIZ—RAytE—IHENENARRINTEY > a VAR TLET:

- Windows:
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Session is terminated as the App Protection posture check failed. Contact your systemn
administrator,

— Copy text to clipboard

Close

- Mac

Session is terminated as the App

Protection posture check failed.
Contact your system
administrator.

Please try again in a few minutes.

OK

- Linux

Citrix Workspace - X

Session terminated
Session is terminated as the App Protection posture check failed. Contact your system administrator.

OK
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ATILRy FEFoTOy o

March 10, 2024

ARy TEEE IOV I T BICIE. BRIIDK Y 7T Windows @it Citrix Workspace 7 71 2309 LIpg % =
TLTWB e ZzRRBLED,

BHORY TT, IRTOVDAILRDIERZRELET:
1. BOGPORIL—ZBHLEY, #LIE TH®HHD GPO KU —DEH 28BLTILEL,

2. JIW—TRI>—IFs2—%EHL. [AVE1—%2—0#ERK] > [EEAT>SL—K] > [Citrix 2>R
—x> k] > [Citrix Workspace] > [App Protection] > [#J/L/hy 7% T Ov o 93] (ICBEL
£9,

3. [B%] Z#ERLT [OK] 20Uy I L&Y,

(7L KRy TEREZTOYv I $2] REDNBMCERD, 47Ky TRBZETLELS T TAvoIdh
7,

A

Windows Server OS & App Protection Z#7R— L TWEH A, TDdH. BRID K 7T Windows

Server OS #x=f7 L TW3H4E. App Protection BExIC%4 > TWL3 Virtual Apps and Desktops I&& R~
IhFEtA.

201)—=>> 3y hEFRIU X DR

April 25,2024

TIVERIV =23y bRV MIBMY 3213, ROFIBEZRITLET:

1. CitrixCloud 7Aoo > M1 Y1V L. [T—OAR—ZDIER] ZFIRLET,

B i Clous

lome
My Ser v - N A
\
10 ‘w2 @1 20
Library
Library Offerings Resource Locations Domain Notifications
Identity and Access Management (View Library ) (CEditor AddNew ) (CaddNew ) Cviewa )

My Services (5)

oA E20
[

Analytics
performance and usage

Support Tickets

Notifications

System Log

Learn more Losrn more Loam more

Lesrn more Lesrn more

Available Services (15)
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2. [77URR] > [E¥a2) 5T+ LB > [#8m] > [App Protection] %®EIRL £,

citrix

Home > Workspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize  Servicelntegrations  Sites | App Configuration

Workspace URL  httns//appnaute.cloud.com

View configured settings

Production @

& Submit Feedback

Switch URL

a 0 Anaeis O ovemeos 0 Hrmas O wos O Mae ) windows
Updates and Plug:-ins Anti Koy Logging 1Cor Unsaved
Enables kaystrokos.
Enterprise Browser
>
App Expariance Anti Scroen Capture e N
Configured, 0 Unsaved
~ Security and Authentication Enables Ul seresns.
App Protection
Authentication Mac Enablod Configured

Security Preferences

> Session Experience

(O] Windows
> HDX and Multimedia

3. [RV =223y bFHUR ] 200w oL,

[Windows] Fxv IRy I X%2HERLET,

Search Configration Settings a O Andid O owemeos 0 s Qs Qmee O windows
AniKey Logzing v
Kelogging ha revens keylogers o capuing heytokes
AntiScreen Capt o
AntiDLLInjection
- s
e oo rom s
Ot Mtmedn DL Ijection Exception List o
conol
>
Reset ll o default Local App Protecton .
Screen Capture AllowList
t tysoctur. R e
Windows ea

4. [RE&E] 77> a>zo Vv I LET,
Manage settings for Windows EmN&RRINE T,
5. R00U)=r2 a3y AU MIEMT 2. 77VICET3ERZEMLET,

f1:

"name": "ScreenshotTool_1.exe",
"signature": "ScreenshotTool_1 Signature",
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"publisher": "ScreenshotTool_1 Publisher"

}
b
{
"name": "Screenshottool_2.exe",
"signature": "",
"publisher": ""
}

]
<!--NeedCopy-->

Manage settings for Windows

[ -
{
"name": "ScreenshotTool 1.exe",
"signature": "ScreenshotTool_1_Signature"”,
"publisher": "ScreenshotTool_1_Publisher"
s
{
"name": "ScreenshotTool 2.exe",
"signature": "",
"publisher": ""
}
]
4 »

i
s NnameldgMBBED T 1 —)LRTY, —7. publisherrsignatureldhBTIEHD £ A, 1=
L. AV R MIBRINLETTIDHDNRIU—22 3y hEIRZZEHTESZLSIC. BE
g 3publisherrsignaturezBmdadraxsEDHLET,
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« publisherrsignaturenfErAVBEEIE. BLEROBREOHZ T TUr—>a>rhR
=223y b ERvy TF v IIREELHD £,

o Fioew TOTOVIICEBOIYVMIZEMTZIE T, AT U—> 3y MFAIU R MSEHROD
FTFVEBMTBENTETET,

publishers&tUsignatureB®RzmBd3icid. Tpublishers&Usignatureld®z g
T31 ZBRLTILET L,
6. [FTEZZ®RE] 20V oL, [FETOLHE 20y ILET,

7. [REDQRRE] 44700 RyIIXT. [IZW] 20U v o L&Y,

Publish Settings

Do you want to publish these settings in Production?

publisher &0 signature ZR=zNET3

publishers&tUsignaturefB®RzmiEd 3iCid. ROFIEZRTLET:

1. 77UDEETS.exeT7 71D B3 7 71 IILDGRERASTE T,

2. .exeZrIIEHIUvo L, [Properties] 20Uy LEd. 7OANT1 DRy F7 v TEAHERRS
nEd,

3. [Digital Signatures] Z21J v~ L %79, [Name of signer] iZpublishernfETd,
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Security Details Previgus Version
General Compatibility Digital Signatures
| Signature list

Name of signer:  [Digest ... Timestamp
Citrix Systems, Inc fsha256 10 Nove...

Details.

oK Cancel

4. [Name of signer] oR¥OT> rU%EI Uy LTH5. [Details] > [View Certificate] nJEIZo U
v LET,

General  Advanced

»  Digital Signature Information
~%|  This digital signature is OK.

Signer information

Name: Citrix Systems, Inc.
E-mail: Not available
Signing time: 10 November 2023 12:16:59
Countersignatures
Name of signer E-mail ... Timestamp

DigiCert Timestamp 2023 Not av... 10 Novem...

Ok

5. [Details] > [Thumbprint] ®JEICZ Vv o LE S, TFRA MRy I RICKRTINDIARIEsIgnatureT
ED
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I g Certificate x
General Details Certification Path
| Show: <All>

Field Value
@ Enhanced Ke... Code Signing (...
&/CRL Distributi... [L]CRL Distrib...

& Certificate Po... [1]Certificate P...
& Authority Inf... [1]Authority In...
EKey Usage Digital Signatu...

I d2e05283da904782d184ab3137a8c7 c05ccbe27d 'I

Edit Properties. Copy to File..

oK

7O RERIMN) X b DB

April 30, 2024

7Ot 7O AR R MMTENT BICIF. ROFIBZRITLET:

1. CitrixCloud 7Aoo > M1 Y1V L. [T—OZAR—ZADIER] %FIRLET,

Ciix Cloud ¥ start Page
- Dovendra Satram
bl cilrix L0 conimsonsie ¥
Home
My Services v Py
110 G2 1 20
. [ a
ibrary . .
Library Offerings Resource Locations Domain Notifications
Identity and Access Management (View Library ) (CEditor AddNew ) (ChddNew ) Criewat )

Network Locations.
Resource Locations
Licensing

My Services (5)
Workspace Configuration

SR R B o a0
(4S5

s
E—_— A

Notifications

System Log

Available Services (15)

2. [77UHER] > [E£2) 57+ LR > [#ER] > [App Protection] %#iRL £,
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citrix

Home > Workspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize  Servicelntegrations  Sites | App Configuration

Workspace URL  httns//appnaute.cloud.com

View configured settings

Production @

& Submit Feedback

Process Exclusion List

Erciea

windows

4. fREE]l #7230y ILET,

Manage settings for Windows EENRRINE T,

5 7O0EXBRINI X MEMT 3760, TOEXICETZEREEMLET,

5l

"name":
"publisher":
"signature":

}
]

<!--NeedCopy-->

"sample_program.exe",
"sample_publisherl",
"sample_thumbprint1l"

a 0 Anaeis O ovemeos 0 Hrmas O wos O Mae ) windows
Updates and Plug-ins Ami Key Logsing 1Configured, 0 Unsaved
Enables kaystrokos.
Enterprise Browser
* App Exparince Anti Screen Capture
1Configured, 0 Unsaved A
~ Security and Authentication Enables screans.
App Protection
Authentication Mac Enablod Configursd
Security Preferences
> Session Experience O
Windows
» HDX and Multimedia %
o N 5
\ \ \
3. [Z7Oe XM R ] 2oV v o L. [Windows] Fx v IRy I REBERLET,
sot a O oo O oweneos 0 s Ows Ome O i
AntiKey Logeing ’
‘Enables anti-keylogging that prevents keyloggers from capturing keystrokes. -
Jrup——
i
FON R —
e
DLL nection Exceptionist i
Jecton o
Resetll o detutc. Locsl Aup Prtection .
i
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Manage settings for Windows

[ -
{
"name": "sample_program.exe",
"publisher": "sample_publisherl”,
"signature": "sample_thumbprint1"
s
{
"name": "abc.exe",
"publisher": "sample publisher2",
"signature": "sample_thumbprint2"
¥
]
4 »
A

s NameldMED T+ —I)L R TY, —F. publishertsignatureldBTIEHD FEA. Tt
L. ELWZOEZAU R MBS L5, publisherzsignaturexigmny
CrEbBEIHLET,

o Fio. TOT7AVIICEROIY NI EEBMTZ T, 7OVIBIN A MEHO 7O %
BMTZZENTEET,

publisher& & tUfsignaturelEilzmMEs 3Icid. Tpublishers & U¥signaturel&ifz NS
T3] #BRLTILETL,
6. [FESTZREF] 22Uy oL, [TEZOLM] 20Uy I LET,

7. [BREONEE] 47O RyvIXT, [IFW] 20U woLET,
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Publish Settings

Do you want to publish these settings in Production?

8. Citrix Workspace 7 7 = B8 L £ 9.

USB 74 ILEZ—RSAN—[R9NJ X b DIERK

April 30, 2024
ROVWFNDDTEEBAL T USB 781 2% USB 74 LZ— RS N—BI R MSBMTE T

e JIL—TRVI—FT2xU OER
+ Global App Configuration Service ® Ul ofEf

TIWN—TRIVS—=FT2 U bOFER
1. gpedit.msczx{7L T, Citrix Workspace 77U I —TFRU>—FTo o NEBRETY L —k
ZRTET, FHLLKE TIL—TRU—FTox o b1 ZBRLTIIEIL,

2. [AvEa—2—0tER] /— BT (BEBAT > 7L — k> [Citrix DO >R—=> ~]>[Citrix Workspace]
> [App Protection] > [USB 7 1 /LZ— RS N—FRSI X ] ICBBILE T,
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Citrix Workspace 7 71J

1/ Local Group Policy Editor

File Action View

Help

e 2@ = Em Y

-]

EECEEEEEEERERRERR

Control
wor

System

IEEREBEER
erz
3

I Windows Se

2 setting(s)

i/ Local Computer Policy
v & Computer Configuration

> [ Software Settings

> (] Windows Settings

v (1 Administrative Templates

v 1] Citrix Components
v (] Citrix Workspace
> (1 App Protection

cep
itrx Enterprise Brows
itrx Secure Browser
Citrix Workspace Upd
Client Engine
Compliance
Diagnostics

Pl

Fast Connect API Supp
Global App Config Ser
Multi-Stream ICA
Network routing
Remoting dient devic
Selfsenice

StoreFront

User authentication
User experience

Panel

Start Menu and Taskbar

Windows Components

Al Settings

v & User Configuration
> (1] Software Settings

>

>

ettings

| Admiristrative Templates

[ wpp0t€cion

Select an item to view its description

Setting State Comment
1 Anti-DLL Injection

[£2) Block DoubleHop Launch Not configured No
|12 US Filter Driver Exclusion List Not configured No

Extended / Standard /

3. [B#] ZFRL. [A7>3>] TFIAMRY ORI T B USB TINA RORYE—ID CB&E ID Z A5

LET,
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W/ USB Filter Driver Exclusion List

E} USB Filter Driver Exclusion List

() Not Configured Comment:

(®) Enabled

() Disabled

Supported on:

Opticns:

Previous Setting N EXE St G

ADMX Migrator encountered a policy that does not have a supportedOn value.

Help:

IUSB Filter Driver Exclusion List

{

"deviceName": "Device1",

LS Lttt

This feature is to exclude the USB devices which have compatibilty
issues with App Protection feature.

When the policy is:
Not Configured - None of the USB devices are part of the exclusion
list. USB Filter attaches to all the USB devices if App Protection is

active.

Enabled - Excludes the USB devices(Pairs of vendor ID and product
ID) mentioned in the exclusion list from the App Protection.

Disabled - Clears device exclusion list.
The USB Filter Driver Exclusion List field allows admins to add pairs
of vendor ID and product ID information that can be excluded from

the App Protection.

Sample format to add vendor IDs and product IDs to the exclusion

A

« productIDxvendorIDIEFMED 7+ —ILRTE, —A. deviceNameldhETIEH D F

Ao

list:

o Ffe. ZOTJOVIICEROIY NUEBIMYZIE T, BRIMN X MZERD USB /N1 X%ZiB

MIBEHNTETET,

productIDvendorID%#E{ET 5iCid. TproductID%ZEE YT dvendorID) #8BL TS

Lo

4. [OK] 200w o LEY,

Global App Configuration Service @ Ul O

1. CitrixCloud 7Ao > M1 1YLy [T—OZAR—IDIERH] ZFIRLET,
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GirixCloua

P&l cilrix

Home
My Services v .
lih10
ol

Library Offerings

(Eiz

Resource Locations

D1

Library .
Domain

2o

Notifications

Identity and Access Management (ViewLibrary ) (CEditorAddNew )

(CAddNew )

CViewAll )

Network Locations.
Resource Locations

Licensing
My Services (5)
Workspace Configuration
=20 £ 36233 o a0
7 [AS)
Remote Browser Isolation (&)
ictrom web based

i
Analytics

Security, porformanco and usag

Learn more

Support Tickets
DaaS service profile xacep!

Daas service profile xacep!

Learn more

Notifications

Learn more

System Log

Available Services (15)

Secure Private Access

5, 3623
&

¥¢ start page

5 36233

XAXD service profile xacep!
XAXD sorvice proile xaccp

2. [77URR] > [E¥a2) 5+ LB > [#8m] > [App Protection] %®#IRL £,

citrix

Devendra Satram
CCID: bxianSodmswe

a 0

Home > Workspace Configuration > App Configuration
Workspace Configuration

Access  Authentication  Customize  ServiceIntegrations  Sites

Workspace URL  httns//appnaute.cloud.com

View configured settings

0 Anaeis

Updates and Plug-ins Anti Koy Logging

Enables. kaystrokes.

Enterprise Browser

* App Exparince Anti Screen Capture

Enables.

Production @

~ Security and Authentication

App Protection

Authentication

Mac

Security Preferences

> Session Experience

(O] Windows
> HDX and Multimedia

0 cwomeos 0 wms
sersons.
Enabled Configured

O wos

O Mae

& Submit Feedback

Switch URL

) windows

3. [USBT A ILE—RZSAN—BRIIRE] 200w oL,

[Windows] Fxv IRy I X%2HERLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

69



Citrix Workspace 7 71

sssssssssssssssssss

,,,,,,,,,,,,,,,,,,,

eeeeeeeeeee

uuuuuuuuuuuuuuuuuuuuuuuuuuu

4. [#RE&E] A7 a>zo Vv I LET,
Manage settings for Windows EEH &R RINE T,

5. USB 71 L2 —RSAN—fIHINI I MTEBMT 3700, 7OLRICET3ERZEML £,
i

"deviceName": "Devicel",
"vendorID": "FFFF",
"productID": "FFFF"

}

]
<!--NeedCopy-->
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Manage settings for Windows

{
"deviceName": "Devicel",
"vendorID": "FFFF",
"productID": "FFFF"

s

{
"deviceName": "",
"vendorID": "1FFF",
"productID": "1FFF"

¥

A

« productIDrvendorIDIE#BEDT 1 —ILRTY, —F. deviceNameldHAETIEHD F

Ao
o ¥, ZOT7OVIICEROIY FNUEBIMYTZIE T, BRIN X MZEHD USB /N1 X %8B
M3 TIET,

productIDzvendorID%EEd 3iCid. TproductID%=EET3vendorID) #8BL T T
Lo

6. [FTEZZRE] 20V v oL, [FETOLHE] 20y ILET,

7. [REDQRRE] 414700 RyIRT. [IZW] 20U v o L&Y,
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Publish Settings

Do you want to publish these settings in Production?

8. Citrix Workspace 7 7 = B8 L £ 9.

productID ¢ vendorID %ZEW§9 3

productIDxvendorIDZEEY BICid. ROFIEZRITLET:

1. TAARIZ =D v —ZRE. BRI IMTEBMTZTNARZERDIFET,

2. TNA2REEHIY v L. [Properties] 0w o LEd, 7ANT« DRy 7y TEAIPRRINE
ER

3. [Details] #2 ) v & L. [Property] —&/m5 [Hardwarelds] *+ 7> 3> %&ERL %7,

4, [fEl] 74—IETIE. 7L 74 v 2RVID_HtWifEizvendorIDTHD. 7L 7«4 v XAPID_HFW
fefEl&productIDTd,
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USB Composite Device Properties

General Driver Details Events

e 4 USB Composite Device

Property

Hardware Ids

Value

USB\VID_046D&PID_C31C&REV_4920
USB\VID_046D&PID_C31C

OK Cancel
SIS a—Fa>T

March 10, 2024

CORETIF. IEIELT S T x—LAITO Citrix Workspace 7 71 T App Protection ® b3 7L a
—TA YT EITIFEICOVWTHRALE T,
FSOWNSa—TFTa 20D FI)FITOVTIE UTEBRLTZa0L:

o — MR NS TN a—TFTa oD+ )F

s RUS—DERIADIEE

« App Protection ot FaUFrBHEF v
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Windows @17 Citrix Workspace 7 71J

1. TOJIN&) OFIRICE->TOJZIRELET,

2. Windows +R ¥—%#H L T [Ef7T] Ry X%ZME. Tcmdl EAALTEnter #—%z#L £9,

3. ROOAXY YV RER{TLET:

o« N—T 3> 2311 &K O ETD Windows @it Citrix Workspace 7 7V #ER L TW3HBEIE. ROV
YRERITLEY:

SC
SC
SC
SC

query
query
query
query

appprotectionsvc
entryprotectdrv
epinject6
epusbfilter

o« N— 3> 2311 LD Windows @iy Citrix Workspace 77U B L TWAIEEIE. RpaT >
RERITLET:

SC
SC
SC
SC

query
query

query
query

appprotectionsvc
ctxapdriver
ctxapinject
ctxapusbfilter

OJWEY—IILhSIESNI L —ABRE EDICERZRELE T,

Mac @17 Citrix Workspace 7 ~71)

M7 oWE] THRESNIFIRICH > TIEL OV ZIRHELET,

Linux &7 Citrix Workspace 7 71)

1. AR b= D util 7 #ILE—ICH 3 setlog RITAIGET 7 1 ILERITLE T, Hl: /opt/Citrix/
ICAClient/util/setlog,

2. [INTEMICKRE] 22V ILET (COFIREZA T a>THD, BEXOTDHHRESNBZLSICL
TLREE W,

3. App Protection o7 ERICEB L £ 9,

4, 5OV w o LT [#4] %F=IRL. App Protection pOJ L ~RIL%E [ ICRELEFT BELELIS—0

ANATICRBINET)o

5. App Protection @7 > XzRBHEL. TDFERZEGIVVILET, [FIL—T] > [#&] £BRLET,
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6. wficaoOJ/=EMIcLEd, wficazao U v L. [#4#] %%IRL £, App Protection i1 > b
—lLThTuniuh, wfica TRETEAZRVEEIE. RDL5H2O7PBEINET, [NCS] <P3563 >
citrix-wfica: App Protection is not installed.

7. v avzREH;IB L. setlog DOTHEANRICRBEINTVE 7 7ILICOJDRBINE T,

Citrix Log Preferences

Class Level Working Level Expand All
-
| Wiica Verbose Verbose Coll Al
—  Webhelper
App Protection Verbose Verbose Set All Default
i— App Protection Service Inherited Yerbose -
Set All Disabled
— App Protection Preload Inherited Verbose
— Ant-Keylogging 58 Inhberited Verbose et All Inherited
Anti-Keylogging X11 Inherited Verbose ¥
— Ant-Keylogqing XCB Inherted Verbose
I Anti-Screencapture X11 Inherited Verbose
- AntiScreencapture XCB Inberited Verbose
Lrypto Wrapper
|| Date W] Time H|Name 8| Process 1D set All Default
[ | Thread ID (B session ID _|UserID || GroupID
. All Di
B | Log Class | |LogLevel B | Funiction | | source File ST D
|__| Thread Narne set All Enabled
Log Output Path Mvarflogicitrbu1CACEent. log Apply Changes
Max Log Size (MiB) 200 Load Current [
Mace Odd Log Files 2 Load Delaul
Mayx Log Sessions 200

—MBHR S TN a—FTa 2T

March 10, 2024
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App Protection ;K1) > —HEMICHR>TVWB VY —ZADRA T4 T 7 FVICRRINABWVEE

App Protection RU S —HBEMCHE>TVE VY —IBRA T4 TT7TVICRRINABVSEIF. A TOFIEEZE
TLET:

1. Citrix Workspace 7 Z7U BT & D HWEEIF. HILWNA— 3 VICEHRLET:

+ Linux @i+ Citrix Workspace 7 71J) 2108

+ Windows @i+ Citrix Workspace 7 71J) 2203.1 LTSR

« Windows @7 Citrix Workspace 7 1) 2002

Windows (X +77) @7 Citrix Workspace 771 2305.1
+ Mac @7 Citrix Workspace 771 2001

2. Windows 2016 % Windows 2022 ¥ @ Windows YILFE v a>HRL—F« »J 2 X7 LI, Citrix
Workspace 7 7UNA YR b—=LETNTVWHRWVWI EEZBRBL TSI L,

3. FRROFRGHBEINTVTH DY —IADRREFINAVGEEIX. OFZINEL. Citrix 77 =HIL H7R—kIC
BREWVWEDLELETV, OJIREICDOVWTELL I, TOHYNE] #8BLTLETL,

AL I RA T OERTIC. App Protection RS —hAEMICAR->TWVWE Y =BT S TH—(C
RRINAEW

FVFL IR R FOBAHIC. App Protection RU S —HEMICE 2TV U Y — 2N T SUH—ICRRING
WBEIE. UTFOFIBERTFLET:

1. Delivery Controller p/N\—=> 3 >hN—2 3> 1912 SDBITHVWI EZBERLTLET L,
A
N—23> 1912 & b i Delivery Controller ZfER L TW315&. App Protection I 7R— &
nEt Ao

2. StoreFront N—2 3> 1912~2203 #fEA L TW3IHEIE. StoreFront D h X214 XWX EICH
S2TVWBHESHERBBLTLLEIV, StoreFront D h X2 A X #BMICTBHEICDODVWTEELL
&, TStoreFront @ h 2 2< 1 Z0EMK] #BBLTLLETIL,

3. StoreFront /N\—> 3> 2308 IR L TWEIEEIE. StoreFront DA X271 X =EBMICT 2 HEIL
HO FH A, StoreFront /N—< 3> 2308 LIED /N1 T w RiEgshZER L T, StoreFront To/N1T1)
v REEID App Protection BIEL K BMICH > TWBRHESHERRBL £,

4. TUNY =T )IL—TD App Protection #BENEL K BRICA > TVWEIHE SHZERBRL T LT L,

5. FROEHFHNBLINTUTHU Y —IADRREFINBWESIE. OJZ2NREL. Citrix 77 ZAILHFR— b+
ICEBVEDELEIV, OJDIEIZDWVWTEHL <IE, TCitrix Workspace 77U O J nE] & U
StoreFront o7 Mg 28R L T LTV,
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App Protection #5314 )Y —2XZEHT 2L FICRLARBBERITI AL

Windows @i+ Citrix Workspace 77 @384, App Protection #—E XA BIAINZERBEAMIIINDG £
Sy AV A =S [ >R b—IL#IC App Protection 288549 3] Fx v IRy I REBMCTIHEN
HOFEFT, 1A L—=ILHIC [V X k—IL#IC App Protection #8149 3] Fx v IRy I XEZBMICLAED
> 7% &. App Protection RU S —HABMICH>TWB U Y —XZEEIT S . App Protection H—E XA BEH
BICBIATNE T, Y XTLEMICIEL T, App Protection OESICERIDHINZBEN DD £T, BET 3156
HHNUE FTLTILTBRBEEIHDET, LIchH>T 1R M—JLHIC [~ X ~—/L#IC App Protection
2RI T D] FIvIRYIREAVIITB2b8D L EY, BEIE. App Protection zE#MICLTU YV —2X
ZHEFL. T2V EAERITIVENHD £, /L. N TH App Protection HE#ICHE->TWB DY —
ZAEEBTEAVEEIR. ROFIEZRTLET:

1. EEEr LAYV ROV TR ERSE. RO RERITLT. App Protection f —EXHRFEINT
WBHQESHEmERLET:

sc query AppProtectionSvc
<!--NeedCopy-->

2. App Protection # —EZXHETETNTULAWEEIF. ROII Y REZETLTY—ERZREBALET:

sc start AppProtectionSvc
<!--NeedCopy-->

3. BIFHIIS—HRETIESIE. OJEIEL. Citrix T7ZAILYR—MISBVWEDELIEIW, OY
IREEICDWTELIE TV 28R L TR,

App Protection z G831 £ 7z IdEMICTIHW
Web Studio #7:i1& PowerShell 2 ER L TA > FL I R E U 5T RDF YN =5 )L—F D App Protection
EBWEIGEDCTERVEEIE. ROFIBERITLET:

1. BREBSAEVRADHBINESHERRBLTLKET V. BELSAEYIBFEBTETHRVIEE. App
Protection ZBMICT B IETI £ Ao

2. REBSAEVADPFATIRVESIE. BERSAEVAZRELTI1EXZEBMLET,

3. SAtEYREBMLIEE. SV IXY—N—%2FHEH L. App Protection ZBEBMICL THTLI LT,

4, BRBRSA Y AHFAAETH 3ICH D53, App Protection ZE 51 £/ IZEMICTITHRWVWEEIL.
ROAYY RERTLTTrustRequestsSentToTheXmlServicePorthE#ICA>TWVWEHE
SHERBLET:

Get-BrokerSite | Select-Object
TrustRequestsSentToTheXmlServicePort
<!--NeedCopy-->
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5. TrustRequestsSentToTheXmlServicePorthE#ICE > TLWRWMESIE. ROVLWTHHDA
FeFRALTXMLIEE zEMICLET:

« Web Studio 0fEM:
a) CitrixDaaS 7hw >y bicH1 1> L. [BE] > [RE] > XML Z8@EEICTS] ICBEHL

Alltenants v | Downloads

b) IXML EE=EMICTZ] ~TILEFICLET,
o PowerShell DfER: kDT RERITLTXMLE@EEZEMCLET:

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true
<!--NeedCopy-->

6. TrustRequestsSentToTheXmlServicePortza#ic L. App Protection #BEE*IC
LEJ,

7. FROFHRAB/LLINTVSICHh D 5T, App Protection 28 £ zIdEMICTETRWEEIE. Citrix
TOZAINGR—MIBEBVEHhE LI,

App Protection 7R ) > —HBELICERINTULARWL

1. ROEZFHENE SN TWVWB I e 2B L T T L

+ Citrix Workspace 7 7V OHR—r TN TVWEIN—J 3 v EFERLED,

s TUNU =TI —T OB EHEDNBMICE>TUVET,

o COWEENTYRARAY MIA YR b—ILINTVET,

o Citrix Workspace 77U D > X k—JLEIC/includeappprotectionX vy FEEMICL
79,

2. FRROEGHHIB/ZINTWVTD App Protection R > —A@EHICEAShABAWVWEEIE. OJEINEL.
Citrix 77 Z AP R—FIEBVEDE LTV, O DOIREICDOWVWTEEL < IE. TCitrix Workspace 7
TF)oOy oWl 2BRLTIEZSWL
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Citrix U« Y RILINTRI U= gy hHEEL TUWERA:

o FEINTW3 Citrix 7 > R (Citrix Workspace 7 7V A &T) 2&/IMLTZNEL T,
RO —DRIADBHICEATEZ NS TN a—FTa>T

March 10, 2024

KDEUSa>TlE. BRETZAMEODHDZIVK ODNOBELEZD STV a—F 1 I BFERICDOVWTHEAL £
R

ICAT7 7 1IILIZBRIATNTWVWARHEY S 3 VIFERRITHTH S

App Protection ®7R U S — DRI ADEEBENBENCA > TVWBREREBT7T TV ELETIAV by Ty 320D
ICA7 7 A LHRTAIIIIZEE. ROWTNDIDIST—XvtE—IRRLTEY I I VEERTITIHRELNHD F
ER

« Linux @i+ Citrix Workspace 7 71J

Citrix Workspace - X

Session terminated
Session is terminated as App Protection has detected policy tampering. Contact your system administrator.

OK

« Mac @7 Citrix Workspace 7 71
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Session is terminated as App
Protection has detected policy

tampering. Contact your system
administrator.

Please try again in a few minutes.

OK

+ Windows @i+ Citrix Workspace 7 71J

Citrix Workspace App bt

Session is terminated as App Protection has detected policy tampering. Contact your
Lo systern administrater,

—» Copy text to clipboard

1L ICA 7 7 ULHARIAINTVT, RUS—DRIADEHDAEMI A > TVWRBETHE Y a VHET
INTWVWBEEIE. ROFIEERITLET:

1. Virtual Delivery Agent T TOFIEZRITLET:

a) ROAXYY RERTLT. ctxappprotectionsv—EZXARITEINTVRINESHERRL %
9

sc query ctxappprotectionsvc

b) ctxappprotectionsvct—EZARTINTLAVEEIFE. UTOFIEZRTLTH—ER%®
FwBLET:
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i. LTy RERITLT. ctxappprotectionsvch—EXDRE— 7y TOEE%
BEICEELEXT:

sc config ctxappprotectionsvc start=auto
ii. ROAX Y RERTLTH—EXZEEHLFT:
sc start ctxappprotectionsvc
2. 9347 FT UTOFIEZRTLET:

a) vdappp.dll 7 7 1 )Lt Citrix Workspace 77U D1 Y R b= ILIBFRICHZ D ESHERRBL T,
Citrix Workspace 77U DT 7 # L b D1 VR b= LIBFRIFUTOE ED T :

« Windows - C:\Program Files (x86)\Citrix\ICA Client
« Linux - fopt/Citrix/ICAClient
« Mac-zZ%AL

b) Windows @7 Citrix Workspace 7 71 @B &1, procexp.exe %=ER L T, vdappp.dil 7 71 )L
M wfica32.exe IZGRAHFRAEFNTVWEINE ShEERBLE T,

c) Linux @i Citrix Workspace 7 71U @& 1&. vdappp.dll 7 7+ L H wiica.exe IZ5i#&AENTL
BHESHERRELET,

3. By a v ERERTPOBEIE. OJEIEL. Citrix 77 ZAILYR— MISBEWEDECEIW, OY
IREEICDWTELIE TV 28R LTLRETE L,

Virtual Delivery Agent zB&17 5L, RS —DRIADKREDEEEL < AD

Virtual Delivery Agent #Bi2gi L. K> — DRI ADBREBEEDEEL AL R o IBE L. BEEEIC App
Protection 4 —EZHRITTNTLWAWI LA REATH 3 AEeMNH D £, Virtual Delivery Agent TUUTDOF
IEzERITLET:

1. ROOT Y R%ERFLT. ctxappprotectionsvct—EZXARTHT. BEICKREINTLEHE S
hERALET:

sc query ctxappprotectionsvc

2. ctxappprotectionsvct—EZXARTINTLAVEEIF. UTOFIEERITLTY—EXZRAL
9

a) MToITY RERTLT. ctxappprotectionsvch—ERDRE— 7 v FOEES BEIC
TELET:

sc config ctxappprotectionsvc start=auto
b) ROITY RERITLTH—EREZEEHL 7!

sc start ctxappprotectionsvc
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3. RUP—DRIADHEBE Y 3 VA ERERTHROBEIF. OJZIEL. Citrix 77 Z ALY R—MIER
WEDELEIV, OJPREICDOVWTELLIE TOJINE] #8RBLTIETW

App Protection Dt 21U F s BRAF v IICEI R M TILa—FT1 Y

March 10, 2024

RO a>TlE RETIARMDOHZVODDDOBBEZED NS TN a—Ta I FRICDOWTHIAL £
E

Tyl a RIS Xyt LTRTLE

RET7ZIVERLIET RO Yy TOEY S I OIS —AyvE—C2RAEBTICRAKR T LIEESIE. UTOFIEEZR
TLET:

1. Citrix Workspace 77U DN—=2 3 Y HROWTIADDN—I 3> D HHWDESHERRELET:

+ Windows @i+ Citrix Workspace 7 71J) 2309
« Mac @7 Citrix Workspace 7 1) 2308
« Linux @+ Citrix Workspace 771) 2308

P

Citrix Workspace 7 7 U ON—= a3 YA FIEL TUR MINTEN=U3 > DB H L App
Protection D+ a2 7+ BBAF T v VRENBEMCIH>TVBIHE. RET TV ERIEITRI by
TwsaviFIso—AvtE—JRRFETICET LET, 2L, Citrix Workspace 77U h*F &
1TUZRRINEEN=23 Y BEON—23 2T App Protection @t a U 7« RBEF = v U i#EE
PEMCER>TVWREHEE, REFTVERE TRy T2y aVIEIS—XvE—S%2RRLTHE
TLET,

2. App Protection D+ a7 BEF v IBENBMIH>TLRIDESHZRBELE T,

3. Citrix Workspace 7 ZUHUFIDON—2 3 YUBEON—I 32T, EFa ) T BEAF v VEEELENT
H3HEIF. OJFZWNEL. Citrix TV Z ALY R— MIBBAVEDELLEIV, OJREICDVWTHFHLL
& TOJE) 28R LT ISV

App Protection Dtz 1 U F s BBEAF T v VD BERCH S TEHN ZTLUN—=T 30 TlREY S 3 VA

TLTWAEWL
BE. App Protection Dt F a2 U F BB F v IBENEMICR>TED . W= 3 >0 Citrix Workspace
T7UENALTEGELTWVWSRIGEIE. EvaveaE&TI23H8ERHD XD,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 82


https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/troubleshoot/log-collection
https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/troubleshoot/log-collection

Citrix Workspace 7 71

el By ayhE T LTURVEEIR. ROFIEZERTLET:
1. Virtual Delivery Agent TUTOFIEZRTL T :

a) ROIATYR%ERITLT. ctxappprotectionsvct—EZARITINTVEIHE SHERIL
9

sc query ctxappprotectionsvc

b) ctxappprotectionsvc—ERBRITINTVWAVEEIR. UTOFIBERTLTY—ER%E
FwBLET:

i. UFoav > kERIFTLT. ctxappprotectionsvc servicenX42—+7v 70
ErEEIcTELEY:

sc config ctxappprotectionsvc start=auto
i, ROAYY RZRTLTY—ERZEHLFT:
sc start ctxappprotectionsvc
2. NALIcEF a2 VT RBBF Ty JBICRDOVTNADTL T v I AV TV EHESHERBLET:

« Windows @7 Citrix Workspace 7 7V @& : windows~—
+ Linux @i+ Citrix Workspace 7 7U @i5&: Linux-—
« Mac @i Citrix Workspace 7 7 @154 : mac-

3. EFaUTARBBF v IERTISY NI A—LEBTHBZ D, WETB TS5y b T+ —LICRE>TELL
EBIMENTUWBDESHZHEELET,

4. regw % Fr  (Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\
AppProtectionPolicies) #Fxzw ¥ LT, £¥al)FrREREF v IH Virtual Delivery Agent
CEEASNTVRHESHh ZHERBLET,

5. FIRDEHDRIRTELINTED. &L= 3 >0 Citrix Workspace 77U Ty > 3 Uh EisiEG &
NTWVWBHEIE. O REL T Citrix TV Z ALY R— MIEBVWEDE IV, OJIREICDVWTHL
i TOJigr #8RBLTLIEE W,

App Protection Dtx 1 UF A REBF v IN. 1 D20TS Y b T+ —LTHELTHIDO TS Y+
#—LTIIHEEL BV

\EICE > TE. App Protection ot Fa U7 BBF v UL 1 DO F 5y T+ —LTIFEMEL. BlD
TI53Y T F—LTIEEELAWCEDHD T, f-& 2IE. App Protection o+ a2 7 RBEBF v UikEeD
Windows )i+ Citrix Workspace 7 7\ TIZEifEs 26D D, Linux @i Citrix Workspace 7 71 TILEIEL &
WwWelL&Es,

COESBIFIATIR. ROFIEZERITLET:
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1L NALKEF2VTABBF v IBISROVWTNDDTIL T4 v 7 ZABMTVWTWVWBEHE S D ZEBLET:

» Windows @i+ Citrix Workspace 7 71 ®15&: windows—
« Linux @ls Citrix Workspace 7 71U @& Linux-—
« Mac @7 Citrix Workspace 7 7 @84 : mac—

2. X aVTARBBF Vv IERTISY I A—LEBTHBZ D, WETB TSy b T+ —LICR>TELL
EBIEINTUBDESHZHEELET,

3. regd ¥ FF (Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\
AppProtectionPolicies) #Fxzw ¥ LT, £Fal) T REHF v oh Virtual Delivery Agent
CEHINTVWEHESHERRBLET. TN5IEStudio TRESNIERBL—HTIHRELNHD £7,

4. FIROEHDNITRTHELINTES O, HLN—23 >0 Citrix Workspace 77U Ty > 3 YA E7EG S
NTWBIHEEIE. OJZREL T Citrix 77 ZAIIBR—MZHEBVEHLELIEIV, OJNEICDWVWTEHL
<id TAZgE) #28RBLTLREEY

OJ &

March 10, 2024

« Windows @7 Citrix Workspace 77U o0 J #IX&E Y 3icid. 'Windows 0O isl #8BL T
T,

+ Mac @i Citrix Workspace 77U o0 2 N&E T 31cid. TMac o077 N&E] #8BL T TV
+ Linux @i+ Citrix Workspace 7 Z7U 0O %2 IRET 3 ICid. ROFIEZRTLET:

1. 1= util T4 LU tUIZH B setlog RITAIEE T 7 1L ERITL £ T, fl: Jopt/Citrix/ICA-
Client/util/setlog.

2. (F7>aYy) [TRTEMCHKRE] 27V v I LT BREROTOHDNEINDILSICLET,
3. App Protection o O JsERRICHEEI L £ 9.

4, HUVw o LT [¥4H] %3EIRL. App Protection dOJ L R)L% [3#4H] IRELFT (BEL
Z—DHHOJICEREINET),

5. App Protection 0V S X=ZRBHL. TOFERZGI Vv I LE T, [JIL—T] > [HE] ZBRL
=

6. Linux oOJE1—F )7« (install dir n5 util/setlog z£sh) =HEAL. REFvRILOO
JLRIL%Z [FH] ICEELET,

7. wficaonOs/x=BmIcLET, wficazio v o L. [#l] %#%RL F9, App Protection H'r
Y2 h=llanTuniauns, wfica TRETELVBAIE. ROLS5HO7PBEINET, [NCS] <
P3563 > citrix-wfica: App Protection is not installed.
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8. wfica #2- v~ L. winstationdriver 0O04 L RJL%E [F#] ICEELE T,

9. vy arvEREETZL. setlog dOTHANRRICEHEINTVWE T 7rILIcOTHRBINET,

Class

o wiica
— Webhelper

— App Protedcon Senice
[— Ant-Keylogging 58

Anti-Keylogging X11
— Anti-Keylogging XCB

Max Log Size (MiB)

Max O8d Log Files

Max Log Sessions

App Protection Verbose Verbose

App Protection Preload Inherited Verbose

Anti-5creencapture X11 Inherited Verbose

L Ant-Screencapture XCB Inherted Verbose

Citrix Log Preferences

Level Working Level

Verbose Verbose

Inherited Verbose

Inherited Verbosa
Inherited Verbose

Inherited Verbose

Crypto Wrapper
(] Date ] Time H| Name |®) Process 1D
|__| Thread ID || 5ession ID _|useriD || GroupID
[ M) Log Class [ |Log Level B| Function || source File
[} Thread Mame
Log Output Path AearfogicitroviCACEent. log

200

2

200

Expand All
Collapse Al
Set All Default
Set All Disabled

Set All Inherited

Set All Defaul
ser All Disabled

Set All Enablad

Apply Changes
Load Current

4
Load Default I

« Virtual Delivery Agent TOJ % IN&ET 3(C1E. UTOFIEERTLES:

1. CDF Oy rO—J)L%@&EL T App Protection t—EZXH5 FL—XEEE T 3ICIE. IRTOES 2

—ILEERLE Y,
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Wl coFcomol

File View Tools

Fiter  Help

O N T

Enter module name or select a binury file: |

AopEpenence_CimCapBase Deviees, WF_DLL CrvideoCodes MF_Lbeory_MMProthiarshal [T PE_Lbvoy_CoxsensveLoDss
Expesience_CreateProcessHook Devices, MF_DLL CuxWebAhnHook MF_Library_SREventLog ] PE Lirary_M¥c_User_Mode
AppExperience_ChCipbosrdSve Devices, MF_DLL QuxWinkogenProv MF_Libeary (] PE_Lirary_WVe_User_Modet4
JopExpenence CtxSenalicSve Devices_T MEZDLL Coowsapi MF_Library_Tonwatemark (] PE oy _PreaSveQiene
AppExperence_CixSmanCardC Devioss_W ] MF DL MF_Library_VCTrace (] PE_Lteay_SerwVelb
AopExpedence_DataTrangesCommon Devioes Wl MF_DLL lcaPed MF_Service_CpSve ] PE_Service_ClcApProtectonSvc
AppExpenence_Dnd Drectorveaf ] MF_DLL imevie NF_Service_CulcalCiaSe [] PE_Sernce_Crciudasve
ApoBxpencnoe_Bxpltook AS MF_DLL | MF_Service_SEMS (] PE_Service_CuCentManagerSve
AppExpedence_GeolocSine S, ME_DLL MMHotTranspot MF_Servics_SEMSComPhgn (] PE_Service_QCxMoSvc
#ppExperience_Launchi 45 ] MF_DLL_MMVD MF_Senvice _ServerFTA (] PE_Service_CoxDndSenvice
Ao Expenence JbCipboardSvcictor ME_DLL_SMC NF_Sesson_Cortrum ] PE_Service
AopExpererce_MiTouch MF_OLL UpCiert MF_Session_CixPrelaunch (] P Service_CrxMiTouchSve
#opExpedence_SCardHock ME_OLL UpProv NF_Session_Evemion (] PE Service_CixhisapSve
AppExpenence_SeHook 20 ME_DLL Ushtor MF_Sesson_CACTLS (] PE_Servce_CrxRegHeloerSve
Aok _Shell MF_DLL_ Win325piHook MF_Sesmon_ICAFT (] PE_Service_QueRcgSve
AopExperence_TaskbaG MF_DLL Wsca MF_Sesson_ICASTExe (] PE_Service_QuxSmarCardSic
AppExperience_TWI X ME_Orver_Cplipdits MF_Session_Man PE_Service_CixSvcHont
AopExpenence v CMutmeda_Hirsinector MF_Orves_CplpDrv MF_Sesson_VertyVehiodie PE_Service_MricSvebd
opExpetence VDA ERtercestor X Mtimeda IbRaveSveActor M _Drves_Cplipd MF Sets0n PE_Session
AopExperience_V (0X_Mukimeda_MFComponents ME_Orives_CuDVC MF_Utity CMSTART Polcy_kca_Setings
Erokarigert MF_Onver_lcaEndport MF_2c_fpll
BrokecAgertt ts || MF_Driver_PDCommon MF_2c_Fort 4 Portica_DLL_QudocmOmo:
BrokerAgertDatrbuted Tracng MF_Driver_PDCoypt MF_2¢_Sult Potica_DLL_PICAGda:
BrokerAgertEverts M Orver_PORFrame Nefwoding WebSocket Core Portica_DLLPICATW.
erigertHeatChack MF_Orver_Rod Netwodkang Web Socket Datagzram Portca_DLL_PICAWsapi
Brok ehgertLaunchSiore ME_Driver_RMPNDre Netwoking Web Socket Hub Portica_DLL WinPlughh
ok erAgertLoadBalancng M Drive_SMC WebSocket Foc Picadd
frox erAgertMontarhianager MF_Onver_TwBxpot PE_DLL Culocatonipi Portica_Dnver_Td
Brok erAgert PlugnProxy MF Driver_Wdica PE_DLL OxLocationfpibd tca_Hook_Pica i TweakHook
ok e AgertSesson Mondomy ME_EXE Cugin PE_DLL Cuxlibon SCCMVD
Brok erAgertSessonParameters F . Oyniirk_Ciertheti ieea Settng_UPS_Prrting
o erAgert ot Enumarator MF_Ghe_PuProvider PE_OynLrk_CMPAPI StackCortrol_Agert ToStack
BrokecAgertWakeOnlan ME Ghx_StatusTool PE_DynLik_CMPAPIGS StackCortrol_Service
CdefrokerAgent HIF_Hodk_Kemel PE_DynLirk_CMPCOM StackCortrol_Stack ToAgent
Servce M Hook MiApHsck PE_DynLink_CMPCOMG4 W, crteoer
Ctra Ashentcstion Kerttyssserton ME_Hook Mmook PE_DLrk_CMPEMUL UWACache Sevice:
CiiLocalUserSry_Clent M _Hook Reglsa PE_DynLink_CMPEMULE4 uw
LocalUserSry_Service F _Hook _SmanCord PE_DynLrk_CMPMRVC WM Prory
CemMontorPgn ME_Hook _TrHook PE_DynLrk_CMPMRVCES
CtServicesMansger_ Clert MF_Hook UlHook PE_Dynkink_CMPVDO
CarServices Manager_Servce HIE_Hook _VIPHook PE_DynLrk_CMPVDOBS
DesiaophiomateaWhilLog MF Library_Agoregater PE_Ubrary,_Cubp_KeyStorsger
Deskioplioemation VI Lkislog M _Library_CemcCep PE_Ubrary_Clubip_Vabdak
Devices_ CdnControl M _Lbrary_CredertialProviderPlugn PE_Lbrary_CMPS
Devices_CuRdr M Library_CoxPacket PE_Lbrary_CMPSr6a
Devices_icak2n M _Libvary_OxPrPManager PE_Libaary_OxCppBase
Devices_icak2neng MF_Lbrary_CxPhPUtis - Lbrary_CutGvchBase
e MF_Lbrary_CxSSPI PE_Lbrary_Coxbisap!
Devices_Pealm MF_Lbrory_lcaQsSeActor PE_Lbasy_OxhisapProved
Devices_PcaPyr MF_Ltvary_ieaRoe PE_Lbuary_CixNisapProvKemel
Devices_PrcaProvider MF_Library | PE_Lirary_CixSensVeUbDI

2. JBEICE > TR HlOTI D50 CDF bL—RDF v IF v HUELRBENHD £9, CDF L —
AZINET BICIF. CTX237216%BRL TLEI LY,

Workspace ® 0> 57+ 2 ~ZED < App Protection

March 10, 2024

J>TF R MIED App Protection iI& D, 2—H— A—H#—DFTNA R XY bFT—IRIAFvHE. 21—
Y- Tty b EEHICL T, App Protection /R > —%s#lN DREUERA TI £ 9,

J>7F X MIZET< App Protection (it

TO—A—T7I7ERRUL—HRAUTERINIER T L2—2FHLT. O TFX MIED < App Protection
RRETEFEY, JO—H—TIERARII—F. TUNI=TIL—FADA—HF =TI % §HT 3E% E&
TBHHLDTY, RUS—F—EORAUTHBHINE T, FRWE L 2OTUNI—TIL—-FICEEMIT SN, KT
1 INE— 7O ERERHOEY FREENF T,

I—H—DEFOFHFMADN. 1 2HZVWRENULEOTO—HA—T IR —HADEHRT 1 ILZ—IC—HT B .
TUNV=FIN—TIZTIERTEZLSICHEDET, 774 MTE A—F—@FH1 rROCDTUNY =TI
— BT I ERTEEFEA. BHICISL T BOTO—H—T I AR S —%ERTE £ T, EHRORWERL
FUN)=FIN—FITBERATETEY, FMICOWVWTIE. "TNew-BrokerAccessPolicyRule; # 8B LTI L,

TO—H—70ERRI)S—HADRDNSZA—F—IC&D, I—HY—DEHGHT IR > —RAITERINSE
BHEIIILE2——HT3HBEIC. A>T MIED CEREA App Protection A'aT&EICAD £97:
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« AppProtectionKeylLoggingRequired
+ AppProtectionScreenCaptureRequired

JO—HA—707E2ZARII—HRAITBRBINTVWBEIAY—r7IEIRIO—%FRL T BRI ILEI—FI5IC
FAELET, AN—bT7IERARVS—FERLTIYTF X MIED < App Protection 2E 93 A%ICDOWT
IF. CORETHAINTWVWBRSFI)AESRBLTIIZEL,

dvF+ X MCES< App Protection > 51

LRI, 3>F7F X MZED< App Protection 28MIC g 3 AAICEAT 5>+ ) AD—ETY,

+ Access Gateway =#&H7 %M1 —1—D App Protection ZEIZ9 3
o EETIARVT /N XD App Protection #B%ICE %

o TNARADEF ) T RBRBOLERICED VLT App Protection Z8#129 3
s HEDI—H—J)L—FIZ3F LT App Protection Z28#IZT 3

RIFE ST

March 10, 2024
UTRHAEOHTENTVWER I EBBLTL TV

o Xy FT=UDFHMRY—EZ (NLS) (A—H—0Xy hT—JDBFARICEDILSFIAT)
s STEVRADEN

- DaaS o App Protection
- PHATT 4 TRIADERE (Smart Access R S —%=FERT 3>+ UA)

A1

April 10, 2024

D>+ 1) A TlE. Access Gateway % EHT 551 — —d App Protection #G%1IC T 3 AEXICDOWVWTH
BELZ%9,

1. 7877« T8 28L& T,

2. XY RT—UDBARICESWTC TR I T TT7 V2R ZER L.
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a) CitrixCloud iIcr>r> LT [y b T—0DIFFR] ICBELE T,
N citrix ol ) v
1N 11 €3 &1 027 46»0

Library Offerings Resource Locations Domain Notifications Open Tickets

Gty ) (Govoasanew ) (Gaavew ) (Vewai D) (Comnatioker )

My Services (13)

b) [#v cDU—VDIFFZEEM] 20Uy o L&Y,

=  cilnix e v
Home > Netwark Locations

Network Locations

Network tospecify the internal organization. Subscribers who access their d deskiops through to the VDAs hosting these resources, reducing latency for internal network traffic.
Q Add network location
Locationname v Public P address range ocation tags Network
Branch vz interal
BrachA wwe o lcatenmemal intera

[y b7 =2 DIGFROEN] BEARTINET,
c) BBFrA]l 7 —ILRIC. BEYZBFAOZMENILE T

d) INTUw T IP7RLREE] 71—ILRIC. ARy hT—2 L LTERTZRY bT—VIPF7RL
RERIEBT TRy bEANSILET,

e) BBFrD4 21 71 —JLRIC Tlocation_internal; ¥ NAL T, BFROZT OHMICDOWVWTIE. M5
FrD2401 Z#BRLTLEIL,

f) [y bo—oEGOBEDER] T, [NH] ZB|RLETS
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Edit a Network Location

Network locations corresponds to the public IP ranges of the netw
from, such or branch locations.
¥ abps and desktop:

Location name

[ local dev machine X ‘

Public IP address range

Cosanososs <

Location tags

[ location_internal X ‘

Choose a network connectivity type:

QO extemal Tech Preview

[y D —JEGORBEDREIN] RETIP7RLIN [AZM] “LTHEBEINATVWEITNA DS
Cloud Z b FICH Y12 T 3. EBEIIASELSE BLEINET,
3. 7O—-H"—7 oK —BAIDER

TRTCOTUNI=FN—=FIZH LT 77N ET2o007A0—H—T7IE2IRRUS—PERENET, 1
ORI T —I% Access Gateway ZBHDIEFAT. H5 1 DORY > —IFEFEESATY ., App Protection
I3, SMEBIESR T4 B Access Gateway BHDEZEFICH L TOABEMCTITFT, XOFEzFERALTIO—
A=TOERRYS—RAZEELET:

a) Citrix 707 TGetting started with PowerShell automation for Citrix Cloud (Citrix Cloud @
PowerShell BEntzBata9d ) D=tBAICHE > T Citrix PowerShell SDKZ+4 > X k—JLL. U5
TR APHICEGLET,

b) av> kGet-BrokerAccessPolicyRule#®RfTL%7,
BEIZIRTOTUNY=JIL—TOIRTOTA—A—FT I AR >—D—EBHRRINF T,

C) EETBTIUNI—=JIL—TD "DesktopGroupVid; #RB2i7 £,
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Group, True], [TfCre

erEnabled

p, True], [TfCreate:

d) DesktopGroupVUid B L TADOAY Y RERTL. TUNU—JI—FICERBTEFZRU >
—%#WMEBLET, 2D2ULEDRUS—BH D, 12IF ViaAG @ AllowedConnections. 5 1 D&
NotViaAG @ AllowedConnections B’% b £ 3,

Get-BrokerAccessPolicyRule -DesktopGroupUid 15
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, Truel, [IfC

A9Y—=>23y T RD2D20OR) S —%ZHRTIET !

« App Protection_AG - ViaAG o AllowedConnections (Access Gateway @B DIEFHDR ) >
-)

+ App Protection_Direct - NotViaAG @ AllowedConnections (Access Gateway &M Tl %
WEGDRY & —)

4, RO REMFERAL T, IMNERESICT L TDH App Protection RU > —=BMIC L. AZBESHZEMICL
F7:

+ Set-BrokerAccessPolicyRule "App Protection_AG"-IncludedSmartAccessFilt
$true -IncludedSmartAccessTags Workspace:LOCATION_internal -

AppProtectionScreenCaptureRequired $false -AppProtectionKeylLoggingRequ
$false

+ New-BrokerAccessPolicyRule "App Protection_AG_Exclude"-ExcludedsmartAc
$true -ExcludedSmartAccessTags Workspace:LOCATION_internal -
AppProtectionScreenCaptureRequired $true -AppProtectionKeylLoggingRequ-i

$true -DesktopGroupUid 15 -AllowedConnections ViaAG -AllowedProtocols
HDX, RDP

+ Remove-BrokerAccessPolicyRule "App Protection_Direct”
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5. &

o
(=]

Citrix Workspace 7 7Uh' 61> 7 L. BEYIV1 Y LET, REINL Y —IEINBEGEN S
gL £9, App Protection RUS—HABRAINTWE Zehbh D FET, ROFIETHER L IP 7R
L ZAEBERDT /N R THZAZLEDSELC) Y — &S L 9, App Protection R > —hmEMICH
S2TWBZHHMDET,

>FUA 2

April 10,2024
CDOTFUFTIE EETIAEVT/NT I3 LT App Protection 25T 3 5XICDVWTEHBALE Y,

EHETEZTNAREEBTCEIBRVTNARICHTZZLDEENHDEFT, COTFUATIH. TVRERIV D
#r (EPA) ORF v UHHMLIEBED. BEINTVEITNTRICDVWTEZITHEL LS, HOITRTOFT/NA
RNIEETEIRVWTNTIREERBEINE T,

1. 7877« T8z 8L E I,

2. UTOFIET. EPARF v ZzERAL TRER) O—ZERLET:

a) Citrix ADC &2 Ul ictr > > L £9.[Configuration] % 7 T.[Security]>[AAA-Application
Traffic] > [Virtual Servers] (C#&1L £9, AT 3KREY—/\— ($EIF auth_vs) 20U vo
LEd,

CilrIX. ADC AZURE AA (100)

b) [Authentication Policies] > [Add Binding] Ic#%&L %7,
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Dashbomd  Configurstssn Reportng Decumantstion [ra— *
v Authentication Virtual Server
Buasic Settinga £
s a0
4y Atvmcad Semrgs
Contifcate +
- + -
+
+
e .
*
................... *
-
................... x &)
e—

Authentication Policy

l Add Binding I Regenerate Priorities Noaction v

c) [Add] 20w o LTRSS —%ERLET,

Authentication Policy > Policy Binding

Policy Binding

Select Policy*

Click to select > Add

Binding Details
Priority*
130

Goto Expression*

NEXT v

Select Next Factor

Click to select > Add

«D

d) EPAZXF v VICEHDSVW TR Y —2ERLET, KU —DZFEANSILET, [Action Type]
T [EPA] Z#IRLET, [Add] 20Uy o L TRIEZERRL 9,
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tication Policy > Policy Binding > Create Authentication Policy

Create Authentication Policy

» More
[~

[Create Authentication EPA Action] EEH' B %9,

Authentication Policy > PolicyBinding > Create Authentication Policy > Create Authentication EPA Action

Create Authentication EPA Action

Expression

- J&=D

EPA Editor

e) [Create Authentication EPA Action] E&@T. X% AL, [Create] 0y o LTT7 S

avEERLET:

« Name: EPA 70> 3 >n&Hl, $EI& TEPA_Action_FileExists]s

e TIAINNIN—T: TTANLDITN—TFRZANHILET, EPARD True 01F&. 1—H—IF
T2 EDTI—FIZBINENET, S0 Default Group i& TFileExists) T,
o« BMETIN—T: BEIIN—TBENDLET, EPARXH False DiBE. 21— —3BEIIL—T

ICIBIENE Y,

e XXXV UFTBZEPAXZEML X T ARDBINSSFED 7 71 ILHEFEELTEPARE v VO RINT
31EEaTe:sys.client_expr("file_0_C:\\\\\epa\\\\\avinstalled.

txt")

[Create Authentication Policy] E@EICRD 7,

f) [Expression] T7%—IC Mtrue; ZA/1L. [Create] 20U v o L%,
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Create Authentication Policy 23

» More

«» )

[Policy Binding] E&EICRD £7,

g) [Policy Binding] BET. ROBIEEZRITLE T,
i. [Goto Expression] T [NEXT] %#3ERL 7,

ii. [Select Next Factor] o> 3>T. 7FUsr—>3a>yFUNU—a>+O0—5— (ADC) D:R
EFAICHER L7 LDAP RS —%#BIRL £ 95

ii. [Bind]l 22U v o L&d,

Policy Binding X

» More

Binding Details

«

3. BETEIBTNARDAY— T UERRI S —%EHLE T,

a) auth_vs —/\—a [Authentication Virtual Server] Xx—<T [Smart Access Policies] %
BIRLEY,
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Dashboard Configuration Reporting

“ Authentication Virtual Server
Basic Settings

auth_ve

Certificate

1CA Centificar

Advanced Authentication Policies

8 Smart Access Policies
Basic Authentication Policies
o, please click on the +

Form Based Virtual Servers

Documentation

Downloads

b) [Add Binding] =2 ) v oL %7,

Authentication Smart Access Policy

Add Binding

Regenerate Priorities l

I Noaction v

20.85.136.176
443

Q
C' PRIORITY POLICY NAME EXPRESSION
[m] 10 SAPol_FileExists AAAUSER.IS_MEMBER_OF("FileExists")
[m] 120 SAPol_CertExists AAA USERIS_MEMBER_OF("CertExists")
(=] 130 SAPol_Loc_US CLIENTIP.SRC.MATCHES_LOCATION(™.US.*.*.*.*") || CLIENTIP.SRC_LOCATION.CONTAINS("America”)
[m] 140 SAPol_Loc_RestofUSA CLIENTIP.SRC.MATCHES_LOCATION(™.US*.**.*"). NOT && CLIENT.IP.SRC.LOCATION.CONTAINS("America").NOT
D 150 SAPol_Trusted AAA USERIS_MEMBER_OF("FileExists") || AAA USERIS_MEMBER_OF("CertExists")
[m] 160 UntrustedPol AAAUSER.IS_MEMBER_OF("FileExists").NOT && AAA USER.IS_MEMBER_OF("CertExists").NOT
(m] 170 cwa HTTPREQHEADER("User-Agent”).SET_TEXT_MODE(IGNORECASE).CONTAINS("iPhone™)
C] 180 non_cwa HTTPREQHEADER("User-Agent”).SET_TEXT_MODE(IGNORECASE).CONTAINS("iPhone”)NOT

c) [Policy Binding]

Authentication Smart Access Policy
Policy Binding
Select Policy
Click to select
Binding Details
Priority*
190

Goto Expression*

E

[Create Authentication Smart Access Policy]

EET.

> Policy Binding

BENRTINET,

7 Hep

Advanced Settings

+ Policies

+ Login Schemas

+ SStProfile

+ ARAGroups

& 83
x

x
ACTION

SAProfile_FileExists

SAProfile_CertExists

SAProf_Location_US

SAProf_Location_NonUS

TrustedDevice

UntrustedProfile

cwa_profile

browser

[Select Policy] o> a>an [Add] #0) v o LET,

G

GOTO EXPRESSION

END

END

END

END
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Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy

Create Authentication Smart Access Policy

X Please enter value

&

d) [Create Authentication Smart Access Policy] EET. AV—hr7JEZXRKU>—0D [Name]
ZNAL. [Add] 27V v I LTAY— 7o EXTOT 7ML EERLET,

[Create Authentication Smart Access Profile] EE@mA BEF£7.

e) 77>a>d [Namel #EML £, [Tags] I Ttrustedt CANALET. 271, BTHEBRDE
. FA—A—TIERRIVI—RAITERINET, [Create] 20Uy I L% T,
Authentication Smart Access Policy > Policy Binding » Create Authentication Smart Access Policy > Create Authentication Smart Access Profile

Create Authentication Smart Access Profile

Name

X Please enter value

Tags'

Comment

[Create Authentication Smart Access Policy] E@mic&Rbh £,

f) [Expression] o> 3> T, 4% 7y ad3R%F2NALET, S0 2JTIEEB/BTIZTN
ARBICT v 2T 38, TAAA.USER.IS_MEMBER_OF ("FileExists")) EAALZE
9, [Create] 20w oI LZET,

Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy

Create Authentication Smart Access Policy

4

AAAUSERIS_MEMBER_OF("FileExists

«< D

[Policy Binding] E@EICRD 7,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 97



Citrix Workspace 7 71

g) [End] T [Goto Expression] %:&RL. [Bind] #21Jv oL %7,

Authentication Smart Access Policy > Policy Binding
Policy Binding

Select Policy

> Add

Binding Details

[eno V@

«

4. ERTERVTNARDRAY— b7 IERRY O —%=ER L &7

a) FIOFIBETRLUIBRICHVEYT (Y TFIED Vv & Vi Z<),

b) 4+ 7FIEd v Tid. [Create Authentication Smart Access Profile] @E<T. 72> 3>®

[Name] ZE&ML 9. [Tags] iC Tuntrusted) EANALEY., 271F. BTHEROBEIC. TO—7A
—T7OERR)—RATBRINE T, [Create] 20U v I LET,

c) Y7 FIEvi T, [Create Authentication Smart Access Policy] EE® [Expression] &
2V BIZT v aTRRZEZANNLET, S FTREERTIRVWVTNARBIZ Ty aT3
e, TAAA.USER.IS_MEMBER_OF("FileExists") .NOTy EAHLZET,

5. 7O0—-A—7 7RIS —RAIDHEAK:

a) Citrix 704 TGetting started with PowerShell automation for Citrix Cloudy (Citrix Cloud @

PowerShell Bk ZRA 3 %) DHEBICHE> T, Citrix PowerShell SDK#«1 > X b—JLL. 75
TR APIICESGLET,

b) Ov> RGet-BrokerAccessPolicyRule®®TL %3,
FETITRTOTIUNI=FI—FOITRTOTO—Hh—TIERR) S —D—BHLRRREINET,

) TEFTBZTUNU—F)L—FD DesktopGroupVid; #RDiT% 7,
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d)

f)

o
o
ey

olicyRulel¥Deliv

ROARYREFEALT. REOTUNU—JIL—TICOHBATNZ R —2BELET!
Get-BrokerAccessPolicyRule -DesktopGroupUid 7

BHETIZTNAREZFEALTA— -2 702U F3ICIE. IV F2FERLTAOTO—5
—TIOERRI—Z2 L ET:

New-BrokerAccessPolicyRule -Name CAP_Desktops_AG_Trusted-
DesktopGroupUid 7 - AllowedConnections ViaAG -AllowedProtocols
HDX, RDP -AllowedUsers AnyAuthenticated - AllowRestart $true

-Enabled $true-IncludedSmartAccessFilterEnabled $true

ERETI 37 /N1 XD App Protection ZEshiC L. FREINTLARWT /N1 XD App Protection %=
BMICTBICIE. ROV REFHLET:

Set-BrokerAccessPolicyRule CAP_Desktops_AG_trusted -IncludedSmartAcces
Workspace:trusted -AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false

Set-BrokerAccessPolicyRule CAP_Desktops_AG -IncludedSmartAccessTags
Workspace:untrusted -AppProtectionKeylLoggingRequired $true -
AppProtectionScreenCaptureRequired $true
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Citrix Workspace 77U h ot >7o L. BEYA>1>LET, EETIZTNIR (EPARF v
EHEBLTTNAR) hE. RESN) Y —X%EEE L £, App Protection RU > —HBEREINA TV
BV eHhMDET, ERTIHRVTNA NS, ALUY—XEZEHL 9, App Protection R —
MERAINTVWB ZLHDhD £T,

>FUA3

March 10, 2024

COYFIVATIH TNARADEF 2 T BBOERICETS LT App Protection #G8#ICT 3 AEICDOVWTEH
BAL&E T,

1 F/AAROEF YT 1 BBY—C REMWRT 5

a) CitrixCloud iIcr>r>LE9,

b) [Identity and Access Management] > [FN\12DtF 2T ER] (CBEL. [BE] 201
wvILET,

c) [Create device policy] #oU v o L£Y,
[Create device policy] R—CHERRINET,

d) [Policy rules] T. [SelectRule] kOvF4 o> X=a—%2 1)y L. [Citrix Workspace app
Version] =#ERL 9,

e) [SelectRule] ROy 74U > X=Za—%21) v L. [Greaterorequalto>=] %#EIRL F7,

f) £t LTRET 3 Citrix Workspace 77U DN—Ja>EANANLEFT, ZOFITIE. 123.7.0.19]
T,

g) [Policy result,] T [Compliant] %#ZRL £7,
h) [Name] 7«1 —JLRIZ. RUS—DEZBIENALET,
i) [Priority] 71 —JLRIC. RU>—DBEEEANNLET,

j) RIS —%=ERLIESICARMICT 3IC1E. [Enable when created] F v o Ry I 2%&RL %
ED
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k) [Create] =20 wo LT,
2. 7O—h"—7 o8RRI —BRIOHERR:

a) Citrix 704 TGetting started with PowerShell automation for Citrix Cloudy (Citrix Cloud @
PowerShell BEhkzBi%a 9 %) DatBAICHE > T, Citrix PowerShell SDKZ1 > X k—JLL. V5
TR APHICESGLF T,

b) av> rGet-BrokerAccessPolicyRulez=®{TL %7,
BETZIIRTOTUNI—=FIIL—FDITRTOTOA—"—TFIERR)—D—BHARTRINET,

) TEITBZTUNU—FIL—TFD DesktopGroupVlid; #RB2iF%7,

d) Zoa<x > REEFERLT. BEDTUNY —FIL—FICOHBERINZ RIS —2BEBLET:
Get-BrokerAccessPolicyRule -DesktopGroupUid 7
e) EHF /N RiZ App Protection ZBH T 3ICid. KOOIV RERTLET,

Set-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG"-IncludedSmartAccessFilterEnabled $true -IncludedSmartAccess
Workspace: COMPLIANT

f) JEZEHF /N ZUIZ App Protection # @R T 3ICId. ROAX Y RERITLET,
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New-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG_NonCompliant"-DesktopGroupUid 7 -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -Enabled $true -AllowRestart

$true -ExcludedSmartAccessFilterEnabled $true -ExcludedSmartAccessTag

Workspace:COMPLIANT-IncludedSmartAccessFilterEnabled $true
3. FEsR:

Citrix Workspace 77U 5B 1> 7o R LET. TN AR > —IZ#EHS S Citrix Workspace 771
DON=2a3vhb1>1 > LET, App Protection KU Y—HBREINTLWAWI LHADAD XY, B
E. Citrox Workspace 77U 551> 7o kL. TNAARR) O—ICERLTUVWAVLWN—2 3 >0 Citrix
Workspace 7 U681 21> LET, App Protection RU > —HEEINTWVWSR Zhhh D £7,

R

March 10, 2024
COYFUFTIE BEDI—H—IL—FICx L T App Protection #E%HICT 3 AXICDVWTHEAL £,
ROFIBICED. BEDT I —TFDI1—H—|ZxF LT App Protection 2BMICTZ A TI £
1. 2—#—IiZxt LT App Protection ;K > —%F#IZ9 % Active Directory 2 —#'— )L —T%=EIRL &
¥, COfITId. Active Directory 2—#—4')L—7iZ TProductManagers) T3,
2. 7O0-H"—T7UERRI—RAIDHERK:
a) Citrix 704 TGetting started with PowerShell automation for Citrix Cloud (Citrix Cloud @

PowerShell Bk %23 %) DHEAICHE> T, Citrix PowerShell SDK#1 > X b—JLL. 25
T RAPIICESGLET,

b) av> rGet-BrokerAccessPolicyRulezxRfTL£ 7,
FETITRTOTIUN=FI—TOITRTOTO—Hh—TIERR) O —D—BHIRRREINET,

) TEFTBZTUNU—J)L—FD DesktopGroupVlid; #RDiTZ 7,
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d) OOV RZFEALT. BEDTUNY =TI —FICOFBEBRAINZR) S —2BEBELET:
Get-BrokerAccessPolicyRule -DesktopGroupUid 7

e) ProductManagers 1—+—%')L— 7RO 1—4%—IZ% LT App Protection R > —%2BHIZT S
ICIE. RO R ZRTLET:
New-BrokerAccessPolicyRule "Example Rule Name_1"-DesktopGroupUid
7 -AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers

Filtered -AppProtectionScreenCaptureRequired $true -IncludedUserFilte
$true -IncludedUsers domain.com\ProductManagers

f) ProductManagers 1—%'—7)L—ZICE L TLW AW —4%—d App Protection R & —% E3hic
TBICIF ROOAR YR ERTLET:

New-BrokerAccessPolicyRule "Example Rule Name_2"-DesktopGroupUid

7 -AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers
Filtered -AppProtectionScreenCaptureRequired $false-ExcludedUserFilte
$true -ExcludedUsers domain.com\ProductManagers

3. R

Citrix Workspace 7 7V AW T W3 B &IE. 1> 77 kL 79, ProductManagers o Active
Directory a—%'—4)L—FDa2—4'—r LT Citrix Workspace 7 7V IcHH1 V1> LET, REINIZL
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Y —2%RBET S . App Protection BEXMIC>TWB Z e hbh D £9, Citrix Workspace 7 71
541 >77 kL. ProductManagers o Active Directory 2—#%'—J)L—ZICBLTLWAWLWI—H—¥L
LTEEYIYT1YLEY, REShUY —X%zEET S L. App Protection BE#MICHE>TWB I
b ET,

StoreFront 0 J> 57+ X ~IZE D < App Protection

March 10, 2024

J>T7F X MIEDC App Protection iI2& D, 2A—H— A—HF—DF N1 R XY bIT—IRIFvHRYE, 1—
Y=Y Tty b EEHFICL T, App Protection /R > —% ¥l DREUERA TI £ 9,

O> 7+ X MMIET< App Protection (=%

TO—A—T7I7ERRUL—HRAUTERINIER T« L2—2FHLT. AV TFX MMIED < App Protection
ERETEET, 7JO-HD—T77€XRIVI—E TUN) =T N—FADIA—HY -7 o2 BT 3R = EE
TBHDTT, RUL—RB—EORAUTHERINE T, FRAZ L >0FINY—FIL—FICBEERIT SN, T
L ILE— T EREFHOEY FREENF T,

I—H—DEFEGOFMED. 1 2HZ3VWEENU LD TO—H—T7 7 EZARU S —RADEGH T 1 L Z—IC—HT D L.
TUNV=IN=FIZTIVERATEBZELIICHBDET, 774 ETE 22— -3 MNROEDTRI by S
W—=FICHTIVERATEEEA. BEHFICIHELT. BMO7O—H—T7IEARI S —%ERTI T, BHORA%E
BCTFUNI—=FI—FICBERATE £, #FMICDVWTIE. TNew-BrokerAccessPolicyRule; #8BLTL 2T
Lo

TO—H—707EARI)S—HADRDNZA—Z—ICL&D A—HY—DEHGHNT IR > —RAITERINSE
BHEIIIL2——HT3HBEIC. AV TF X MIED REA App Protection H'aT&EICAD £97:

« AppProtectionKeylLoggingRequired
» AppProtectionScreenCaptureRequired

TO—HA—T7IERRU—TBRINTVWBRAIY— T IR T EZ—%2FERALT. BRI LI —%2FAELF
o AN— LT IERTAINE—DEEIZDOWTIE. TB55DOCTX2270552 8B LTIV, AX— 7€
R —%FEALTIAYTFRMIEI L App Protection #88E§ 5 5%1E. UTOYFUAEBBL TS
(AN
pE
TN =2 )L—7T App Protection "EMICHE>TWBHBE. T 74N NTIEFIYTEFIMZED L App
Protection ZBAETZT £ A. ROV REFALT. TUNU—FIIL—TD App Protection =&
LFEd,
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Set-BrokerDesktopGroup —-Name "Admin Desktop" -
AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false

<!--NeedCopy-->

lE =t

StoreFront @3> 7+ X MZE3< App Protection ZB#ICT 3ICid. THIESM) Eo Y avic@E#BInTy
BDEHEBLLTVREERERLTIIETL,

> FH X MIET< App Protection #E%hiC$ 3

1. Citrix #o>O—RR=Ih 50 BEVO Citrix Virtual Apps and Desktops A=Y 3>@ TaYF£X b+
ICED< App Protection KU > —) (BT —7)L) 240 >O—-RL&F T,

2. Delivery Controller ©. x® PowerShell Av> RERITLET:

asnp Citrixx
Set-BrokerSite -TrustRequestsSentToTheXmlServicePort S$true
<!--NeedCopy-->

3. Rpav > RuERFTLT. Delivery Controller ta> 5+ X IZEI < App Protection #E#ICL £7:

Import-ConfigFeatureTable <path to the downloaded feature table>
<!--NeedCopy—-->

3

Import-ConfigFeatureTable\Downloads\FeatureTable.OnPrem.
AppProtContextualAccess.xml
<!--NeedCopy-->

J>FHZ MCED < App Protection 0>+ 1) F

M. O>F7% 2 McED< App Protection #3 £ 7-IZEHMICT 3 554AICET 30 F UAD—HTY,

o« HEDT/INA X2 FD App Protection ##ExIZT 3

e Web 7505 —n5607 01X TR L iZELD App Protection Z&#hiZ L. Citrix Workspace 7 71
M5 DL D App Protection #B#129 %

FE D Active Directory 7 )L—7AD 21— —IZ%F LT App Protection Z &9 3

o EPA X v VERIZEDWTT /N1 XD App Protection #BIC9 3

BEDI—H—2JL—FIZxt LT App Protection #B#1IC9 3
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ElE7 S ts

March 10, 2024
LUTFHEDHTENTVWR I ERRBL T TV

« Citrix Virtual Apps and Desktops /Y\—< 3> 2109 L%

+ Delivery Controller N— 3> 2109 L&

« StoreFront /N\—2 3> 1912 LTSR L&

o VPN REEH —N—F737 — b U o CBEHRE Y — /N — DR

+ NetScaler ¢ StoreFront D IEE %iE#t. %L < I&. TNetScaler Gateway & StoreFront o#i&) &%
BLTIETW

« Citrix Virtual Apps and Desktops /Y\—> 3> 2006 £ TlE XML 7= LD+ VR— b HRBRETY

« Citrix Virtual Apps and Desktops /A—< 5> 2209 £ TidO> 7+ X MMZED < App Protection #8E 7
—TNLDAVR—bHBETT

o AN—rTUERATHBERTF 1A TIE NetScaler Gateway TAY—h 7O RAEBMICL£T, 3%
LLid. TBE500R—FEEE2SRLTIIETWL,

o TALEVADEMH

- App Protection #> 7L X501tV
- AX—hrT7OERE2IRFERT B F ) AATO Citrix Gateway 2= N—HIILS1E >R

A1

March 10, 2024
COTFIFTIE. BEDT /N1 XOREEICK LT App Protection #EMIC T 2 AXICDOVWTEHAL T,

L FiE. MWinlODesktops W3 FUNY =4 )L—FT iPhone 1—#—® App Protection Z#Exhic T35 F
JETY:

1. Smart Access K> —%ERLET:

a) Citrix ADCBE Ul IcH 11> L&,

b) EAloFEHS —> 3> X=a1—7T. [Citrix Gateway] > [Virtual Servers] ICBEEL £,
BTIO—H—TIERRI—%HERTB-DICBBICHRDZ 7. VPN REY—N—BEESEDT
BEFT,

c) [VPN Virtual Server] #7)v oL %9, R—PO—FTF£TRXoO-J/LL. [Session policies]
VYO LET, Ly a R —D—BARTIINET,
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d) [Add Binding] =2 Uwv o L %9,

] 130 workspace HTTRREQHEADE R User-Agent LCONTAIMNS[ ChirixRecebner™) workspace
| 40 chirorme_iPhons HTTRREQ HEADE R[™User-Agent” LCONTAINSPhane™) chroame_IFhone
| 150 temp HTTRREQHEADER( User-Agent LLONTAINSPhane™) temp

PLOWE 172302000

HTTREREQHEADER Usar-Agant

VPN Virtual Server Session Policy Binding x
Add Binding Ragenerate Pricrities Mo action
L Regenerate Pricrities
PRIORITY POLICY MAME EXPRESSION
[ 100 PL_OS_172.30.200.M HTTRREQHEADER( User-Agent™ ) CONTAINS[ CitrixRecetver”) AC_DS_ 1723020011

MCONTAINSCCirixRecehosr ). NOT

AC_WB_1T2.30.200.11)

Closa b

e) [Add to create a session policy] #2v oL %7,

VPN Virtual Server Session Policy Binding > Policy Binding

Policy Binding

Select Policy*

Click to select > | | Add ‘ (i) x Please select value.

Binding Details
Priority*

160

« >

f) €£v>arvRUs—0BRiIENALET, COTFUATIE temp TY,
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VPN Virtual Server Session Policy Binding > Peliey Binding > Create Citrix Gateway Session Policy

Create Citrix Gateway Session Policy *
Name*

temp | ®
Profile*

172.30.200.111_443 v | Add | | Edit |
.-§-. Advanced Policy Classic Policy
Expression * Expression Editor

Select N Select ~ Select N &

Press Control+Space to start the expression and then type '." to get the next set of options

Evaluate

g) [Profile] o#icH% [Add] 22U v o LT, 7O771ILE%EEELET, [Create] 20 v s
LEJ,

VPN Virtual Server Session Policy Binding > Policy Binding > Create Citrix Gateway Session Policy > Create Citrix Gateway Session Profile

Create Citrix Gateway Session Profile

MName*
temp | O

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters,

Network Configuration Client Experience Security Published Applications Remote Desktop PColP

Override Global
DNS Virtual Server
Override Global

WINS Server IP

Override Global

Kill Connections*

Override Global

Advanced Settings

h) [Session policy] 7> Koh5 [Expression Editor] #o1U v o L%,
i) A—Y—IT—o x> bXFHIT lTiPhones #HRT3ICIE. ROREERLET:

HTTP.REQ.HEADER("User-Agent") .CONTAINS("iPhone™)
<!--NeedCopy—-->
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WPM Virtual Server Session Pebcy Binding > Policy Binding > Creste Citrix Gateway Session Policy > Expeassion Edor

Expression Editor

j) Bind] 20Uy LT. £y>ayRUS—EERLET,

2. TO—"—TOEZARIV—RAEERT 3!
Access Gateway B TWinlODesktopic 7o X ¢ 3 iPhone 2—#—IZRU > —%ERHT 3 I Id.
ROFIEZRITLET:

a) Delivery Controller (DDC) T UTFOAX Y RERTLET:

Get-BrokerAccessPolicyRule
<!--NeedCopy-->

ZhiZid. DDCTEEZINTVR IRTOIO—H—TFIEIARVS—HUIAMIRTVWET,
D>FUATIE WinlODesktops WS FUNU=FIL—TFOTO—H—TIEIRI > —
& WinlODesktop_AG) ¥ ™Winl@Desktop_Directs T9, ROFIED/=DHIZ. TV
NV=TN—TFDTRI by FIIN—FUIDZEZIEHTHIET,

b) WinlODesktopBo7O—h—70€XRRU>—BAUEERL. O > REMEAL T Access
Gateway ##&H L TL % iPhone 2—4'—% 74 L2 —IBL £ :

New-BrokerAccessPolicyRule -Name WinlODesktop_AG_iPhone -
DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -AllowedUsers
AnyAuthenticated -AllowRestart S$true -
AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false -Enabled $true -
IncludedSmartAccessFilterEnabled S$true

<!--NeedCopy-->

Uid_of_desktopGroup i&. FIE 1 T GetBrokerAccessPolicy #E|%#R1T L TEREBLET U/
— 4 )L—7® DesktopGroupUID T9,

c) Access Gateway % #&mH L T< % iPhone 2—#%—dWin10Desktopd App Protection % &
I 313 FIEL TERLIEAR— 712225 Ttemp) 28BLET, ROAR Y FEFERALT
AR— b7 OEZARI S —%=ER L £

Set-BrokerAccessPolicyRule WinlODesktop_AG_iPhone -
IncludedSmartAccessTags Primary_HDX_Proxy:temp -

AppProtectionScreenCaptureRequired $false -
AppProtectionKeylLoggingRequired $false
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<!--NeedCopy-->

Primary_HDX_Proxy i&. &iZ&D IFIE1. AYX—+r 77 ERR) S —%Efd 31 THTI VPN
B —/N—8TI,

d) boWinlodesktopa—+#—IxL T App Protection K)o —%#HBMICT 3 ICid. ROIAT >
ReERALET:

Set-BrokerAccessPolicyRule WinlODesktop_AG -
AppProtectionScreenCaptureRequired $true -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->

3. FER

iPhone @& Citrix Workspace 7 7 it iPhone T TICBWTW3BEIEH 1> 7T LT,
Access Gateway & THMNEH 5 Citrix Workspace 7 7 Uit >4 > L %7, StoreFront IChE#R )
Y —ZIHhFREIN. App Protection BEMICAR->TWBIZT TY,

iPhone LSt 781 Z0i5&: Citrix Workspace 7 7U BTN XTI TICAVWTW R BEIFH 1> T Y
b L #*9, Access Gateway &ZHETHMNBH 5 Citrix Workspace 77U icH 1 >« > L £, StoreFront ic
MER) Y —ZAhRRIN. App Protection BERICHR>TWBIZTTY,

>FUA 2

March 10, 2024

CDIFVFE TSI —R—=ADT U+ A THA L1-3%45:D App Protection % #35iC L. Citrix Workspace
7 7) TRAMA L 7=1E4td App Protection 25T 355 ICDWVWTEBEL £ 9,

ROFIETIE. TWinlODesktops WS FUNY—=FIIL—FT. Web 7S5oH5—h5 7012 L TEGRHBRE
TNk 2 App Protection ##xhic L. Citrix Workspace 7 71 b5 D& ICxt L T App Protection =45
MICLET:

1. AX=b+T7OERRI—%ZEHT 3!

a) FRDTFUSF MEEDT N X421 7D App Protection Z 3% TEBEINTWLWBESIC.
Citrix Workspace 77U b SRS NIciEiZE 7« LEZ— BT ZIAI— 7O AR O —%E/k
LEd, - —I—2 x> bXFFIT ICitrixReceiver) 2T 3IClE. ROREERL £

HTTP.REQ.HEADER("User-Agent'") .CONTAINS("CitrixReceiver")
<!--NeedCopy-->

COYFIATR. AR—+T7IEZARI—F Tcwal T,
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Expression*
Select ' Select v Select

HTTR.REQ.HEADER("User-Agent”).CONTAINS{"CitrixReceiver”)

b) lox<Y—r7oERRKRY S —%EKL T, Citrix Workspace 7 7U b5 BATh TV #H
WEHE 7 ILZ—0EBLEJ, HTTP.REQ.HEADER("User-Agent'") .CONTAINS ("
CitrixReceiver") .NOT, CC T TORY—r7IEXKRIS—IE Throwsery T,

Expression’
Select N4 e Select w

HTTRREQHEADER("User-Agent"). CONTAINS("CitrixReceiver”). NOT

2. 7O0—h"—F7IERRI—HRANEERTS:

a) GetBrokerAccessPolicyRulez=®fTLT. WinlODesktopm 2 >n7O—h—7o+¢
ARV —%#RRLET, TUN)—=FIIL—F TWinlODesktops iFgE. FJO—H—F IR
> —l%. WinlODesktop_AGs & TWinl@Desktop_Directs T¥, WinlODesktop®
TRy TTN—TUID ZZBZBDHTEVWTLLIETL,

b) WinlODesktop@ito7O—h—7oXRRU>—%ERL. Koav > REERL T Citrix
Workspace 77U b SRRBINIESE T LZU VT LET:

New-BrokerAccessPolicyRule -Name WinlODesktop_AG_CWA -
DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -AllowedUsers
AnyAuthenticated -AllowRestart S$true -Enabled $true -
IncludedSmartAccessFilterEnabled S$Strue

<!--NeedCopy-->

Uid_of_desktopGroup (. FE 1 T GetBrokerAccessPolicy #RI% 3217 L TEEL /=T U /N
— 2 )L—7® DesktopGroupUID T9,

C) RDIAXYVREFEALT. AN—hr77€R445 Tcwal #8BLTCWAZZHL T 3EHEICHL
T App Protection RU>—%F#MICLET:

Set-BrokerAccessPolicyRule Winl0Desktop_AG_CWA -
IncludedSmartAccessTags Primary_HDX_Proxy:cwa -
AppProtectionScreenCaptureRequired S$true -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->
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Primary_HDX_Proxy i&. %&iZ&D IFIE1. AX—rT7IEIARUS—ZER TS TEITEHTSH
LW/ VPN REH—N—8TY,

d) XOaAX Y REFEALT. Web 750 —%#HL TL 35D DiEFICx L T App Protection 7R 1
—EMICLEY:
Set-BrokerAccessPolicyRule WinlODesktop_AG -
IncludedSmartAccessTags Primary_HDX_Proxy:browser -
AppProtectionScreenCaptureRequired $false -

AppProtectionKeylLoggingRequired $false
<!--NeedCopy-->

3. HER

Citrix Workspace 7 7 U B BEVWT W3 IBEIE. B> 77 kL %7, Citrix Workspace 7 7V ICBEY
1 >4 > L. Access Gateway BHDINPIEGH SHELY Y - EZRELF T, VY —IIXFL TApp
Protection /R > —hHEMICH > TWVWB OO £T, Web TS5TH—n5REL D Y —REIMNEBIEST
BT S L. App Protection RS —HEMIZAR>TWVWE ZehbMD T,

>FUF3

March 10, 2024

ZDSF AT, ED Active Directory 7' )L— 7RO 21— —|Zxt L T App Protection %= #5129 3 757%
ICDOWTEBAL £,

RDFIETIF. Active Directory )L — 7 xd.local\sales D —# T4 2WinlODesktopa—+— o App
Protection Z &L £9:

1. Get-BrokerAccessPolicyRulez®f7LT. WinlODesktopm2 27 O0—H—7 IR
Jo—%REFLET, TUNU—=FI)L—7 WinlODesktops dFE. JO—H—FIERARI > —
& TWinlODesktop_AGs & ™Winl@Desktop_Directs; ©¢, WinlODesktopdFX¥
wFIIL—TFUID ZEETBHTHELTETL,

2. WinlODesktopn7O—ha—72otRKRU>—HRAEZERL T, Txd. local\saless L5 Active
Directory I —ZICB 21— —D5DEGHE T ILZ—MEBLE T,
New-BrokerAccessPolicyRule -Name Winl@GDesktop_AG_Sales_Group -
DesktopGroupUid <Uid_of_desktopGroup> —-AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -AllowedUsers Filtered -

AllowRestart S$true -Enabled S$true
<!--NeedCopy-->

Uid_of_desktopGroup i£. FIE 1 T GetBrokerAccessPolicy #RI1%#RT L TERELETUNU =TI
—7® DesktopGroupUID T,
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3. koavwr kr#EFERALT. Txd.local\sales; ¥\ 5 AD Z')L—FICE 9% Windows 10 ¥ 29 kv Fa1—
H—(Zx19 % App Protection R > —%EMICL £9:

Set-BrokerAccessPolicyRule Winl0Desktop_AG_Sales_Group -
AllowedUsers Filtered -IncludedUsers xd.local\sales -
IncludedUserFilterEnabled $true -
AppProtectionScreenCaptureRequired $false -

AppProtectionKeylLoggingRequired $false
<!--NeedCopy-->

4. Zoax > RuEFEALT. 'xd.local\saley 01 —H—%B<EDDOT — Tz 1EHICTL T App
Protection RU > —=BMIZLE !

Set-BrokerAccessPolicyRule WinlODesktop_AG -AllowedUsers
Anyauthenticated -ExcludedUserFilterEnabled S$true -
ExcludedUsers xd.local\sales -
AppProtectionScreenCaptureRequired $true -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->

5. R

Citrix Workspace 7 Z7U D § TICHAWTWAFEIE. Hr>7 T L EF, Mxd.local\sales; x5
Active Directory 7' )L—7®a1—1%—¥ LT Citrix Workspace 7 7V ICH1>1 > LET, FEINY
YV —2%ZiE#d 3 . App Protection BE#ICAR>TWB ZehbMD T,

Citrix Workspace 7 7Un 5% 1> 77 kL. Txd.local\sales) IR HW\WI—H—r LTHBEY1
YLEY, REINZUY—IERHT S L. App Protection BE#ICE->TWEZehbmb £,

SFUA 4

March 10, 2024

CDOTFUATIE. EPA ¥ v VERICESWVWTT /N1 XD App Protection #E3IC 3 3 AXICDWVWTEHBEL £
ER

ROFIETIE. EPA R v UIZ/IXR LT /N RICx LT App Protection #&ic L £ 7,
AR
UTFHAEOHETENTVE L ZBRBL TS LT L
o Rk AR, BLUVBEI—H—JIL—T (FIHIEBLUBBEINI—F—JIL—TDIFEE) HLUEE

R —
o LDAP —N—18p L BER) > —

1. Citrix ADC icH-r > > L. [#a] > [Citrix Gateway] > [{RE8H—/N—] ICBBILE T,
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10.
11.

12.

13.

. BEYTBREY—N—ZFRL. RE 20 Vv ILET,
BREFORLETOT 7L ZHELE T,
BEEYZREAT—N—%BRL. wE 27y ILET,
[FREERU>—] > [N FDEM] ICHELET,
[Ruv—oER] T [EBmlzo v o LET,

[BET] 71—l RICREERY > —DEFIZNNILET,

(7o arvaa47] rOy I o)X +T. [EPA] #%IRLE T,

[®] Z«4—JLRIC TTruey EANALET,

[7o>av] T Bm 20Uy L%Ed,
(&A1l 7«4—JLRIC. EPAT7 0> a3 >n&EENALET,

FIFINEDITN—TFeBRETIN—TDEHENALET, TOPFVATIE. TTAIL DT IL—TDEH
I& TFileExists). #5%& 2 /L—7D&#i13 TFileNotExists) T,

Ry 70 —ILRICRDEZANADLET,

1 sys.client_expr("file_0_c:\\epa\\compliance.txt") || sys.
client_expr("file_0_c:\\epa\\trusteddevice.txt") || sys.
client_expr("file_0_/tmp/compliance.txt") || sys.client_expr ("
file_O_/tmp/trusteddevice.txt")

2 <!--NeedCopy-->

14. gy 20Uy I L. INAV R 29Uy ILET,
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15. [ty a>yRUS—=] > [N1> FOBM] IBELET,
16. [RU > —oER] TBM] 20U v o L&,
17. [8BE1] 74— RICEY>a YRS —DERIZEANNILET,

18. T Z4—ILRICRDEENALE T,

AAA.USER.IS_MEMBER_OF("FileExists")
<!--NeedCopy-->

Configure Citrix Gateway Session Policy

e[ ][= o

[ro——

19. TER) Zo Vv oL, TNA>R1 OV ywoLES,
20. ZRON—DE®RICHD BRE] 7aA>% Vv ILET,
21. TPowershell; ¥ Af7L. Windows Powershell z = %7,

22. Roax> kAL T. Smart Access tag” EPA_GW:Trusted-Device-PC” #£ME L TEPA X+ v
VISR LT N1 2D App Protection RU > —ZEMICL T,

Set-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG" -IncludedSmartAccessFilterEnabled S$true -
IncludedSmartAccessTags EPA_GW:Trusted-Device-PC -
AppProtectionScreenCaptureRequired $false

<!--NeedCopy-->

CCT. EPA_GW IZ VPN (REH—N—BTY,

23. Ropax > RuEMHEALT. Smart Access tag” EPA_GW:Trusted-Device-PC” #£8 L TEPA X+ v
VIR LT NA 2D App Protection KU > —%#EICLE T :

New-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG_NonCompliant"-DesktopGroupUid 17 -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -Enabled $true -AllowRestart
$true -ExcludedSmartAccessFilterEnabled $true -
ExcludedSmartAccessTags EPA_GW:Trusted-Device-PC -
IncludedSmartAccessFilterEnabled S$Strue -
AppProtectionScreenCaptureRequired $true

<!--NeedCopy-->

24. B

Citrix Workspace 7 ZU AT TICAVWTW AR BEIF. Y1V T U RLET, FETEST/\1XH 5 Citrix
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Workspace 7 7VIcH1>V1 Y LET, RESNIUY —XEEET S . App Protection A&EsfIC% -
TW3Zehbhb g,

Citrix Workspace 7 7Uh' 651> 77U L. BETEAVWTNIZANSBEYIY1YLET, FEIN
fc Uy —X%EREEHT B . App Protection EMICAR->TWB Zehbh b 7,

>FUAS5

November 22, 2023
COYFUFTIR BEDI—H—2IL—TFICx LT App Protection #E%HICT 3 AEICDWVWTHEAL £,

BEDT I —TOI1—H#—I3x LT App Protection ZB#IC 9 3ICiE. MFEDI—H—JI)L—TIZx LT App
Protection ZB%ICd 51 ZBBL TS,

Workspace %77 L7=/\1 7'\) w K&t s % App Protection 0 R—

March 10, 2024

Citrix Virtual Apps and Desktops ®/\1 7' U w R8N, X1 T« T TSI —TX 7 URLZAAL. A
71 7@ Citrix Workspace 77V e ZO HDX TV P> TRE7 7V L RET XU by TxiEEH L T Citrix
Workspace for Web it 1 >+ > 3BE8DRETT, /\1 7w ReW3MEIE. Citrix Workspace for Web
77U x4 T4 70 Citrix Workspace 7 71 OD#EAEHLETY Y —RICEHEL TERATZCERBELET,

P
IV RKRAY MZHRA T 7O Citrix Workspace 7 7 AV R— 2 bHRA YA R=ILTNTVRWNE
A. 1 Citrix Workspace R k7 HDX TP > OmAN T S UHF—RICEFEET 2O VX h—ILiE

MTY. CD>F AL HTMLS @i Citrix Workspace 7 771) g, Citrix Workspace # 7z Citrix
StoreFront DWFNHATRIAFEINET, CORFaXYETIE COTFIFICEMIIELTVEE A,

b=t

« Citrix Workspace Web {isRigge = HR— b §3 75U —2FHALTVWR 2R LT,

» Workspace URL ® DNS %7 1w & Xh' cloud.com THZ e ERBLET. B|E. DAZLREXA VI
HR—FITNTULELEA,

o« X3 BVWITNHD Citrix Workspace 77U DN—S a3 o FRALTVWR ZEERBRBL TSIV

- Windows @7 Citrix Workspace 7 71) 2106 Lip&
- macOS @i+ Citrix Workspace 7771) 2106 L&
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N1 7w RiEega App Protection o &%tk

1. R+7%RBIT3E1IC. FALTWS 7575 —A0 Citrix Workspace Web #E3RIgEER T > A F—ILL F
o FHLTVWETSOH—IZETVWT, ZOoWFnHhDU VoIV I LET:

« Chrome
» Edge Chromium

HERIEEEZ TV R b—ILg B L. Web 7508 —DiRIgREL V> 3 VICRRIh & T,

Actit work Offline

= Troubleshoot

(annlnad Lngs)

-l N

Read More

Broardracte

h &% D N
Citrix Workspace Web
Workspace App Detected
Version 22.11...

Login Timeout

2. RATATITZOH=—DBRAMTICHAA 2 LET,

3. [7Oa77AL] > [THUY RE] > [FFHERE] ICBBLET,

[PF7UEEVOTRI by FORSRE] £ a>TE. Web IS9HF—TT7FVETRI by FORED
BEAEERIBTIEY, [Citrix Workspace 77U DER] #7U v oL,
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Advanced
Apps and Desktops Launch Preference
Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your web browser.

(Lls.e Citriz Workispace App)

Citrix Workspace 7 7UZERLTY Y —R2EE L TWBHEIE. ROF T avhRRINET, TO
£5SRIEE. TREIIKREHD FH A

Advanced

Apps and Desktops Launch Preference

Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your Citrix Workspace app on your device using Citrix Workspace Browser Extension

Use Web Browser

4. RESNLRBT7 I ERRETRI by T2 TIZLSICHBDFE LT

—REVBEEDS FUF

BHNERTEL T VA EZDEEREEZVWCDODRLED,

o REINLT TV T—> 3> ERET BE0C. Citrix Workspace Web #hsRi&sE %= EICT Z N T V01 U R
f=ILT3E. ROVWTNHDIS—DHEELET, CORERERITSICIE. Citrix Workspace for Web 12
OJ4 > 9 3ailciiRgEZ TV A b—ILLE D,
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@ Citrix Workspace App )(:

You must use the Citrix Workspace web extension to
start this protected resource.

Lse Extension

Web Extension Required
You must use the Citrix Workspace web extension to start this protected
resource. Further assistance can be found on the Help page.

Help

o BEREN [Web 7508 —] IZRETNTWVWBRHAE. ROVWTIHIDIS—HEELEFT, EHREE
[Citrix Workspace 7 7U DfER] ICEELT. COIS—HMRLET, #L<IE. TBE5DT K-
FEEBRBLTIEIL,

I@ Citrix Workspace App }(:

This protected resource can't be launched. Further
assistance can be found on the Help page.

Help
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Unable to Launch Resource

This protected resource can't ba launchad. Further assistance can be

found on the Help page.

Help

StoreFront =7 L7z/\1 7 v RiicEhiZ & 5 App Protection o1 7R— k

March 10, 2024

Citrix Virtual Apps and Desktops ®/\1 71U w REEITIE. (XA T 7T SIH—TX 7 URLZASLT)
StoreFront for Web ictr > > L. =415+« 7 ® Citrix Workspace 77U 2D HDX T > TRET 7
BLMRETFTRI by IERBILE T, N1T Uy ReWSHEEIL. StoreFront for Web & =4 5« 7o Citrix
Workspace 7 7)) O#AHEHLETY Y —RICEHL TERATZ L 2BEKLET,

7
IV RKRAY MZERAT 170 Citrix Workspace 77 AV R— Y b4 YA M—ILTNTVRWE
&. Zhid Citrix Workspace R b 7 HDX TP > OmAN T SO —RICEET IOV X b=

BMTY. CD>F ) A& HTMLS5 @i Citrix Workspace 7 71 e igiEh. Citrix Workspace %71 Citrix
StoreFront DWINHATHRIALTINE T, CORFaAXIETIEH. TOPFUFICEIIELTVWERE A

StoreFront #/ L#=/\1 7' w RiEENIC & % App Protection o 7R— k&, App Protection "E%I%) Y —X
ERELTI SV —HS5EHTBMEZIRHMLET,
PN
[EHRN—a>vzER] HTMWLS 23072 b2fR) £id (1A M—ILER] 772 a>zB8RTS
&, Citrix Workspace 7 Z7UH 7 S UH#—TERICEE I hi W&, App Protection hE#%atEy > 3
>H7Ov I EInET,
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StoreFront 2308 L= ER L TLW3 354, StoreFront WELICHEMINTE D % 7+ 7 Citrix Workspace
TTIUNRT SO —ICLo>TERICHREINTUONIEL. Web 755 —%fEH L T App Protection R > —hn'F
MICHES>TWB T IVELUVTRI by FICT7IERTEFT, StoreFront 1912~2203 o/NN—2 3> FEALT
WBIEEIE. TEFEGZE 723 Y OHRBIR > THREII A Z BRI 3BENHBD 9,
GlIEESER
StoreFront i&. Web 1 MZ#I®HTH 1 >+ > 9§ % & FiC Citrix Workspace 77U DN—=2 3 &EREL
¥9, TDBTHD/N—2 3 >0 Citrix Workspace 77U %1 > X =L 3 . StoreFront I3ZDEE
ZRH L EEA. TDI®. App Protection RU S —HEMICH > TWBRET TUP TR by TDES)
VRO CHFRAI R o Id BRI SN B AEEMNH D £ 9, App Protection dt+a ) 7 BBF v I Z B L T
App Protection #H#7R—k L TWAWUEID/N— 3 > @ Citrix Workspace 7 71U h 5 D{RET U % T
27 by 7ORBZE IOy I T2 zbEOLET, REFT v IICDOWTEL & TApp Protection @
TX2VTAEBEBFIv I ZSRLTIIZTL,

StoreFront /N\—> 3> 2308 LIFRIC K B/\1 TV w RicE

StoreFront /N\—< 3> 2308 LIF#IZ. App Protection KU —HBHICH > TWBRERET IV ETRI by 7D
N1 Ty RiEEHBEIMICHR— kL E T, StoreFront 2308 LIE T/ 7 1) w RiEEIE D App Protection %
BT BHEDFHMZDOWTIE, TStoreFront @B /N1 71w Ri2EIA® App Protectiony 28R LT 2T
(AN

1912 »5 2203 =Th StoreFront N\—> 3> &N LI/ T w RigE)

StoreFront /N\— 3> 1912~2203 Tld. RO LS HAXE T X%ZERL T. App Protection R > —hE%#
ICBR>TWBRRETZTVETRI by FONAT )y REBIOBMWLZ Y R—FLET:

StoreFront 2308 LAB&ICT v FI L — R 2158IE. CODREIAXzHEIRTZ e ZzH8HLET,

ks

App Protection IZ#E % Citrix AV R—% > FON—=J 3 VIZOVWTH L IE TOXTLEH) 28RBLTLE

T

7%

1. stf-customization-AppP.zip L WS &#iD Zip 7 7 (L2 X o >O—RL %Y, Thilid. StoreFront
—N—=IXIVICEBRTIBENDZIRTO I 7MILBEFATVET, Citrix 0Z T >O—RR—=IDN57T
FANEATDYO-—RLET, 77 MILICRROBDONEENF T

o ART7D bin 74 IA—IcOA—FB3HENH S DLL
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e VY Ua—2a hBEET B1-DICHER JavaScript 77 M ILEB LTV ZOMD T 71 L
+ StoreFront BBEHAY U a—> 3 Y OREICERT 3. deploy-solution.psl PowerShell X 1) 7
Is

2. stf-customization-AppP.zip 7 7 1 L& FRER L. 7 71 LHhH I N7 L LWEEE PowerShell 2B &
¥, deploy-solution.pslav>Y REEIFTLET, COOATYRIE ROSIHEEELET,

« —Action: RZUZHRITIBZBTI> 3>, HFAITNBEIIROEEDTY:

- Deploy?ﬁ*‘/a‘/t;\ VUa—og3> % —LLRICBRLEYT, COVYVa—arhiEE
T3771ILDONY I Ty T=ERL. V)a—3rT770I)lxZO— LT, Y—EXZBiEH
LEd, DRI U—>2> 3w kE, StoreFront 4 —N—icVJa—>3> BRSO UR
TY9:

ommand pipeline pos

the following par:

- ApplyUICustomization7o>aYidX b7 UNZAREYA A= BRI DD [1VR
b—ILER] FTFarve [BREN-Ya>EER] 772 aYViEREINEEA. COT7I 3
VIZE D TS —Tx41 T+ 70 Citrix Workspace 7 7 hisgflficigi s h, JAOv o %
Feld B R—bFIATVWAVWS F U A ZHEERICEETE XD,
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—customization-AppP (2)> .\deploy-solution.psl

thy

: ApplyUICustomization
StoreName: appp-store
Applied successfully!

PS C:\Users\administrator.WC6PF\Downloads\stf-customization-AppP (2)> |

- RemoveUICustomization7o> 3> izApplyUICustomizationn7o>a>v%
TCRL. [V Rb=EH] 7T ave [@EN-Yarve@ER] 723 Vi BURTS
nxd,

o —StoreName: 7023 aRTITIVENHZIANTDREE, CONTA—FZ—|INBETHD.
Deploy7o>a>v e HICBETRENHD £,

« —BackupDir: #BART s LI NI Ty THERTZDICDeploy7 o> a > TET T
ENTIBNIA—F—, BEINBWEE. NV ITY TR TRV MY TIEREINET, CD/INT A
—H2—=EF T a>DINFAXA—E—TT,

PN
StoreCustomization_Input.dll % 7z1& StoreCustomization_Launch.dll IZBRTEDH A EZI A A H %15

B, COVVa—2a zERBATRCENSNEEETINE T,

App Protection BB AT TV TR by Fid. hAEIA AZRBEALILBICOARTINE T, BELAEWES
B, 7TVETRI by TRERRETNEE Ao

StoreFront D H X4 < 1 X% TICR T AE

aid StoreFront D QX271 X% TICRTICIE. ROFIEXRITLET:

1. \Desktop\StoreBackup<store name> 71 L ¥ FUICBEILT. ROT 7 ILEWRTZTr LI bUIC
JE—L&F7:
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« StoreCustomization_Input.dil & & U StoreCustomization_Launch.dll 7 7 -« JL % IISINET-
Pub\Citrix<store name>\bin ¥« L kUiCaE—

« web.config 7 7 L% IISINETPub\Citrix\StoreWeb ¥« Lo b 1JicaE—

o *js B & U style.css 7 71 L% IISINETPub\Citrix\StoreWeb\Custom ¥« L o k)i —
pE
FRITFANLINDAREZIA X T 71 LD EET BB E. MN\Desktop\StoreBackup<store

name>] 7«4 LI ~UICHEL. BEICRLTENSDT 7IILETA LI N ZEETE T«
L2 bUICaE—-LE T,

2. PowerShell #B= %3,
3. ROOY Y RERITLT. ISADMIN —t X CitrixSubscriptionsStore # —E X #{E1EL £ 7 :

sc stop IISADMIN
sc stop CitrixSubscriptionsStore
<!--NeedCopy-->

4, xpa< > RERTLT. IISADMIN #—E 2 ¢ CitrixSubscriptionsStore t—E X = BERMB L £7:

sc start IISADMIN
sc start CitrixSubscriptionsStore
<!--NeedCopy-->

FEINFIVY—XONT1T )y FEBICETZA I RA—HF—TITIIRJIVR
1. BEEED StoreFront 4 —N—CV U a—>avERBE%. 95147 MITIXM7ICH1>1> L. Web
7594 —7T URL #EA L T StoreFront iIc7oX L %7,

2. Citrix Workspace 77U N7 S UH —TERBICREINIHE SHERRBT B3I [THATY FRE] T
REDRT—2R] ZHEBLET
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@ Citrix Recerver x +

&« C @ nsgepabvtlocal/Citrix/StoreWet

O

DESKTOPS

Settings

About

Log off

Activate Citrix Receiver

Change Citrix Receiver

n .-,0 T;p-e her; to .seard-\
Citrix Workspace 7 7U h'#tH 33 . App Protection "EMICHE > TWBTRTOREBT I LT R
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