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AR M—)LEWER

June 19,2024

Secure Private Access 1 YA b—5—3. RZY K701 Y X b—5—¥ LT, 384 S ni Citrix Virtual
Apps and Desktops 1 Y X b =5 —0O—HL LTHEATI T, #L<E MO7AVR—FY DA Y2 =)L)
FRFE O VRS VEFEoTcA VA =)L) ZBBLTLETL,

AVAM=IPRT TR, ALY FPyTOBEBIVY =BT IAIL DT ST T4 Y ROTEHMNICH
TET, 4171 #21)wo LT, Secure Private Access #:8ETEZF T, TR MY TD [RE—F] XZa—
([Citrix] > [Citrix Secure Private Access ]) It Citrix Secure Private Access > 3— +H v FARTE
nxd,

Secure Private Access =71 VX F—ILLTEBE T3 -HDOBBET7HY Y M EHG

« Secure Private Access Z1 > X b—JLF3ICId. O—AIIVOEBETAD Y bTATA VT IHRE
PHD FT,

« Secure Private Access #:RE T 3 IZIk. Secure Private Access i1 VX b—LThTWVWBR IS >oO—
AR VEBETHH S K X1 >1—4—T Secure Private Access B> Y —LICH A V1 VT 3%

BEAHDET,
c LY RTYTIHRTITBE. TDI—H—IIRFD Secure Private Access BEEEICH D, tHOBEERIB
mcE£9,

o v k7w 71| Secure Private Access # B9 3 ICI&. Secure Private Access BEIBET7HU Y LT
Secure Private Access B>V —ILICH A V1V TRI3RENHD T,
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Secure Private Access Dt r 7w

RDOF|E#EITL T, Secure Private Access #RETIT£T:

o L WH A %E{ER L T Secure Private Access 2 E 9 %h\ BEFEDOH 1 ~ZEML T Secure Private
Access =ty b7 v TFLET
¢ T—HAR—%ZHTE

» StoreFront. NetScaler Gateway. Director. S 1> AF—N—%&HE

TIVr—2a> e 78RR —DRKRE
Secure Private Access BiExtw b7y LS. 77U =23 e 7TV —oa3 D7 0 AR) O —%%
ETIHNENHDET,

o 7TV — 3 DR
e FIVT—=2a DT7 VRN —Z2RELET

Secure Private Access 1> X k—5—

February 20, 2024

1. Citrix Secure Private Access @1 > X b—Z—% https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/h54 o >vO—KLEF,

2. exeZ RXAVIZBMLTWATYY Y L TEBEY LTETLET,
A
POC B T. StoreFront 1 > X r=JILTNTVWBDERE LY >IZ Secure Private Access %
AVAL=ILTBeEEEFOLET,
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Citrix Virtual Apps and Desktops 7 2402 LTSR |
Core Components

¥ Licensing Agreement

Core Components Location: C:\Program Files\Citrix

Firewall

Summary Eecure Private Access (Required) o . .

he software that enables secure access to Saal apps and internal Web apps.
Install
Finish
! Back I Mext IL Cancel |

3. BEOERICESTIYRAM—ILZRTLEY,
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Citrix Virtual Apps and Desktops 7 2402 LT5R

Installing prerequisites and components

¥ Licensing Agreement Installing... Less than 1 minute remaining...

v Core Components
! Core Components
+ Firewall

il Secure Private Access
» aummary

I " Post Install

L Companent Initialization
Finish ~omp “

Citrix Virtual Apps and Desktops 7 2402 LTSR

Finish Installation

Agreement

The installation completed successfully. ' Success

+ Core Components
 Firewall Core Compur.lents
v Secure Private Access Installed
v Summary
Post Install
¥ Install + Component Initialization Initialized

Finish
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AVAM=IIPBRT TR, ¥IEtEY b7y TOBEBIVY —IDBT I DT SOH T4 Y ROTEHBMICFHAS
9, T4:71 #2 U w2 LT, Secure Private Access #88ETI 7,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Citrix Secure Private Access provides a better,
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, clipboard access, printer, copy and paste controls and center to the users, without even opening a firewall port traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications going through the corporate network

Flo. TR Y70 [R2— ] X=Za— ([Citrix] > [Citrix Secure Private Access]) |- [Secure Private
Access] > a—bthy FBRRINET,

Bl cCitix

&  Citrix Secure Private Access

Citrix StorefFront

FLLIF ROMEYIZBRLTIE L.

e A7 AVKR—RV DAV =)L
o OANVRZSAYZEFERLIEAY XM=

BEIYY —IILAD SSO
Secure Private Access 80> Y —JLICER T3 7S5 UHIC Kerberos sRiE# B ET R e 28O LET, &
. Secure Private Access HEIBEREICHS Windows B3 (IWA) #ERLTW3HTT,
Kerberos BBIEFA R E I N TV A LIES. Secure Private Access BV Y —JLICT VBT R EIC. To5oH
H SREEHBERDANNEROSNE T,

o BRIBERZENDT B L. 84 Windows B:E (IWA) B > F oD ERNCED £55

o FBIFBEHmE NN LABWIES. Secure Private Access Ot A U R—IBREFINFE T,

Secure Private Access Otz b 7w 7EEHTT BICIE. BEIAVY —IILICHA VAV TE3RERHDE T, 10X
F=ILRO Y EBIL R XA VICB T B3EEDI—H —IC Secure Private Access #58ETE ¢, L. D1
—H =AU =IO O—HIILEEBEERZIF > TLWBARELRHD £,

Google Chrome & & Uf Microsoft Edge 7 5o # 0i5&I1d. ROFIE%RRITL T Kerberos #E#IC L £7,
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1.

2.

3

4.

[TY8—2y b AT a V] ZHETET,

[EF*aVF«]2T7&BRL. [O—HIAVESRY M =V]EIUYILETS,

.1y #1)wo L. Secure Private Access ® URL #iBINL £7,

Secure Private Access ##EHDI I VICAI YA =L TB3FENDHBIEEIE. TIILRH—REFERTS
ZeHTEFEY, ffl: "https://*.fabrikam.local',

THREALLRI) 2Dy L, TA—%—38E) > TOJF4>) T MBREQOI—HY—RBENIAT—RTEH
AOJ#4>] Z&RLET,

Home Share Wi Application Tools

F ntemet Properties

- 4 » ThisPC » Downloads » SPA_installer 35 32
Generd  Sequnty Privacy Content Conneclions Programs  Advanced -
Mame
Duick sccess
Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downioads g
Internet  Loeal intranet  Trugted sites  Restricted Support
. Documents o 54
Local intranet f Pictures o 26
This zane is for all websites that are hes e
fourd an your intranet. & Security Settings - Local Intranet Zone "
) ) Sethings
Security level for this zone O N
Alowed levels for ths zone: Al @) Erabie
- Appropriate for websites an your local re (®) Disable
(intranet) ) Enable
- - Maost cantent wil be run withowt promptil
- Linsigned ActveX controls wil not be doy & Soptng of Jova apclets
- Same as Medum level without prompis () Disable
[ Enabie Pratected Made (requires restarting Inter g Sr:r:
Custom level. 1 B2, User Authentication
82, Logen
() Anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT LSST N
() Promot for user name and pessword -
€ ¥
*Takes effect after you restart your computer
Reset austom setings

Reset i wedium-on (default)

A

o« Chrome > —2sLwbttywrarvasERBLTWVWSHBAEIE. DWORD L ¥ X kU £ — Computer\
HKEY_LOCAL_MACHINE\ SOFTWARE\ Policies\ Google\ Chrome\ AmbientAuthenticationInPri-
vateModesEnabled ZfEmiL. B 1ICREL £T,
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o Kerberos#>—2 Ly hE—RTEMCT BRI, IARTHO Chrome o1V R (FE>—ILy ks VR
UEESU) EBREFBIIVENDDET,
o DTS U —IZDWVWTIE. Kerberos sBEEICRET 3EN T SUH—DRF a2 XY FEBERLTILET L,

ROFIRE

» Secure Private Access otz b7 v
NetScaler Gateway D1

o PV — 3 DR

e FTVT—=2a3 DT IOERARIS—ZRZELET

Secure Private Access Dtz 7w S

June 19, 2024

LW hEERT 3D BEOY 1 FCBINY 5 & T Secure Private Access Z:ETEF T, ¥550D
FUATH, Web BEI>Y —JL%EEAL T Secure Private Access IBIE# R ETI £,

o L WY FZER L T Secure Private Access #:BE T 3
o BETEDY 1 MICEINL T Secure Private Access %% E 9 %

Gl it

o Secure Private Access "1 VA b= ILTNTWVWB YL >OO—AHIRS VEBETHHZ R X1>2A—H
—T Secure Private Access B2V —ILICH A V1 VT IRIRERHD T,
o A LEERTIENCSQL TF—ER—IAY—N—%F A VR =ILTEHBERHD £T,

LW ~Z1ERL L T Secure Private Access 38 E T 3
27w 1: Secure Private Access 41 Dty b7 v

H- b ik, Secure Private Access IRIEDZRITY . H1 FEMERT 2H . BEEDOT 1 MIBMITZ N TEE
ER

1. Secure Private Access Web EEa> YV —ILxEBL £,

2. THA bOERR F7clE THA bADBN R—JTiE. T# L L Secure Private Access 1 & 1ER T 31
BT 7 ETERINTWVWET,

3. 0Nl 2O U O LET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.

Database
@ Create a new Secure Private Access site

Integrations Select this option if this is your first time installing Secure Private Access.

Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

Y1 hZERT 255G, Y1 FRICHIETET—EIXR—ZBEY b7y FTEATEIRVBENRHZH. LV
1ThDT—ER—-2=ZBEHERBFETER T IHVELHD 7,

ATV T2 T—EAR—RZRETS

# L L Secure Private Access #f FRHDT—2RX—XRZERL T Z2HELHD £F, CHIZFENFIZBETITS
ZEHTEFET,
1. 'SQL Server KR kI B —N—DHRI LBEANALE T Hl: sqll. fabrikam.local\citrix,
T—HAR—ZOT RLRIF. UTFOEXOWVWTNHATIEETETET:
s B—N—HF
+ ServerName\InstanceName
LR T75—4aR—2] ZBRLTLIETL,
2. [Hr ;] i, Secure Private Access 4 FDORRIEANILEF T,
e
ANNTE2HAFRBOKREICIEH. T—EIR—ABZOREHIHTITEFT, 7T—E2R—XZDER

l&CitrixAccessSecurity<sitename>THh. EETIF FtH A, T—EZR—XAZ%E S
2BAIA1 AT ZBENHZHBEE. Citrix FR— MMIBEBLEHE LTI,

3. [#Gi=T AR 20wy LT, SQLServer 1 Y22V AW EMTHZ L 2R L. BELIT—FR—
ABY A MIGFEETSZ e zBABLET.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

P Site

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name* (0

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

o Summary

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

JEsCe

o« H T SQL Server WERTEAWVES. BHRF v IIFKMLET,

o SQL Server ZFIATE 3D, T—EAR—IADPEELBVESG. BEHRF Ty IIEMIILET, L. EEX
vE—IUHRRINET,

» Secure Private Access Ix. ¥ > ID #ER L 7= Windows $B:F%#ER L T SQL Server #38:iEL £ 9,

BEEMN:

s BEMERA T avidk. YTV IDICHBLRT—IR—IERIHZIGSICOAERTEET,
e BELETZRLRIZT—ER—ZADBEFEELBVGE. T—2ZXR—IHWEFHNIERINE T,
o T—AR—RAZERTDEEIIE. EDT—EIR—IANT T, BRERT—IN—IERMNHZ e =R L T
IV, EROFMICOVWTIE, [T —ER—2DREICHELIER] #BBL TSIV,
FHRE:
FHERA T avEFERALTT—ER—X 2y N7y TITEET,
FEEBRTIE. BMICRIUTrEA D O-RLTHS. [SQLServer Host] 7+ — LR THELT—4ER—
AP —N—ETROV T+ Z2RTITIRENHD £T,
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7EsC:

SQL Server L7 —2R—=XWICT—TILZ1ER T 57D READ. WRITE. UPDATE RN~ VICH
WEA. T—ER—IADERNEHTZ bbb Ed, v L TEYABERZBMICTIHELHD £9,
HHICOWTIE. T7—FZR—XDRBREICHERIER] #8BLTIEIL,

ATV T I H—N—%HETS

Secure Private Access % StoreFront & & O NetScaler Gateway #—/N—IZ###&: 9 5 ICIE. StoreFront &
U* NetScaler Gateway #—N\—DF#MEIEE T ZHENH D £9, StoreFront & NetScaler Gateway »* ~ >
71w % Secure Private Access ICIL—T 1 VI TEIZLS5ICTRICIE. COBGRERILTINENHD £,
Director —N— 542V A —N—DFMADIBET IHELHD £,

1. ROFEHENNLET.

» Secure Private Access —/N\—D 7 KL X, ffl: https://secureaccess.domain.
com.

« StoreFront X +~ 77 URL, #l: https://storefront.domain.com/Citrix/
StoreMain,

« /X7 1) v 2 NetScaler Gateway 7 K L X—NetScaler Gateway @ URL, f: https://
gateway.domain.com.

o RIEEIP 7RLR—COEREIP 7 KL X StoreFront Ta—INv ZRICEBRINIZDDLRALT
HEIUBEHLHD £ET,

e O—JL/NwvZ URL —CZ @ URL i&. StoreFront THEBINTVWEIHDLRELTHINELHD £,
fl: https://gateway.domain.coms

« Director URL: -Secure Private Access # Citrix Director ICIE8i 9 370D T« LI X —H—/N—
D IP 7 RLXF7IE FQDN,

e SAEVAY—N—DURL: -S> RT—2ZINELTRIET I DDAV I —N—DIP 7
FL R,

2. T9RTOURL Zi&iE) #20)y O L&Y
3. DNl 20w oL, RE] Z20Uw o LET,
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Site

Database

Integrations

Summary

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.

Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
doesn't need to be a public address.

https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

27w 7 B B DOGE

BRATET T3 BRIEDTON. BERINLY—N—ICTIVEITETBICHBEREINEY, F/z. Secure

Private Access t+—/\

—ICT VL RARTHZ L ZBRBT BLHDF T v IDBITHNET,
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BROBMER—JICIZ—DHRAINZGEER. (T5—DrZT7I>a—T0 >0 ) THMAZHERLTET
ZNTHEEHERLBWVESIE, Citrix Y R— MIBBEULWEDbE L ET L,

LYo

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

0 Site Step 4: Summary
Review the summary of your Secure Private Access setup.
0 Database Administration
o Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

o Summary

SQL Server Database has been configured.
StoreFront has been configured.
MetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

Ty TYTINRET LIS, THE] =20 TBL31 20 v 0938, ROR—INKRRINET,
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You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

Configure Gateway
You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the

Gateway Downloads page.

0 Configure StoreFront

You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Director
To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure
Private Access as described in the product documentation.

Service overview

Active users (U Applications (O Application launch count ()

65 319 316
Troubleshooting resources
& &
Director

Troubleshooting and Logs
View app access status and information for apps configured within
Secure Private Access.

Search by end user in Director to view and triage Secure Private
Access session activity.

Go to Troubleshooting Logs

Go to Director

Get Gateway scripts

Mark as done

Download StoreFront scripts

Go to Director documentation

Mark as done

Access policies (D

30

Gateway
Log into your Gateway appliance to track sessions and manage
single sign-on across all applications.

pEa-uH
o IBIEERELLS. Web BEOVY—-ILD [BE]|>[1VFTIL—a V] oREE2TETEET,
o Secure Private Access ##1® T VXA F—ILLT-BEEICIE. RERIEENMTSINET, TDE.

BEREIIMMOEEEEZ Y b7 Y FICEBINTE XY, BEED X I, [RE] > [BEEE] hE&RT

TFY,
T, BIEEYI—TEZEBMLT. TDIIN—TFOIRTOEEEN T I/ LR TEBZLSICTBREDHT

TEI,

I OVWTIE TV A R—=ILEEDREDERE] #8BLTLLIET WL,

BEE0H 1 MCSINL T Secure Private Access #5E 3 3

1 [U1 FOERELIEIEM] R—J T, [**BEEOY 1 MMIBMT 3] ZBRL. [** AAN]ZIUYILET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

SQL Server host™ (T Site name”

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. TSQL Server 'R k) IZ. H—N—DKRRAMBZNALET, ALY A FRIIHBRT BT —ZRN—HN
BIR L7 SQL Server ICEEICEEL TVWA e ZBRBL TV, T—ER—XDT7 RL X F. LTOER
DWVWITNHTIEETTET:

I e At ]
« ServerName\InstanceName
e H—N—F. R—FrHES

LI T7—42R—2] #8BLTLETL,
3. [ ] IC. Secure Private Access Hf D EHIZANHLE T,

4. [#BEETAN] 220y LT, SQLServer 1 Y X2V AW BMTH B L =B L. IBE LY A MO T
—AN—RIIFETB e zBmRBLET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration

Site

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.
Database

SQL Server host™ (O Site name”* (©
Summary | xa03-spa.training.local\SOLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

O Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

P MIHIET BT —ER—IDBWVEE, #ERFT v 7KK LET,

5. [Save] 27 Uwv I LET,

BROREF T v IIiE. SQL F—ER—XAH—N—HPEBRINTWBE I %2R L. Secure Private Access % —
N=ICT I ERARETHZ C ZBRB T ZHICTHNET,

RDFI|E

+ NetScaler Gateway Gateway DR
s TV —a iR
s VIV —=2a3 DT EARIS—ERELET

D e S

June 19, 2024

UTIE. > 7L I XREAD—RERZA Secure Private Access DFEIVR—RY LTI,

+ StoreFront: -StoreFront 321 —4—%FREEL. I—H—DTIERXTBTRI MY T 7TV r—3>
DRA+T7ZEBELET, StoreFronti&D. TRI MY IR 7 FUT—2aoAQEILITH—EXTIER
ZA—H—IlRETS (T4 —TSA X7V r—>a>2 71 BRI LENET, oo 2—H—07
TVTF—=23>yoUYITRoVTay, da—brhy R BLUZOMOT—2ZBILET, CTHICED.
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IA—H—DEEOTNA ABMT—ELOHB1RFZTRDLSICHD 79, StoreFront & Secure Private
Access DHEEICDOVWTEH L < Id. TStoreFronty Z8BLTLZE L,

+ NetScaler ' — = = r: -NetScaler Gateway 1&. BED T 717 I +—ILENLIEE—DRERT
JERARA Y L EEHEL FT, NetScaler Gateway & Secure Private Access D#&ICDWTEEL <
I&. TNetScalerGateways #8RBL T T W,

+ Director: Director #ERT2 L. MRMANT 3 —IVADBRE ST a—F 1 VI HEEEICHRD
9, Director & Secure Private Access £ &9 3 IZI&. Secure Private Access IZER S 2 REHNH S
Director #—/N\—D FQDN D IP 7 KL XZNAT2HEHH D £, Director & Secure Private Access
DHEIZDOWTEEL <&, TDirector & ® Secure Private Access 0&i&E1 ZBBL T IV,

e SAEVRY—N—t SAEVAY—N—EFF1ERT—2ZNELTUELET, STV —N—-k
Secure Private Access OFEEDFHMIZDOWTIE, T57t > X4 —/V—& Secure Private Access D#i&
ZBRLTIEIV,

« Web Studio: Citrix Secure Private Access i+ Web Studio 2>V —JLICEEINTWB 8, 21— —
l& Web Studio h5 % —ERICS—LL RIZT IR TEE T, Web Studio £ ® Secure Private Access
DHEEIZDOVTEEL < IE. TWeb Studio & @ Secure Private Access O#ia1 #BBLTLLEIL,

paH

Director e S 1t > X —/\—IlF. U 1)—X 2402 H5 Secure Private Access ICHEETINTWVWET,

NetScaler Gateway

June 19, 2024
BE: INSOEEZBEATBHIIC

. NetScaler v 7> 3w b2 T 3H. NetScaler Bz RETI3 28O LET,

1. https://www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/Shell-Script-for-
Gateway-Configuration.htmlh 5200 7 a4 o>O0—-RLET,
# L L NetScaler Gateway %=1 ¢ 3 ICl&. ns_gateway_secure_access.sh #fERHL £,
BE7ZM NetScaler Gateway # E#9 3 ICld. ns_gateway_secure_access_update.sh #fERL £7,

2. 5DV T % NetScaler v ic7y 7O—RL%ET, WInSCP 771 £721Z SCP O< Y R%f#
BATE%9Y, fil: xscp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam
.local: /var/tmpx,

f= ¥ z IE. *scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.
local:/var/tmpx*
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pET-aH

o BT —2%RET SICIE. NetScaler var/tmp 7+ L4 —%ERTZ a2 BEIDHDLET,

s J7AIUNLFITRTHRESATVWS 2B L T W, FreeBSD & CRLF ZzHHR— KL
TWFEtEA.

« T3 —-bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh*M
: bad interpreter: No such file or directoryh&EENzHEE 17
RHPELKAWCEEZBKLEY, X7 7~ Notepad++ B DEED) wFTFFA LI T
1 P2 FERALTERTIET,

3. NetScaler ic SSH#E4& L. > T)LICHIDEZ £9 (NetScaler CLITi& T xziby EAALET),
4, 7y TO—RLIERZ )T+ ERITEREICLET, FDHICIZFchmod O9 Y REFALTLIEET L,

chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7vFO—RKL#&RXRZ)F % NetScaler > )L TRITLET,

6. MEBNTA—ZENILEFT, NSTXA—FZDURMIDOWTIZ. TEHRERMG] #8BLTLLIEIL,

FEEFO7 7L SSLEEBREICD W Tid. NetScaler EDBEED Y —RDBBI*IEET I HELH D F
ED
B# oD NetScaler A< >k (F7 )L bid var/tmp/ns_gateway_secure_access) #&LH LW T 71
IHERTNET,

pE

2o 7 hnERFHIC. NetScaler  Secure Private Access 7571 OERMENRF T v I INFE

9. NetScaler #* Secure Private Access 7S94 & HR—FLTWVWBIEE. XTUTRICE-T
NetScaler #EEN XY — 7O R 2T HR—FTEBZLSICRD. UY—IADTIEIDFIRS
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NTWVWBBRICHEPHLWESR—IADQ VA LI EDEETNET, AX— X T OFMAICDOV
T3 TRAX—=FT7IEZXRZTDOHFR—b1 2B LTIETL,

Secure Private Access 735 & 1 > ##Eld/nsconfig/rc.netscaler 7 7 1 JLICRES N TW S fo .
NetScaler DBEFHEBELEMLTEL IENTEET,

7. NetScaler CLIICHID &z, FiLWI 7rILhS5ER I Nz NetScaler av > RENYFIT Y RTRIFL
£9, ezl

batch -fileName /var/tmp/ns_gateway_secure_access -outfile
/var/tmp/ns_gateway_secure_access_output

NetScaler lZ. Z74IH5aX Y RE 1 DFDORFIFTLET, AV RHPKKTI L. ROOATY RICEHF
ERS

DY —IPBEETEIH ATV T 6 TANALTENSA—ZOVWTIHHELLAWVGE. ATV RIZEKT 3
AIREMD B D £7,

8. IRTOIARYRAERICKET LI ERRBLET,

P

IS—HEELTH. NetScaler 37D DIV RERITL. VY —IXEBHBISIER. B N1V RLE

Fo LI 2T WINDDNTA—FHELLLBVHICFHLBEVWI S —DIRELIIBEIE. ROD SEK
ZPODEICZEBOLET,

B0 % £/ L T NetScaler Gateway |- Secure Private Access Z 9 %

BE7Z D NetScaler Gateway L0 X 1) 7+ %#ER L T, Secure Private Access 7 R— b33 HTEXT,
el CORTVIVTHIUATZERLEEA:

« BEZD NetScaler Gateway fR#8H —/\—
+ NetScaler Gateway /N1 > RENFBEEDOLEY 3> TooavetysayRys—

RITRNCE IV FZBRBL. T — bz BRONY 77y TEZERL TLIET W,
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NetScaler Gateway {R*EH —/N\—DHRE

BE77 D NetScaler Gateway RAIEH —N—ZBIME L IEEH T DL Fld. RONFTRXA—F—HEHRFHDEICRE
TLTL\%LK%EE%L'C( =30

A8 —/N—DIBHN:

« tcpProfileName: nstcp_default_XA_XD_profile
+ BE4% - 7ICA_STOREFRONT (I¥ > R TOAERATEE) add vpn vserver
+ icaOnly: #7

R —N—DEH:

« tcpProfileName: nstcp_default_XA_XD_profile
« icaOnly: #7

f:
A8 —N—%BMT BICIE:

add vpn vserver _SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF

RIEF—N—ZFHT BICIF:
set vpn vserver _SecureAccess_Gateway -icaOnly OFF

R —N—D/INS XA —F DM DV TIE. vpn-sessionAction®#BB LTIV

NetScaler Gateway zv>3>7o> 3>

Ty arFoiavid. ty sy R —2FHAL TS — bz REY—N—IINTI Y RETNET, v a
=2

v
>ToY ZE TR LTI RONFA—ZPERFADEICKRESNTVWS e 2B L T TV

« transparentInterception: 7

« SSO: #>~

« ssoCredential: 75r<V

e UseMIP: NS

o UselIIP:#7

« icaProxy: #7

o« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" -0 X
7 URLICESZMZ £9, /Citrix/MyStoreWeb X h7ADNRRIEFA TS 3> TT,

« ClientChoices: #7

« ntDomain: mydomain.com-SSO IZfEf (£ 7> 3 Y)
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« defaultAuthorizationAction: #d

« authorizationGroup: SecureAccessGroup (CDTIL—FHEREINTWR ZEEFRBRBLTLLLED
Wo D% IL—FIF Secure Private Access BIEDREERY S —% N1 Y RT3 7HICERINTVETY)

« clientlessVpnMode: # >

« clientlessModeUrlEncoding: &M

« SecureBrowse: B3

« Storefronturl: "https://storefront.mydomain.com"

« sfGatewayAuthType: RX1>

1
Ty a>rToI 3 ZEBMTBICIE:
add vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy
OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF —-ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode
ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -

storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType
domain

twsarF7oIarEEHITBICIE:

set vpn sessionAction AC_OS_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

Ty arT7ooavNIA—2OFMIIOVTIE. Z8BL T2 W https://developer-docs.netscaler.c
om/en-us/adc-command-reference-int/13-1/vpn/vpn-sessionaction,

ICA 77t DE#IE

Secure Private Access 7571 U aHR— b T35 & SICER EIEEH I 1z NetScaler Gateway =f#EH L T,
ICA77URFIBLTRETZI L HTEET. ZDHBE. Secure Ticket Authority (STA) =# R L. NetScaler
Gateway ICN1 Y RTIHELBHD £,

F: STAH—/N—(3@%. Citrix Virtual Apps and Desktops @ DDC BBED—EE T,

A OWVWTIE. MTOREY IZSRBLTIET L

+ NetScaler Gateway T® Secure Ticket Authority #a%
o &< H3EM:Citrix Secure Gateway/NetScaler Gateway Secure Ticket Authority
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AR—bET7OERZTDYR—-b

RDN—2 3> Tl NetScaler Gateway 4252 BEMICEEL£T, AV— b FIERZIERIET 370IC
F=bOxzAO—=INYITRLAZFERTIHEITHD £ A

o 13.1-48.47 LU ENLUE
¢ 141442 5LV ENLUE

X — b7t RE51F. Secure Private Access 7S TA VU I IR DAYA — LTEBMINET,

Zhi5o NetScaler N\— 3> Tld k4 bns_vpn_enable_spa_onprem#fidns_vpn_disable_spa_onpre
EEALTIOMEZEN/EMICLET,

o OV R (FreeBSD > T JL) THIDEZ B W TEXT !
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

e DAY R (FreeBSD & /L) #21TL T, HTTP O—J/L7 Y F&BED SecureBrowse 751 7> b E—
REBMICLET,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

o VUERAMEEBINIIBA. (772 RFIRI R—IANDUFAL I ZBMLET,

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_d

¢« CDN TRZFEINTWS T7 7 EREIR] R—TZFEAL T RZTI W,

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

e EBWMICTBICIF ALOATYREDS—ERITLET,
o MWD F DI THhEIERT BICIE. nsconmsg ARV REERITLET,

+ NetScaler Gateway TAY—r 72X 2 I %M T 2ICIE. AV TFFAETOMER] 28BLTLE

L

NetScaler T Secure Private Access 754 1 > DR E = 75

Secure Private Access 7541 > DHE#% NetScaler ICRIFT BICI1E. KDBEEITVWET:

1. /nsconfig/rc.netscaler 7 7 1 LR ER £ I3EFH L £ 7,
2. ROAR Y EZ T 7AILICEML Y,

nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem
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nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_c

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

3. 771N ERELEY,

Secure Private Access 7541 > DHEIF. NetScaler o BEFEICHENICERINE T,

EER DFIREIR

+ BE7FD NetScaler Gateway (EX 7 7~ TEMTI £ IH. 1 DOX U U F HTIEXIGTEF %W NetScaler
BRIZERICHD £,

+ NetScaler Gateway TIZ ICA 7OF S 2 FRELABAVTL IV, ZDOHEEIE. NetScaler Gateway H'#8
BEINTWBHEIIEMICHED T,

o« U5 RICEBEINT NetScaler 2 AT 3HBE81E. ®y b T—2ICVWKOHDEEEZMZ ZHRELH D *
T, e ziE. HEDHR— b T NetScaler c i a>HR—% > FEOBEEHFALET,

+ NetScaler Gateway T SSO Z B #IC T 3B &k, NetScaler " 7S A R—rIP7RLXEFALT
StoreFront ¥3EET 3 #MEBL TSI W, StoreFront 0754 R—=rIP7RLZAEFERAL T, L
Ly StoreFront DNS L O— R % NetScaler IZBINS 2 HELHZIBELHD £,

NIy oF— oz RER 7y 70— K
INTUw o4 — kg x+IC Secure Private Access ¥ o570 XTEHRWVWESIR. NTUwoFr—broxA
iFEAZ % Secure Private Access T—2R—XIZT7 v FO— R T B3HERHD T,
NIV IS — I AFBAZER 7Yy TO—R§3ICI1E. ROFIEEERITLET,
1. BIEEERT PowerShell £/13a9 > R7OYF I Y ROEREET,

2. 74 L7 kU % Secure Private Access 1 > X b —JL 7 # LA D TF® Admin\ AdminConfigTool 7 =+
LWAICEELET (7= 2iE. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools %#Y)

3. ROV R ERTLET:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>
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AVTFRANETDHERE

February 20, 2024

Secure Private Access 7571 d. TNARATSY R T4—L% 0S, 1Y R=ILTNTVWBY T T 7,
MBBERAEYOI—F—ty a>IYTHEIMIEIVWT, Web 74k SaaS 7 7Ur—>ayA0IdYTx R
F70t2R (RR—bT7O1ER) #RELE T,

BEZIFAVTFI N IRAZTOERGET I ERR) O —IZBINTE £9, Secure Private Access 7541 >n 1
VFERMETG BN -0ty 3 VICER IS NetScaler Gateway RUS— (v 3>, &
BisR:E. EPA) O&BITY,

Secure Private Access 754 1 vid. ARN— b7 o425 #AvE— (FHLLWOS YY) & LTERITIRB D\,
Gateway ICO—INY I FTBETRITMB I ENTIET, FHBICOVWTIE. TRY— M7 EX4%T1 288RL
TLEET L,

=N
Secure Private Access 754 1 >I&. NetScaler Gateway THERTE 305> v o4 — U o1 BrIR:E
RIS —DHEHR—ELET,

GUI ZEARLTHREZLR T ZRET S

AVTHFRIEITDREICIE. UTOREDBFIENEENE T,

1. 932905 — DA EFRER) S —DRE
2. ROBFFER) > — %S — bV {REBY—N—IINT1VRTS

ISy — U T A BRIFRER Y S —DRE

1. [NetScaler Gateway] > [RU>—] > [FE#iRE] (&L, [BMN] 20U v oL FT,

2. BREORUS—ZBRT BN RUS—0BFIZEBMLET, CORVI—BIEARZLZTEL LTERAS
nEd,

3.TUOITRb 723>y T MBI #20)w o LTT7ooarvEERLES, COT7 I avidEHORY
O—THHRBRTEET, il $370>a>zFRALTT7I7ERZHFAL. AOF7o>avaEFERLT
TOVXZEETEET,
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MName*

win10_profile

Action*

ALLOW

Processes to be cancelled

Files to be deleted

Default EPA Group

spaocpdev

Create Preauthentication Profile

O]

4. AT« —ILRICERZANDL. TEBL 20y I LET,

5. [R]IC. XEFHTANTZD RITr22EAL TR —OREER L F T

Dashboard Configuration Reporting Documentation Downloads

F Create Preauthentication Policy

Name*

Windows10 0]

Request Action®

Expression *

Select N Select N Select e

CLIENT.OS(win10).HOTFIX == EXISTS

ROEIE. Windows 100S #F v I F3dICERINY > TILKERLTWE T,
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. [fER] 20w o LET,
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Hhx42 L4524 % NetScaler Gateway (/X1 R$ 3

1. TNetScaler Gateway, > M8 —/N\—) ICBEHL £7,
2. BERIEER) S —ENA Y RTRREY—N—%BIRL. [BE]|ZIVvILET,
B.TRUS—) 023> T I+ 200w I LTRSS —EZNIVRLET,

4. RS —DER) THARHERY > —2#RL. 21 TDER) T MER) Z2BRLE TS

Choose Type

Policies

Choose Policy*

Preauthentication R

Choose Type*

Request e

<

5 RUI—RBER) S —HEDBEEZERLE I,

6. [Bind] ZoU v L&Ed,
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Choose Type

Policies

Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*

Windows10 > Add O
» More
Binding Details

Priority*

100

(- 1=

CLIZERLTHRELE T ZRET S

NetScaler CLI ©hp A< > RERTL T, FBAERIIAR) S —ZERLTNI Y RLETD,
5

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

WLLWIAYTFI bR TDENM

1. Secure Private Access BIBO>VY — L2, [7IOERRUS—) 20Uy I LET,

2. FHLLWRU S —%ZERT 2D BEEORUS—ZBRLES,

3. MROFHDBIINTVBHE £I2 32T, IEH#EZEM 22Uy oL TAVTFREET L TIRT
IC—30 Z&RL. AYTFXMEJE (FlWindows10) #EANALET,

SBREFa XAV b

s VTV =2 3 DT ERRI—2RELET,
¢ AN—hT7IVERBZTDHR—,
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StoreFront

June 19,2024

Secure Private Access #* StoreFront ¥ #£7F L TW 31545, StoreFront @ Secure Private Access #mi&#1[E]
Ty b Ty I I - RTEBNICITONES,

7=72 L. Secure Private Access % StoreFront t EEITHTLWAWEEIE. BHEDEBREEXFH TITS>HELD
hxEd,

StoreFront ZFETIBR T 3ICIE. ROFIEZRITLE T,

1. Secure Private Access B>V —IL ([RE] > [#&]) »S5XV ) FhELEY>O-RLET,
2. BRETEITIHNENLNH D StoreFront T MJICHIETBZ RV DA >O—RE20Uw o LET,

AovO—REInfozip 77 1ILICIE. BRIV T+ README 771 )L. B&UVEBRIV—>T v TR
JUTEBREENTVWET, 2U—>F7 v FRU1)F & StoreFront & Secure Private Access D #:
ExHIRTIHEICFERATIEY,

3. Roax > REEAL T, PowerShell 64 EY b1 > X2V ADBEBEL LTRIV T+ ERITLET,
./ConfigureStorefront.psl.

o MDNTAXA—ZRIIBEHD £ A

o StoreFront 22 ) 7 +%R179 3ICIE. PowerShell 27U 7 +RIFRU > —% [HIRARL] ik
[INANR] ICRETBREDHD FT,

« StoreFrontreFront #2 S X2 - LTHERINTWVWBIHEE. COXIUTMIEIERZ D
StoreFront H—N\—ICHEEL £7,

StoreFront % Secure Private Access s2E TH#m 9% &. Secure Private Access 754 > D& H* Store-
Front &2 Ul (Delivery Controller 0&B&EH) ICRTINE T,

Citrix Virtual Apps and Desktops Delivery Controller TRIL 77 V4 —> 3 Y I —TREDNERINTWS
&&. StoreFront X4 1) 7 k& Secure Private Access 77 U4 —> a>d I —TREZ BEINICER L £,
FTITHILETIH. SOV T REITANTHOI—H—IC Secure Private Access #8BEL T (2A—HF—<wvEY
JERINFHALTITIVF =3V DRERE > BEEFH) o

HE:

+ Secure Private Access B Ul 54~ > O— K L7 StoreFront 22 U 7~z {EA L T. Secure
Private Access EAIC StoreFront 1 d5 Zc =H8®H L £9, StoreFront 1 Ul 15 Secure
Private Access Z#BR L7aWTL 723 W, Ul IZIF StoreFront THRERERA IR TEENTULARLE
DHTTo BERBRREZINTRTITBICIE. RV T MEZRITTIRENHD £,

« 1 D Secure Private Access #1 k%, #%® StoreFront BB (& L StoStoreFront LD X
k7 £7z1351D StoreFront BEHIRIE) THEM T2 dHTEFET,
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StoreFront (3. [RE] > iG] R—UHSEMTE T,

» Secure Private Access »* StoreFront £ #£%F L TW335&TH. StoreStoreFront @ BENIERLIE [3%
E]> [#E] R—J TIFHKEEL £ A. BENBRIZ. ¥Rt Y b7 v TEICOATHNE T, RER—IH
SHLWR M 7HEBREEBINT %84 . StoreFront X2 U 7 &4 > O0— R LTS3 StoreFront

ROVTRITTEIHEDBDET,

StoreFront N\—> 3> 2.308 LIEION— 3> 2 EFEHALTVWSIEES

StoreFront /X\—> 3> 2308 Laiz A L TWLW3IHE4E. StoreFront E18 Ul ICIZRDEEHDOBEELH D £9,

« Secure Private Access 754+ > &+ 7% XenMobile ¥ LT&RRINFJ,
« Secure Private Access H—/N\—® URL IZRTFINFH Ao
« Secure Private Access R— MFEIC 80 t RRINE T,

Manage Delivery Controllers - alfacqel

Edit Delivery Contraoller

Spec
‘ recor
i Display name: |5E::ure Private Access
Naj Type: ) Citrix Virtual Apps and Desktops
sfd
I . ‘ ) XenApp 6.5
. HEC

‘®) XenMobile (9.0 or lower)

Server: | |

Advanced Settings

U Cenfigure delivery controller communication timeouts and other
! advanced settings using the 'Settings’ dialog.
Cof

Stoy

Settings

]

o [

“oc e

StoreFront \—> 3> 2.3.11 LIERFERLTWVWRES

StoreFront /N\—< 3> 2311 UpETId. Web @it Citrix Workspace ¥ 5 - 7 > k& Secure Private Access
T7URFIEL A, k. Secure Private Access #* Workspace for Web 75w k7 —LT® Secure
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Private Access 7 71 oiEE = HR— b L TLWEWEH T,

Director

June 19,2024

Director % Secure Private Access L iE T2 L T, MEHNBN T+ —IYVROERE b TN a—F1 27
HETREICZR D £9, Director %# Secure Private Access L &9 3 1Ci&. Secure Private Access ICBER T B4
ENH 3 Director t—N—D FQDN D IP 7 RL XZANNTIHBELHD £9, sFAICOVTIE. TH—N—0D&5E]
ZBRLTETWL,

Director % Secure Private Access ICERT 2 ik, > TL I Z2N— 3> 2402 O BEHKREIT D Secure
Private Access D #47BERE T, Director BRI TV WEEIL. Director DRH/N—23>THS LTSR
2402 LIpgEA VA R—ILTRZRBELRHD £9, Director NI TICEBEINTWVLEHEIF. RFIN—S3>THD
LTSR 2402 LIpgICT7 v 70 L— R §2MHEHH D £9, Secure Private Access D&EIL. Director ZZ4R L AL
CRTTEEHA. HAHIRDBEICHEMLET,

« Director I Secure Private Access ICESEINTULEE Ao
o« NJiL7= Director® IP 7 KL X %713 FQDN I37ZEL £ Ao

Director # Secure Private Access ICE 8T 3 HEICDW T L < &, TStoreFront #+—/V— & NetScaler
Gateway H—N—0#&1 BLUV T4 YA —I)LEOZREDNEE] ZB8BLTILETWL,

pE oM

« Director 0&E#Rx7/-id07 7+ viE. #i& Windows :B:E (IWA) #HR— kL TVWEHEA, EEEHD IWA
%#{FMA L T Secure Private Access >V —)LicOd 1 > L1iciBE. EEEZ Director BB 0OR:EE
WENNTBEOKDENFT,

« BIEEH Secure Private Access AV Y —ILIZFETH A >4 > LIcBE. TS5 DE#RIE Director
H—N—ADOFEFIATNET, TNTHRILAWVEE. BEEIITDIBERONNZROSNET,

o« LY b7y TORTRICEEED D Director £ BINT 2 MHELH Z5EI1E. REDEE] X—IH
5% LU Director 2z B8 L %9, v 7w 71#&IC Director Dz EH T 256, EEEIILEEL
T35 1DICRABRENNTIHENSH D £, Director URL IPv6. SSLv3 DERETIZ. > J LY
AVFVIEHR— TN TUVEEA

Director &=E'Y—J)L%#{#EA L T Director %= Secure Private Access THRET 3

Config v —JL%Z%M L T Director %= Secure Private Access ICRET DL IE. REERT T BODHBERT
w7 T, 2L <IE. TDirector & ® Secure Private Access O#ia] ZBBL T T,
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Director T Secure Private Access D1—H—t v 3> DORR

Director Tix. Secure Private Access D1—H—t v a3 ERRFTIET, FHICOVTIK, M1—HF—-TrD
Secure Private Access v a > &R #B8BLTLETL,

ZA1E XY —/N—

June 19, 2024

Secure Private Access 73571 >DSA Y X —N—ld. SV AT —2OINE L IBICHERMAED VR—
FYETT. FAEYRY—N—I& ¥Ht Y k7w FEIC Secure Private Access ICERTEH e dH, Ty 7
W IORTRICERFTLEERIZLHTIET, 512X —/\—% Secure Private Access ICE#RT 35
EICDWTEEL < IE. TStoreFront #+—/V—& NetScaler Gateway 4+ —N\—D#&1 LV T4V ~—/LED
BREDEE] 2BRLTIZTL,

Secure Private Access 251V A —N—IlBG5 T BICIE. STV RY—N—0DO URL #IEETEIHEHLHD
9, Secure Private Access 7571 >, BENICS T2 I —N—ICERINET,

Pk
o 1t > X% —/N\—IZ Secure Private Access 7551 > &FERTBICIE. S A==l 04
<% 1 oo Citrix Virtual Apps and Desktops 7O0—H—5 1> X&EA1 VA =L ZREHLH
D&7,
+ Secure Private Access 7501 > D1 X —N—ld. N—3> 11.17.2 EJL K 45000 LA
THR—FINTVWET, FAEVRY—N—ZFTTICEHFLEDFEIF. Z1EXF—N—%Z2N—-T3
> 11172 EJL R 45000 UEDN—2 3 U7y FIL—RTBIBELRHD 7,

SAEAY—=N—DOFBICOWVWTIE, 702 —/N—) ZBBLTIEIL,

Web Studio

June 19,2024

Citrix Secure Private Access  Web Studio a> vV —JLiZEE TN TWVWB . 21— —IF Web Studio Z74 L
TH—ERICO—LLRICTIVEATEEY,

Web Studio N\—2 3> 2308 Lg% 1 Y R =L BRENHD 7,

Web Studio #i&ZHBMICTBICIE. ROFIEZRTLET:
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1. Citrix Web Studio (. Citrix Virtual Apps and Desktops 1 > X k—5—F 7zl

—ZFRALTIYRX=ILLET,

m&EDDC1r>2Xb—3

2. BELOERICEN. 1Y b—ILERTLET, AV FO-F7RFLAOANAZRDSNES. OV ~O—
Z7RLR2LTDDCFQDN ZAAL XY,

3. AR =AML= 5. C:\Program Files\ Citrix\ Web Studio\ Site\ assets\ json 7 + L& — (%
L. spa-config.json 77 1 LORBEEZZEL £,

Web Studio @1 > X b —JLIZT 7 # )L LS DIBERDMER S =3B &1E. C:\Program Files\ Citrix 5
THIL DAY I M—=ILBFRZIEL WBFRICEFIMI TLET L,

This PC » Local Disk (C:) » Program Files » Citrix » Web Studio » 5Site » assets » json v | O Search json
~
Mame Date modified Type Size
Mj azure-env.,json JSON File 6 KB
Mj manifestjson JSON File 1KB
Mj spa-config.json JSON File TKE
Mj studio-config-mfejson 9/6/2023 10:08 AM JSON File TKB
Mj tenant-whitelist.json 9/ 23 10:08 AM JSON File 2KB
Mj token.json 9/6/2023 10:08 AM JSON File TKB
D. | spa-config,json - Notepad - O s
File Edit Format View Help
"name": "Spa”,
"entry": "https://[SpaServer]4443/accessSecurityfui/"
h

1. TSPAServer; % Secure Private Access 7541 >® FQDN ICESIRX TLET LY,
2. Web Studio icasr> L %9,
3. EloFES —> 3> X=Za—T [ **Secure Private Access ** ] #42 Jwv 2 L T. Web Studio n 5

Secure Private Access BI2a>Y —JLICT7 VXL £ T,

TN —2 3> DR

June 19, 2024

Secure Private Access #58E LB, BEOAVY—IHLSET VT IEIAR) S —%2BETIET,

1. BBOYY—LT 7TV 5—>3>) =200y o LFET,

2. [7FUoEM 20y I LET,

3. 77UNEEIBBAEERLEY,

s HARY FT—TI5NDINBT TV r—2 3 VA
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« HARY FT—JOREBT TV T3 VA

4, [7F7UDFHM £o > a VIDRDOFMENAIL. [BAN]ZOU VI LET,

Add an app

To add an app, complete the steps below.

Where is the application located? *
O Qutside my corporate network

@ Inside my corporate network

App name *

Google

App description

App category (3

| Business And Productivity ‘

App icon

' Change icon Use default icon

o

28 KB max, ICO;
I:l Do not display application to users (@

Add application to favorites automatically @)
@ Allow user to remove from favorites

() Do not allow user to remove from favorites

URL" App Connectivity * (3

| https://www.google.com ‘ Internal

Related Domains App Connectivity * (®

| * google.com ‘ ‘ Internal N

@ Add another related domain

Cancel

s PTVEB-TTVr—23>DEH

o 7TV DERE -7 ) OFELRE, COHRBEIE. T AR—ADA—HF—|IIRRINET, TTUT
—>ayOF—TJ—R%E2T7+—<v FKEYWORDS: <keyword_name>TAAT3cHTIE

o F—T—REFRALTTZ IV —23>%2T74INFI YT TEIET, FMICOVWTE TEEATL
2F—T—RIZEBIVY—RDT LB T ZBRLTLIEIL,
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o« 77U AT -RBTS7 FUH Citrix Workspace Ul ICRRSNBMRELRHZHTIVECHTHT
JUE ZYT3H8) ZBMLET, 7 TeiHLLWATFIURBMT 5H. Citrix Workspace
Ul hSBEDATIVEFERTEEYd, Web 77V i SaaS 77U AT IV RIEET R L. €
D7 71 iE Workspace Ul DFED ATV DO TFICRRZINET,

- AFJVU/HTAHTIVRBREEENRETET. EEERT7IUILICHLVWATIVEZEBMTE
9,

- AFIV/HTATFIVREN YIRS Y aTRYIZBENR DD £, 1 2iE. TEPRRE
EM\IVSZ7U2T1 BRETT, Floew ZOT7 14— L REAXFUINXFRXBINFE T, EE
BF ELWATIVZERLTWBE L 2B IHENHD £9, Citrix Workspace Ul @
Zaic [7F7UATIV] Jo=)LRIZAASNATIVEDP—HLABWVWES. £0AT7IVIE
MLOWATFTIOVELTRRINET,

fee i TEDSRRCEAEN) A7V 77U A7) 74—I)LRIC TEDRREAEN]
ELTR>TAATR L. TEDRREEM) A7IVICMZ T, Citrix Workspace Ul 2 TE
DX RACEEY] CWSEBRIOFHLWATFIULRREINET,

o PIUTFAAY—[7AAVDEE| # IV ILT. PFIT7AIV%EEBELEFT, 74771
D1 XIF 128x128 BV ILTHITNIEE ST, lIcoFERDAD Y R— TN TVWET, 77V EE
BLAEWEA., 774 MOT7AAVHRRRINET,

e PV —2 31— —IIRTLBV-I—F—ICT7 TV ERTLECABWMERIF. COF T3>
ZEIRLTLRT L,

« URL-77V%7—23>d URL,

o BERXAY—BIERAAVIF, 7TV Tr—23 > URLICESVWTEBANATNE Y, BEES. BE
TBAIMEX A EIFIMBR ANV ZESICBMTEET,

s TV =23 ESKICADICEFNICEN—-—COFF>areEIUv T2, COT7TUN
Citrix Workspace 77U DEKICAD T IV LTEBMEINET, COF TS a3V EEIRT B L.
Citrix Workspace 7 77U 07 7)) O ELBICRAFEDTVWIED 71 AVNRKRRINET,

- A—HF—IZERICAD D5 OHIBRE I —7 71 FIBE D Citrix Workspace 77U O ERICAD
FTVURRDST T ZHBRTEZLSICTRICE. COA S a>zo )y LEFET,
AT aruEREIRT B . Citrix Workspace 77U DELBICEGDED 7 AVHRRS
n¥xd,

- A—H—IZBRICAD DS DHIBFEZEHFTLAWVW-—CDA S a>mz o) v od3e. FIREN
Citrix Workspace 77U DHBRICAD 7TV VR WS T7 T ZBBRTE < AD £7,

Secure Private Access > Y =L SERUICAD L LTIY—o N7 7V ZHIRT 2846, £h
5@ 7 7% Citrix Workspace & &KICAD U R CH S FETHIR T ZHELHD £9, Secure

Private Access A> YV —ILH 57 TU%HIBRLTH. 77Uk StoreFront 5 BEIMICHIBRI N E
Ao

o 77UESE -Web 77U 15413 [ AE]. SaaS 77 BE [MF] #BIRLE T,
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5. [REF]IE#oUv oL, [RT]%=ZVJVvILET,
[BE]>[7 U= a3y RAA Y] TRESNTVBIRTOT U —2 3y RAAVERTCEIET, SHAAIC
DUVWTIE T YR = LEDEREDNEIR] #BBLTLIEET L,
ROFNE

TIVT=23>v0OT7 AR —ZRELET

TIVT—=2a3 DT I ERR)S—ERELET

June 19,2024

TOEZARIVD—%FERATRE. A—HF—FRB I —JIL—FICBEIVWTT TIANDT IR 2EBME 1383
ICTEET, THIC. EFaUTAHIRZEMIBLT. TTUNDTIERZFHIBRTEEY,

1. BBOYY LT 70€ZARIS— 200y I LFET,

2. [(RUS—offp] #0Uv o LET,
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[ Create Access Policy X

Create a policy to enforce application access rules based on a user’s context.

Applications

If the following condition is met

User/user groups*

| Matches any of NS ‘ | spaopdev.local N ‘ | SPAOP users N

@ Add condition

Then do the following

| Allow access N

Policy name

Google-Win1]|

ance
L

3.T7FVr—23>) T 70EARVS—%#BRATZ 7TV ZRERLES,

m

4, A—H—[2—HF—=F)I—TFT. PIIVT7 IR EHFTELIFEETTI3RGr1—F—FHF21—H—JIL—
TEBERLET,
e WENMI—B: 74— ILRIZRFIINTVBRBFOVWT NI —HTH2I—H—FEZTIL—TDH
BT7oERzHaINET,

e WFNIZH—HLABL: T4 —ILRICRRTNTVWERA—H—F B IIL—TZ2zHR<ITRTOI—H—
FLRBIN—TRT7 /R EHFTINET,

5, OYFFIALETICEDVTHIORGZEMT 3ICiF. T&HZEIM 20Uy I LET. ChH5DETIF
NetScaler Gateway " SERBENE T,

6. TAYTr2aFrlgyd) ZFRL. TTUNDOT I EREFAEIBER T2 HKHZREIRLE T,
7. TRICUATZRITT 31 T ZEFHRBICESVWTT TVICBERT 3HELNHBZRDT I 3 >DWThh & ER
L£Y,

s PUER%EFA
o HRMGE T O R%Z2FFH
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o PUVAEIER

MRS T V2 X ZF A ZERT B L. ROFREFRTITET,

Then do the following

Allow access with restrictions N

Available security restrictions:

(O] Restrict clipboard access @
() Restrict printing @

() Restrict downloads @

() Restrict uploads @

() Display watermark @

[:] *Restrnict key logging @

() *Restrict screen capture @

*Applicable to Citrix Workspace desktop clients only.

o UV TR—RADTIER%EFIR: 7FVES AT LYY v FR—REOYIDED [2E—[BED {3+
BIEZEMICLET,

« ENRIDHIRR: Citrix Enterprise Browser AH 5 QENRIEE = B|ahIC L £ 9

e AYO—RZEFIRTZ: I—H—HTFFUVALISEIYO—RTIFHEVLSICLET,

e 7y 7O—-REFRYTZ: A—F—DMNT7TURT7Zy FO-RTEHEVLSICLET,

s VA—E—IY—VERR I-Y—DBAEILVF—F—I—J%2KRn7L. I—HF—DI> > D1—H—F
CIP7RLRZRRLET,
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s F—OFXVJ/OFR: F—OH—HDSRELETS, I—H DI —RBLNRT—REFERLTT IV
IO 4> LE&58T3E. IRTODF—DAF—OH—THESKINET, £, I—HY—DHBTF7TFUT
ETTEZIIRTDTITETaIE. F—OFVIDSHFREINE T,
fe ziE. Office 365 07 7V RER U > —HEHICLH > TVWT. 21— —h' Office 365 ® Word X
EZRELEFE. IRNTOF—AMO—IRFF—OA—TESKINET,

s HEF v /FvZ2FfRI2: BEF vy /F v 7OJFLFRE T TVOVWTIAHL ZFERL CTEEZ F v
TFrvI2MEEENLET, I—H—DNEEZFVYIFrLLS5T3L. THOEBED FvIF
vYEINEI,

P
F—OF VI rERT v 7F v DFHRIZ. Citrix Workspace T XU w7 US54 7> MIO&HERE
nxd,

8. [RUI—R]IZ. RUP—DRBIENSILET,

9. [RERHIRUS—ZBMITE] ZBIRLET., COF T avaBRLAVEE. RUS—RBIERINBTE
T 7TV Tr—2 a3 iiBERATNERA. £ MMMy FEERALTTIEZARI S —R=JhH
SRUS—ZBMCITBZEHTEIET,

7t AR S —DBEIE
TORRRIS—%Z BRI B TT7AILN M TEEIRUBSHAT I LIRS —ICEIDHTOSNE T, BERIEMLIE.
TOERARI S —DHR—LR—THEAETEET,

BERIEMOEN NS WEL. BRIBANEDECARD. RAIGHEShET, CORUS—DPERSNLFZFGFC—K
LABWEE. BRIBUESDNEVWROKR —HHis . EnLEDEETY,

BRIBAIZEETBICIE. MBEE] SIOLT7r I 2FRAL TR —Z2 ETFICBELET,

RDFI|E

547> Ty (Windows & macOS) hSEmMERIEL £,
> T IVIERAREE

Secure Private Access #7 5X 42— ¥ L CERM

June 19, 2024

Secure Private Access # > LI AV U a—2 3V idoSR2—t LTEETE 7. 0B, aRIL—TFv
M XT—=SEVUTs2RETEIET, ARELRER (21— -1 5000 AZBXZBARY) ICId. X2 R70O
> @ Secure Private Access / — RERBET2 2 6EHLET,
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Secure Private Access / — R DERK

#L L Secure Private Access 1 b & 1ERLL £, s¥MIC DWW TIL. TSecure Private Access 47 +d
Ty b7vT #BRLTLIESTL,

o MEBLREDYUS XA —/— K% Secure Private Access %+ MMZBIML £9, sHAICDOWTIE. TEEFEOHT 1
IZZ0 LT Secure Private Access #58E 931 #8BLTLLETL,

« % Secure Private Access / —RT. ALY —N—3AEZ%ERELFI, SAZOH ISz bOHBERF
felgH I oo FRERIZ. O—RNS>H—D FQDN &t —H 33 H%ELRBD £35,

 Secure Private Access DR¥D ./ —RFZHRETD L IIE. O— NSO —FZFERAL TRV, B4
J—RZBIMTBICIE THE1 2T TT—EIR—XTRLRZEEL. T—ER—RXI VT b EFEBHTET
LEd. RIVF b EFERALTT—ER—R%ZT7 v T L—RITZHEDFHMBIOVWTIE. TR0 T h%zfE
FALTT—4aR—22%zT7v 7L —Fd3] 28RLTIIEIV,

Wpplication Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

htips://zeta.spaopdev.local 0 C 8

O—RNS Y-

Secure Private Access 7522 —Dtwy b7y FICiE. BEODERIEEREHRIZHD £H A, NetScaler 20
—RNSUH— LTEARALTWVWBIBEIE. RORISEELTLIEIL:

« StoreFront A7z RIZERAINS FQDN &, #7200 RESZ (SAN) E LTDNS 71 —ILRIZE
FNEY, A—RNSFOH—ZFHLTVLBEEIF. B40H—/N—0 FQDN cO— kNS >%—a FQDN
OEAEEDHTLLEIV, Thid SSLARRFICEAINE T, Secure Private Access ICid. O— RN Y
Y—ERETNUETD T, 2L < Ik TNetScaler ik 2 BHDEy #BBLTLLEIL,

Secure Private Access ##m 9 5 81IC. StoreFront X 7% Bl 3B ENRHD £9, O—RNF o —
ZEATZHAR. X—XURLICA—FNZUH—EZREL. HTTPS 2R L TRLABEZITVET,
L& THTTPS I2& % StoreFront otz 2 U 7 v R ZBBLTILEIW,

« Secure Private Access f—EXIF HTTPS t LTEITT 32 HEHLETH. CNIZBBEEHTIEH
b #£HA. Secure Private Access t—E XIG HTTP X LTHRERETE £,

e SSLATZO—FREAIFSSL TV wIHHR—FIATVWE . FEOO— RN —BEEZFRATIX
T, SSLTU Y HEMRAT L EiE. & Secure Private Access / — R TRIL Y —/N—HEFAZE % REL TL
IV, Ffel SAEOH IO I bOHBRXIEFH TS 7 FRER (SAN) 1Z. O— KNS5 —D
FQDN & —H92MELRHD £, F/c. O—RNSUH—H—EXTSAN ZRETIHEHLHD £,

o IEL L SSLEFBAZEM IS r—/N—¥& NetScaler ic/N1 > REINTWET,
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/secure-private-access-for-on-premises/spa-onprem-setup-spa#step-1-set-up-a-secure-private-access-site
https://docs.citrix.com/ja-jp/citrix-secure-private-access/secure-private-access-for-on-premises/spa-onprem-setup-spa#set-up-secure-private-access-by-joining-an-existing-site
https://docs.citrix.com/ja-jp/citrix-secure-private-access/secure-private-access-for-on-premises/spa-onprem-setup-spa#set-up-secure-private-access-by-joining-an-existing-site
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-upgrade
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-upgrade
https://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/load-balancing-with-citrix-gateway
https://docs.citrix.com/ja-jp/storefront/current-release/install-standard/configure-https

Citrix Secure Private Access-# > 7L = X

s RRBBSHIMMERINE T,

« Secure Private Access t—EX (BB S V41 LDEA) EXT— L RBEDT, KEEIIHEDHD £
Ao

e O—RNS>H— (NetScaler&¥) ICId. NI IV RY—N—BOTFT7AILEDEILRIVEZSZ— (F
O—7) »%»b £, Secure Private Access #> 7L T A —N—RICHAXEZLHTTPR—XDE=Z4%—
(F7O—7) #BETIVENRHBHBEEIF. RODIYRRIY M 2FERATIET,

/secureAccess/health
HFEINZILE:
Http status code: 200 OK

Payload:

{
"status":"OK","details":{
"duration":"00:00:00.0084206","status":"OK" }

}

<!--NeedCopy-->

NetScaler O— KNS > —DEBRICDWTEEL L IX. TEXNBEEIHOREEI #8BLTLIEE L,

Secure Private Access D E= 42— %= 1ER}

o CLI av > R#{ERL T, Secure Private Access HOE=Z4—%1ERH L £ 7,

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

E-Z—%=EHLc5. HBEZEZZ—ICNTVRLET,

NetScaler Ul #EB L TEZ 2 —%#ER T B HEICOVWTHLLIF. TEZ2—DERI #BBLTLIEE L,

Secure Private Access D71V X =)L

June 19, 2024

Secure Private Access I&. [TI> rO—=ILNARIL] > [FOF S L] > [FOF S LEEE] BT VAV XA =ILT
RE

1. F'Citrix Virtual Apps and Desktops 7 2402 —Secure Private Access) %RRL 7,
2. [7YA YR =] #OV O LET,
3. BEDERICHEWVW. P12 AM=—ILZETLET,
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https://docs.netscaler.com/ja-jp/citrix-adc/current-release/load-balancing/load-balancing-setup.html
https://docs.citrix.com/ja-jp/citrix-adc/current-release/load-balancing/load-balancing-configure-monitors/create-monitor
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pE
Secure Private Access 1 > X k=I)L#EDt Y k7 v FH5%T L5, Secure Private Access #7 > -1 >

2 h=JLFBE1IC. BEOYY —ILh 5 StoreFrontScripts.zip 7 7 1 )L& 42 >0O— K LT, StoreFront
2 +71EHH 5 Secure Private Access 75451 > #BIBRLTL T L,

StoreFrontScript @ zip 7 7 1L X7 > O—R$3ICIE. ROFIEICR > T LI L

1. Secure Private Access B>V —lLicad—1>LE7,
2. [BE]EZOUYIL. [1oFFL—2ay]2T7%0 )y LET,
3. StoreFront X 7 URL o> a>o TRVt >O—R] #0U0v o LET,

StoreFront X ~ 71 h 5 Secure Private Access 75 1 >z HIBRL £ 7§
Secure Private Access 7>« ¥ X k—JLL7=5. StoreFront X k 7#&mH 5 Secure Private Access 7574
1UZHIBRTIRELNDHD £7,

1. StoreFrontw>>vicOod1> L &9,

2. StoreFrontScripts.zip 7 71 ILz4 o> O—R L&Y,

3. StoreFrontScripts.zip # 7 # LA IZRREL £ 9,

4, BEBEHERT PowerShell v« Y R EBEI £,

5. ROV RERTLET:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

7w ITIL—R

June 19, 2024

BIMICH LW UPH o rEtEy b 7w LA TH, Secure Private Access BRIX > FEFILWLWAN—T 3 VIC
TYFTOL—RTEET, Py SIL—RTBEII. RFvToay b Z2ERT 3D REEZRETICEHED
LEd. Pv7IL—RZREIBTBICIE ILLWN=23 0060 YA =5 —%2FTL T MElIcr >R M=JLL
7 Secure Private Access 7551 >%7 v T L—RLET,

7y FIL—RDIER

Ty TIL—ROIBFIFRDEEDTY:
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1. Secure Private Access I&. &#1IC Secure Private Access =1 > X k=)L L e /5&ICIS L T Delivery
Controller £7zixr > X k—5— Ul ®EA Secure Private Access 21 L ERALT7 v FJL—RTE

9,

+ Delivery Controller & H T Secure Private Access # 1 > X b —JL L =35 &. Secure Private
Access AVR— Y M3 ZT Y FIL—RTBZLETIEHA. KDDIZ. IRTOIVER—RY
b7y TOL—RIBIBENRHBDET, LI REOT7YTIL—F] Z28BLTIIZTL,

« EM® Secure Private Access % JL %z L T Secure Private Access 1 > X k—IJLL B &
& BRNCT Y SO L—RTE T, #MICDVTIE. TSecure Private Access 1 Y X b—5—D 7
w7 L—FR1 2B8RLTETW,

=

POC 15 Tid. Delivery Controller =R L T Secure Private Access 21 YA b—)L§2 %

SBHLEFTH. EHREIRIETIE. HLWVMEBEZEANTEISLSICERI YA M—5—Z RT3k

zbBOLEY,

2. F—ER—ZRZUTFERFLET, #AICOWTIE (20U T FEFRLTTF—2R— 257 v TIL
—R9 51 ZBBLTIREIL,

3. StoreFront #mZ=ERITLTL I L, StoreFront X2 U 7 k% [BE] > K] o544 >O—RL.
359 S StoreFront ¥ Y E TRV T ERITLET, sHAICDODVWTIE. THREREDETE] 28BL T
<1ET W,

e

2OV T ERFTLABAVEGE. IVRRAYMINIA-—ThEEA

4. (# 7> a3 >) NetScaler Gateway 7 ) 7 +%R1TL £ 9, #£L < Ik, NetScaler Gateways #8EB L TL

I,

Secure Private Access 1> X b—S—DF7 v FIL—R

June 19, 2024

1. Citrix Secure Private Access 2402 ¥ > X b—35 —%https://www.citrix.com/downloads/citrix-
virtual-apps-and-desktops/m5 4o >O0—R L%,

2. eXeZRAAVICBMLTWAYY Y ETEBE LTERITLET,

3. BEOERICESTIYRAM—ILZRTLED,
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https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/upgrade-migrate/upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/current-release/spa-onprem-installer-upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/current-release/spa-onprem-installer-upgrade
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-upgrade
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-upgrade
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-manage-settings#modify-integration-settings
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-config
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/

Citrix Secure Private Access-# > 7L = X

Citrix Virtual Apps and Desktops 7 2402 LTSR EARZ - Secure Private Access LTSR EAR 1

Software License Agreement

Licensing Agreement Printable version

Firewall
Last Revised: August 19, 2020 -
Summary . =]
CITRIX LICENSE AGREEMENT
u d
T This is a legal agreement ("AGREEMENT") between the end-user customer ("vou™), and
Finish the providing Citrix entity (the applicable providing entity iz hereinafter referred to as

"CITRIX"). Thizs AGREEMENT includes the Data Processing Agresment. the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (heremnafter "PRODUCT") and mamntenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at https://
www.citrix.com/buy/licensing/citrix-providing-entities htm]. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by vou shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. This AGREEMENT does not apply
to third party products sold by Citrix, which shall be subject to the terms of the third party
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software inztalled in =

@ | have read, understand, and accept the terms of the license agreement

| do not accept the terms of the license agreement

[ e | [ concer |

Citrix Virtual Apps and Desktops 7 2402 LTSR EARZ - Secure Private Access LTSR EAR 1

Summary

# Licensing Agreement

L want tc

« Additional Components
« Firewall
Summary

Upgrade

Finish

Citrix Virtual Apps and Desktops 7 2402.0.20

You cannot cancel the upgrade after it begins. Are you sure you want
to start the upgrade?

ﬁ Cancel
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Citrix Virtual Apps and Desktops 7 2402 LTSR EAR2 - Secure Private Access LTSR EAR 1

Finish Installation
¥ Licensing Agreement The installation completed successfully. v Success
+ Additional Companents

o Firewaal Core Components

~ Secure Private Access Upgraded
+ Summary
Post Install
+ Upgrade v Component Initialization Initialized
Finish

Finish

BE.

AVRAM=5—%U1)—=22402|C7v TSI L—RLT=5. StoreFront 22U 7+ %#BRIFLT. HILLI Y
RIRAY MOFMAEFERATEDLSICTIHNELNHD £,

RDOF|E

Secure Private Access oty b 7w 7
NetScaler Gateway D5k

o TV —2 3> DER

s TV —=2a DT IV ERRI—ZRELET

A9V T 2ERLTT—ER—RZ2T7 v TJIL—KT3

January 9, 2024

BIEEREY—ILEMHBL T, Secure Private Access 7551 > DTF—ER—A 7w I L—RIXIUTrmLY
YO-KTEET,
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-setup-spa.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-config.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-configure-apps.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-configure-access-policies.html

Citrix Secure Private Access-# > 7L = X

1. PowerShell #/lza<v > R7OY T o0 Y R EEEIERTHIE T,

2. 71 L7 kU % Secure Private Access 1 > Z b —JL 7 # LA D TF® Admin\ AdminConfigTool 7 =+
LWAIZEBE L7 (fx 2Id. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools % ¥),

3. ROOARVRERITLET:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

June 19, 2024

Secure Private Access #1 VX =L L5, BER—CHESREEZTETIXT, 7IUTr—>a >y RXT 2,
BEEDI—FT4 VI REEL, KARTELEECTIET,

BREELEET BICI1E. Secure Private Access BEE 7 H > kT Secure Private Access B 2> Y —JLICH o
VAVTBRHRELRHD XTI,

BREEEMELIZEETZHEOHMIOVTE. UTOREYIZESRL T T L

s TTVT—2a Y RXAYDIN—T 1 v I Z2ER
- EEEOEE
s IVTIL— 3 VREDEE

AV EBICKREEERE

June 19, 2024

TIVT—=2aYRXAM2DI—T4 2T 2ER

Secure Private Access DREICEBMI N7 TUr—> a3 Y RXAM VDU R M ERRTEET, 7 FUr—>3>
RXAOTF=TILICIE. IRTOBEEBERXA >, PTIVT—2a3 > STy 0D —FT4 >0 H% GMEB£T=1&
ARE) H—BRRINZET,

1. [BE]>[7FVT—>avkXa4 o] &#oUvILET,

2. REICBRLT ET732%Z0UyILTU—Ta VI 21 TZEETEE T,
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-manage-settings#manage-routing-of-application-domains
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-manage-settings#manage-administrators-for-secure-private-access
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-manage-settings#modify-integration-settings

Citrix Secure Private Access-# > 7L = X

BEEDEE

[BRE]>[BEE]R—-IH5. EEEOUIXNERRLIED, BEEZEMLED TE X7, Secure Private
Access ZHIHTA VX b—ILLT-EBEIZIF. TE2HRERNMISINET, 0% COEBEIMHOEEEZ Y
7w AITBINTEEX Y,

BEEJIN—TZEBMLT. ZOTIN—TDIRTOEREN T I EATESLSICTBILDHBTEET,

BEER—IT, B 20Uy I LET,

TRXA>) T COEBEZBMTZIMNELNHDI R XM VEBIRLES,
MN—t—%flda—4v¥—-JI—7] T COA—HF—HBTI3I—HF—FFIIL—T=2&ERLET,
MEEEXCT] T COA—HY—ICEDHTEIVELNHIERS 1 T2 EIRLET,

> wnh e

K

17T L—2aVREDESE

Secure Private Access #:8E L7 5. [#&] 27 H5 StoreFront & NetScaler Gateway T > ) 2 EEF
TIEEMTEEY,

1. [BE]>[r>FFL—>av]z#oUvoLED,

2. BEIBRREDHEICHARETrAVEIIvIL. ITVRUEEBEHRLED,

3. B 7O E IV ILT, REDEWNTHZ e =zHRBLE T,

pa o

Secure Private Access #' StoreFront L IFBHBZ IO VICA YA M=ILINTWBIEEIL. StoreFront X

)7 r%EAD>O—KR LT StoreFront TRIFLTL T L,
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@ W 0 o

B

Overview

Applications

Access Policies

Settings

Troubleshooting

«

K

Application Domain ~ Administrators  Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

T e Q o0

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev.local/Citrix/StoreGamma (/]

O
A

Download Script

(%) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

wgamma.spaopdev.local Q O j Refresh Certificate

() Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

https://gwgamma.spaopdev.local (]

O
AN

@ Add another virtual IP address and callback URL
Director URL

Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

s.spaopdeviocal (/]

O
D

TIVr—23 R I—DER

June 19,2024

FIVr—2a>eT70ERRIO—2RE LS. BEBIIGLTHRETETET,

TIVr—2a e RETS

1. Secure Private Access BI 2>V —ILT. [7FUsr—>3>) #0UvILET,
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2. TETB3T7 V=23 DEEREREZVEI VI L. [FTITr—a>0mE]l 20Uy I LET,
3. PTUDHMERELE T,
4, [Save] 20w LET,

Edit App

Where is the application located?
Outside my corporate network

@ Inside my corporate network

App name App icon
Google Chan i
ge icon Use default icon

App description

[C) Do not display application icon in Workspace app

(C) Add application to favorites in Workspace app

Zl Allow user to remove from favorites

App category (3 Do not allow user to remove from favorites

‘ Ex.: Category\SuhCategory\SubCategory

o 2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

*

URL App Connectivity * (@

‘ https://www.google.com ‘ Internal

Related Domains * App Connectivity * ()

‘ *.google.com ‘ ‘ Internal A4

@ Add another related domain

@

TOERARI S —=HwmET S

Secure Private Access BI 2> Y =)L T, PO ERRIS—) 2O Jv I LET,
BETBZRI—DEBESRE 2oV v I L. PR RID—DkE 27Uy I LET,
RUL—DsFlzHmELE T,

[Update] z2 v o L%,

> w N
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(R Edit Access Policy

Applications

Google

If the following condition is met

User/user groups*

Available security restrictions:
: Disable clipboard access @
(D Disable printing

(O Disable downloads

(O Disable uploads

Matches any of A4 Select adomain NS spaopdev.local\Users NS
@ Add condition
Then do the following

Allow access with restrictions NS

Display watermark @
(O *Disable key logging
(O *Disable screen capture ®

*Applicable to Citrix Workspace desktop clients only.

Policy name

Goog_pol

Enable policy on save

IVRrRI1I—H—70—

January 9, 2024

Iy TR=RT IR EREIRDHZ T TIDT VLIRS —%2ER LIt RELET, ChT. TV RI1—
H#—#¥ StoreFront 57 FUIC 7V X§ % . Citrix Enterprise Browser T7 7UHREE. 12— —E7 71
ZEATEIZLSICHDET, L. A—HF—DT7TUDNSHRILELS L TR L. ROAXyE—IMNKRRINZF
ED
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L Admin Demo Website X +

e (&) intranet.training.local

L1 Sales Intranet =

Dashboard

Home / Dashboard

Sales | Today

145
g 12%

Increase

Customers | This Year

=) 1244

12% decrease

Reports r1oday

Revenue | This Month

$ $3,264

8% inCrease

Printing has been restricted by your

Recent Activity | Today
32 min @® Sales Report LINK

56 min @® Voluptatem blanditiis
blanditiis eveniet

2 hrs @ Voluptates corrupti
molestias voluptatem

1 day ® Tempore autem saepe
occaecati voluptatem
tempore

2 days Est sit eum reiciendis

exercitationem

4 weeks @ Dicta dolorem harum nulla
eius. Ut quidem quidem sit
quas

B#kIC. A—H—DI VY TR—RIZTIERALELSETBRE. ROAYyE—IDRRINET,
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v - a X

LT Admin Demo Website X +

(@ ) intranet.training.local P n JN(®)

— intranet.training.local says é -
L Sales Intranet = glocal say ® 0 user
Clipboard access has been restricted by your administrator.
Dashboard
Home / Dashboard
Sales | Today Revenue Recent Activity | Tocay
32 min @® Sales Report LINK
w 145 $ $3,264
12% increase 8% inCrease 56 min @® Voluptatem blanditiis

blanditiis eveniet

2 hrs @ Voluptates corrupti
molestias voluptatem
Customers | This Year

1 day ® Tempore autem saepe
occaecati voluptatem
00 1 244 tempore
ac
12% decrease
2 days Est sit eum reiciendis

exercitationem

4 weeks @ Dicta dolorem harum nulla
Reports r1oday eius. Ut quidem quidem sit
quas

pas

BEEIF. RETRI MY TET7IVr—2a IlT70CRT2EHICBREBERT AT Y MEREI—H—IZ1R
HIBZBELADHD £9, 2L <&, TCitrix Workspace 7 7UAD R b7 URL @By #&8BLTLEI L,

BRE STV a—FTa>T

June 19,2024

Secure Private Access D kS Ty a—Fa Iy aR—RIZi&k. 7FXUr—> 3> oiEg. 77U r—> 3
VDFE, BLUENSORT—F2RICEETZ2A0DRRIINET, FAICODVWTE Fy P aR—ROME] %
BRBELTLEIL,

SO a—Fa>y

Secure Private Access ORRER F/-IXRTERIC. UTICEET IMENRETZAEMENHD £

o ;FRREDITS—
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https://docs.citrix.com/ja-jp/citrix-workspace-app-for-windows/getting-started.html#adding-store-url-to-citrix-workspace-app
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-dashboard
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o T—AR—ERIS—

« StoreFront &=

e NTVwOHF— bz /A—INYIF— T T1DES
« Secure Private Access H—N—IC7 A TEHW

CNSDOREDBEICOVWTELLIE, TEANG ST a—Tr 271 2BRLTIRETEL,

Director otv> avEEI—R

Director % Secure Private Access L #&9 % &. Secure Private Access £y 7y 7DIRTOIAVKR—F
>~ DORIEND Director ICEDIAFZNB 1. SHRMAENT #—IVADBRE ST a—F 4 VI HEgeICE
DET, BEXLIEGNOBEIZ. O EARTHRRTZI 2SO LET. TNATHREIERLAVESIE.
HR—MIEZLTLETWL,

BEBEREFa Xk

« Secure Private Access T Director #8859 %
Director T Secure Private Access v > a > ERRT 3

« Director ® Secure Private Access v a>d—RD X b,
« Director,

Ay aR—ROBE

June 19, 2024

Secure Private Access D STy a—Fa Iy aR—RIZiE. 7FUr—> 3> oiEg. 7FUr— 3
VOFE, BLIUENSDRAT—ERICEETZIOFNRTINE T,

ERICRELICBBELBEARZLEZALTIAYOATZRTTIET, 4 v P aR—RIZRRLAEWMERICIEL T,
+tESEIVYILTYSTICHEZBMTEEY, 21— —OJIFCSVERICTIVRR—FTEEXT,

71 J)L2— (CATEGORY & RESULT) 2 A L THREERZKDAL LN TITET,
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https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/director/spa-integration-with-director.html
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Filter:
W
@ ) Use Last 1 Week W
i Overview
ﬁ Applications
Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export t
RESULT
(] Failure 202311-2115:48:20 @ Success Sho
s 5
@ St 2023121154820 es Poli
023-11-2115:48:20 S Sm
I [:‘i.j Troubleshooting Logs nea 2t s s .
2023-11-2115:48:20 @ Success Rec
202311-21 15:48:20 @ Success
20231121 15:4818 @ Success tal 2
2023-11-2115:4818 @ Success 456bcTh4-1al{-4bi w Det:
202311-2115:48:18 @ Succes
& 2M22.31 15288 - s

MDINFGRA—=BERERT A —ILRDBEFICE DV TRREZRDALICLDBTEET,

User-Name

« A7V

ARV RS

. BER

e SO ID
o FFAH

I—H-—OJ e U7 I7EARU S —RIOBERAF v— b TREZRDACIOHICERATIZREFEREFIIRDOESED
TYo,

o S RERFMICRRIC—RTZO00 /RIS —2RELET,

o EHEESINEGDEFATOARVOS/RU S —Z2RELF T,
o~ BERFMICHINIC—RT IOV /RIS —ZBRERELF T,

o IMEBEINEZHFO—HEEFAVOS /RIS —ERELET,

fee zi1E. ®ET + —IJLRIC Event-Type = DSAuth r LS XFF%2EAT R L. 1RV 217 IDSAuth | %
BERTIZET,

E#kIC. Toperatorl) ¥ WS HEO—BEETL I—H—%1&E T 5iC1E. User-Name ~ operator & L\ 5 X F5%
FRALEXY. COBRERTIE. Toperator] WS ABEZELIRNTOI—HY—FLF—EBRRINET, cezxiF. O
—HNARL =] TEEBEARL—4)

FS2H 023> IDEFERALT. 1 DOARY MIEETZIIRTOOJZRETCETET, 750> a3 IDId.
TR ZABRDOTARTO Secure Private Access OV ZB&E 1T E 9, 1207 FUTIERXY I IR T, BEE
TIUHE, FTVTOLIABEABY. BHOOJZERTIET. CNSDARY MIITRTHBOOI =&ML
£9, IO a2 IDIE. TS IRTOOT ZEEMITBZLDICERINET, ~52F o2 3> ID ZFER
LThZ TN a—TFa2000% 70020200 HEDOTIVTIVRAVIIRAMNIBEETZTRTOOI %
BMETITET,
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AJHM5AYTF AT ZRT

[ Details] 7l [ShowDetails | U > 7 ICld. BEDT7I7EARU S —ICEEMTSNATVWBR 7T r—>3>D
Db, ZORUVD—ICEAEMITENATVWEZ AV TFR NIRRT INE T,

Filters Clear All

Last 1 Week N ‘ m

‘ User-Name = "User" |

CATEGORY

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format

TIME us GORY RESULT DETALLS

2023-09-07 10:2913 spaopdev locallusera App Access @ Failure 9c7c2de8-0351-43b1-8 ERROR: Error in process
2023-09-0710:2913 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8... Show Details
2023-09-0710:2912 spaopdevlocallusera App Access @ Success 9c7c2de9-0351-43b1-8. SmartAccess tags rece
2023-09-0710:29:12 spaopdev.locallusera App Access - DSAuth validation was s.

Applications:
2023-09-07 09:48:50 spaopdev locallusera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_win10  Successfully generated
» Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev locallusera App Access Show Details

UserName: User A

2023-09-07 09:48:49 spaopdev.locallusera App Access SmartAccess tags rece
ContextualTags: |
.
2023-09-07 09:48:49 spaopdev.locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22592f2f-f17b-4a5f-96..  Show Details
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22502f2f-f17b-4a5f-96..  Policy evaluation return
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2050212¢-f17b-4a5f-96..  SmartAccess tags rece
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 20592121-17b-4a5f-96/\ 1 DSAuth alidstion was s
2023.09-07 09:46:27 spaopdev.locallusera App Access @ Failure 629d1dd1-5bdb-4474-8..  ERROR: Error in process

BXNBR S TN a—FT1>0

June 19, 2024

D kEw o TlE. Secure Private Access DRREF F ISR ERBICRETZAEMOHZI TS —D—E%E2 =L £
ERS

HEFRE DTS —

F—ANR—ZEHI S —

StoreFront =

NIV OF— bz /A= LNV IS — T 1 DEE

Secure Private Access H—N—ICT7 IR TEHWL

GERRED TS —

IZ—XyE—2 DU LD — bz F—N—DSHREZBFNICEIETE XA,
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ZOIS—Xyvt—iF. NetScaler Gateway d//NT Vw7 RLZAEBML &S & LT, HAZEOREICEED
HBBEICRTINZET T, TORIEIX. Secure Private Access #tw b 7w IR E. Fhidty b7 v TIHE
TLREBICEREEZEH TR IICRET DR HD 9,

=gk Citrix Virtual Apps and Desktops OIF& L EILAETY — F I T THEBAEZEML £ 9,

T—EN—-RERIS —

e IZ—Xyt—Ii F—EAR—REERTITELRATLE

fRE: BEIDIHE-SQL Server LOF—ER—XRNICT—TILZERT BI1Cid. <> > iC READ. WRITE.
UPDATE #&RDPHBETT,

¢ IT—RYE—I TEAR—REERTIEHATL T—ER—RFBRICFEELE T,
COIZ—AyE—2R ROZFUADOVWTNDTRIRTINBZ LD HD T,
- TER—DEERIC TEEE 4272 3 Y EERLIGE,

- BEENT—EAR—XEZERTZEE. TODT—EIR—RITDT—EAR—IATHITNIEERD £H A,
CDIT—RAytE—JF, T—ER—IABPETHWVNT —EIR—IATHIBEICRRINZeHhHDF
ERS

BRR. ZDT —FN—R2ER I 2HENBD £,

- Secure Private Access 7> YA +—JLL. ALY FETEY b7y 72BHAITLET, JDF
&, UHIDA YR F—ILDOT—2R—XIFHIBRINED >T=TL & S,

R, T —EN—RZFEHTHIRT 3UENHD T,

- ROUTrEFRALTT—AEAR—XEFFHTREL ([F—2R—XDEH] R—I T [FehEm] 28
R). RIC[BEER] AT avICEBELETH. U1 FRIZAL T, TOB/E. X7V T ORITH
ICALBHDT—EAR—IB T TIER TN TWET,

FERE. Y FOBFIZEELTHS. RIUT M Z2BRITIZVEDRHBDET,

- I UICiF SQL Server EOF—ER—XWICT—TILZ2ER T B 7= D READ. WRITE. UPDATE
HERDH D FH Ao

fRREE: 2 Y ETEYBERZBMICLEY, FMICOVWTIE [T —EN—XDHREICHELTIER]
ZBRLTRETL,

e IS—Xyt—U T—EAR—XEERTIEFHATLI EBRICKKBLELE
RS

- IO IUDEDTF—ER—=3%y NI —UEGZBBEL T TV, SQL Server R— D7 71470 =
— )L TRWVWTWAZ 2R LET,
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- UE— bt SQL Server #ERA L TW3H&IE. SQL Server iZ Secure Private Access <> > ID T
#» % Domain\ hostname$ #EH L TERINEOT 1 U HRHZHESHERRBLTEI L,

- UE—k SQLServer #FALTWVW3BEIF. ¥V IDICELVWA—IL, DED AT LEEEO—
IHDEDHTENTVWE L ERBL TSI,

- O—AJLSQLServer (1 X b—=5h5TIHEHEW) #ERALTWSBAEIE NTAUTHORITY\ SYSTEM
A—HFICOTA V= ERTIHBEDHIDESHZHRLTLIIETL,

StoreFront (&=

o« IS—AXyt—0 kD StoreFront T MU ZEERTEFHATLT: <Store URL>

RRINTLAEWESIZ. [BE] 27h5 StoreFront 0T > U EEHLET, 9rF—REFHLT
Secure Private Access #58E L5, [:RE] #7H 5 StoreFront DT> M) ZHBETEEFT, CDIS
—hFE L7 StoreFront R k7D URL Z2FBHTL I LY,

ARIRER:
1. [BE]|ZVVvIL. [1>TIL—>a3V] 27500y I LET,

2. StoreFront X 7 URL iZ. StoreFront T> FUARRTFINTULRVBEEIZ. O U ZEIEM
LEY,

s IZ—XytE—2: ROD StoreFront T MU ZERTEEEATLRE: <Store URL>
AR
1. PowerShell DETRV L —ICL 2HIBRABESNTWVWBATAEEMLH D F 9 FHFMICDWVTIE
PowerShell ) 7 kv > kK Get-ExecutionPolicy#RTLTL I,
2. HERTNTWVWBHEIE. xRk L T StoreFront X)) 7 2 FETRITTIHEHHD X7,
J[RE]ZVVYIL. [1>FIL—>av]a2Tdzo0v o LET,
4. TStoreFront X 7 URL1 T. T5—N'HEEL7: StoreFront URLOI>Y FUZSFEL X T,

5, ZOXL7URLODEICH S [RVUT DA >O—R] Ra xS wvo L. xtisd 3 StoreFront
AU AP=ILTNhTWETYY Y ETEEEEETI O PowerShell ) 7+ %#RFLET, TDX
)T MMEITARTD StoreFront ¥ > TRITTEIHRELHD £,

E:

TIOAYRAN—ILEBIZA YR =L Z2BRHITT 2/ EIE. StoreFront #mk (StoreFront> X ~7 >
Delivery Controller-Secure Private Access) IZ Secure Private Access) WS ZRIDI Y kb
A7 WZ & RSB L T 23 W, Secure Private Access W EES 35 E1E. TOIT > MU EHIBRL

TLIETW RE> AV TIL—2arR=—IHBRIV T ZFHTEIYO-—RFLTEITLET,

o IS—Xwt—: RO StoreFront BRIZO—AILTiEdH D FtHA: <Store URL>

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 70



Citrix Secure Private Access-# > 7L = X

V1 —R%EMALT Secure Private Access #:RE L7125, [RE] 2THST5—rT 1IN RiRE
TS, COIS—HEELT: StoreFront R b 7D URL ZEZEFBHTL I L,

RS

C DEREIE. StoreFront A* Secure Private Access Yt EILY I VICA Y A M=ILETNTLAWERICRKE
L& 9, StoreFront Zr > X b—JLL7=< > > T StoreFront #m & FEITRITTIMELNHD £,

1 [&E]ZVVvIL. [1>FTIL—>a>] 27200y o LET,

2. TStoreFront X 77 URL] T. T5—HH4E L7 StoreFrontURL DI > MUZFREL T,

3. ZOXRMT7URLOD#EICHZ [ROVTrDAU>O—R] RE2V%EIU v L. i5d 3 StoreFront
PRIV E=ILINTWVWEIS Y ETEEEERTIO PowerShell VU 7+ %2RITLET, TDR
1) 7 hFIARTO StoreFront ¥ > TRITTIHRELRH D £ 7,

e
StoreFront PowerShell 227U 7 k#2179 3 IC I3 BIEE#ER T Windows x64 Ei#d PowerShell

Y1 > RU%ERE. ConfigureStoreFront.psl #%&17L £, StoreFront X4 U 7 k& Windows
PowerShell (x86) r Bifatin'H O £H Ao

« T5—Xvt—: PowerShell Z /M L T StoreFront 2 7 ) 7 h # T L TW3B & FIZ TGet-
STFStoreService: % 7*Citrix.DeliveryServices.framework.feature.exceptions.registryKeyNotFoundExceptic
DFIIDFEEL F LT lo

DI S—I. StoreFront X2 ) 7 +~% x86 Ei#ad PowerShell 7« > RUTERITLEBEICEELE T,
RS

StoreFront PowerShell X7 U 7~ #R17¢ 31C13. BEEHERE T Windows x64 E#ad PowerShell »
1Y RUEBEVWTHMS5ConfigureStorefront.psl&®RITLET,

NTVwOHF— I[NV IT— T T A DEE

IZ—XAvtE—Ju D075 —hUTAIY M) EERTIEFLEATL, <Gateway URL> F7iE ROI—ILN
YIF—RITATY MU EERTIEHATLR: <Callback Gateway URL>

FRRER .

BESRELINT VYIS — Iz FEO— NV IS5 — T2 DOURLZEZIEDTHETET, VrH—

R#={#ER L T Secure Private Access #:8EL7=5. [RE] 2T DB — Iz A1IV M) ERETEET,

1 [&E]Z27Vv oL [1>TIL—>aY] 82Ty LET,
2. NTV YO F— b IATRLRAELBEA-UNY T — b4 T RLRE, BEIRELLRAIP 7R
LAZEHLET,
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Secure Private Access H—/N\—IC7 XA TEHWL

IS—AvE—SilS 7—IL2EBHTEFLATLI IS 7L EZBRSTIFEATLE

RS

AVE—Y AT X=2a3 B —EX(IS) D [7FUr—>a > F—IL]ICBEBL. ROTTIVr—>3>F
—ILHBHLTRITINTVWRcEBRBLET,

o Secure Private Access S > 21 L+ T—I
o Secure Private Access BI2E7—IL

Ffee TIALEDINSH R'"Default Web Site"MBHEBLTVWRZEHRERL TSI,

T—EN—EHRT TV I DERK

IT—XyE—JiERFoyv kML ELE
T—EAR—ABHEF v UId. BHOEBRTERT 38N HD £T:

o J7AT7IAx—ILDT8. Secure Private Access 7551V DHRA RIS VD BT —ER— G —/N—|C
TOEIXTEEtEA.

RRE: T—ER—XR—F (FTAILR=—F1433) BT 7A 7 I+ —IILTEHVWTWLWBHESHEREL F
ER

o Secure Private Access 7551 YRR I I VICIE. T—ER—RIEGTIERDH D FH A

iR Secure Private Access @ SQL F—2R—HERE BB LTI,

T—hozAEGTF TV IDNKRBRLE LT, AFEASZEIETEEEA
IS—XytE—J1 A VA= LEOBEIN RO IS —TERBLET, F— F YT BEF T v 7 ICKKBLF LT,
RRFEAEZIMIITEIEEA )
R
« BRY-ILEEALT. Y= by 1DNT ) v IiERE% Secure Private Access 7 —ZN—XUIZFHT
7“/ 7D_ F L/ ij-o
« PowerShell £7ci3av > 7OV 7 hU« Y R U2 EREERTHET 7,

¢« ¥ L% k)% Secure Private Access 1 > X k=L 7 x JLZ DT D Admin\ AdminConfigTool 7 =
LWAICEELET (fzx 2i1E. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools %¥)
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« RDOAXVRERITLET:
.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

TP Ir—2 3 U5IELR

StoreFront @ URL % 7zi& NetScaler Gateway ® URL ®EKREICR S v a (/) B&FhTWBE. 7 XU —
o avDFELFIINE T,

ARRES:

StoreFront X k7 URL #7z1& NetScaler Gateway URL DXED XS v 2% HIBRLFd, FHLIE Ty k
7 v 7D StoreFront £7z1% NetScaler Gateway 4r—/N\—D:FADEH 1 #BEBLTLLIEI L,

g2
MEIDEY b7y FZ7ET TERL

ety k7w FB5IC Director DBEHAIKRBMLTZBEIXZ. STV AV —N—%2BERTIAVWI R HD T,
RS

license_server F—JILEFFHTO ) —>T v LTSI L,

Secure Private Access 28t R— /N> RILDIER

RDOFIE%EETTL T, Secure Private Access s2littR— bk « N RILZERL £ 7§ :

+ PowerShell #7ziza<x> R 70> 7 Do Y RO EBREERTHIE T,

« 71 L2 k% Secure Private Access ¥ > X k=)L 7 # LA DT @ Admin\ AdminConfigTool 7 =
LWAICEBE L7 (fx 2. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly % ¥),

¢« RDIARXVKRZERITLET:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Secure Private Access @ SQL ¥ — 4 ~N— X R

F—AR—X %= BEER T BICIE. Secure Private Access 7551 YRR NI I VIS, T—ER—XITELELTT
—AR—=ZRFX—IEERT R IERDPBETT,

UE—bFT—ER-2:
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ROFIEZEITLT. UE—FT—EIR—XDERZRELE T,

1. Baio@EXCitrixAccessSecurity<Site Name>THEDTF—ER—IXEEHL 9, <Site
Name>i&. Secure Private Access D41 b T9, (il I, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Secure Private Access RfE<>>D<> > ID BD SQL Server A 1 V& {ER L £ 9, /=& X I, Secure
Private Access 70—Hh—D< > > ZH HOSTL T, Y>> R X1 DOMAINL @&, w> > ID &
TDOMAINI\HOST1S, A Db 9, OJ 1 UHBRICERINTVRIESIE. COXTYTIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
RXAVRBIFROIVT) ZFERLTHRETI XY !
SELECT DEFAULT_DOMAIN() [DomainName]
3. db_ownerO—)Lz<> >V IDICEIDETE T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S'
ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;
O—ALTF—82~R=2:
O—ALT—2R—IDIERZRET B ICIF. ROFIEZRTLET,

1. gafo#ExCitrixAccessSecurity<Site Name>TEDTF—EZR—XZEHLFT, <Site
Name> & Secure Private Access @1 FRTY, (fzx xid. CitrixAccessSecuritySPA),

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. NT AUTHORITY\SYSTEM 2—%—® SQL Server O« >Z{ER L £9, OJ 1 VHERICIEREINT
WBHBEIE. CORTY FIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. db_owner o—JL% 'NT AUTHORITY\SYSTEM) 2 —#—ICEID YT T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'
ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

T—ER—RZFETER T AU YO-RLIET—ER—IZRIVTRIEL>TII Y ID ICERMNEME N
£,
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FSINDa—T>OJ007 LRNILEEE

FSONDa—F0>000R 774 EDIZ—OJLARILTY,

SN a—Ta>7O07000 LRILEZEET BICIE. V41 LH—E X appsettings.json (C:\Program
Files\ Citrix\ Citrix Access Security\ Runtime\ RuntimeService) <. TroubleshootingSql
dorestrictedToMinimumLevel#xOWFNHhDMEICEFHRL £,

- Information

- Debug

- Warning
- Error

"TroubleshootingSql": {

"restrictedToMinimumLevel": "Error",

"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

Director #EE L1, TI>a—FT1 >4

June 19, 2024

Director % Secure Private Access £ #& 9 % . Secure Private Access v b7y 7D ITARTOIVKR—=%
> OBIEN Director ICEIDAFEFNB -0, MBHBRNT =TV RAOEBERE CSTILY a—T 0 VI HAEIREICH
DFEJ, XRORIE. Director ICcRRTNZTFIERIS—I—REKLVBEETIZIREERLTVLET,

HAICOWTIE. UTOREYIEZBBLTLET L,

o Secure Private Access T Director ##m$ %
« Director T Secure Private Access v a>%#&RRT3

pEa-uH

¢ 21FBEIC TO) ZRATI—FIFBEORITIO—2RLET, It xid. 1000 (377U DFIEDRIL 7
JeERLET,

¢ 2HTBEIC Tl ZETI— R BEFLRBAIZRLET, LR 2101ty avEEzRLE
Yo BEPHMMEELILSZEIR. OJZANTHEZBRT S 288D LET. TENTOHEEDL R
RLBWIZEIF. TR-MIEELTIIES W,

FIFEEI—-F
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1101
1102

1103

1000

1001

1002

1003

1004

2101
2102

2000
2001

TTIVHEAyE-UI-F

KRR
EN
EN

e

Fh

527

5%

Fh

5%

ES
TOT« T[T OT 1 T[IEE

Active

70707

Description

FIFERICAE TS —DEELE L .

—WOT FUIFFIEINE LD
L eHd 1 207 7 FHEN KK
L&l

TFVIFFIEThT, baebl
DOT FUFHENREL £ LT
FIBIEHILE L . <D 1
D2OT7FUDLFIEEINE LT
TIVIEITRTRI D —IC&>TE
BINledH. FIESNELEATL
7o

—HIT BRI —HBWnid. 77
VI3FNIEINFELEATLT
—HoF7FIVIEEIN, o7
Id—HT BRI —Dah Tk
O, JIEINFEATL,
Y BRY—Dand, 77
DI3FIEINEFEATL

Description

v a k.

Ty a BT IT T EIEIET
LTW3h, vy a>rThilk
H 12077 DEFHEBLEL
TC o

tyoavid7oT14 7T
tysavId&T/HET T+ T T
ER
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3101

3102

3103

3104

3000
3001

3002

3003
3004

TTVEBAYyE—IO—F

4101

4102
4103

4000
4001

4002

IRRE

EN

e

EN

FFRI/IES /R

B
CEBA'507 71 DS

EN
FFEI/IES /R

Description

UG- WIS —HRELF
L7z (REREAINTULEEA)
RS —sHERICHISMFEE LT
. PTIDESNEFLEATL,
T7UHIEZF—42 D null-RY
S HMERICAT TS —HREELE
L7

T7UORY S —#lEERFRICT
S—HRELFLT
T7UDOHREIFFETEINTULET,

TTUDTIFIZRY O —ICLDER
INEY,

—HIT BRI —HDaWnicd. 77
UHFIEINEFLEATL .

77 OFIEREIFTATY,

Citrix Enterprise Browser i 57
TEEBLEIS S LFLR,

Description

TIVr—saviesIrs—7 7
T—aroRPICRETI S -
RELFLL
TIVr—a Vg s — ()
TTUDOR) S —FlEEREHRICT
S—HRELFELL

77 OEBIFHFTINTVET,
RUS—IZ&D, 7FUr—>ay
DEBMEFINE LT,
—HTEZRUS—HBRW\D. 7T
Dir—2a>oiRgdEEINEL
7=
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OJRFRE

June 19, 2024

O41% Secure Private Access T—42~R—2IZ 7 BEFEEINE T, OJOAHEIPAIKADTFSZL (fce z
(¥, 100,000 28z 34 ). 90 BLOAICRBEVOIZHIBTER T, JU—>TvroadiE. TI4ILET
L2BECCICRITINET, CcoPVadidk. V21 LY—EXADBREFTI-VICHRITINET,

ST a—T4 7O DRFREDHRAEZI A

OJQo)—=>7y e SYRALY—EXDA YR M=ILT #LE—IZH 3 appsettings.json 7 71 L& ER
LTRETTFT, OJVORFHRRE T —IR—RFREFTETZO0DHICEOVWTIN V7 v T2 R ETI T,
HBEICG LT appsettings.json 77 1 ILAOUTFOIY CUEZELEXT,

YO FINTTUEEjson T 7 1)L
"TroubleshootinglLogs": {

"CleanupPeriodInHours": 12,

"CleanupDataOlderThanDays": 7,

"CleanupOldestDatalfEntriesCountAbove": @
}

<!--NeedCopy-->
IV =Ty TEENCTBICIR. BEICBCTROREZITTVET,
« OJ% 7 BALIFEIFTZI1CIE. CleanupDataOlderThanDays%x 7 ICREL 7,

o« BEMIOI)—>7 v FEEMICTSICIE. CleanupDataOlderThanDays#% 0ICBREL £,

¢« ATV ER=ZADT)—=>T v TEENCT SIC1F.CleanupOldestDataIfEntriesCountAbove
Z0ICEELET.

o CNEDBRENTEALD 0ICREINTWVWRIFE. F/ldCleanupPeriodInHoursh 0 ICRESNT
W35S, OJIKAICRRISNE T,

- T RUEREHL 100% KT I3 a8EMELH S 7m0, CleanupDataOlderThanDays# 7=

l&CleanupOldestDatalfEntriesCountAboved®d@mAa% 0. FfidCleanupPeriodInHours

Z0ICRETZLiZBEIHLEEA.
- OJgny)—>7 v 3EEIE. CleanupPeriodInHoursTI Y U EEBELCEETEZEHT
REXE

e

Secure Private Access #0 S X Z— LTRHET3HBE. CNO5DREIIZITRXE—/—RTEETZH
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ENBDEY. /—FREICFA—BDHZHEIF. RDBEICI)—2T v TETNEA X2V INMBEETN
9,

AJeTLAXNIDI)—=2T v T

June 19, 2024

TLANIT=2DO =27 v

FL X MUF—4Z, Secure Private Access T—H2R—XIZ 3 ARMREINE T, 7 —>T v IHRELRTL
XM TF—R2EBFETREHOF v oIE. 30T icfThbnEd,

s

TLXMITFT=2D7) =27y TZ2RBTBICIE. FYFZALT—EIDRERITINTULIHELHD £,

COFO/no)—->7v7

CDF O%'i&. Secure Private Access 1 >R k=LY >®D AdMin 8L VSV EA LY —ERDA VX =)L
FIWA—RHICEEENE T, CDFOJIB.csv 77 M ILICREFESN. E7 77)LICIE 1I0MB ot 1 THIRABERA TN
E

Admin ¥ —ERIE—EICRA IO ED CDF O/ 7 7 ILERETEE Y, TOHB. BHBHWLWI 7 1L EHIBRL T,
WLWCDFOU T 7MLk T 21D RAR—RZEITFT,

Runtime #—E X id Admin H—EXREREL & SICHEEL £TH. —EBICRIETE3Z 7 77 LEIIRA 600 BT
To

COF O DARZLI =Ty

COFOJd ooV —>7yFid, EBY—EREFVEALY—EXRDOAYRM—ILT #ILAICH B appset-
tings.json 7 7 1L ZERAL THRETITET, 771N T 7MUY A X ATY MIRZEET 31213,
appsettings.json 7 7 1 ILORODITV MU EBHLET:

"CdfFile": {

"fileSizeLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}

<!--NeedCopy-->
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%+ b I Secure Private Access DEH D1 Y X E2 Y IANBEINTWVSBIFEEIE. Secure Private Access
DEA VR R—ILY S VT appsettings.json 77 1)L ZBHLTCDF o U—>7 v IZTVWE T,

H— R /N—TF < B4

January 9, 2024
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https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/third-party-notices-for-secure-private-access-on-premises.pdf
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