Cifrix.

Citrix Secure Private Access-+ >
L =X

Machine translated content

Disclaimer

COOAYTIVYDERBN— 3 VIFREBEBTREINTULE T, Cloud Software Group KF a2 X > b D
A>TV D—EIE. BEROFEMDAZBENE L THMEIBRISNTUWE I, Cloud Software Group (&
WHWERRSN.OV TV ZBIEL TULWAWLS., B0 FIERAER. FEYLEZENEENZ5E
AHDET, BEOEXHSMEEADERICOVT., BE. SEME. BEEME. EEME. £-EdsEW
@ Cloud Software Group MR F T IE T —EXCHWWEIRRS NI TV OBEESHICEAT 2 ReE. %
HIB371 Y ARNEFIET—E IFARL. b3 LV Cloud Software Group £ D E DM T RTD
HNICEDIRMUINZIFIA. BLUVERBEFLIEIT—ERDORF a2 XY e O—RICET B FREIL. BE
THHMERTHHIZBDOT. DHB2RFa XY FOEEERINCERICITEBRAINZVDHDLE LFT,
WWEIRRI N> T Y OERICER T 218E £ 72 (EMREIC DWW T. Cloud Software Group IFEEZ &
HEVWbDELET,

Citrix Product Documentation | https://docs.citrix.com October 23, 2024


https://docs.citrix.com

Citrix Secure Private Access-# > 7L = X

Contents

HROXAME 3
#hikae 4
ARSI NTRIE 5
BN 0D R 6
DRATLEH 9
HAXAIRZT1Y 13
1R =)L 16
Secure Private Access 1> X h—5— 17
Secure Private Access Dtz b7y 7 22
aAvR—x>k 30
NetScaler Gateway 31
AYTHFANZTDEE 38
StoreFront 43
Director 45
A A —/N— 46
Web Studio 46
HTTP/HTTPS 7 74 —> 3 > DRBE 47
TIVr—=2a> 7oA R) O —%ERT S 50
TOERERA Ty 53
EFATTISAR— T IOERZVZAZ— LTRAT 71
Secure Private Access D7 > 1> k=)L 73
Ty TIL—R 73
Secure Private Access 1 > X b—5—DT7 v T L— R 74
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 1



Citrix Secure Private Access-# > 7L = X

ROV T ZFERALTT—ER—RZ2T7vTIL—RT3 77
B 77
12— ILRBICEEZEE 78
TIVr—= 3 R —DEE 79
waIshTwgrwI T I b+ 81
IvrI1—H%-—70-— 83
BRSNS a—TFTa27 85
Ay akh— ROBME 86
BEWR NS TN a—TFTa20 87
Director 2R LI+ Z TN a—Fr VY 924
SIEM #& 97
OJRISRE 98
AJeTFLARNIDIU—=2T 29
F—RFN—F 1B 100
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 2



Citrix Secure Private Access-# > 7L = X

o DM E

August 26, 2024

Citrix Secure Private Access # > 7L I Rld. —LLRABRIVRIA—HF—-TITIIARYIVREHIC. VPN #
LTHREWeb LU SaaS 77V —oavIic7oEATER L5109 3. BEEEOFONSAMRY FT—2
72X (ZTNA) YV)a—23>T9:

o R/IMFIEDREA]

o IVUNYA A (SSO)

s ZERTE

o TNA R RZF v O

o TV —=avLRNLOtEFa )T 1 I
+ App Protection #gg

DY I)a—>3 > Tl A 7L = X0 StoreFront 7 71 & Citrix Workspace 7 771) % 3R L T. Citrix
Enterprise Browser A® Web 7 71U% SaaS 7 7VICT VR TR DD —LL ATREBRT IV EAEREL
¥¥, £feo DYV a—> 3> Tk NetScaler Gateway %#3ER L TR AR OFIHZ REL £ 9

Citrix Secure Private Access # > 7L 2RV 1) a—>a>vid. Web &0 SaaS 7 7V ADKET IV RR—4
JLe LT StoreFront o4 > 7L 2 RAR—2 )L EFEE L. Citrix Workspace 0#&H 2 LTRET7Z UL TR
by 7EFERATEZIET, 739 —R=RO7F) A Web 7FUBLUSaaS 77 J) AOEORSZ T
VL ZEBRICRETI S0, HHAOLENEEF VT AV TSI T ROMEHZRELET,

Citrix Secure Private Access I%. NetScaler Gateway & StoreFront DEZ%ZHAAEHLET. TV RI—H—
CEBEIGEINLIVARV IV RZRMHLET,

e WeERIRM T3 —ER/OYR—%> b

TIVCT IR E00—8 L7 Ul StoreFront # > 7L = 2/Citrix Workspace 7 7)

SaaS & U Web 7 7UAd SSO NetScaler Gateway

ZBERIE (MFA) e FNA ZARAF v (BB KA1 NetScaler Gateway

DAY

Web 77U SaaS 77U Dt+a ) Tl 7 Citrix Enterprise Browser

1 {REHIE

ARBRI S — Secure Private Access

7 U Xo&i| NetScaler Gateway & Citrix Secure Access ¥ 5
7>k

L IR Secure Private Access

AR, B, SO a—FTa>Y Secure Private Access . NetScalera>v—JL (B

ADM). & &) Citrix Director

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 3



Citrix Secure Private Access-# > 7L = X

JVR—x2k

C DRI, —RA&HI7% Secure Private Access RO IV R—R> b ERLTULWET,

Studio Director License
Server
User devices l
with Citrix i e—
Workspace NetScaler StoreFront > Secure Private
app Gateway Access 5aas apps |
Web
eb apps
SQL Active PP 1
Server Directory [
Firewall Firewall

BIAVR—R FOEMAICOVWTIE. TEEOVER—2> b Z8RBLTLEIL,

HRE

August 26, 2024

2024 €6 A
SaasS 5L URE Web 77U IZxt T 3 E DD 7 o+ XHIR

SaaS t WE Web 7 7V ICEBMO 7 7 £ REIBIBAINDZ L SICADE LT, BEBERTI/EIR) S —%EL
TINSOFIRZEATE XY, FMICOVWTIE TFIARRELZT7 7GR 28BLTILEELW,

FaIhTuwaL Web 4 b R—

BAINTWLWERWV Web 1 bAD T+ Xid. Secure Private Access Plug-in THR—+FIh3L5I1ICHD F
L 7z. Secure Private Access ATHERINTWAWT FUr—>ay (A bRy bERIETIVE2—3v 1)
i TRarshTunzawWeb 1 ) HAHRINET, 77 4)L TIE Secure Private Access id. 77U 7r—>
IVETIERARIO—DBEINTVRVED, TRTOIY RSy EWeb 77U —2 a3 >ADT7 022 %
EELET, FHMICOVWTIE TR TVWARLWT 51 b #8BRLTIESIWL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 4


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/technical-overview
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spaop-security-controls.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/unsanctioned-websites.html

Citrix Secure Private Access-# > 7L = X

Citrix Secure Private Access 7541 > ¥ SIEM %y —E XD%E

Citrix Secure Private Access 1. X a U T BRELVIRY FEE (SIEM) HFEEaINE Lz, FEICDOWV
TlE. SIEMZEEZSBRLTLIZE L,

TN a—To 20T LRI TER »5 TZ5—1 ICEEShELE
T—AR—ZADEFZERT DS, FZTNDa—To>7OF LAY TER) H5 TT5—) ICEEINE

L7zo OFLARINDEEAZDHMIOWTIE TS TV a—FTo 0707000 LARILDEE] #2BBLTLKE

LY

RS NI

August 26, 2024
1) —2 2402 TIE. ROBEHEREINTUVWET,
RXA>OY bO—5—0DEK

KREUPNY 71w, 152y b (StoreFront) O« >v&8&PA Y E—Fy NIV SRy b (&
— kT x4a) 7TUFIEB® Secure Private Access TiEHR—rINTULEHA,

EEEEE

BEEED RBACO—I/LOZEIX. BEDE v a yHEMUINIE (P10 T7Y hEkiZb—o > OEMEEHLE
nr®) IcoarmINE g,
TTVr— g s

ROFBEIRNTHLETE. PTIVTr—2a R TIELA:

+ Netscaler N—> 3> 13.0.x. 13.1-48.47 & D #i?d 13.1. 14.1-4.42 & DOH®D 141 HMERINTVETD,
* LDAPUPN &, EEDRAA 2V EIFRBRZY T4 v IV ATRESNE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 5


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-opprem-siem-integration.html
https://docs.citrix.com/en-us/citrix-secure-private-access/2405/spa-onprem-troubleshooting#change-log-level-for-troubleshooting-logs

Citrix Secure Private Access-# > 7L = X

BEIVY -

s AETARRXANVYIVNIUBREBINLBICART IV r—>a >0 [77) 0iwmE] R— ([Secure
Private Access] > [7 U —>a Y] > [7F7Ur—> 3> oRE]) BELARVWE. [7FUr—>3>0
RE] R—CHBEFMICEAL FE A

fee zlE. 7 OERBFICAD LIEBEER X1 U htwww . example.comfZo7ze LET, 7 UL RH
TNz BER XA >www.example.comzabc.comilBEZMX T, [RE| IV vILES, 7
TURERBICEHFINE TN [77VOERE] R—JIFEAL FH A

s PZUEEBMTBMIC. P7TVRICAVIDVEEFNATVWER L, EENRTINE T, ZL. TTUIRERS
nxy,

s 77U URL icwwwhHEEFNTWEHE. URLIZTL T4 v I 2wwwR L TIL—F 1 VI RXA > T—T
L([EBE]I>[7FVr—>ay RX1V]) ICREINED,

TwITIL—FR

Secure Private Access BEBH—E RICH XX L SSLABAERFERAT 356, HMBESE1VE—RY b1 T+ X
—>ayt—EX (IIS) @ TCitrix Access Security Adminy % MCBENTA Y RTI3RENRHD £7,

BEFN DS RE

October 21,2024
1J1)—2Z 2405 ICIZRDFEELHD £9,
=N

—HOREICIZRESRERDEH IDARDETOSNTED. BEICIIREDRHD T A

KXy a>ycO—S0Em
e ERBZAD JALAMEDRXA VEDOEREXA TR 174 LX) O—FABEELIENABEOERIZY R—
INTULEE A

fce ziE. a.com KX b.com RXAVUHR2DDEBRBZAD 74 LA MCHD. RX1H a.com/
b.com iZBMLTWBI I VICSPARAY YR F—ILETNTWVWBIEE. O R X1 > 21— —|& SPA TAR
INFTTVICTIOEATEEEA,

[SPAOP-2031]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 6



Citrix Secure Private Access-# > 7L = X

o 7L I XM Secure Private Access B*1 VY XA b —=ILTNTWVWB IS D R X1 Uh Secure Private
Access ICAJA Y LTWBREBEEBED R XV EERZIGEIE. ROBEEZTSHELHD ET,

Secure Private Access BB —ER SV EA L Y—EROBAICKH LT ISTFV5r—>3> 7=
DIDELTRHDORAS> H—EXR 7HO MEEBIMLET,

o EofJ JL—FI&. Secure Private Access TldthR—bThTUWEHA. LTzH> T, RUS—TIXEHRTIL
—TEBRELTCA—Y—BLVIIL—TOREEEBMNIBZCIZFTETEH A,

o Secure Private Access Tig. BEOAVY —IILFHIIT—EXTRXAA Y OFMANREBEINE A, LD
2T A—HF—IREFELIERFAANVIIRRICKELE T, LD >T HIRTEIRAXAAVIZTIEATERWV
BE. FRIERXA VB EWNRBEITRVEEIE. TORXI VT R— T EHA

NetScaler Gateway

s ROTFUATIE. SSL 707 71 ILER®D SSLARBEBY —N—EHR—rEThEEA.

- EBZIZ NetScaler Gateway 13.1-48.47 LI £ 7id 14.1-4.42 LIBEEFHLTWE T,
- ns_vpn_enable_spa_onprem cJILHEMIHR>TVET,

Eb:yapr

SSL7O7 74 LTHREINLSSLNNS X —4% SSLEBY —N—ICEENTY RT3
ns_vpn_enable_spa_onprem cFILEEMICLET,

FILDFMICDOWTIE, TAY— 8 7O ZTDHR—F) #ZBBLTLIEIV,
RfWeb/ VT 7RV -V XR—2X

« RfWeb / Workspace for web (g R—rIhTuRWEH., PFVRFIEINEFE A, FHICOVWT
&, TStoreFront N\—> 3> 2311 LIB%EERE T 3561 28BLTIEIWL,

[SPAOP-2487]

TV —a ol

o LDAP UPN & sAMAccountName 2% 3558, 77U r—>a > oi#idkBmL £9,

[SPAOP-1412]

StoreFront

Cc ALTESHMAEIVARVIVADEH TIE Web 1 FdF 7+ )L kL > — /N —% [Citrix/<
StoreName>Web ICH#R T2 HBENRH D £F, StoreFront o UFIO/N— 3 > Tld. Web 1 k

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-netscaler-gateway-config#support-for-smart-access-tags
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-storefront-config#when-using-storefront-version-2311-or-later

Citrix Secure Private Access-# > 7L = X

DTFT7FILEDLY—N—DZFTHDBICEREINTH D, Secure Private Access TISHBEL £t A, F
oo 75472 RMICIEUBIDON—2 3 > D Receiver Ul RSN E §, StoreFront L ICDWT
. TStoreFronty #8BLTLET L,

« StoreFront N—< 3> 2308 LIEi#EA L TW31E4E. X k7 > Delivery Controller D& R—J|C.
Secure Private Access 754 1 > D#E$EH XenMobile ¥ L TERRINE T, HEEICIIRELEH A,

mis)

e VS RA—DYR—E NV RILOERBIEFTR—FINTULEE A
« BEY—ERESVURA LT —EROOY 7AINE—IFHBRLABEVWTLKETWV, CN56D 7T 1LY —HHIRR
Thi=384. Secure Private Access IFBERR T £t Ao

TOUSLDT VA VR —ILETZEBER—JTOA VX F—FORR

+ ISO 7 71 JL%4EA L T Secure Private Access #LEIDON— 3 >h 5 2405 17y T L—REB e, |
TOISLDTVA VA R=ILELREB|R=2 ([A2 rO—IL ARV >TFOTSL>TOTSLE#
BE]) IC. BMDIY FUNREZHRZ S5NBDTIEA L, Secure Private Access 1 Y X b—5—D 2 D2DT
Y hUDNRRREINES,

EhER: FWEILR AV X N—=5—%TF V1R =ILLET,
EI=H

C DR IE. Secure Private Access 2>V R7OY A YR b—=5—% 2402 RZVR7AOY A YR =5
—ZFERLTT7YyTIL—RLIEBAICIEREL XA

Ty IFIL—K

¢ 240517y UL — R LB, URLDPWwWTIHR R BBEFOT7 T ZHRETH L. T TUER 70 —ILRIC
BHEIOREDANASNE A 7T DEGRA T2BERRTZBENHBD T, ChiE7vTIL—F&
DIERODT7ISa>THD. TORIIEHADMERESIN. SISHIRFINET,

[SPAOP-4216]

¢« 2405 ICT7 v T L—RY B, BEIVY—IIICOIFVTBEIEETEERIN. 7FUT—>3 VR
BRI BZLRTIEFEA. IF7—XvtE—UHRREINET,

ElgsR: TV TR AL TT—ERN—XZT7v T L—RI2BERHD T, FHFMICOVWTIE TRIV
TheERLTT—4R—2%27 v 7L —Fd53] 2BRBLTILESIL,

[SPAOP-5255]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-storefront-config.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-upgrade.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-upgrade.html

Citrix Secure Private Access-# > 7L = X

¢ 2405ICT7 v T L—RT B TTVTr—2a3>0NNBEe T TV r— 3oL E Y,

EgtsE: RV T AL TT—IRN— 2Ty T L—RI2HBENHD EJ, FHFMICOVWTIE TRIY
TheERLTT—4R—227v7JIL—rd5] 2BRLTILESIL,

[SPAOP-5255]

+ Delivery Controller 2R L T 2402 7571 M1 YR b—)LETNTWBIHA. Secure Private Access
T3040 N—=232 2402 5 2405127y T L—RTBLIFTEEEA

[SPAOP-4505]

AT LEH

October 21,2024

HEHRININ—2a VEHFEBRLELTVWS I 2B L TIIET L,

Citrix Workspace 77

- Windows -2403 LIB&
- mac0S -2402 A&

« Secure Private Access 75571 > H—N—DARL—F 1 >4 > X7 L - Windows Server 2019 L&

« StoreFront -LTSR 2203 F7zi& CR 2212 LIf%

+ NetScaler -13.0. 13.1, 14.1 LIfg, T #—< VXA RE N T SIZI1E. NetScaler Gateway N—2 3>
13.1 ¥ 141 ORMEIL R ZFERATZ 2D LET,

 Director 2402 LAf%

 JBfER— b: Secure Private Access 757 1 VICBEBERR— rHHAWVWTWR e 2B L £9, HHICOL
TlF. BER—FZ8BLTIIETL,

=3

=%

FOTLIROEF 27 F5AR— 71 RiE i0S & Android AT Citrix Workspace 7 771 Tl&
TR—FTNTULEEA

Gl it

NetScaler Gateway % £k £ 7 1&BE 77D NetScaler Gateway 2 E# 3 3551k, ROFMERRBL TS
Lo

o lISHEIFTEI . SSL/TLS sEBEEZE AR S 1. Secure Private Access 7571 1> h=ILan3
Windows r—/1\— << >

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-upgrade.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-upgrade.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-system-requirements#communication-ports

Citrix Secure Private Access-# > 7L = X

o w b7 wFRICIANST S StoreFront X k7@ URL,

o StoreFront EOX F7HERINTHED A7 H—E XD URL A FIERIEETHIHNENHD Fd, X T
H#—ERD URL o IE. https://store.domain.com/Citrix/StoreSecureAccess
TY,

+ NetScaler Gateway @ IP 7 KL X, FQDN. & & t* NetScaler Gateway 3—JL/\v 2 URL,

« Secure Private Access 754« > DRR b Y>> (F71-1d. Secure Private Access 7541 Vh o5 X
F—r LTREATNTLBRBEIEO-—R NS> =)D IP 7RL X¥& FQDN,

o NetScaler THREIN/ZETOT 71 LB
o NetScaler T N7z SSL —/\—3FBEZE,
o« RXAVA.

o MFAAEDOEHENT T LE LT, EEEIFHAIAZEDOERNTT L TVWBR L ZBRTI2HRERHD FT, vV
RICGEBAZEN R oh 54 W IES. Secure Private Access 1 VX b—S— 3B ERAEE#HEBR LT T, -
7L, TNDEICHEET B2 IR D £ A

o TAR—X: YA M MER. BHOY. BEIUBET —FZR—XTHR— TN TW3 Microsoft SQL Server
N=Ya3>0—BIRRODLED T,

- SQL Server 2022 o Express. Standard. & &t Enterprise Edition,
- SQL Server 2019 o Express. Standard. & & T Enterprise Edition,
- SQL Server 2017 @ Express. Standard. & & U Enterprise Edition,

RV b=IL: T7 4L LTIE. Controller @1 > 2 b —JLESICEI /N — 3 > @ SQL Server H'1&
HIN4WEE. SQL Server Express 2017  RFEH 7O 5 4L (CU) 16 B1 VX b—ILETNE T,

Ty T L—RDBE. BEFED SQL Server Express N—Ja g7y I L—RIhEH A
UFDT—2ZR—X8aAEYVa—>a i YR—rIhEd (REVRT7OYE—RDOAHZHR—FTS
SQL Server Express #f&< ),

- SQL Server AlwaysOn 7 =)L A—N— U SRE— AV AEZVR
- SQL Server @ AlwaysOn aJ B IIL—7 (BEMATREEIIL—TEET)
- SQL Server 7F—A2R—X=5—-J>y
Controller & SQL Server #«f b F—42~R— X DIEFEICIE Windows FZEEDNSBRET T,
T—EAR—ZOFHMIOVWTIE, T7—aR—21 28RBLTIETL,
AR

SyRA1LH—EZ (IS DEEED Web - ~d secureAccess 77U 4 — 3 >) Tk, Windows sRiEH
HR—FINTVWARWED, BERRBAZEMCTINELNHD £, TNS5DREIE. Secure Private Access
AVAR=F—=IC&2>TTI7HIFTERESN. FHTEETBZ_CIETEFEE A,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/technical-overview/databases

Citrix Secure Private Access-# > 7L = X

BEET AV FOEH

Secure Private Access Z#:8E T B RICIE. ROEBETHI Y FHRBRETT,

« Secure Private Access #1 YA b—IL93: O—AIL I VOEBETHI Y FTOTA VT IHENRD
D%d,

« Secure Private Access @tz k77w 7. Secure Private Access B’ 1 Y X b—JLThTWaI>>nO—
AT VEBETHHS KA 2—H—T. Secure Private Access BEEI>Y —ILICHA>1>F 3
MEDRBHDET,

o LXaAT FFAR—LTILADEE: €Fa7 F73AR—sTFPIOIEBETHIVMZFEHALT. £+
A7 TS5AR—FFORREBOVY—IIICHA VAV TIHRELRHD X,

BEA— b

RDFEIE. Secure Private Access 7551 VTERTNB3@ER— bERLTVET,

ET

BET—UXT—%

~

3

TXaT7TSTAR—
cNFPOERTSHTA

%

b

X2 T7TSIR—
cTPOERRTZTA

\/

NTP #—E X

DNS#—E =X
Active Directory

Director

Z1E Y —N—

e

HTTPS

TCP. UDP

TCP. UDP
TCP. UDP
HTTP. HTTPS

TCP

TCP

123

53
88
80. 443

8083

389

EE ]

TXar7 FS5AIR—
bTOER TS

1y -EEIYY—
L

5 [E)HA

DNSILwoT7v>
kerberos

NT A=V REE
EhSTNSa—TF
1 27 DBRUDI=
IKFaLoa—rd
SazZh—>arvxz
&3
SA1TEYRT—ED
INECIBD -8 D
A AT —/N\—
ADBE
TL—>TFXME
B LDAP (LDAP)

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

11



Citrix Secure Private Access-# > 7L = X

ot

StoreFront

NetScaler
Gateway

Microsoft SQL
Server

StoreFront

NetScaler
Gateway
NTPH—EX

DNS#—EX

Active Directory

X2 T7FTAIR—
NFPOCRTSTA

~

b

NetScaler
Gateway
TFa7TISAR—
cPOERRTZTA

~

D
StoreFront

e

TCP

TCP

HTTPS
HTTPS

TCP. UDP
TCP. UDP
TCP, UDP
TCP

TCP

TCP. UDP

HTTPS

HTTPS

HTTPS

HTTPS

443
443

123
53
88
389

636

464

443

443

443

443

B

SSL &8 o LDAP
(LDAPS)
tXxaT7FSAR—
cKTFOECRTSTA
V- F=EAR—RE
=

SR EE A% EE
NetScaler #*—+o
1 d—=ILINw D
BRI RIEA
DNSIWwo 7y
kerberos

TL—>TF AR
i LDAP (LDAP)
SSL &f o LDAP
(LDAPS)
a—H—HHARTIN
DNRAT—REEE
T3IBZLDICTB*R
17147
Windows 3 E 70
3L

RAEE 7 TV —
EZOLIES

NetScaler #— o
4 d—J)LI\Nv D
VAR e Z

SEDREE

AL T T —2
EZOLIES

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

12



Citrix Secure Private Access-# > 7L = X

En\ﬁi *gn\ﬁ% E;@E 71—‘\’_ l\
Web 7 7Usr—2> HTTP. HTTPS 80. 443
E

dA—H—F N1 R NetScaler HTTPS 443
Gateway

SHBREFa XAV F

o« FBEETOT 71 Io
o FBEEAR U S —DHAEHA.
« NetScaler {8+ —/\— (SSL) I SSLEFBREZ % N1 Y R L £ T,

YA XAARS (Y

August 26, 2024

T—EAR—ZXSL—EH

B

BRINIEF27
TI3AR—=—~TUt
RAT7FVr—>3>
A® NetScaler
Gateway i&fs (K
—~ETTVT—=>
aYvEHICE->TE
RB3BELHDET)
IYRIA—H—FN
- Z& NetScaler
Gateway EDi&E(E

T—AR=—ZXA L —YDREACROVICE>THEINE T, 7TV 7r—2a e RUS—RBEICELB AL —

URBOHE. OV LHBT 3L C<HTHTT,

RORE, F—N—DA L —CEHFZTRLTVWET:

Number | Number of | Secure Private Access node SQL Server (Secure Private Access Active Directory StoreFront
of Secure configuration Database only)

users Private

Access

server

nodes

CPU | Memory Storage CPU Memory Storage CPU Memory CPU Memory
(GB) (GB) (GB) (GB) (cB) (GB)

1000 3 8 16 80 4 16 250 4 16 4 16
5000 8 8 16 80 16 16 750 16 16 4 16

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

13


https://docs.netscaler.com/ja-jp/citrix-adc/current-release/aaa-tm/entities-of-authentication-authorization-auditing/authentication-profiles.html
https://docs.netscaler.com/en-us/citrix-gateway/current-release/authentication-authorization/how-authentication-policies-work
https://support.citrix.com/article/CTX211883/how-do-i-bind-an-ssl-certificate-to-a-virtual-server-ssl-on-netscaler

Citrix Secure Private Access-# > 7L = X

pE

e XRUORE OTARY DY) =27y THEMT. OJREHEN 7 BBICRESNTWS L Z
AiRE LTHEHEINE T,
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Secure Private Access #—N\—DOJFF 90 BH& 715600 771 JL

cSTaowoOT7 A

ROKIF, A—HF—CCD1IBHBLODS T4y o FOT71ILOFEMAZRLTVWET,

Profile FEA
kS 10
IVR—TS5A4XTS5oHR) S —FEEH 20

Citrix Workspace 77U 507 FUr—>a>oie 4

#

Citrix Enterprise Browser 507 FU4sr—<3>7 500
7R

Citrix Director IC& BNV TTROID ST a—F 1000
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BNAAIRS1Y

MROKRIF AT TVr—2a 702 -ty a2 13HBDOOTFUITr—2 3 >F1%E#H. Secure
Private Access TERINS CPU BEDNIA—Z—ICEDIK T—EIR—IAY APV I BHZRLTVET:

7FVr—3

IADERT Y Secure Private

TR1-Y—t 1H5HODF7  Access XE Secure Private GB Bfun X

=4 PRIk (GB) Access CPU L— XE

<20 (RE=A 2 4GB 2 40 GB* PoC oBHWT

D BE) 3. BEFORE
YT YOt E
TEITBHLR
<. SPA%
StoreFront &
ALY VICE
ATE&Y,

20 5 8GB 4 60 GB -

160** 18 16 GB 4r*> 60 GB 2 DLl Ed SPA
J—RZE8AL
TNTx—x>
AZEETES
CEHTEET,

P

e * AL —JIEFEICCDFOJICE > TEEINE T, 77 4JL LTI Secure Private Access 13, &
T771ILOY A XA 10MB @ 600 BOoO—ILA—N—OF 7712 RFLET, D&, Secure
Private Access BB —E R V21 LY —EXROEANRELIS Y TRITINTULWRIEEG., OJIC
LBRAXNL—JEREXIZ12GBICAD £Y, £/, PoC DEMT SQL Express #O0—7JL VM i
AVAR=ILTECEHTEET,

o« xx COERMIOT 7L LTI NetScaler Gateway ®/N—2 3 > H 13.0 R £ 721 13.1~
48.47 KimTHWIRD . StoreFront ¥ OHFEFRR T > Tid7% <. FEEY—/\—IC Secure Private
Access zBRdT 2z HEIDHDL £ T,

o *** NTA—IXVALEDBEI VN DONHZ DD >TWVNBED. CDLSBRERICIFDERCED
2 D® Secure Private Access / — R ISR —%ZFERATH e z28@MHLET, CNSOBEIR. &
BOV)—XTHULINBZFETY,

ZFOMOOAYR—%> MR
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D e S vCPU XE
Secure Private Access - 75«1 8 16 GB
>

Secure Private Access SQL — 8 16 GB
N—

StoreFront 16 8 GB
Gateway 4 8 GB
Active Directory 8 14 GB
I2A4T >k 4 8GB

AR M—)LEWER

August 26, 2024

Secure Private Access 1 YA b—5—3. RZY K701 Y X b—5—¥ LT, 384 S ni Citrix Virtual
Apps and Desktops 1 Y X b =5 —0O—HL LTHEATI T, #L<E MO7AVR—FY DA Y2 =)L)
FRFE O VRS VEFEoTcA VA =)L) ZBBLTLETL,

AVAM=IPRT TR, ALY FPyTOBEBIVY =BT IAIL DT ST T4 Y ROTEHMNICH
TET, 4171 #21)wo LT, Secure Private Access #:8ETEZF T, TR MY TD [RE—F] XZa—
([Citrix] > [Citrix Secure Private Access ]) It Citrix Secure Private Access > 3— +H v FARTE
nxd,

Secure Private Access =71 VX F—ILLTEBE T3 -HDOBBET7HY Y M EHG

« Secure Private Access Z1 > X b—JLF3ICId. O—AIIVOEBETAD Y bTATA VT IHRE
PHD FT,

« Secure Private Access #:RE T 3 IZIk. Secure Private Access i1 VX b—LThTWVWBR IS >oO—
AR VEBETHH S K X1 >1—4—T Secure Private Access B> Y —LICH A V1 VT 3%

BEAHDET,
c LY RTYTIHRTITBE. TDI—H—IIRFD Secure Private Access BEEEICH D, tHOBEERIB
mcE£9,

o v k7w 71| Secure Private Access # B9 3 ICI&. Secure Private Access BEIBET7HU Y LT
Secure Private Access B>V —ILICH A V1V TRI3RENHD T,
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Secure Private Access Dt r 7w

RDOF|E#EITL T, Secure Private Access #RETIT£T:

o L WH A %E{ER L T Secure Private Access 2 E 9 %h\ BEFEDOH 1 ~ZEML T Secure Private
Access =ty b7 v TFLET
¢ T—HAR—%ZHTE

» StoreFront. NetScaler Gateway. Director. S 1> AF—N—%&HE

TIVr—2a> e 78RR —DRKRE
Secure Private Access BiExtw b7y LS. 77U =23 e 7TV —oa3 D7 0 AR) O —%%
ETIHNENHDET,

o 7TV — 3 DR
e FIVT—=2a DT7 VRN —Z2RELET

Secure Private Access 1> X k—5—

August 26, 2024

1. Citrix Secure Private Access @1 > X b—Z—% https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/h54 o >vO—KLEF,

2. exeZ RXAVIZBMLTWATYY Y L TEBEY LTETLET,
A
POC B T. StoreFront 1 > X r=JILTNTVWBDERE LY >IZ Secure Private Access %
AVAL=ILTBeEEEFOLET,
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https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
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Citrix Virtual Apps and Desktops - Secure Private Access
Core Components

Core Components Location: C:\Program Files\Citrix

Firewall

Summary %ecure Private Access (Required) o

he software that enables secure access to SaaS apps and internal Web apps
Install
Finish
——
Back | Next Cancel

3. BHOERICESTIYAM—ILZRTLET,
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Citrix Virtual Apps and Desktops - Secure Private Access

Installing prerequisites and components

Installing... Less than 1 minute remaining...

Core Components

+ Secure Private Access

Installed
Post Install
Install

ot «os Companent Initialization Initializing...
Finish - -emp 9

Citrix Virtual Apps and Desktops - Secure Private Access
Finish Installation

The installation completed successfully. + Success
Core Components

+ Secure Private Access Installed

Post Install

+ Component Initialization Initialized

e

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19




Citrix Secure Private Access-# > 7L = X

AVAM=IIPBRT TR, ¥IEtEY b7y TOBEBIVY —IDBT I DT SOH T4 Y ROTEHBMICFHAS
9. %171 #2)wo LT, Secure Private Access #58ETI £ 9,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X
~

Citrix Secure Private Access provides a better,
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, clipboard access, printer, copy and paste controls and center to the users, without even opening a firewall port traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications going through the corporate network

FRIMYTD [RE2—F] X=Za— ([Citrix] > [Citrix Secure Private Access] ) (C% Citrix Secure
Private Access > 3s— Ay FARFRINET,

Bl citix

&4 Citrix Secure Private Access

Citrix StorefFront

HLE RO REY I EBRLTETL

g g D Suk S NOR P 8 |2
s ARYRSAYEFERLIEAY M=)

EEI>Y—)LAD SSO

Secure Private Access B>V —ILICER T3 7 S5 UHIC Kerberos iR RET R 2 HEHLET,
&, Secure Private Access HEIBE REICH S Windows B3 (IWA) #ERBLTW3HTT,

Kerberos A EBEINTULA WSS, Secure Private Access B AVY —JLICFIERATBREEIC. T59H
HSREEHBERDANNZROSNE T,

o BRRBEBRENNT B . Hia Windows 5B3E (IWA) 41 > 7F VB EMICED £9,
o BILEHwRE NS LB WVWIBA. Secure Private Access Ot 1 A U R—IBRRFRINFE T,

Secure Private Access ot v b 7w IR EGTTBICIE. BEBOVY —IIICHAI VIV TIREBERHDEFT, 10X
=LY YERLE R XA VICBTBEED1—H—IC Secure Private Access #5/E T3 £ 9, =1L, 0
—H - VI N=ILT O OO—AIINEBEEREZFE > TVWAHRELRHD £,

Google Chrome & & T Microsoft Edge 7' 5 U Dif&IE. ROFIEZRITL T Kerberos #EMICL £,
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1.

2.

3

4.

[TY8—2y b AT a V] ZHETET,

[EF*aVF«]2T7&BRL. [O—HIAVESRY M =V]EIUYILETS,

.1y #1)wo L. Secure Private Access ® URL #iBINL £7,

Secure Private Access ##EHDI I VICAI YA =L TB3FENDHBIEEIE. TIILRH—REFERTS
ZeHTEFEY, ffl: "https://*.fabrikam.local',

THREALLRI) 2Dy L, TA—%—38E) > TOJF4>) T MBREQOI—HY—RBENIAT—RTEH
AOJ#4>] Z&RLET,

Home Share Wi Application Tools

F ntemet Properties

- 4 » ThisPC » Downloads » SPA_installer 35 32
Generd  Sequnty Privacy Content Conneclions Programs  Advanced -
Mame
Duick sccess
Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downioads g
Internet  Loeal intranet  Trugted sites  Restricted Support
. Documents o 54
Local intranet f Pictures o 26
This zane is for all websites that are hes e
fourd an your intranet. & Security Settings - Local Intranet Zone "
) ) Sethings
Security level for this zone O N
Alowed levels for ths zone: Al @) Erabie
- Appropriate for websites an your local re (®) Disable
(intranet) ) Enable
- - Maost cantent wil be run withowt promptil
- Linsigned ActveX controls wil not be doy & Soptng of Jova apclets
- Same as Medum level without prompis () Disable
[ Enabie Pratected Made (requires restarting Inter g Sr:r:
Custom level. 1 B2, User Authentication
82, Logen
() Anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT LSST N
() Promot for user name and pessword -
€ ¥
*Takes effect after you restart your computer
Reset austom setings

Reset i wedium-on (default)

A

o« Chrome > —2sLwbttywrarvasERBLTWVWSHBAEIE. DWORD L ¥ X kU £ — Computer\
HKEY_LOCAL_MACHINE\ SOFTWARE\ Policies\ Google\ Chrome\ AmbientAuthenticationInPri-
vateModesEnabled ZfEmiL. B 1ICREL £T,
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o Kerberos#>—2 Ly hE—RTEMCT BRI, IARTHO Chrome o1V R (FE>—ILy ks VR
UEESU) EBREFBIIVENDDET,
o DTS U —IZDWVWTIE. Kerberos sBEEICRET 3EN T SUH—DRF a2 XY FEBERLTILET L,

ROFIRE

» Secure Private Access otz b7 v
NetScaler Gateway Gateway D&

o PV — 3 DR

e FTVT—=2a3 DT IOERARIS—ZRZELET

Secure Private Access Dtz 7w S

August 26, 2024

LW hEERT 3D BEOY 1 FCBINY 5 & T Secure Private Access Z:ETEF T, ¥550D
FUATH, Web BEI>Y —JL%EEAL T Secure Private Access IBIE# R ETI £,

o L WY FZER L T Secure Private Access #:BE T 3
o BETEDY 1 MICEINL T Secure Private Access %% E 9 %

Gl it

o Secure Private Access "1 VA b= ILTNTWVWB YL >OO—AHIRS VEBETHHZ R X1>2A—H
—T Secure Private Access B2V —ILICH A V1 VT IRIRERHD T,
o A LEERTIENCSQL TF—ER—IAY—N—%F A VR =ILTEHBERHD £T,

LW ~Z1ERL L T Secure Private Access 38 E T 3
27w 1: Secure Private Access 41 Dty b7 v

H- b ik, Secure Private Access IRIEDZRITY . H1 FEMERT 2H . BEEDOT 1 MIBMITZ N TEE
ER

1. Secure Private Access Web EEa> YV —ILxEBL £,

2. THA bOERR F7clE THA bADBN R—JTiE. T# L L Secure Private Access 1 & 1ER T 31
BT 7 ETERINTWVWET,

3. 0Nl 2O U O LET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.

Database
@ Create a new Secure Private Access site

Integrations Select this option if this is your first time installing Secure Private Access.

Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

Y1 hZERT 255G, Y1 FRICHIETET—EIXR—ZBEY b7y FTEATEIRVBENRHZH. LV
1ThDT—ER—-2=ZBEHERBFETER T IHVELHD 7,

ATV T2 T—EAR—RZRETS

# L L Secure Private Access #f FRHDT—2RX—XRZERL T Z2HELHD £F, CHIZFENFIZBETITS
ZEHTEFET,
1. 'SQL Server KR kI B —N—DHRI LBEANALE T Hl: sqll. fabrikam.local\citrix,
T—HAR—ZOT RLRIF. UTFOEXOWVWTNHATIEETETET:
s B—N—HF
+ ServerName\InstanceName
LR T75—4aR—2] ZBRLTLIETL,
2. [Hr ;] i, Secure Private Access 4 FDORRIEANILEF T,
e
ANNTE2HAFRBOKREICIEH. T—EIR—ABZOREHIHTITEFT, 7T—E2R—XZDER

l&CitrixAccessSecurity<sitename>THh. EETIF FtH A, T—EZR—XAZ%E S
2BAIA1 AT ZBENHZHBEE. Citrix FR— MMIBEBLEHE LTI,

3. [#Gi=T AR 20wy LT, SQLServer 1 Y22V AW EMTHZ L 2R L. BELIT—FR—
ABY A MIGFEETSZ e zBABLET.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

P Site

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name* (0

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

o Summary

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

A
o« H T SQL Server WMERTEAWVEE. BHRF v IIFKMLET,
o SQL Server IZF|ATEZH. T—EAR—IBEELLBWVGS. BRF v IIdBIILET, L. BEX
vE—UhRRRINET,
» Secure Private Access 2. ¥ > ID #ER L7 Windows $B:E%=ER L T SQL Server #38:EL £ 9,
BENER:
s BEMERA T avidk. YTV IDICHBLRT—IR—IERIHZIGSICOAMERTETET,
e BELETRLRICT—EAR=IDBEFEELBVGE. T—EXR—IXHEENIERINET,
o T—AR—REFEMTZIEEIF. TDT—EAR—IADNET. BERT—EIXR—ERINHZ 2B LTL
TV, EROFMCOVWTIE. [T —EIR—IDBEICHELIER] #2BBLTLIETL,
FERRE:
FERA T aVEFERLTT—ER—REY F TPy I TEET,
FEEBRTIE. BMICRIUTrEA D O-RLTHS. [SQLServer Host] 7+ — LR THELT—4ER—
AP —N—LETROV T ERTITIHERHBD XY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 24


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/technical-overview/databases#permissions-required-to-set-up-databases

Citrix Secure Private Access-# > 7L = X

pE
SQL Server L7 —aZR—XRIZT—TIL=Z1ER T 37D READ. WRITE. UPDATE #E[RHN <> I

WEA. T—EAR—IADERNEBTZ bbb Ed, ¥ Y L TEYABERZBMICTIHELHD £9,
FHHICOWTIE. T7—FZR—XADREICHERIER] #8BLTIEIL,

ATy T F—N—EHETS

Secure Private Access % StoreFront & & O NetScaler Gateway #—/N—IZ#&#&: 9 5 ICIE. StoreFront &
U* NetScaler Gateway #—N\—DF#MEIEE T ZHENDH D £9, StoreFront & NetScaler Gateway »* ~ >
71w % Secure Private Access ICIL—T 4 VI TEIZLSICTBICIE. COBRGERITINENHD £,
Director —N— 512> A —N—DFMADIBET IHELHD £,

1. ROF@EEANDLET,

» Secure Private Access —/N\—D 7 KL X, ffl: https://secureaccess.domain.
com,

« StoreFront X +~ 7 URL, #l: https://storefront.domain.com/Citrix/
StoreMain,

« /X7 1) v 2 NetScaler Gateway 7 K L X—NetScaler Gateway @ URL, fl: https://
gateway.domain.com.

o RIEEIP 7RLR—COEMEIP 7 KL X StoreFront TO—INy ZRICEBRINIZDDLRALT
HEINBEHHDET,

e O—JL/NvZ URL —CZ @ URL id. StoreFront THEBEINTVLWEIHDLRELTHINELHD £,
fl: https://gateway.domain.coms

« Director URL: -(+ < 3 >) Citrix Director iZ Secure Private Access #1459 3OO T L2
Z—H—N—0IP 7L X% 7% FQDN,

e SAEVAY—N—DURL: -S> RT—2ZINELTRIET I DDAV I —N—DIP 7
FL R,

2. T9RTOURL Zi&iE) #20)y I L&Y
3. DNl 20w oL, RE] 20U w o LET,
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Site

Database

Integrations

Summary

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.

Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
doesn't need to be a public address.

https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

27w 7 B B DOGE

BRATET T3 BRIEDTON. BERINLY—N—ICTIVEITETBICHBEREINEY, F/z. Secure

Private Access t+—/\

—ICT VL RARTHZ L ZBRBT BLHDF T v IDBITHNET,
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BROBMER—JICIZ—DHRAINZGEER. (T5—DrZT7I>a—T0 >0 ) THMAZHERLTET
ZNTHEEHERLBWVESIE, Citrix Y R— MIBBEULWEDbE L ET L,

LYo

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

0 Site Step 4: Summary
Review the summary of your Secure Private Access setup.
0 Database Administration
o Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

o Summary

SQL Server Database has been configured.
StoreFront has been configured.
MetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

Ty TYTINRET LIS, THE] =20 TBL31 20 v 0938, ROR—INKRRINET,
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Configure Gateway

You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the

Gateway Downloads page.

0 Configure StoreFront

You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Director

To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure

Private Access as described in the product documentation.

Service overview

Active users (O

65 319

Troubleshooting resources

@

Troubleshooting and Logs
View app access status and information for apps configured within
Secure Private Access.

Go to Troubleshooting Logs

Applications (O

Application launch count (0

316

&

Director
Search by end user in Director to view and triage Secure Private
Access session activity.

Go to Director

Get Gateway scripts

Mark as done

Download StoreFront scripts

Go to Director documentation

Mark as done

Access policies (D

30

Gateway
Log into your Gateway appliance to track sessions and manage
single sign-on across all applications.

=
o IBIEEBELLS. Web BBV —IILD [BE] > [#HE] M OREEZETETETET,
o Secure Private Access ##]1®TA VXA F—ILLT-BEEICIE. RERIERENMTSINET, TDE.

COEBEIIMOBEEEE LY F T Y TICEBINTEET, BEEDOU X MME. [ERE] > [BEEE] SRR

TZEFY,
Ffe. BEEJIN—TEEBMLT. ZOTIL—TDIRTOBEEENT7IELRATEZLIICTZIEDHT

TEI,

FARICOWTIE TV R = LEOREDEE] 2BRLTIZS L,

BEEDH 1 MCEINL T Secure Private Access #5E 3 3

1 [V FOERELIIBM] R—J T, [**BEEOY 1 MMIBMT 3] ZBRL. [** AAN]ZIUYILET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

SQL Server host™ (T Site name”

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. TSQL Server 'R k) IZ. H—N—DKRRAMBZNALET, ALY A FRIIHBRT BT —ZRN—HN
BIR L7 SQL Server ICEEICEEL TVWA e ZBRBL TV, T—ER—XDT7 RL X F. LTOER
DWVWITNHTIEETTET:

I e At ]
« ServerName\InstanceName
e H—N—F. R—FrHES

LI T7—42R—2] #8BLTLETL,
3. [ ] IC. Secure Private Access Hf D EHIZANHLE T,

4. [#BEETAN] 220y LT, SQLServer 1 Y X2V AW BMTH B L =B L. IBE LY A MO T
—AN—RIIFETB e zBmRBLET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

@ Database

Summary | xa03-spa.training.local\SOLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

SQL Server host* (T Sitename* (C

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

P MIHIET BT —ER—IDBWVEE, #ERFT v 7KK LET,

5. [Save] 27 Uwv I LET,

BROREF T v IIiE. SQL F—ER—XAH—N—HPEBRINTWBE I %2R L. Secure Private Access % —
N=ICT I ERARETHZ C ZBRB T ZHICTHNET,

RDFI|E

+ NetScaler Gateway Gateway DR
s TV —a iR
s VIV —=2a3 DT EARIS—ERELET

D e S

August 26, 2024

UTIE. > 7L I XREAD—RERZA Secure Private Access DFEIVR—RY LTI,

+ StoreFront: -StoreFront 321 —4—%FREEL. I—H—DTIERXTBTRI MY T 7TV r—3>
DRA+T7ZEBELET, StoreFronti&D. TRI MY IR 7 FUT—2aoAQEILITH—EXTIER
ZA—H—IlRETS (T4 —TSA X7V r—>a>2 71 BRI LENET, oo 2—H—07
TVTF—=23>yoUYITRoVTay, da—brhy R BLUZOMOT—2ZBILET, CTHICED.
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IA—H—DEEOTNA ABMT—ELOHB1RFZTRDLSICHD 79, StoreFront & Secure Private
Access DHEEICDOVWTEH L < Id. TStoreFronty Z8BLTLZE L,

+ NetScaler ' — = = r: -NetScaler Gateway 1&. BED T 717 I +—ILENLIEE—DRERT
JERARA Y L EEHEL FT, NetScaler Gateway & Secure Private Access D#&ICDWTEEL <
I&. TNetScalerGateways #8RBL T T W,

+ Director: (+ 7> 3>) Director 2 RT3 . RHBN T+ —IXVADBRE S TN a—Fo>d
HIETEEIC AR D £ 9, Director % Secure Private Access £ #& 9 % ICid. Secure Private Access ICE R
TZHENDH S Director f—/N—D FQDN D IP 7 RL XZNATZHEHLH D £, Director & Secure
Private Access D#&ICDWTEEL < k. TDirector & @ Secure Private Access O#ia1 #8BL T
T,

e SALEVRY—N— SV AP —N—FFMERT—2%ZINELTRELET, STV —N—-k
Secure Private Access DS DEMICDOWVWTIE, TZ 1> 2 —/N—¥ Secure Private Access D441
ZBRBRLTIETW,

« Web Studio: Citrix Secure Private Access i& Web Studio 3>V —JLIZEEINTWS . I—H—
l& Web Studio h5 % —ERICO—LLRICT IR TEET, Web Studio £ ® Secure Private Access
DHEEITOVTEEL < IE. TWeb Studio @ Secure Private Access O#ia) #BBLTLLETL,

e

Director e 1t > X —/\—IlF. U 1)—X 2402 H5 Secure Private Access ICHEETNTWVWET,

NetScaler Gateway

October 21,2024
B5E:

NsnTE#BEAT3E1IC. NetScaler 2+ v 7> 3w hEER T SH . NetScaler BHizRETZ %
FEgHLEI,

1. https://www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/Shell-Script-for-
Gateway-Configuration.htmlh522 U 724U >O0—-RLET,
# LW NetScaler Gateway %#{Ef 9 3 ICid. ns_gateway_secure_access.sh #ERL £,
Btz NetScaler Gateway #F# 9 3 ICi&. ns_gateway_secure_access_update.sh =R L £9.

2. 50XV )T % NetScaler v >ic7y7O—RL&Ed, WinSCP 77U £7id SCPavT > K
EERATIEY, L ZE *scp ns_gateway_secure_access.sh nsroot@nsalfa.
fabrikam.local:/var/tmp*Td,

= ¥ z ¥, *scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.
local:/var/tmpx*
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o —BF—2%RET SICIE. NetScaler o var/tmp 74 WA —%EBTZ e HE8DLET,

e 77D LFITRTHRESNTVWE L ZHABL T T W, FreeBSD (& CRLF ZH7R— kL TWE
Ao

« —bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh*M: bad
interpretation: No such file or directoryr\W>IS—NERINZBEIL
ARDPELL BV EEKL £9, Notepad+t+ BEDV wF THEI N IF s 2—%FEABLTAYY
ThETQMTEET,

1. NetScaler iZ SSH T#4iL. > T)LICTIDE X %9 (NetScaler CLI T Tshells EAALET).

2. 7w 7O—RLIERIV I ERITAIBEICLE T, CNETSICIE. chmod XY REFHL T,
chmod +x /var/tmp/ns_gateway_secure_access.sh

3. 7v7O—RLIRIY T % NetScaler > L TERITLET,

ateway_secure_acc sh
ver name (defaul reAccess_Gateway): spaonprem

Plugin I
Plugin F

et

e name: authnprof
ificate name: ns32205

tcp_udp_apps from @ to
p_udp_apps from 0 to
tcp_udp_apps from @ to
sting TCP/UDP Apptype ys ns_vpn_enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.
EI-iay creation scru

ateway_secure_access_output

4. BEBNFA—ZZNSILET, NIX—FZDOUZMIDOVWTIR. THIHERMG 28RL TS,
REE7O7 71 )L SSLERREDH A IE. NetScaler EDOBEED) Y —XADRHEIEET IHENHD £,

B NetScaler <> R (F7 )L k& var/tmp/ns_gateway_secure_access) #&LHLWI 71l
hERINET,

=z
ARG

Z221) 7 DETHIC. NetScaler & Secure Private Access 75714 VO EBMERF T v IINE T,
NetScaler #* Secure Private Access 75571 V& HR— bk LTWBIFE. XU U T MICED. NetScaler
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DHBED, VY —ZAADT I EZABGIRINTVWBREEICAY— 7 IR 2T DEEDRECHLWERAR
—IANDVAA LT Y R—FTBE3ICHBDET, AVN—F ZTOFHMAICOVTIE. TRAX—F 7UER

BUDYR—b1 2BRL TSIV,

/nsconfig/rc.netscaler 7 7 1 JLICIRF 3% Secure Private Access 755 VifgEIC & D, NetScaler

DBEFHRDAMROCNTELRT,

! [NetScaler # m 2](/en-us/citrix-secure-private-access/media/spaop-

configure-netscaler2.png)

1. NetScaler CLIIcHID & X T, Ny F AX Y REFEALT. HILLWI 7riLh5EM I Nz NetScaler O«

VRERTLET, XL
batch -fileName /var/tmp/ns_gateway_secure_access -outfile

/var/tmp/ns_gateway_secure_access_output

NetScaler IZ7 71 LA SDATY RE 1 DFDORFTLET, IVY RHIKBLIIEEIE. AOOATV R %E

HATLE T,

Y —ZBEETBHE. EREFIE6 TAALIENSIX—20 1 DHELLAWMESE. OV FREKT S

AIRER B D E T,
2. INTOOAX Y RPERICET LI zBABLET,

AR

IS—HAELELRIEETH. NetScaler i30TV RERERITL. UV —REZOMICIER/EFH/ /N1 >R

LET. LIED>T NIX=FD 1 DHELLBVWEDICFHLBVWIS —DRELLIGEIE. RUD SR

EZPODEILZH#HOLET,

BEFEDER % A L T NetScaler Gateway Tt+27 7514 R—+ 7O XZHEHT S

Et77 D NetScaler Gateway TRV U P+ %#FEAL T, X2 7 F5AR—h TFIOEREYR—bTZHTE

E¥, IeiZle RV TFTRRDOHDIIEHINEE A

o EE7FD NetScaler Gateway {4845 —/\—
+ NetScaler Gateway I\ Y RS nfBEFEOLYy > a>T7ooavetysayR) o —

ETAICEINY RERRBL. Y— b Iz BRONY I 7y TEERL TSIV,

NetScaler Gateway 781 —/N\—DHRE

BEZ D NetScaler Gateway R#8H —/N\N—ZBIMEX IEEHMT2HEIE. RONFA—EABERINTMEICETE

TWBZ e ZBRL TSI,

AT —/N—DIEM:

Th
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o tcp 707 71 JLA&: nstcp_default_XA_XD_profile
o« 7704 X &7 ICA_STOREFRONT (add vpn vserver XY R TOHEMTTAE)
e iCaDH: F 7T

REF—N—ZEHLET,

o tcp 707 71 JLA: nstcp_default_XA_XD_profile
s icaDFH AT

3
RAEH —/N—%BINY ICiF:

add vpn vserver _SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF

RET—N—Z BT B
set vpn vserver _SecureAccess_Gateway -icaOnly OFF

RAEY —N—D/INT XA —FDFEMZ DV TIE. vpn-sessionActionZBBB LTI L,

NetScaler Gateway zv>3>7o> 3>

tyiarroiavid. tviay RUS—2 {5 — bz A REBY—N—ICNAVFEhES, vz
TOaVEERTBLEEIE. RDNFTA—EDNERENIMEICRESNTVS I ZRABLET,

« BRAVE—C TV AT

o SSO: #>

« ssoCredential: 75r1<V

« MIP 7%={EM: NS

o« ITP %=f{EMA: 47

« icaProxy: #7

o wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - 2o X
E7DURLICBEHMZET, XT7ADNR /Citrix/MyStoreWeb g2 3>T9,

« USA T DEIR: AT

« ntDomain: mydomain.com - SSO IZfEf (# 7> 3 )

e TTAINKNRIET V3> &FA

« authorizationGroup: SecureAccessGroup (CDFIL—THMERINTVWS 2R L TS
W TDFIL—FI%. Secure Private Access BFEDAERBRU S —% N1V RT3 DICFERINET)

e UZA4F7 > LAVPNE—R: ¥

« U547 FLZRE—RURL TyO—F7 > EBHN
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s tXaTITTTURX BN
« Storefronturl: "https://storefront.mydomain.com"
+ sfGatewayAuthType: KXT1>

1
Ty a>TIOI 3 REMT BICIE:
add vpn sessionAction AC_OS_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy
OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF —-ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode
ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -

storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType
domain

tya>TFoOIIOEEHRTBICIE

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

For details on session action parameters, see <https://developer-docs
.netscaler.com/en-us/adc-command-reference-int/13-1/vpn/vpn-
sessionaction>.

Secure Private Access 754« > % VPN RS —N—ICNTYRLET,

bind vpn vserver spaonprem -appController "https://spa.example.corp"

ICA 77 e DE#

Secure Private Access 755« & HR— b33 OICIER £ 7 IdE#H S iz NetScaler Gateway . ICA 7
TUDFBEERBICHERTI T, ZDIFA. Secure Ticket Authority (STA) ##m L. Z11% NetScaler
Gateway ICN1 Y RTZBELAHD £9, i+ STA B —/N—I£@H. Citrix Virtual Apps and Desktops DDC &
HO—ETI,

I OWTIE. RO R I ZBEBLTLEIL,

» NetScaler Gateway To Secure Ticket Authority D5
« FAQ: Citrix Secure Gateway/NetScaler Gateway 27 F4 v MRIER
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AR— PO RRZTDHR—k
RON— 3> Tl NetScaler Gateway IF2 7 #HEBMICEELET. AN—F 7O 2T 2BEBT30
I —boxa A=INY Y FRLRAEFERTIHEIEHD FEA.

» 13.1-48.47 LAp%
o 14.1~4.42 LPE

ZAY— b 71X 2471%. Secure Private Access 75540 VEBRDAY A — LTBIMINEF T,

Zh 5@ NetScaler N\—2 3 > T OHEEXEM/EHICT BICIE. Rl ns_vpn_enable_spa_onprem
F7zld ns_vpn_disable_spa_onprem #ERAL £,

o OV R (FreeBSD > T JL) THIDEZ B W TEXT:
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

o DAYV R (FreeBSD & x)L) #£TL T, HTTP J—IL 7 LD SecureBrowse 517> b £—
REBHICLET,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

s TUOLRDPEEEINIIHEIC TTIERFR) R=SADQULFAL T L Z2BHICLET,

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_d

¢« CDN TRZRFEINTWS TP ERIR] R—2ZFEALET,

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

o EHICTBICIF. ALAVY R EBEXRTLET,
o MWD F DI THhEIERT BICIE. nsconmsg ARV REERITLET,

+ NetScaler Gateway TRY—hk 7O X 20 %M T 303, TOVTF X~ 270N #B8RBLTLE

L

NetScaler T Secure Private Access 754 1 VOB EZFRIEFTS

NetScaler T Secure Private Access 75741 Y DRBREZFRIFTB3ICIE. XOFIEERTLET,

1. 7741 /nsconfig/rc.netscaler #1ER E7=I3EFH L £ 95
2. 7SROV RZEMLE Y,

nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem
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nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_c

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

3. 771N ERELEY,

NetScaler #Fi#2813 % . Secure Private Access 7541 VDB EHNEEMISERAINE T,

EER DFIREIR

+ BEZD NetScaler Gateway 3R 7 ) 7+ ERALTEHRTETE TN 1 DOX I U T TREAN—TEARL
NetScaler BRI ELICEE T SEHEMEL H D £7,

+ NetScaler Gateway TiZ ICA 7OF > % FH LBV TL 723, NetScaler Gateway BRI TV
Sa. COOWEEITEMICHRD £,

o« U5 RICEBEINT NetScaler 2 AT 3HBE81E. ®y b T—2ICVWKOHDEEEZMZ ZHRELH D *
T, T ZIE. HEDHR— LT NetScaler efthp IV R—% > FEDEEEHFATLF I,

+ NetScaler Gateway T SSO Z B #IC T 3B &k, NetScaler " 7S A R—rIP7RLXEFALT
StoreFront ¥3EET 3 #MEBL TSI W, StoreFront 75/ R— K~ IP 7RL2%EFHALT. HiLL
StoreFront DNS L J— K% NetScaler ICiBINT 2 HELHZIFELHD £9,

NTVwoF— O TAAE.R 7y O0—-R$3
INT U wo F— ka1 h Secure Private Access YO UM 57 oA TER VBRI, NTVv I 4y —bhoxA
iFEAZ % Secure Private Access T—2R—XIZT7 v FO— R T B3HERHD T,
NIV H— I xAHRAEEZ 7y TO—RT3ICIE. ROFIEERITLET,
1. BEEERT PowerShell £7i3a<v> R 7O 7k 90 Y RU%ZEAS £,

2. ¥4 L2 k% SecurePrivate Access 1 > X k=L 7 # JLZ —DTFT D Admin\AdminConfigTool 7 = JL
HA—IZEBL 7 (f: cd “C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”

)
3. ROATY RERITLET:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>
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AVTFRANETDHERE

August 26, 2024

Secure Private Access 7571 d. TNARATSY R T4—L% 0S, 1Y R=ILTNTVWBY T T 7,
MBBERAEYOI—F—ty a>IYTHEIMIEIVWT, Web 74k SaaS 7 7Ur—>ayA0IdYTx R
F70t2R (RR—bT7O1ER) #RELE T,

BEZIFAVTFI N IRAZTOERGET I ERR) O —IZBINTE £9, Secure Private Access 7541 >n 1
VFERMETG BN -0ty 3 VICER IS NetScaler Gateway RUS— (v 3>, &
BisR:E. EPA) O&BITY,

Secure Private Access 754 1 vid. ARN— b7 o425 #AvE— (FHLLWOS YY) £ LTEITEB D\,
Gateway ICO—INY I FTBETRITMB I ENTIET, FHBICOVWTIE. TRY— M7 EX4%T1 288RL
TLEET L,

=N
Secure Private Access 754 1 >I&. NetScaler Gateway THERTE 305> v o4 — U o1 BrIR:E
RIS —DHEHR—ELET,

GUI ZEARLTHREZLR T ZRET S

AVTHFRIEITDREICIE. UTOREDBFIENEENE T,

1. 932905 — DA EFRER) S —DRE
2. ROBFFER) > — %S — bV {REBY—N—IINT1VRTS

ISy — U T A BRIFRER Y S —DRE

1. [NetScaler Gateway] > [RU>—] > [FE#iRE] (&L, [BMN] 20U v oL FT,

2. BREORUS—ZBRT BN RUS—0BFIZEBMLET, CORVI—BIEARZLZTEL LTERAS
nEd,

3.TUOITRb 723>y T MBI #20)w o LTT7ooarvEERLES, COT7 I avidEHORY
O—THHRBRTEET, il $370>a>zFRALTT7I7ERZHFAL. AOF7o>avaEFERLT
TOVXZEETEET,
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MName*

win10_profile

Action*

ALLOW

Processes to be cancelled

Files to be deleted

Default EPA Group

spaocpdev

Create Preauthentication Profile

O]

4. AT« —ILRICERZANDL. TEBL 20y I LET,

5. [R]IC. XEFHTANTZD RITr22EAL TR —OREER L F T

Dashboard Configuration Reporting Documentation Downloads

F Create Preauthentication Policy

Name*

Windows10 0]

Request Action®

Expression *

Select N Select N Select e

CLIENT.OS(win10).HOTFIX == EXISTS

ROEIE. Windows 100S #F v I F3dICERINY > TILKERLTWE T,
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. [fER] 20w o LET,
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Hhx42 L4524 % NetScaler Gateway (/X1 R$ 3

1. TNetScaler Gateway, > M8 —/N\—) ICBEHL £7,
2. BERIEER) S —ENA Y RTRREY—N—%BIRL. [BE]|ZIVvILET,
B.TRUS—) 023> T I+ 200w I LTRSS —EZNIVRLET,

4. RS —DER) THARHERY > —2#RL. 21 TDER) T MER) Z2BRLE TS

Choose Type

Policies

Choose Policy*

Preauthentication R

Choose Type*

Request e

<

5 RUI—RBER) S —HEDBEEZERLE I,

6. [Bind] ZoU v L&Ed,
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Choose Type

Policies

Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*

Windows10 > Add O
» More
Binding Details

Priority*

100

(- 1=

CLIZERLTHRELE T ZRET S

NetScaler CLI ©hp A< > RERTL T, FBAERIIAR) S —ZERLTNI Y RLETD,
5

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

WLLWIAYTFI bR TDENM

1. Secure Private Access BIBO>VY — L2, [7IOERRUS—) 20Uy I LET,

2. FHLLWRU S —%ZERT 2D BEEORUS—ZBRLES,

3. MROFHDBIINTVBHE £I2 32T, IEH#EZEM 22Uy oL TAVTFREET L TIRT
IC—30 Z&RL. AYTFXMEJE (FlWindows10) #EANALET,

SBREFa XAV b

s VTV =2 3 DT ERRI—2RELET,
¢ AN—hT7IVERBZTDHR—,
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StoreFront

August 26, 2024

Secure Private Access #* StoreFront ¥ #£7F L TW 31545, StoreFront @ Secure Private Access #mi&#1[E]
Ty b Ty I I - RTEBNICITONES,

7=72 L. Secure Private Access % StoreFront t EEITHTLWAWEEIE. BHEDEBREEXFH TITS>HELD
hxEd,

StoreFront ZFETIBR T 3ICIE. ROFIEZRITLE T,

1. Secure Private Access B>V —IL ([RE] > [#&]) »S5XV ) FhELEY>O-RLET,
2. BRETEITIHNENLNH D StoreFront T MJICHIETBZ RV DA >O—RE20Uw o LET,

AovO—REInfozip 77 1ILICIE. BRIV T+ README 771 )L. B&UVEBRIV—>T v TR
JUTEBREENTVWET, 2U—>F7 v FRU1)F & StoreFront & Secure Private Access D #:
ExHIRTIHEICFERATIEY,

3. Roax > REEAL T, PowerShell 64 EY b1 > X2V ADBEBEL LTRIV T+ ERITLET,
./ConfigureStorefront.psl.

o MDNTAXA—ZRIIBEHD £ A

o StoreFront 22 ) 7 +%R179 3ICIE. PowerShell 27U 7 +RIFRU > —% [HIRARL] ik
[INANR] ICRETBREDHD FT,

« StoreFrontreFront #2 S X2 - LTHERINTWVWBIHEE. COXIUTMIEIERZ D
StoreFront H—N\—ICHEEL £7,

StoreFront % Secure Private Access s2E TH#m 9% &. Secure Private Access 754 > D& H* Store-
Front &2 Ul (Delivery Controller 0&B&EH) ICRTINE T,

Citrix Virtual Apps and Desktops Delivery Controller TRIL 77 V4 —> 3 Y I —TREDNERINTWS
&&. StoreFront X4 1) 7 k& Secure Private Access 77 U4 —> a>d I —TREZ BEINICER L £,
FTITHILETIH. SOV T REITANTHOI—H—IC Secure Private Access #8BEL T (2A—HF—<wvEY
JERINFHALTITIVF =3V DRERE > BEEFH) o

HE:

+ Secure Private Access B Ul 54~ > O— K L7 StoreFront 22 U 7~z {EA L T. Secure
Private Access EAIC StoreFront 1 d5 Zc =H8®H L £9, StoreFront 1 Ul 15 Secure
Private Access Z#BR L7aWTL 723 W, Ul IZIF StoreFront THRERERA IR TEENTULARLE
DHTTo BERBRREZINTRTITBICIE. RV T MEZRITTIRENHD £,

« 1 D Secure Private Access #1 k%, #%® StoreFront BB (& L StoStoreFront LD X
k7 £7z1351D StoreFront BEHIRIE) THEM T2 dHTEFET,
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StoreFront (3. [RE] > iG] R—UHSEMTE T,

» Secure Private Access »* StoreFront £ #£%F L TW335&TH. StoreStoreFront @ BENIERLIE [3%
E]> [#E] R—J TIFHKEEL £ A. BENBRIZ. ¥Rt Y b7 v TEICOATHNE T, RER—IH
SHLWR M 7HEBREEBINT %84 . StoreFront X2 U 7 &4 > O0— R LTS3 StoreFront

ROVTRITTEIHEDBDET,

StoreFront N\—> 3> 2.308 LIEION— 3> 2 EFEHALTVWSIEES

StoreFront /X\—> 3> 2308 Laiz A L TWLW3IHE4E. StoreFront E18 Ul ICIZRDEEHDOBEELH D £9,

« Secure Private Access 754+ > &+ 7% XenMobile ¥ LT&RRINFJ,
« Secure Private Access H—/N\—® URL IZRTFINFH Ao
« Secure Private Access R— MFEIC 80 t RRINE T,

Manage Delivery Controllers - alfacqel

Edit Delivery Contraoller

Spec
‘ recor
i Display name: |5E::ure Private Access
Naj Type: ) Citrix Virtual Apps and Desktops
sfd
I . ‘ ) XenApp 6.5
. HEC

‘®) XenMobile (9.0 or lower)

Server: | |

Advanced Settings

U Cenfigure delivery controller communication timeouts and other
! advanced settings using the 'Settings’ dialog.
Cof

Stoy

Settings

]

o [

“oc e

StoreFront \—> 3> 2.3.11 LIERFERLTWVWRES

StoreFront /N\—< 3> 2311 UpETId. Web @it Citrix Workspace ¥ 5 - 7 > k& Secure Private Access
T7URFIEL A, k. Secure Private Access #* Workspace for Web 75w k7 —LT® Secure

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

44



Citrix Secure Private Access-# > 7L = X

Private Access 7 71 oiEE = HR— b L TLWEWEH T,

Director

August 26, 2024

Director % Secure Private Access L iE T2 L T, MEHNBN T+ —IYVROERE b TN a—F1 27
HETEEICZR D £9, Director % Secure Private Access L &9 3 1Ci&. Secure Private Access ICBER T B4
ENH 3 Director t—N—D FQDN D IP 7 RL XZANNTIHBELHD £9, sFAICOVTIE. TH—N—0D&5E]
ZBRLTETWL,

Director % Secure Private Access ICERT 2 ik, > TL I Z2N— 3> 2402 O BEHKREIT D Secure
Private Access D #47BERE T, Director BRI TV WEEIL. Director DRH/N—23>THS LTSR
2402 LIpgEA VA R—ILTRZRBELRHD £9, Director NI TICEBEINTWVLEHEIF. RFIN—S3>THD
LTSR 2402 LIpgICT7 v 70 L— R §2MHEHH D £9, Secure Private Access D&EIL. Director ZZ4R L AL
CRTTEEHA. HAHIRDBEICHEMLET,

« Director I Secure Private Access ICESEINTULEE Ao
o« NJiL7= Director® IP 7 KL X %713 FQDN I37ZEL £ Ao

Director # Secure Private Access ICE 8T 3 HEICDW T L < &, TStoreFront #+—/V— & NetScaler
Gateway H—N—0#&1 BLUV T4 YA —I)LEOZREDNEE] ZB8BLTILETWL,

pE

« Director &R x7/-id07 * viE. #ia Windows 85 (IWA) #HR— kL TVWEHEA, EEEHD IWA
%#{FMA L T Secure Private Access >V —)LicAd 1 > LiciBE. EEEL Director ZBRDOR:EE
WENNTEBEOKDENEFT,

« BIEEH Secure Private Access AV Y —ILIZFE#TH 1 > F > LIHBEE. TS5 DE#RIE Director
H—N—ADORIICFIATNE T, TNTHERNLAWVES. EEEISDIERONNERDOSNE T,

s Ly F Ty TORTRICEEENR® Director ZIBIMT 2 HENH 21551E. REDEE] X—Ih
5% LU Director z B8 L %9, v b 7w 71&IC Director DMz EH 7T 256, EESIILEEL
T35 DICRABRENNTIHENH D £, Director URL IPv6. SSLv3 DERETIZ. > J LY
AIFVIEHR— TN TUVEEA

Director &=2E'Y—I)L%#FEA L T Director %= Secure Private Access TRET 3

Config ™ — %% L T Director %= Secure Private Access ICRET DL IE. REERT T BDDHBERT
w 7T, 2L <IE. TDirector & @ Secure Private Access O#ia) ZBRL T LT,
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Director T Secure Private Access D1—H—t v 3> DORR

Director Tix. Secure Private Access D1—H—t v a3 ERRFTIET, FHICOVTIK, M1—HF—-TrD
Secure Private Access v a > &R #B8BLTLETL,

ZA1E XY —/N—

August 26, 2024

Secure Private Access 73571 >DSA Y X —N—ld. SV AT —2OINE L IBICHERMAED VR—
FYETT. FAEYRY—N—I& ¥Ht Y k7w FEIC Secure Private Access ICERTEH e dH, Ty 7
W IORTRICERFTLEERIZLHTIET, 512X —/\—% Secure Private Access ICE#RT 35
EICDWTEEL < IE. TStoreFront #+—/V—& NetScaler Gateway 4+ —N\—D#&1 LV T4V ~—/LED
BREDEE] 2BRLTIZTL,

Secure Private Access 251V A —N—IlBG5 T BICIE. STV RY—N—0DO URL #IEETEIHEHLHD
9, Secure Private Access 7571 >, BENICS T2 I —N—ICERINET,

A

o 1t 2% —/N\—IZ Secure Private Access 7551 > &FERTBICIE. SV I —N—Z 04
<% 1 oo Citrix Virtual Apps and Desktops 7O0—H—5 1> X&EA VA =)L ZREHLH
bFd,

 Secure Private Access 7501 >D 51> XY —/N—ld. N—=I3> 11.17.2 EJL K 45000 LARE
THR—FINTWVET, FAEV R —N—ZFTTICEHFLEDFEIF. Z1EXF—N—2N—-T3
> 11172 EJL R 45000 UEDN—=2 3 U7y FIL—RTBIHELRHD 9,

SAE A —N—DOFHBICOWVWTIE, 702 —/N—) ZBBLTIIEIL,

Web Studio

August 26, 2024

Citrix Secure Private Access  Web Studio a> vV —JLiZ&EE TN TWB . 21— —I3 Web Studio Z74 L
TH—ERICO—LLRICTIVEATEEY,

Web Studio N\— 3> 2308 L% 1 VR =L BRENHD £7,

Web Studio #i&zHBMICTBICIE. ROFIEZRTLET:
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1. Citrix Web Studio 1. Citrix Virtual Apps and Desktops 1 ¥ X b—S—F#I3#Ha DDC 1> X b—5
—EFHALTIYZAM=ILLET,

2. BELOERICEVN. 1Y b—ILEZRTLET, AV FO-F7RFLAOANAZRDSNS. OV ~O—
S7RLZR2LTDDCFQDN ZAAL XY,

3. 1Y b= L7=5. C:\Program Files\ Citrix\ Web Studio\ Site\ studio\ assets\ json 7 = JL
A—IC#BB L. spa-config.json 7 7 1 ILORBEEZEL T,

Web Studio @1 > X b= JLIZF 7 # )L RSN OBEIMER S Nz E1d. C:\Program Files\ Citrix o5
THILEDA YA M=ILEREELWGRICEZSRR TSIV,

Ef' Ch\Program Files\Citrix\Web Studic!Site\studio’assets\json\spa-cenfig.json - Notepad++ [Administrator]
File Edit Search View Enceding Language Settings Tools Macre Run  Plugins  Window 7
I = ¢ [ = b N = == =
o = oelg]|ﬂo[|_l |q::’.J |Eﬁ :&|‘%0| | 4 e..-—LJuu@-_u‘|@ (0
[&=] spa-config,json r:il
1 =k
2 "name": "Secure Priwvate Accesa",
= "namespace™: "/zpa”,
4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",
5 = "eonfigsT: {
& "preload"™: false,
7 "expandLeftNav": false,
8 "globalStyles": false,
g "cacheStyle™: truoe,
"stylelzolation™: false?
11 - Fa
12 = "props": {
13 I "cdnUrl™: "https:/ /e —-— .local:4443/accessSecurity/ui/",
4 "namespace™: "Sfocitrir/studio/spa”,
= |:—:| "backendServicelUrls": {
16 I "gatewayCorefpi™: "https:// i - - local:4443"

1. TSPAServery % Secure Private Access 7541 >® FQDN ICEZ#x T 72T Ly,

. Web Studio icoz 1> L%,

. ERlOFES—> 3> X = a2 —T [ **Secure Private Access ** 1 # 2 ) v o L T. Web Studio 5
Secure Private Access BBV Y —)LICT7 VLR L T,

w N

HTTP/HTTPS 7 U/ r—> 3 > ORE

August 26, 2024

Secure Private Access ZRREL 5. BEBOAVY —IADSTIVETIERRY S —%2RETEIET,
1. BEIOYY LT 7V r—>3>) #0U0v o L& T,
2. [77UoEM 20Uy I LET,

3. VTN EETBHMEERLET,
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o HHRARY RT=ISDINBT TV T—-a VA
s HARY FT—OORET TV -3 VA

4. [77VOHMB] LU a VICROFHEBENAL. [AN] =27 UvILET,

Add an app bt

To add an app, complete the steps below

~  App Details

Where is the application located? ™
Outside my corporate network

-@J Inside my corporate network

App type ™ App icon

‘ HTTP/HTTPS v ‘

Change icon Use default icon

App name ©

| } ‘ |:| Do not display application icon in Workspace app
google-translate

|:| Add application to favorites in Workspace app
App description

£
App category &
| Ex.: Category\SubCategory\SubCategory ‘
URL™ App Connectivity® &
‘ https://translate google co.in ‘ Internal
Related Domains * App Connectivity " @
| *.googleZ com ‘ Internal N

6 Add another related domain

n Carcel

s PTIVE-TTUT—2a>DEH

s 77UDHPRA-T T OBEELHA, COHAIF. T IR—RDA—H—IZRRINES, TTUT
—>ayOF—7—R%Z7+—<v FKEYWORDS: <keyword_name>TAAT3rHTIZE
To F—T—RZFERLTTZFVT—23>%2T74 V2V I TEET, HAICOVWTIE TEEATV
B53F—T—FRICEBVY—RDT 1 L2121 #ZBRLTLIIETL,

o 77UATIAV -ART 37 7 H Citrix Workspace Ul ICRRTNBHENHZ ATV IThT
JUR EZYT3B8) 2BMLET. 77U TeiCHLVWATIURBIMNT 5H. Citrix Workspace
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Ul hSBEOATIVEFERTEET, Web 77U E/ESaaS 77V DATF IV RIEET . £
D7 7% Workspace Ul OFED AT IV D FICRRINE T,

- AFIVU/MTATFIVREBENRETRET. BEEERT7IUILICHLLWATIVZEBMTE
7,

- AFIV/BTATFIVREN YIRS Y aTRYIZBENR DD T, 1 2iE. TEPRRAE
EM\IVSZ7U201 BETT, Flow ZOT7 14— L REAXFUINFRXBINFE T, EIE
B ELWATIVUZERL TWE 2RI IHENHD £9, Citrix Workspace Ul ©
Zaic [7F7UATIV] Zo=)LRIZAASNIATIVEDP—HRLABWVWES. £0AT7IVIE
MLWAFTIVELTERRINET,

feeZid TEDSRRCEEN) A7dU%E (77U ATI)) 74—I)LRIC TEDRRCEEN]
ELTERo>TANTRL., TESRReEEM AF7J Iz T, Citrix Workspace Ul iZ TE
TRACEEM CWHSEROHLWATFIUARRINET,

o PAYUTFAAV—[FAAVDEE| # IV ILT. PFIT7AAV%EBELET, 7V T7AI)
DY X3 128x128 P/ ILTHITIIZE ST, Ico ERDAPHR— TN TVWET, 7AIVEDT
BELARWES. T7HILMOT7AAVDRFEINE T,

s PV =23 1—HF—IIRTLABV-I—F—ICT7 TV ZERTLECABWMERIF. COF T3>y
ZEIRLTLET L,

« URL—77Us—>3>d URL,

e EERXAAMV—EERXIVIE. 7TV —23 > URLICEDWTEFAANIKAE T, EEEIZ. BEE
FTAREBREAA VETIIIEIR AV EISICEBMTEEY,
F:

- PTUDOBEEBERXAVHROT TUDEERXAM VY EEELTVWARVWI BB LET,
DEIBFEIF. TIRTOTTUDSEERXA VEHIBRL. CORXTUEFERLTHLL
TTVRERLTHSE, PTOCVRR)—TEFNICIGLTT7I7ERZRELTLETI L, D
7 71) % StoreFront ICRIRI B HDIERRFICTZh R T B HTIFEY, StoreFront
TT7TVZIERRICTRICIE [T TVORBERICI—F—IZT7 TV r—> 3 >zRmRn LAV
F7oarvEFEBRLED,

- EKIC. 2E7 7D URLEZROT7 FUDEER X 1> LTEMLTIEARD £H A,
- FHHICOWVWTIE. Web & U SaaS 77U —o a VBBOARI NS0 F7 4 R #58

LTLiEa v,

s TV —2avEBRICADICEBNICEM-C0F TS a>zo )y odd. COTTUN
Citrix Workspace 77U DB RICAD T TV LTEMENET, COF TS aVEBEIRTBZ L.
Citrix Workspace 77U 077U OE EBICEREDQHVWEED 7 AVHRRTINE T,

- A—H—IZBRICAD D5 OHIBRE R —7 71U FIBEN Citrix Workspace 77U OB RICAD
FIIVIVRIMDS T T ERBRTEBLS5ICTBICIF. CDOFT>a>zIoUvILFET,
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ZOATTavERIRT B . Citrix Workspace 7 7 OELBICHEBDED 7 AVHRTS
n¥xd,

- A—H—IZBRICADDSDHIBFZHFALAVW—CDF T3>z o v oT5L. FIAED
Citrix Workspace 77U DERICAD T FTU VR S T7 T RBBRTE < AD £T,

Secure Private Access >V YV =I5 ERICADE LTIY—I N7 U EHIRT 356, TN
5@ 7 71 & Citrix Workspace D& KICAD U X 5 FETHIBRT 2B BN H D £9, Secure
Private Access A> V=I5 7 FU%EHIBBRLTH. 7SIk StoreFront 5 BFMICHIBRI N E
Ao

o 77U -Web 77U 015413 [ AE]. SaaS 77 BE [MF] #BIRLE T,
5. [®RE] 20V oL, [RT]ZIUYILET,

[BE]>[7 TV —2 a3y RAA Y] TRESNTVBIRTOTZ FUTr—oa Yy RAAVERTCIET, SHAAIC
DWVWTIE T YR b= )LEDEREDNEIR] #BBLTLIEET L,

RDFIE

TIVT=23> 0T IEARI S —ZRELET

TIVT—=23 DT IERR) S —ZERT B

October 21,2024

TOERRARIO—FRATRIE, I—H—FEA—F— JIL—FICEDVWTTTUANDT I/ E X ZBME 13 ED
ICTEET, I5IC. EFaUTAHIREEMTZ LT, 7TUAOHIRGEF 7o (HTTP/HTTPS) =H%hIC
ITBIELHBTEFT,

1. BBOVY—-ILT. [72R RIS %#IVvILET,

2. [RUS—ffp] #0U v o L&D,
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Policy configuration

Create Access Policy

Create a policy to enforce application access rules based on a user’s context.

Policy name and applications

Policy name

msn-pol

Applications

msn @ Q

Conditions

User conditions

Matches any of 4 spablrl.com N ‘ spablri.com\Administrator @ N/

®| Add condition

Actions

() Allow access
@ Allow access with restrictions

() Deny access

Access Restrictions (0)

@ Add restrictions

(") Enable policy on save

Save ( cancel )

3. a) TRUS—F) o, RUL—DRHEANDLET,

4, FFVir—23> T 7R RV —%2BRATZI T TUEERLET,

5, 3—H%—&E&-77) 7O REHFAFLIFETIZIBRENHZFHG eI —FHiEaA—H— JIL—T%E&
RLET,

s DVTNMC—E: T —ILRICURFINTVBZHOVWTNMI—RIT B 1Y —FETIL—7
DHMNTIERZHFATINET,

s WFNICH—HLELEA: 7 —ILRICURRINATWVWBRI—HF—FFTIIL—TEZRITRTO—
H—FFIIN—FICT O ADEFATINET,

6. AVTHRIAM ZTICEDVTRHOEHEZEMT BICIE. [FHEOEM] 2oV v I LET, CNE50FTE
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NetScaler Gateway M 5ik4EL7ZHDTT,
7. 703> T FHHAICEDOVWTT IVICERTIHNENHIRDT7 I a>OVWThhzBRL £7,
s PURREHETS

s FIRNSTT I EREHFATS
s PULEREER

FIRMEI T I RZHAT22BRLIGEIE. GIRZEMZIU vy I LTHRZERT ZHBELHD XY,
ZHPROFMICOVTIE, FIAERAZT 7 XFIRZSBL TSI L,

HPRZEBIRL T, [ET] 2TV vILET,

=z

PEF=H
To avEIRMETOEREHAT TS (& TCP/UDP 7 Z7UICIXBRAINEE Ao

'[7 2 2 24 BR](/en-us/citrix-secure-private-access/media/secure-
private-access-multirule-access-restrictions-onprem.png)

1L RERICRUS—Z2BMICTZZBIRLET, COF T2 aVEBRLAVES. RUS—RBIEREINB T
T 7V r—oaviCBBRASNERA. £3. ML Ay FEFERLT, [TI/EIA RV —]R=D
PERVS—ZEBMITBIIEDHTEET,

TR —DBEIEN
TR RIS —PERTNBE. TTAILETT IR RS —ICBEBSHEDYTENET, 7IEX R
O—DHR—LR—STEBEIEUERETIEY,

EORVEBEERRLEBEENGL. RUICGTHEINE T, CORULY—DHERINLEZFHIC—BRLEBEWVEEIF. B
FIEUESHMEVRDRY S —HFHAEINE T,

BEEFNOLET7AAVEFERAL TR —ZETFICBETZI LT, BEIEUZEBETEEY,

RDFI|E

e U547k <Py (Windows & macOS) i SHERERIEL £7
« TCP/UDP 7 7 U ® 38 4&. Citrix Secure Access V7 S 47> bicOd 14> L T 95047V
(Windows & & T macOS) » S ERIEL £9,

B> FIVIB R D IREE
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TORRGIRAT T a

October 21,2024

Yo AVRIBRNEITIOELRAEZHATEEHENTHL. BEHICHLTEF 2T HIRZERTERT, 50t

Fa) T HRIZS AT LRATERAERINTUVEY,

TEEEA

EEEIMOEAEHOEZEBELLDEMLEDTSZ X

Add/edit restrictions

0 selected

Access Settings

v

Clipboard

v

Copy

hvs

Download restriction by file type

~

Downloads

L

Insecure content

\/

Keylogging protection

v

Microphone

N

Notifications

Paste

N

~

Personal data masking

L

Popups

\/

Printer management

v

Printing

v

Screen capture

Upload restriction by file type

N

~

Uploads

@ Watermark

L

\/

Webcam

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Disabled

Prompt every time

View selected only

X

Search

Ql

)y IHR—F

Citrix Enterprise Browser @HT7 /X9 3BE. COT7 VLR RUS—%HEHL T SaaS F7=IEmE Web 7
TUTOYIDERD/DE—/BEDHFRIEEBM/BEMICLE T, T 7 4L ME: B

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

53




Citrix Secure Private Access-# > 7L = X

aE—

Citrix Enterprise 75U BHTT7 /R $3HE. COT7 IR RUS—%FEHL T SaasS £71dA3E Web 7
TUDSDT—2OAE—ZFM/EMLET. 774/ ME B

PEF=H

e RUL—=T VU yTIR—F & IE— OEADHFIRMAEHICHE > TVWBIHEE. 71Uy FR— K OFIREN
JE— DFIR&LDHERINEFT,

s CORIRMEMICA>TWVEZTTUTr—3>VIiIc7o12R9 301 T R 21— —F Citrix
Enterprise Browser N—23> 126 LIEZER T 2HEDH D £9. Thliboigs. 7SV r—>
AVADTIEREHIRINE T,

s PZUVADIE—REZMEDHIH T Z7cDIC. BEERF EFXa1UTa JIL—THIRZERTETE I,
FICOWTIE. EFaUTa JI—TFD0 )y TR—REIBRZSRL T L,

T7AINEAFICELBE Y O— RHIR

CoRY>—%EMAL T, Citrix Enterprise Browser @HT7 /X L7z FiZ. SaaS £7I13WE Web 771
AL SHED MIME (7 70)L) 214 740 O0—R$ 31— — D B3/ EHICLE T,

PEI=H

o Ay O—R&IRICMZ T, Z70IL 21 FIC&B A >O0—REIRSBRLFBTEET,

o RUS—T IEIYO—R] & TT70IL A TICE&B AT O0—REIR) OmADFIBRIAEMICHE>T
WagE. I4o>O0—R) OFIED 770l 214 FICL3 40 >O0—-REHEIR) OFIRREDHEELIN
x93,

s COFIBMEMICAR > TWVWEZ T TV =3 Il7o2AT3IC1E. T R 2—4—I& Citrix
Enterprise Browser N\—2 3> 126 UZFER T 2HBENH D £9, TNLINOBE. 7TUIT—2>
IVADTIERIFFRINE T,

MIME 21 704 0> O0—RZEMICT BRI ROFIEZEITLET,

1. 70X RIS —%ERERFELEY . 7I7EX RIS —DEROFHEBICOVWTIE, 17782 KU —
DIER) ZBRLTILEL,

2. 7023 >7T. FIRMGESTHAIZERLES,
3. TrANEATICELBEIO—FEIRZIoVv I L. RICHEEZI )Y ILET,
4. 771U ZATRDOE T > AO— FRIRKE XR—2 T, ROVWITIAZREIRLET,

o FISEBRVWTIRTOAY IV YO—RZHFILET-TOVITEHBENHBZ T2 HIRL. HOITAR
TORA TZFALET,

o FISMERRVTIRTOA I YO—FZTOYILET-TYTO—RFTEIBZZ1 TOHEERL. D
IRTOEATZTOVILET,
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5. 774N ZATHRI I MIFEELBVGEIE. ROFIEZERTLET,

a) hRZLMIME 21 70EMEI Uy I LET,
b) MIME %2 o<, A5 JV /47 A7 30U <extension>DHERTMIME 21 FEANHL

9, fmrziE. image/pngTd,
) [7] #0UvoLFET,

MIME &1 7HI5h U R MICRTRESNE T,

IVRIA—Y—PHIRINETrrILOBEES > O0— R L&S T3 L. Citrix Enterprise Browser (Z%dD
EEXyE—VERTLET,

x
File format restricted

Your admin has restricted downloading files in this
format. Please contact your admin for assistance.

Ay>vO—R

CORY>—%ERAL T, Citrix Enterprise Browser @BHT7 7 ZX Lt FiZ. 2—H—H¥ SaaS £7=I13AZ
Web 77URDSHA TV O— R 2HEEZBM/EMICLET, 77 4L ME: B

3 =

FE

RIO—T 4o >O0—R1 ¢ 1770 214 7IC&K340>O0— KGRI OFEBDHEIPBEHRBEMICER->TWVWS
BE. 27> O0—R] OFIRN T770IL 214 FIC&B4 o0 REIE] OFBREDHEELRINET,

ZLTHVIVTIY

Citrix Enterprise Browser @B T7 7 X9 3HE&. CORU > —THERINT SaaS £7zI3WE Web 771
RAORELTHAVIYTFIYYADIY RIA—H—ILL3T7 VR 2B/ EHCLET, RETAHAVIVTF IV LI
HTTPS U > o Tld#< HTTP U > o %ERALTWeb R=I M5 203N TVWET7MILDIETY. T 74
NME: .

ZETHVWIVTYYDRTZBMICT SIS, ROFIEZRTLES,

1. 70X RIS —%ERERFELEY . 7I7ER RIS —DEROFHICOVWTIE, 17782 KU —
DIERI ZBRLTLRETEL,
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2. 7723 >T. FIRMGETHAZERLE T,
3. RETAHWIYTUYZIVYILET,
4. ®REEIUYIL. RICETZIV VI LET,

ROMIF. BRETHRVWIAYTIUVICTIVEALRE SICRRTNZBRIOHFAZRLTULET,

v - 0O
@ Simple mixed content - '3
[ intemnal | Restrictions | @) Notsecure googlesamples.github.io/web-fund _ 0 @
googlesamples.github.io X L\‘

Simp ISR ot example!

@B Certificate is valid
View page over
This page loads the [g Pop-ups and re tallowed (default) BB diest case of mixed content. When the simple-example.js 1
requested by the br( wntent and take control of the entire page. Thankfully, mos
modern browsers bl @ Cookies and site data » diay an emor in the JavaScript console. This can be seen
the page is viewed ¢
Site settings

Waiting for insecure
INSECURE SCRIPT LOADED AND RUNM

F—OF VI R:E

COT7 IR RUS—%ERHL T, Citrix Enterprise Browser @B TT7 X L Fi. £—OH—H* Saas &
lENEWeb 7 TUDSF—ZA MO— 0 %F v TF v 92 2BM/ENCLET. T7 4L ME: B

&4

Citrix Enterprise Browser #HT7 X §3HEa. CORU > —THERINT: SaasS £713WEH Web 77UR
TYAVIETI7ERATBLTICA—F—Ic7AOY T+ E2RRTSH. KALFHA. 774/ ME BRT7OV T+
ZRERLET,

IVRIA—H—id. 1T FIRPEMCAR>TWVWEZ T T r—> a3 Ic 702X 9 3ICiE. Citrix Enterprise
Browser N—2 3> 126 L= FERT2HELHD £7,

TOY T EHRRTENTICEBER A I Z2FT T BICE. ROFIEZRTLEI,
1. 70X RIS —ZERELIBRELF T, sFHICOVWTIR, 772X RUL—DER) 28RBL TS

L
2. 7023 >T, GRS THAZERLE Y,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 56


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-configure-access-policies.html

Citrix Secure Private Access-# > 7L = X

3. X400V w L. RICHEEZIIYILET,
4. R1UVDBE R—T T, BILTIVEREZHATZ2IVvILET,
5. ®REFEZIVvIL. RICETZIVYILET,

AR

s EXaATISAR—ITIEIARIS—T X177 §lIR) BBEMIE>TWVWBIHE, Citrix Enterprise
Browser iZlE T5FR]1 ORENRTINE T,

e LFXaTTIFZAR—NFIVERARIS—TH T3> BETOVT FERRTMDBERTNTVWBRHE.
Citrix Enterprise Browser [CBERA I 11 3% 5E 1. Citrix Enterprise Browser 0 &2(Z Global App
Configuration +—E X (GACS) MERINTWVEHE SMMIL>TERD FT,

« GACS MEBIhTW354. Citrix Enterprise Browser IZ GACS sREDERAINE T,

+ GACS pMER TN TLWAWES. Citrix Enterprise Browser ICI3:&E Ask AR TRIN 7,

« IR7E. Secure Private Access iZX¥1 2D 7Oy U2 HR—rLTWERA, Y1727 0OV 0T34
ENH3HEIE. GACS ZEB L TITSRENHD 7,

GACS o##Iic DWW Tk, T/ O—/NIL7 FURERY —E XIZ& % Citrix Enterprise Browser 0 &) #8BL T
<TC;

AN

Citrix Enterprise Browser M T7 X L7z Fio. TORD > —THEBI NI SaaS £7z13REE Web 7 71)
ADBN % I—F—ICBRIFRFTZC2HY/ OV T LET, T NME BRTOV b ERRLET,

COFIRMNMEMCAE>TWBR T IV r—2a>ic7o2R93I2id. T K 21— —i& Citrix Enterprise Browser
N=23> 126 UEZERTBHENHD 7,

IOV 7L TEBRHIORTE7Ov 733103 ROFIEZETLET,

1. 70X RI)—ZERELIFHBELE T, SHMICOVWTIE 1778 R >—DER] Z8RLTES
(A

T3 >T, KRS CHAIZERLE S,

BRI ZzIUwo L. RICHEEZIVYILET,

BHIRE XR—J T, BIC@NEIOvoZ2oUvILES,

REEIVYIL. RICETEVUYILET,

S"'PS*’!\’

R—Z b

Citrix Enterprise Browser @B T7 VX §3BE. COTIELIRUL—%ZFHL T, JE—Shit7—4%
SaaS 713 Web 7 7V ICEEDFIF 22 BM/EHICLET, T 7 4L MME: B,
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e RUS—=T Iy TR—F LMDMT OEADERAEMCHE>TWVBHE., Iy THR—F OFIR
P EEDHIT OFPRL D BEBEBEINE T,

s CORIBRMPEMICA>TWVWEZTTUTr—>3 > IiIc7o1229 301 TY R 21— —Z Citrix
Enterprise Browser N— 3> 126 UBEZERT 2HEDH D £9, ThbDIBE. 7TV r—>
AVANDTIEREHIRINE T,

o 7TXURDEED FIHREX D < HIEHT ZD/=DIC. BEEBIESEXaUTa JIL—THREFERATIXY,
FRICDOWTUE. EFaUTa JIL—TD0 )y THR—RFEIRZSE LTIV,

BAAT—2DIRF>Y

ZORY>—%ERAL T, Citrix Enterprise Browser #HT7 /X9 354, SaaS F7:13REE Web 77U £
DEAERETIT 3188 (Pll) OREL I RF T 2GH/EMCLET,

AR
CORIRDBBEHMICHE>TWEZ T FUr—>avil7o722$3ICiE. T K 2—4—(Z Citrix Enterprise

Browser N\—> 3> 126 LI EFERITI3HBELNHD £T, TNLINDBE. 7TV r—>a A0 T7 7R
FIRINET,

BAZRETEIZBEREHEEZRITRITBICIE. ROFIEZRITLET,

1. 7€ RIVS—%ZERFRBELE T, FMAICOVTE. T77EX R —0EmI 28RBLTES
Lo

2. 7723 >T. HIRMGESTHAZERLE Y,
3. BAT—2DIRAF>UT V)T L. RICHBEZIVYILETS,
4. BLREDIRI LD I3 EHROEEZERL. [BM]ZIUvILET,

BREZATHEREFAV I MIRTINBVBER. AXZLERIZAITZEMTIE Y, #FHICDODWVWT
3. THhRELIEHRS A TDEM Z28RBLTIET W,

5, IRFX VT2 TFTHBEIRLET,
o BEVAFT VY -HERBERETLICEL. iAWV ESICLETD,

o« MARRF VI -BEBREHBINICRLET, EETZ I3 >0HNAN-Th, EKDOEDIZE
DEFEDEY,

BRI —F VI % FRLIEGEIE. XEDOLEEFHIIKRKEDBSXFEEEIRTIVENHDET, RIID
VAIVXFE L RBDIYRAINFE 714 —ILRIZBEENNTZIHRELRHD £T,

TLEa— 74— ILRISRAF VY IHRADNRREINE T, COTLE2—IFHAREZL RIS —TIIER
TEEEA.

6. REZIVYIL. RICETZIIYILET,
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HRELERZA TZENT S

BRI TOERRIREZEBMT 58T, DRELERZ A TZEBMTEET,

BT 1 T2 HEIRT, hAZLZHERL, BMZEIUYILES,

T4 —ILRRIC. YRTTBRERE1 TORFAZNILE T,

T XFHT, BRI TOXFHENNILET,

ERRR(RE2 51 TSV)IC. hREILBEERZATOREANALET, 7cezxiE "4[0-9]{ 12
(?7:[0-91{ 3 } )?S.

5. B2BWER. FLERVNECRBEROBNFEIRITRIHEIF. YRT 1 T2RIRLES,

6. REZIVVYIL. RICETZIVYILET,

> wnh
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Personal data masking settings X

Select information type

Select... AV ‘

Custom 1

Field name

Visal ‘

Number of characters
12

Regular expression (RE2 library)
»4[0-9){12H7[0-9{3})?S

Select masking type
() Full masking
(® Partial masking

First masked characters

3

Last masked characters

3

o No preview available

|/-—-\-
[ Cancel ) Save
M A

oy
Done [ Cancel |
A v

RO, PUDBRRISNIH TN T7FUEZRLTVEY, CONICIE. PHOIIF U JICEET 3 BHDRT
TNTVET,
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(@3 [P Restrictions =@ windcave.com/support-merchant-frequently-asked-questions-testing-details (B3 Yy & O @

[ Cloud Software Group Bookmarks X

@ Windcave

Windcave eCommerce test details

Sensitive data redacted

Personally Identifiable Information has been
Search | Q masked by your admin. UP ENQUIRE SYSTEM STAT|

What credit card should we be testing with?

Only pre-approved 'test card' numbers provided by Windcave can be used for testing, within test environments. We recommend using the test card *++= 1111 1111
+++« for Visa, *=+* 1111 1111 ++ for MasterCard, 3711 1111 1111 114 for Amex, and 3600 0000 0000 08 for Diners.

Ry F7v>S

Citrix Enterprise Browser ZHT7 X L7z Fio. TORD > —THEBI N SaaS £713REE Web 77 1)
RDORY FT7 v ITORTEENEMCLET, TI7HILETIE. Web R=SHDRY 77w FIFEMICHR>TVE
o TIFIWNE Ry TIT7yTEEICTOVYILET,

CORIRDBBEMCHR>TWBR T TV —2a VIl 7o+ 29 3IC1E. T K 2—1—i3 Citrix Enterprise Browser
N—=23> 126 LEEFERTI2HRERHD £,

Ry TT7vTORTZBMICTBICIE. ROFIEZETLET,

1. 7OCR RS —REREFFLIIBELE T, sHAICOVWTIE (702X RS-0y 28BL TS
(A

T3 >T, FIRMAE TEHAIZERLE S,

Ry FT7vT w2V L. RICEEEZV )T LET,

RYTTFYTHRER—TT. Ry Ty T2 EBICHFAIT2E27Vv I LET,

REEIUYIL. RICETZI )Y ILETD,

ok w b

ENfl
ZORY>—%ERAL T, Citrix Enterprise Browser #HT7 7z ALt Fic. BRI Nz SaasS F£7zI13AE
Web 7 Z7UH 50T —2DENRIZHEM/EHICLET. T 741 ME: Bl

EMRIBIRABHICHE>TWBR T I =235 IV R A—H—RAVFIUVEERILESETBE. ROXvE
—JHRRTNET,

Printing has been restricted by your
administrator.

( ok )

A
e
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AR

RUS—T TEIR & T7) V4 —EE) OmADFIRNBEMICE > TWVWBIGE. TEIRL OFIRL 17U >%
—EE| OFIREDDBBRINET,

TV —ER

ZORU—%ERAL T, Citrix Enterprise Browser @BHT7 7 ALz Fi. BRI N7z SaasS £7IERZ
Web 77U b5 EBENMEBR LI T V2 —%2FERALTT—2OERIZEM/EMNICLET,

EI=-H

o ENRIZBEIFEMNICT S BRI FIRRICINZ T, )V 2—EB FIRHFERATEET, 72X R
—T el ¢ TV >4 —B1) OmAOFIRSEMICHE > TWBIFE. TEIR OFIRD ) > 52—
B OFIRLDHEBEINFT,

e COFIBEMNEMICHRDTWVWRZ T IV r—oa3 > Iil7o€X$3IC1E. T R 2—4%—1Z Citrix
Enterprise Browser N—2 3> 126 UEZERT 2 HEDH D £9, Thliboigs. 7SV r—>
IVADTIERIFFRINE T,

ENRIEIRRZ B/ EMICT BICI13. ROFIEZETLET,

1. 70X RV —%ERERFELET . 7I7ER RIS —DEROFBICOVWTIE, 17782 KU —
DiEp) ZBRLTLET L,

2. 7023 rT, FIRMGESTHAIZERLES,

3. FUVE—EBZI )y I L. RICEEZIVYILET,
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Printer management settings X

Specify which printer targets can be selected by end users when printing. If both this setting and the Printing setting are used, the Printing setting takes
precedence. Requires Citrix Enterprise Browser v126 or later.

MNetwork printers
() Disabled
(® Enabled

Enable printers by hostname

All printers are allowed by default unless specific hostnames are populated.
&.g. local. domain.net —'—

Local printers

() Disabled

(® Enabled

Print using Save as PDF
@ Disabled

() Enabled

s ™
Save | Cancel )

1. EHICISCTHSNZBIRL TS ET L,

C RYRT—F TULE— Ry bT—F TULE—iE, Ry T— IR L TERO 1~ — R
TEBTULE—TT,

- 3 Ry FT—IROTRTOT Y Y —h 5 OERIBENICHD £ 5,

- Enabled: $ATOFY FT—5 72— SOMRBEMICED £T. TUSEDKRR L
PHEESNTVBHA, BEINLTU YD TRTORY hT—2 TUSEATOY IS
nEv.

EE: Ry hU—4 TULVE—FRR FETHASNET,

s O—ALFV2E—-O-Al TV >E2—3 BFEGEN L TEADOIVE1—2—ICHEEEGIN
feTNARXTYE, COEGIZBE. USB. NFLILR—b, £EZOMOBEENVF—T 1 XN
LTREINE T,

- Disabled: sRXToOO—HILTFU>EZ—HSDEIRIDEMICED £3,
- Enabled: sRXToOO—hHILT) V2= 5OERIDAEMICED £,

+ Print using Save as PDF

-\ AU —2 3> DY T oY% PDFERTRET 3 EIZEMTT,
- B 7TV —3 >0 TF V%R PDFERTRET A EHEMCED T,

2. [RF] 200w LET,
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ZY bT=0 FUVE—DERICES>TWVBEHE. BE T —ILRFTTIVEZ—2FRLISTBE. HEDTY
VEA—EBNTL—RRINET,

7=, [PDF & L TR%E] ZEMA L TEDRI REMICH > TV BIBE. [RER] 7« — LR [F#lizRT] V> 0% 0
Vw33, [PDFELTRE]Z T a>hidL—KRRINES,

Select a destination

Q Ibea:ch destinations l

ﬁ Some options have been restricted by your administrator

%  banpprint01. s.net Canon R-ADV C5550/5560

n ]|

HP Ink Tank 310 series @ | s MacBaok Pra

M
\ Manage 0| \ Cancel J

RO)=2F v IFv

WINHOOBEEF v 7Fv 7OJ 5 LFET7 7 EERL T Citrix Enterprise Browser BHT7 VX LTk
TS, TORYS—TSaasS £7IERE Web 77 Uh SEEEZ X v /T v I 32BN/ EMCLET, 21— —
NEEZF v IFrvLLS5ETBRE. TROBEDF v ITFvyINET, 774/ ME B

T7AINEAFICELB Ty 7O— REIR

ZORU>—%ERAL T, Citrix Enterprise Browser @BHT7 /A Lt FiZ. 2—H—H' SaaS £7I1ZAZ
Web 7 ZUHSHED MIME (7 7)) 214 7% 20V O— R T 3H¥eEE G/ ENICLE T,
AR

e 7w 7O—RHFIRICMAT. 770N 217 I2&3 7y 70— RFIRFPRBFATETEY,
RV —=T 7y 7O-R] & TT70) 24 FI2&3 7y 7O— REIR] OFEAOHIBRIEMICH>T
W3HBE. 7y 70—R] OFRY 771 24 FI2&27y 70— REIRI OFIRLDHEEIN
i?o

COFIBRDNBEMICHR>TWEIZ T TV r—2aVIic7 72T 3IC1E T K 1—4—I& Citrix
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Enterprise Browser N—23> 126 Uz FERT 2 HEDH D £3. Thlliboigas. 77U r—>
IUADTIERIFHFIRINET,

MIME 21 707y 70— RZ2B3H/EHICT BICIE. ROFIEZRTLE T,

1. 70X RIS —ZERELIBBELF T, sFHICOVWTIR, 772X RUL—DER) 28RBL TS
Lo

2. 7O 3>T. FIRMGESTHAIZERLES,
3. T7ANEATICELB Ty TO—FHIRZIoVv I L. RICHEEZI )Y ILET,
4. 77MLNZATROT Y 7O— FRIRKE XR—2 T, ROVWITIAZRIRLET,

BISNEFBEVWTINTOT Yy TO—RZFHFALEFI-BRLAEZ A TZRCIRNTO T 727y 7FO—RL
7, SN ERFRVWTIRTOTy FO—FZJOv I LET-BIRLIBEZRIRNTOI 7121 TD
Ty7O—REJOYvILET,

5. 771N 21T I MIFEELABVIGEIE. ROFIEZETLET,

a) AZRZLMIME 21 70z Uy o LET,

b) MIME 2 Z0EMT. #7dY /T ATFdU<extension>OFHKT MIME 21 FZANAL
£9, lcrxiE. image/pngTd,

) [ET] #oUwoLET,

MIME &1 FHHI9NU R MICRTEINE T,

IVRIA—H-—DEIRINT 77 ILOBEZ 7Y FO— R L& S5 935 L. Citrix Enterprise Browser (& X
vE-IHRTEINET,

4
File format restricted

Your admin has restricted uploading files in this
format. Please contact your admin for assistance.

7wy 7O—R

Citrix Enterprise Browser @HT7 /A L FIZ. DR > —THEE I N SaaS £7I3AE Web 771
ATOI—H—D7 v FO— RiEEZ M/ EMCLET. 77 1)L ME: B
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EI=H

RUS—T I7y7O—R] & 17700 21 FIC&3 7y 70— REIR] OEADEIRNEIICE>TLS
Ba. 7y 7O—F] OHIRD 771 21 FICL37 v 7O—-REIR) OFIRLODHEBREINET,

VF—F—<X—7

A—HF—OEEICI—HF—BLA1-—H—DOI> YD IP 7PRLRAEZERTTZIENLEZEM/EMCLET, T74L b

Web H X5

Citrix Enterprise Browser @B T7 VX9 3158, COHRU > —THERINT SaaS £7-IEWZ Web 77U
TWeb AXFICT7IERTRZ-PICA—F—ICTOAY T+ ERRTEID. "RRLEFA. T7 4/ ME EQT7OY
ThERRLEFT,

IV Ra—H—lE. Web HXZ FIENAEMICHR->TWE 7T r—2avii 7ot 9 %ICid. Citrix Enterprise
Browser N—2 3> 126 L= FERIT2HELHD £7,

TOY T EDRARINTICER VT T AXSZHATRICIE. ROFIEZEITLE T,

1. 70X RIVD—ZERFLRBELE I, sFAICOVTIR. 77X RS —0tEf 28RBL TS
Lo

2. 7723 >T. FIRMGETHAZERLE T,

3. Uz TAXZT #VVw I L. RICHEEZIVYILES,

4. VITAASRE R—DT. BILT7 IV ER=HATE227V v I LET,

5. REFEZIUYIL. RICETZIV VI LET,

X275 AR=—bTIOEIAR)S—TWeb A XZDFIRABEMICHE > TWBIFE, Citrix

Enterprise Browser IZIZ8&E FAINRREINE T,

s LFATIIAR—ITIVELRRIS—TH T3y ERTOY T F2REDPBRINATVBRIEES.
Citrix Enterprise Browser IZER I 132 E 1. Citrix Enterprise Browser 0 &2(Z Global App
Configuration #—tE X (GACS) MERINTVENESHMCL>TERD FT,

+ GACS pMER TN TWBIEE. Citrix Enterprise Browser |2 GACS REDEAINE T,

+ GACS pMERINhTLWAWESE. Citrix Enterprise Browser IZI13:8E Ask B'RRINE T,

« IR7E. Secure Private Access lET 7 AXZSDTOyv I EHR—FLTWVWERA, VT TAXSET

Ov 7 3232RENHZ5EIF. GACSZREL TITSHENBHD X7,

GACS o=ffic W Tk, T O—NIL7 7 UMY —E ZIZ& % Citrix Enterprise Browser &) 288 L T
<TETELY,
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TXalTo =00 )y FR— RHIR

xa)Fq FIN—THB(FIVr—>ar>twFalsq FIL—F) #ERBLT EELETT) JIL—TDY
Dy FR—R TPOEREEMITEZICHTEEY, EFallTq JIU—ICE. AE— 7Y R R—I M@EER
ATIBZ—EOTTUHNEDLETENET, tFaUTr JIL—THOTFTIVRATIU Y TR—R TIOERZEHMIC
TBICIE. TOEAREEBIRE SIS, 7o a> Fa £RE HIRGSITHI TFIER RV —%EBRTIHE
rHLFET,

s EFXaUT o JIL—THIRIPEMIH>TWVWEIHE, BRZEFaUTa JIL—TROTFT IV r—a v
TTF—42%Z0E—/lDFIF T3 IETIEFRA. T xIE. 77U TProdDocs) tFaUFr JIL—
7 ISG1) IZEL. 77V TEdocs) B alFr JIL—7F TSG21 ICBLTWBHBE. MADTIL—TIC
LT IE— /DT FIRAEMICAR > TWRIEETH. TEdocss »5 TProdDocs) icavF>v% 1
E—/EED T2 IFTITEE A

e EXaUF a4 JIL—FICBELTVWARWT ZUDBEIE. 7o>ay fIRMGSTHT CHIR (QAE—. BEDH T
Fe e oV FR=R) EBRLTT7 IR RV —RERTEEI, COEE. 7FVIEEFa T
TIN—=FD—FTIEBRW=SH. TOT7FUICIE aAE— /DT FIRZEBTE X7,

AR

% 7=. Global App Configuration #—t X (GACS) #3i& L T. Citrix Enterprise Browser #HT7 7t X
TNB7TVDOIV Yy TR—RKR 7O RZHRTZeHTTHT, GACS A L T Citrix Enterprise
Browser zBIE L TW3HEIE. TV RRYIX TV TR—RZEAMITEZ AT a>zEFRLTIUYS
R—R F7UEREEELEFT, GACSENLTI VY TR—RADT7 VX %HIRT 5 . Citrix Enterprise
Browser BHTT7 I ERINZIRTOT FVICEEAINE T, GACS OFMAICOVWTIE. IFO—NIL7 >
&Mt —E RIZ& B Citrix Enterprise Browser & #&88BL T T W,

TFXal)Ta JIL—T=ERTBICIE. ROFIEZRITLET,

1. Secure Private Access A>YV—=ILT. [7FUr—>av]z#oUy oL, [EFa)Fc FL—F] &0
v LFET,
2. :LWExaUTa JIL—FoEmME )y I LED,

Security group name

l sec-group-1 |

Add web or SaaS applications

‘ dribble X Wikipedia X Pinterest O\‘

By default, you can copy and paste data between apps within the same security group. Copy and pasting to apps outside of the security group is not allowed.

> Advanced clipboard settings @

1. E%aU7q JIL—TDEEIZENALET,
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2. Web #7123 SaaS 7 7V r—> 3 > DBIIT. JIL—THTZT7TUr—>a > %BRLT AE—FUR
R=Z > rO-ILZ2BMLET, 7z zid. Wikipedia. Pinterest. Dribble &X' T3,
3. Rl 2O0UvILES,

HER Uy TR RREDFMCOVWTIE, TR T T 77— 3> ek RE7 70— /EEDHFaY>
FO—)LZBMCT S ZBRBLTLETL,

I > Ra—#—n Citrix Workspace "5 Ch 507 71— 3> (Wikipedia. Pinterest. Dribble) z2&)3
BEE. EXaUTe JL—TRAD 1 D2OT7 TV r—>arhbstio7 FUr—avicF—42%#8 (aAE—/gk0
1) TEZHRBELHD T, AE—/BEDFTE. 7TV =2 a VIR L TRICEMICHR>TVWEZDMtMDtExa
D71 &IRICEAFRGESEITINET,

el IVR A—H—F B0 EOO—AIL 7TV —2 3V EEF A ABOT7 FUr—a>hs5ih
SOESNLET FUr—2avIicayToYsIE—LTHDRF3 I TEEEA (FOEDBER). IBEIN
7 V=2 a v sRoF U —oavicdYyFoVYAIE—ah3 . ROBHINRTRINET,

X

Pasting blocked

Your admin has prohibited copied data from being
pasted here.

( ok )
FE

BELGIVVYTR—RFRE LIP3 >0F T a>z2FRALT. 12— —<> > EtoO0—Al 77V r—>3
VELIERABOT IV =23y A A=A SAYTF YOI —/BED T EBMICT RN TESE
To HMICOWTIE. TRAT4 T 77V —>a> e R AR77UOIE—/BE0[IFOY FO—ILEBIC
931 2SR LTIZTL,

FHERLANILOIE—[RED T EBEMICT S

EBEINLIIL—TROT7 FUT— 3 VAT, SHAHDVILARILOI U Y FR—R FOEIZEGMICTBEIEHT
FET, INETSICE. PFUT—23> D70 R RUS—%=ERL. BHICIHLT OE— /O[T #IRZE
MICLET,

AR
HMELANILDI Yy TR—R POECXRBIZERLIEBEDT7 72X RIS —DBEEN. tF¥aU7s J)L—
TRICER LIRS —&DdbEVW EEBRBLET,

i
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Wikipedia. Pinterest. Dribble W5 3207 F7U s —>a>2&TExaVTr JIL—TR2ERLIZCLE
ED

Z ZT. Wikipedia #£7zi& Dribble 50> 7>V @ Pinterest N\O DT ZHIRL £9, ZDRHICIE. K
DFIBICEVE T,

1. 77Ur—>a>yPinteresticBIDETHoNET IR RS —2ERFIEHmELE T, 7V/ER R
U —DEDFMICOVTIE. T7 72X RS —0ERI 28RBLTIETL,

2. 7723 >T. FIRGETHAZERLE T,

3. ZBERLTZMOHITES,

Pinterest i&. Wikipedia % Dribble & &N 23 zx 21U T+ JIL—FDO—ZTIH\ Pinterest ICBEEIF 5Nz
TOERRYS—T DT HIRIEICH > TWE . 21— —Id Wikipedia 714 Dribble 15 Pinterest
ICaAYTFoYEIE—TETEFEA.

@ Explore the best of Pir x +

[ Restrictions | @ in.pinterest.com/ideas/ = DN

X

Pasting blocked
Your admin has prohibited copied data from being
ne v Search for easy dinners, fashion, etc. pasted here.

Popular on Pinterest

FATF4TT7 IV r—oa>y ek AB77)OAE—[BD I FO—ILEZBMICTS

L EFaUTa0 JI—TFZ2ERLE T, FAICOVLTIE. JE—CEDRTORIRICET )y FR—F €
FalTa JIN—TF=SHLTIRLT L,

2. MBIV T R—FREZERBALE Y,

~Advanced clipboard settings @
Data out of the security group

Allow copying data from the security group to unpublished domains @

Allow copying data from the security group to native apps

Data into the security group

Allow copying data from unpublished domains to the security group @

Allow copying data from native apps operating system apps to the security group

3. EHICRLTROA T a >z #RLET,
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e EXaVTo JL—THSKRREARXAADT—2DIE—2FaALET-LFaUTr JIL—TH
DF TV 4r—>3>h 5. Secure Private Access TRARINTLWARWT FUADT—2DIE—%F
BMICLET,

e LXK AT IN—TDEoRAT1 T 7TIADT—2DQAE—%ZHFIJLET -EFa2UTr JIL—
TROT7 IV r—2arhexo >y bo0—hAl 77) =23 A07—40aE—8MICLF
ER

¢ KRRBERXA VD BbEFa)Ta JIL—TADT—20AE—%HFILEFT-EFa)T7a JIL—TRH
DF7 F)r—>3>AD Secure Private Access ZIBL TRBTATLWAWT FUHSDTF—420D 0
E—ZBMILET,

e XA TAT TTIDARL—TFT1 VI PRTLDEF 2 Ta =607 —F2OOE—%5H]
LET-I>>EoO—ALTFIIT—230h 57V r—03>vA07—4200E—28ICLF
ER

XA DR

(BE>T7IVT—23Y RXAV)DIL—F >0 T=TIIZIE. BISNiT7 T Tr—o 3 DR AT Y
PMRIFSNET, LD >To TNBDT7 T r—2 3 >id Secure Private Access TIIRB7 U —
I e LTHEbLNET, Th5D R X1 >iC Citrix Enterprise Browser 5 HE7 7 X9 354, &%
RO )y TR—RRETERLIA T I VICERBR. NS0T U r—>ayh 50—/ F
FIFERNICHRD £7,

e ziF. ROSFUFAZEBELET,

- ExaUFa JIL—TO—ETH-o1 Jira2 (https: |RANSE1-1
TOr—>a>EEBRLE LT

- A7 arEeFxalTa JL—THhERABRAANIADT—ZOOAE—%FFRIT2HEMAD £
L/T:O

COYFIATE, A—H—HZOT7FVsr—>arvhsRAtEFalTa JIL—TAORMOT TV r— 3
VICT—2%zaE—L&LS5c g3, O[T FO—IDEMCAD ET, TNICETIBMAI—F—
ICRRENET,

SaaS 7 FVDHZE. TTVS =23 7023y FUOERERZELTI7EA RIS —THERINTWS
e 7 U T IOERZEBTEEIS, 7TIVDLS T4y o3EFa7 F75AR—FTIEXZALTH
RUDTINEWESH. IR A—F—E5|SH[ITTVICTFIEITEERT, e 77U 5—2aon
X270 JIN—TO—EWTHBHBE, €FaUT« JIL-TOREIZERINY . T TUTr—23>h
5AYFyYeIE—/MD[ITTEI LR TIEFEA,
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EFaT7TIAR— T IERAZISRZ—E LTREHETS

October 21,2024

Secure Private Access # > FL XX VU a—avidk. SaBR%. 8RIL—TFy b BLUVRT—ZEU T %
RETZISAF— LTEBRATEEY, KERERER (Fr zid 5000 ALl Loa—H—) 0iFa. EHOER D
Secure Private Access /—RERBELTY7—2o0O0—RZ98L. Ry —ZEUT 28U TIET,

CXaATTIAR=—TIER/)—RZERT S

#rL UL Secure Private Access 1 b EERL £, SHMICOWTIE, TExa7 754 R—F 7o
1 FDRTEL EBRLTIESIW,

MHEBREDYI S XE— J— K% Secure Private Access %1 MMZBINL £, sFAICDWTIE, TEEFEDO Y
FCBIMLTEZERTSANR—F TIOEREZET 3] #BBLTLLIET L,

« & Secure Private Access / —RT. ALY —N—:IRAE%BR L 7, sIBAZEOH IV @R F /-
iEH 7oz FRERIEZ. O—R NS —0 FQDN & —H9 3 HBEHRHD £7,

Secure Private Access TRYID/ — REZEET I LIS, O—R NSO H—FEFEHLET, BHED/ —
REBMTZICIE. [FE] 2T TT—ER—ZXA FRLRAZEEL. T—ER— ZAJ U T b EFEHTRERTL
F9, RVVThZFALTT—ER—RET7YvFIL—RTIHEOHMICOWVWTIE. TRV T ~zER
LTT—4aR—RzT7v7TI7L—Fd%1] ZB8BLTLKEIL,

Wpplication Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

hitps://zeta.spaopdev.local o C .//

O—RNS OB

Secure Private Access 7S5 X2 —Dtwy b7 v FiICidk. BEOEBREDEEREGIIHD FH A, NetScaler 20
—RNSUH— LTERLTWLWAESIE. RORITEELTLETL,

o StoreFront A7 RICERAENS FQDN &, 47212 +BIK (SAN) . LTDNS 74 —JLRICEZE
NET, O—R NSO —%2FEALTVWREEIE. B4DH—/1N—0 FQDN rO— Rk NS >H%—D FQDN o
WAEZEDET, CNIESSLIBEICERINE T, EFa7 T53M/RX—F 7IERADFE. O—R N>
Y—EBRT BT THR T, #HMICDWLWTIE. TNetScaler Ic&k28THEL #BBLTIEIV, X
A7 FTT7AR—b TOEXZHEBRT 31IC. StoreFront R A7 =R T 3HENHDEFT, O—RKR NTY
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H—2EAT3HBAER. O—F NFoH—22EALTR—2 URL 2R L. BLBEEDOLHIC HTTPS
EEALET, #MICDOWTIE THTTPS IC& % StoreFront ot a2 U5 15#E] #8BLTLLETL,

s EFaT IIANR—FTFIUVEIB—ERIFHTTPS t LTEHRITTB 28O LEITH. TNIIHEEH
TRBDEFEA EFa7 TR T7IOEIHF—EXBHTTP L TERHEATET XY,

SSLA7O—R&ELIEFSSL TV yIhHR—bINTVWB S, FEOO—R NSO EREFERTIET,
SSL 7w s ERT 3HEIE. & Secure Private Access / — R TRIL Y —/N—iIAZ% BRI 5L 51
LTLRET W, el SBAZEQH IO T I FHBRFIIY IO o FABE (SAN) 1. O—R NS 24—
D FQDN £ —HT2HELRHD FT, £fce O— R NSOH H—EXTSAN ZHER T 2HBENHD £7,

o TEL UL SSLEFBAER IS H—/N—¥& NetScaler i1 Y RETNTWET,
o RERBSHEHRINE T,

s ELXFAT TSAR—F TUVEIY—EX (BEBESVZA LOEA) BXT— ML XATH D0 KEHEIZH
EHDEEA

o« O—R NS>H— (NetScaler #¥) iCldg. NwIIVRH—N—BADOFT 7+ bOBAHFAHE=2— (7O
—7)H% b £3, Secure Private Access A > TL I X H—N—ICHXZLHTTPR—XDE=4— (7O
—7) BRI T AUENDHBBEIE. ROIYRRAY M EFERTEET,

/secureAccess/health
FRINZIHE:
Http status code: 200 OK

Payload:

{
"status":"OK","details":{
"duration":"00:00:00.0084206","status":"OK" }

}

NetScaler O— RNS U —DEROFMICOWVWTIK. TEEAWNAZO—-RNSYI Y IDEY b7 v T &8
BLTLLETL,

EFXaATTISAR— K TIOERDEZZ—%ERT S

RO CLI vy R%EFERLT. Secure Private Access DE=Z 2 —%#ERL X3,

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

TR —ZFHLIcS. FERAEZE=Z—ICNTYFLED,

NetScaler Ul 2R L TEZZ—%1EM T 3 FZDFHMCOVWTIE. TEZZ—DER) ZBBLTLLETL,
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Secure Private Access D71 > X =)L

August 26, 2024

Secure Private Access iZ. [a> tO—ILXRI] > [F7OFS L] > [FOTSLEBE] ST Y1V R—=ILT
REER

1. T'Citrix Virtual Apps and Desktops 7 2405 —Secure Private Access) %ZRL £7,
2. [7oAYR =] #0V)wv o LET,
3. BEOERICEN. PYIYA—ILERTLET,

pE

Secure Private Access D1 VX b—=JLEDt Y k7w IH5ET L7=5. Secure Private Access # 7> 1 >
Zh—ILFBE0IC. EEIO>Y—I/Lh 5 StoreFrontScripts.zip 7 71L& 4 > >0O— KR LT, StoreFront
2 +71EEH 5 Secure Private Access 75451 > &HIBRLTL T L,

StoreFrontScript @ zip 7 7 1 L&A D> O— R 3§ 3ICIE. ROFIBICHE > T L

1. Secure Private Access B>V —lLicad1r> L £,
2. [RE]®VVvIL. [BBl2TEIVYILET,
3. StoreFront R k7 URLEY>3>n TRV DA o>yO—KR1 #0U0 v o LET,

StoreFront X ~ 7#mh 5 Secure Private Access 7541 >z HIRL £

Secure Private Access #7 >+ > X k—JLL7=5. StoreFront X k 7#&mH* 5 Secure Private Access 754
1 >ZHRTIRENHD £,

1. StoreFront <> >icod1> L9,

2. StoreFrontScripts.zip 77 1)L 4o >O0—-KL £,
3. StoreFrontScripts.zip # 7 # LA ICFRRL £ 7,

4. EEEERT PowerShell U+ Y RO BRI £,

5. ROAYY R ERTLET:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

TwITIL—R
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BICH LW YA b EEY b7y LA THL Secure Private Access BRIX > b ZEFILWLWN—T3 Vi
TYTIL—RTEET, PyTIL—FRT3EIC. RFTv T3y b2ERTID. REZRETILESHO
LEd. Pv7IL—RZREBTBICIE ILWN=3 0060 YR =5 —%2FTL T MEIcr >R +=JLL
7 Secure Private Access 751>z 7 v oL —RLET,

7y 7L —RDIER

TyTIL—ROIEFIZRDEED TY:

1. Secure Private Access I&. &#IC Secure Private Access % > X k—JL L 7= A3%ICIS C T Delivery
Controller £7zlgr > X k—35— Ul ®FHA Secure Private Access 21 L =ERALTF7 Y I L—RTE
7,

+ Delivery Controller & # T Secure Private Access # 1 > X b —JL L =35 &. Secure Private
Access AVR—RY MEFZET Y TIL—FTB3ILIETEERA, DD IRTOOAVER—2RY
bETYTIL—RIIBELRDHDES, FL<IE MEBEOT7Y I L—F] E8BLTIEEW,

« BHH® Secure Private Access %1 JL%Z R L T Secure Private Access -1 ¥ X b—JLLT1BE
& BRICT Y FUL—RTEEY, #FMICDWLWTIE. TSecure Private Access 1> A F—5—D7
w7 L—FR1 2BRLTETW,

=
POC 15 Tid. Delivery Controller =R L T Secure Private Access 21 YA b—)L§2 %

B LFTH. REEIRETIE. MLWVMERZEANTESLSICERAI VA -5 —2AY3 L
ZEBOHLET,

2. TAR=ZRRAVV T ERTLET, FMICOVWTR TRIVTh2FERLTT—4N—2%2T7v 7L
—F95) ZBRLTIET L,

3. StoreFront #EZBERITLTL IV, StoreFront X2 U7 k% [BE] > [#ERK] o4 >vaO—KRL.
69 S StoreFront ¥ Y ETROU TR ERITLET, SHMICDOVWTIE. THREREDLTE] 28 LT
<TETV,

e
VT REZEITLABEWVEE. TVRRIVMNIMNIA—NEEA,

4, (# 7> 3 >) NetScaler Gateway 7 ) 7 +%R1TL £ 9, #2L < Ik, NetScaler Gateways #8B L TL

280,

Secure Private Access 1> X b—S5—DF7 v FIL—R
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1. Citrix Secure Private Access 2405 ¥ > X b —35 —%https://www.citrix.com/downloads/citrix-
virtual-apps-and-desktops/h54 o >O0—R L%,

2. eXeZRAAVICBIMLTWAY Y Y L TEBE LTRITFLET,

3. BHOERICESTIYAM—ILZRTLEY,

Citrix Virtual Apps and Desktops 7 .= - Secure Private Access

Software License Agreement

Licensing Agreement Printable version

Firewall
Last Revised: August 19, 2020 4
Summary . [=]
CITEIX LICENSE AGEEEMENT
u o
e This is a legal agreement (" AGREEMENT") between the end-user customer ("vou"), and
Finish the providing Citrix entity (the applicable providing entity iz hereinafter referred to as

"CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (hereinafter "FRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at https://
www.citrix.com/buy/licensing/citrix-providing -entities htm]. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE EOUND BY THE TEREMS OF THIS
AGREEMENT. IF YOU DO WOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by you shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. Thiz AGREEMENT does ot apply
to third party products sold by Citrix, which shall be subject to the terms of the third party
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software installed in

@ | have read, understand, and accept the terms of the license agreement

| do not accept the terms of the license agreement

Back Next |
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Citrix Virtual Apps and Desktops 7 % - Secure Private Access

Summary
¥ Licensing Agreement
¥ Additional Components

I Installation directory
+ Firewall e
Summary

Upgrade

Finish

Review the prerequisites and confirm the components you want to upgrade.

Citrix Virtual Apps and Desktops 7 = - Secure Private Access

Finish Installation

¥ Licensing Agreement The installation completed successfully.

+ Additional Companents

o« Firewall Core Components

+" Secure Private Access
+ Summary
Post Install
+ Upgrade v Compaonent Initialization

Finish

" Success

Upgraded

Initialized
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BE:

A== 1)—=X2405|C7v I L—KL7#5. StoreFront X2 7 +E2BETLT. HiLLwI Y
RARAY MDOFMAEFERTEIZLSICTEIHNENHD XY,

RDFIE

« Secure Private Access Dtz b7y

+ NetScaler Gateway Gateway D#E5g

o 7V —2 3> DMK

s TV —=2a3 DT ERARIS—ERELET

RO T EFERLTT—EIR—RETYvTIL—KRT3

August 26, 2024
BIEEREY—ILEMEHAL T, Secure Private Access 7551 > DTF—EZR—=XF7 v TIL—RIXIUTrm2LD
YO-RTEFET,

1. PowerShell #/lza~x > R7OY T o0 Y RO EEEIERTHAIET,

2. 71 L7 kU % Secure Private Access 1 > ZX b —JL 7 # JLE D TFd Admin\ AdminConfigTool 7 =+
LWAIZEEL 7 (f-x zid. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly %¥),

3. ROOARVRZERITLET:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

August 26, 2024

Secure Private Access #1 VX h—JLLT5. RER—IHOREEZZETIXT, 7TV —a>yRAL .
BEEDI—Ta VI BEEL. KERTEETETIET,

BEELET SICIE. Secure Private Access BIEE 7 H > kT Secure Private Access B 2> Y —J)LICH o
VAVTRHRELRHD ET,

RECEMELIZEEITZHEOHMCOVTIE. UTOREYIZERBL TS T L
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e TTVT—=2 a3y RAXAYDI—T4 VT =ERE
. BIEEDER

¢« MEREDEE

1R —ILRICREZER

August 26, 2024

TIVT—2aY R X120 —T4 2T 2ER

Secure Private Access D EICBININT TV =23 RXAM VDU R NERRTEET, 75— 3>
RXALYTF—=TILICIE. TRTOBEERX A, FTIIVT—23 > bS5 T70vIDI—FT4 VT H% (OMEB£E T
AZ) HN—BRRINET,

1. [BE]>[7FVT—vav kX1 2] # 00y I LET,

2. BEBEICRLT. ®ET7rA>=2I Vv I LTU—TA VI RA T2 EETEET,

BEEDERE

[RE]>[EBE]R—IhbH,. EBEEBEOUINERRFLIED, BEEEXBMLAED TET X7, Secure Private
Access ZHIHTA VX b—ILLT-EBEIZIF. TEHRERMNMMISINET, 0% COEBEIMHOEEEZ Y
7w AIBINTEE Y,

BIEEJIN—TZEBMLT. ZOTIN—TDIRTOEREN T I EATESLSICTBILDHBTEET,

BEER—IT, B 20Uy I LET,

TRXA>] T COEBEZBMTZIMNENHDI R XM VEBIRLES,
M—t—%iFa—4¥—-JI—7] T ZOA—HF—HBTI3I—HF—FFIIL—TZERLET,
MEBEXCT] T COA—HY—ICEDHTIVELNHIERS 1 TZEIRLET,

> wnh e

MAREDEE

Secure Private Access #8E L7 5. [#a] 2T H 5 StoreFront & NetScaler Gateway DT> U EE F
T EEMTE XY,

1. [BE]> &l 2oV v I LET,
2. FEIEIREDHEICHIHMET A%V v I L. TVRUZERLET,
3. BV VY ILT. RKEDVENTHSCZBABLET,
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Secure Private Access #* StoreFront Y IZERZ I VICA VX F=ILTNTWVWBIEEIE. StoreFront X
o) FrxEAT>O—R LT StoreFront TEIFLTLET L,

«

Application Domain ~ Administrators  Integrations

Overview

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

B

Applications
Secure Private Access address

The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must

Access Policies be a valid web URL and does not have to be a public address

Settings

K

T e Q@ O 2

B

Troubleshooting

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev.ocal/Citrix/StoreGamma (/]

O
D

Download Script

(+) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

e Q@ -0 Refresh Certificate

(%) Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpaint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP Callback URL ©

https://gwgamma.spacpdev.local (/]

O
AN

@ Add another virtual IP address and callback URL

Director URL
Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

https://ls.spaopdev.local (/]

O
AN

K

TIVr—23 R —DER

August 26, 2024

TIVr—=2a e T OERRIS—ERELIS. BBEISCTRETEET,
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TIVr—2a eREETS

1. Secure Private Access BI 2>V —ILT. [7FUsr—>a>) #OUvILET,
2. TETRT7 V-2 avDE8BRESRE2VEI I L, [7TIT—a>omE]l 20Uy o LETS,

3. 7TUDHAERELE T,
4, [Save]l #7 Uy o L%,

Edit App

Click Finish once you're finished editing your app.

Where is the application located? ”

@ Inside my corporate network

App type”

HTTR/HTTPS

App name ~

Slack

App description

App category (B

Verizon

URL™

https://csg.enterprise.slack.com

Related Domains ~

App Connectivity * &

Internal

App Connectivity * (9

App icon

Change icon Use default icon

: Do not display application icon in Workspace app

: Add application to favorites in Workspace app

| * csg enterprise slack.com

‘ ‘ Internal

Related Domains *

App Connectivity * &

| *slack.com

‘ ‘ Internal

(¥) Add another related domain

W

m caqcel

X
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TORCRR) S —%HET D

W

Secure Private Access EEBO>Y —IL T, [7OERRYS—) Vv I LET,

TETZR)S—DEERERZ>ZI YT L. TIOEIARIS—ORE) 20Uy I LET,
RUS—O¥lzmELE T,
[Update] o) wv o L%,

2 selected

Add/edit restrictions

| Access Settings
Clipboard
Copy
Download restriction by file type
Downloads
Insecure content
Keylogging protection
Microphone
Notifications
Paste
Personal data masking
Popups
Printer management
Printing
Screen capture
Upload restriction by file type
Uploads
Watermark

‘Webcam

| Current Value

Disabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Enabled

Prompt every time

AT TWAEWD T U1 b

August 26, 2024

Secure Private Access TR INTVWAWT FUTr—>a > (1Y hS3Ry bERIFT Y E2—2 v R) id TRA
ThTuwaWwWWeb 1 k) EHBREINET, 77 4L LTIE. Secure Private Access i, 7 FUr—> 3> 7
T AR —BEEINTVEVED, RTOIY SRy cWeb 77U —2 3 oADT7 oI EERLE

EE

TTUNRRETNTVARWMIOTARTOr > HZ—FRy M URL £7id SaaS 7 )7y —2 3> Tld. EEERFEED
V=I5 [EE] > [FFasnTuwauy Web 1 ~] 27 %A L T, Citrix Enterprise Browser i2& 372

T RZHEEIFEBTEET,
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pE

7 7 # )Lk Tl&. Citrix Enterprise Browser @B TIARTOA 2 —*w k URL £7c1& SaaS 77U AD
TORRAZHATBELEIICRESNTVET,

BAIThTWAWL Web 7 fDLHEA

1. URLAHFzvoid. £D URLA Citrix t—E X URL TH 3D S5HEFIMT B 70ICiThNE T,

2. Zo%. URLHAIZ>E2—F51 X Web F7:id SaaS 77 URL THEIN S D BRI E T,

3. RS, 2O URLATOv o enfc URL e LTHRBSNZDESH. EFRIFURLADT IV EXZHATES
NESHOHERBINE T,

ROBE, TYRI-—HF—Dr5T70voT70-%ZRLTWVLET,

Web filtering Published apps (without
configuration

Secure Private Access evaluation

Allowed sites or l

3rd party SWG)

wit )

(@87
- Allowed sites (with Internet

Weifllterlng 31 party SWG) T

2

|
1
: Blocked sites o
|
1

@ 3rd Party
_______________ SWG

ERHEEBETR L. ROF Ty IDRTIN. WBTBT7I2aVHERITINET:
1 BRIZZO-NILFATJRMMI—HLTOWETH?
a) —BLEBE. A——@FEBERINS Web Y1 M7 IEZATEET,
b) —ELAWEE. Web 1 FURMFIvIETNhET,
2. BERIZEBENER LI Web 1 FUX MI—ELTULWETH?
a) —WIBBEIF. ROIBFETT I avhRESNET,
i. 7Ovy
i, eI

b) —®LAWEE. T74ILbDTo> 3> BA) HMERAINET, TIFILLDTISaVIFEET
EFE A
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BRIcnNTLWAELWWeb U1 FDIL—ILZEE

1. Secure Private Access EEBEO>YV—ILT. [RE]>[RBAInTLWARLWWeb b1 R 2O UvILET,
:
o Web 74 L2 )V THEEIZT 7 AL FTEMICAESTED, HATNTLAEVWITARTDA v Z—
vk URLADT7 I EIDHFRISNET,
¢« REZ [TRTOI-—F-pRAThTLWELWWeb 41 M7/ ERT252c%2TAVIT 3

ICEFE LT, 9RTOIa—H—24" Citrix Enterprise Browser @BHTIRTDA V2 —%w b
URLIC7VER$2lczTOvITEET,

Application Domain  Administrators  Integrations  Unsanctioned Websites

Manage user access to websites not configured in SPA Web filteringisenabled @) @

Default Website Traffic Setting

Website Traffic Ove
Override

t website traffic settings to specific websites by adding them to a grouping below.

Blocked Websites (@) Allowed Websites (D L, Download CSV template ®

Q.| + Blocka website

) @ wwwfacebookcom

O @ wwwdribble.com

HED URL%Z, JOvoani-Web ¥+ b FiEsFaldhi- Web 1 MIEBIML T, ZOREELEET S
CEBHTEET,

fe ZIE AT TVWRVWIRTO URLADTIERETF 74 ETTIOYvILTVWT, —ZOEBEDT
VR—2 Yy b URLDHAADT VX ZH LT-WVEEIE. ROFIEERITLTT7 VA EHFAITEET !

a) IsFarchfi-Web 41~y 27%2200U v o L. "Web 41 rEFaIg31 20Uy I LET,

b) 7ot x%Had3HELHZ Web 1 FDTRLXZEBMLEY, Web 1 FDT7 RLXEFHT
EBMI3ZrH. Webtr FOT7RLRZETCSV 7712 RSy I 7YRROYITZIEDHT
FET,

c) [URLZzEmM] 22 UvoL. [RE]ZIVvILET,

URL p¥sFara s Web 7 bd U X MICBIIS N E S,

Irra1—%-70-—

August 26, 2024

EBENIYRI—Y—HOY+—8—<— 2 LENRIGIRZEM L T Office365 77U BB LI REL &Y. C
NT, TYRIA-—Y - 0ffice 365 7T VICTI/ERTBRELIIL. UA—2—<— Y LENRIOKIRE 77 IC#ER
TRIBEHBDET,
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Iy Ra—H—3 Office 365 7 7VICT VL RTBICIE. ROFIEZRTI ZHBENHD ET:
1. Citrix Workspace 77U hv5 StoreFront R r 7IC7 V2R L £,
2. Rh7ICATAF Y LET,
3. [7FV]ETEIUY L, RIC Office365 7 7 r—>a>uwE o)y LET,

ZNT. Ty RI—¥—iF. Office365 77U — arhiEgcn. V4—2—7—IHB&FNhTWVWB L
IR BERDHD £, o TVRI—F—HOffice365 7 AU r—avhsTr—42%=HRILES &
LT84, ERISIBRX vt —S2 1—H—ICRTRTIBELRHD £7,

- [ Restrictions | & office.com s (o))

Cloud Sattwore Group Backmarks Printing has been restricted by your
administrater.

Introducing Microsoft Copilot: Meet your everyday Al coOmpani ScG—————

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

T

Sign up: for & « Microsoft 365 >

=- Microsoft I Office Products ~  Resources ~  Templates  Support My account

Dowri 21t 365 apps for Mac05 »
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pEH
BEEIG. RETRINYTETIVT—a il7 oA R1HOICBBRTHT Y MERE I—F —IC1R
HIBZBELAHD £9, 2L <&, TCitrix Workspace 7 7UAD R b7 URL @ighNy #Z8BLTLEI L,

BRE STV a—FTa>T

August 26, 2024

Secure Private Access D STy a—Fa VI v aR—RIiZik. 75— a>oiEg. 77U r—o 3
COFE, BLUENSDRAT—RFAICEETZO07DKRRINET, HAICOVWTIE TFy P aR—RFOME] &
SBELTLLETL,

ST a—Fao>y
Secure Private Access OB ER F/-IFRTERIC. UTICHEET IRENRETZAEENHD £

o HIAEDITS—

o T—AR—ERIS—

+ StoreFront 8=

e NTVUYIHF =TT /D=INY I =TT DEE
« Secure Private Access —N—IC7 XA TEHW

CNSDORBEDBEICODVWTELLIE, TEANG ST a—Tr 271 2BRLTRETL,

Director otv> a3 vEEI—R

Director % Secure Private Access & #&9 % &. Secure Private Access £y 7y 7DTRTHOIAVKR—F
> ~DORIED Director ICERDIAENZ oD, SHRMBNT 3 —I UV ADBRE ST a—F 0 I NABEICH
DET, BEFLIEFINORBEIZ. O EARTRRATZILEZHEHHLET, TNTHREIERLAVEEIE.
HR—MIEELTIRTL,

BER*aXV

» Secure Private Access T Director #1839 %

« Director T Secure Private Access twv > a>aRRT 3

« Director @ Secure Private Access twv>a>d—FDU Xk,
« Director,
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Sy aR—ROBE

August 26, 2024

FSTNSa—Faod8y s aR—RICIE 7FUTr—2a > 0RRE. 77— 3> b, 8&U0X7—4%
ZCEETZIOFNKRRINE T, BRICRELICRBELIEIHRZLZALSA YOO ERTTIET, [T
LE—0BM] A7 a>aERTZIe. 7F7VATIV. A—H—R bSoH 023>V IDREDI FIELEN
ICESVWTREERDAL A TIFET, 7Lz BRI —ILRTrSOH I3V ID=(H2ELELV) &
BIRL. COIBFT 7456c0fb-a60d-4bb9-a2a2-edab8340bbl5 t ANHT 3. TSV H o 3> IDICHE
EY3IRTOOJERETIEY,

By af—RICERLEWVERICEL T, +585%27 v LTY 571512 BMTE &9, 1—F—0415 CSV
ERICTIZAR-FTEXY,

«

2024-0619 126519
20240619 126519

20240619 125519

2024-0619 125519 564000-7065-4180-89c6-6198305c8769

2024-0619 125519 6b636840-4684-418.9241.043796d0ad4n

2024-0619 125517

20240619 126517

[Z4 W E2%BN] #7723 %2 FERAT3E. ROBRREEFEFRAL THRREEKDIAC A TEET:

¢ S(HBELELL) BREZHICRRI—HI IOV /RS —%RELET,

o I=(—HOEEFLLARV) IBESNARZBHZEERVOT /R —ZRELE T,
o ~(EE2ET): RERFHICHAMNI—RT IO /R —2BRRLET,

o I~ (EEEERV) BESNEEHO—BEEERVOT /RS —E2RELET,

e ZIE BET 4 —ILRICTARY R EAT>=(HBEEELWV)>FE] tLWSXFHEFERTZ L. 5% ©
WSARY M1 TERETEET,

E#kiC. Toperatory Y WS BEEHONICETI—H—%RET 5ICI13. User-Name > ~ (AISHDEEST) >
operator t WS XFHEFEALET, CORETIE. Toperator] EWSHBEELIRTOI—H—FH—E
RANFET, Tz zxiE TO—ALARL—Z ) TEBEARL—F] BETI,

FSoH0oa3 Y IDEFEBRLT. 1 DDARYMNIBEETZIRTOOTERETEEXT, oo 3> ID I
7Ot RBRDTARTD Secure Private Access O #EEF T £ T, 1 2DT7FUTF IRV I ITXNT, B
FTIVHE, FTIVT70XBHERE,. BHROOJZERTIEFT, CNS5DARY MIIRTHEOOITZERL
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F9. IO a2 IDiF. ChoIRTOOTZEENMIFTEIHICERINE T,

LCOd%E 742U T3, BEDTZTIT7IERV VIR MNCEETZIANTOOTZ2RETETET,

AJHM5IYTFAMRITZRT

SO av D ZER

[ Details] 7l [ShowDetails | U > iCid. BEDT7IERR) S —ICEEMTENTVWBR 7 FUSr—>3>D

DR bE, ZORIVD—ICEEMISNTVWR AV TFIMZINRRINES,

o -

Export to CSV format

Filters Clear All
CATEGORY ‘ User-Name = "User | Last 1 Week
Results are limited to the first 1000 records. Narrow your search criteria for more relevant results.
TIME USER NAW CATEGORY RESULT TRANSACTION ID DETAILS
RESRT \ 1E R ESUL v N DETAIL
St 2023-09-07 10:2913 spaopdev locallusera App Access @ Failure 9c7c2ded-0351-43b1-8 ERROR: Error in process
| Failur
2023-09-07 102913 spaopdev local\usera App Access @ Success 9c7c2de8-0351-43b1-8.. Show Details
2023-09-07 10:29:12 spaopdevlocallusera App Access @ Success 9c7c2de9-0351-43b1-8.. SmartAccess tags rece
2023-09-0710:2912 spaopdev local\usera App Access DSAuth validation was s
Applications:
2023-09-07 09:48:50 spaopdevlocaliusera App Access « Wikipedia is ALLOWED by Wikipedia_spaop_win10  Successfully generated
* Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdevlocallusera App Access Show Details
UserName: User A
2023-09-07 09:48:49 spaopdeylocaliusera App Access SmartAccess tags rece
ContextualTags:
'
2023-09-07 09:48:49 spaopdev locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdev locallusera App Access @ Success 22592124-f17b-4a5f-96 Show Details
2023-09-07 09:48:40 spaopdevlocallusera App Access @ Success 22592121-f17b-4a5f-96. Policy evaluation return.
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 225922f-f17b-4a5f-96. SmartAccess tags recei.
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96, DSAuth\alidation was s.
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8...  ERROR: Error in process.

BAXNB S TN a—Ta1>T

August 26, 2024

ZDkE w2 TlE. Secure Private Access DR EFR F /ISR ERBICRETIUEMOHZI TS —D—E %2R L £

ER
sFRRZED TS —
T—HAR—EEIT S —

StoreFront [&=

NIV OF— b zA /A= WNYIF— D1 DESE

Secure Private Access H—N\N—ICT7 IR TEHL
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AERAE DI S —

IS—AyE—2A2UEDS— bz A Y —N—D 5B AEZEHNICEIETET ZE A,

ZDIZ—Xvt—d. NetScaler Gateway d/NXTV w7 RLZAEBML &S & LT, HAEQEREICREN
HIBEICKRTINE T, CORIEIFE. Secure Private Access 2y b 7w I3 I, £hidty 7y TIHR
TLREBICREZEH TR IICRETIRIEMELRHD X9,

[Eg#k: Citrix Virtual Apps and Desktops OB& L BILAZETY — U T THBAZEZEHML £ 9,

F— 8 N— RER TS —

e IT—XyE—Ii T—EAR—IEZERTEIEFELEATLE

fRRE: BEIDIFSE-SQL Server EQF—EZR—IXWICTF—TILZER T B, ¥ 12 READ. WRITE.
UPDATE #EBRMHETT,

¢ IT—XYE—UI T AR REERTIHEFEATLI: T—ER—RRBEEICFELE T,
COIFT—Ayt—R ROZFUFTOWTNHATRRINZ DB ET,
- TAN-ZXOBMEIC TEEER) 472 a Y2 E&RLIEE,

- BEENRT—IR—XEZERTIHE. TEOT—EIR—RITZTDT—ER—IATHRITNIEED FHA.
CDIT—AytE—J1F. T—EIR—ABPETHVNT—EIR—IATHIBEICKRRINZIZehrHDF
ED

BRER: EDT—IRN—RZ2ERN I BHENHD £,

- Secure Private Access #7>1 VR r—JLL. BLYA bR TEY 7y 7Z2BRATLET. CDF
&, UHIDA VR F=IILDTF—2R—=RIFHIBEINED>7=TL &£ S,

R T—AN—RzFHTHIR T ZHBENHD ET,

- 20T EFRBLTT—ER—XEZFHTREL ([F—E2RXR—XDER] R—2 T [FEIHERK] 738
), RIC[BBER] AT aVICEBELETN, Y4 FRBIBRAILTY, COBE. X7 FDRTH
ICALCRBBIDT—ER—ZABRTTICERINTWLWE T,

BRE. U1 FOEBRIZEELTHS. RIUT+2BRTITIRENBDET,

- Y Vici. SQL Server LT —EA~N—RAICT—TIL e T 576D READ. WRITE. UPDATE
ERDH D FE A

AR, WO L TEYBIEREEMCLET, sHAICDVWTIE. 7 —EZR—XDEREICHELRIER]
EBRBLTLEIV,
¢ IS—Xyt—U F—EAR—2EERTEIFHATLI EHICKKRLELE

RRIRER:
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- XIVUDEDT—EAR—Z3y b —VEGERBEL T EET W, SQL Server R— bR T7 71 7o+
— L THRVWTWA e 2B L £ T,

- JE—t SQL Server #EFERA L TW3HBEIE. SQL Server iZ Secure Private Access <> > ID T
# % Domain\ hostname$ Z@A L TERINOI 1 U HHEIHESHERBL T LT L,

- DE—FSQL Server zfEFRALTW3FHIFE. vV IDICELVWAO—/., DXDIRTFLEEEO—
IWHEIDETSNTVE I EERRBLTLIEEL,

- O—AJLSQLServer (1 X b—=5Hh5TIIEWV) ZEALTWLWSBAIE. NTAUTHORITY\ SYSTEM
I—HICOTA V=2 ERTIRELNHIHESHZHBL T ETL,

StoreFront &=

o« IS—AXyt—I kD StoreFront T MU EERTEFHATLT: <Store URL>

RETNTULARWESIZ. [BE] 27H5 StoreFronto T > U EEHLET, Yo F—REFHALT
Secure Private Access Z52E L5, [BRE] #7H5 StoreFront 0TV MU ERETEET, COIS
—hFELE L7 StoreFront R k7D URL ZE2FBHTL I LY,

fRRER:
1. [BE]|ZI7UvIL. (8] 2TV ILET,

2. StoreFront X ~ 77 URL iZ. StoreFront T> FUNRRTRINTULARLVIESIX. ZOIY MU ZEIEBM
L,

e I5—XytE—2: RD StoreFront T MU ZBRTETEEATLR: <Store URL>
FRRER .
1. PowerShell DETRU S —IC L2 HIBABRESNTVWIARUNH D 7. FHAAIZDOVTIE
PowerShell 77 ~ax >k Get-ExecutionPolicy®RITL T T L,
2. FIRINTVWEEGIE. ChzaELl T StoreFront X7 ) 72 FHTERITIT2HENHD £7,
3. [FJE]EVVYIL. [#HE]2TEZIVYILET,
4. TStoreFront X 7 URL) T. T5—H®&E L7 StoreFrontURLOI > MU ZBELE Y,

5, 2OX L7 URLD#EICH D (X7 T DA I>YA—R] RE2V%ED)vo L. Wisd 3 StoreFront
BA U b=ILEINTVWB IS Y L TEEEEETI O PowerShell U 7 #R1FLET, TDX
) FREITARTO StoreFront ¥ > TERITIIHELRHD £9,

E:
TIOAVAM—ILBICA VA =L EBRITT 55513, StoreFront #88% (StoreFront> X ~77 >
Delivery Controller-Secure Private Access) IZ Secure Private Access) £ WS &ZrIDI > b+

DARWI & #EB L TLZ3 W, Secure Private Access B’ FE S 3581, COIY MUZEHIBRL
TLIETW, BE>HER—IHEXIV T 2FHTHE I O-RLTERITFLET,
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o ITS—Xyt—: &) StoreFront BRIFA—AIILTIEHD FHA: <Store URL>

U4 —R%E@ALT Secure Private Access Z:2EL 5. [RE] F TS -1 M) RiRE
TIFET, COIT—HFHEELT StoreFront A k7D URL ZEZEZFZHTLLET LY,
RIRR

C DRAREIE. StoreFront »* Secure Private Access t ALY I VICA YA R—=ILENTULWAWESICRE
L &9, StoreFront Z1 > X b—JLL7=<> > T StoreFront #mi % FEITRITI IMEHLHD £,

1. [BE]ZVVvIL. [HE] 2TV ILET,

2. TStoreFront X 77 URL) T. T5—h' &4 L7 StoreFrontURLDOIT > MU ZFEL £,

3. ZOART7URLD#ICHSZ [RUVVTFrDEo>O—R] REV%EU 1)y o L. e % StoreFront
PAYRE=ILINTWVWEIS Y ETEEEEETIO PowerShell RV U7+ %#RITLET, TDXR
1) T REITARTOD StoreFront ¥ > TRITTIHNELH D 9,

b=
StoreFront PowerShell 2 7 ) 7 h #2179 3 113 EEEER T Windows x64 Hiad PowerShell

V> RU%ERE. ConfigureStoreFront.psl #%17L £9, StoreFront X~ 1 7 ki Windows
PowerShell (x86) r Bifatsh'H b £ Ao

« T35 —Xvt—: PowerShell ZfE /R L T StoreFront X 7 U 7 rZRITLTWVWB & FIZ TGet-
STFStoreService: %1 7*Citrix.DeliveryServices.framework.feature.exceptions.registryKeyNotFoundExcepti
DHISIHREL K LT lo

CDIS—iF. StoreFront ) 7 k% x86 HE#ad PowerShell 7« Y RO TEIFLIEEAICKELE T,
fRRER

StoreFront PowerShell 2 7 ) 7 b #R1T¥ 31213, EEEHER T Windows x64 B2 PowerShell &
1> RkorEVWTHSConfigureStorefront. pslaRITLET,

NIV oHF—bo A A=\ IF =T T1DEE

IS—AytE—VuDF—rITAIY FUERERTEERATLR, <Gateway URL> #fid. ROI—JLN
VIF— R ITA IV M) ZERTEEFEATL: <Callback Gateway URL>

AR

BENRELINTVY IS — bz £ INyIT5— Tz 1DOURLZESEDTETET, 71—

R %A L T Secure Private Access #8REL 5. [BRE] 2 TS5 — I T IV M ERETIET,

1 [&E]ZIVvIL. [BE]2TZIVYILET,
2. NTUw IS —bOzAT7RLRAFREA-WNYIT7— b7 LR, BENEELREIP 7R
LRzBHMLEY,
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Secure Private Access H—/N\—IC7 XA TEHWL

IS—AvE—SilS 7—IL2EBHTEFLATLI IS 7L EZBRSTIFEATLE

RS

AVE—Y AT X=2a3 B —EX(IS) D [7FUr—>a > F—IL]ICBEBL. ROTTIVr—>3>F
—ILHBHLTRITINTVWRcEBRBLET,

o Secure Private Access S > 21 L+ T—I
o Secure Private Access BI2E7—IL

Ffee TIALEDINSH R'"Default Web Site"MBHEBLTVWRZEHRERL TSI,

T—EN—EHRT TV I DERK

IT—XyE—JiERFoyv kML ELE
T—EAR—ABHEF v UId. BHOEBRTERT 38N HD £T:

o J7AT7IAx—ILDT8. Secure Private Access 7551V DHRA RIS VD BT —ER— G —/N—|C
TOEIXTEEtEA.

RRE: T—ER—XR—F (FTAILR=—F1433) BT 7A 7 I+ —IILTEHVWTWLWBHESHEREL F
ER

o Secure Private Access 7551 YRR I I VICIE. T—ER—RIEGTIERDH D FH A

iR Secure Private Access @ SQL F—2R—HERE BB LTI,

T—hozAEGTF TV IDNKRBRLE LT, AFEASZEIETEEEA
IS—XytE—J1 A VA= LEOBEIN RO IS —TERBLET, F— F YT BEF T v 7 ICKKBLF LT,
RRFEAEZIMIITEIEEA )
R
« BRY-ILEEALT. Y= by 1DNT ) v IiERE% Secure Private Access 7 —ZN—XUIZFHT
7“/ 7D_ F L/ ij-o
« PowerShell £7ci3av > 7OV 7 hU« Y R U2 EREERTHET 7,

¢« ¥ L% k)% Secure Private Access 1 > X k=L 7 x JLZ DT D Admin\ AdminConfigTool 7 =
LWAICEELET (fzx 2i1E. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools %¥)
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« RDOAXVRERITLET:
.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

TP Ir—2 3 U5IELR

StoreFront @ URL % 7zi& NetScaler Gateway ® URL ®EKREICR S v a (/) B&FhTWBE. 7 XU —
o avDFELFIINE T,

ARRES:

StoreFront X k7 URL #7z1& NetScaler Gateway URL DXED XS v 2% HIBRLFd, FHLIE Ty k
7 v 7D StoreFront £7z1% NetScaler Gateway 4r—/N\—D:FADEH 1 #BEBLTLLIEI L,

g2
MEIDEY b7y FZ7ET TERL

ety k7w FB5IC Director DBEHAIKRBMLTZBEIXZ. STV AV —N—%2BERTIAVWI R HD T,
RS

license_server F—JILEFFHTO ) —>T v LTSI L,

Secure Private Access 28t R— /N> RILDIER

RDOFIE%EETTL T, Secure Private Access s2littR— bk « N RILZERL £ 7§ :

+ PowerShell #7ziza<x> R 70> 7 Do Y RO EBREERTHIE T,

« 71 L2 k% Secure Private Access ¥ > X k=)L 7 # LA DT @ Admin\ AdminConfigTool 7 =
LWAICEBE L7 (fx 2. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly % ¥),

¢« RDIARXVKRZERITLET:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Secure Private Access @ SQL ¥ — 4 ~N— X R

F—AR—X %= BEER T BICIE. Secure Private Access 7551 YRR NI I VIS, T—ER—XITELELTT
—AR—=ZRFX—IEERT R IERDPBETT,

UE—bFT—ER-2:
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ROFIEZEITLT. UE—FT—EIR—XDERZRELE T,

1. Baio@EXCitrixAccessSecurity<Site Name>THEDTF—ER—IXEEHL 9, <Site
Name>i&. Secure Private Access D41 b T9, (il I, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Secure Private Access RfE<>>D<> > ID BD SQL Server A 1 V& {ER L £ 9, /=& X I, Secure
Private Access 70—Hh—D< > > ZH HOSTL T, Y>> R X1 DOMAINL @&, w> > ID &
TDOMAINI\HOST1S, A Db 9, OJ 1 UHBRICERINTVRIESIE. COXTYTIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
RXAVRBIFROIVT) ZFERLTHRETI XY !
SELECT DEFAULT_DOMAIN() [DomainName]
3. db_ownerO—)Lz<> >V IDICEIDETE T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S'
ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;
O—ALTF—82~R=2:
O—ALT—2R—IDIERZRET B ICIF. ROFIEZRTLET,

1. gafo#ExCitrixAccessSecurity<Site Name>TEDTF—EZR—XZEHLFT, <Site
Name> & Secure Private Access @1 FRTY, (fzx xid. CitrixAccessSecuritySPA),

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. NT AUTHORITY\SYSTEM 2—%—® SQL Server O« >Z{ER L £9, OJ 1 VHERICIEREINT
WBHBEIE. CORTY FIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. db_owner o—JL% 'NT AUTHORITY\SYSTEM) 2 —#—ICEID YT T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'
ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

T—ER—RZFETER T AU YO-RLIET—ER—IZRIVTRIEL>TII Y ID ICERMNEME N
£,
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FSTIa—For7O7000 L RIVEEE

FSTINYa—FT42700ET 74 DTS —OFLARILTT,
FSTUNSa—Fo>O0007 LRV EEETBICIE. V21 LY —E X appsettings.json (C:\Program
Files\ Citrix\ Citrix Access Security\ Runtime\ RuntimeService) <. TroubleshootingSql
dorestrictedToMinimumLevel#xOWFNHhDMEICEFHRL £,

- Information

- Debug

- Warning
- Error

"TroubleshootingSql": {

"restrictedToMinimumLevel": "Error",

"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

Director #EE L1, TI>a—FT1 >4

August 26, 2024

Director % Secure Private Access £ #& 9 % . Secure Private Access v b7y 7D ITARTOIVKR—=%
> OBIEN Director ICEIDAFEFNB -0, MBHBRNT =TV RAOEBERE CSTILY a—T 0 VI HAEIREICH
DFEJ, XRORIE. Director ICcRRTNZTFIERIS—I—REKLVBEETIZIREERLTVLET,

HAICOWTIE. UTOREYIEZBBLTLET L,

o Secure Private Access T Director ##m$ %
« Director T Secure Private Access v a>%#&RRT3

:

¢ 2HTBIC TO) ZELCI—RIIBEOERITI7O—2RLFT, 7z z2IE 1000137 7 OFIEHLEIIL T
JeERLET,

¢ 2HTBEIC Tl ZETI— R BEZLRBHIMEZRLET, LR 2101 1ty avEEzRLE
To BEPHIIMRELISEIE. OV ZARNTRHEZMRTZ L ZHEHOLEY. TNTOHREEDLRR
RLBWEEIF. TR-MIEELTIIES W,

FIEREI— R
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1101
1102

1103
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1001

1002

1003

1004

2101
2102

2000
2001

TTIVHEAyE-UI-F

KRR
EN
EN

e

Fh

527

5%

Fh

5%

ES
TOT« T[T OT 1 T[IEE

Active

70707

Bt

FIFERICAE TS —DEELE L .

—WOT FUIFFIEINE LD
L eHd 1 207 7 FHEN KK
L&l

TFVIFFIEThT, baebl
DOT FUFHENREL £ LT
FIBIEHILE L . <D 1
D2OT7FUDLFIEEINE LT
TIVIEITRTRI D —IC&>TE
BINledH. FIESNELEATL
7o

—HIT BRI —HBWnid. 77
VI3FNIEINFELEATLT
—HoF7FIVIEEIN, o7
Id—HT BRI —Dah Tk
O, JIEINFEATL,
Y BRY—Dand, 77
DI3FIEINEFEATL

5198

v a k.

Ty a BT IT T EIEIET
LTW3h, vy a>rThilk
H 12077 DEFHEBLEL
TC o

tyoavid7oT14 7T
tysavId&T/HET T+ T T
ER
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3101

3102

3103

3104

3000
3001

3002

3003
3004

TTVEBAYyE—IO—F

4101

4102
4103

4000
4001

4002

IRRE

EN

e

EN

FFRI/IES /R

B
CEBA'507 71 DS

EN
FFEI/IES /R

Bt

UG- WIS —HRELF
L7z (REREAINTULEEA)
RS —sHERICHISMFEE LT
. PTIDESNEFLEATL,
T7UHIEZF—42 D null-RY
S HMERICAT TS —HREELE
L7

T7UORY S —#lEERFRICT
S—HRELFLT
T7UDOHREIFFETEINTULET,

TTUDTIFIZRY O —ICLDER
INEY,

—HIT BRI —HDaWnicd. 77
UHFIEINEFLEATL .

77 OFIEREIFTATY,

Citrix Enterprise Browser i 57
TEEBLEIS S LFLR,

98

TIVr—saviesIrs—7 7
T—aroRPICRETI S -
RELFLL
TIVr—a Vg s — ()
TTUDOR) S —FlEEREHRICT
S—HRELFELL

77 OEBIFHFTINTVET,
RUS—IZ&D, 7FUr—>ay
DEBMEFINE LT,
—HTEZRUS—HBRW\D. 7T
Dir—2a>oiRgdEEINEL
7=
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SIEM &

August 26, 2024

Secure Private Access 7551 iE. ¥ a2 T BRELVIR Y MBI (SIEM) Y —E R D#FEEE T R— K
LEF, ExallTasaRY MEWindows 1R AT (ARVEE2—F\T7FVr—are—E209)\
Citrix Access Security) ICUT7ILZA LATHRESN, Y—RN—FTo V=L TRESLURHTIET,

RDFEIE. Secure Private Access 755 1>DtEFaFa - AR ED—ETY:

A~RY kD

4624

4625

4634

4720

4738

4726

gD

FThHOYMNIERICOTA
vanxlLik:

ThoyrHOsAYTE
FEATLLE

FThorehasdxazan
FLI

A—H—=THhU > bHMER
ShELE

A—H—=THhHUY HEE

ShFELE

dA—H—=THho > FHHEIRR
IhELE

A

Secure Private Access
EEEN Secure Private
Access EEEO>VY —JLIC
OJ4>LIce SRR S
nNd1~R>k
Secure Private Access
EEEN Secure Private
Access BEEEO>V Y —JLA
DAOTAVICKBR LIz &
ICER S Nfcr R~
Secure Private Access
HIEE D Secure Private
Access EEEO> Y —ILH
S5OJF 7 LIt SICER
INFANY b
# L\ Secure Private
Access BEEENEMTN
e EIER S NTEARY
I\
# L Ly Secure Private
Access BEENEHL 7
TR ENTEARY b
# L\ Secure Private
Access BEEENHIBRT N
e FITERINTzARY
I\

#=iiT

Citrix Access Security
Admin #—E X

Citrix Access Security
Admin #—E X

Citrix Access Security
Admin #—E X

Citrix Access Security
Admin #—E X

Citrix Access Security

Admin H—E X

Citrix Access Security
Admin #—E X
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ARY K ID

8001

8002

BEREaXVH

« EXAUTFABRELVTIAY REE (SIEM) 0

FEDH

A—H—-0tF*xa7 7o
A S A

A—HY—F7 IO RERI D
IXb+

A

IVRRAY T~
Ty a VUHREBEIFE
T LI SRS NS 1
R b A—H— Y
v, TN ADFHM. &
waYRIZT7 IR LT
AR XA EIEB R X1
VhEENET

Secure Private Access
TSIA40D Y —IAD
T REERLI-CEFIC
EIND ARV b, VY
— M FQDN L #BRE
NEENET

A
ma

#T

Citrix Access Security
Admin #—EX

Citrix Access Security
Admin #—E X

e SIEMV Y a—3>oA0ndoEERICODVWTSIEMY Y a—S3>yAaondoEFICDOWVWT

OJREFRIE

August 26, 2024

O41% Secure Private Access T—4~R—IZ 7 BEFEEINE T, OJOAHEDPAIADTFSZL (fce z
(¥, 100,000 28z 3% ). 0 BLOEICRBEVWOIZHIBTEX T, JU—>TvFPadiE. TI4ILERT
LREBECCICRTINET, CoYadid. V21 LY—EXNBREETICVICHERTINET,

FSTWNSa—T4 2O DREREDHIZIA X

0700 )=>7 v 7. SYEAALYT—EIDA YR =)L 7 LA —IZ%H S appsettings.json 7 71 L& EH

LTRETEEY, OJVORFHEL T —IN—XIREFETIZATOREIVTIV -V Ty TZRETETET,

HBEIZG LT appsettings.json 77 1 ILAOUTFOIY CUEZELEXT,

B TINT TUREjson T 7 A )L:
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"TroubleshootinglLogs": {

"CleanupPeriodInHours": 12,

"CleanupDataOlderThanDays": 7,

"CleanupOldestDataIfEntriesCountAbove": 0
}

IV =27y FTEEMICTBICIE. BBEIISCTROREZITVET,
o« OJ% 7T BELIFRIFT31C1E. CleanupDataOlderThanDays# TICRREL X,

s BEMOI) -7y FEEMICTSICIE. CleanupDataOlderThanDays#% 0IC:EL £7,

¢ ATV ER=ZADT)=>T7 v TEENCT ZICIE.CleanupOldestDatalfEntriesCountAbove
Z0ICRELET,

o INSDREHPTEH LD 0ICREINTVWBRHE. £ldCleanupPeriodInHoursh 0 ICREINT
W3HE. OJIKAICRRISNE T,

- T RUVERAEHN 100% KT I3 a8 H 370, CleanupDataOlderThanDays# 7
l&CleanupOldestDatalfEntriesCountAboved®@A% 0ic . 7lECleanupPeriodInHours
Z0ICRETDILIEBEIHLEE A

- Qoo )—>7 v 75EEIE. CleanupPeriodInHoursI Y hUAEELTEFTZLHT
REI

paH

Secure Private Access 0 S X Z2— LTEBHTZHE. CNODREIFIZITXEZ—/—RTEETZH
BERAHDET, /—FRREICFA—EBDHIHEI1E. RPBERIZIV =TV TEINBZA I ADMEBEIN
£9,

AJeTLXMIDO)—=>T v

August 26, 2024

TLANITF=2DOU—2T v

FL X MUF—421%, Secure Private Access T—H2R—XIZ 3 ARREINE T, 7U—>T7 v IHRELATL
XM F—REFETROHDOF v old. 30T iZiThnzxzd,
pE N

TLAMITF=200) =27y TZRIBTBIC1F. FVFAA LY —EXDRITINTUVIHELRHD £,
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COF oo )—->7v>

CDF Oo#'i&. Secure Private Access 1 ¥ X =LY > > D Admin 8LV TV EA1 LY —ERDAI VA=
FIHZ—AIRESNET, CDFOJId.csv 77 MIILICRESN. &7 77J)LICIE 10MB 4 HIBRASEA TN
£79,

Admin 4 —EXIF—EICRAX 0 ED COFOJ 77 1L 2 RIETI£T, TD%. RBHFLVL I 71IILZHIRL T,
WLWCDFOJ T 7 A ILEERT BT DRAR—RZZEITF T,

Runtime #—E X id Admin H—ERERELC&SICHEEL £TH. —BICRETES 7 77 LEIZRA 600 BT
ERS

COF OV DARZLII—>T v

COFOJ ooV —>7yFid. EBY—EREL T VRALY—EXRDA YR M=ILT # LA IZH B appset-
tings.json 7 7 1L ZFERALTRETET T, 777N T 7N A Xeh TV MEIRZZEET 3113
appsettings.json 771 JLOROITY U ZEHLFT:

"CdfFile": {

"fileSizelLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}

pa
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