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Citrix Virtual Apps and Desktops 7 2402 LTSR |

Core Components

v Licensing Agreement
Core Components Location: C:\Program Files\Citrix
Firewall
Summary Eecure Private Access (Required) o . .
he software that enables secure access to Saal apps and internal Web apps.
Install
Finish

Back .ml Cancel
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Installing prerequisites and components

¥ Licensing Agreement Installing... Less than 1 minute remaining...

v Core Components
! Core Components
+ Firewall

il Secure Private Access
» aummary

I " Post Install

L Companent Initialization
Finish ~omp “

Citrix Virtual Apps and Desktops 7 2402 LTSR

Finish Installation

Agreement

The installation completed successfully. ' Success

+ Core Components
 Firewall Core Compur.lents
v Secure Private Access Installed
v Summary
Post Install
¥ Install + Component Initialization Initialized

Finish
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Citrix Secure Private Access provides a better,
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles.

Zero Trust Network Acce:
like watermarking, clipbo:
other security features t

lution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
access, printer, copy and paste controls and center to the users, without even opening a firewall port traffic backhauling and privacy concerns with employee personal data
tect your data and applications. going through the corporate network.

Flo. TR Y70 [R2— ] X=Za— ([Citrix] > [Citrix Secure Private Access]) |- [Secure Private
Access] > a—bthy FBRRINET,
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&, Secure Private Access WEBERELICHE Windows 583E (IWA) #ERBLTWSHTY,
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Private Access 1. 1R =LYV ERIL RXAVICE S 21— —THNIL#ETH Secure Private Access
By b7y TTEET, IcffL. T2 —DBA I b= 0O0—-AILEEBEERZF > TVLWAIESICHE
D%d,

Google Chrome & & T* Microsoft Edge 75 U D15 &IE. ROFIEZRITL T Kerberos #EMICL £,
1L [1>8—xy AT aV] zHE£EY,
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Home Share Wigw Application Tools
€ Intemet Properties

- g » ThisPC » Downloads » SPA_installer_BE_32
Generd Sequnity Privacy Content Conneclions Programs  Advanced .
Mame
Duick sccess
Select o zone to view or change seourity setbngs. |p . Citrix Recenver and Mug-ing
‘ J Documentation
| Downloads *
Internet Local intranet  Trusted gtes  Restricted Support
. Documents o x4
Local intranet | Pactures * w85
This zane is for all websites that are — o
found an your intranet. € Security Settings - Local Intranet Zone w0
) ) Sethngs
Security level for this rone O "
Alowed levels for tis zone: Al ® E
HMedium-low & Enable XS5 fier
- Appropriate for websites an your local re () Disable
[intramet) ) E
- = Most content wil be run withowt prompein
- Unsigned ActiveX controls wil nok be doy E Sooteg of Java apoiets
- Same as Medum level without prompls () Disable
[ Enabie Fratected Mode (requires restarting Inker g 2‘::1
Custom level. f B2, User Authentication
82, Logen
Reset al zones o () Anorymous logon
(1 &stomate lagon arly m Inranet e
AutOmanG logon with CUIment useT Name ond Dassword
(D) Prompt for user name and password .
< ¥
*Takes effect after you restart your computer
Reset austom setings

Resebio:  wadmion (default)

i
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1. PowerShell #7/lzav > R7OV T o0 Y RO EEEIERTHAIE T,

2. 71 L7 kU % Secure Private Access 1 > Z b —JL 7 # LA D TF® Admin\ AdminConfigTool 7 =+
LWAICEBE LT (foz 21, cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly % ¥),

3. ROOAR Y RERTLET:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

Secure Private Access Dty F 7w S

February 20,2024

FLOWYAT EERT I BEEFEOY A MMIBINT 3 Z & T Secure Private Access #:8ETE£J, £55DY
FUATH, Web BEIO>Y—JL%EEALT Secure Private Access BIEE#RBETCI £,

o FILWH F%&1ERL L T Secure Private Access #:2E$ %
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B
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25w 7 1: Secure Private Access 7 DY F T v S

H- b ik, Secure Private Access IRIEDZRITY . H1 FEMERT 2H . BEDOY 1 MIBMTZ LN TEE
ED

1. Secure Private Access Web 2O vV —ILEEBIL £,

2. TH+ bOERL F7clE THA bADBN R—JTIE. T# L L) Secure Private Access 1 & 1ER T 31
DBTFI7AIFTERINTVET,

3.0rRAN]l #OUw O LET,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.
Database
@ Create a new Secure Private Access site
Integrations Select this option if this is your first time installing Secure Private Access.
Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

YA hZERT 255G, Y1 FRICHIETET—IXR—ZBEY b7y FTEATEIRVBENRHZH. HILLY
1ThDT—ER—ZBEHERBFETER T ZHVELHD T,

ATV T2 T—EAR—XAEHRET S
#rL L Secure Private Access 1 DT —ZR—XEERTZ3HRELHD 9, CNITFEHEIFBETITS
ENTEET,
1. 'sQLServer RX b i B —N—DFRZAEENALE T fl: sqll. fabrikam. local\citrixe
T—EAR—ZADT RLRE. UTFOEROWTNHTIRETETF !

o« H—N—%
« ServerName\lnstanceName

FLCIR T7—=8R—=2] 28RBLTET L,

2. [Hr k]I, Secure Private Access 4 FDORRIEANILEF T,
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3. [#5i7 xR 20 ) w2 LT, SQLServer 1 Y XE Y ADBENTHZ 8. BEIIEELILT—EZR—XD
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration

P Site
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SQOL server where you host the Citrix Virtual Apps and Desktops databases.
P Database . .
Enter the SQL Server address that will host the database and enter your desired site name.
Integrations SOL Server host™ (0 Site name* ©
‘ spaopdev-sql.spaopdev.local\spaopdev ‘ ‘ LTSR2402
Summary ' S

Select how you would like to create and/or configure your database:

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn’t exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself, make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402",

O Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

/.

o 1 b TSQL Server MERTEIRWES. BHEF v IIFEKBLEFT,

o SQL Server IFFATEZH. T—EIR—IADEELBRVEES, BHEF T v IIEMILET, 2L, BEX
vt —IUhRRINET,

» Secure Private Access Ix. ¥ > ID #ER L7 Windows $B:iE =R LT SQL Server #38:E L £ 9,

EEIL D

o BHEEHA T a ik, IV IDICHMEBRT—EIR—RIERIHIBEICOAMERTIEI,
e BELLETRLRIZCT—ER=ZIDPEELEBEVBE. T—E2XR—IPBEFHNICERINE T,
o F—AR—REERTIEEIF. FEDT—ER—IADE T, BDERT—IR—EREIHZ e #HBLTL
7230, EROFMIOVWTIE. [T —ER—RDOHBEICHELIER] 2B8BLTLLETL,
FERRE:

FEERA T a v 2FRALTT—4R—X ey b7y T TEES,
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FHEHTIE BRIWCRIV T =g o>O0-RLTHS. [SQL Server Host] 71 —JL R THEEL T —2 N —
AY=N—LETRIV T+ EZRTIBUENHD Y,

A

SQL Server LQ 7 —=2R—=2RICT =TI =R T 570D READ. WRITE. UPDATE &R <> >IC7%

WEE. T—EAR—XADERNRBTZ B EFT, YOV ETHEYRIEREBDICTIHNENHD £,
FHHICDOWTIE. T7—FZR—XADBREICHELRIER] #8BLTIEIL,

27w 7 3: StoreFront +—/\— ¥ NetScaler Gateway f—/\—%ZH&9 3

Secure Private Access % StoreFront & & O NetScaler Gateway #—/N—IZ#E#4: 9 5 ICIE. StoreFront &
0" NetScaler Gateway #f —N\— DMz IEE T Z2HENH D £9, StoreFront & NetScaler Gateway H' + >
7«1 w2 % Secure Private Access ICIL—FT 1 VI TEBLSICTBICIE. CORGERIITIBELNHDET,

1. ROF@EANDLET,

+ Secure Private Access —/N\—DF7 R L X, ffl: https://secureaccess.domain.
com.

« StoreFront X +~ 7 URL. #l: https://storefront.domain.com/Citrix/
StoreMain.

e N7V woHF—b+T 17 KL X—NetScaler Gateway ® URL, #fl: https://gateway.
domain.com

e F—bTzAO—-INY I T RLZX—-T® URL IE. StoreFront THEE I URL EEILTHIHE
hHDET, fl: https://gateway.domain.coms

e F—bUzAVIP —ZDREIP 7 KL Xi&. StoreFront TI—IILNyvZRBICERINTEHDEREL
THBIBELNHD FT,

2. T9RTOURL Z#&:E) #2)v I L&ET,
3. kN 20w oL, RE] 20U v I LET,
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Site

Database

Integrations

Summary

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.

Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
doesn't need to be a public address.

https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

27w 7 B B DOGE

BRATET T3 BRIEDTON. BERINLY—N—ICTIVEITETBICHBEREINEY, F/z. Secure

Private Access t+—/\

—ICT VL RARTHZ L ZBRBT BLHDF T v IDBITHNET,
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BROBMER—JICIS—DNERRINZIBERE. (T5—DOrZ T a—FTr>0 ) THMERIBLTIIEZT W,
ZNTHEEHERLBWVESIE, Citrix Y R— MIBBEULWEDbE L ET L,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 4: Summary
Review the summary of your Secure Private Access setup.

Site
Database Administration

Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations
Summary

SAL Server Database has been configured.
StoreFront has been configured.
MNetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

 BIEZRELLS. Web BEEBOVY—ILD [RE] > [FE] hoREEEETTET,

« Secure Private Access ##IHTHA XA b= )L LBEBEICIF. REBERNMIEINET, TDE.
COEEFIIMOEEEEZ LY M Ty TICBIMTI Y, BEEEOU X ME [RE] > [BEE] »oFRT
TEET,

o o, BEEEIIN—TEBIILT. TOIN—TDITRTOEEENTI/EZIATEBRLSICTEZLDHT
FFET

HMICOVWTIE, TR F—LEEDRENEE] #8BLTLLIET L,

BEZDH 1 MCENL T Secure Private Access #3E 3 3

1. [ bOERE7ZEM] R—2 T, [**BEOT 1 MMIBMT 3] ZFRL. [** "N 20U v I LET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

SQL Server host™ (T Site name”

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. TSQL Server 'R k) IZ. H—N—DKRRAMBZNALET, ALY A FRIIHBRT BT —ZRN—HN
BIR L7 SQL Server ICEEICEEL TVWA e ZBRBL TV, T—ER—XDT7 RL X F. LTOER
DWVWITNHTIEETTET:

I e At ]
« ServerName\InstanceName
e H—N—F. R—FrHES

LI T7—42R—2] #8BLTLETL,
3. [ ] IC. Secure Private Access Hf D EHIZANHLE T,

4, TR U v LT, SQLServer 1 VR ZVZADEMNTHZ . BLUTIBELLY 1 M F—4
R—RIFEETDICEZERLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration

P Site

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.
o Database

SQL Server host* (O Site name* ()
e Summary | xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

O Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

YA MIHIET BT —IRN—ZADBRWVEE, BRF v 7I3KBRLET,
5 [RE] 20VwILET,

BROBIEF Ty 7t SQL T—ER—IHF—N—DERINTWSB e E=RRB L. Secure Private Access #—
N=IZF VL AAETHZ e =zHBIT2DICTONET,

RDOFIE

+ NetScaler Gateway #1#8m L £9
o« 7TV —2 3> DMK
s PNV —=a D7 VAR —%EHRELET

NetScaler Gateway DO#ER

February 20,2024
BE: CNSOEEZBERT 380IC

. NetScaler v 7> 3w b2 T 3H. NetScaler Bl zRETI_ 28O LET,

1. https://www.citrix.com/downloads/citrix-early-access-release/m5 X0V F r&# 4o >O—KL
F7,
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# L L NetScaler Gateway %=1 ¥ 5 ICld. ns_gateway_secure_access.sh ZfERL £7,
BEED NetScaler Gateway # B3¢ 312id. ns_gateway_secure_access_update.sh #ERL £,

2. ThHDRI U T R% NetScaler v 7y 7O—RLET, WinSCP 77U £712 SCP aOv >y k&1

HTE£9Y, fil: *scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam
. local:/var/tmpx,

E:

o« —BF—2%ERFET SICIE. NetScaler var/tmp 74 L4 —%EBT2 2 HEIDLET,
e 77D LFITRTHREINTVWE e ZRABL T LTIV, FreeBSD (& CRLF #H7R—k~L
TWLWEHEA-

« T35 —-bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh*M
: bad interpreter: No such file or directoryh&RRIh3HEIE. 1T
RHAELLAVWCEEZEBKRLEYT, X7 7~ Notepad++ BEDEED) wFFF A LI T
1 AEFERALTERTEEY,

3. NetScaler ic SSH##iL. > TILICHIDEZ 9 (NetScaler CLITix T xil) EANADLET),
4, 7y 7O—RLIERV VTR ERITEAREICLET, TDEHICIEchmod Ov Y REFRAL TS L,
chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7vFO—RKL#&ERXZ)F+% NetScaler > )L TRITLET,

me (default:

/https) : ont.yo main.com/Citrix
rof

6. BEANFA—FEZNSILET, NFX—FZDUZMIDOVWTIE, THHERMF 28RL TSI,
AT O 7 71 )L SSLEEBAZICDWTId. NetScaler TEFIZIBET ZHENHD 7,

B D NetScaler A< > R (F74JL & var/tmp/ns_gateway_secure_access) #&TH LW I 7+
IWHERINE T,
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7. NetScaler CLIictIh &z, FiLWI 7L SER I NIz NetScaler Iv > RE/NY FOAT Y RTRERITL
£9, lLezid.
batch -fileName /var/tmp/ns_gateway_secure_access -outfile /var/
tmp/ns_gateway_secure_access_output

NetScalerld. 774U H5aAX Y RE 1 DFDORIFTLET, AVYRHPKKT I, ROOATY RICEHF
—g-o

Y —ZBEETZIN ATV T 6 TAALENTA—ZOVWTIAHDAEL BVEE. O RIZEKT S
AR B D £ T

8. TRTODIAV YV FAERICET LI E®RBLET,

p

IS5—HNREELTH. NetScaler FEDDITY RERITL. VY —REMIMIIER. BF. N1V RLE

Fo LD 2T WITNHDDNTA=FZHBELLBVEDICFIHLABVWI S —HAELE LGS, RUDSEK
ZPODEICZEBOLET,

B0 % £/ L T NetScaler Gateway |- Secure Private Access Z 9 %

EE77 D NetScaler Gateway L x4 1) 7 %R L T, Secure Private Access 7 R— b33 HTEET,
el CORTVIVTHIUTZEMRLELEA:

o EE77Z0D NetScaler Gateway fR#845 —/N—
+ NetScaler Gateway IZ/\1 Y RS nBEOLY >3 > T7ooarvetydayR) o —

RAFNICRIOAT Y REERBL. YOz ABRONY I 7y TEERLTLET L,

NetScaler Gateway R#8H —/N\—DHRE

BE77 D NetScaler Gateway RIEH —/N—ZEBME L IEEH I DL FIE. RONFTA—F—HEREHDEICKES
NTWVWB T ZRBLTLIET W,
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tcpProfileName: nstcp_default_XA_XD_profile
deploymentType: ICA_STOREFRONT
icaOnly: OFF

5

Y —N—%BINTBICIF:

“add vpn vserver _SecureAccess_Gateway SSL 333.333.333.333 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF’

REY—N—%FHT3ICIE:

‘set vpn vserver _SecureAccess_Gateway -icaOnly OFF’

R —N—D/NZ X —FZOFHMCDWVWTIE, vpn-sessionActionZSB L T 2T L,

NetScaler Gateway zv>3>7o> 3>

5

>

5

v

%

ayr7oTavid Ly avRUS—2ERALTS — I REY—N—IINTYRINhES, £y 3
IVEER TR IIE RONFX—EDERFHDEICRESN TV L EBIBLTIRET L,

transparentInterception: 7

SSO: #>

ssoCredential: 751<

useMIP: NS

useIIP:#7

icaProxy: #7

wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" -RE o 2
7 URLICESHRZ

ClientChoices: #7

ntDomain: mydomain.com-SSO IZfE/R

defaultAuthorizationAction: #a

authorizationGroup: SecureAccessGroup (COTIL—THMERINTVWE 2R L TS
We D4 IL—FIF Secure Private Access BEDRIER) S —% N1 Y RETRHOICERINTVET)
clientlessVpnMode: # >

clientlessModeUrlEncoding: &S

SecureBrowse: B3

Storefronturl: "https://storefront.mydomain.com"

sfGatewayAuthType: R X1~
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Ty aryrosarzBMT3ICE:
add vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy
OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF —-ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode
ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -
storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType
domain

Ty a>T IO EEHRTBICIE:

set vpn sessionAction AC_OS_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

Ty arT7ooavNIA—2OFMIIOVTIE. Z8BL T2 W https://developer-docs.netscaler.c
om/en-us/adc-command-reference-int/13-1/vpn/vpn-sessionaction,

ICA 77t DE#HE

Secure Private Access 7571 VEHR— b T3 & SICER EIEEH I iz NetScaler Gateway #f#EHE L T,
ICA7 7V RFIBLTRETZI L HTEET. ZDHBE. Secure Ticket Authority (STA) =# R L. NetScaler
Gateway ICN1 > RTB3RELRHD £T,

#: STAH—/N—(3@%. Citrix Virtual Apps and Desktops @ DDC BBED—EE T,

FAICOWVWTIE. MTFOREY IZSRBRLTIETL:

+ NetScaler Gateway To Secure Ticket Authority #a
o &< HBEM:Citrix Secure Gateway/NetScaler Gateway Secure Ticket Authority

AR— LT OERZTDHER—b
RDON— 3> TlE. NetScaler Gateway B4 72 BEMICEELEFT. AN— b PO ERZIEZRIET 570IC
T—bOzAD—INYITRLAZFERATIVERHD £HA.

+ 13.1.48.47 8L U LU
e 14.1-4.42 5L U ENLURE

Y — 7O XB2J1E. Secure Private Access 7551 VI IR DAY HE— LTEMNINET,

Zn5o NetScaler n— 3> Tk k& ilns_vpn_enable_spa_onprem%fzidns_vpn_disable_spa_onpre
ZfEAL T OBEEZ B/ EMICLET,
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o OV R (FreeBSD & T /L) THIDEZ B W TEXT !
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

o« RDIT VR (FreeBSD & L) #3=1FLT. HTTP J—JL7 ™ FRE®D SecureBrowse 7517~ hE—
REBHICLET,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

s EAICTBICIE. ALOAYRZEDHS—ERITLET,
o MWD F DA THEIERT BICIE. nsconmsg ARV REERITLET,

+ NetScaler Gateway TRY— b+ 7ot X2 %M T 3113, TNetScaler Gateway TOHRZ LZYT
(SmartAccess #47) DF/EI #BRL TSI L,

EER DFIREIR

+ BE770 NetScaler Gateway (EX 7 U 7~ TEMTI I 1 DOX U U T FTIEXGTE %L NetScaler
BRISERICHD £,

+ NetScaler Gateway Ti& ICA 7OF &2 FEHLAWVWTL 2T W, T OWEEIZ. NetScaler Gateway H'#&
BEINTWBHSEIXEMICHED T,

o« U5 RICEBRINT NetScaler 2 AT 3HE1E. ®y b T—JICVKOHDEEEZMRZHRELH D *
T, e ziE. HEDHKR— kT NetScaler c i OV HR—% > FEOBEEHFALET,

+ NetScaler Gateway T SSO ZH#IC s 3B &ld. NetScaler " 7S A R—rIP7RLXEFALT
StoreFront ¥BfE 92 e ZMBL T 2SI W, StoreFront 0 754 R—hIP7RLZXZFERAL T, #L
Ly StoreFront DNS L O— R % NetScaler ICBINS 2 BEBELHZBELHD £,

NIV oF— bz AER2 7y 7O—R
INTVUwo « 55— bz 1:EBAE % Secure Private Access T—2AR—RIC7vy FTO—R$3IClE. ROF|IEEE
TLEY:

1. BEEEERT PowerShell £#3av >y R7O0VF I Y ROEREET,

2. ¥4 L% kU % Secure Private Access 1 > X b —JL 7 # LA DT D Admin\ AdminConfigTool 7 +
LWAIZEELET (fzx 2iE. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools %¥)

3. ROARY Y RZRTLEY:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>
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TN —2 3> DER

February 20, 2024
1. 77UDEFEES BHAEERLET,

o HARY bT=D4N\DINBT T r—2a v
s HARY FT—JORETTVTr—2 3 VA

2. [7FVDHMA O a ICRDEBENDL. [RAN]ZOV VI LET,
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Add an app e

To add an app, complete the steps below.

' App Details

Where is the application located? *
C- Qutside my corporate network

@ Inside my corporate network

App name * App icon

| Google |

Change icon Use default icon

@

App description

I:l Do not display application to users (3

Add application to favorites automatically (2

4 @ Allow user to remove from favorites

App category () () Do not allow user to remove from favorites

| Business And Productivity |

URL® App Connectivity * (@

| https://www.google.com | Internal

Related Domains App Connectivity * (®

| *.google.com | ‘ Internal N

@ Add another related domain

Cancel

s PFVB-TTVIr—23>DEH

o 77UDEHRE -7 S OBEARHE, COFBEIF. T—IAR—AQIA—Y—IIRRINET, TTUT
—>a>DF—7—R%ET+—<v FKEYWORDS: <keyword_name>TAAT3cdHbTEF
To F—T—RZFERLTT7FVTr—23>%2T74 2V I TEET, lICOVWTIE TEEhTWV
B2F—T—RIZLEBVY—RDT 12T 2BRLTIET W,

o« 7FXUAFTI) -2BT B 7 FUh Citrix Workspace Ul ICRRSNBBELNHZHTIVEHTHT
JUR (BYT358) 2BMLET, 7FUTicHLWATI Y %EBMT 5h. Citrix Workspace
Ul hsBEOHTIVEFERTEET, Web 77V i SaaS 77U 0AhF IV EEEET R L. €
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D7 7% Workspace Ul ORFEDATIVDFICRTINE T,

- AFJVU/HTAHTIVREBENRETET. BEERT7IUILICHLVWATIVEZEBMTE
9,

- AFIAV/HTATITVRENY VRS v aTRYIZHBENR DD £9, 1z ziE TEDRRCE
EM\IVSZTUYI1BETY, &fee TOT 1 —ILRRAXFUNXFLRXBISNE T, BE
Zid. ELLWATOVEEREL TVWBR L E2RRBIIBENDH D £, Citrix Workspace Ul @
gy [7F7VAHTAV] Ja4—ILRICAATNIATIVEDR—RLAWVWEE. 20ATIVIF
wLOWATIVE LTRREINET,

feeZid TEDRRCEEN) A7dU%E (77U ATI)) 74—I)LRIC TEDRRCEEN]
ELTERo>TAATRL., TESRReEEM AF7JVUICMZ T, Citrix Workspace Ul iZ TE
DR ACEEY CWHSERIOmLWATFIULARRINET,

« PIUTFAAY—[7AAVOEE| IV I LT PFIUT7AIVEEELET, 71V IT 7T
DY X3 128x128 P EILTHITIIZE ST, Ico FRDAD Y R— SN TVWET, 7AIVEDT
BLAWES. T7A4ILOF7rAVHRRINET,

e TV —2arel—H—IlRFLEBV-I—F—ILT7 TV ZRRLAELRVSRI. COF T3y
ZEIRLTLET L,

« URL-77V%7—23>d URL,

e ERXAY—BEERXAVIE. 7FUT5—23 > URLICESWTEBIANSINE T, BEEEIL. BE
TRIATWEXAVEIIMER XA VST SICEBINTE XD,
TV —2a EERUCADICBBNICEN-—COF F>a>EIVv o338 COF7TIUN
Citrix Workspace 77U D ERICAD 7 FU  LTEBMIN T,

o A—H—IZBRUICAND D S OHIBRZZRI—7 7 U FIAED Citrix Workspace 77U OB KUAND T
DUIRDS T FUEHBRTEZLS5ICTBICIF. COFT>a>zo Vv o LET,
ZDATavERIRT B . Citrix Workspace 7 7U D ELRBICEGBDED 71 AVHRRINE
ERD

o A—H—IIBRICADHISDHIBFEHFTLAV—CDA TS areEo Uy T3, FAED Citrix
Workspace 77U DERICAD T TU NI DS T T RBIBRTE R BRD ET,

AT arEBERT B, Citrix Workspace 77 O ELRBICEREQRFWVWIED 71 IVHRRIN
£7,

Secure Private Access >V =LA S BRICAD E LTI = INiT7 ) 2HIRY 288, EN507 7
1) 1% Citrix Workspace HRICAD U X b5 FETHIBRT 2B ENH D £9, Secure Private Access
>V —=ILH5T7FUzHIERLTH. 7FUId StoreFront 5 BEINICHIBRENLEE Ao

77U Web 77 & [RE]. SaaS 77U OB & IE [SMNE] #BIRLET,

3. [RE]ZVVUwIL. [RT]ZVUYILET,
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[BE]I>[7TIVT—2ay RAA V] THREINTVBRIRTOTFZ I T—Sa vy RAMVERTTEET,

DUTE T YA = )LEOREDEE] ZBBL TSIV,

RDOFIE

TIVT=23> DT IEAR) S —ZRELET

TIVT—=2a DT I ERR)S—ERELET

January 9, 2024

SFARIC

TORRRIVO—=FRTR L. A—Y—FBEA—HF—JIL—TICEIVWTTTIANDT I Rz B E I3 ESD

ICTEET, THIC. EFaUTAHIRZEMTBET. TTUNDTIERZFHIBTEEY,

1 RO —offl] 200y o LEY,

[\ Create Access Policy X
Create a policy to enforce application access rules based on a user's context.
Applications
Google N

If the following condition is met

User/user groups*

| Matches any of N ‘ | spaopdev.local NS ‘ ‘ SPAOP users

@ Add condition

Then do the following

Allow access N

Policy name

Google-Win11|

Enable policy on save

2.T7FVr—23>) T 77EARVS—%#@RATZT7TTIZBIRLES,
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3. A—H—[A—H—=FI—TFT. PIVT7 OV RAE2HT£IIET T —FiFa——JIL—
T=EIRLFT,
s WIFNMC—BL T4 —IILRICRFINTVBRBAOVWIT NN —HT B 1—F—FiFITIL—-—TDH
W7o Z2zHaIhEzT,
e WFNICH—HLAVL: 74 —ILRICRRTINTWVWRA—H—FHEIIN—TZBRIRTOI—H—
FllFIIN—THT7 IR E2HFTINET,

4. AVTEIRFTICESVWTHORGZEBMT 3ICIE. T&HEZEBMN 20Uy oL Y. Thon&JiF
NetScaler Gateway " SERBE N £ T,

5. TaAyF«2arligyd) £FRL. TTUANDOT I EREZFAEBER T2 HKHZEIRLE T,
6. DRICUTZRITI 31 T, FHHBICESWTT TVICERT3HBENHZRDT I a>0nTnh z#R
L£Y,

s PUER%EFA
o KRNSO X2
s PUERZER

MR E TP O X250 ZERTB L. ROFREFRTT XY,
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Then do the following

Allow access with restrictions N

Available security restrictions:

(] Restrict clipboard access @
() Restrict printing @

() Restrict downloads @

() Restrict uploads @

() Display watermark @

[:] *Restrnict key logging @

() *Restrict screen capture @

*Applicable to Citrix Workspace desktop clients only.

s VY ITR—RADTIERAEFRTZ: TIVEY AT LYy FAR— REDIOED /JE—/85D {3
TR EREMICLE T,

« ENRIHIFR: Citrix Enterprise Browser AH' 5 QENRIEEE ERICL £ 9,

e AU O—RZFIRTZ: A—H N7 TVALSHTVO—RTEHRVELSICLET,

s 7y 7O—-REFR: I—H—HT7FUATTy 7O—RTEHRVELSICLET,

s UF—R—I—UDFRK A—HY—DEEICT+—FZ—IY—J%ZKRRL. A—HF—DII>0I—F—F
CIP7RLRZERRLED,

s F—OFXVJ/OFR: F—OH—DSRELETS, I—H DI —BLNRXT—REFERLTT IV
ICOJ4>L&58d3L. IRTOF—HE—OH—THESKINET, £, I—HF—HBT7FUT
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RTTR2IRTOT7ITrETq . F—OF 2V IhSFREINET,
fee ziE. Office 365 07 7V RER U > —HEMICH > TVWT, 2—H—4' Office 365 ® Word X
EZRELIEBE. INTOF—AMO—JREF—OHF—THESKINXT,

s BEFXVv7FvZEFIRY 2. #ROEBEFT v FF v OV I LR T U ZERLTEERZ ¥ v /7
vIRMETEMLET, I —PEEZF Vv ITFrvLLS58T3L. THOBERDNFVY IF v
n¥xd,

E:
F—OF VI rEEmF v 7F v OfIRIZ. Citrix Workspace 72U hw P o547 MIDHERS
nxxv,

7. [RUS—8]ic. KUS—OEHENALET,

8. [RERHIARUS—EEMITE] ZBIRLET, COF T3V ZBERLAVEE. RUS—RBIERINBTE
T 7FVTr—2aViCiFBRINE A, . LAY FEERALTTIVEIARI) —R=IhH
SRV —ZBYCTBZEHTIET,

7' RR) L —DEEIRL
TORZARV S —ZEMT L. T7 4N S TREBUESHTIEAR) S —ICRIDHTENE Y, BRIEMIE.
TOERAR) S —DR—LR—ITHIETEET,

BERIEMOEN NS WVFYE. BRIBANEDECAD. RAICGHEShE T, CORVS—DPERSNLFGHC—K
LABWEE. BRIBUESDNEWROKR S-S, EnLEDERTY,

BRIBAIZEETSICIE. MBEE] SIOLT7rI 2FRAL TRV —Z2 ETFICBELET,

ROFIRE

25147 rwy > (Windows 5K macOS) hSHEREHRIEL £9,

Example

I>vra-%-70—

January 9, 2024

VY TR—RT7 IR CERIGEIROHZT7 FVDT I ERR) O —% R LI RELET, TNT. TV RI—
H#—#¥ StoreFront h"5 7 FUIC7 VX § % . Citrix Enterprise Browser T7 7V DRI, 12— —E7 71
ZEATIZLSICHDET, L. A—F—DBT7TUDNSHRILELS L TR L. ROAXyE—IMNKRRINZF
ED
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L Admin Demo Website X +

e (&) intranet.training.local

L1 Sales Intranet =

Dashboard

Home / Dashboard

Sales | Today

145
g 12%

Increase

Customers | This Year

=) 1244

12% decrease

Reports r1oday

Revenue | This Month

$ $3,264

8% inCrease

Printing has been restricted by your

Recent Activity | Today
32 min @® Sales Report LINK

56 min @® Voluptatem blanditiis
blanditiis eveniet

2 hrs @ Voluptates corrupti
molestias voluptatem

1 day ® Tempore autem saepe
occaecati voluptatem
tempore

2 days Est sit eum reiciendis

exercitationem

4 weeks @ Dicta dolorem harum nulla
eius. Ut quidem quidem sit
quas

B#kIC. A—H—DI VY TR—RIZTIERALELSETBRE. ROAYyE—IDRRINET,
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v - a X
LT Admin Demo Website X By
[« 5 intranet.training.local e a
— intranet.training.local says é -
L1 Sales Intranet = alocal say o A vser
Clipboard access has been restricted by your administrator.
a N
Dashboard ( ok )
Home / Dashboard
Sales | To0a Revenue Recent Activity | Tocay
32 min @® Sales Report LINK
w 145 $ $3,264
12% increase 8% inCrease 56 min @® Voluptatem blanditiis
blanditiis eveniet
@ Voluptates corrupti
molestias voluptatem
Customers | T
1 day ® Tempore autem saepe
occaecati voluptatem
00 1 244 tempore
ac
12% decrease
2 days Est sit eum reiciendis
exercitationem
4 weeks @ Dicta dolorem harum nulla
Reports r1oc eius. Ut quidem quidem sit

quas

pas

BEEIF. RETRI MY TET7IVr—2a IlT70CRT2EHICBREBERT AT Y MEREI—H—IZ1R
HIBZBELADHD £9, 2L <&, TCitrix Workspace 7 7UAD R b7 URL @By #&8BLTLEI L,

Secure Private Access ¥ Web Studio 0o#:i&

June 19,2024

Citrix Secure Private Access  Web Studio a>V —JLiZ&EE TN TWVWB . 21— —I3 Web Studio Z74 L
TH—ERICO—LLRICTIVEATEEXY,
Web Studio N\— 3> 2308 LigE 1 VXA R—ILT BHRERBHD FT,

Web Studio #i&%=BMICT BICIE. ROFIEZRTLET:

1. Citrix Virtual Apps and Desktops 1 > X b—5—F7zI3#& DDC ¥ > X b —5—% A L T Citrix Web
StudioZ1 > X b—ILLET,

2. BELOERICHEN. A1YA—ILEZRTLET, AV FO—3T7RLAOANAZRO S5 OY hO—
S7RKLR2LTDDCFQDN#ANAL %7,
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3. 1A =B LT 5. C:\Program Files\ Citrix\ Web Studio\ Site\ assets\ json 7 # L& —IZ#
L. spa-config.json 77 1 LORBEZZEL £,
Web Studio @1 > X b —JLIZT 7 # )L LMD BERDMER S B &1E. C:\Program Files\ Citrix 7
THAILEDA VA= ILBAZEELWBRICESRZ TIIZTL,

ThisPC » Local Disk (C:) + Program Files » Citrix » Web Studic » Site » assets » json N ] Search json
MName Date modified Type Size
j azUre-env,json JSON File B KB
j manifestjson JSON File 1KB
j spa-config.son JSON File 1KB
j studio-config-mfejson JSON File 1KB
j tenant-whitelistjson JSON File 2KB
j token,json JSON File 1KB
D. | spa-config,json - Notepad - O x
File Edit Format View Help
"name”: "Spa"”,
"entry": "https://[SpaServer]4443/accessSecurity/ui/"
¥

1. TSPAServer; % Secure Private Access 75451 >® FQDN ICESIRX T2,
2. Web Studio icOg 1> L9,

citrix | Virtual Apps and Desktops SPAOPDEV\Administrator

Q. search [seacn ] ¥ Fitter c e

%% Machine Catalogs Single-session 0S Machines () Multi-session OS Machines (0 Sessions (0

Delivery Groups M o

0 =

Applications

Policies

Logging

Administrators

b e R

Hosting

|11:?| Licensing

StoreFront

No single-session 0S machines exist.

(33 AppPackages

69 Zones
§08 Settings

C5 Backup+ Restore
=]

B Secure Private A, Freview

1. EfloFES —> 3> X=Za—T. lSecure Private Access <Preview> | %' w4 L T. Web
Studio 5 Secure Private Access 8>V —JILICT7 VAL T,
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1R —ILBICREZER

January 9, 2024

Secure Private Access #1 VX h—JLLT=5. BER—IUHORELXTETETET,

TIVT—=2a>Y RXAM2DIN—T4 V) 2ER

Secure Private Access OB EICBININT TV =23 RXM VDU R NERRTEET, 75— 3>
RXAYTF=TICIE. IRTOEERX A, 7TV —=2a3> b3 T0voDI—TFT 1 T FH%E MBI
AW H—BRRINET,

1. [RE]>[77VTr—vavRXa12]# OV ILET,

2. BEBEICRLT WET7A>%= I Vv I LTU—TA VI RA T2 EETEITET,

Secure Private Access D 7-6H DEEZDEIE

[BRE]>[BEEE]|R-—UHSE. EEEOUIARERRLED, EEEXEBMLID TE %Y, Secure Private
Access Z¥HTA VR =)L LI-EBEEICIZ. RE2BIERDPITSINET, 20%. COBEBEIMOBEEREEZY
F7yAICEBINTEE T,

BEEJIL—TZEIMLT. Z0JIL—TDIRTOEBENT7IELATERZLSICTBZCHTEES,
EEBEER—IUT, B 20U woLEY,
TRXAY] T, COBEBEZEBMIZUELNHZ RXTUETRLED,

M—-Y—-FRa1—Y—J/IL—-71 T. CO2A-HF-DEIZ 1 —FLiFINL-T=ZHFRLET,
MEEEZAAT) T, COI—Y—ICEDHTEIXENHZERZ 1 T2HRLE T,

> wnh

v k7w 7F&IC StoreFront % 7-i% NetScaler Gateway —/N\— DA% FHT 3

Secure Private Access #5RE L5, [#a] 27h 5 StoreFront ¢ NetScaler Gateway 0T~ %2
BELIEEMRTEET,

1. [BE]>[r>FJL—>ay]zo)voLET,
2. TEIRREDEICHIMETAVEI)v oL, TYRUEBHLET,
3. BHTAOVEIVYILT. RELVENTHZ e xBRLET,

pE o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 31



Citrix Secure Private Access-# > 7L = X

Secure Private Access ' StoreFront “ IFER 2 I VICA VR h=ILTNTWVWBIHEEIE. StoreFront X
1) T hxAD>O—R LT StoreFront TERTLTL7ET L,

Overview

8

Applications

Access Policies

&

Settings

B

Troubleshooting

«

K

Application Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

https://gamma.spacpdev.local 0 G j

StoreFront Store URL
The complete StoreFront store URL.

htps://gamma.spaopdev.local/Citrix/StoreGamma (]

O
AN

Download Script

(%) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

https://gwgamma.spaopdev.local Q@ O 7 Refresh Certificate

(%) Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP Callback URL (@

hitps://gwsamma.spaopdev.ocal (]

O
A

@ Add another virtual IP address and callback URL

Director URL
Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data.

https://ls.spaopdev.local (]

O
A

Ay aR—ROBRE

January 9, 2024

Secure Private Access S 7o a—FTa Q04 v aR—RICiE. 77V —2 3> 0iEsH.

IVOFNE BIUVENSDRT—RRICEETZOTDPRRTINE T,
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ERICRELICKEXIE AR EZLEZA LTSI VOO Z2RRTEET, FviaR—FICRRLIEWMERICIELC T,
+tESEIVYILTYSTICHZBMTEEY, 2—H—OJIFCSVERICTIRR—FTEEXT,

7 )L2— (CATEGORY ¥ RESULT) =R L TIREBERZRDAT LN TIE T,

Filters
Last 1 Week
E@ Overview CATEGORY User Ay
(O App Enumeratior
E N O App Access
Applications
Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export t
RESULT
=p ‘e s
Access Policies (7] Success ESU LS
O raiture 202311-2115:48:20 @ Success i D
@ s 5
Settings 20531121 154820 .
023-11-2115:48:20 S
I (D) Troubleshooting Logs 202311-2115:48:20 L]
2023-11-2115:48:20 o ® Sucee:
2023-11-21 15:4820 user App Access @ Success
202311-2115:4818 userl App Enumeratian @ Success 45BbeTha-alf-4b8 Total apps enur
20231121 15:4818 ® Succe
202311-2115:48:18 ® S
& 2M22.31 15288 earlmanannds sty fnn Eromarstion & Sicesns

MDINFGRA—BERERT 4 —ILRDBEFICE DV TRREZRDALICLDBTEET,

« User-Name

« 73V

e AIRVKEEAT

o KR

e SV 3 ID
o FHAA

A -0 L L7 72 2R S —DBAF v — F TORRERDACLDICEATE SREFEFHROL D
<7,

o S RRFMHICERIC—RTZO00 /RS —2RELET,

o EHEEINEGDEFATOARVOS/RY S —2BRELF T,

o~ BERFMICHONIC—RT IO /RS —ZBRERLF T,

o IMEBEINEZGFO—HHEFATVLARVOS/RYS—ZRELE T,

fce 21 ®E7 1 —JLRIZ Event-Type = DSAuth X WS XFFEFEATZI . 1R 217 TDSAuth | %
BETEET,

E#kiC. Toperator) ¥ WS AEO—EZET 1—H—%1REKJ 3iCid. User-Name ~ operator & L\ 5 X F5%
FRALEXY. COBRERTIE. Toperator] WS ABEZELIRNTOI—H—BP—EBRRINET, cezxiE. O
—hIFRL—%), TEEBEARL—4]

FSoHoo a3 IDZFERALT. 1 DDARYMNMIBETZIRTOOTEHRETEET, SIS 3>ID I
7O RBRDTARTD Secure Private Access AV #EEF T £ T, 1 DDT7 U T IRV IR NT, BiE.
FIVHE, FTVT70XBHEERYE. BHROOTEZERTIET, CNSDARY MIIRTHEOOTZERL
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F9. FI2H T3> IDIE. INSIARNTOAY ZEEMTBIDICERAINE T, b5 o232 ID 2R
LTS TN a—FTa0000T7«40LEU I L. BEODTFZTIVTFIOEIRVIIZAMIBEETZIRTOOT %
BRETIET,

AJHh5AYTF AT 2RT

[ Details] 7o [ShowDetails | U > 7 iCld. BEDT7I7EARU S —ICEERMTSENATVWBR 7T r—3>D
DAk, ZORVD—ICEEMITSNTVWERAVTEFANZIDRRRINET,

Filters Clear All

Last 1 Week N ‘ m

‘ User-Name = "User" |

CATEGORY

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format

GESLT TIME USER NAME CATEGORY RESULT TRANSACTION ID DETALLS
@ Success 2023-09-07 102913 spaopdev local\usera App Access @ Failure 9c7c2de8-0351-43b1-8 ERROR: Error in process.
Failur

2023-09-0710:2913 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8... Show Details

2023-09-0710:2912 spaopdevlocallusera App Access @ Success 9c7c2de9-0351-43b1-8. SmartAccess tags rece

2023-09-0710:29:12 spaopdev.locallusera App Access - DSAuth validation was s.

Applications:
2023-09-07 09:48:50 spaopdevlocallusera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_win10 Successfully generated
» Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev.locallusera App Access Show Details

UserName: User A

2023-09-07 09:48:49 spaopdev locallusera App Access SmartAccess tags rece
ContextualTags: |
,
2023-09-07 09:48:49 spaopdev.locallusera Aop Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdev locallusera App Access @ Success 20592121-f17b-4a5f-96..  Show Details
2023-09-07 09:48:40 spaopdev locallusera App Access @ Success 22592121-117b-4abf-96..  Policy evaluation return
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2050212¢-f17b-4a5f-96..  SmartAccess tags rece
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 20592121-17b-4a5-96/\ 1 DSAuth alidstion was s
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8..  ERROR: Error in process

IS—DrSTNoa—Fa>y

February 20, 2024
ZDkEw U Tld. Secure Private Access DRRERICKET I HREMOHZI TS —D—2BERLET,

(EBBE IS — 7 — 42 A"N— XMEHR I T —](/jajp/citrix-secure-private-access/2308/spa-onprem-
troubleshooting#database-creation-errors)

StoreFront (&=

NIV OF—b Iz [A=INYIF— U1 DEE

Secure Private Access H—N—IZ 77X TE AW

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 34


https://docs.citrix.com/en-us/citrix-secure-private-access/2308/spa-onprem-troubleshooting#certificate-errors
https://docs.citrix.com/en-us/citrix-secure-private-access/2308/spa-onprem-troubleshooting#certificate-errors
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AERAE DI S —

IZ—XvtE—:1 DU Ed Gateway —/N—h SHIAZ % BEMNICEIS TET £H Ao
messs: Citrix Virtual Apps and Desktops £ E L A4 T Gateway sEFAE#FH L £ 7,

F— 8 R— RFR TS —

¢ IT— Ryt FT—ER—REEHTETELEATLE

RS BEIDIHE-SQL Server LD F—42R—XRICT—TILEER T BICIE. ¥ >I2 READ. WRITE.
UPDATE #E[RHHETT,

¢ ITZ—RYE—I T EARN—REERTIEEATL R T—ER—RIFIBRICHFEELE T,
COIT—AytE—JR ROWThHDS T UATRETBAREEIHD £,
- TEN—ZDEHEHIC TEEEM 47 3 Y 2B RLIBE

- BEENTFT—EAR—AEERTBEBE. TOTF—IRN—IAETDT—ER—IATHRITNIEERD £ Ao
CDIT—RXytE—JlF, T—ER—ANREBTHEVT—EIR—IATHIBEICKTINZIeHhHD F
ERS

BRAR. ZOT—EIN—RZEHT BHBEDNHD XY,

- Secure Private Access #7>1 VX r—JLL. ALY bRTEY b7y T72BRATLET. D5
E. UFIDA VA M=ILDOT—ER—=XFHIBRINED > TL & S

FERE. T—ER—XEFHTHIBRTI2HBENHD £,

- ROUTrEFRALTT—EAR—XEFEHTREL ([T—2RXR—XDER] R—I T [FEEmK] 22
). RIC[BEER] AT aVICEBELETH. 1 FRIZEAILTYT, COBAE. X7 FhDEITH
ICEICLRBEIDT —ER—IADB T TICER TN TWVWE D,
BRE U1 FOBFZLZBELTHS. RV T N EBEITIZIHRENHD £,

- YT oIClE. SQL Server EOF—2R—RRICT—T I &21ER T 57D READ. WRITE. UPDATE
ERDHD £t Ao
RS WO Y ECEYIBIEREAMICLET, SHMICOVWTIE. T5F—ER—XDEREICHERIER]
EBBELTLIETL,

¢ IZ—Xyt— T—ER—XEERTIEFRATLI BHICKRBLELE
fRIGE:

- IOUDBEDT—ER—RARy b —UEGEBBLTLLETV, SQLServer R— b7 71470+

— )L TRWVWTWA 2R LET,

- UE— SQL Server zfEH L TW33E&IX. SQL Server iZ Secure Private Access <> > ID T
%% Domain\ hostname$ ZEA L THERINIOT 1 BB I3 ESHERBL TRV,
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- DE—FSQL Server zfERA L TW3FHIE. ¥V IDICELVWAO—/., D2XDI T LEEEO—
IHEDHTENTWVWE e 2L TS L,

- O—7#JLSQLServer (1 > X b—=5h5TIEHRW) ZEALTWSHEIE. NTAUTHORITY\ SYSTEM
A—HICOTA Y EER T Z2BENRH I N E S D ZHBL T IZI L,

StoreFront (&=

o IS—Xyt—I kD StoreFront TV FUEERTEFHATLT: <Store URL>

RRINTLWAWEAIX. [BE] 27H 5 StoreFront 0T RV EBHLET, D F—REFEHLT
Secure Private Access #52E L 7=5. [BRE] #7TH 5 StoreFront 0T hU ERETEET, CDIS
—H'EE LT StoreFront A k7D URL ZZEFZHTL T L,

RS
1. [&E]ZOVvIL [1>FoL—2a>]2Td=Z0Uv I LET,

2. StoreFront X 7 URL iC. StoreFront T> FUBRRFINTULRWVEEIE. ZOITY MU EEBEM
LE9,

o« IS—Awyt—: kD StoreFront TV MU ZEZBRTEEEATLZ: <Store URL>
fRIGREE !

1. PowerShell DETRI L —ICL ZHIBRHABESNTWVWBAIEEMELNH D &9 FHMIIDWVWTIE
PowerShell 7 U7 ~avx >k Get-ExecutionPolicy®aRITL T T L,

2. BIEThTVWBIBEEIF. ChEE#EL T StoreFront X2 ) S~ #FHTERITTINERHD £,
3. [BE]EVVvIL. [1oFFL—>ayv] 2500w o LET,
4. TStoreFront X 7 URL) T. T5—HF4E L StoreFrontURLOT Y FUEKFELE Y,

5. ZOX L7 URLOD#EICH B [RTZUTRDATYO—R] REVEI v L. g 3 StoreFront
AU ZAR=ILINTVWETS Y ETEBREERETID PowerShell 71U 7+ #RITLE TS

A
ToAYAR=IBICA YR N=IILEBR1TT 384513, StoreFront #A (StoreFront> X ~7 >
Delivery Controller-Secure Private Access) IZ Secure Private Access) WS &gIDI > b+
DABWI & ZEZE L TL TV, Secure Private Access B’ EE S 3581d. COIY MUZEHIBRL
TLETV, BE>AVTIL—=—2a3IR=IHWBERITV I EFFTEIO-RLTEITLES,

o IS—Xwyt—: RO StoreFront BRIZO—AILTiEdH D FtHA: <Store URL>

V1B — R%EMRALT Secure Private Access #:RE L 725, [RE] 2THS5—bU 1IN RiRE
TEXEY, COITS—HEELT StoreFront R b 7D URL ZEZBHTL IV,

RREE:
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Z DEREIE. StoreFront A* Secure Private Access tEILY I VICA YR M=ILEINTLAWERICRKE
L&xd, StoreFront Z1 > X b—JLL7T=Y > > T StoreFront 1= FHTERITTIHNELRHD £,

1 [&E]ZVUvIL. [1>TIL—>aY] 27200y o LET,

2. TStoreFront X 7 URL] T. T5—H %4 L7 StoreFrontURL DT> MU ZFEL £T,

3. ZOXMT7URLODEICHZ [RoVTrOAT>O—R] K2V Uy L. 5itd 3 StoreFront
AR R=ILETNTWVEIY Y L TEEEERTI O PowerShell 7 U 7+ 2RTLET,

pas
StoreFront PowerShell 27U 7 k#2179 3 ICI13. BIEE#ER T Windows x64 Ei#d PowerShell

Y1 > RU%ZBE. ConfigureStoreFront.psl #%17L £9, StoreFront X 1) 7 k& Windows
PowerShell (x86) r BEifaitn'H b £H Ao

NIV OF—= oA [A—WNYITF— T DEE

IZ—XAytE—JuDOF—hOTAIY M) EERTIEFLEATL, <Gateway URL> F7iE ROI—ILN
YIF—RITA TV M) EERTIEHATLR: <Callback Gateway URL>

FRIGEE .

BEEARELENT VIS — b0 FEO—- Ny IT— T TA1DOURLEZEZTEDTHETET, VrHf—
R#{#ER L T Secure Private Access #R8EL7=5. [RE] 2T DB — Tz IV NI ERETEET,

1L [&E]Z2vVvoL [1>TIL—>aY] 82Ty LET,
2. NTVw I = b IAT7RLRAELBEA-UNY T — b4 T RLRE, BEIRELLRAIP 7R
LAZEHLET,

Secure Private Access H—/N\N—IC7 XA TEHWL

IS5—AXytE—JUS T—ILZEBHTIEFLHAT L IST—ILEBESHTETEHATLE:
fRIGRE:

1L AY8=y b2 75 X=2a3>Y—EX(IS)D [FTFUTr—>a>T—L] IKBBL. ROTTVr—>
AV T-IADEBLTRITINTVS 2B LET,

o Secure Private Access 5S> %1 L+ TF—I
o Secure Private Access BI#E&~7—)L

Ffee TIALELONSH F'"Default Web Site"ABHEBLTVWRZEHRRL T I,
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T—EN—EHRT TV I DRK

IS—XytE—JiE\HFoyvIhkBMLELE
F—AR—REHF T VI, BHOEBHRTRRITZAEENHD £

o J7AT7IAx—ILDT8. Secure Private Access 7551V DHRA RIS VD BT —ER—R G —/N—|C
TUOERATETEHA.

RRE: T—ER—XR—F (FTAILLR=F1433) BT 7 A 7 I 4—IILTEHVWTWBHE S HEREEL £
Jo

o Secure Private Access 75541 YRR MI I VICIE. T—ER—XI|HEG T DERDH D FH Ao

fRREE:Secure Private Access @ SQL 7 —2#R—XEREZSBL T LTV,

T=bOzAEEF v IDRBLE LT, ARIIBAEXEETTXHA
IS—AytE—Ii A VA= IILEDBRPIRDIS—TERBLET, (F— Iz 1EHEF v IICKRBRLEL
NBFAEZEIE TE £ EA )
fRRER:
o BRY—IEFERLT. Y=oz D/NT ) v UiBAE % Secure Private Access T —2R—RUICFEHT
7“/ 7D_ F inj-o
o PowerShell £7zizav > k7O b0 RO BIBEEERETHEET,

« 71 L2 % Secure Private Access ¥ > X k—JL 7 # LA DT @ Admin\ AdminConfigTool 7 =
LWAICEE LT (fox 21, cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools #%¥)

« DAYV RERITLET:
.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

OLICRE Y B R

#& Windows 5B3E (IWA) B R— kIhTuiaWwiz®., Secure Private Access 5> 21 L - H—E XD ISR
HEAER O EEE L RWBAD B D £ T,

ol
Secure Private Access 228t R— /N> RILDIER

RDOFEIE%ZEI{TL T, Secure Private Access s2BitrR— bk « NV RILEERLFT:
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o PowerShell £7zixav>Rr7OY T oo Y RO BIEBEERETHEET,

« ¥ L% k1% Secure Private Access 1 > X k=L 7 x JLZ DT D Admin\ AdminConfigTool 7 =
LWAICEELET (fzx 2iE. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly % ¥),

e ROOARVKRERITLET:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Secure Private Access @ SQL 5 —4# ~X— X1&[R

F—HER—% BEMICIERR T BICIE. Secure Private Access 7S5 1 Y DRI RIS VIS, T—RAR—RITHES
LTTF—ER—RAF—IZER T 2HEEHNVETT,

UE—bFT—ER-2:
ROFIBERITLT. UE—FT—ER—IXDEREZREL £,
1. ZEioExXCitrixAccessSecurity<Site Name>TEDT—EZ~N—XEEHLET, <Site
Name>i&. Secure Private Access D1 b TT, (fflzx I, CitrixAccessSecuritySPA).
CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Secure Private Access k<> > D<> > ID BD SQL Server O 1 % EHM L £, =& zIE. Secure
Private Access 7O0—h—dD <> > FMN HOSTL T, ¥ Y R X1 >hH DOMAINL oig&. > > ID I
TDOMAIN1\ HOST1S) I D ¥, OJ 1 VHBRICERINTVEBAIR. COXTY FIFERTEET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
RXAVBIFROVT) ZFERL THRERTEI T
SELECT DEFAULT_DOMAIN() [DomainName]
3. db_ownerO—Lz<> >V IDICEIDETE T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S$'
ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;
A—AlTF—4a~rR—2:
O—HLTF—2R—XDEREREY 3I101E. ROFIEEETLET.

1. BEio@EXCitrixAccessSecurity<Site Name>TEDTF—ER—IEEHL T, <Site
Name>|d Secure Private Access %1 F&ETY, (= xid. CitrixAccessSecuritySPA),

CREATE DATABASE CitrixAccessSecurity<SiteName>
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2. NT AUTHORITY\SYSTEM 2—%—® SQL Server O/« > & {ER L £9, OJ 1 VHERICIERINT
WBI5EIE. COXTY FIFEHTEET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. db_owner O—JL% TNT AUTHORITY\SYSTEM) 2—#'—ICEID YT,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

FT—EAR—=XAEFHTERTD L. 4TO—RLIEET—ER—=—XZXT) T rZL>TI> > IDICHERIEMT N
£9,

Secure Private Access D7 >1 > =)L

January 9, 2024

Secure Private Access i&. [T> rO—ILNRIL] > [FOF S L] > [FOF S LEEE] BT VAV M=ILT
EEIER

1. TCitrix Virtual Apps and Desktops 7 2308 —Secure Private Access) %ZERL £,

2. [7UAYR =] #OUwILET,

3. BEOERICHWN. PYIYAM—=ILZRETLET,

i

Secure Private Access 1 > X k=I)L#EDt v k7 v IH5%T LT 5. Secure Private Access 27 >+ >

Zb—=I)LgBE0IC. BEI>Y—ILh 5 StoreFrontScripts.zip 7 7 1)L 4 2> 0O— K LT, StoreFront
Z b7 H 5 Secure Private Access 7551 U &BIBRL T 72T W,

StoreFrontScript @ zip 7 7 1 ILEA D> O—R$3ITIE. ROFIBICHK>TL LT L

1. Secure Private Access B>V —lLicad—1>LE7,
2. [BE]EZOUYIL. [1oFFL—2ay]2T7%0 )y LET,
3. StoreFront X 7 URL o> a>o TRVt >O—R] #0U0v o LEY,

StoreFront X ~ 7#mh 5 Secure Private Access 7541 > %z HIlRLE T

Secure Private Access # 7> 1 > X b—JLL7=5. StoreFront X k71 H 5 Secure Private Access 7354
1O zHIRTIRENHD £,
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[y

. StoreFront v >vicas1> L %9,

2. StoreFrontScripts.zip 77 rlLz4o>O—RL%d,
3. StoreFrontScripts.zip # 7 # LA ICHRRL £ 7

4, EEEMERT PowerShell 7« Y RUEBRET £,

5. ROV ERZERITLET:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

Secure Private Access 2308 r L H>—N—T 3> OERME

February 20,2024

Secure Private Access 2308 (3. LAY —N—23 > (F>FL 2 X V1.0 5L TU V1.5 @ Secure Private Access)
CEHfMNH D £ Ao, NetScaler Gateway id. TNetScaler Gateway DR THRL7Z& SIS, FILLWR T U
ThEERLTHERTIBENDH D £7, Secure Private Access 2308 Tlid. Citrix Virtual Apps and Desktops
Delivery Controller ¥R 9 2 HEIZH D £H A,

Secure Private Access 7> 7L T ZDLAHY—N—=2 3> (1.0 ELT 1.5) H'5 2308 ICBIT T B RED AL
UFZEI)—>FyFdBLTY:

+ Web/SaaS 7 7)» 5 o Citrix Virtual Apps and Desktops Delivery Controller
« Citrix StoreFront #7 7 # )L bMERICEFH 9 5H . StoreFront ICHLWR M7 ZER L ¢
+ NetScaler Gateway

Citrix Virtual Apps and Desktops Delivery Controller ') —>7 v~

Citrix Virtual Apps and Desktops Delivery Controller TfEs S 117z Secure Private Access 7 74— 3
Vg, FHTHIBT 3 b, PowerShell R U 7 % FEBLCHIBT 3 cHTEEXT,

XZa7I:

1. Citrix Studio £/ Citrix Yz TR ES ARSI £ 7,
2. 1770 r—oay) #0UvoLEY,
3. PFXUERBERL. A7V Y LT[ HIBR] &B/IRLET,

20U~ OfER:

1. RoaAT > R%#EFTLT. ]ED Secure Private Access 77U #BUEL £9:

Get-BrokerApplication -Description "KEYWORDS:SPAENABLED"
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I DWW T, TRemove-Broker 7 74— 3> #8BLTLIEI L,
2. 77V EBER LS. ROOAY Y REETLTT7IUZHBRLET:

Get-BrokerApplication -Description "KEYWORDS:SPAENABLED"| Remove-
BrokerApplication

Citrix StoreFront 7 )—>7v >~

#L L StoreFront R A7 Z1ER I 5D BBEOA 720 )—2T7 v T3 e TEEY,

o ¥ L\ StoreFront X b7 DERL: RERDN— 3 VRICER SN FBEE®D StoreFront X 7714 2308 ¢ &
MR WF®. Secure Private Access 2308 FIC#H L L StoreFront X b 7 ZER S 2R ENH D £9,
Chid. BREEORBEZER T ZODOERLF T3> TY,

« BE7Z0 StoreFront X k7D o U —>7w 7. StoreFront LOBRED R ~7idk. FEFIFR I I R%EE
BALTOU—>7yITEEY, L. 7> 7L = XD Secure Private Access % 2308 L8179 2 &E
BAT aviE, StoreFront iCHILWA M7 EER TS T,

XZa7I:

1. policy.json ##Z L THIBR L £ 3 (fl C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser\policy.json)
2. SecureBrowser (C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser ) 7+ JLZ 1)
v —2Z (C:\inetpub\wwwroot\Citrix\Store\Resources % &) 7 # L H % HREL THIBRT 3
3. web.config (C:\inetpub\wwwroot\Citrix\Store ic% D £3) »5 TWebSecurePolicys £ W5 Z#id
ML— k1 /—R#%=HIB&RL. TResources\ SecureBrowser\ policy.json; @ URLIZIL—F 1> FLET
4, AVA—FYy bV T A—=2a>H—EX(IS) Y%= v =YYV —ILTHRED Web #1 rEHiE2E L
TEEEZBRALEY,

AU T +OER:

1. https://www.citrix.com/downloads/citrix-secure-private-access/m"5 X0 ) FrEA o vO—K L
£7,

2. A7) 7 +% StoreFront v>>ic7y7O—KRLETS,
3. PowerShell TEBEY LTRIU T+ ERITLET,
4, A T7BENNDLEY,

22 1) 7 +iE Clinetpub\wwwroot\Citrix\Store\Resources 7 # L& —, BT T+ )& —. LUV T 7
1L %HIBRL. web.config 771 ILEEHL XY,

5, 13—y bAYT74X=2av—EX(IS) vRx—v—a2Y—ILTEED Web 1 h2BEEL
TEEZERALET,
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NetScaler Gateway oo —>7 v/
NetScaler Gateway g8+ —/\—

LAY—=N=C3> (1.0 B &V 1.5) BICTER I iz NetScaler Gateway R84 — /N —I%. Secure Private
Access 2308 THHABTEE I,

+ BEZD NetScaler Gateway #E# 9 3 iCid. TBEED NetScaler Gateway OFE#Hi1 BB LTI,
+ #iL ) NetScaler Gateway Z#m 9 3ICid. TNetScaler Gateway D1 £SBL T LT,

Ty ayRUS—=TIIaY
LAS—N—=23> (10 1.5) BiICtEfic ity avyRU S —r 74> 3>k Secure Private Access
2308 THABETE XY,

+ BE7ZD NetScaler Gateway v > 3> RUS—/7o>a>&EHT 5ICiE. TNetScaler Gateway 7 v
>avroiarv) #BBRELTIIEIVL,

o #iL W NetScaler ¥— r o =1 %##m T 3IC1E. NetScaler Gateway D& 8B LT EI L,

CORIVT I BRICEBR SNty > aY RS — /7o a3 HERLET,

ARRY S —

NetScaler Gateway TL A —N—T 3> (1.0 LU 1.5) BICERSIN&ERAR U > —IF. Secure Private
Access 2308 R S —#IFEL. JO—Z2 U3 2 EIeMENH D £7,

RS — 2=V T v TTBICIE. ROBEETVET,

+ NetScaler Gateway TF7 # )L b IL—TL LTHERIN TV ERBHET I —TEERT IL—THh 5. ERBR
DO—ZFH TNV RBERLET, COBE. RUS—Z2BIATEET,
o ARRVI—ZHIBRLES,

H— R /)N—F « 1@
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