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Secure Mail DI E

June 6,2024

Citrix Secure Mail Tld. Z¥— b+ 7> FRFEFTL Y FETX—IL, AL VA — BLVEBEEEETEE
¥, Microsoft Outlook % 7:i& IBM Notes 7 ho > k5 DESME % IF T 5 7-%. Secure Mail I Microsoft
Exchange Server & & U° IBM Notes Traveler Server L RfiL 7,

Citrix &7 7T U D7 71)THS Secure Mail icid. Citrix Secure Hub t o> > J )L« >4 > (SSO) EHig
MRBD FT, 21— —H Secure Hub IcH 1 >+ > LIizId. I—HF—RBE/NXRXAT—REBANTIHERL, &
—LL RIZ Secure Mail IZBBEITE £9, T/V1 XH Secure Hub ICEBRI N3 21— —F N1 IZEEMICA
MaN3&5ICSecure Mail ##8MTET£9, Fldk. I—H—H Store 57 FUEBIMTETEI,

pE o

Exchange Server 2010 oK — k&, 2020 £ 10 B 13 BIC&TLE LT

Secure Mail IZzxDb D BEftERH D £7:

+ Exchange Server 2019 KF®E#H 705 5 L 14
+ Exchange Server 2019 2F®E#H 704 5 L 13
« Exchange Server 2019 EEEH 70U 54 12
+ Exchange Server 2019 £BE#H 70 5 4 11
+ Exchange Server 2019 RF®E#H 704 5 L4 10
+ Exchange Server 2019 EBEH IO 5L 9
« Exchange Server 2019 £EEH 705 5 L 8
+ Exchange Server 2019 EBEH 7O S LT
+ Exchange Server 2019 2FE#H 7O 5L 6
+ Exchange Server 2016 RFEH 704 5 L 23
« Exchange Server 2016 EEEH 70T 5 1L 22
+ Exchange Server 2016 £BE#H 70 5 L 21
+ Exchange Server 2016 RF®E#H 704 5 L 20
+ Exchange Server 2016 2FE#H 704 5 L 19
« Exchange Server 2016 EEEH 70U 514 18
+ Exchange Server 2016 KFEH 70 5 L 17
+ Exchange Server 2013 2F®E#H 704 5 L 23
+ Exchange Server 2013 2FEH 7O 5 L 22
« Exchange Server 2013 EREH OIS L 21
+ HCL Domino /A=< 3> 12.0.2 FP2

+ HCL Traveler X"—>3> 12.0.2.1 EJL K 202302010413_30
« HCL Domino 11 (|H#F Lotus Notes)

+ HCL Domino 10.0.1 (|8#F Lotus Notes)
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« HCL Domino 9.0.1 FP10 HF197 (|B#F Lotus Notes)

+ HCLDomino 10.0.1.0 €L~ 201811191126_20 (IR#F Lotus Notes)
+ HCL Domino 9.0.1.21 (|H#F Lotus Notes)

+ Microsoft Office 365 (Exchange Online)

#9'. Secure Mail & Znftid Endpoint Management J>7R—=> k%Citrix Endpoint Management o %
UYO—FH5ATYO-RLET,

Secure Mail BLVMDENAILT TUDY AT LEBHICDOWTIE. T RTFLEHR] #BBLTLEIL,

FIUDRNYIT S5 RTRITEINTWVWBE, £HIZB L TWLW3E® Secure Mail for iOS & & tf Android @&
HMICDWTIE. TSecure Mail @ 7w 2384501 #BBLTLLEIL,

Secure Mail THR—FINTWLS IOS #AEICD LW TIF. MSecure Mail @ i0S #ae) #HBLTLLREI W,

Secure Mail THR—rThTWS Android #EEIC DWW TIE. TSecure Mail @ Android ##gE) #8BLTL RS
(AN

Secure Mail THHR—FINTWL3 i0S #EEr Android #EEIC DLW Tik. FSecure Mail @ i0S #&Ex Android
HeE) #BBL TS,

A—H—@mIFAILTRE XY MIDWVWTIE. Citrix 2—F—AJILFE>H2—0 TCitrix Secure Maily oR—%
BRELTLLETL,

Secure Mail O #i%aE

June 6,2024
KDY 3> TlE. Secure Mail DBHFHU U —XELVLUBID ) ) — X DHEEEICDWVWTEHRAL £ 95

A—HF—mIFAILTRE XY MZDWTIE. Citrix 22— —AJI Tt > &2 —0 TCitrix Secure Maily oR—%
SELTLLETL,

A

Secure Mail I%. 2023 F 9 BOEETAndroid 7.X 8LV i0OS 12X Z#HR—FLTWVWEE A,
BHN— 3 Y OFEE
Secure Mail for i0S 24.3.0

CDIVY—=RTlE. N7+ =X VARREEIEENICE LT I22FICHLLTVWET,
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HEID/N— 3 > OFiaE
Secure Mail for i0S 24.2.0

CDUI—RTIE NTA—IX Y ZAPREMDHERERNCA LT B0FICHLLTWET,

Secure Mail for Android 24.1.0

ALVHE—ARY bDX— LA VBEEESR—F 1) 1U—224.1.0 L&, Secure Mail for Android 1AL >4 —
ARYEDX—LA EEEEZYR— b LET, COBWEET 7L ETEMCH>TUVET, RE. X—L1 Uik
EXy =S AL VA —ARY FNOBEAICERAINE T, X— L1 UHEOBEKICED. Bhidl—H—IIX
DIVZANERLET,

— Feb 2024 -« (5]

Al Calendar Widgei

G Man Tue Waoel Thai Fri al

JLIa W .
[ 00 o }

rur
] | i,
] m L

Secure Mail for i0S 23.9.0

i0S17 OHR—Fk U U—XLE, Secure Mail Ixi0S 17 #1733 7 /N1 X THR— 3N 3, Secure
Mail N\—>3>23.9.0Ic7 v FFL—RT3E, iOS1TICEHINLTNA AN SIHIYHR— I E T,
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HCL Domino 12 o4 7R— bk Zd) YU —X L. Secure Mail for Android & & O Secure Mail foriOS 1213
HCL Domino /A\—> 3> 12.0.2 FP2 & T HCL Traveler /N\—> 3> 12.0.2.1 EJL K 202302010413 _30 o
R—brHEENF T,

i

HCL Domino 11 A5 HCL Domino 12 I27 v 74 L — R ¥ 315&1%. Domino #—/\—o notes.ini 7 »
TIWATROA—HY—I—Jz YV b ZEMTEILSICLTLIETV, ChICED, TEZTORBPALVHZ—D
FME7 7L, Secure Mail @3 R TD ActiveSync 16.1 #EEH'5 | S 4T S EHNICHKAET B Z E AMRIES
NnFE9d, 2L <IE. THow to enable Citrix Secure Mail clients for HCL Traveler Exchange ActiveSync
16.1 Supporty #8BLTLEETW

NTS_DEVICE_TYPE_USER_AGENT_APPLE=("Apple-(iPhone|iPod|iPad|Touchdown
)) | (*Mozilla. (iPhone|iPod|iPad)) | (*WorxMail. (iPhone|iPod|iPad))

Secure Mail for Android 23.8.2

X=LDOFTA T 7AINEI+—2—<—0H LTERRTS Secure Mail for Android /N\—> 3> 23.8.1 Ligi%&(E
ALTW3BE., XA—ILOFRI 7 7IILERTRTBDETA—F—X—IODBRIET, V+r—F—<IT—IBLTX=I
DOFMT 71 ILZRERT BICIE. Secure Mail for Android N—> 3> 23.82 LIEIC7 v I L—RLET,

i

2023F 10 B 31 HUE. N—=23>238.1IC7 vy T L—RLTH. XA—=ILDFRT71ILDI+—2—<
—JORBIFRRINEEA. LIcH > T N—=23 > 2382 ICEHITZczbEDdLET,

Secure Mail for Android 23.8.1

X—= DTG T 7AW EIA—2—I -T2 LTERERTS Secure Mail for Android /N\—< 3> 23.8.0 LT % &
ALTW3I5E —ILDORRAT7AINERRTDET+—F—I—IDBRIIBERHDFET, Vr—4—<T—7
BLTX—ILORMT 7 ILERTT BICIE. Secure Mail for Android N— 3> 23.8.1 LEICT7 v I L—R
LF¥d,

HCL Domino 12 o4 7R—k Zd) U —XLE. Secure Mail for Android & & O Secure Mail foriOS 1213
HCL Domino /A\—> 3> 12.0.2 FP2 & T HCL Traveler /N\—> 3> 12.0.2.1 EJL K 202302010413 _30 o
R—brHEENF T,

P

HCL Domino 11 A5 HCL Domino 12 iZ27 v 74 L — R ¥ 315&1%. Domino #—/\— notes.ini 7 »
TIWATROA—HY—I—Jz Vb ZEMTEILSICLTLIETV, ChICED, TEZTORBBPALVHZ—D
FME7 7L, Secure Mail @3 R TD ActiveSync 16.1 #EEH'5 | S 4T S EHNICHKAET B Z E AMRIES
NnFE9d, 2L <IE. THow to enable Citrix Secure Mail clients for HCL Traveler Exchange ActiveSync
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16.1 Support) ZEBLTLZT W,

NTS_DEVICE_TYPE_USER_AGENT_APPLE=(*Apple-(iPhone | iPod | iPad | Touchdown
)) | (*Mozilla. (iPhone|iPod|iPad)) | (*WorxMail. (iPhone|iPod|iPad))

Secure Mail for Android 23.8.0

Android 14 0 R—+r ZoDU1)—XLUFE. Secure Mail 1% Android 14 2173 3F N1 XA THR— SN FE
9, Secure Mail N\—> 3> 238017y 7SI L—RE 3. Android 14 ICEHIN-T /N1 D5 SHESHR
—rINEY,

Secure Mail for Android 23.7.0

Microsoft Exchange 2B E# 705 4L 13 OHR— 1+  23.7.0 U U —ZHh 5. Secure Mail i& Microsoft
Exchange Server 2019 2BEEH O/ S L 13 ZHR—FLET,

F>7L 220 Exchange ZEA L /N1 T Uy REERIEDYR—~  Secure Mail 3. Exchange Server
2016 D EBEEH SO0 5 L 8 £ Exchange Server 2013 0 EBEH SO 5 L 19 TN T U v REERE
(HMA) ZzHR—rTB3L5ICHBDFLT

Secure Mail for i0S 23.7.0

> 7L 220 Exchange =R L7c/\1 7w REERIEDO YR — bk Secure Mail I, Exchange Server
2016 D REEH 7O 5 L 8 & Exchange Server 2013 0 EBEH 7OJ 5L 19 TN T U vy R B
(HMA) #HR—bF3L51CH8DF LT,

A—UF—F 23.7.0 UU—XLIE. Secure Mail 34—V E—RFRZEHR—rLET, 4—JE—RFTX—-ILER
T3 7TV [BE] > [FFVDOT—X] > [4—0F—F] ICBEILEY,

Secure Mail for Android 23.6.0

HA—UF—R 23.6.00)—XLIE. Secure Mail Iz —VE—REZHR—LLET, ¥4—TJE—RTX—-ILER
REBICIE. TFUD [RE] > [7FIDFT—<] > [4—0F—R] IIBHLET,

Secure Mail for i0S 23.5.0

PEEC21—BLUVRXSAI RA—N—F—RTOVILFRRXY 23.5.0)U—XLFE. Secure Mail i& iPad /N
ATORIWFEZRO%YR—KLET, Secure Mail 2=, HEES () 22y FL T JILFE2Io0 [Split
View] #7132 [SlideOver] # 7 a3 #BIRLF T, COWEEL. 1—H—DEEROMHFICEBIEET,
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Inbox v Full Screen m

Q Search Split View D
Slide Over (1

Close X

[SplitView] T3 2EBO7 TUHREDOT U OBICKRRIh*d, [SlideOver] L7V +TiE 2HEBD
TZUNLEEE-FTHSE. REO7TVIIEBEDOE X REICBETIZ/NEI R« Y RUICENNET,

Secure Mail 23.3.5

Secure Mail for Android C VU U—Xilid. NTOBEREEFNTULET,

Secure Mail 23.2.0

Secure Mail for Android CZo') ) —Xilid. NTDEBENREEFNRTVET,

Secure MailforiOS CZanUU—XIlIF. NTDEBENESEFNTULETD,

Secure Mail 22.11.0

Secure Mail for Android C VU —Xiid. NTOBEREEFNTUVET,

Secure Mail 22.9.0

Secure Mail foriOS Secure Mail B i0OS 16 #HR—bFTB3&SICHEDE LT

Secure Mail for Android Secure Mail #* Android 13 #HR—r 93 &S ICHbD £ LT,

Secure Mail 22.6.2

Secure MailforiOS CZoUU—Xilid. NTDBENREEFNTVET,
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Secure Mail 22.6.0

DY) J—2LF%. Secure Mail Tl& Exchange Server 2016 0E2BEH SO 5 L 23 Y R—bIh3 L3I
BTOET,

Secure Mailfori0OS CoUU—XiTid. NTDBENREETNTVET,

Secure Mail for Android C—oUU—Xilid. NTDBENRESENTVETD,

Secure Mail 22.3.0

Secure Mail for i0OS HCL Domino 11 oHR— bk, DU U — L. Secure Mail for iOS (Zi&. HCL
Domino 11 (|H#F Lotus Notes) oHR— kA& ENATUVE T,

Google Analytics. Citrix Secure Mail ix. Google Analytics Zf#EB L T7 7 #sHER c FRRRBERD 9
MTr—42%ZNEL. HROEZALIEFT, Citrix 1. ZOMOBAI—HY—BREZWNEELZIFIRELEE Ao
Secure Mail B+ @ Google Analytics = &#ICF 3 AICDVWTEEL < IE. TGoogle Analytics =& 3
ZBRLTETW,

Secure Mail for Android HCL Domino 11 o4 R— bk, T U ) —X L. Secure Mail for Android iZi&.
HCL Domino 11 (IB#F Lotus Notes) ot R—bEAEENTLET,

Google Analytics. Citrix Secure Mail iZ. Google Analytics #fEB L T7 7\ #stHER E ERRRIBRDO D
WTr—42%ZNEL. HROEZALIEET, Citrix 1. ZOMOBAI—HY—BREZWNEELZIFRELEE Ao
Secure Mail |3 ® Google Analytics = &g 3 AEICDWTHL < I Google Analytics = #3129 31
ZBRLTIETL,

Secure Mail 22.2.0

Secure MailforiOS 7+ —RZEETEZIA SO a . N—2 322150 TEREFEEADELT, TDUY
— XTI RDTITAIL DT+ —RAH—RDHAH Secure Mail foriOS ICRTFINZET:

ST

s SEADOWEKRE

« ERPORE

s EHANTYR—T v —

RECOBENBMICHE > TV TBREADSE. BEARERST 74N EDOA—FTLEEEINET,
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Secure Mail for Android 7 —REBETBZ3A TS avid. N'—2a> 2150 TELEFEERDFELT &
DV —ZTlE. RDTIT I EDT 1w —RA—RDHAH Secure Mail for iOS IcRRINZFT:

. SR

- SHAOHEHE

- ERRORH

. BUHANTR— V-

RECOEEDBEMCE > TLWTEREADIGE. EXRERT 74 EOA—RFTEEZITNET,

Secure Mail 21.12.0

Secure Mailfori0S HRALI—H—I—Y Y bDOYR—bk, DY U—Xh5. Active Directory 77
L—>a>y#H—EX (ADFS) %7 ID F7ON14— (IdP) iZxt¥ % Microsoft Office 365 ML THRZ L
—H—I-Jx Y rEFEHETIEY, COWEEZFERT 311, Citrix Endpoint Management >V —ILT [%&
EREROARRZLI—HF—T -z b] RUS—Z2F ML THERTIHBELHD £,

Secure Mail for Android CZ o)) —Xilid. NTDBENREZSEFNTVET,

Secure Mail 21.11.0

Secure Mail for Android

By —JL  Secure Mail for Android TRETZEEELDHZHSPBMBED NS TIL a—F0 VT %17
ZB3E5ICHBDFELTe PTVDERED [HAR—K] XZa—FF>a>oFicHs [TV a—FTa>T] R
2ymFERLET, MEREET3ICIF. Secure Mail #E. [BE] > (ST a—Fa>J] ICBE#LE
ER
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< Troubleshoot

@ Is Secure Mail not functioning as you would expect?
Try restoring default settings for features related to
your issue, by using the suggestions.

Sync mail period

Click "Optimize now" to change sync mail period for
offline usage.

Recommended setting: 3 days

Optimize now

Sync inbox frequency
Click "Optimize now" to change sync inbox frequency.

Recommended setting: ON

Optimize now

Sync email
Click "Optimize now" to sync email.

Recommended setting: ON

Optimize now

Show pictures
Click "Optimize now" to display pictures.

Recommended setting: OFF

RDARZa—EHEN S TN a—TFTa VT DBHICRRINET:

s TIANMDTTUREZIVT TS
o T I - DBEHIEFR

o Ny T —DRENEER

s ALVH—BAOERE

o X—JLBRDEE

o BRERTIS
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s ALVH—%ZFEHY S
o EREZERT S
o X—/LZ[FHY B
o RIEMLTOFHEREE
o X—JLO[EHAEAR

CNEDBENTARTT 74 MZETIN. TNTH Secure Mail TRIEHNRETZHEAIF. BEEICELLTL
230,

< Troubleshoot

\’/

~

Looks like there's nothing to fix here.

Contact your admin if you're still facing any issues.

Back to settings

BT 7+ ILE =B DMBERTL FRE]l > [BH] > [X—=I74IWE—=] IZBEFLT. [7#IILE—DEIR] BE
D [TARTBIR] AF2a3>x2IUvIT3E, IRTOTTIANA—DBMNEZETEELSICBDE LT
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< Select folders [Select all]
= Inbox
] Bitbucket O
] Code review
] Project
C] sMm O
] sw
1 Testing
(] Archive
1 Clutter
] Conversation History
™7 Junk Email
-
Il ) 'y
== ==

[FRTEREBIR] 27V v I LT IRTOH T T —DBRIOREZFLETEET,
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< Select folders |Unselect all
£ Inbox

] Bitbucket

] Code review

7] Project

CJ s™

] sw

] Testing

"] Archive

7 Clutter

1 Conversation History

1 Junk Email

J

1l O <
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Secure Mail 21.10.5

o) —2LE. Secure Mail Tix Exchange Server 2019 £%®E# 704 5 4 11 & & U Exchange Server
2016 EBEMH IO L 22 B R—FEINBLSICBRDET,

Secure Mailfori0OS CoUU—XiTid. NTDBENREETNTVET,

Secure Mail for Android C—oUU—Xilid. NTDBENRESENTVETD,
=

Secure Mail T Android 7 @t R— kg, 2021 £ 10 B%ZH>TERTLE T,

Secure Mail 21.10.0

Secure Mail for Android

« Android 12 O R—k, DU U —XLUFE. Secure Mail ix Android 12 #2173 37 /N1 XA THHR— k
INnEx9d,

+ Secure Mail I3, Google Play &#H D2 —%"wv b API E#4T#H 3 APl LXJL 30 (Android 11) %=i&7L
TLTW&ET,

Secure Mail 21.9.1

Secure Mail for Android C—oVUU—Xilid. NTDBENRESENTVETD,

Secure Mail 21.9.0

Secure MailforiOS CoUU—Xilid. NTDBENREFEFNTVET,

Secure Mail for Android Zo))—Xilid. NTDBENREEFNRTUVET,

Secure Mail 21.8.5

Secure Mail for Android 3 TICEEBINTULWS T /N1 X T Android 12 Beta 4 # £ TZ £ 9, Secure
Mail Iz Android 12 Beta 4 ###7R— b3 & 512D £ L7 Android 12Beta4d A7 v 7 L —R%Z#&:F L T
W3HBald. |RIIC Secure Hub #/N—2 3> 2171 ICEFH L T E W, Secure Hub 21.7.1 &, Android 12
Beta4 iIC7 vy 7L —RIBLDICHERRNN—232TT, COVU—XTIE. TTICERINTVWS I —H—
H* Android 11 »5 Android 12 Beta 4 ICS—LL RICT v 7L —RTE3L3ICB>TVET,
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PN
Citrix 1&. Android 12 iI22WT Day 1 #7R— h Dtz #4E L TL &9, Secure Mail D#&#H/N—2 3 Vg,
Android 12 #522IC Y R— b T37-DDI 5 R IEHMEZITRD £7,

Secure Mail 21.8.0

Secure Mail for i0OS

N1 T w RIEBETOD Exchange Server O X —)LR—2DBEEH%HE  Secure Mail for i0OS Tidk. X—IIL7 KL
7% fEMA L T Microsoft 365 Exchange 7717 > b Z#MTE 3 7%, Hybrid Exchange #—/N\—IZX L—ZXIC
OJ14>TEEY, COWMEEIR. F> 7L = X0 Exchange Server IC3 L THERATE X9,

pE o

Exchange Server o BEli&HEEENEMICH > TVB I ZRRBL T I L,

Microsoft Office 365 T/HERALZRITL TLWBERIETOEER Sy 2i@8M ZOVU—XTIE v bT—
IT70ERRI =1 [F>*)L-Web SSO] (Z:E I 1. Exchange Web #—E X (EWS) ORI ~EH [BRSH
DO—HE] ITEFNTWVWBIHEEIC. Secure Mail Ty > aBRAHR— I FET, EWS KX k¥ ActiveSync 7R
Z M ELHEEIE. ActiveSync R bAY [BRIPO—E] RUS—IZEFNATVWE e ZRBL T,

Secure Maill D7 a7ILE—F ENTILFTTUS—> 38R (MAM: mobile application management)
SDK &, iI0S 75w b 74— LHAN—TIT R\ MDX #EEDBH TRODICERTEE Y, MDX v EYIFTo
JO2IF 2023 7 BICEmET (EOL) ICA3FETY,

Citrix Secure Mail ix. 2023 F 7 BICFETNTWVWS MDX @ EOL icfEx. MDX 7L —L7—2o & & U MAM
SDKI7L—LT7—=02HICUU—REINET, IVF—TFSAXT7 V5= 3> 0EBZE5TT 3I1Cld. MAM
SDK #fEHTI3MELH D £, Citrix Tld. MAMSDK ICIDEBX 32 B8O LET, TaT7ILE— Ri#aE
I&. Secure Mail 77U h 5 LWL MAM SDK EFILADBITFERZIRET I ZBMNE LTVET,

TaT7ILE—FH#EEICE D MDX (GREIZL AL MDX) ZERALT7 77U OEERZ44%4:9 50 H LV MAM SDK
ICHIDEZRZ N TEET, [MDX #7213 MAM SDKRU > —O>Y 73] RORUS—RETROF TS 3 >h
RRINET:

- MAM SDK
+ L7 MDX
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=  Citrix Cloud Endpoint Management
Analyze Manage
Apps Media Actions Content Collaborat
File name Secure Ma
MDX
App Description Managed Enterprise Application
1 App Information
2 Platform App version
&8 05 Minimum OS5 version 110

Maximim 0% vérsion

Excluded devices

Remove app It MOM prafile is removed  ( ET)
skt
Prevent app data backup m":
...... al)
Force app to be managed m_\ G
r nent
App deployed via Yolume purchase
MDX or MAM SDK policy container MAM 5D

& Legacy MDX

* MDX Policies
Authentication

[MDX £/l MAMSDK R > —O>7+] RUS—Tld. #7F>a>% [LAS MDX] A5 [MAM SDK] (X
BTEET,

TIVEBAYVAM=ILTI2HENHSZ7-H. [MAMSDK] »5 [LAS MDX] ICHIDBX BV EHEHLE
To TIAINMEIE [LAHS MDX] TY, T/A1 X ETRITINTWS Secure Mail & Secure Web o/ IC[E
CARUS—FE—REZERELTLETV, BLTNARET2DODERZE—RERTIBZLIFTETFEE A

[MAM SDK] E—F%ZERT 2. 77URBENIC MAMSDK JL—LT—2ICHID B OO, EEEMRELR
KTHTNA ARV —DEFHEINE Y,

:

[LAY MDX] #5 [MAMSDK] JL—LT7—2ICID &2 386, [(RybT—2oT70+12] RUS—%
[k>IL-Web SSO] Z7i& [HIFRHL] OVWTNHICEETIHRELRDHD £,

ks

TaTILE-FHEZERICERRAT37CHIC. ROBHZHILTVWSCZ#RBL T T L.
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Secure Mail
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EMTEET,
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« TMYY—XTIF. iPad Proll r>F¥ iPad Pro 12.9 1 > FHHR— TN E T,

Secure Mail for Android

A

M7 71 )L DEEsRTL, Secure Mail for Android Tld. A7 7ML ZEEICRTTIET, LDELT
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Secure Maill 2 —H—3. X—L7F7)EFEALTSEICBMTERZLSICEDELTce X—LT7TUDE
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Secure Mail 18.12.0
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Secure Mail for Android
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Secure Mail 18.11.1
BE.
RO, Secure Mail for Android 18.11.1 THRARTNTWE T

Secure Mail for Android < IBM Notes Traveler 9.0.1 SP 10 ic#4:i L TW3IHEE. AT 7 1ILFZIT DX
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« i0S12.1 »H7R—k, Secure Mail foriOS 1i0OS N—> 3> 12.1 #HR—FLET,
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Attach multiple photos

more easily

Enter Secure Mail
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Monday, May 14, 2018
1:30 PM — 230 PM
Timezone; (GMT+5:30) India Standard Time

Awailability

Chalukya Room
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— Inbox Q

® Avery Taylor 3:28 PM
Why Las Vegas Hotel Rooms For You
Las Viegas has more than 100,000 hotel rooms
to choose from. There is something for every

® Jorge Hogan 3:28 PM
Global Resorts Network Grn Putting Timeshar...
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

Elsie Newton 2:28 PM
Become A Travel Pro In One Easy Lesson

Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

Steven Todd 3:28 PM
Train Travel On Track For Safety

Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

@ Chris Herrera £330 PM
Motorhome Or Trailer
Las Vegas has maore than 100,000 hotel rooms
to choose from. There is something for every

@ Birdie Walton 3:28 PM
Coventry City Guide Including Coventry Hotels

Las Vegas has maore than 100 000 hote
ta choose from, There s something 1o

= S B
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Synergy 2018 Keynote = This Is How
the Future Works

www.citrix.com/SynergyTV

v Yes Maybe A No

O

in Meeting Dhal In Running Late
From: Communications at Citrix
Invitees: 1invitee
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~
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® Avery Taylor 3:28 PM

Why Las Vegas Hotel Rooms For You
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every
® Jorge Hogan 3:28 PM
Global Resorts Network Grn Putting Timeshar...
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every
Elsie Newton 3:28 PM
Become A Travel Pro In One Easy Lesson
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every
Steven Todd 3:28 PM
Train Travel On Track For Safety
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every
® Chris Herrera 328 PM
Motorhome Or Trailer
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every
® Birdie Walton 3128 PM
Coventry City Guide Including Coventry Hotels

Las Vegas has more than 100,000 hote|
to choose from. There is something fo
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EE jamie.lee@eoprime.com
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Q4 product review.pdf
2017 Q4 product review
204 KB, Elsie Newton

product images.jpeg
2017 Q4 product review
204 KB, Elsie Newton

Q4 product review custo...doc

2017 Q4 product review
204 KB, Elsie Newton

Q4 product review.zip
2017 Q4 product review
204 KB, Elsie Newton

Q4 product review.exe
2017 Q4 product review
204 KB, Elsie Newton

product images.jpeg
2017 Q4 product review
204 KB, Elsie Newton
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= Inbox O Q

® Avery Taylor 3:28 PM
Why Las Vegas Hotel Rooms For You
Las Viegas has more than 100,000 hotel rooms
to choose from. There is something for every

® Jorge Hogan 328 P
Global Resorts Network Grn Putting Timeshar...
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

Elsie Newton 3:28 PM
Become A Travel Pro In One Easy Lesson

Las Vegas has maore than 100,000 hotel rooms
to choose from. There is something for every

Steven Todd 3:28 PM
Train Travel On Track For Safety

Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

@ Chris Herrera 28 PM
Motorhome Or Trailer
Las Vegas has maore than 100,000 hotel rooms
to choose from. There is something for every

@ Birdie Walton 3:28 PM

Coventry City Guide Including Coventry Hotels
Las Vegas has maore than 100,000 hote
ta choosa from, Thara 1s ﬁurnr;'-'.hing ]

= S E

e RDAZa—FT2arhEEOALICRRINZLSICHED ELE:
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- AfA T ay: EEOFA—N—DO—TFa>%EZy L. [BIIA T 3>] > [AHE] o473
VICERELT. BREEZEETCIET,
pE

CDF T3 viE. Android TNA A TOARTINET,

- [EFR] 7Y By TIBL. A-ILERRTEE D,
e MIT7=ORFRT7AAV: By TTBL. R I T7-IRTTELT,

 WEDTO—T+« YIRIERZ Y X—)LOKRFHIC, [EiX]. [REIORE] £id [RiE] REr%egy T
LTX—LICISETEEY (TRER).

< K O W e

Show pictures

Synergy 2018 Virtual Experience D

3 Things You Don’t Want to Miss During
Synergy

There's a ton of awesome stuff happening
this year at Synergy, but here are three
things you really can’t miss:

1. Play the Synergy
Game(s)_as you watch the
keynote

Whether you're at a watch-
together event or at home,
pick and play one of the
Synergy games! The games
will help you follow along and

get a better understanding of Foriand &
our vision and mission for the —
future.

Reply <5
2. Literally fly through the g
Synergy conference center
Get a virtual video tour of
Synergy as you fly in through <3 X
the front doors and

experience the Keynote area,
L Qnrial Hith Moat tha Evnarte |

[ ] 8 = = B 5 B

o X—JLORTH. MOAZa—FFarhBEOELICRREINET:

T30 Ay TTRL. X=IIZTZTDMIE T,

RFICTD: Ay TITBHL X—ILERGREICTETET,

HiBg: 2w 793r. X—ILDHIBRINES,

BMATYay: A—N—7J0O0-TFAO>%2yv7Tg3r. [BE] HL. tOFBAERRENRRT
n¥xd,
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ALVA—DEE
o ALYA—T, AR ,DTO—T 4 VITRIEREZVEZY T LTARY M RERTZIEHTEET (TN
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= May 2018 v
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27 28 29 30 31

TODAY
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Sat

12

19

26

MAY 10

Th15m

& 0 S
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- $H: 4y 73, SHOARY FHARRINEX T,
- BER AvTTRL ARV ERETEET,
- BREOI7O—T4 VIBRERZY . ARY FORTHIC, [BRE] [£BISRE]. i [RE] RaY

By TLTUSETEET,

<

[0

From:

Invitees:

™M

Join Meeting

[ o DR IS PR

Y IR | B

&

Synergy 2018 Keynote — This Is How
the Future Works
www.citrix.com/SynergyTV

Tuesday, 8 May 2018
9:30 PM to 11:30 PM

Running Late

Communications at Citrix

T Ml

1invitee

5

O iim memin o b

PRI P

B

™M

Forward

Reply All

Reply

&K

5

B

ARV b ZERETB . LEW]L [REE]. [WOWR] BREDRBRIERZVHARY FOFHAOTICRTIND LS

ISR & LT

BARFTDEE

o FLVERLERIER] 70—FT a0 VY JBEREVEZY LT ILWX—IILZERTE Y (TRER),
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All Contacts Q

& i 2 =)

¢ [BRER] XZa—AT2aviE. BADELICRTREINZLSICADE L, COFToarvedyFIde.
BEEERRTEET,
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o BLREDRTP. ROXRZa—F TP a3 hEEROELICRTEINET:
Android /N1 ZDHEE:
- RE: AV TTRL. BIREERETI XY,

- BMA T3y #—N=T0-7AA>%2v T3, [X—ILICHM]. [HE]. [HIFR] E. f
DM AR BIRIENRTINE T,
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- RE By TTBRE. ERAEERETEEY,
- ®HE: [#HE] T E2E2YyTITBRE. [EREOHE] ® [X—ILICHN] BE. MOFIFARIRERIEE
PRITNET,
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<

<> Add to VIPs

INTERMNET

Waork Email

FACETIME

FaceTime

07

©
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pE
i0S FINA R TELLLZHIRT BIC1E. HIFRT 2EEZLEEEIRLT RE] 242y L. BEROTIHRIC
H3 [HIkF] za2v7LET (TRBHR).
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Cancel Save

ADDRESS
Add Address

COMPANY INFO

Add Company

PERSONAL
Add Personal
DATES
Add Date
NOTES
Add Note

Delete Contact

& - 2 =

AT 7IINOEE ROFAT7AINAZa—F T2 a>rhEBEOELICRRENDLSICHED E LI
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C MABR [EABR] TAOVES Y TLTCEIE T« LS ERRT B L, FET 71 LELAER ST LD
TEFT,
- BE 2y TTRL. RET 7 ALERRETEET,

Secure Mail 10.8.20

« Secure Mail foriOS T. IREBRIBBEZFEA L IBBEBIALIYR—FINBLDICAED E LT, REER
HFERICDOWTEEL < 1. TIOS OIREERIBHRI #BBLTLLIEIL,

« Secure MailforiOS . Uy FFyvsa@MeEdR—tLET, Vv F@BHMEEICED. Secure Mail #3/\
WISV RTEITINTLAWNGETH, BEMN 1OOYvIEEOBNZEERICZETCIET, D
gElZ. WRT—RR—=XDFBiEtY b7y FeISA4T7Y MR=XOBitty 7y T THR— IR TUVLE
To ELLIE TUwF Ty a8 2BBLTLKIETV

E:
COVYFTyS aBHMBEEZ Y R—bT237—FT70FvHEEINDH. VIP DAHD X —)LiEH
IFFRBETERADE L

o Secure Mail foriOSIEU wFFF AL EREZYR— L TBR3ELIICAEDF LT X—ILDERICEZRYP VY
EERATIET, LG Ty FFHFIMERZ] 28BLTLLETV

Secure Mail 10.8.15

+ Secure Mail foriOS (FV v FFX R M EREHR— b TRLIICHBDFE LT X—ILOBRICEHZY >V
VEFERTIET, #FLUI TUyFFFIAER] Z8RL TV

+ Secure Mail i3 Android Enterprise (Ll&id Android for Work) #=+7R— kL %9, Secure Mail T
Android Enterprise 7 7 % EHT2 T AOAER7O7 7ML EERTE £, ¥ L < I1&. TSecure
Mail @ Android Enterprise; Z8BL T TV

« Secure Mail I FEF A —ILERTLADSIEBOHAR )Y —REL VAV VILET, VY —ABRBRY b
D—IlH3BE (RE) > o THsEE URL BEEHINX—ILAY). Secure Mail IZRZxRy b T7—2
IKEGLTOAYT YUY EREBLLYAU YT LEY,

+ Secure Mail |3, ERTEEHHR— L TVWET, KERHIE. 21— —RF /XX T—REMERAL OAuth
b= IC& BRI TS, Office 365 DMFPEH £ TUHMEB Active Directory 7z 7L —> 3> —EX (AD
FS) #7&ID Z7ON—a4— (IdP) #HR—+rL %7,

o RIFUARI MUDNT =T XAD3&, Attachments VRS MU ZFTIER < RIO-ILTEZEHTEE
ER

Secure Mail 10.8.10

o M7 FAIDERIZEHR— b, Secure Mail foriOS i&. X—ILOFFT 77 ILDEIRIZ Y R— L TWE
ER
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Secure Mail

+ Microsoft Office 365 LB, Secure Mail foriOS (&, &R E FR— F L TWE T, FiEREIE.
A—H—Rr N7 —REMFERALT OAuth k=2 VI & 3RETT . Office 365 M4MEEE & U'AEB Active
Directory 7z 5FL—>3>%—EX (ADFS) &V ID 7aONa14— (IdP) #H#R—+tLEF, #L<
l&. TMicrosoft Office 365 %Z{ER L 7= /iEsBal) ZBBL T IEI W,

P

o) —2ZTlE. Endpoint Management & Microsoft Intune/EMS ¥ #i& THEREIFHR— S
nNTLEt Ao

CDU)—=XIZIE. AD FS AN B 7O XA TE B HADIERLENESEFNTVET,

E%%D )] Fl:ﬁ% z: ﬁ@ﬁ% C‘S *LTC Flcﬁiaé

June6, 2024

Citrix Tld. EBBENAATTVOEE2 2ON=J30h 507 v T L—RZHR—ELTULET,

Secure Mail foriOS 24.3.0
ARSI NI-RE
o Secure Mail DA >V A F—IILEBERARBLIZICE D DEST. TVRIA—HF—RT7TUEEBRT I FICR
DIT—RAYyE—IUHRRRINZHFEDHD £7:
T —N—=ADEGHEZAI LTI RLE L. BRBICHES—ERLTLIEIT V]
[XMHELP-4538]

+ Secure MailforiOS N—<3>2 242017 v oL —R$ 3. BEOIY R1—%—4 Secure Mail IC
TIVITERLLED, ROIT— Ay E—IHREINDIFEDFHD X7

rSecure Mail Iz —NICEETEFHEATL e T—NT7RLZXZLHS—EANALTHTLET L, BEN
ERLBWVESIE. ITEEEISELZL TSIV,

[XMHELP-4539]

e IVRIA—H¥—HNiPad TNATRXTT7FURBAC S 332, Secure Mail A& LB HED ET, Shid.
iPad N—2 3> 1731 LBEERITLTVB TN RIEFEDORIETY, [XMHELP-4541]

A DR

CDUY—=RIZIFEEFROBEILH D FH A,
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Secure Mail foriOS 24.2.0

FERT N T-RRE

+ Secure Mail foriOS Tid. AL YA —R=JIZBMAREZY (+) BREINAVBELHD. HILLWAHL
VHE—ARY N EERTERCAD £, [XMHELP-4460]

o Ry D —UEEORBICED. Secure Mail Ix iPhone ¢ iPad DEADT/NA ATX—ILERETE X
Ao [XMHELP-4473]

« Secure Mail foriOS TH—VE—REFEATI L. X—IXAvE—CHBROHBRLBREZAREMNHD 7,
[XMHELP-4499]

EEF D&

SOV —=RITIFEENDOREEIZH D EH A

Secure Mail for Android 24.1.0

R NT-FRE

¢ IOMB 2Bz 3 X—IILOFIT7 71 ILZFZ 5 95, Secure Mail for Android BEE L4 < D £7,
[XMHELP-4399]

o dOXFERTTIETXFELEINAN—U YV INREENZIXA—INOHFNLTI 71 ILERIS TR L.
Secure Mail for Android #I5& L A< B D £§, ZDOREIF. Polaris SDK AEH TN TLARWEEICH
E£LF9, [XMHELP-4491]

BERN D R} RE

OV —RICIFEERDOEEIZH D TH Ao

Secure Mail for Android 23.10.0

R NIMERE

o Secure Mail 557 71 )L#2FI< . Citrix Files 7 77U BT NA RICA VA F=ILTNTUVEWES
TH. [#4A (B)] > ko7 FUTHL] 77> a3>7T [CitrixFiles 27 v 70— K] B#ARRINBZHEED
HDFET, [XMHELP-4437]

o Secure Mail TZELcaBZANOHBREBICHRHINics 77 ETLEa—F3E., icsT71ILDT

LE2—ICRTRENZ RO TORELD 1 KEENTVWRISEELHD 9, CORBEIZERMIET
HELF9, [XMHELP-4429]
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o Secure Mail #NN—>3>2382IC7 Yy T L—RLTHE—VE—REZBMICTRE. X—ILOHRRAT 741
ILOTLE 2—RICRELNEET IAEMELHD £T, ABERES () REVEIUYILTHXZa— X
FARRTRINABVEELHD £9, [CXM-112699]

EER D Rl RE

OV —RICIFEERDOEEIFH D TH Ao

Secure Mail for Android 23.8.2

R NIMERE

COUY—XTHERINIRBIEHD FH Ao

BEEN D RERE
Secure Mail #NN— 3> 238217y I L—RLTHA—VE—REZBHMICTRE. X—ILDHFHT71ILD
TLE2—RRICHENRETIR8MELNHD £7, BERLES () RE>Z Iy I LTHAZ 21— R MIERTE

INBWEBELHDET., COMBEZEET SICIE. Secure Maill 251 FE—RICYIDEXZ A TEFET,
[CXM-112699]

Secure Mail for Android & & Uf Secure Mail fori0S 23.7.0

FERT N I-RRE

COV)—XTHRRSNIREIRIHD EE A

EEF DR

OV —RICIFEERDOREREIZH D TE Ao

Secure Mail for Android 23.8.1

RN T-RE

COVU—XTHRRSNIREIIHD FHEA.
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EER D&

OV —=RICIFEERDEEIFH D £H Ao

Secure Mail for iO0S 23.9.0
BRI N f-RIRE
« HCL Domino 11 #—/\—T Secure Mail fori0S 23.2.0 N—> 3> FEBLTVLWAIES. LEICREELTE:

TESX—IIERETIRVEENHD £9, Secure Mail Id. X—ILAEBICEEINTICERLET
B BEERA-ILEZELEFEA. [XMHELP-4306]

XA DR RE

OV —RICIFEERDOEEIZH D TH Ao

Secure Mail for Android 23.8.0

RN T-MERE

COVU—ITHRRINIRBEIRHD FHA.

EER D&

OV —=RICIFEERDOEEIFH D £H Ao

Secure Mail for Android 23.7.0

R NI-MERE

e ALYA—ARYEDURA VA —BHDNEDBVEEDNHD £, ZORIEIZ. Secure Mail D75 —Lk
RA S —DIERDE D EINIIBEICHEL £, [CXM-109036]

EER D&

OV —=RICIFEERDEEIFH D £H Ao
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Secure Mail for Android 23.6.0

BRI NT-RIE

X=ILDFME T 7AINERRITDE. (S ROEMARIMINE LTl VWSV —F—T—IDRTIND
BERHD I, ZOREIE. Secure Mail for Android N—<2 3> 23.3.5 LET#FEALTWARBESICRELEFT,

DA —R—T—TRLTA=IDTNMT 71 L2 RFT 3ICIE. Secure Mail for Android /N\—< 3> 23.6.0 LA
ICF7vFIL—RLEY, [CXM-110137]

BERN D R RE

SNV —RICIFEEMDOREEIZH D T A

Secure Mail for iOS 23.5.0
ARSI NI-RE

o TURIBREINSX—ILEZEL. Secure Mail TR . X—ILOFRM T 71 ILHARTINEBVEELH
D %3, [XMHELP-4247]

BERN D 1 RE

SOV —RICIFEEMDOREEIZH D EH A

HTWN—= 3 > TOBRMOME L BIE SN /-REE
Secure Mail DLBION— 3 Y TOEEMOBBE BRI NTRIEIC DWW TIE. TSecure Mail DEEAIH L URR S

NIcEEOREE] #BRLTIREL,

Secure Mail D ER

February 27,2024

Citrix Endpoint Management (XenMobile o#i&#5) r#&Ihic Secure Mail ZRBBI9 3 ICiE. RO—RHY
BFIBICRVET:
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1.

pE

Secure Mail = Exchange Server %7z1% IBM Notes Traveler Server X B¢ 3 7=®IZ. Secure Mail %
Microsoft Exchange & 7z13 IBM Notes t #i8 TZ £ 9, IBM Notes AL TW3H&(E. IBM Notes
Traveler +—/N\—%#m L £ 9. Active Directory & &1E#|R%ZEM L T. Exchange %7z/3 IBM Notes
Traveler 4 —N—TRiE%Z 1+ £ 9, %L <&, TExchange Server #7:1% IBM Notes Traveler Server
DiEEl EBRLTILETEL,

BE:

Secure Mail M5 ® X—)L% IBM Notes Traveler (|B#F: IBM Lotus Notes Traveler) *EfS &
3ZrIETEFEHA. T Lotus Notes — R/N—F ¢ —ifEElE. BEYR—FINTVEHA, £D
e, ISEFORZEA—IL% Secure Mail h 5HIERL TH. D X—JLIZ IBM Notes Traveler #—/\
—ETIFHBREINERA. ALUA—ARY b ZEEL. TOBIOXY MMISTIRNY M ZEHRLTED.
AXYMIETT O aVERITLEDLTH, ZOOAXY MERFINEE A, [CXM-47936]

#7>3> 2 LT, Secure Hub 15 SSO 2B TEF £9, ThxE{T5ICid. Endpoint Management
a>Y—I)LT Citrix Files 7 1o > MM&EBR%ZRE L T, Citrix Files ® SAMLID Z0/3«r # & L T Endpoint
Management Z8%#IC L £9 . Active Directory o&&E#R%Z M L T. Citrix Files TR EZ T £,

Endpoint Management >V —JLT® Citrix Files 7h 7 > MEROBREIF. TRTO Citrix /517>
. Citrix Files 7 517> b & TUHE MDX Citrix Files 2514 7> b TERAEINZ 1 G ITORETT .
## L <IZ. TEndpoint Management 2> —JL© SSO B Citrix Files 7h7 > MERERE T 5 IC1F1
ZBRBRLTIETV,

Citrix o >O— R4+ +H5 Secure Mail o.mdx 7 7r L2484 >O0—RLET,

Secure Mail # Endpoint Management iIZEBMIL T. MDXRU > —%#RL Ed, #LLIE 7700
B ZBRLTIRIW,

Secure Mail /N\—< 3> 10.6.5 Tl&. Secure Mail foriOS & & Uf Secure Mail for Android T L Ly MDX
DRV —%ZEBRTEIET, PPV IRESMT—2ZNELTHEOEZA LT E £7, Google
Analytics LRIILOFFAAR Y > —IC& D, T—EE2 SO R XA VICEEMITT5Hh. ERTINET %5
ETTET, [BR] ZBIRITZE. SHRMXAM DV EPRESNT—XOBEENMITAS I—HF—DRIETNFT,
COFLWRUS—IZ& > T, LUEID Google Analytics RS —HEBEIMI 5N FT,

AU [ER] IKRESINDI . UTOREOT—4HNEINET, P rU vy IR I—H—%2BETISE
WEERT B BVED. COT—2HERMOI—F—ICEEMITONZCEHD FE A, BAZIETED
& Google ICEEINBZ I LdHD FtH A

TINA RBEHER. ARL—T A VI RATLON=T 3> TTUON=I 3> TNARETILEL,
75y b7+ —LiER. ActiveSync ®/N—2 3> B LU Secure Mail f—N—oN—T 3 >R E,

+ APNs Big. X—ILOEHRCEGE. RET77ILOAT>O—- R, ALVA—0OEEALZY. HamEOEER

1>k,
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RUS—=H [ET] IKRESNB & SR AV LOMOBRIATRERERIIINESNEEA. 772 ME [ET]
TYo,

Secure Mail O#ErL

November 1, 2023
Secure Mail TRDEEEDERS LUVHKEEANTITET,

+ Office 365 DRt

o Y7L X0 Exchange #ER LTc/\1 T R IEREE

« Secure Mail Oy oI55V RY—EX

+ Exchange Server %7:i& IBM Notes Traveler Server 0#i&
+ Secure Mail @ S/MIME

+ Secure Mail @ SSO

Microsoft Office 365 M JciER:

February 27,2024

Secure Mail i&. Active Directory 7z 7L —> 3 >#—E X (ADFS) 71 ID 7O/ 4 — (IDP) T Microsoft
Office 365 MFERT A HR— b LTVWET, LEREIE. I—F—RBL /N7 —REFEB LT OAuth k=2 >
K BEBHET T, I0S TN AEMFEAL TWS Secure Mail 2—+'—(%, Office 365 ICIEHT B & FIC, HAER—

ORI ZFBTEFET, Secure Mail ICH 1> 1> TR FIC. I—H—IF. EEBEREANNTEIHRDDICISA
7> A EERA L TEREEL £ 7,

BT T BRIIC. ROBIEZITVWE !

1. Microsoft Office 365 M 4&isR:E (OAuth) =B L £,

2. BELRY MU —UEEERIRTZOIC. 7717 U +—ILAD Office 365 T kK> . URL.
RLREEEBEMICLET, 5L <ik. Microsoft ® k¥ 2 X> kTOffice 365 ® URL ¥ IP 7 R L 2 D&
FES8BRLT TV

o N1 7w R Exchange X—ILRY IRV 1) a—> 3 %7 - BEIFIZERT 5 IC1E. Microsoft
B D [RFaxX> ] 285 TExchange /\1 71U v REBITO Exchange ActiveSync /31 X
DREI 2ERLTIRLS
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https://docs.citrix.com/ja-jp/citrix-secure-mail/s-mime.html
https://docs.citrix.com/ja-jp/citrix-secure-mail/sso-secure-mail.html
https://docs.microsoft.com/ja-jp/office365/enterprise/urls-and-ip-address-ranges?redirectSourcePath=%252fen-us%252farticle%252fOffice-365-URLs-and-IP-address-ranges-8548a211-3fe7-47cb-abb1-355ea5aa88a2
https://docs.microsoft.com/ja-jp/office365/enterprise/urls-and-ip-address-ranges?redirectSourcePath=%252fen-us%252farticle%252fOffice-365-URLs-and-IP-address-ranges-8548a211-3fe7-47cb-abb1-355ea5aa88a2
https://learn.microsoft.com/ja-jp/exchange/activesync-settings
https://learn.microsoft.com/ja-jp/exchange/activesync-settings

Secure Mail

Citrix Endpoint Management ;R ) > —DaiRE M

Citrix Endpoint Management 2>V —/LTUATORY > —=HMICL £ 7!

i0S #R{TLTWVWBT/NT RDIEE:

+ Office 365 DRI X N =X L: TORY>—IE, Office 365 TP HU > bR T ZEFICREICFERT S
OAuth XAZXLZERLET, CORUI—TIE. ROEZERT ZIHELHOD XTI

- OAuth 2R LAWV: CORUS—F. 7HU Y bOBERHICESTETHERALEY,

- OAuth Ta—H%—Rr/NRT—R%EFEATS: DR —E. BEEFFIC OAuth 7O M JJLTERAL
¥9, A—H—d. OAuth o 70O0—Ta—H—RENXRT—R, BLUVA T a3V TEERBEI—R
BT IBENHD £,

- 547> biEBAET OAuth 2 EH: CORU S —Id. HRER—IDRHIEZRTT 5 & 5 Office
365 B INTWRBEICERALEY. 774/ bOiERIZ. [OAuth ZFERELAW] TY,

Android #£1TLTVWB3TFT/N\1 XDBEE:

+ Office 365 (/R =R DR > —(d. ReEkFic OAuth 7O ML TERL 9,
e bRV Y RUS—0 Web SSO: CoRU L —%FEAL T, OAuth 57 r v oz boRUYILTH
>xI)L-Web SSO #BHIEE T, BERIRME:

- YRV JIZWeb SSO 2ERT 3RS —% [F2] ICRELEFT,

- Xy b= F70ERRI—T. [F>xIL-Web SSO] # 7> 3 %E&RLET,
E:
STAZEMCTZHEICDOVWTIE. ISTABBHDX—IL—N—AOEH 2B LTIV,

- NwIISIY RY—ERRYS—h5 OAuth ICEEEL KRR FEZBRINLE T,
iOS ¢ Android ikICH@ET 3R> —:

s RERMAOHRALI—HF—I—Iz>b: CORVI—FERALT, HERAETT 74 bOI—H—T
— VIV bXFHEEELET,

« F 3 n - Exchange Online A X +&: CORUS—%FERALT. 7HV Y OEBEIC. Rt
IZCOAuth X HZ X L% FERT 358 TI 3 Exchange Online 0 R X bE—BE2EELEJ, Ch
I&. server.company.com, server.company.couk D &5 B IAVIRXND DX TT, CD—EICId.
TIANMEXEIENZTs URLZEHZI AW TETETH. TICETITECA. 774 MEIF
outlook.office365.com T3,

« EEINIADFS KR +E: ToRD>—%ERL T, Office 365 OAuth RREEHIC/NRT—READ
T35 Web -, EETIZADFSHKIA+E—EEZEHLET, Thid sts.companyname.
com, sts.company.co.uk®&>HIAVIRTDOERXTYT. —BHMNEDHE. Secure Mail i%
NZAT—REBEBASDLEHA. Secure Mail 1. R FZ—E% Office 365 :BiEHICiatH T iz Web
R=TDHRALBLBEGL. TOR=JHAHTIPS 7O AN ZFERAL TVWEILZEERBLEF T, Tt ZIE
sts.company.comh R FE—BIZHBZIHE. 1—HF—hhttps: 27
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Secure Mail

IER$Be. KRAT—RT71—)LEBHBNE. Secure Mail B/IXRT—RZANALET. 774 LDIE
ldlogin.microsoftonline.comTd,

+ Secure Mail Exchange Server: CoRU>—% AL T. Exchange Server 07 L 2ZE&L 7,
CORIVS—ZFERALT. BHRICESVWT, AT LIROY—N—=TFRLRFRBIZTTRF—N=TRL
ADWIThhZERTEXT,

« HTTP451 VAL U + 21T 5: UFA LY FOBRAXICOVWTHL <Id. Knowledge Center i
% lSecure Mail ActiveSync redirect 451 #8B LTI L,

Secure Mail foriOS Ti&. RUS—DFNA XA LETEHINDG EERBIELNEMICHED £3,
HIFREIE
o BIBTHRERIZFERALTVWRIBE. iIOSOU Y F Ty 1 BHHMEEIIFIATE £tA. Yy F Ty 18R

ICDWTEEL LK X TSecure Mail 7w 218511 #8BLTLLETL,
o SFFAER—XDRBIEEITI DY CT7 YT TR BT AUV MITYR— TN TULWEHA.

Secure Mail K> —

RD 2 D2DOFRIE. Exchange 1> 73X M50 F v T ICUER Secure Mail KU > —T9,

Office 365 MFRHAEX =

Exchange 1> 732 K X Ls/Office 365 5tz EINAADFS KRR+ &I N7 Exchange

SUFv itz fEF & Online R + 3

FVTLEIR Z*7 - -

NAT)yR* x> AD FS/IDP Outlook.
office365.com#f:
ldN=F < URL

Exchange Online i AD FS/IDP Outlook.
office365.com#f:
lgN=7-< URL

Exchange 1> 7352 Secure Mail @ NYITZIVRRY LT NyITITVRRY D

SUFv Exchange Server — % —EZX (i0S) — 2% —EX (Android)

AYTFLIR Exchange o#> 7L = FYTLIR FYTLIR

AR~
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Secure Mail

Exchange 1> 73X +
SUFv

NTT)wR*

Exchange Online

Secure Mail ®
Exchange Server

> 7L 2R, Exchange
Online ®RZ +%&

Outlook.
office365.com

N ITZIOV Ry T
—JH%—E X2 (i0S)

*> 7L 2R, Exchange
DAVTLIRKRRALZ

Exchange Online ®7+ X
[

NV ITZO Ry LD
— 2% —E X (Android)

*> 7L 2R, Exchange
DAV TLIRKRR LA
AD FS/IDP (RZD )
Exchange oA > 7L =
AKX +&. ADFS. IDP

*Secure Mail &, N17Uw K Exchange 1 > 73X RSO F v EBITINX—ILRY I ROERAZHR— L

£,

A2 TLIRA—H—DX—JLRv o Xh Exchange Online #1783 N3 &, Secure Mail IZBEIMICCOEEE
WL, RETZFRATELEORDZIAYE—JF I —ICRRLET, PTHU Y M 2BEETIHERIHD X

Ao

Secure Mail To OAuth o9 R—rT U wI X

RDOFRIF. iI0S &LV Android /31 X LD Secure Mail 1833 OAuth O R— T FU WO XTI !

SREEDTELE IDP/4h&B AD FS IDP/m&B AD FS Azure AD
A—H—RL/NXD =4 =4 [=qW

-k

U477 NEEE W Android o & (AIAY-3

Intune

lFL

(AN}

iI0S 5 & Android T+ > 7L = XM Exchange (2& 5 /\1 7' v REER %

R—bk

November 1, 2023

NA Ty REERREE (HMA) 3. &KbhReka—4

B
BO\A.

T L UVERSZEFERT 31— — IDEEY Ja—>
3> T9. Thh. Exchange Server D4 > 7L Z2DONAT )y REBATHATEZLSICHD E LT

HMA &, 2—H—RBe/NXAT7—REFEAL] OAuth F—0 > R—ZADBHEAZETT. ChICED. AV TLI XD
X=)LRy o 22— —H, OAuth h—2>ZERLTH>TL I RD Exchange IC7 /X TEZL5ICHD &
Fo OAuth h=o >3 U ST RHBERBINET, LR E2FEALTI—H— ID2BETI . EEERK)Y—
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ZDREICERATZIEIEFAY—ILZFATEZLSICHBD. 7> TFL I X0 Exchange iy L T& b =24 D
EEBEDNRBEINE T,

HMA i22oWTE L < i&. TAnnouncing Hybrid Modern Authentication for Exchange On-Premises) &8
LTS,

MDX RS —TRHEREE

HMA #* Secure Mail iOS & & Android TEfEd 3 ICiE. TOffice 365 ® OAuth 7 R—+~) o> avich 3
MDX RS —TROEEZRITLET:

+ Android %4, [Office 365 (iRl ERA] A 7> a>EBMLET,
i0S w4, [Office 365 DBEXH=XL] % [OAuth TI—H—Br/NNRT—REFERT 3] ICREL
9,

+ [N 7- Exchange Online R X +B] FF X b T —JLRIC. BEED A > 7L = XD Exchange URL
ZANALET.

+ [Office 365 ® Exchange Server] 7+ X k71 —JLRIZ. BBEOF > 7L 2 20 Exchange URL £ A\7#
LEY,

o ANl 2O Uw O LET,

F: MDXRUS—TEROEERTSHIIC. Exchange ® HMABRENEMICH > TWB e BB L T IET L,
B LBWEEIE. [Office 365 IR ER] # 7> a>aEMCLET,
Android @ [Office 365 ® OAuth #K— ] £o> 3>

I e
Tustod b

s '—I

» Deployment Rules
» Store Configuration
Back

iOS @ [Office 365 ® OAuth #R—+] &> 3>:
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Secure Mail

OAuth Support for Office 365

Mail Redirection

enavlesiack @) @
Slack workspace name

Defoult Slack App | Slack

» Deployment Rules
» Store Configuration
» Volume purchase

A—HF—DMHTOT A VICHNT B L. ROBEBR—IHRTENET, [AETS] 20V vILET,

3:05 G b 4}

Sign In

B Microsoft
az1@smblr.com

Permissions requested
Secure Mail
[pp infd
This application is not published by Microsoft or your
organization.
This app would like to:
~ Read and create your online meetings
\/ Access your mailboxes
Read and write to your mail
Send mail as you

v
~

./ Read and write to your calendars
~/ Read and write to your contacts
i

Sign you in and read your profile

Accepting these pemissions means that you allow this app 1o use
your data as specified in their terms of service and privac:
statement. The publisher has not provided links to their terms for
you to review. You can change these permissions at
https:/myapps misrosoft.com. Show detalls

Does this app look suspicious? Report it here

Termsofuse  Privacy & cookies - -

F7oay: COREBR—JORRZEFELETIICIE. ROFIEZRTLET:

+ Microsoft Azure R—Z )L =S £7,

o« Ay aR—RN5 [App registrations] > [HMA-App] IC#EL %,

+ [Configured permissions] 2> 3> T [Grant admin consent for CRMC30Online] * 7> 3>

ZEMLET,
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Dashboard » App registrations

% HMA-App | APl permissions & -

..'— Search (Ctrl+)

B oveniew

& Quickstart

i nbegration assistant

Manage

= 8randing

P Authentication
Certificatas B secrats

M Token configuration

& API penmissions

& Expose an A7

BL approles

I Owners

HIPRSEIR

HMA-App

) Refresh 2 cot feedback?
A fou see editing permissianiz) to your spplication, users will have to consant even if they've sready done 20 previcusly.
Configured permissions

Applications are suthorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of corfigured permissions should
include 2l the permissions the application needs, Learn more sbout permissions and consent

- Add 3 permission I ~ Grant admin consent for CRMCSOnline I

AR Parmissions narme Type Description Admin consent req...  Stalus
“w Micrasoft Graph (1
User.Raad Delegatad  Sign in znd read user profile No @ Granted for CRMC3I0n

e O Daline (1]

full_access_as_app application  Use Exchange Web Ssrvices with full access to all ma. ves dh Mot granted for CAMCS | v

o HMAD S EABFICTIDEZ 31C13. BEFEOTHT Y hEHIBRL. Secure Mail THLWIZAY Y &2 BE

Y 2BBENHDET,
« MDX KU —¥ Exchange KU > —H—HLAEWEE. 1—H—iF Secure Mail IZH 1> 1> TEFEHA,

Secure MailoN\v o759 RHYp—ER

February 27,2024

Citrix Gateway BHTX =LY —N—IZT7 o2 F3ICIE. Secure Maill ODNw oI5V RY—EX%HERT S
HBEHHD £, Citrix Endpoint Management (XenMobile o#&#R) - Secure Mail Z&NY 33%&. MDX
TIVRVS—RETNYIIT TV Y —ERZBELET,

Secure Maill N\ v o5 SH Y RYy—EXZERT 3ICIE

1. Endpoint Management >V —JLICEBEEEEREZEALTH1>F Y LETD,

2. OYY—IT. [#BR] 27, [7FJ] #oUwo L. Secure Mail 77U EEIRLTHS [MwE] 20y

JLET,
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Analyze Manage Configure
Device Policies Media Actions shareFile Enroliment Profiles Delivery Groups
Apps  show filter
] ] | v
Add Category Export
lcon App Name Type Category Cr
69 QE_andreid D Default 8/
QE_iOs MDX Default 8
SF_i0s MDX Default ay
& ‘Web Link Default ar
SecureWeb MO Default 10
@ Citrix Flle Andraid MDX, Default 10
Securehail MDX Default 10
D SecurehMail MDX Default 10
E SecureWeb MDX Default 10

3.
T —LTERLET,
4, [FTVERE] o> 3>T RUS—%ZBRELET,
Analyze Manage Configure
DeicePolices  Aeps  Meds  Aors  Sweie  Evolmenthome
MDX [ wopseungs |

Secure Mall Exchange Server

1 App Information

Secure Mail user domain

2 Platform

05
Background network services

Android

[MDX RS —8E] R—ZD [FSybT+—L] 23 >T. BEICIGLTIOS £71x Android 75

Deelreery Groups

Windows Phone Background servioes ticket expiration 168 &
Windows Desktopy/Tablet
Bactkground netwaork service gateway ol
3 Approvals [optional)
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Ny DTS RY—EEED MDX 7 7R S —

KD MDX 7 71)R1) > —Id. Secure Mail ¢ Citrix Gateway. Citrix Endpoint Management #—/\—. Secure
Ticket Authority (STA) #—/N—( X—)LH—N—C OBEICEELTULET,

XYy hT—O 78R 2y hT—=0F7 08 RRUT—IE. Secure Mail B VPN 2R L TNvIIST > Rxwy
FO—OH—ERIZT7I7EITESZD. £FHRIEIRTOL S T v IDHIRBRL T V2 —2y FEERTSH %15
ELET,

o« XY RT=IFTIOERRI)S—DREBRY FT—IARVRILICERESNTWVWBRIHE. NvITSTTVRRY
FO—0H—EXD—EIZHSD URL DA Citrix Gateway #@BLF T, DD ST 1 v oid. FIRA
LTrya—xy b 2BARLET, T 74/ 5TlE. Secure Mail 07 7 XFRBRY kT—IA LRI
TY,

o XY RT—UT7IERRIS—HEIRELELICRESINTLSIES. Secure Mail h5DITARTD RS T w2

B >E2—2y MEHTERICEEINEY, VPN RNV IISTYRT—EIANDT I ERICIEIFERT
nEtA.

MDX

1 Appinfarmation

2 Platfarm

Enabie ShareFile " oM

App Metwork ACoess

Metweork access unneled 1o the inbernal nepwork

Secure Mail ® Exchange Server: Secure Mail ® Exchange Server R > —% X — )L —N—DRE2E
Bik X-r>%& (FQDN) ICRREL T,

NV ITZITVRIY NT—OH—ER: Ny ITSUYRRY bT—0H%—E XK >—id Citrix Gateway £
HTT7IEATERA—INT—N—DO—BEEBELEFT, RAFRER—+rESEIVIXYDDOETRRLET,
EORBERRBICAR—ZADPHBRVWIEEZRERLTLLEI V. X=ILYF—N—D7F7 KL XIZIE hostnameFQDN
:portnumberh&EFnEd, Fl: maill.example.com:443,mail2.example.com:443 (I~
ROBICZAR—RRFANBVWTLET W),

NYDIZIYRRY N T—=OH—ERTF— Tz A: NvITFTVRRY NTD—IOH—ERF—bTzARY >
—lE A=Y —N—ICHEHTT 578 Secure Mail HER Y 3 Citrix Gateway #3#8%E L £9, Citrix Gateway
D7 RLRICIE citrixgatewayFQDN:portnumberi&fzn%d, fl: gateway3.example.com
1443,

Ny OIS RY—EXF7ry hOBHHE: CORVS—E NV ITFTIVRRY NT—OH—EXFT Y bD
BMEAR % IEE L £ 9, Citrix Gateway %77 L T Secure Mail i X — )L —N\N—IZ#E#Hi 9 3B 4. Citrix Endpoint
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Management IEREE X — )L —N—A DL IC Secure Mail MERT 3 F—o > RHTLE T, Secure Mail
COR—O EFERTEZHAIE. COREICLH>THEEINE T, b—I BT I T74 TRIFE. B XA—)LY
—N—ICEHRTIOOHLWE—I VIZHEBEHLHD FEA. BHHRITINLEEIE. - —3BEOJ AV LT
HLOWEA—O EERTIBDELRHDET, CO—I VDT T +)L MEIK 168/ (7TH) T,

Ny TTSOYRY—EXO MDX 77RO —IZDoWTa#L<IE. UMTFESBLTIETWL:

« Secure Mail 7 7UEHRY >~ — (Android)
o Secure Mail 7 Z7UBER) >— (i0S)

UTORIG. BE70—. Ch50RYS—DHERINZEMERLTVET,

Background

network service Background

gateway network services ﬁ

Citrix Gatewa
. 3 Mail Server
| Background
I services ticket
I expiration
|

XenMobile Server or
Endpoint Management

UTFORIZ. X—ILH—N—ICxF 9 3 Secure Mail ##5i0BEEZ TR L TVET, ZNLEOZRIZ. BEDR) S —
BRED—ETT,
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Secure Mail

X= )L —=N—DBEEEHR

Secure Mail direct ﬁ
Ito mail server

Mail Server

A=Y —=N—IIH T 2EEEGDORY > —:
s XY bT=UTF LR HIRAEL
FYy hT=O 7O RADERE LDIHE. UTORI S —FBEBHAThEEA:

« NyUI5IVRRY hT—o%—EZ: N/A
« NWOISIYRY—ERFT Y FOBEMEAR: N/A
« NYUTTIVRRY RD—OH—ERF— kYA N/A
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STA ZHD X — LT — /N — D4

Secure Mail using .
STA to access mail ﬁ

sarver . Cltrix Gataway

Mall Sarver

XanMoblle Sarver or
Endpolint Managemeant

STABHTX—ILT—N—ICEGRTBZRI S —:

o ZFybT—U FUER: F>%x)L-Web SSO
« NYUTITUYRRY FT—OH—ER: mail.example.com:443,maill.examplel.com
1443, outlook.office365.com:443 or vanity URL:443

e NwOISUYRY—EXF7 v bOBEMEAR: 168

« NWITIUYRRY IO —ERF— DA gateway3.example.com:443
7
STAEG CIREREOE Yy Y 3 VBN R— bIhTW3o. Secure Mail I21d STA G2 FERAT 3 C
% Citrix TIdBEo L £,

STAIZDW T L <&, Citrix Knowledge Center @stE2 8B LT /EE L,

Exchange Server %7:i3 IBM Notes Traveler Server 0% &

February 27,2024

Secure Mail e X— LY —N—r ORI E R T 3 =%, Secure Mail EWZx v ~ T — T W * 7= & Citrix
Gateway 0&#%d Exchange Server £7zi4 IBM Notes Traveler f —N\—c#HEL £ 7,

o Secure Mail Oy oI SH Y RY—EXEEBHRT BICIE. TSecure Mail oW o595V RH—EX] %
BRELTIEIL,
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Secure Mail

« IBM Notes Traveler Server for Secure Mail ## 3 %iZi&. Secure Mail Ba IBM Notes Traveler
Server MiE1 #BBLTLIET L,

BE.

Secure Mail 5@ X—JL% IBM Notes Traveler (IB#r: IBM Lotus Notes Traveler) Y EfiZ#2 &
I3TEEEA. COD Lotus Notes F— F/N—F ¢ —ifiEld. WEVR—FINTULEEA. ZDR®H. Tt X
IE. BEEDRZEX—IL% Secure Mail m5HIBRL TH. ZDX—JLIF IBM Notes Traveler #—/X\— ETl&
BRI EH A, [CXM-47936]

F7-. Secure Notes & &£ U* Secure Tasks HEHA TS £ 9, 7272 L. Secure Notes & & O Secure Tasks 122018
F 12831 BICEMET (EOL) BT EICTHEELETW, 3#L< L TEOL ¥ EIEFED T 7] #8EL
TLIET L,

+ Secure Notes for iOS # R 9 % Icid. Exchange Server t &L %9,
« Secure Notes for Android & & Tf Secure Tasks for Android % [E#83 31213, Secure Mail for Android
THI> b EFEALET,

Citrix Endpoint Management (XenMobile ®#&#5) (= Secure Mail. Secure Notes. Secure Tasks Zi&fl
TBRHBE NV IIFT Y R —ERERD MDX 7 7UHR ) > —) THEINTWS L 512 MDX R > — %K
L&,

i

Secure Mail for Android & & ©* Secure Mail foriOS Ti3 Notes Traveler Server # 7 JL/ISX TIEETI £
F.fl: https://mail.example.com/traveler/Microsoft-Server-ActiveSync,

Domino Directory IZ Traveler #+—/{\—® Web 4 ~BEfRAEZER T2 HEIEHR < AD F LTS

Secure Mail 5o IBM Notes Traveler 4 —/\— D&

IBM Notes IZ1E Tld. Secure Mail @3 35i1iC IBM Notes Traveler 4 —/N\—%#H T 3UNERHD T,
DDLU 3T COBEOIRERNE LIV AT LEHFIZOVWTHBALE T,

5E:

Notes Traveler # —/N\—#' SSL 3.0 # A ¥ 3% &. SSL 3.0 iZi& Padding Oracle On Downgraded
Legacy Encryption (POODLE) HKZErMINBHESFENH D CIFRL TSIV, Chid SSL3.0 =
FATZT—N—ICERTZIVTIOT TVICHFENH S man-in-the-middle X% <9, POODLE %%
IC& 2 THREINBMEBHEICIHLT 7012, Secure Mail I&7 7 #JL ~T SSL3.0 EE|EHIC L. F—
N=—AOEFHIIFTLS 1.0 ZFERALEY, Chic&b. Secure Mail ix SSL 3.0 A9 % Notes Traveler
Server ICIFEFH TIT £ A, HEINBZEESEICDVTIE. TExchange Server #7zid IBM Notes Traveler
Server D&l @ SSL/TLS DEFa )T LRILDER £o>a>aE8RBLTILETL,

IBM Notes 1815 Tid. Secure Mail Z B¢ 281ic IBM Notes Traveler t—N\N—% R TIKELRHD 7,
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Secure Mail

UToONIZ. Y>> 7ILOEBIEEICEITS IBM Notes Traveler —/Y—¥& IBM Domino X—J)LH—N—Dxw k
D—UBEZRLTWVWETD,

External Metawork DNZ riernal Hetawork

-
m —

S A4d)

C g
o

KenMobie server

2T LEH
AVITSANSOFvH—N—DEH

« IBM Domino Mail Server 9.0.1
« IBM Notes Traveler 9.0.1

ORI

« Domino ¥F—2~R—2X
« Lotus Notes sB:E7O0 )L
+ Lightweight Directory sB:E~00 k2L

R— B

+ Exchange: 77 #JLb® SSLAR— kg 443 T,
+ IBM Notes: SSLidR—h 443 THR—bINET, 77 #)L 5T, IESSLIFR—F 80 THR—-bINZE
ED
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SSL/TLS ot F 27« LRILDIERK

gD TEE) OFICERFED D, POODLEKBICED D=5 INBMEHICTLT B0, Secure Mail IcxtL
TEBEAFPMZSNE LT LA >T. Notes Traveler t—/N\—T SSL 3.0 ZFEHEL TLWBIEEIE. EHREZEMIC
TRRHICHEINZEESEIL. IBM Notes Traveler 9.0 D —/N\—TTLS 1.2 #EHT3E TT,

IBM i&. Notes Traveler @tz 2 7#HH—N—Y—H—N—@BFICH TS5 SSL3.0 DEREH<S /Ay FERELT
WEF, 2014 &£ 11 BIc U —REnfz/Ny Ficid. LUFo Notes Traveler 1 —/N\—D/N— 3 VICxd§ B EREOD
BEEH IO LHEENTVWET: 9.0.11F7. 9.0.0.1IF8, & 1r8.5.3 Upgrade Pack2 IF8 (& & ULUBED
TRTOVI)—=RIZEENFT).

REDELEE L LT, Secure Mail # Endpoint Management ICIBINT 3 & FICEHOEF 2 ) T LAILKRY
>—% [SSLv3and TLS] ICZEEL £9, COMBEICDOVWTORHDBERIZ. 'SSLv3 Connections Disabled by
Default on Secure Mail 10.0.31 #8BL T3,

LUFDRIC. Secure Mail THR—FrINZTOLINE, EGOEF2AUT o LRILRY S —DEICEITVTAR
L=F4 VI RTLANICHRLET, X=)ILY—N—TFOrINEXTII—FTIZHEHHDET,

UTORIC, #65tx2) T LARILBSSLV3 LU TLS 0m&IC Secure Mail THR—bETh3 ORI %
~LFET,

ARL—=FT 0 VI RTLOEE SSLv3 TLS
i0OS 9 LIpE (AYAY-4 (=YW
Android M & D & =4 [FqW
Android M & & ¥ Android N =48 =48
Android O (AIAY-3 (=YW

UTORIC, EHEF 21U T4 LRNILANTLS OIFEIC Secure Mail THR— I3 7OMJLERLET,

ARL—=FT a0 VI RTFLOEE SSLv3 TLS
i0OS 9 LipE (AYAY-4 (=YW
Android M &£ D& (AIAY-3 =4
Android M & &£ ¥ Android N (AYAY-4 =48
Android O (A1AY-3 L

Notes Traveler Server O

ROEERIZ. IBM Domino Administrator @ ~R—JIcw i L TWE T,
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Secure Mail

e EXalTFa: 102 —Fv MRiEIE. [Fewer name variations with higher security] ICs&EIhTW
£9, COXEIF. [UID] %# LDAPBEZO )L [AD UserID] 1I2<w 793 7odIicffbnEd,

« NOTES.INI:2E: NTS_AS_ENFORCE_POLICY=false #&iIL £9, Zhickh. Secure Mail R
> —% Traveler TIid#% < Endpoint Management TEE T £9, COREIF. REOBHLHEZSIE
B REEED B D £9H. Endpoint Management BRETOF /N1 XD EEHEREUINE T,

« RO RIJL: JHEEET, IBM Notes 5L TENTILTNA ZADOEHEAICE L T, SyncML i Secure Mail
DY R— FHRINTT, Secure Mail Tk, Traveler Hr—/N—IZ4#AA £ 7z Microsoft ActiveSync 70
FOLICEDX—IL. AL YE— BLVELEDBHRISEHINE T, SyncMLATSr<U 7Ol
LTEslT N384, Secure Mail Z Traveler 1 > 7SR S OF v ENLTEGELEI LI TE EE A

o« Domino >+ Lo ~UER - Web 7> &% —=w b4k ftraveler i g 3ty a VRBiEIE A —N—5
ARLT. 74—LR—ADBEEMNLET,

Secure Mail ® S/MIME

February 27, 2024

Secure Mail i Secure/Multipurpose Internet Mail Extensions (S/MIME) ##R—kLTWET, THIC&
D, I—H—R@FAvE—JIZBEL. ThZBSKLT. EFaVT70 28023 W TEFET, BBRIF. Xvt—
SHVHDD DO LVWRETHNS SO TIFARL, HAMNIE T D LIEEFISEEINLHDTHZ I L EZEEIC
REL£T, BESHIE. BRI B IAEERF OZEEOAIAvE—S#BEC e 2HFTLET,

S/MIME ic2WT%L < I1E. Microsoft TechNet #8B L T 23 L%,

MORTIE. TNARADARL—F 1 YT AT LE®D Secure Mail ik D S/MIME #EENRHR—FShTW3CZ
tZzmLTWETD,
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S/MIME s

FUZIID Fanad 4 —Ha:
Secure Mail k7 R—rIhTWV3
H—RFN—F1oO7>%2)LID 70O
NAHE—=ZFEETEET, ID FONn
AZ—RIAME I—HF—FNAI R
Lo ID 7ONAE—=T T ICHT
BHFREZIRMELEZ T, COT T
& E7 S TF—2BOExa7T
R ~L—T4EIETH S Endpoint
Management OB > 7 FICEE
BBE#XEL £9. Secure Mail i
COHFIAVT IO OHAEEZAF
LEd, s¥L<IE T4 ID T
ANA A —cDffEl 28R LTL
723,

IKEBRERO YR — b

X—=)LIC & BEERAE DR X—IL
ICK DEEBAEZ A Y B (CI3. EEFA
EFVIL—bEEBRLTHSZN
ZE>TCI—H—iAZE ZRD 20
ENHDFT, AAZE IV —
JLU. #EEL 7% T. 32— —FiA8
E2IUVRR—LLTHE. 2—H
—ICA—ILTEELES, 2—H—
&2 D X—)L% Secure Mail TR
T, EAEE VKR —MLET, F
L<IE TX=)LIC & BEEAZDED
il £ a>zsRLTLLETL,

i0S

Secure Mail Tl&. :EREDY —X
ELTREBERBRZEATERT,
IRE B BEROFMIC DOV TIE,
Citrix Endpoint Management K
FaxX>y o TOS OREERER]
DREBZBBL TSIV,

X

Android
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Secure Mail

S/MIME oi&aE i0S Android

H—BWEREE DB Y R— b X
Secure Mail i, SEFAENERZ £
I3BESHOAZBENETEHDOTH
ZrEBHTRE. EOHAER
BEMICT > R— L Ta—H—IC
WAL E9, MBHEHL @S EXTRIC
LidbDTHZHEIR. 1VR—F
EFRHZ IOV T bHI—H—IIR
TENEd,

TORIIID 7aONAE— L DHE

RORIZ. SEEAEHRTS AL ID FONAHE—KRX D5 Secure Mail ICEIETZ3ETONREZRLTVWET, Ch
1. Secure Mail e HR— TN TVBH—RNA—FDFTIHILID TANAE—EHETRESICHKRELE T,

User device

Identity provider Identity provider
host app

o The identity provider host verifies user identity and sends
certificates to the identity provider app on the client device

o Using the Worx API, the identity provider app sends
certificates to the shared vault.

e Secure Mail gets certificate from the shared vault

MDX OHEB IV T HIFGIAERERET S T—2BOEF 2 T7HZ L —JEHTT . Endpoint Management
TEYHRTTZVDOADIEFIAVTHICTIVEATEET,
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ElEats

Secure Mail Ti&. Entrust IdentityGuard £ o#ahHR— I TWVWET,

B DB

1. ID7aOnNA 4 =7V #EF LTI —ICRELET:

ZwFd%.ipa zBS 9 BICIE. Entrust iICEIWVWEHDETIRRT WL,
MDX Toolkit 2E>T7 7V ES v TLET,

Endpoint Management BIEUSNTZ O T TUDON—a Y E2FETZI—H—ICZOT7 7 2 B
T3HEIE. COTTVICHLT—EBD ID ZEALTEET W, TOT7 UL Secure Mail ICRIL 7
OES3=Z>J 707 7L ZFERLTLIET WL,

Endpoint Management (27 7 #iBfL. £h% Endpoint Management 7 71) X b 7 IZAR
L&,

Secure Hub 5 ID Z7aNAE—T 7V HRA VA =L TRIRELRDHBZ 21— —IBHNLF T,
PMEIZIGLC T, 1A=L EBOERICETI A Z VI EZRHELE T,

RDOFET Secure Mail IZXH L TS/MIME RS —%# D& SICHERT 3D IC K > TIE. Secure
Mail Ik D aA—H—ic 7OV T rHBRRINTEAEDO T Y X b=)LERHF=D. 21— —nH Secure
Mail RETS/MIME #B#MICL=D T3 B £, ChE5DFIEICDOWVWTIE. Secure Mail
foriOS ©o S/MIME &1 2BBLTIEIL,

2. Secure Mail # Endpoint Management IZIBINS 31B5&. ROKRY > —%2 BRI IHBELRH D £

S/MIME sEFRZ DY —XRUS—% [HEIVTF] ICBRELET. TDREICLD Secure Mail (.
FORIID FAONA LA —Ic& OBV T FHICRESNHRELFERALE T,

Secure Mail D#EAR 2 — 7 v 7 ORI S/MIME ZB#MICT 3IC1E. [Secure Mail o ¥ EIES
B S/MIME #B%k] RUY—%2#BBLET, RUT—IC&D, HEEIAVFFHICHAENHZBE
IC Secure Mail #* S/MIME #EMICLIeh ES B HBIT N E T, FATS ZMEELRVBEIE.
Secure Mail itk b 7Oy P b HBRERINIA—H —ICHBED TV R— b EROHEFT, TORUZ—H
BYTHWESIX. Secure Mail RET S/MIME #BICTE£ 9, 77 4J)L L TlE Secure Mail T©
S/MIME AE# TR W8, 21— —h Secure Mail RE%= L TS/MIME #B%ICT 3BELNH D
9,

IKEERBROER

TOZINLID FAONAE—eRET2HDDIC. IREBRBREZEATESLIICTBLHTEIET,

Secure Mail # Endpoint Management (23B89 335&. S/MIME SEBRZ DY —XRU > —% [REEKIFR]
ICRRELE Y, REBERBRICOVTHLLIE, TOS OREERIERI 28BLTIEIL,
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Secure Mail

AX—=ILIC & BEERRE DEC

TOEWID TANAZ - BET B FLIFREERBRZHEATE2HODIC. A—HF—ICX— L TIREZRFY
BCEHTETET, COFT>arvERTIBZHSIF. COEIIa>THLIHFEAINTLIRO—MRIEFIEL
Lz\gt\-\—a-o

1. Y—N—TR— v —%fF->T Microsoft Certificate Services ® Web Z##ExMIC LT, IS TRIAHRTE
#HELEY,

2. A= Xy E—JICERLTHRSKIZODIMRET > TL— 2R L E T, - —AAEZERT S
IZiE. Sns5o7>FL—hEERALET,

3. SEAEZE A VA P—ILLTHEEL. 2R TI—H—HRAEZI VAR L TA—F—ICX—/LTEELE
ERS

4, A—H—1FZ DX —)L% Secure Mail TRIE. dAERE A VR—FLET, LENR>T. COMEEF
Secure Mail TOHFERATEE T, CN5IFS/MIME @ iOS Z7O7 71 ILICBRTRINEF Ao

Gl ts

oo arTRIFEIF. ROOAVR—2 b EEICLTVLWET,

» XenMobile Server 10 L

o HAR—bINTVB/N—T 3 >0 Citrix Gateway (IBFF NetScaler Gateway)

+ Secure Mail foriOS (10.8.10 LIB&). Secure Mail for Android (10.8.10 LAF%)

+ Microsoft Windows Server 2008 R2 (% (JL— &EBA#REE (CA) & L TEIEY S Microsoft Certificate
Services 4/&)

+ Microsoft Exchange:

- Exchange Server 2016 0 E2BEH TOT 5 L 4
- Exchange Server 2013 £EE#H 7O 5 L 15
- Exchange Server 2010 Service Pack 3 #7045 L00O—IL7 v 7 16

S/MIME Z#m9 280I1C. UTORIHREHETT LTI EET L

« FET. #713 Endpoint Management O&ERBERT /N ARV S —Z@BL T, JL— MEAES L UHMH
HERREZ ENAIT N RICERELE T, #LIE TEBBRTNARRU D —) 28RBLTIIESIL,

o ISAR— M —N—3:EBAE% R L T Exchange Server A® ActiveSync 371 v o REL TV
BEIE. )L — MEAES LUPREERAEZ IART. ENAILTNAARICAI VR M—ILLE T,

Microsoft Certificate Services ® Web =0 Exhk

1 [BEY—IL] ICBEL. [T—N—Tx—2v—] 29Uy ILET,
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Secure Mail

2. [Active Directory :fFAEH —E 2] T. :EBAI%EI Web E@BH 1 VI b—ILTNTVEIHESHERRL E
E

3. BERIBEIE. B —EZDBM] #3EIRL THEBKRE Web %1 VX b—ILLE T,

4. [FEPAI4RE Web E83] Z#IRL T RNl Z20Uv o L&Y,

5 AV b=IIHTET LIS, [BALB] £72id [E7T] 20VUvwoLET,

IS TORIERTE DHER

o A—H—iIAEOERICEAIND Web EEH 1 ~ (fl: https: )
MHTTPS —N—3EAE (TS5 R—bER@NTVYY) THRESHTWS e ZzHBRLEY,
o Web H#H 1 MZIEHTTPS ZENLTF7 I ERTIBELRHD £,

1. [BEBY—I] IZB8FHL. [(T—N—T%—Tv—] 29UV ILET,

2. Web —/8— (lIS) T. [REHY—ER] #WEBLET, V517V MIAETVEV RIS LUIINS 45
A7 RERAETYEV RN A VA M= ILETNTWVWBHERELE T, 1A R—ILTNTVRVESIE.
CN5DREY—ERXRZAVRM=)LLET,

3. [BEY-I] 1BEL. [1>2—Fy b1 T7xX—=>2a>H—EX (IS) Yx—Jv—] ZERLET,

4. MSY*x=Tv—=] T4V RIDERTL T, Web BERRICIIS 1Y RZVRERTLTVEH—N—%ER
LEd,

5. [5B&E] 20U v o L&ET,

6. [Active Directory o 5 7> ~EBAZEDREE] ¥ [B#] ICB->TVWB I 2RBLET,

7. ARA T, [ k] > [Microsoft 1> 42—y b1 YT X—> 3 VB —EXRDBEEDY A K] > [N
YR] QIBICZV YO LET,

8. HTTPS N1 Y RAEFEELBWVBZEIFEML £7,

9. [BEED Web # bDHR—L] ICEEL X,

10. [SSL&E] 2o Vw o L. [OF14 7> MEAZEDER] 20V v o LET,

WREERRE T > 7L — b DIERL

A=) XyE—JICBR LTS 3ICIE. Microsoft Active Directory Certificate Services THERAZE % R
TEzbEOLET, 1 DOMAEEMAOENTHERL. BSKIEPREZ T —H17 935513, ELLHRE
METIN, ARSI ERESHD X7,

SEEARE (CA) H—N—THRRET Y7L — b 2ERT B3 ICE. ROFIEICHVWET,

+ Exchange Signature Only (E&H)
+ Exchange User (BES{¢A)

1. GEERER Sy T U ZRE T,

2. CAzREL. [GEBAET> L — K] ICBEML X T,
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3. GVUw o LT, [BE] 20V vILET,

4. Exchange SignatureOnly 7> 7L — rZ&EL. COTFYTL—bE2HIUYILT. [FYTL—+D

B 20Uy I LET,

5 Certificate Temgplates (ad.training.- | T Display Mame =~ | panimum Supported cas | version [«
2 Administrator Windows 2000 4.1
E Buthenticated Session Windows 2000 31
 Basic EF5 Windaws 2000 3.1
H ca Exchangs Windows Server 2003 Ent...  106,0
4 CEP Encryption Windows 2000 41
3 Code Signing Windows 2000 3.1
3 Computer Windows 2000 5.1
5 Cross Certification Autharity Windows Server 2003 Enk...  105.0
1 Directory Ernal Replication Windows Server 2003 Ent... 1150
5 Domain Controller Windows 2000 4.1
E Dormain Controller Aubhenkication ‘Windows Server 2003 Enk...  110.0
5 EFS Recovery Agent Windows 2000 61
& Ervollment Agent Windows 2000 4.1
3 Ervaliment Agent (Computer) Windows 2000 5.1
% Exchange Enrolment Agent (Offfine request)  Windows 2000 4.1

-——h Exchamge Signat Windows 2000 =
B Exchange Liser LUDKCSS TompeeLs Windows 2000 7.1
& Fsec "Bl Tasks | Windows 2000 8.1
3 Psec (Offine req Windows 2000 7.1
& kerberos Authert T roperties Windows Server Z003 Enk... 1100
Gl key Recovery A% Help Windows Server 2003 Ent...  105.0
E QCSP Response Signing . ‘Windows Server 2008 Ent.,. 1010
3 Ras and 185 Server ‘Windows Server 2003 Enk... 1010
 Root Certification Buthoriy ‘windows 2000 5.1
5 router (Offine request) Windows 2000 4.1

5 BEizEfTEd,

pE

6. [Active Directory O:FFAZE % H179 2] FxvIRvIREFVICZLETD,

[Active Directory :iIFAE %2 #1179 3] Frv IRy IREFVICLBN > f5E. I—HF—ida—
H—ilAE (BRLBSKA) EFHTRITIZIVENHD £, Thik. [Outlook X—)Lov 517
YRl > [FSRbEYE—] > [X—=)LEFa2UF <] > [GAL (Global Address List) (ZABi] @

JEICEEHRL TRITTE XY,
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%M Exchange Signature Properties Ed

Superzeded Templates I E stenzions I Security | SErver
General | A equeszt Handling I Subject Name I |zzuance Feguirements

Template dizplay name;

|><I'-.-1 Exchange Signature
Minimum Supported Gz Windows Server 2003 Enterprize

I: ME schangesignature

W alidity periad, Renewal period:

[ Dfsems =] | 6fweeks =]

¥ Publish certificate in Active Directary

[ Do rot sutematicaly reemroll if & duplicate certificate eists in Active
Directary

For automatic renewal of smart card certificates, use the existing key
if & new key cannot be created

k. || Cancel I Spply Help

7. [BRWE] 2720w L. RONFAX—2—=2RELET,

- HHY: BR
o F—DR/INH1X: 2048
o [MEBEX—DIVRR—bE2HATE] FIvIRvIR: A

e [A—H—-ANHDOBENZLTH TSI b EBERTB] FIv IRy IR ¥

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

108



Secure Mail

XM Exchange Signature Properties

Supenzeded Templates | Estensions | Securty | Sewver |
" Genesdl  Fequest Handing ISl.lJia-:tMamal Izzuance Requiemerts

Fupese: | - |
I™ Delste revoked or expired certificabes [do not archive]

I indluge symmetnc algoerbme oflowed by the subject

I Archive s Lo{ects encption prvate kep

Mnirnum ke size: IQI]-!EI 'I

¥ Allows private key b be exporbed

D thee Talowing wibiern e subject it ernaled snd when the privale key

associaled vith the celificals is ussd:

% Ervol subject without requing any user inpué

" Prompt the wser duing eneoliment

¢~ Prompt the uses during ervollment and iequite user nput when the
prrvate key iz used

T chooze which crptographic service pronaders C5Ps
|C5Ps] should be used, chick C5Ps. =

ok |[camel | con | Heb |

8. [EFxaUF+] 27720V v oL, [FI—T&FHIEa—H—8] 2. BE2A—F— (FLIEFBEHERXI>F
FalT«J)—7) BNEMENTVEI e zH#RBLEY, T5IC. [BEELI—F—DER] T, [HiaROE
#] Frv IRy IXT [FFA] MBIRThTWB ez LE T,
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™ Exchange Signabure Properties

Germsal | FequestHanding | SubiectMame | lssuence Aequrements
Supesseded Tempistes Eversions  Seeutly | Server

Giliowg o LiEr names:

Adrmrrziiabor [AdrerssatonE@inaning lab)
B2 Doman Adming |TRAINING D coman Adming]
52, Enterprise Adminz [TRAINING*Entemiise Adming)

Penmizsiors: fon Authenlicated Llsers

Full Corirol
Aaad
Walnhe
Enrall
Butoernol

Adbvanced

Fan zpecial permissions or adwanced seftings. chick

Leam shout access conbiol snd permissions

ok || canedl | i | ke |

9. ZDIENDETPRERIRTT I bOEFELET,

10. [FEFAZET> 7L —+] T. [ExchangeUser] #0Uwv o L. FlE4~9 #4EDRL £7,

] Certificate Templates (ad.tranng.} | Template Display Name = | Minimum Supported CAs | Werson [
] Admiristrator windows 2000 1
5 authenticated Sesson Windows 2000 ad
5 Basic ers Windows 2000 3l
B ca Exchangs windows Server 2003 Ent... 1060
3 CEP Encryption Windows 2000 41
5 code sigring Windows 2000 3l
H computer Windows 2000 5.1
) Craoss Cestfication Authorioy Windows Server 2003 Ent..,  105.0
= Direcbory Emall Replcation Windows Server 2003 Ent...  115.0
F pormain Cartreller Windesss 2000 4.1
3 Damain Cortroller Authentication Windows Server 2003 Ent... 11010
5 £F5 Recovery Agent Windows 2000 6.1
H Ervolirent Agent Windesss 2000 4.1
3 Enrolment Agent (Computer) Windows 2000 5.1
5 Bxchange Ervoliment Agent (Offlne request)  windows 2000 4.1
H Exchange Sgnsbure Orly Windesss 2000 6.0

—__-hl . Exchanoe Windows 2000 .1
5 1psec Vindows 2000
Hl1psec (OFF Al Tasks v Windesss 2000 7.1
F kerberos ¢ Windows Server 2003 Ent..,  110.0
H key Reco. Troperties windows Server 2003 Ent...  105.0
5 ocsP Res Halp Windows Server ZO0GEnt... 1010
Bl RAS and IBS Server Windows Server 20003 Ent...  101.0
5 root Certification Authorty windows 2000 5.1
i_"li Rauter (Offine request) Windeosss 2000 4.1

#iLU ExchangeUser 7> 7L — b Tid. AU FILOTFYTL—bDT I AL MREZZOEFFEALE

ER
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11. [BRUE] 27200y I L. RONFRA—F—%ZHRBELFT,
« BH: BESHK
s ¥—D&/NF1X: 2048
o [MBF—DIVRR—bZHAIT3] FxyvIRy IR F¥
e [A—H—ANOEHBRLTH IO b EBRTB] FzvIRVIR: >

XM Exchange User Properties ﬂ E

 SupersededTemplates |  Estensions | Secuiy | Server
General  Heguest Handing | SubiectNunel Issuance A equirements

Pupoze: Encryption
™ Dielete revoked on expred certificates [de not archivel
W |nclude symmetic algorithms allowed by the subjsct
[ Aschive subject's enciyphion private key

Minirnurn key size: |2ﬂ4& 'I

[+ Allow private key to be expoted
Do the folowing when the subject iz enolled and when the prvate key
azzociated with this cestificate is used.
* Erwall subject wathout requiring any user input
™ Prompt the user dusing enialiment
Prompt the wser duing enroliment and require user input when the

private key is used
To chooze which ciyptographic zervice providers
[CSPs) should be used, click CSPs. C5Ps.. |

oK ] Cancel | iopl | Help |
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%M Exchange User Properties HE3

General | Request Handing | Subject Hame | lssuance Requeements
Supesseded Templates | Extensions Secuity | Server

[GFaUp OF USET R&mEs:

r:_-f-, thenticated L zars
Sadminestrator@iainivg. lab)
52 Domain Admirs (TRAININGA\Doman Admins)

‘;JJ Enterprize Admins [TRAININGA\Enterprize Admins)

Add | Remove |
Permizsions for Authenticated sers Allow Denp
Full Contral O O
Read —H |
Write O O
Enroll —» O
Suitosniol O O

For special pemissions of advanced seftings. chok Advarcad |
Advanced,

o .
oK, | Cancel I I {ielf |

12. 7oT7L—hAEAEBDERSNS. BT BHDHPET > TL— FZRITL TSV, HRER] =
BIRL. [RITIBAETVIL—F] 20Uy ILES,

:—_ F‘Eﬁding Requests E Directory Email Replication
| Faied Requests E Domain Controller Authentication

- M Manage ﬂ EFS Recovery Agent

L

Certificake Template to Issue

Yigw b 2 Wweb Server

Camputer
Refresh Lsar
Expoartk Lisk, ..

Subordinate Certification Authoriby
Help Administr ator

I—Y—AZOEK

COFIETIE. Tuserly #EALT. Web B#g~R—2 (fil: https://ad.domain.com/certsrv/) I
BEILET, COFIETIF. X—ILERETZHIC. BESRCBSHKRIC2EBEOI—HY—MRAEEZERLEXT,
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Secure Mail #"" LT S/MIME OERERBL T3 ZDMD R XA > IA—HF—ICDOVWTHRALFIEEZFES ZLHT
TET,

BERUBESHICHERTZ - —MHEEERT 3 ICIE. Microsoft :EBAEH —E XD Web B84 & (fl:
https://ad.domain.com/certsrv/) hoFEBERL T, £id. COWEEFERTZ1I—F—07
W=TDOIN—TFRIL—zBLTEBBREER L FT,

1. Windows R—2D 3> E 2 —42—Tl. Internet Explorer #53=. Web &84 MICBEIL T, FHILWL
I—H—GAEZERLEX T,

A

SFEAE# BRI BICIF. BTELVWR XY I—H—TOJA > LTLETL,

Connect to ad.training.lab

.

Connecting to ad. training. lab,
User name: |§ training\user 1 =l J
Password: [oonnnnnesl

[” Remember my password

ok | conce

2. OU# v &IC. [REAEDER] 20U v I LET,

Microsalf Active Deectory Cerificste Senices — training-AD-CA

Hiome

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By
using a certificate, youw can verify your identity to people you communicate with over the Web,_ sign and

encrypt messages, and, depending wpon the type of cerificate you request, perform other securnity
tasks.

¥ou can also use this Web site to download a ceddificate authorty (CA) cerificate, cerificate chain, or
certficate revocation list (CRL), or to view the states of a pending request.

For more information about Active Directory Cerificate Senices, see Active Directory Cedificate
Senvices [ bt

Select a task: 4 —

Wiew the status of a pending cerificate request
Download a CA cedificate, cerificate chain, or CRL
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3. [FEIFAEDERDFMRE] 20Uy I L&Y,
4. [COCANDERZEHLEETE] 20V v I LET,

5. EZRROA—Y—GAEZER L £T, BT IL—rRBZERL. - —REZAHNLTH S, [EX
O] OMICH B [PKCS10] ZEIRL £,

CNTERREEINE LT

Microsoff Actve Direclony Certiicale Senaces traming=A0-CA

Huomae

Advanced Certificate Request

Cerificate Template:
| "M Exchange Signature | sp————

Identifying Information For Offline Template:
Hame: [usert
E-Mail: [usar@training lat

Carngany: [Citrix
Departmant: {Supp-:ln Readmass

City: [FTL
State: [FL

Country/Fegion: JLIS

Hey Options:

® Create new key set O Usa exdisting key set
CSP: [Microscl Enhanced Cryptographic Provider vi.0 =]
Key Usage: & Signature

Kay Size 12|HE :::1?3: {oommen ey sizes: 2048 4050 3192 10384 )
& Automatic key container name T User specified key container name
[ Mark keys as exporable
™ Enable strong private key profection

Additional Options;

Request Formal: © CMC & F-‘KCS1[|"..___________-
Hash Algonthm: |shal 'I

Only used fo sign request.
™ Save reguest

6. [COAZEDT VI b—IL] 2V v I LET,

7. SEEAENERBICA VA M—ILEN e 2BABLET,

Microsoft Active Directory Cenficate Semices - training-AD-CA

Certificate Installed

Your new cerificate has been successfully installed.

8. FAILFIEZZDIRLEFIN SERX—IAvtE—JOBESHUAOIEREZERL FT. Web FHY 1
OJF> L0 eRLaI—H#—c LT, [R—L] UOICBEL. HILVIPAZEZERL T,
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9. BSUHDHLWT > TL—h2ERL. FIES TANALKOLBELI—F—REZANNILE T,

Microsoft Active Directary Cerificate Senices

- ftraining-AD-CA

Advanced Certificate Request

Certificate Template:

|AM Exchange User | e

Identifying Information For Offline Template:

Wama: |1.lser1

E-Mail: |user‘|@‘lra|n|ng.lah

Company: [Ciln':u;
Department: |Suppnrt Readiness

City: [FTL
State: [FL

Country/Region: |US

Hey Options:

® Create new key set  © Llse existing key sat

CSP: |I'I.I'I|cm5|:|ﬂ Enhanced Cryptographic Provider v1.0 ﬂ
Key Usage: @& Exchange
Key Size: [2048 0" 29% jcomman key sizes: 2048 4098 9192 18294 )
= Automatic key container nama
[+ Mark keys as exportable
[™ Enable strong private key protection
Additional Options:

Request Format: © CMC & PKCS10 t——
Hash Algonthm: | shai 'I

Only used o sign request.

™ User specified key container name

I Save request

10. FEEAENERICA YA b—ILENC e ZRBLTH S ALFIEZEDELT. B3 1ADRXr>a1—1H

—RICaA—Y—HREERTZEMR L EF T, COBITIE. ALFIRICRE>T. TUser2) o7-®IZ 2 BOIIAE=E
ERLEY,

pE

COFETIF. AL Windows R—XD A a—42—%E->T. TUser2) o7=oIiZ 2 4AE DEFERE%
BXRLEY,

NS NTEEERE DIREE

BFRAEDN R XA 21— —7OT7 7 IILICEYICA YA M= I)LENTEC ZBRT 3 I

[Active
Directory 2 ——r a>Fa—4—] > [RF] > [EELHEE] OIBISERLET,
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- Active Directory Users and Computers

File  Action

Large Icans
Srnall Icans
Lisk

® Dekal

IUsers, Conkacks, Groups, and Computers as conkainers

e
| Active Dire
[+ || Saved:
= 33 training
[+ || Bull
[+ | | Cor
[+] Do
[+]
B
- Mar
o = Pli-

2. 2—%— (ZoflTid Userl) o 7ONFrIlHE

i Fu:urliﬂ
| Los

llker Opkions. ..

Advanced Features

Cuskomize. ..

& [ABESNhIGEERE] 2720V v I LET,

SEEAE A

FEHFERAARETHZ B LET, ENENOAAENMEEDAREFH>TVWBI L BRITET XY,

userl Propertbies

Secunty
Remote conbrol

I Publizhed Cartificates I

Petzonal Witual Daaklnp

| Envirorment | Session: |
I Remote Dezklop Semvices Profile
COM+ | Atibute Edior

A,:.:u.,.-p | Profle | Telephones | Organization |
| Member Of | Password Regication | Diskin | Object

List of X509 certéicates publzhed for the wser account

Secure Emal
Secure Emal

frarang a0 -Ca
trainirg-&0-Ca

Caluzert
_;;J uzerl

AT
wT20N

Add from Store | Add from File Flemave

CONIF. EEAEDNX—ILXytE—2D

ESHRATHZeZRLTWVED,
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Certificate =

General Details |CertiFicatiDn Path I

Shove: | <= j
Field | Yalus | :l
_ﬂ Authority Key Identifier keylD=f3cl 57 6aS5d 77 b7 €.,
141 | CRL Distribution Paints [1]CRL Distribution Polrk: Cistr, ..
4| Autharity Tnfarmation Access  [1]Autharity Infa Access: Ace, .,
e Erhanced Key Usage Secure Emall (1.3.6,1.557.3.4)

Palic. .

ol | v

kKey Encipherment (20)

= L al I
B e d‘l'gm TCFTTTT ST L

|| Thurnbprink fAc586 3497 aa b2 784730, =

k.ew Encipherment (20)

CONIF., FRAERA—IIA Y-S DERATHZEERLTVETD,
Certificate

General Details |CertiFicatin:|n Path I

Shaw: | <= j

Field | Yalusg |:|
L) Authority Key Identifier keylD=f3cl 57 6a5d 77 b7 €.,

)| CRL Distribution Polnks [1]CRL Distribution Polnk: Cistr, ..

el Authaority Information Access  [1]Authariky Info Accass: Acc,.,

41| Enhanced Key Usage Secure Emall (1.3.6,1.55.7.3.4)
Lll.l| Palicie Soplication Ce ”tEPDIiE...

= T TRUMBPFIRE algorEhm shal

~ || Thurnbprink BecS A6 3337 M c3blFPhE ... -

Digital Signature (800

A—H—ICIELVEESKHASNEID Y TN TWR e 2BBLEY, CDfERIE [Active Directory 1
—H—raAvEa—4—] > [A—H—FO/NFT+] THRIETITZT,
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userl Properties [ 7] =]
Secuuity | Erwvitanment | Sessiong:
Remale conirol | Remote Desklop Sewvices Profile

Perzonal Vrtual Deskiop | COM+ | Akfnbute E dibor
smecal | Addiess | Accourt | Profie | Telephones | Drganization
|I-'Ianbﬂ 0f | Password Replication | Diskin | Object

gl uzent trainng-A0CA  Secure Emal T
ol userd ranmgADCA  Secure Emal A
| | 1|

View Cerhificate ..

Add from Stare I #dd fram File Remaove Capyto File

ok | cemeel | el | Hew |

Secure Mail I3E11EDFE. LDAP - T 4ZH T userCertificate 22— —4 7 7 FOBUERBL X T,
COfEIF [BEIT 2] 27ICRRINET, COT 1 —ILEDEH. £/IIBE--BESUBEI—Y—:T
BEHNRTINTVLBZIES. Secure Mail IZX v E—C%#BESK (FIIESHK) TEEEA.
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Publhed Cettiicales | Member0i | Passweed Replieation | Diakn | Obect |

Secuity [ Emwirarmert | Sessions
Remale contiel | Fremobe Desklop Services Proile
General | Addess | Account | Frofle | Telephores | Organzabion |
Pessonal Vielusl Deskiep | COM=
Artiibutes:
Atibute | value =
uid crat sl
udHumber cnal sel
unauthOiig il gel:
unicodaPywd nal gal
unisHomellinachony <rat sety
urisll seiPagsward <rial sels
urimeigeddils <l sel
ull <nol el
uzadccountiContiol 0x10200 = [ MOAMAL_ACCOUMT [DOMT_E
scat et Eeal il
ugeilaibhcals WELY
psaiPaiameta ol el
uzarPassond Cnot sed
uzmPECS512 ot sty
‘| ~

o3
_ Ea | _ fre |

oK, I Cancal | “ooh Help

IA—H—FAED I Y RR—k

COFIETIE.” Userl” & User2” mADIAAERT%Z.PFX (PKCS#12) EXTHZEF— & HICT I XR
—hLEY, TUXKR— b+ LTEPRAZEIZ. Outlook Web Access (OWA) #FERALT. 21— —ICX—JLTEES
nfxd,

1. MMCa> V-l ZzRE. [FRE-FEDI—Y—] OXFyFIUICBELET, TUserly ¥ User2; @
EADBAERTHRREINE T,

= Console Root\Certificates - Current User\Personal\Certificates

| Consale Rioot Issued To = lzsued By Expiration [
= ] Certificates - Current User oluser1 training-AD-CA 3/7/2016
B [ Personal LS training-AD-CA
| Certificates Taluserz training-AD-CA 372016

[# [ | Trusted Root Certification Authoritie |
[# [ | Enterprise Trust
[ [ Intermediate Certification Authoritie

user2 training-AD-CA 3f7/2015

2. GREZEEV VYT L. [TRTDERY] > [TURKR—K] DIRICZ VYT LET,
3. [IFW, MEXF—ZIIVIAR—bPLET] ZBRL T WEF—ZIIIR—HFLET,

4. GEBADNRICH ZEAEZAIRETHNITANTEL] & [TANTOIMKRTONT 1 ZIIAR—+T3] Fx
VORI REFICLET,
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Certificate Export Wizard ﬁ'

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

| DER encoded binary ¥.509 (.CER)

| Base-p4 encoded ¥ 50000 CER)

' Cryprographic Message Syntax Standard - PRES #7 Certificetes [ PYE)
I | Include &l cerbfizates in be cerbFication path F possible

% Personal Information Exchange - PKCS £12 (FFX)
¥ Indude all certificates in the certification path if possible ="
[~ Delete the private key if the expart is successfd

v wdemm=

€ | IMicrosaft Secinlized Certfficate Sare (55T)

Learn more about cerfificate file formats

<Back [ mext> |  conce |

5 1 DBOiRAEZ IV RR—E LS. RO DIAZICOVWTHRILFIBZEZDERL FT,
A
B 5 DHMAENERZIRET. LEoNBSHIARETHI DN ZBRINSIB>TODRANTETELSIC
LEd. COfITIE. HEBAEIC” userX-sign.pfx” &” userX-enc.pfx” WS BRIZEMGIFTTVET,

u..v.-_-rl-rlqn pfx u.,'.-_-rl-o.-_-nl. pfx u..v.-_-rl-slqn pfx iuser2-en X

X— )L EE > -EEBAEZE DX

IARTOHAEZER PIXERTIZ I XAR— kL5, &Ik Outlook Web Access (OWA) ZfE->TX—ILTEEL
9, COBITHERIZOFA>RIE Userl T, RETBXA—IICIEEADIREHNEENTUVET,
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/£ Untitled Message - Windows Internet Explorer

@ https: //mail. training.lab/owa?ae =Item&a =MNew &t =IPM, Mote Soc =MTQuMySMiMubydbi 1V ywOMikOOTY 3Mijk 1LER

Send [ I} | @@ & v 8 (B V- Options.. HTML w

To.. userl

e,

Subject: User Cert for Sign and Encryption

Attached: | [} useri-enc.pfx (4 KB) %; [ userl-sign.pfx (4 KB) %

Tahoma #i10v B I U == {E & - A- ¥

User2 ZIzL®He LT BLRAMVICWBHDI - —IRTICEALFIEZEDERL I T,

Secure Mail for i0S & &£ ' Android T S/MIME 0 &%k

X—=JLDEENTT L5, KiC. Secure Mail #fE> TAXwvE—T%BE. BRUBSHICELEERE>T
S/MIME ZB#LL £9,

BB DEZHE L BESLHRAE T S/MIME 28329 3 i1

1. Secure Mail #E81 L T. S/MIME :EFAZ# ST X —ILICBBIL T,
2. BRIAER XYy LT 47> O0—RLTIYR—FLET,
3. Y—N—DBERIRAZEET I RR— LI EICMBF—ICEIDYHTOENTENRAT—FZANNDLET,
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Certificate password
Enter certificate password

ur_t--ol

Cancel

q w e r

i

oy

..

asdfgh

J

.zxcvbnm.

..'L

space

J-
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SEEAED T v AR— b E LT

4. [BREBMCTBR] 28y 7
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Certificate Imported

Secure Mail has identified this as a
signing certificate.

Turn on Signing

Close

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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5. 7. [E&E] > [S/MIME] (%8 L. [S/MIME] 24y 7L TERRAEZEMCL X T,
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Settings Done

Out of Office Off
MAIL

Ask Before Deleting
Organize by Conversation

Load Attachments on WiFi

A

Show Pictures

Sync Mail Period 3 days
Check Spelling O
S/MIME >
Offline Files 0 MB
Signature

Swipe Options >
Preview Lines 1 Line
CALENDAR
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6. [BE] BET. ELVWEBZIAELN IV R— I TWB 2R LET,

{ S/MIME Signing

Signing

v/ user1-sign.pfx ()

7. A=JLICR-> T, BSHIAEZY Yy 7L, 40 O—RFLTAYR-FLET,
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<

[ %

[ %

[#]

User1
To: User

Attachments (2)

user1-sign.pfx

user1-enc.pfx

Ny

N

17

& W

User1(test1) smime certificates for

signing and encryption
17 July 2018 at 2:09 PM

52

o0

B
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8. H—N—HSBSHUIAZEZITIAR— LI EICWBF—ICEIDHETONINRT—RZANLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 129



Secure Mail

Certificate password
Enter certificate password

TTTY

Cancel

space

b . o .. o o
.
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SEEAED T v AR— b E LT

9. [BSkEEMICTB] 28V
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Certificate Imported

Secure Mail has identified this as an
encryption certificate.

Turn on Encryption

Close

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

132



Secure Mail

10. #7zid. [&E] > [S/MIME] ic#& L. [S/MIME] 22y LT [F74J +TESWK] 28MLET,

< S/MIME

S/MIME O

Signing On

Encrypt by Default On

11. [BBSk] BET. ELWVWESKIEAEL 1V R— TN TWB I EZRRBLET,

{ S/MIME Encryption

Encrypt by default o

v userl-enc.pfx ()
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1. X —LUNMNS/MIMETF A2 ILER TN

ICS/MIMEX v £ — 2 %2 %9 3% IC .
F I L & 3,

1. *x [7_"‘77r)LI~'C“E‘a‘%ﬂ$] *k A 7>
DS W HFIEE K /DRICH X
P X =)L fE R HPoIC B
ER D
WK BB IS A
) 2z

5> E S T
&*?NE‘?&SHE&

< @1 N oD

I

>

* 9

7 1L DR
T« %ﬁ%%b\‘SMIME%ﬁ?}JL:L,’Cl,\t,tb\iaﬁ:.\
ETNhFEA. DB FIE. Active Synco $I R EE T 7,
Secure Mailzk

)

3
a
NA T DHE. X —ILIEEF
e . %% [O v 7] xx 7 o1 O3
b

nTuw
PN N I i G| O =

2 E B

E TS/MIME %

>EZy FTLTHESK

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

134



Secure Mail

Cancel Testing smime Send
To: User1 | & +
Cc/Bcc:

Subject: Testing smime ©)

Writing a draft as normal message(without
encryption).

gwe r tyuionp

asdfghjkl

.zxcvbnm.
e — o e
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1 ODEZIAE L BSHAET S/MIME Z8ICT 31

1. Secure Mail Z#&281L T. S/MIME EIFAZ#&T X —JLICHEL £,
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< < &

UserT
lo: User1 v

User1(test1) s/mime certificate
for both signing and encryption
in a single file

July 17,2018 05:24 PM

Y User1 -Sign-Enc.pfx

s/mime certificate for both signing and
encryption in a single file
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2. S/SMIMEGEFREZ 2y LT, 4o>vO—RLTAYR—FLET,

3. ¥—N—HSIAEZIT I AR— LI EICMBF—ICEIDHTESNINRT—RZANDLET,
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Certificate Password

Enter certificate password

Cancel
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4. RESNIGEIREA T2 arh 6. BYRF T are2y FLT. ERMAAELIIBSHIREZ 1 2R
- '\ L/ ij-o
[(EBREZRM<] 22y T3 L. MAEDHENRTINE S,
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Import certificate for Signing

Import certificate for Encryption
Open certificate

Cancel
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HEEAE A VR — I E LT,
1 VR— b INIEIAEIE. [RE] > [S/IMIME] ICBETRERTTCIET,
i0OS & &£ ' Android Tod S/MIME 5 X

LHRDOFIEZRTTR L. REFFIBIRINBESHUINA-IIZREC I ENTEET,

ROEE. REBICHRENZESUKINXvE-—IZRLTVET,
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5) This message is encrypted

Userl.
To: Userl

Testing smime
17 July 2018 at 3:00 PM

%] N 7

< < & W

Testing smime for signing and encryption

58

00

Details

B
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RO, FEEINTWVEEREHLAZOREEFITY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 144



Secure Mail

<
User1

1 Save to Contacts

SIGNING

The sender has a trusted certificate
View Certificate

INTERNET

Work Email
test1@workxen.net

ALIAS

Alias

test

FACETIME

FaceTime

] & 7 S

[k

8

B
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Secure Mail & Active Directory R X > TREEDLHBSHAEZRELF T, 1—H -1 BUELHES
UF—ZF > TULRVREEZICESULIEXA v E—YUZXELLBRIE. XvtE—JRBSEKINTICEEINE T,
TIL=FAyE—IT. 1 A\OZEEDPEHAEF—EF >TLARWESIE. XvtE—JRIRTOZEEICHESHS
NFICEETINE T,
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Cancel Testingnonsmimeuser  ggong
Mot Encrypted

To: User2 & @ -+

Cc/Bcc:

Subject: Testing non smime user ©

Hi

gwer tyui owp

asdfghjkl

.zxcvbnm.
e o )
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NT )y JEEBREDY — R DIER

S/MIME T w ZiEBAZZER Y 31Cid. S/MIME NTU w Z3EBBEY — X LDAP #f—N—7 KL X, LDAP X
—ZXDN. &V [LDAPICEBT7VtER93] RUS—%EBHLET,

VDRI —DIEM. UTERITLET,

o LDAP H—N—DNTUwoDBE. bS5 T710 v IHEEZELDAP H—N—IlEAHD>TVWBR e ZHRBLTLE
TV, INETSICIE. Secure Mail %y k=0 RU>—% [REBRY FT—IARDRIL] IZEREL.
Citrix ADC 04538 DNS Z#m L £ 9,

e LDAP H—N—DRAFRY T —TIZH2BE. ULTEETLET,

- I0SDZBEIRF NI TITURRY FI—=IF7— T zARIS—ZBRELAVELSICLTLREEL,
CORUS—ZERTHE. I—F—dEREICHAEZROSNB L SICADET,

- Android ®iB&IF. NV I TSIV RRY D= —ERF— bR —D—EIC LDAP #
—/N—URL ZBML TS LY,

Secure Mail ® SSO

December 16, 2021

11— —% Secure Hub IC&#2¢ % & Secure Mail iCb BEIICER I N 3 & 5IC Endpoint Management %
BRTIEd, Chid. 2—H—HBINEREANATIBEHL BV, Secure Mail ICER T 2 BMFIEE KT
TRIBENBRVWCEZEKRLET, X—I/LOEEERT Secure Hub ICFR T3 1—H —Id. COMBED®HIC
Autodiscovery #EMICT ZHENH D £§, Autodiscovery BAEMICHR > TLWAWEE, ROERSETI D
BEEBMICTIED,

+ Endpoint Management 7 L X% Secure Hub 5 Secure Mail IZiE 9,
+ Secure Hub A &EREEIC Endpoint Management 7 KL 2% N/ 9 %,

Secure Mail TEHEFEEEMICTBICIE
1. Endpoint Management /547> b 7ONT D [RE] R—I T, UTERITLET:
a. XOE% true ICRELFT:

« ENABLE_PASSCODE_AUTH
« ENABLE_PASSWORD_CACHING
« ENABLE_CREDENTIAL_STORE

b. Ro#EEBML &Y :
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o R&: SEND_LDAP_ATTRIBUTES

« f#:userPrincipalName=S${user.userprincipalname},sAMAccountNAme=S${user.samaccountname},
displayName= ${ user.displayName} ,mail= ${ user.mail}

2. [BE] R—I Tz —N\—7ONTICEBMLET:
MAM_MACRO_SUPPORT % true IZEE

3. Secure Mail 7ONTF1 ##ER L £,

o [RVIDBIAAXANZXL] ZA—HF—DA—L7RLRICHRELET,
o [RYIOZEERIER] % userPrincipalName ICRREL £

4. 2—%—o Exchange Server X—JL7Rw 7 2D X—JLIZETWT Autodiscovery H—EX %8B L £ 7.
HR— MMIDWTIE. Microsoft Exchange BIBEICEA& L T<72E W, CTITIE DNSICSRVLI—k%
f%x L T Autodiscovery H—E X% HBR T ZHIIRE LTLWE T,

Secure Mail 7 7V R U > —%#ER Y 3121
Secure Mail 77 % Endpoint Management iZ7 v 70— K L &9¢. Secure Mail 7 7UDELWVWA—I 3>
ICEE[F SN fe.mdx 7 7ML ET Yy TO—RLET, RIC. LT Secure Mail 77U OB EZERL £ :

1. [RAOBEANZZL] TA—H—DA—ILTF7RLZRZIVYILET,

2. [BYDOBAEBERKRIEIR] T userPrincipalName #7:1& sAMAccountName #2)w o L9, 21— —
® Exchange X—JLH—N\—(I3 L TR S N 0BEICE DLW TEIRL 9,

3. Secure Mail Exchange Server & Secure Mail 2a—#'— R XA > 7 —ILRIEFEDEFICLET,

4, BEICHLT Secure Mail 77 othpR ) S —%# R L. BDERTFTUNI—FIIL—T2EDYTET,

BE O a=>szERAL Secure Mail ® SSO 01 —H—12EFIE

ROBRFHZB/LTVWB I EZRERBLTIETL,

1. Apple App Store (i0S) #7:I& Google Play X ~7 (Android) »*5 Secure HubZ 1> X b—JLL %9,

2. Secure Hub %i2& L T. Endpoint Management ICERT 37D DX—ILT KL REINRAT—RENS
L&d,

3. Apple App Store (i0S) 713 Google Play X +7 (Android) 75 Secure Mail z1 > X ~k—JLL %Y,

4, Secure Mail #BWT [OK] #42v L Fd. COFIEICE>T. Secure Hub iZ Secure Mail #&IET
FZL5ICD £T, Secure Mail #i2&d3r. BEMICEBRINET,
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I—HY—DX—JLRy I AT —2R—=IZ¥ET B Exchange Server . #5a L7z Autodiscovery H—EXHh 5
BBINET, DNS® SRV L I— RE=IE. Secure Hub S LfcA—H—DX—IL7 KL RZFERL 7,

X—JL7 R L X, userPrincipalName/sAMAccountName. /X277 —R%R Y, 7HU Y MERICKRELRTNTO
s¥4MiE. Secure Hub " SERBL %7,

THO YRR INZ . 2—F—Id. TNT XD [Secure Maill > [BE] > [7HY Y ] THMAERTTSE
=

BEO ST a—FTa >y
SSO B THENMRELIBEIE. ROFIEZRITLTLRET L,

1. XenMobile Server 9 N\—> 3 >0 105 LIBETHZ e #HRBLET,

2. Endpoint Management #* Autodiscovery —E RBICER I N, I—H—FBNX—IILT7 KL X% EH
TRLIIEBREINTVWR e zHBRBLET,

3. Exchange Server kX >#' Autodiscovery THEINTWS L zHERBL 9, SRVL I—FOBREH
ActiveSync X—JLOS4 7> MIBBLTFRINZ X =LY —N—0FA%ZRT e BB LE T,

4. COWEICEENDHDHBEIE. UTOBHRENEL. P M)y IRF VALY R-MIBBLEDELS T

LYo

« Endpoint Management &0 =4 >0O0—RFL &Y,

o OJLARILHBERDHEL Secure Mail 280 ZIEL £ 7,

+ Autodiscovery ¥ —E X% 7RX k L TW3 Exchange Server @ C:\inetpub\logs\LogFiles\W3SVC1
FoLoRUDS SO EINEL £F, Microsoft Autodiscovery #—E ZIZDWTid. Microsoft
d T TAutodiscover service in Exchange Servery #8BL T,

X2 T ICEATREEEE

February 27,2024

CCTlE. SecureMaill o2V FcICBET3EIRFEY. T2 tEFaUTr2RUTILHICEMCTE R
EDHREICDOWTEHBELET,
Microsoft IRM 5 &K U AIP |2 & 3 X— )LIERFEDHR—

Secure Mail for Android & Secure Mail for iOS Ti&. #EEA®D IRM KU > —IZ&HE T Microsoft IRM
(Information Rights Management) & & U AIP (Azure Information Protection) V1 a—> 3> TRESh
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Secure Mail

feXytE—IUhHR—bIhTUET, COHR— hiZid. Citrix Endpoint Management T & 7z IRM R
Uy—pERINET,

COWBEICED. IRM ZFERALTULWRABIE. EEITZIXvE—20IVTUVICH L TREZERTIET, &
foo COMREZFERAIZE. ENAILTNAAIROI—Y -G, BRIMRESN IV T UV ZERELVFBETER
T T7AIETIRE IRMOYR—KE [F7] ICAR>TVES, ThEEMICT S Information Rights
Management KU —% [F>] ICRELE T,

Secure Mail T Information Rights Management =513 3 ICi&

1. Endpoint ManagementicOs 4> LT [##] > [7FV] iC#B8L. Bl 22y o L&,
2. [77UoiEM @mE<T. [IMDX] 20Uy o L&Y,
3.[F7FVr—=2a iER] ETT IO EHAZNAL. RAN] 200w I LFET,
4. TNRARD OSICETVWT.mdx 77 7ILEBERL. 7y FO—RLET,
5. [77U%%E] @@ET [Information Rights Management] %4 >ICL%d,
Allow offline documents If On, Secure Mail supports
Exchange Information Rights
Management (IRM) capabilities
Default value is Off
Information Rights Management
PN

i0S ¥ Android @/ 7 T Information Rights Management # &I L £,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 151



Secure Mail

EHNHMRESNI A - ZRELIEE

I—H—PMERESNICAVTUVYEECA—IINERET B L. ROEBAVPRRINET:

< IJ M) -IE] oo

@ This mail is restricted. Details
irm2
To: Test1, irm1 & 1 More e

Protected email, but
unprotected document

2 January 2019 at 1:54 PM

n unprotected doc.docx 671 KB

Test_lable_no_Reply
Content.

Document_Footer_test
&

& = G 5L 3

COA—H—PIEINTVWBERECHMZRT I SICIE. [Fl] 22y TLET,
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Secure Mail

Restrictions Done

Donot reply, Label to test copy,
paste etc..

OWNER
irm2@smblr.com

CONTENT EXPIRATION

Mo expiration
RESTRICTIONS
% Reply

< Reply All
Forward
Edit Content

Moaodify Recipients

EADMREINA—IILEZER T3S
A—H—DX—LEERT DS, FIRTOT 7 LEREL TA—LERET 5D TEET,
X—=)LICHIRZRET B ICIF:

1. SecureMailicos/r>L ER] 7a4aA>%=2vyFLET,

2. EEET [X—LHIR] 713228y TLET,
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Cancel

Tt
| L™

.
SUbject

A S
* 7

123 &

New Message

QWERTYU

|0

OP

D FGHJKL

X CV BN

space

3. [BIRZOZ77I)L] BET. X—J/LICERAY3HREZEZY 7L, R3713I=2IVvILET,
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Secure Mail

4 Restriction Profiles

Do Not Forward ()
Encrypt )

Confidential \ All Emplo... (i)
Highly Confidential \ All... (i)

Test_Donot_CopyPaste (1)

Test_DoNotFdd 0
Test_DonotPrint ()
Test_Sublabel3_view _re... (i)
Test_Viewer (D
Test_Viewer - Test_SubL... (1)

BAINIEIRIZ. THE1 70 —IILROFICRRINET,
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Secure Mail

Cancel New Message
. Cd | (U
@ Do Not Forward
H &

BEICE>TIE IRMAR) S —%#HLLIBFTZ I EHBRERIBEDDHD £, Secure Mail \OT7 ot X1E%FD
a—#%—H. Secure Mail. #RL—F 4 VIS RATF L. F1RIN—RIIT7 ISV LTI +—LERIATSZIET.
IRMARYS—%EELLSETEhDLNEEA,

Endpoint Management 3C D& S ARBO—HRETIFIH. ROLSHBFHEBEZRFTIZ L TEDS
WeEFarsZiRMTEEY:

o TNAARVA—DRBTZIEFa2 VT HAF > R=ZHRBT 5.
+ Endpoint Management O#aE% 2 DtD#EEEF> T, TN XEBYNHER T 3,
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Secure Mail

+ Secure Mail # '@ IRM #Ee= BEYNCER T B & S0, A—H—ICHIH Y RZ2RET 3,
s COESKRRBIERT. T—RN—T4DEFa VTV I I T7ZEBINTRERAT 3.

X=X VT DHE

Secure Mail for iOS & & Uf Secure Mail for Android TIE X —ILBEIY—F >IN R— I TEO, 21—
—IEFX—)LDE{EERFIC SEC (security) && U DLM (dissemination limiting markers) #igETE %9, SEC
I —*>7ICid Protected. Confidential. Secret ZZX'h'% b 9, DLM iZlZ Sensitive. Legal. Personal %
CHBDET, X—ILEERT ZEIC. Secure Mail DA —H—FRDETRTLSICI—F VI EBIRLTX—/L
DREL NIV EEET B ENTEED,

Cancel

T _I_
Cec/Beo:

Subject @ @
Classification: UNOFFICIAL
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Secure Mail

<

Classification

" UMOFFICIAL

UNCLASSIFIED

For Official Use Only

Sensitive

Sensitive:Legal

Sensitive:Personal

PROTECTED
PROTECTED+Sensitive
PROTECTED+Sensitive:Lagal
PROTECTED+Sensitive:Personal
PROTECTED+Sensitive:Cabinat
COMFIDENTIAL
COMFIDENTIAL+Sensitive
COMNFIDENTIAL+Sensitive:Legal
COMFIDENTIAL+Sensitive:Personal
COMNFIDENTIAL+Sensitive:Cabinet
SECRET

SECRET+Sensitive
SECRET+Sensitive:Legal
SECRET+Sensitive:Personal
SECRET+Sensitive:Cabinet

TOP-SECRET

REERXA—INOHBETEOREI—F I 2HEBTIET, fi:

o £%: &tE [SEC=PROTECTED, DLM = Sensitive]
o % stE [DLM = Sensitive]
o % =tE [SEC = UNCLASSIFIED]
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Secure Mail

X=)AyHE—IZ. TOFICEVWTAXFETRRINTWVWDR AV E—FRy b Xy tE—IANv A -k LTOREY
— X IONEENTVET:

Af$: 201545818 (&) 12:34:50+530
4 st [SEC = PROTECTED, DLM = Sensitive]
BRE. 5L

X 8%E: &% X-Protective-Marking: VER-2012.3, NS=gov.au,SEC = PROTECTED,
DLM = Sensitive,ORIGIN=operations@example.com

#- k: operations@example.com
585 F—L <mylist@example.com>

MIME-Version: 1.0 a>57>v 44 7: multipart/alternativejboundary="_com.example
.email_6428E5E4-9DB3-4133-9F48-155913E39A980"

Secure Mail IZPDEY—F VI 2 RRTBEITTY, I—F U FICETVTAID LS DIREDITHONBZZLIEZHD F
B Ao

DEI—F VTPV A—IILICREE R ENEGEET3HE. 774/ M TIESECBLU DLM EIFTTD X —JL
DEFEHEDET, I—HF—RBROT—FUIEZBRTZ A TTF XY, Secure Mail IO X—)LetbE&L TS
NSOEEZREL FH Ao

A—IPDEI—F>T1F. ROMDXRUL—2ALTHEELE Y.

o X—)LH4E: [F>] DFA. Secure Mail IXSECH LU DM DX —I)LPEBEY—F > I EHR—LLET,
S —F 213" X-Protective-Marking” L L TA =AY Z—ICRTINET, BETZIX—ILHE
RO —%BRITIBELRHDET, T 7 LDEIK. [F7] TY,

o X—)LDEOZHEM: FHINISEOZEICLDA—IAYI—ATHREL INZ9BEZF=HEERE L
9, Lz BRIEME gov.au” i3y 4 —IZid” NS=gov.au” e RnSh&Ex s, 771/ MEIZETT,

e X—IDEON—Tay: FRAINBZDEOEZFEICEIDA—IIAYI—RNTHRBLINZDBN—2avzeis
EBLEF, LERIF N—=23>” 2012.3” Iy A —ICId” VER=2012.3" ¢ RRENFT. T I/ NME
=TT,

o TITAILMDA—IDE: - —HI—F VI %ERLAWVESIC Secure Mail X —JLICER T 31R:#
I—FVI0BREBELEFT, COEIE. (X—IDEBEOIT—F2T] RUS—D—BICHIBELRHDET, 77
+JL MMElE [UNOFFICIAL] T9,

e A= RDEOX—F2J SEI—F VI ERBELTCA—HY—INERATETZLS5ICLEFT. —BEHET
DFBE. Secure Mail IFRET—F> I 0—BZ2EDEHA. Y—FVJO—BICEEIIOYTXY
SNIEORTHEEFNTUVET, EXRTICIE. Secure Mail IcRFI N3 X MEL. Secure Mail
DA=—LDOHBEANYZ—ICHEINTEXFINTHEIY—FVJENEENET, L RIF. ¥—F
> ~R7® TUNOFFICIAL,SEC=UNOFFICIAL) @1F&. ) X ~EIZ TUNOFFICIALYI. ¥ —* > J Bl
FSEC=UNOFFICIAL) %D %7,
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Secure Mail

TIAIMEREETEZNEY—F VI D—ETT, ROTY—F>JH Secure Mail ICL DIREINET,

« UNOFFICIAL,SEC=UNOFFICIAL

« UNCLASSIFIED,SEC=UNCLASSIFIED

« For Official Use Only,DLM=For-Official-Use-Only

« Sensitive,DLM=Sensitive

« Sensitive:Legal,DLM=Sensitive:Legal

« Sensitive:Personal,DLM=Sensitive:Personal

+ PROTECTED,SEC=PROTECTED

« PROTECTED+Sensitive,SEC=PROTECTED

« PROTECTED+Sensitive:Legal,SEC=PROTECTED DLM=Sensitive:Legal

+ PROTECTED+Sensitive:Personal,SEC=PROTECTED DLM=Sensitive:Personal
+ PROTECTED+Sensitive:Cabinet,SEC=PROTECTED,DLM=Sensitive:Cabinet

« CONFIDENTIAL,SEC=CONFIDENTIAL

« CONFIDENTIAL+Sensitive,SEC=CONFIDENTIAL,DLM=Sensitive

+ CONFIDENTIAL+Sensitive:Legal, SEC=CONFIDENTIAL DLM=Sensitive:Legal

+ CONFIDENTIAL+Sensitive:Personal, SEC=CONFIDENTIAL,DLM=Sensitive:Personal
« CONFIDENTIAL+Sensitive:Cabinet,SEC=CONFIDENTIAL DLM=Sensitive:Cabinet
o SECRET,SEC=SECRET

+ SECRET+Sensitive,SEC=SECRET,DLM=Sensitive

+ SECRET+Sensitive:Legal, SEC=SECRET,DLM=Sensitive:Legal

« SECRET+Sensitive:Personal, SEC=SECRET,DLM=Sensitive:Personal

+ SECRET+Sensitive:Cabinet,SEC=SECRET,DLM=Sensitive:Cabinet

o TOP-SECRET,SEC=TOP-SECRET

+ TOP-SECRET+Sensitive,SEC=TOP-SECRET,DLM=Sensitive

+ TOP-SECRET+Sensitive:Legal, SEC=TOP-SECRET DLM=Sensitive:Legal

« TOP-SECRET+Sensitive:Personal,SEC=TOP-SECRET DLM=Sensitive:Personal
+ TOP-SECRET+Sensitive:Cabinet,SEC=TOP-SECRET DLM=Sensitive:Cabinet

i0S 7 — 2 1R:&

ASD (Australian Signals Directorate: #—X + 5 ) 7REBFR) 0T — 2 REEHZBLIBENHIEET
l&. Secure Mail &0 Secure Web & [i0S F—42RExBEMK] RUS—%FEATIET, T 74/ LTI
CDRID—IF [A7] ICBR->TWVWET,

Secure Web @ [i0S F—#FExBEML] RUS—h [F>] OrE. Secure Web T3t Y KRRy I ZRDT
RTODTZ7AIICH LTI T X ADRELARILDBERAINE T, Secure Mail 07 —2REICOWTHLLIF, TH
—ZLSUTREEFROT—21FE] 2B8BLTLLIEIV, CORIVI—2BMCTREREDT—2FRETI TR
PMERINZDT. [RINT—FFREITR] RID—BIEETIHEIFHD £ A
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Secure Mail

[i0S 7 —2RE=H U] RIS —2EETBICIE

1. Endpoint Management 2>V — )L %R L T Secure Web & & Uf Secure Mail ® MDX 7 7 1 /L&
Endpoint Management IC5AR_AAHET: HLWFFUDBE. [kl > [77U] > [EM] DIEIER
LT [MDX] Z2oUvw o L&d, 7y FIL—RIZDOWTE. TMDX £/l >R —TFSA A7 T ) r—>
avOT7yvTIL—F1 #BRLTIET L,

2. Secure Mail o5&, [77VU] REICHEEL T [i0S T—2FRELZHMUL] RUS—ERDF. [F] IR
ELET, AWN—I32DARL—T o VI RTLBEETEZTNARE. CORVS—ZBMLTH
FEEZITEEA.

3. Secure Web o5&, [77V] REICBEILT [0S T—2REZHMUARVS—] 2RO, [F] ICR
ELET. AWN=I3YDARL =T YIS RTLIBET BTN RUE. ORI —Z2BMCLTH
TEERITEE Ao

4. BEBEOTTUOR) > —%ER L TREEMREL. Endpoint Management 7 7U X +7IZ7 7 = B
LEY,

F—ALSVTBEEFROT —ZRE

Secure Mail Ti& ASD (Australian Signals Directorate: #—X +S U 7BEEFR) OI>Ea—4—t*a
VT EfZEIBENDHIEEWTRIC. ASDOT—42REEZYR—bLET, TI4IL LTI [I0ST—4%
REEEML] RUS—F [£7] ISREINTEH O, Secure Mail TIFZ 3 X CoF—4REIRBING. OF
D7OES3Z>J 707 7MIILICRESNTVWS T—2RENMERINE T,

A= [F2] OBE FTIDOH YRRy IRXTT 71 ILEER LI & FiC Secure Mail Ik > TREL
NILBEEESNE T, Secure Maill IFUTDT7 A TLICISAADT—2REZZELET:

s EEFLADTAT LA

s AAZERRBAASZO-IADSDEE
o FHDTFUDSEDMHIFESNIER
e AUrO—RLIERITZ 71

Secure Maill IFUTFD 71T LICVSZABOTF—2REZRELFT:

s REFESINTX—)L

s ALYA—=TATL

o B

« ActiveSync RU>—T71)L

U5 2B OREICED. OvISNIETNA IATORBHAIREICARD 9. Ffee AU VO—RZMBLTHSTN
1ROy LG 472 O— RO THABEICED £9,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 161


https://docs.citrix.com/ja-jp/citrix-endpoint-management/apps/upgrading.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/apps/upgrading.html

Secure Mail

F—2REDNENEIEE. TN AOOYIRIET 7AIIABEITAEVSD. Fa—ICHBEE L1 71 TLIFIEE
INEFA. TN RDOY THIC Secure Mail T INZDBRBREBIINIIBAE. TNATR00Ov I E@RKBELT
Secure Mail Z&E&13 % £T. Secure Mail TRAAT BN TET £ A,

CORVS—EBMITEHEEIE. VS RCOT—2FEZHERALTCOV 771N EZERLBVLSIC. BRBREE
ICD& Secure Mail O =BT R = HEHLET,

EEDORABZ FEAICT S

Secure Mail for Android 5L T i0S 1&. 7 FUBN Y II SOV RICBITLICE SICEEZRERICTEE I, O
DEEEICK D, A—H—DF AN —HakIh. EET—2NMFESN. RET7 I EALBIESNET, i0S %
7z1& Android /N1 X Ed Secure Mail TT O#EEEBMICT BICIE. ROEIS 3V EBRBLTLLIEI L,

i0S ¥\ 1 2DHE:
1. Citrix Endpoint Management J> vV —LICEBEERBEREZFERAL TV 1Y LET,
2. [#8pk] > [77U] > [MDX] ICBEL &9,
3. [7ZybT7x—L] £2>3>T [i0S] 772 a > ERLET,

4. [77VHR] €02 a>T [EEORBTEZFRHBICTS] 77> a>zBMILET,
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Secure Mail

Manage Configure
Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups
MDX App Restrictions
Block camera x @
1 App Information
2 Platform Block Photo Library % @

} 8 os

] Android (legacy DA)

Block mic record

| Android Enterprise Block dictation @

| Windows Desktop/Tablet

Block location services x @

Block SMS compose

Block iCloud

Block look up

Block file backup

Block AirPrint

Block AirDrop x @

Block file attachments x @

Block Facebook and Twitter APls

Obscure screen contents o)

Block third-party keyboards (i0S 11+ only)

[EEORNBEREBICTSZ] A7 ave2BEMCTRIE. TTUDRNYIT ST RICEITLI-E &I Secure Mail
ICIREBOEEIRRIINET,
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Secure Mail

vy

Stocks Translate

© O

Fitness Watch

Qutlook

Teams GoToMeeting

&

Secure Hub Secure Mail Secure Web
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Secure Mail

Android 7 /\1 ZDBE:

Secure Mail 77V > F oV EBIICIE. BAF Y TFv2HBT3ODR)>— ROU—VF v IF
YEFAR)S—EFERATIET, CORVS—FBEMITIE. PTUBNYIITSIOYRICBITLECSICT
FUVDOAVTFUVHBREBAICEDET, XTIV —=2 v TF v E2FARY S —DEWRICDOVWTEFL <. Citrix
Endpoint Management ® K2 X> +® TAndroid ®FEI #BRBL T LI L,

10S DifaE

February 4, 2022

CDEBETIE. Secure Mail THR—FINTWL3B i0S DBEICDWTEEAL £ 3,

Secure Mail o H L >4 —+1 > T Microsoft Teams 2% ERL 7

Secure Mail for iOS TlE. AL Y& —1 R > ~DIEEFIC Microsoft Teams SEADHEXREEER TET £7,
Microsoft Teams &% fEB 9 % ICId. [Microsoft Teams 23] ~J I EAVICLE T, SEHEKEY >
JCHMAIE. ARV POFME CHICEBMNICEEINE T, L L TSecure Maill AL Y H—A RV BT
Microsoft Teams & ER L 91 ZBBLTIIEI L,

[l e

Azure Active Directory @ O0—/NILBEBEDN RO ZRITLTVWB e ZRRBLET:

o SRR (OAuth) ZH%IC L. Bi% Microsoft Teams 1 > X %##> Exchange Online X—JLRw
V21— —THB e =MIALET,

« Secure Mail 7 7VICTF Y b2 FOEBEOREZRELE T,

« Secure Mail 77 T Exchange 7AU > b BB L. IRTOI—H—DPHYA VAV TIBZLSICTTY
DOERZTFAILET, ROBEZBRL T ZSI L
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Secure Mail

Dashboard > Enterprise applications > Secure Mail

o Secure Mail | Permissions - X

Enterprise Application

« O Refresh /' Review permissions Q Got feedback?

B Overview

Deployment Plan

Permissions
Manage Applications can be granted permissions to your tenant by an admin consenting to the application for all users
e . (Admin consent), a user consenting to the application for him or herself (User consent), or an admin
Il Properties

integrating an application and enabling self-service access or assigning users directly to the application. As an
2 Owners administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be
required to consent when using the application. Click the button below to grant admin consent.

& Roles and administrators (Preview) As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not

25 Users and groups be required to consent when using the application. Click the button below to grant admin consent.

2 Single sign-on Grant admin consent for Citrix

@ Provisioning

Admin consent  User consent
Security _—

| A Search permissions

=] . .
ijs Permissions

APl Name ™, Permission ™ Type Ty  Granted through

Iolkaon ancruntion

« Microsoft Teams £ D&EER) S —%EBMICLET,

Microsoft Teams integration m C

HIPREIA:

Secure Mail TEERINT-EEDES. C DHAEEIFIRTE. Microsoft Outlook L > & —TKRD & S5 BEIRHH D
9

FUSAVTEMA T aVIdFBTEEEA
s SBIRBTNELICBRNIZFATETEEA

FZ7 rD&gRIME

Secure Mail foriOS Tld. X—ILDERFPICTFES2RIMEL. P7TURZBH TSI £T, ZOHAEIL. i0S13 1L
BEERITLTWVWARTNAATHERTEEY, COMWEEICETZ22I—H—BIFTAILTRF a2 X2 DWW TIE, Citrix
A—H—ALTEYE—DRE FESA—LERNMLTE] EBRLTILIL,
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Secure Mail

MIME ANy S —IC&B T 1 v 2T X—LiRE

Secure Mail foriOS Tid. A—H—HT 1 v U IX—LIZDOVWTHETI L. TOX—ILICEELRFELT
EMLZ7 71D ERSNET, BEERIOX—IEZREL. BETNIX—ILICEEMGITSNTWVWS MIME Ay
A—%ZRTTIET, COWBEERMICT B2 BEED Citrix Endpoint Management 2>V —JL T, 71 v
SVGA=ILT RLADOHER) D —ZREL. T vV ITREDHFEZ [RAT7 7ML TRE] ICRETIHE
PHDET, HLIE RN T 7N TTr v I X—)LZRE] 2BRLTIET WL,

WkWebView 041 — ~

Secure Mail foriOS i&. WkWebView #HR—rLTWE T, CDHEEICED. Secure Mail D X— LB &K TUH
LYA—=ARY DB TFNARETEDBEICL A Y VTS NET,

Slack EMM o 7R— ~

Slack EMM i3, T>42—7S14XEEU T B2 (EMM) #B%IC L7 Slack EEEMEIT T, Secure Mail for
i0OSiE. 77U —v 3> SlackEMM #H7R— kL E T, THick > TEEEIZ Secure Mail © Slack 77U %
7zix SlackEMM 7 7 ) t OB &%= BIRTE £ 9,

7\ —T@xl
JIN—TRAEEZERATEE. X—ILALY ROKFENTIN—TUINET, TN ROOvI7EETYIL—TK

TNICBHZ TP CHEBTEET, JIL—TBHNREIZ. TNAXATTIAHILETERICHE>TVWET, D
1212 10S 12 "R E T,

BHREF T3>

Secure Mail for iOS Tld. SFBBEMICKHBETI XY (SBEF TP a ik UFEE]. BBl RESE] &Y), £,
XwE—CBHICIHETRCCHTIET (BBEAF TV avik BRE]. [HIER]D,
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Secure Mail

P )|
@) sccure waL apws x

Harshith 57
asf
07/06/18, 12:30 PM

_ = —

. Accept

Decline

Uy F Ty 1 BRAIOKBX Y —2 Dl

Secure Mail for i0OS Ti&. BHIOKBOBEICEIVWTT N RDBHE Y2 —ISEY R Ty S 2 BRDKRKX v
T—UHRRFINFET, L <IFE. TSecure Mail miEH) #BBLTLETWL,
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Secure Mail

Microsoft IZiE T v F v 2 BHDYR— b+

Secure Mail for iOS (%. Microsoft Enterprise Mobility + Security (EMS)/Intune % 5£i##:8:E (0365) TRT
TR2EY LTy TT VyFFyoalBMZzYR—bLET, Uy FFy P BAEEREZEMCTRICIE. ROFIR
FHNFBINTVWEZ e EZBRBLTIETL:

« Endpoint Management >V —IL T, [Ty aBH] % [FV] ICRELET,

e Xy hT—=UFTOERARII—% [HIRAZL] ICRELET,

s OvoBEAE LOBBRHZHIEAY > —F. BFA] £72d [(X—ILOEEBELIFAIRY FOZA L] IZERE
ThTWVWET,

+ [Secure Mail] > [2%E] > [EHM] DIBEICHEEL. [X—ILBH] 2BMCLET,

S/MIME i & 3 REERIBRDO Y R— b

Secure Mail foriOS &, JREBRIBERE LTS/MIME #HR— b LTVWET, COBENELLEETZLSICT
BIClEF. UTOREZITVWET !

« [S/MIME sEFAE DY — 2] T [REBRER] 2BRLEF . #LIE TIOS 0REHEEER) £8RBLT
<IEE W,

« Citrix Endpoint Management T LDAP B2 547> b 7ONT1 ZBML F9, ROBEREMBAL
ER

- *—: SEND_LDAP_ATTRIBUTES

- f#:userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme
=${ user.samaccountname } ,displayName=${ user.displayName }
,mail=${ user.mail }

I5AT> N TONT 1 ZBINT 3 FIBICDOWVWTIEZ. XenMobile Server 0i5&1E TV 7> 7ONT 11 %,
Endpoint Management ®i5&1d TV 517> F7ONT 11 ZBBLTIES W,

KEBRBHREZER LT N ROBERGTAICOVTHL IR DREERBERZERA LT /N1 20ER] 28RL
TLIETL,

1. Endpoint Management 2>V —ILT [#pk] > [77VU] OIBICBELET,
2. [Secure Mail]l %#®|IRL. [fHE] #oVvILET,
3. iI0S 75w h74—LICRRINTWVWS [S/MIMESEBEEDY —X] T, UREBRIBR] 2 BRLETS
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Secure Mail

Push notifications region Americas

5/MIME certificate source Derived Credentia

Enable S/MIME during first Secure Mail startup

Calendar Web and Audio Options GoToMeeting and User Entered s

S/MIME public certificate source

Ldap server address

Ldap Base DN

Uy FFFRMER

A—IDEZICEGY ) VI ZFEATEEY, BERZEFHIZICE. BEPVYIZIE-LTER T —ILRICE
DFZ7EIF T,
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Tireel of plain (a1 SlgRaTures”

L P ey

2.

Uy FTFIEREZEMYT BICIE

l. FHTZMAXA—CFIFURLZOE—LE Y,
2. [Secure Mail] > [RRE] > [ER] DIBICEFLET,
3. 1 X=TFIF URL 2BED (T £ 9

BEI71—IIFZRELL. [BEZEANTE] 22y TLTF v S —DSEGERRIZCHTEXT,

Secure Mail XE&EEE

Secure Mail for iOS Tik. /N1 XD EET Secure Mail =& ID #BMICT 3 Z & T. Secure Mail 0 &E
BEDSOEEZHMATIE I, ROBEBICHEIITREGEZEMCTIHENH O £9: Citrix Endpoint
Management ©. CallerIDSupportEnabled MDX 7R > —%BMIC LTI,

COMWBEICEAT A2 —@AITANILTRFa XY MMZ2oWTE. Citrix 2——AILTE 2 2—0DitE HEEES
Dty b7y T ZBRLTIEIL,
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ALVE—DBZERET S

COAL VA —H#EEICEETA31——MAITAILTREFa Xy oW Tid, Citrix 2—H—AIIL T2 —DiEE
IFEAE N7z Secure Mail HL >4 —DEEZRZBET 51 2BBL TSIV,

T7AIINTTIDEDT 71 LD

Secure Mail foriOS Tid. IOS XA T« DT 7AINT TUD ST 7 I ERITEEY, IOSOT71ILT TV
DFMICOVTIE. 7707 FVICET 3Apple DREEBRL TSIV, COHEEICEET 21— —@AIFAIL
TRFa XY MMIDOWVWTIE Citrix 2—H—AIL TV 2—0F 1771 IILOFRRFEHN 2BBLTLLEIL,

ARIF T v UikeE

Secure Mail DARILF v JH#EETIZ. RDELSICLTTNAT RDBEEBAXFANNE ARILF v IRBE ([—HE]
> [¥—KR—R]) PHEEFEALET:

FNAZAETDOIRILFT  Secure Mail Tox~RJL
FINA A ETOEIMELE W g Fvy EE

T> T T FUOWTFEIRRINET,
B2y TR BALEY
JBETHEFARTIN, BIE
BEHIRREINET,

*7 T2 T TRUVWEHNRREINET, ¥
w7 L ThH. BEEFIFR
TEhZEt A

7T T T2 FUTRIFRRINEE
Ao BV TTBE. BAD
BB THEARRIN.
BERBHIRTINE T,

*7 *7 *7 ROWTAR. BFARR. BE
BRI INEEA.

7T 7+ T FUOWTFEIRRINET,
2y TEBe. BNy
B TRARTIN, BIE
RENRTINET,

*7 T ZT> FUOWTEIRRINET,
2y TEB e BALEY
VB THEARRIN, BE
fREHNERRINET,
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TNA X ETOEBHEIE

T

F7

A=Ky AEH

TNARETDRRILF T
v

T2

Secure Mail ToX~RJL
Frvy

T2

x7

iE

FUOWTRIIRTINFE
ho By TT B L. BAD
E> U BTaARRI .
BERBHIRTINET,
HROWTRIERTINEE
ho Ry TTBE. BAD
EX /B THEARTIN.
BERBHIRTINE T,

[X—=ILRy o] BAIIE. BERINTWEIRTOTATY MBRAINET, COBAEICIFUATOE2—HMEF

nxy,

o IRTDTHIV L BRINTWVWEITARTD Exchange 7H IV FDX—ILHEEFNET,
s ERDT AT BROTATY EDOX=IET F WA —DEENET, ChEDTAHIVMIVR ML

TRRSN, BELTH I I3 AZRRTETET,

TI7AIETIE [TRTOTHTVR] X—)LRy I REFO—NILE2—TF, TOEa—ITiE. T/81 XICHERK
INTVBITARTO Exchange 7HU Y FOFE T 71 ILEX—ILDEENE T,

[IRTOTHYY K] X—ILRY I RBUTOXZ =TI FLHBD £

s IRTOFT 71

.« BERLA

S
- I55HE

. FEE

o REFATAT L

« EfEMLA

o HIBREHT AT L

[TRTDTHI V] Ea—ICi3EROTHIY FOA—IBRFEHTERRINETITHN. UTORETIZ. TT74)L
R7ADY RERIETSARUTHIYRDA—ILT RLABMERINET:

e ILWXytE—2

o HILLWAARY b+
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[TRTDTHTVER] Ea—DSFHRAX—ILNZERTIHEEIC. EEEDOX—ITRFLRZEETSICIE. [EH
AN] Z4—=ILRDTI7AINETRLRERZY LT RRTNBA—IT AUV EDBEBRZTHO Y M EBERLE
ER

pE

[£58] Ea—D5X—LZERTRE. [EHA] T4 —ILRICEEDEADX—ILTY FLADBEEHRICAT
TNET,

BEROT AT+

BRINTWBRIRTDTAIYRD, [TRTOTHIV K] IC—BRRINET, TIAFILETHIV R TSA
RUTHIY MIEBICRIICRRIN. FORICHOTAHIY LA TILT 7Ry MMBEICES T,

BRIDTAD Y M. REEHDT T T #IILEADRTENET, THIINADEICHS V] 7raAved2vTT3
EL BT TN ERATEES,

LUTOREF. BERIOT7 AT FOHCHIBINTVET:

o 71T LD,

o [R3E] Ea—DS5DX—ILOERM.
« vCard o1 >R—k,

o BAREDRE

hAL>H—

ALVE=ICIE TRAREDEBDTHI Y MCEAET B3 IR TOARY FHRTEINEY, BROTHI Y M
BERELT. BROTAVY MCBETZAL A —ARY A ZEHFTBZIEDNTEET,

ALVH—ARY MIBZERET BICE

1. 798=—N—0 [AL2H=] P22y T LT ELONYN=A=TAA2%2Yy TLET,
[(AL>F—] BEIC. BEINTWVWRIIRTOTHTY FHBRRINET,

2. Exchange 7A7 Y FORICKRTRINZT 7L bOBERZY TLE T,
(B8] BEIC. 7HAVY MIERTEZBRIRRINES,

3. BELBEEN. [RE] 22y TLET,

4. FIQEEICRBICIE [FvyEI] 282y FLET,
Z@ Exchange 7AD Y MCBEETZ3IRTOAL YA —ARY MMI, BRLEBABESINE T,

ALVA—DBFRELIEARY b EERTRE. [FERE] J0—IILRIZTIAILETFTATIVFDX=)LT7 KL XD
BEIMICANSINET, X—ILF7HAIVZEETBICE. COX—ILTFRLRAZZYILTHOT AT Y F%ZER
LET,
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pE
Secure Mail 2T LTHBEH TR E. 7 XVIFTNAI I LICRBICER SN AL VA —BEEETLE
3—0

(S

[(X—=ILRy o] iz [ELKE] Ea—h55O0-NIBREEZRTTEET, COBRERZIT L. 7TURADITA
TOT7HhoY ERRLIE. BYRERIPRTINET,
BROTHIY FAHDSDORETIE. ZOTFAHTY MIBETIRROIDERTINET,

i0S ETX—JL. ALYHE—ARY b FRFA VT VA X—THER]

Secure Mail foriOS "5 X—JL, AL YEZ—ARY b, FlFAYSAVARXR—SZEBATEES,

ENRIRETIC. ROBHIELSNTVBZ I ZRABLET !

o [AIrPrint 2&1t] 7> 3 h [F7] ICBESINTWL S,
« IRM T, [HEEICEIRZHRIT3] 77> 3 VHEMICAE>TWVWS,

7 7 # )Lk Ti&. Secure Mail for iOS TENRIBEENBICA > TWE T, BEHEIL. Apple AirPrint £7:1&
Microsoft Information Rights Management (IRM) TE&IERU S —% AL CENRIKEEZ R T Z2 e h TS
£, COLEDFUATIE X—Jbi ALUYA—ARY b EFLRBAV AV XA—COHRBIEEEE T T5—
Xy E—INRREINZEHHBD XY,

X—LZENRT B ICI

1. EDRIT B X—ILZRHEET,

2. BEDOELICHD [2oftt] 7YY TLET. RDA T aVhiRRINET,

. BE
o EDRI
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1

L unilied product portiolio

[

3.[FUTH] 22y FLET,
[(FVrEF T ar] BEIPERRINET,
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4. 7V R=2BRTBICE. [TV 2%2BR] 22y TLET,
[FU>E2—] BENMRTENET,
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{ Printer Options

HP Deskjet 2510 serias

5. BT 37 U2z #RLEY,
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6. -Ffi3+EX2YTLT. EIRITHEHEBRLFT,

7. BEDR—J FEIR—VEHEEZERIT3I1C1E. [EHE] 24vFLET,
[(R=TERHE] BEIPRRINET, TIAHIETIE. [TRTOR=] BRI NTVETS,
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£ Printer Options

A1 Pages

Pages 1-2

8. R—UDBERELET BICE. X—VBESELTICZAVITLET,
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£ Printer Options

Al Pages

Paga 2

9. [FVraATar] BEICRBICIE. [FU2EFTar] 22y TLET,
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Black & White

The printes i paiasd

10. AETEHRIT3ICIE. [AR] REVEXYTFLET, T7 4/ FTiE. Secure Mail igh>—TEIRIL £,

11. A= ZERI$BICIE. BLED [FUV ] 22y TFLET,

12, IR 37 2F v EILTBICIE ELD [Fvotil] 282y FLET,

ALIVA—ARY ~ZERIT 31

L ALVE—ICBBLTAIRNY b ZBRLE T,
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Sun kAan

26 27
THURSDAY

1:00 AM

Test Meetl

1:30 AM

p—

'i-.:' et
S

Aug2018~ f[m (O

T Wiad Thu Fri Sat
28 20 € 3 1

30 ALUGUST

-.|'| i

T

Skype Meetingl

1 h 15 man

Y L
L p—
Y

2. [FUYR] 7V EZYTL.

<TETL,

FED TX=)LZENRIT BICIE) ICEEINTVWAIABRERLFIEICR->T
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Ingtall Skype Baal In
From:
Invitees:

a Join Skype Meeting
Join by phone

Find a local pumbeér
Conference ID: 5044538
Forgot yvour dial-in PIN? |Help

T s

L
=] 30|

4 lIE
Skype Meeting1
T <] hay e = Mo
© 38 ®

Running Late
tarakg

1 invitee

Imdia Toll Free Number +000 800 040 1296 (India Dial-in
Mumibsar) English (United Kingdom)

TUTA VA R=D%ERIT 31213

L AYIAUAR=—2ZET A ZHEET,

2. [#oftt] 7432 ZYTLET, ROFA T arhiRRENET,

. %3
o EDRY
s FvYtL
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Re: Image attached inline

‘ -
1B - 2071 10 2 8- WADLIOE, | pg

Regards,
Vijay

From:
Sent: Monday, October 30, 2017 2:42 PM

To:
Subject: Image attached inline

Hi

Here's s the image from last week...

3.[FUYN] #82y L. £RBO TA—ILZEIRIT BICI3) ICEBHSNTVWIRBLRICFIBICE > TLES L,

BHOSZEI—F (BBANDFIVILTY)

Secure Mail for i0OS Tid. EHOELFZ - REFERTIET, FATRELASZE I R—EBH5ERL TSEICEM
TEBESICBEDFE LT

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 185



Secure Mail

SRICHTVILA T BICIF
1. 2BBAOBFERS. [41VIL1V] 282y TLET,
2. RACNZEEBS—EDNS. 41VI12T3ESZ 1 DERLET,
3. RRENB2FI—F—EHS. ZMISI—FZ2 1 DFERLET,
4. FRICBMI BICIE. [BE] 22y FLET,
BT 7 ILOEIRIOHR— b

Secure Mail foriOS i&. X—=JLOFMAT7 71 IILDEIRIEHR— L TWVWET,

Android D%aE

June 6,2024

CDEETIE. Secure Mail THR— I TWLW3 Android O#eEIcDWTEHEAL £ 9,

Secure MailoH L >4 —+1~R> T Microsoft Teams 2% {ERL £ T

Secure Mail for Android Tig. HL V& —1R> ~OEEFIC Microsoft Teams SEADHEREEER TE £
J. Microsoft Teams £&%#/E T 3iCid. [Microsoft Teams £:3] ~FILEAVICLET, SEHBERED >
JEHIE. ARV FOFAE EBHICEBIMNICEESINE T,
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Cancel Mew Event Save

Weekly sync up meeting

Microsoft Teams.l
rﬁj MNone
MNane
(GMT+5:20) India Standard Time

Fri, Mar 5, 2021 12:00 PM

Fri, Mar 5, 20271  1:00 PM

[l e

Azure Active Directory /' O—NILEBENRD L ZFRTLTWB L zBBLET:

o SERRHE (OAuth) ZFB#IC L. Bi% Microsoft Teams S > X% #> Exchange Online X—JLRw
JRAA—HY—THBZHALET,

« Secure Mail 7 Z7VICT+ > F2EOEBEBEORERZRMBLF I,

+ Secure Mail 771 T Exchange 7ho > bz L. IRTOIA—H—HDHY A2 TEIELS5ICTFY
DIERZFAILE T, ROBEZSBL T LT W
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Dashboard > Enterprise applications > Secure Mail

o Secure Mail | Permissions - X

Enterprise Application
« O Refresh /' Review permissions Q Got feedback?
B Overview

Deployment Plan

Permissions
Manage Applications can be granted permissions to your tenant by an admin consenting to the application for all users
e Properties (Admin consent), a user consenting to the application for him or herself (User consent), or an admin

integrating an application and enabling self-service access or assigning users directly to the application. As an

2 Owners administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be
required to consent when using the application. Click the button below to grant admin consent.

as» Roles and administrators (Preview)

As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not
be required to consent when using the application. Click the button below to grant admin consent.

&8 Users and groups

D Single sign-on Grant admin consent for Citrix

D Provisioning
Admin consent  User consent
Security _—

| P Search permissions

=] . .
i« Permissions

APl Name ™, Permission ™ Type Ty  Granted through

Iokaon ancn/ntion

« Microsoft Teams £ D&EER) S —%EBMICLET,

Microsoft Teams integration )

HIPRSEIA:

Secure Mail TEB I NT-EEDHES. C DHAEEIFIRTE. Microsoft Outlook L >4 —THRD & 5 HEIRHH D
F9:

s FUSAVTEMA T a VIZFIETEEEA
s SEPBBTINELICBEBNIZFATIEEA

BA& S DT REIHA

Secure Mail for Android Tig. O—HILDELRF—E T Secure Mail DERFEEER. HE. HIRTEET,

EELX—ILZETICRY

Secure Mail for Android Tld. EETNAX—IETICRTZENTEE T, EE] 22V FT3E. EETHh
127023 ETRICRTCEDTERZ =X MYy E—IHBREINET, [TICRT] 22y 9B, REInk
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o arvERDELTXA-IEHELLED, BRICX—ILEZEXEFELLED. AT 7ML EZREEIGHIBRLED.
A= ZWELIEDTEEY,

TEZITFINA—TORNMT 71 ILDREHA

Secure Mail for Android Tld. FEZ 74 F—PRBINZIEHFET77rILBbEBAIN. TRTOF NI TH
BTE3&L5IChDET, ZDHEEIE. Exchange ActiveSync N—2 3> 16 IEERITLTWS TN XA TER
TEEY,

PDF 7717 TURAKRTR

Secure Mail for Android Tld. ZZURTPDF 7274 ET v IR —IRERELBICRRTEE T, 1D
Microsoft Office it 7 7 T L DRTHEED BTN FE LT

Microsoft Office 365 D& ERI %2 AL TWBIRIET >R > JIC Web SSO =BT 3R> —

Secure Mail for Android ©. r> U >Z1ZWeb SSO ZEFRTR3 L WVWSHLWRUS—HEMEINET, D
RUS—FETZE. OAuth FS T w o bR UVI LT, bFRIL-WebSSO #ZHTE X9, HELRIR
E:

e bR JIZWeb SSO RT3 RUS—% [F2] ICRELEFT,
s XY RT—=UTUERRI—T, [F>XIL-Web SSO] #7F>a>%BRLET,
s Ny TSOYRY—ERRYS—H5 OAuth ICBEEL 7R X FBEBRINL T,

HLIoA—ARVNERSYITT7ORROYS
Secure Mail for Android T. BEEOAL VA —AARY 2 RSy I 7Y RROY L THEEZEETCIET, D

BEEICEI T 21— —EITAILTRFa XY MIDWVWTE Citrix 2—H—AIL Tt EZ—D5RE THL V44— AR
VEORBELTET S EBBLTLLEIL,

GooglePlay ® 64 v ~HR— K

Secure Mail for Android i3, 64y b7 —FF O FvEHFR—ELET,

ZTILL TEHT 38D Secure Mail for Android @ Ul oE

IRTVTFINTHA HARSA VIR S>T, FILLTERIBMEEICT A T —BREZTVE LT, NION—F—
TAAVEZYTTRL. BE MRICERS A LRZ Y THRREINET,
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ALVA—DFEVZA TP Ty b

Secure Mail for Android Tid. ALY F—DFEVRALE TPy b THEATEET, COTsJTy EH 5,
1BABMOAL YA —TEAFOARY FERTTEET, COMREICE>T. ALYHE—ARY M EER L. BEET
RNy bZRRL. FlEHRETT XY, [(ROV—22ay bzBiE] RUS—R@FFR—LBAEICEESNhEVrP Ty
MIBRINEEA. fEL. [ALVA—DFEIVI LISy bEHH] R)S—%2FRALTIrP Ty b EE
MICTBEIETEET,

W OAMPF ade neyiee Bou
o

m

S Curlomer Cleidcssion Call

NEIPM Dy Plaenss Feachach B soassion

Yy bT=OTOERR) S —

Secure Mail for Android Tix. ®v bT—2 702X MDX KU —IZ [~>=)L-Web SSO] X WS HHL L
7 avhBMEINTVWES, CORVS—ZBRTZL. RBLZTrvo% b2 RIL-Web SSO LU
Secure Ticket Authority (STA) ZEFRHCERL TRBRICE >R VI TEZIHTEET, £7oo NTLM, Okta.
Kerberos @ & 5% k> #JL-Web SSO #HHHAITE £ 9, RIS STAZEBR T DL EICIF. Y—EXTRLZR
DOERND FQDN 8 &LUR— b NI TSV Ry hT—0H—ERRU S —ICEBMT2RELRHDET, [b>
*JL-Web SSO] # 7> 3> %M T 3HEIE. CNoZBMTIHBERHD FH A

Citrix Endpoint Management 2>V —JL® Secure Mail for Android TZ DR > —% KT 3ICIE:

1. Android BO.mdx 7 71 ILEA D >O—RLET, #L<iE. TMDX 77U DiEN) OFIEESBEL T

T,
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2. 2V hT—=0F7 ARV —T, [F>%IL-Web SSO] #Foa>zoUv o LET, #LLIF. 77U
DHY NT=0T IR #BBLTLLLETL,

71 — FA— R OBEEILR

Secure Mail for Android T. BEED 7+« — R 7 #ILEZ —ICA T OMEesRL MBIMENE LT

s BEFAASNIEIRTOT I —DSDRBANOHEREN 7+ — R A—FICRRINES,

e EHFDREN 74— FH—RICRAS DORRINE T,

 EHFOREIF. REORZHS 24 BEMAICHEINZIDOIRTRINET, CN5OSBEADOHEKE
& [$8] ¢ [BEA] KHBSNET, UEOUU—RIciE. SARICHEESNZEAROREN T 1 — RIc
KRINTVWE LT

MIT 71 ILDOFRR

Secure Mail for Android Tig. X—IILEBLVHL VA —ICHH SN T 7ML EBBEICRTTEI 9, COHEEEIC
I3 1—H—@AIIANILTREFa XY MIDOWVWTIE. Citrix 2—F—AIL T2 —0D58FE 17 71 ILORTEFT
#BBLTLEIL,

A=ILBELUVHLYZ—A XY FDOEIRI

Secure Mail for Android Tiz. Android TNNA XD SEA—ILE AL I F—DAIRY FZERITI X3, ORI
H#eelZ Android EDRIZ L — LT — o % ERALE T,

HIRR R

« Citrix Endpoint Management OV — )L TEBENERIZRIERY S —% [#7] ICRETBLS5ICL
TLEET W, Android DZDRU S —IZDWTEH L IE TENRIZZIER ) o —) Z8BLTIESL,

e X=JLHIRM TRESNTWBIFE. X—ILD [FEEEICERZFATE] 272 a2z2BMCLTLRT
Lo

CNEDRY—HETICRESNTUVEWES. X—=ILELREAL VA —ARY N EZHRITEEH A
E:
C DENRIEEEICIE. ROBEFRDHIRD H D £7:
o IVTAVAX=JIF, [BEZRTTS] 22y L TEGEZY TV VO—RLIEBEICOAERI SN E
T, [EfRZRRTSE] 22y TLBEVE. BIROTL—IARILEZ—FEIFHERISNE T,

o Secure Mail TlE. 1 XDKZT VWX —ILHBRRINS =, EIRIFIIC. [XvtE—Y2Fnd oY
O—R] 22y 7L TX=I2kZERLET, Xvte—C2FE24 7 O0—-RLAVEES. SRR
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Secure Mail

NIX— LA EIRITNE T,
o TNSDTATLDEREFC, X—ILPARY FDXEZT—ZIFEBMENEE A

A=ILZENRT BICIE

1 ENRITBX—ILZREEXT,

2. BEOELICHD [Zoftt] PraAYEZYTILETS, ROFT TS aVHRFINES,

. BE
. ENRI

Move

Print

Video Library - New

Show Pictures

Video Library
NEW CONTENT ADDED

Demo 15
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=

BTy b TA—ILZERIS 2156, BEOELICHZEIRT A AV EERFERTIET,

]

[
[

-

T

'
g -

LIZFUYR] #2829 TLET. X—IDOTFLEa—DRRINET,
2. —BEEZYTITBRE. RDA T avPHRETINET !

. PDF & LTHR%
« TRTOTYVE—
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Letter

All printers...

3. [PDF & LTRE] 22y 7L TX—=)L% PDFERXTHRELE T,
4, [TRTOFVVE—=] AV TLET, BHIRLTTIVEZ—%E1Y X+ —=ILLET,

TVE—RA b=t [FUVE—0FR] 22y FLTTIVE—EERLET, [TUVE
—] BEPRRINET,

E:

ERA 7o avid. BIRLETU Y EZ—ICE>TERD FT, UTFIE Canon E480 71 > &2 —DEIERT
HO. T T EE A
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(=) E480 series(192...

Colour Landscape

Range of 4

MORE OPTIONS

6. BRI 3T 2%BRLET, RORA T a>zFERALEY:

o ENRI 28R EFHTANNLET,

s —HOLSHEET I I ZERLES,

s —EHSEEBERLET,

o« BEIISLCTEHRIORS ZFRLE T,

o IR—DELRBEHROR—DZER T BICIF. R—POHEEZFEHTAHILET,

7. BRIA T aveRELS. BED [ER] 7ra>z28yFLET,

TUSA A X=DZERIT BIC1F

e X—T [EfzXRTIB] 22y FL. LD XLz 3IC1d) ICRBEINTVWBFIRICE>TL
23
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ALVE—ARY FZERIT I

1. ALYVE—ICBEL. IRV 2Ry TLET,

Aug2018~ [ Q

=un Mon T Wed Thau Fri Sat

26 27 28 29 () 31

Skype Meeting

— = 5 N

THURSDAY 30 ALUGLST
100 AM
lest Meetl
1:30 AM 30 min

2. [EDR] 7ra>ZZy L. ERD TX—)LZEIRIT 22131 ICREINTVWEIRB LB EFIRICRK>TLE

LY
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< =
Skype Meeting

Yes Maybe * Mo
=3
=) ++: %
Install Skype Dial In Running Late
=[]
nvitees 1 invitee

i Join Skype Meeting

Join by phone

india Toll Free Mumber [India Dial-im
Mumber) English {United Kingdom)

Find a local number

Conference ID:

Forgot your dial-in PIN? |Help

ActiveSync Ny A —TT 1w VI X—)LEHE

Secure Mail for Android Tid. 2—HF—HBT 1 v VI AXA=LICDVWTHRET B L. EDOX—ILICEEL R
FELTEML 771l ERINE T, EEBEIICOX—ILEZEFEL. RETNIX—JLICEAEMITENTWVWS
ActiveSync Ay A —ERRTEFE Y,

COWEEEEMICT BICId. BEED Citrix Endpoint Management >V —JILT. 74 v YT X—ILT7 KL R
DRERVS—ZREL. 71 v ITREDFEE [RMET7 7ML THRE] ICREIILEDHD T, Secure
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Mail TMDX RS —% BRI BHEICDOVWTHLIE EBRENALT TUICHT S MDX AU — ) #88BL
TLIRTL,

Y77 IS —iEH
Secure Mail for Android Tlg. X—=ILT7HT> DY T T INE—HDSX—LBHNEZSETETET,

A

+ Endpoint Management 1>V —ILTFCM R—Z2D 7w > 2B EMNCHR > TVWE 2R L
THITT7HNE—DBEMERBLET, FCMAR—=XD Ty 2 BHMOBRICDOWTEEL < 1. TSecure
Maill 07w 2@ #8BLTLLEIL,

o I T A ILA—DBEHNEAEEIZ. Lotus Notes H—N\—TIIERATET FH A

BT 7 INE—D@ENZEMCTDICIE

1 [FE] IcBELT. [2fK&] T B 22y 7LET,
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Secure Mail

< Settings

-+ Add account

Integrations

+> Slack
General
Notifications 2
Out of office >
Mail
Ask before deleting ®
Organize by conversation [ ]

Load attachments on WiFi

Show pictures $
Sync inbox frequency Auto
Sync mail period 3 days
Sync email @
S/IMIME 2

2. (BH] BET [X—LIT7#IWE=] 22y TLET, BIEML AT T I HILI—D—BHRRINET,
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¢ MNotifications
Mail

Mail notifications

Mail Type

Mail folders

Mail Sound

Vibrate
Calendar

Calendar notifications

Calendar sound

Vibrate

All Mail

Default

MNever

Default

Mever

3. BHZREIRV T 74N -2y TLTBIRLET, BEFLART I FTEIRTNTVET,

:

BT TN —DBHZEBMCT 3. BBRBHIEMICED £Y,
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{ Select folders

£ Inbox
] AutomationReports
_ ] BitBucket
L] Bug Bash ]
] Crashlystics O
] From Me
] imp ]
L] support ]

("] Conversation History O

1 Junk Email O

"] RSS Feeds O

T Unwanted L]

BT 7 NF—DBNZENCTZICIE. BHZZELAVWY I IANA—DF v IRy IRZATIZLET,

BHF v )L
Android O LN BB T 37 /N1 XA TId. BHIF v RILBEEBALT. X—ILPHL YA —DBHMONIBS £%E
BTEEYT, COWEZERATZE. BHZHRETIALTEETEEY,

A= )LERFHL O —DBHNZBET 3ICIE. Secure Mail #E&1L T [FBE] > DEF] ICHBBL. IROBH
FFoarvEERLED,
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Motifications
Mail
Manage mail notifications
Mail Type All Mail

Calendar

Manage calendar notifications

Z0%B. [(X—ILBHMOEE] £72lE [ALVA—BHNOEE] OVWIThMIBETI . A—JLBHMEREAL VA
—BHAZZNETNEETIEY,
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\ Maotifications
@ Mail ﬂ

On .
Importance

Sound

Vibrate

Show notification dot .'

On the lock screen

Owverride Do Mot Disturb
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Motifications

@ Calendar reminders ﬂ

On .
Importance

Sound

Vibrate

Show notification dot ®

On the lock screen

Override Do Not Disturb

Frld. TN1RED Secure Mail 77U 7 = EELLT [ZFUER] #8RL. (@] 22y 7L F
ERS

NATL—2a VR ENERICN T —E— RFRBOAIREINTVWBRIEE. COBEEICEIDTIHILbDONTTL—
SO VERTE (F7) ICEHbEY,
&
Ov7EmELD@EMIZ. EEENREL-OYI7EE LOBMZHHE MDX R > —0ORBICKE > GBRMINE
ER
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SBANDOHFERBEICN T BIGERZ DX —ILERR

Secure Mail for Android Tid. £EADHEREICKT TRIRNERZ VHBA—ILICRTINE T, SBBEREICE
TEREIAXA—INZEBEMNEZITR O IIC. ROWTNDDA TS avERZY L TGRETZZENTIET !

o [EW
o fRAEGE

e LWLV
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Message view

Monday, May 14, 2018
130 PM — 2230 PM
Timezone: (GMT+5:30) India Standard Time

lanility

Chalukya Room

MG T 7 1L DO EER L

Secure Mail for Android Tld. FRNT7 7ML ZBEICKRRTTIET, SDRBVI VARV IVIEZRMTZ D
IC. RELFIEHLEIBRINE LD, LUAIOV ) —XTORGA T avh 5| ESHEIERAINTLET,
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Secure Mail 7 7URTHRA T 71 ILERRTEE T, Secure Mail THRIE 7 71 LERRTEI 3B EIF. HET7 7
TIHEERT T, Secure Mail THRA 7 71 ILERERTEILWEEIE. 7TV O—EBLHRTRINET, HE7 7
AWNERRTBEDICHERT TV ZBIRNTEET, COMEICATII—H—RAITAILTRE XY MIDOWTIE
Citrix A—H— AL FE>2—DE 1771 IILORRTEHRT] 2BBLTLLIETWL,

R3RE2 > Dikaesal

Secure Mail for Android Tig. TNAZADRBREVEZYFLT. 7O—F«4 VIREREZ> DA T3> %H
L3N TEET, CHUICED, XytE—UF 3R Y FOFARTICRD £T,
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MiivE o wonsleeied didy!

ol o' det i

Reply All &,
Reply
x

—

5] o o

Android Gallery h'5F M3 7 7 1 ILEEMICT 3D DEEFIE

Secure Maill A= 3> 10.3.5 LIFETIE. BERFaAXV IS (COT7FVTr—2a>THL) RUS—H [4
Rl ICRESNTVBRBE. FvySU—T VN SEEEGZRMITIEEA. CORUI—KEE [HIE] 0oz
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LT A—H¥—DFvSU—H5EEZBMTES LS9 3HBEIE. Endpoint Management 2>V —JLTXR
DFIBICRVNE T,

L [FvSU—%ZLk] =2 [F7] IKRELET,
2. TRARDFXFVYSU—Ny 75— IDZEELE T, fHi:

+ LG Nexus5:
com.google.android.gallery3d, com.google.android.apps.photos
+ Samsung Galaxy Note 3:
com.sec.android.gallery3d, com.sec.android.gallery3d.panorama360view, com.google.android.apps.|
« Sony Expire:
com.sonyericsson.album, com.google.android.apps.photos
« HTC:
com.google.android.apps.photos, com.htc.album
+ Huawei:
com.android.gallery3d, com.google.android.apps.photos

3. IERR® InboundDocumentExchangeWhitelist R > —%Z RRICEBL 9,

WorxMail APK 7 71 ILEH D >O—R LT, €D 7 71 )% MDX Toolkit T3 v 7L %7,

e AVEa—Z—LET.mdX 771 EREL. 77 TIILOIRFE.ZIp ICEELF T,
o ZIP 771 LEBWVT, policy_metadataxml 7 71 /L EHREL £,

+ InboundDocumentExchangeWhitelist ##%Z L TPolicyHidden>true</PolicyHidden
>%#<PolicyHidden>false</PolicyHidden>IcZEEL %7,

+ policy_metadataxml 7 7 1 L EREL £,

s ZDITANA—AHDT7AIETRTCGERLTESEL. ZIP 771 ILZ2ERLL £ 9,
P
SMUD T ANA—ZEBLEBEVWTLIET WV, THILEZ—ROT 7ML Z TR TERL T, BIRTA
TWBT771ILZEFHLTLIZTL,

s EEEINT 7LV ILET,

o [BHRZEE] ZBRLTT7 7 7IILOMKRFZ.mMAXICRLET,

4. BIEEHD.mdx 7 7 L% Endpoint Management >V —JLIC7y7O—K L. ¥ S —Nvir—
CIDD—E%Z, RRINBLSICABILZERF XY FROKRTA R R MRS —IZBMLET,
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Restricted Open-in exception list

Inbound dolument exchange Open In) Urrgsindted -

nbound document exchange whitelist

Connection security bevel s -

NyT—=U IDHAIVITRYSNTVWSR L ZRHIBLET:
com.sec.android.gallery3d, com.sec.android.gallery3d.panorama360view, com.google.android.apps.photc

5. Secure Mail #R%ZL CRBEL £,

Android 2—%—&. ¥+ SU—FFIUDSEBRERTTIZLSICHDFE LTz, JOWEEICET 31— —@EIFA
IWFRFa XY MMIDoWTIE, Citrix User Help Center @z8% T7 7 1 LORREHT) #BBLTLLIEI L,

HR—rEINB T 71ILER

ROKIE. Secure Mail TOFRNH KVRFIHYR—bINB3 T 7MIILERO—E T,

i i0S Android
E7#: H.263 AMR NB X
codec_Mp4

E54: H.263 AMR NB X
codec_3gp

E7#: H.264 AAC codec_3gp X X
E5#4: H.264 AAC codec_mp4 X X
E5#: H.264 Acclc codec_mp4 X X
GTM recorded_wmv X
AVI X
WAV X X
MP4 X X
3GP X X
Flac X
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i i0S Android

AAC
M4A
3GP (AMR-NB)
MP3

< X X X X

WAV
0GG
ICO
JPEG

< X X X X X X X X

PNG
TIF (B—~R—20DH)
BMP

< X X X X X

GIF
WebP
DOT X
DOTX

PDF X
PPT X
PPTX X
PPS
PPSX
DOC
DOCX
XLS
XLSM
XLSX
TXT

< X X X X X X

POT
POTX

<X X X X X X X X X X X X X X X X X XxX Xx

HTM X
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i i0S Android
HTML X X

ZIP X X

EML X X
AL —

ALVE—=IZIE. TNA XA LDERDT AT MCBEETBZIRTDAARY ORTEINET, BEROTAV Y MIC
BERELT. BUOTAIY MCBETBZIAL VA —ARY A EHFTEZENTETET,

i

BABAL YA —OWEEIR. TRV TAIYRELETIAILETADY MCEICEEMITONATVET

(BMEHE).
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Calendars
@8 work
i
@8 Personal
e

Hide All Calendars

[ r - L i A .".n."'\.

daal Fylik JIEY dl SRS i bl

(. Lastsync: Today at 3:47 PM ]
]

AL —ARY MNIBERETSICIE
1. 79 2—N—0 [ALVE—] P4 %2y TILT. ELEONN—H=—F7A %Ry TLET,
[AL >4 =] BEIC. BEINTWVWERITRTOTHIY MHRERINET,

2. Exchange 7A7 Y FORICRRINBZT 7L bOBEZY TLE T,
(B8] BEIC. P7AVY MIERTESZBRIRTINE T,

3. FELBEEN. [RE] 22y TLET,
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4, BIOE@EICRZICIE [Fvy>oEIL] 22y TLET,
Z® Exchange 7HD Y MCBETZIRTOAL YA —ARY MMI, BRLEBABESNE T,

Cancel Colors Save

Work
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Calendars

B8 work

@8 Personal
e

Hide All Calendars

ST o

(3 Last sync: Today at 3:53 PM {0
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= Aug 2018 ~

Sum Mon  Tue Wed Thu

1 2

12 13 14 15 16
19 20 21 22 23

26 27 28

TODAY

10:30 AM

Test Meat

117:00 AM

Skype Meeting

FE 3@ HEH L

Fspcls LR Calendar Cont

a0

Fri Sat

3 4

10 11

17 18

24 25
31

ALUGUST 30

30m

.

acls Alachments

ALVEA—DBFRELIEARY b EERT R [FERE] J0—IILRIZTIAIETFTATIFDOX=)LT7 KL XD
BEIMICANINET, X—ILTF7HAIVZEETBICE. COX—ILTRLAZZYILTHOT7T AT Y F%ZER

L£Y,
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Cancel New Event Save

Work

Mone

MNone

(GMT+5:30) India Standard Time
Thu, Aug 30, 2018 4:30 PM

Thu, Aug 30,2018 5:30 PM
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Select organizer

Work

Personal

Cancel

ZES

[(X=ILRy o R] £Hld [TRTOELEK] Ea—DHS55O0-NIBEEERITTIET, COBREETS . 7TV

ADTRTDT AT Y b ZERRLIER. BYRERNMRTINE T,

BROT7HIY EADSDRETI. EDTHTY MIETIHBROAIDRTEINET,
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Ny TT 570 RY—EXDER

Android 8.0 (APl L ~RJL 26) LIBEHERITLTWS T /N1 X T Google Play d/\w o5 57> REITHIRDEH %
M- g®IC. Secure Mail Ny O TS0 RY—ERR Ty FIL—RINE LT TNTATX—ILOREEALE
&% his L AW ®ICiE. Firebase Cloud Messaging (FCM) H—EXD 7y > a@MEEMICLET, FCM A
—Z2QUyF TPy aBHICOVWTEH L IE TSecure Mail 0 7w > 23@H) #BRLTET WL,

FINA 2D Secure Mail ET [X—JLi@H] DA UICH-OTWB e EBRBLET. COBEMICOVWTHLIE
ZoSupport Knowledge Center ®:2E#S8BL T ET W,

HIPRSEIA:

s FCMR=ZXDTF v aBHZzEMILBWVWESE. 159Ny IISO Y RRBPEEL£Y, EOMEMR
B PIIUDRNY TSSO RERIBTATI STV RTRITTNTVENICE>TERD T,

o A—HY—DTFNAIARETIORBMEZFHTEHM TR L. ALVF—Ur Py FOBNIIEBMICEHRIN
EFtA

Secure Mail ® Android Enterprise

Secure Mail & & Tf Secure Web for Android i&. Android Enterprise (L#i® Android for Work) ¢ Bt
HHb £,

o COMBEEFERT 3ICIE. T/N7 T Android 5.0 LBEDEIMEL TWB e MR L T LT L,
o > 7L X REETIE. Endpoint Management 700/X7 + afw.accounts = TRUE IZ:%E § 2 HEN
HHET,

Endpoint Management T Android Enterprise 2ty b7y 7932, TN ATEBRBENTILT T EF]
BTEEY, 77Uk ROEBKRTRINTWVWS &L SIC Android Enterprise 71 > THBITE £ 9,
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Android Enterprise r a0 & 3 18k

JDEIE. Android Enterprise ¥ BE#atE D 4 3 Secure Mail #EED—&E T,

8 o

Exchange Server o B&it&it

Secure Ticket Authority (STA)
BARLEDIT Y ZR— K

Microsoft Information Rights Management
0w 2 EETOEH

X—)LEHA

X—=)Ln8E

< X X X X X X X

S/MIME EZ L EES

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 220



Secure Mail

313

Firebase Cloud Messaging (FCM) #—E X
SeitsBaE (OAuth)

8D Exchange 7ho > ~

BARHL VA —

AX—LREDI Y AR—k

HETNAX

Endpoint Management & Microsoft Intune/EMS
EDBRE
Office 365

LDAP Exchange Server 2010, 2013, 2016
FEBAE R — X DR (CBA)

Go ToMeeting

Skype for Business

EUNGEL G

Citrix Files t o Ei#a4

VTN AIFUICK B X—ILER

YiR—b

JDEIE. Android Enterprise t Btk D 4 3 Secure Web #aED—& T,

313

k> xJL-Web SSO £—R
T2 VPN £E—FR
TRTDT T DHEE

Secure Mail £ o Eiatt

HIPRSEIR

HR—k

X
X
X
X

« AEAIOT7 77 )LE—R® Android Enterprise T [RT—2XN—OFER%EFHFA] T/ IHIRARY >
—H [Fr] ICBETNTWLWBIESA. Secure Mail for Android DX F—2ZN—ICAL V4 —DIT T R

— FOETREE SV Ty P aBHBRTEINEEA. L. FRAThTULBIHA.

BEEICIFRTINE T, 2L <& FAndroid Enterprise @

Ear—]

ax AE |

ZERLTLET W,

nsoB EMizOy o
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Secure Mail @ i0S #gE >~ Android #a:

June 6,2024

CDEETIE. Secure Mail THR— I TWL3S i0S #aer Android #BEICDWTEHBEL £ 95

Azure Government Cloud Computing 0t 1R— k

Secure Mail iZ. Azure Active Directory 77> ~ TD4%&#ER:E (OAuth) T Government Cloud Computing
(GCC) High #4R— kL %9, Secure Mail i&. ~RT® GCC High #—E RiZxtd % Microsoft DX EEH %
=g, GCCHIghDITY RARA Y F LTERINTWET, 5#L <& TMicrosoft 365 Government @ Azure
Active Directory o#fi&ae] ZBBL T IEE L,

COXEEICK D, FBEET Azure Active Directory 7+ > b @ GCCHigh IZIL—Fr Y7 S E T, . BEEHIE.
Azure Active Directory 77> kT Secure Mail DiER%E R 3UEBHHD 3,

Azure Active Directory 40— /NILEBENRD L ZRITLTWB e 2B L 7!

o TNARICRF/N—T3 >0 Secure Mail 24w >O—RLES,
+ Secure Mail 771 T Exchange 7 Ao > FZ#E L. IRTOI—HF -1 >1 > TEFSL5IC Azure
Active Directory T7 7V OERZHAIL Y, UTOBEZSRBL TZEL,

pE

NSDFEIF. JO0—NILVEEBEDHDERD LERD DESTT, 7TIICTIEIDHFATND L. App
Store NSEBICT Y SIL—RTEET,
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Secure Mail

Home
111 Secure Mail | Properties
] Delete - Got feedback?
B oveniew
) Enabled for users to sign-in? No
# Diagnose and solve problems
Manage
Properties Homepage URL
ab Owners Logo
28 Users and groups
$ Provisioning
S Self-service
Application 1D
Security
Object 1D
% Conditional Access
S Perm User assignment required? Yes m
Visible to users? (0 No

Ty FIITL—R#E

TyFIL—RE B COEMHRIMINZ CEARERDZ IOV T EHRRRINET, T T Azure
AD @ GCCHighicW AL U bEThET, EEDT—Y T7O—%REEL T, FRBERD Azure AD @ GCC High ic
EEINDIezHABLET,
ROVWTFNDDHETT— IO— % BECI £
« 771)&H Secure Mail-GCC High o Secure Mail /', Azure Active Directory 77> kD41 > 1>
R=DIZRTRINET,

« Secure Mail O/ #mRB L T, BBiE#&Ichttps://login.microsoftonline. usMTU X1 LU FDEET
BHESHERRELET,

ICS 771 ILDTR—k

Secure Mail Tlg. TMFT7 7ML LTZELICS 77rIL2FLEa—L. ARV PELTHLIYA—IC1 VR
—rTEFEY,

Secure Mail 0EKLDEE

Secure Mail Tld. X—ILERBESBZAOBRFICHEEZBMT 3. EREDFEIPRRIINET, COHMEEICEAT
B3A—H—MAIFAILTREFa XY MIOWTIE, Citrix I—F—AIIL T2 —DiEE NELFEDBEEDRT] 25
LTSS,
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Secure Mail

71— ROERE

Secure Mail Tid. 74— RA—RZMBBICHLCTRIETEE Y, COMREICETIAI—Y—BEITAILTRFa Xy
oW TlE. Citrix 2a—H—AIIL T Z—D2E TX—)LOEE] #8BLTLETL,

Office 365 Exchange Server R > —% @/ L /- Office 365 #—/\—7 KL XE#&

Secure Mail . [Office 365 @ OAuth #+7R— ] £ > 3 >ic [Office 365 Exchange Server] ;KU > —h¥if:
ICBMINE LT CORIS—TlE 5T REICERET S Office 365 X—LARY Y ADKRR M BEEHETETET,
CDRU =& D BFF#RERIT Office 365 O R— B EMICHD £9, KX LBl outlook.office365.com
REDB—DETT, 77+l MMEld outlook.office365.com TF,

BSUEEREOYR—

EESUWEEEMERATZE. BMOTNARTISY b I r—LtEFa T 2ERLADNS. TAAIRETSY T3
—LEFaV T ZNRNICERTIDICHDBEREICROLHTEEXT, BSUEEZFERT . 771l
27 LDOBSHNIOS £7zid Android 75w k7 —LICk > TREINZ 2. O—HILT—2DOESKORE
MHR<BDET, COMEEEEMICT ZICIE. BEEIL. Citrix Endpoint Management 2>V —ILT. BBS
ORBEMDX RV >—% [AVTSATVRBHNCELDZ T Y b T+ —LDOBESK] ICRETIHENHD £,

S EEKEEZ FHT 31Cik. Citrix Endpoint Management 2>V — /LT, BSHOBERU>—% [OV 7
SATYVRAEHNCL DTSy b T+ —LESW] ITRELEFT, LD BSABEBLI-—H—-DTN1XLD
BEOIRTOBESUT IV r—>a>7—4% MDX TRABLK TN AL > THBSUINIREIZCO—LL R
ICBBITTEE Y, CORBRITH. PTVRTUEA LT —E2BITOLDHIC—RELELEFT, BITHRIITR . O—H
WICRESNIET—2DOBESEICHTIEED. MDXHSTNARTSY T +#—LICHED £9, MDX 35|14 E.
TIUNEBINZCICTNARQAY T SAT VA2 F v LET, COHEEIE. MDM + MAM IRIE & MAM
DHDIRIFOES THEEL 7

ESKOBER)Y—% [AVTSATURBENCELDZ TSy b T+—LBESK] ICRETD L. HILLKRU S —H
BEED MDXBESHKLDBHBREINET,
Secure Mail DEESHEE MDX R > —ICDWTEH LK IE. UTFTOR=J0 TS 023> #8BLTLKE

eI AN

« Android BITEBBENTILT 7D MDX R > —
o IOSHEITEBBENCILT FUD MDX KR > —

TNA RPNV TSA T REHZTEZ & FEUTNA XDOEERY S —ICL > T EITT21RE2ROF
DOBRTZIEHTETEY !

o PIXUBRHA -TTUNERBICHET B EHFAILET,
o BEBIITIIVEHITITZ -7 TIUNRNIVTSATUORBGEE/LTOWAWIEEZI—Y—(C8ELT
hE. FTUVORTEHALET, CNHT T AL NMETT,
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s PZVEHFALBVW-TTUDRITZHFTLEE A

i0S #R{TLTWVWBT/NT RADIEE

FNAZINIOS ZRITLTWVWBTNARDR/NIAVTSA T ABGEFB L LTVWEIHE S hIE. ROBETRED
F9:

¢« IOS10-BESININ=—2a VU EDN—230DARL—T o VIO RTLET T TRITLTWS,
o TNYH=TF IR -FFTUTTNYITDBEMICER > TLERL,

e SIANTLAVINITNAR-FTTINRTTANTLAIINI=TNAITERITINTULERL,

e TNAZADONZAA—R -FNARONROA—RBFVICHE > TWB,

o TAHB - FIVICHLTT—ZHEENEMC A > TLAEL,

Android #2£1TL TVWETF N1 XDHEE

FNA XD Android 22T LTVWBTNA RDBRNIV TSA TV RBUEEBILTULBRHE S HIE. ROEET
REDET:

+ Android SDK 24 (Android 7 Nougat) -8 hicN—I3 Y UEDN—23>DFRL—FT1 VTSR
TLZT T TERITLTWS,

s TNYHA=TIER-TTITTNYITDBEMITHE>TUVERL,

+ Root iFE#T /N1 X - Root iEAHT/INA R TT7 FUHRITINTULARL,

e TNAROOYY - TNAZXDNRAA— RHBAF VI >TW3B,

o BShINEK - EBSUINLHERTT TULARITINTVS,

BEUEA—IILDOTR— K

Secure Mail 1. LARY YT A= ILDOEBRERICREXINTVET, UFllZ. KAEHRRPEGAZESTX—/LOVT
UVIRIEELK L YA VI EINEFATL I, COBEETIZ. X—ILOFEXPT 1 XITHhH 5T, IARTOHR—
FINBTNARATX=ILAYTIOYDRELDFZFEARTLLRRINET,

ALUA—ARYEERSYITORROYVYS

Secure Mail T, BBEOHL VA —ARV 2 RSy IT7YRROYy L THBEEEETEI£d, CO#MEICETS
A—H—AIFANILTREF XY MMIDOWTIE. Citrix 22— —AIL T 2—0DEE THLVE—a Y D%
TEITZH] 2BBLTIEIUL,
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71— ROERE

Secure Mail TlE. 74 —FH—REREICIGCTEETIET, COBEICAT I —AIIANILTRFa XY
MMZDWTIE. Citrix 2—H—AIL Tt 2—0OF TXX—)LDEE] #8BL T,

BEIRT

Secure Mail Tid. ALY RTXyE—J%HBRLIER. COXvE—JICRZDEBIRTE£9, COHMEEER
TBICIE [RE] > [BFRT] ICBEBLET. RIC. FRARERBT TS a hoFETEIREZERLET. JOH
BEICRE T 2aA—H—RAIFANILTRFa XY MMIDOWVWTIE. Citrix A—H—AIL T Z—0DEE T1AL Y RTOXA—
JLOHIBRE BRI 25RLTLIZT W,

TET 73 —0EHELH
TEEI7 LA —HDEBNICERIN. TEIEFEITRTOTNIITHATEET, ZOHaEIE. Office 365 71
Exchange Server 2016 LU= ETLTWVWB TN XA THEATI XY,

*:

Secure Mail D FESFICHRLT T 7 1IUDEENTVBZHE. HET7 71 —N—ICERINEEA,

COMBEICETRZA—F—mIFAILTRFaX b (ETFEEL) I22VWTE Citrix A—H—AILTE>E2—0
E MFETTANA—DEFHFE 2BRBL TSIV,

MDM+MAM E— R T Microsoft Intune BT 35&IC VI YA VT VDY R—FINET

iOSEZETLTLWABTFNT RDES:

COMERERFEAT 3®HICIF. T /N1 X Microsoft Authenticator 77U N1 > XA F— LI TWB L &8
ZLTL T W, Microsoft Authenticator 7 U @« > X b —JLICDWTE L < I&. docs.microsoft.com @
TMicrosoft Authenticator 7 7 045> O0—REA VX =)L) ZBBLTLLETL,

Android #2217 LTWVWB T /N1 XDIEA:

COMEERFERTZ=0ICIE. TNTRIC Intune R—=ZILHY A F7TUDRA VI F=ILEINTWB I ERERELT
IV, Intune R—Z LYo b7 FUICOd 1 &, BRERZERL T Secure Mail TBRET 3 H8E AL,
MDM+MAM E— R T VI I YA VAV EFERTEET,

BARSTDIRERTIL

Secure Mail Tld. [E#&%k] #2427 L TEERZRIRT D L. TOEEROFHMN [BI&E] 2 TOTFICKRRS
nEY, ] 2722y 793, IR7=—Cv—1 TEROHTI LU MAFE . BEEEOFMADRTS
nEyd, BEAELD [Zoft] 71OV e8yTIRL. ROFT T avHRREINET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 226


https://help-docs.citrix.com/ja-jp/secure-mail/feed-cards.html
https://help-docs.citrix.com/ja-jp/secure-mail/auto-advance.html
https://help-docs.citrix.com/ja-jp/secure-mail/auto-advance.html
https://help-docs.citrix.com/ja-jp/secure-mail/autosync-folders.html#drafts-folder-auto-sync

Secure Mail

. MRS
« VIP (ZiEM
s Tyl

[A#] 27T Txx—2v—) TEROE T TEE OBRICHSZ [Zofl] 7222y TTEEY, 2O
BEICED. X=ILFELBALVE—AIRY M EERTEE T, X—ILELIE

ALYHE—ARY RO [385%k] T1—ILRIC. I’RZR=Cv—1 TEROHBTI. TEFH OFENEBNICANINhE
o X—ILZEERLTEEITBENTEET,

ARt

Exchange Web ##—E X (EWS) #*Exchange Server TEMICH>TWB e 2 BRL £ 9,

EARFDREMIE. Active Directory h5EVS L7-4BBi:#4 (Outlook miEs&%k) ICESWTIRRINET, IEL
VBRSNS E RR T 3 IC1E. BIEE D Active Directory THBIEEZ B L TV e #REL TSI L,

E:

C DOigelZ. IBM Lotus Notes H—/N\—TIEHR— IR TULEE Ao

SBOAREIBAORA T TALVE—ADIT AR—k

Secure Mail TlE. FILWMED [SZDOBEBCIBR] B [ALOAX—DIT O XKR—K] MDXKRUS—|ZBIMINE
L7ze CThICE>T. Secure Mail DAL Vo F—ARY MCHBZEEORBEIBER%E. O—AILOALYE—ICTY
AR—FTBIEHTEET,

## o Exchange 7 Ao > +

Secure Mail B [F&E] H5. 8D Exchange X—IL7 AT Y b%EBIIL. TNSEPDEIZ N TEE
To COBEEICED. TRTOX—)L, B, WL UF—%Z2 1 HFATERRTI T, EERICETIFREGIIRD
tHhbTY:

s BIMDTADY FZBHT 31013 A—H—BENXT—RHBETY., BBEFRFISERBRI ~T7OHE
M. 77V TORVWDOT AT by b7y TRICOABERINE T, BMT7HTY MIEITART, 21—
—BENRT—REANALET,

s ERTIRVDT A Y CHHEAER—IXDFE. HHER—IXDT7HI Y M ZEMTZLIFTETEE A,
BN7 A7 > kTid Active Directory X—Z2 DBt % ERT 2 EHH D £9, Secure Mail Tld. E#HO
TFhoY b EERT 388 DMAEN—ADBALE Y R— SN TULWEE A,

« BM7HDY FEIBRY ET—TD R X1 2% Exchange Server IC#EHTE 5 & 5129 3 iCid. Citrix
ADCTHEIN >V T% [AV] IZRETIHELNHDET,

+ Secure Mail for iOS T, Exchange & & U Office 365 D X—ILH—N—DHHHR— TN & T,
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COMEEICEET 32— —EIFAILTRF 2 XY MIOWTIE, Citrix A—H—AJL Tt > 2 —D:E%E TExchange
TATYEDENMI ZBRLTLLIET WL,

AR

BARSICBT 21— —AIFAIL T RFa XY MMIDOWTR, Citrix 2—H¥—AITFE 22 —DitE NERLEDRT
CEHE ZBRLTIRTL,

ALUVE—DBERET S

COHL YA —HEEICEATIA—HY—MRAITANILTREF a2 XY MMIDWTIE. Citrix 2—%—A~AIL T2 —0DESE
EEf 7= Secure Mail AL VA —DBEERET 51 2BBLTLEIL,

REB R X1 >

SMERAERRICER I A X - LREEZHANE S VMETTE T,

aitR%& M4 Citrix Endpoint Management T [REIR X1 2] RUS—Z2BMC LI EZBBL TN S, 7TV
T=arEBREHLTIIEI W,

X=)LEER. BIE. FRBEETREIIC. MOZEENMX—U VT U NTHEARTINET, BL/ET1O
V. BEOETICEEY LTRRINET, BRETIAVEZYTTRE X—UVFT YA NEEETETET,

iI0OS ZETLTWVWB TN RDBE:
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New Message

Android ZZ1TLTWVWABTF N1 XDHES:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 229



Secure Mail

Cance Compose Send

|-.|"II|:: citnx . com

abefmoitrix. com

B TAAVERYTTBL. Ry TT7vTOoVRUDRAE. BE—BZHETIN. INTZHIRYT 5z
RTEEY, [EOHEE] 22V 7L T, HIRITIREEZERLEY, BEFEZERLLS, JIFF7rIV%H
v FZLET,

iOS #ERTLTVWBTNT XDIFEE:
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Cancel External recipients Select all

john

johiriout| ok com

. john
john@yahoo.com

©
abc@gmall.com

Android ZZ1TLTWVWB T /N1 XDHEE:
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External recipients

Some recipients belong to external
organizations.

REMOWVE ALL | EDIT LIST
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{ External recipients  Select all

~ John
" John@outlook.com

G John
John@yahoo.com

o Abc
Abc@gmail.com

ABIZRICED VW cigEm £

ChUZED. BIERZVHBEOLEBHS THRICBEIN, BRICTIEATESZLSICBEDFELT, COXEFI.
BEMLA. ALYA— BEEOEBEICEAINTVET,
F:

Android ®iB&F. ZEMLTBERCAL VH—BENEEINET,

iOS#RITLTVWBTNT RDFE
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TestUser Two

FACETIME
FaceTirme

NTERNET

Android 2217 LTWVW3T/\1 XDIEE
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TestUser One

SubjecttestO1_CXM_2249/7 NonRecurr
iNng6EBYDY/5-6BB5-4F0B-B2EB-
D6 /AD3ECEAFA

Friday, 15 February 20189
130 PR o 230 PR

muralal

LocationtestOn_Cxh_22897 NanRecurmnng

Bodytest01_CXM_22497 NonRecurringGESSDS7
5-6BB5-4F0B-B2EB-DG7AD3ECEAFA

BEO7O—T1 Y I#BEREZ VG, Citrix DTSV RERZAILAA RICEDETEESh&E LT

Ffe. COBBEALEICED. VW TLWBX—IDSAXAAMVDRENLAMBEDOREIVICTIELRTEF T 3 VHH|
BRENELTe TZo— R ALVE— ERE. BEBEDTATLICTIERT BRI BOTVLBEX—ILEET

TRIRENBDET,

iI0OSD7va—N—0FF>aHEEIN, i0S & Android DBE TOHE—FeRR L F L1,
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Secure Mail ¢ Slack 0#a (FLE2—)

iOS 7zl Android TN X T X —ILTDEE%E Slack 77U TEITENB K SICHED F LT L < I&.TSecure
Mail & Slack to&ia (FLEa2—) 1| ZBBLTLETL,

BETT v vIX—LzeikE

Secure Mail T. 71 v Y I X—ILOHREEEZFERLT. T v YT DRWIHIX—ILEEZETHRETSC
EHTEET, FEAEAvE—JIF, EBENRV D —ICREITEIX—INTRLRIZERXETIEd, COMWBEEEM
IC93ICIF BEEED [Ty VI A= T RLADRE] RUS—%#@RL. [Ty IREDHE] 2 (&
ETHRE] ICRETIHENDDET, COBREICEATZI—F—RAIFAILTREFaxX> MoV TIE Citrix 21—
PF—=ALTEVRZ—DE 171 v VI A—)LORE] #BRLTLIEIV,

TAwI T A= DRSS

BEENBRLIEAR)S—ICBEDVWT Ty I VI X— )L ERETETE T, BERTOFMARY. COHEEICETS
A—H—@IFANILTRFa XY MIDOWTIE. Citrix 2—H—AILTEVE2—D:EFE (T 1 v VI X—)LDiRE]
EBRLTIETL,

Secure Mail DAL VA —I RV FDI I RR—+

Secure Mail for iOS & & T Android ZEB 3 3354, Secure Mail DAL Y HF—ARY L EFNA DA T+
TDALYA—=TFTVICZVRAR—FTEIFET, COBERERICEATIA—HF—RAIFAILTRFaXD MNMIDOWTIE
Citrix 2—H—A~ILTE>2—D:2E NSecure Maill DAL 2V H —A RV FDIT I ZRKR— b1 #BBLTLIETWL,

BARAL YA —ICRRINBZ DL VA —ARY E T —ILRIZIE. RO MDX RS —DEZFERATIET:

o L (ZZRR—=FLAEW)

o REDEF

o SEBOBSE. BT

o THMOFFRE. H&. B

+ (Android D58) KEAR. TIEM. HESE. 8. HBFA. XE
o (I0S DIBE) SHOBRI. HE. B8R, XE

Android + 7> 3>

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 237


https://docs.citrix.com/ja-jp/citrix-secure-mail/secure-mail-slack-integration.html
https://docs.citrix.com/ja-jp/citrix-secure-mail/secure-mail-slack-integration.html
https://help-docs.citrix.com/ja-jp/secure-mail/report-phishing.html
https://help-docs.citrix.com/ja-jp/secure-mail/report-phishing.html
https://help-docs.citrix.com/ja-jp/secure-mail/calendar-events.html

Secure Mail

ﬁ

Damvoe Polioies Apga idprhy Ariaars ek i Erevdimers Profils Ddispry’ G
MDX
Eepart Phighing Mall Asdeeuses

1 &pp Information
7 Platiorm Ol Repart Fhishing Mechaniim Repaort wia Adtachment = .
B ios

Shype For Business Meeting Domaing
B Android
B8 Windows Fhone Expart Colandar = b

Mo DT Eapae®)

B Windows Deskicg)Tablet LT Suppet for OfcE 185 masEtig Fares

Uin Modern autheadication for OIS Beeting Time. Locsson
Merting Fime, Subyed Locrton
mbprtineg Tame, Awaslabdiry, AErcees, SUDPBL LOCATON,

1 Approwvals soptianal)

4 Dedreiry Growp Adsigrments
i |A _Il' ! Frasied Exdhangs Onling Herlsames
EDLaNE
i0S 7> 3>
m_
Device Polices Apiga hirsig Arfigrn Charefiks Eripleeni Pl Thedarry rGAIGS
MDX
Report Phisking Mail Addrevey

1 App Inbarmation
2 Platform Clear A, Report Phissing Mechanism e W AL P -

i
e 5 Shyppe For Buldlasii Meeting Doslad ¥
B Andnoid

1 -
B Windows Phone Tzpart Calendar gwnng Tume
Wore |DonT Expaaet)

wWindond Dt lablet

e b ) Caller 1BEntINCIIaN Wieeting Fime
lipwing Time. Qonabon
3 Approwals |opbonal] Kt TR Subioct. Lacathsn
Ogth Sepgeat Tor e 385 inpting Time. Subgect, Location, Nobe

d Delivery Group Assignmeants
it ! ' : fce 165 suthentication mechanizm 1D et s oty -

i0S niga

Secure Mail 5TV XK= INFcAL UHE—AIRY MEFEHED [EZAHTTH. Secure Mail sbp 1>
MIWETR2EEIETIEEA.
B5E:

o« MDVWETNMIEZY T ZBEICIE. TOHEEIE Secure Mail TRRSNETH. B ARDFT:

- ALYA—DIIZR—rRUS—H [FT] TH5B.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 238



Secure Mail

- MDXN=2 3 VIZRUP—HEFENEL,

o ZODHEEIZ. BADAL VA =T FTUTRXA=ILTHIY FHPREINTWVWT, iCloud 7HU > FHERICK
STWVWRISEIIMEEEL FHA. COHEEIZ. BADAL VA —FFUTHOTHTY MHARETNTVEWNS
BICHEELF T,

« URL%ZiEeg L. EADAL >H—h5 Secure Mail HL o H—I R b ERETSICIE. 7FUD URL X
F—L MDXKRU>—fED lctxevent:) L H>TWEIRELNHD £,

Android 0184

Secure Mail "S5 TV RAR—bIhfchL F—ARY MIFEABMDERTY, Secure Mail DR L 2RET
BiICiE. AL F—aR> D [SecureMaill dARV K] UV oEZYTFLET,

BE.
o MOWTNMCHZETBIBEICIE. DAL Secure Mail TRRSINFITH, EMMe D ET:

- ALYA—DIIRR—rRUS—H [FT7] THB
- MDXNN=2 a3 vIic R O—EEENAL,

s FERFaAXY I MDX RS —iF [HIRAL] ICRELTLLIL,
« Samsung & Huawei @7 /81 X Tli&. [Secure Mail D1 R k] UV IIFRTINEE A

T4—RI7#IILE—

Secure Mail TiE. KFA—IL. HEHBELSBHERE. BSTEAFOSKBINIRT [71—F] 754 —
ICRRENET,

T4—RA—REZRTIBICIE

TYvE—=ZTN—DEFICHZ [T4—F] PraA>=2yTLES,
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See all important items

in auto curated buckets

Enter Secure Mail

MRDT 14— RA—RHRRFEINET:

. ki
. BHADHERKE
. ERRORH
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FI7 A4 ETIE Secure Mail ICIZFFS AU T ATV EDBED T4 —RDADPRTIINE T, EHOTHT Y b
EA—Y

MESNTULWBREA. IIOT7HI Y D50 T4 —RERTTEET, DT ATV EDED T4 —RERTTBIC
IE [T4—R] 22y L. ANN—H—FAA0%22yTLTHE. TNENDT ATV M ZERLET,

Feeds

= All Accounts
€[]
€[]

" 2 ey
L, Last sync: Today at 2:38 pm ﬁﬁ

T4—RET7ATLOEALZAZY FICEDVWTY — TN, ROLRTRRINFT:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 241



Secure Mail

o RA—IL5H
o SERADOHERKRE 2 ¢4
¢ SEARDSE 3 M

T4—FRA—RADITRTDT7ATLERRITDICIE. [TRTERR] 22y 7FLET,
pE

BEA—RICRTRINBZ 71— FOEIE. TNARICKRE LT-FAEAX—JLHREICK > TERD £7,

T 14— R 7 F LA —DHENLR

UTE. BEO T4 — R 73 IIA —THhiRIN/EEETY:

s BHAASTNIEIRNTO T A IILA—DSDEHBANDHEREN 71— FA—FIZRFTINES,
s ERAHFORFEN T4 —FH—RIZRARS5 DRREINET,
o SB2UABHURNDOEREIZ T+ — FA—RICRTEN. [$H] LT [BAR] otrdavicaEIngzd,
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Feeds
Meeting invites
Daily sync up

Wednesday, October 24, 2018
11:45 AM = 12:00 PM

planning for

Yes Maybe = M

Upcoming meetings

11:45 AM 15m

Liaily
planning for

2:00 PM .
.:'Iunnlrlr_;
Room (&)
3:00 PM 1h
Demd series
Roorm [(20)

u - '-i
A i

EHANTR—T v —DT 1 — R

Secure Mail Tk, [74—FR] BEATIYR—Jv—DBDA—IILERRTIET, [X—ILOFEEAEAR] BREICED
WT. [EBADRTZ—Cv—] T4 —RTBASBEOX—IHARTRINET, ISICIR—Cv—H5E5DX—)LER
R BICIE. [TRTERR] 22y TFLET,
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Feeds

Upcoming Meetings
TODAY

08:00

Cloud Conferance

From Your Manager

lE =t
Exchange Web ##—t£ 2 (EWS) #*Exchange Server TE#MICA>TWB e =MBL £ T,

Active Directory » 5EXE L 7488 0z#4 (Outlook mEsES) ICEDWVWT, YRx—Jv—A— RARRINET,
REx—=Yv—T71—RTELVHBERTTDICIE. TEEHD Active Directory THBREZEBRLTWE L%
HBRLTLLIETW,

i

C DigelZ. IBM Lotus Notes H—/N\N—TIEHR— IR TLEE Ao
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AL YE—D5DEENDENN

Secure Mail Tid. 2—H—dHL Y H—OHEREN SEERZICBNTIET, RORIF. HR—FIhTVS

LHOWAL BEESONR. HLUTNTNOL(VILA VBHEO—HTT,

HE— P SNTVBRHOEE

SEDOER Rl E-SEs

Microsoft Teams

GoToMeeting (GTM) RFBAVTIVOROWVWTRH: 1)
ZoR14 7D URL: https:

. 2) GTM:
123456789, GTM -123456789.
G2M -123456789. G2M:
123456789 oW\WENHDHXD
GTM7o+t£zx3—R

WebEx

RBAOBIN] 28y T LB
b

Microsoft Teams 7 7 U1 > X
F=ILENTW3BE. 77N
BLTA-—Y—DERICBMLES,
1Y ZR=ILETNTVEREWVEEIE.
A—H—IZ@ET7TIVRTHHS
Microsoft Teams -1 > X k—JL
TRF T avhRREINET,
GTM 77U VA =ILTNT
W3Ha. 77UrEFSHLTI—Y
—IFsFIIBMLES, TV b—
ILENTUWEREWES, GTMZ1 >R
F=ILFB7HI. PTURNTIC
BETE2A T arhRRINET,
gotomeet.me/username F= 0
GTM oB&. 7XUHhEVwTI—Y
—HRFICBIMLE T,

Citrix Secure Web n'fE. v
TNTWVWAW WebEx 77U e
LEYT (FNARICAVRAB—ILE
NTL3HE). WebEx &,
SecureWeb @ T[CO 77—
23> THEL] FIROFISM—% R
1J>— (Android) & T TS
nf= URLy R >— (i0S) ofish
ELTEMTZHERDD £,
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ZEANOEM] 22y FLIERDOL
S@mOTEE Bl E i

Skype for Business A—H—RU>oRIIYvITBRL
Secure Web A&, Sv7ahT
LWL Skype for Business 7 1)
MEHMLET (FNIRICTIVR B
—)LTNhTWVW3HAE). Skype for
Business 7 71) % Secure Web o
MZo77Usr—>3>ThL] §
RoFIsh—21 K> — (Android)
OfIShe LTEMLET, THFAIT 3
URL) KU — (i0S) ofilshzig
mLExEd,

UTFORUS—REZEH T, 2BV I22y TLTHETZ T TV B LA TEET,

Microsoft Teams 771

« **i0S- TURL Zz¥a] 931 R —: "msteams:
o *Android- T [CO7 74— 3> THL] Bl R > —: {action=android.intent.action.VIEW
scheme=msteams package=com.microsoft.teams}

X=LT7 )
« i0S- TURL %7193 R —: +rzoomus:

o« Android- r [CO7 U —> 3> TRELK] Alsh) K> —: {action=android.intent.action.VIEW
scheme=zoomus package=us.zoom.videomeetings}

Webex (SyFEanhTunwinwrzr)

o iIOS-TURL a9 % 1R U > —: +Mwbx: R U > —DXFEFIDFlIE Ahttp:, Ahttps:,Amailto:=ctxmail:,+ citrixreceiver
g2m-2:,+"col-g2w-2:,+*wbx:,+ "maps:ios_addr:

e« Android- r[C7 U4 —2 3> TRL] Fsh KU —: {action = android.intent.actionVIEW
scheme = wbx package = com.cisco.webex.meetings}

Skype for Business

+ i0S- TURL Z5¥a] 3 RU>—: +Alync:
o Android- T [CO7 74— 3> THIL] sk KU > —: {action = android.intent.action.VIEW
scheme = lync package = com.microsoft.office.lync15}
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Skype

+ i0S- TURL Z5¥a] %1 RU>—: +Askype:
o« Android- r [CO7 U —> 3 >TRLK] Alsh) K> —: {action=android.intent.action.VIEW
scheme=skype package=com.skype.raider}

HA I A LR

RO KBORBEBEL. TNZPhOHR— MM TV I EEESHER LB I - FEXZTRLTVWET,
GoToMeeting (GTM) :
HR— b INTVBZEEBESORR:

s GTMERDERDOEHEES. i

- 14> R (ZY—=4-<)JL): 000800 100 7855
- KE (FU—4-r¥JL): 18773092073

« RFC3966 XXDFEICEA T 3ERDEHEES, #L<IE 1Y F—2y MEEFSY I TORILDFF
aXY bEBRLTIET L,

HR—FTATWVWBEEZEI—ROFER:
£EI—RIE. fFEXHLSROVThL A THESINET:

« URL (*.gotomeeting.com/join/123456789)
+ URL (gotomeet.me/usernameniz)
o« TGTMy ozt (TGTM:123456789) #Y)

« IG2M] e (TG2M:123456789) 7% X)

« TAccess Code: 123456789, # ¥ D=

WebEXx:
HR—FTNTVWREEESORR:
o WebEx EBFB8MERDEEDNDEFEES, fl (Verizon L AXEDTEH) :

- 1-866-652-5088
- 1-517-466-3109

« WebEx EF#AEAOEROEFEES,
- 1-650-479-3207 CKERHZ)
« RFC3966 LR DIFEICEE T 3 EEDEEES.
HR—rIhTLBREI— FOFH:

SEOABICIE. ROBADOVWITNODEENTVWEIBEDRHD £,
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Secure Mail

. REEES: 123456789
TUERd—F: 123456789

pa o

2FI— R IMUTOBER. RBADZAVILA VIC# F—HDEFMNICEMINET,

Skype for Business

HR— TN TVWREEESOF:

« RFC3966 XX DEBDOBERSH L IE. 104 — %y MEELS Y I TORILORF XY FEBEL
TLIET LY,
HR—rTATVWEEEI— RFOFR:
£2ZD0AXICIE. TConference ID: 123456789 OF £ X MAEENTLE T,
pE N

Skype for Business 2z niBa. BEIMIC # F—HBMINE T,

—RNLEERRICET B1ER

HR—FTMTWBEEESOF:

* RFC3966 LR DEFEES, # L. 12—y MEEFSYITORILDORFa XY FEBRLTL
TV, fi:

5555555555

(555) 555-5555

555-555-5555

555-555-555-5555 (B J— FDiFH)
1-555-555-5555

+1-555-555-5555

E:
BEESTIE. HTOMIC1 2OXYOXFEEFEBALET, ez 1) -1 2EATI. ESHTHINAV
ehBbEI,

HHR—rIATWVWBEEEI—ROFER:

EREOFN: T(EEES)I. [(A—K)]

MEBRIBEIF. BRK4 DOV #F—%2EBETITET, HR—FINTLBIERO—EBIZDOWVWTIE. CORF2
XY hDBROREBBLTILEIV,
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Secure Mail

BESROBE. UTOERICED [44VIL1V] 22y TTEET, HLUVF—SRDEXDN S, BEESZTH
w7TBE. EORBICHAIVILAVTEERT, SRI-—FZFHTANTILEDRHBDET, ROEAOEEES

EEEI— FAYE— FINTUET,

HR—FINTVWEEEES ORI

RFC 3966 XX DAER D EZESH:

5555555555; (555) 555-5555;
555-555-5555;
555-555-555-5555 (Bd—r%&
$3#5%8) ; 1-555-555-5555;+1-
555-555-5555

2B I1—FOXYDOXF

ZmEI—-F

Zi#& PIN

SR Ra—R

72~ PIN

BmME/SAI—R

EREO— R

R PIN

#ERI-F

#*& PIN

X~ PIN

PIN

FOEXA—Fk

51

1-888-999-9999 &n&E 11— K:
9999999

1-888-999-9999 &1n#& PIN:
99999999

1-888-999-9999 7' X kO—k:
99999999

1-888-999-9999 7 X k PIN:
99999999

1-888-999-9999 &M%/ X k1
— F: 99999999
1-888-999-9999 EEfE I — I
99999999

1-888-999-9999 E&fE PIN:
99999999

1-888-999-9999 &Kk 1 — I
99999999

1-888-999-9999 #E PIN:
99999999

1-888-999-9999 7~ X i PIN:
99999999

1-888-999-9999 PIN: 99999999

1-888-999-9999 U/t X J—k:
99999999

1-888-999-9999 J—k:
99999999

1-888-999-9999 EEmwzE I — K
99999999

1-888-999-9999 EiEas ID:
99999999

+1(631) 992-3240,958209234#
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HR—FINTLWEEEES ORI

BARBAL YA —DF—N—Lo

2EI—FOXYDOXF

”)

»»

AV m Ll

ext

ext.

;ext=

extn

HC

xtn

xt

PC

pcC

51

+1 (631) 992-3240,,958209234#
+1 (631) 992-3240,,,958209234#
+1 (631) 992-3240,,,958209234#
+1(631) 992-3240 /X2 31— K
9582092344

+1 (631) 992-3240
ext:958209234#

+1 (631) 992-3240 ext.
9582092344

+1 (631) 992-3240; ext.
9582092344

+1 (631) 992-3240 extn
9582092344

+1(631) 992-3240 HC
9582092344

+1 (631) 992-3240 xtn
9582092344

+1 (631) 992-3240 xt
9582092344

+1 (631) 992-3240 x 9582092344

+1 (631) 992-3240 PC
9582092344
+1 (631) 992-3240 pc
9582092344

i0S & U Android N1 2T, BABAL YA -7V RZA T4 THLYA—T7FTUHh B4 VR—FLT,
Secure Mail TAIRY L2 RFRTEET, COMEEICEATZI—H—RAIFAILTREFa XY MIDWTIEK. Citrix 2
—H—AIILTEEZ2—00E MEABAL VA —ARY FDOFRT) 28BLTLIETL,

TUTAVAA—DDFAN

MROFIETIE. AVFAVARXR=—DEBANTBHEICDOVWTHALET,

L X=ILZAYSA VA R=D T T BICIEE X—ILEAXZRIBLLET. RASN3F 7> aryhs. (RO

BNl 22y FLET,
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Secure Mail

Carrier + 9:324 PM [ #

Cancel Inserting a picture

Cc/Bec:

Bre's a picture from last week!

2. Secure Mail IL& > T, BEADTIEIADROSNZeHHBDET, BEOF v I —DHRRINZET,
FroU—ICBBLT. BAIBEEZZYILET,
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Carrier ¥ 9:35 PM
< Photos Moments

Point Reyes Natl Seashore
Mar 13, 2011 - Point Reyes Station, CA

Mordurland eystra
Aug 8, 2012 - lceland

August 8, 2012

August 8, 2012

[

Cancel

3. BIRLAEAX=IDRX—-ILICEENF T,
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Secure Mail

Carrier + 9:35 PM [ #

Cancel Inserting a picture

Here's a picture from last week!

R A T

i0S &V Android F/NA X TlE. X—ILEENBICRTA T TREETVWEY, COHMEEICETZ1—
HF—BIFANILTREFa2 XY MIOVWTIE. CitriX A—F—AILTE>2—0D58FE TRV Tz ERAT 21 288
LTLES W,

i0S & & U Android »'5 Skype for Business =i&i- 210

Skype for Business ®x#&iCid. Secure Mail T —LL ZICBMTEET, COMBEEFERET3ICIE. TNTR
iz Skype for Business 7 7V %1 YA =L T 3RBELRH D £7,

Skype for Business £:&IC8IMT 3 ICI&

1. Skype for Business TREDT7 S —LEFIFFERTIRY b EFZYTLET,
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Secure Mail

2. [1RY +e¥4] EET. [Skype 2ADSM] 24wy 7L %7, Skype for Business £&h'# L LBEIE T
Mg EI,

F N1 ZIZ Skype for Business i1 ¥ X b—JLahTWHWEE. [Skype D> +—JL] &2y L
T, 1YRA=JLLET,

MITZ7AINDOT7 TIATLE 12— DRI T 2 HaEEK

QuickEdit B DY —RNX—F &7 U EFEAL TR DTIERL, Secure Mail o 7 7URTHMEG 77 1)L
(MS Office 771 ILELVER) 2L E2—TEBRLSICHBDF LT

M7 7 1IILOBBRIORDIBEEZRITTEEY !

e X—=)ILRY I RDESBREDAY -2 R G T 71ILE LTEIRT 3,
771N ERETEIHLVWAvE—C%EIRT B,

« ATSAVTOT IV RABICHRNG T 71 IV ERET %,

s ATSAVTFAINDSHRMNT 71 ILEHIRT B,

s MOFFUT— a3 zERALTHEM T 71ILERL,

¢« FMATFANDTTDOXR—ILEIFAL VZ—ARY N ERTT B,

E:
M7 7ANERE T 7AILIVRS NUDSDOAREE B TOAXA—=ILRAL VA —ARY NERRTE
F9,

TSI, ROBEICHRA T 7N TLE2Z—FTBLHTIFT:

e XytE—CZRTY %o

s FILWXYE—J%ERT B0
s AT FAINT LA —,

¢« ALVHE—AIRY b,

T7MINZER/NTBEXR Y E—I%FRT B3I

AT FAIINEDOXR—IILZHEE T,
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Secure Mail

Dave
RE: Citrix Flow images and doc
Decembper 14 2015 171327 Al
m File associations.docx
L

| security-boundaries.jpg

-
_ Lync-optimized-architecture.jpg

2. MIT7 AN EZYTLET,
3. [RfH] 7raAvERZYTILES,

REMADBRRINET,
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Secure Mail

Attach to Mail

Citrix Cloud

TPRS g iy

4. COT7MNERETBEEFEOAYE—IBIRTZH. [HLLWXyE—] 282y LT, 777)ILEHL
WXy E—ZICARFLET,
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Secure Mail

— Inbox

Select a message for this attachment

E Mew message

® Dave
RE: Citrix Flow images and doc
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Secure Mail

Cancel Compose
+
E security-boundaries.jpg P

T TFANEATSAOTIERBICRETBICIE

1. ™7 70N ZRE £,
2. R=JSOKFEICHZ [Zoft] 7rAVERZY T L. (754 T7OCRBICRE] 282y LT 4750
VTV ZBORA T AN ERELED,
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Save for Offline Access

Citrix Cloud

TPRE o iy

734V T7AIINDESRET 7AILEHIRT BICIE

1. ZET7 7L 2zHEE T,
2. R=VOELICHDZ [Zo] 7rAV=RYTL. [(FT7312T71IUHD58IKR] 22y LT 2751
ST EIADSHRGT AL ERBRLET,
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Secure Mail

Remave from Offline Files

Citrix Cloud

TPRE o iy

MOT7FVr—2a>Z@ERLTHRY 7 70 ILzR<ICIE

1. ZET7 7L 2zHEE T,

2. R=JSOBFLEICHB [Fof] 7raAVERZYTLT. [FOTSLHSEL] 22y LT BlOT7 U r—
SavEFERLTRMI 77N ZHEET,
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Secure Mail

Open with different application

3. RIRENBA T2 a>T. BAIBZ T IUTr—>arez2yFLET,
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Secure Mail

Complete action using

&) Gallery

rl Photos

@ Samsung Print...ervice Plugin

& Secure Image View

@ Upload to ShareFile

AMITF7AINDTEDOX—IIEEAL Y H—ARY b ERRTBICIE

1. BEATO [HFNI770)L] 742y 7LET,

2. [#77042] #22yvTLET,
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Secure Mail

Attachments 1= O

RECENT OFFLINE

y  Security-boundaries.jpg

0

B ® @ 2 B

Fepcls bda Calendar Contacts  Aftachme

3. MIT AN ERZYy TLTH S, BHEDELICHS (2] 71aAYZ2Z2yTLET,
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4 View Original Email

Remove from Offline Files

View "security-boundaries.jpg”

4. TOX—IDBRRENET,
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Secure Mail

LEd ]

Dave

RE: Citrix Flow images and doc

n File associations.docx

.
EI'.'CI.JI'-I}' boundaries P4

| ™

Lync-optimized-architecture.|pg

I—H#—BZX—)L7RLZX (UPN) IZ%1T

Secure Mail for iOS & & tf Android Tit. Exchange 2—%—R /XX T —RIZ&LZBEEH S5 UPN £ /XX T —
RIC K BBEEICRITTI £,

COWREEZBMCT B . ROBEZITOIBERIHD ZFEA:

« Secure Mail B> X b—JLo
« Secure Mail TO7HT > ~DHIBRE K TEN,
« Secure Mail tOA—H—LDETE,
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Secure Mail

BATIOETHIIC. 21— —H Secure Mail N\—2 3> 10.7.25 LIEZRITLTLWAZEERRL T ET L,
COWEEZERY BICIE. TRBEEORMEICI—T —ROBTzRT) RIS —ZBMCTIBENBD T,

UPN (C & 25R:EIC#81T9 Bl

1. Endpoint Management T. MREDEKEFICI—H —BDOBITERTI RIS —2BMILET,

2. Exchange 2—#—7AY > r%&. I—HF—DT 54T SMTP X—ILT7 KL XIZ—HF3H LWL UPN IC
BITLEY,
CHIC&D, BEETS—H MU H—ETNET, Secure Mail i, 751<1) SMTP X— L7 RL X%&FEAHL
TRitzHA»ET,

FBELICERTh T B & A—F—TFAU Y MIEHREINc UPN ICBITESNE T,

BITERRT 3IC1E
i0S TN ZDFBE: [BE] ICBHIL. THYY rEEZ2Yy L THAERTLET, BIPNEREICRTI3E. [7
AUV R BEO [2—H—8] TJ4—ILRICFSATU SMTP X—)IL7 RLADVKRTEINET,

Android 7/\1 XDi5E: [RE] IKBBL. 7HAV Y 22y L THBERTLES, BITHERICRT I
& [7AYY roFE] BEO [1—F—8] To—IILRICTSAT) SMTP X—IL7 RLABRREINET,

B AREH ') R b

« Exchange Web +—E X (EWS) #*Exchange Server TEMICH > T3,
+ Microsoft Exchange Server /N\—< 3> 10 SP1 L{F%,

Citrix Secure Mail for i0OS & & ' Android (2. BABRERKHLT I -T2 R—tLET, Outlook ¥R by
547> TR LT-EL&K S )L — 7% Secure Mail TRERTI 9, R L7ERH S IL— T3, Secure Mail
D [ELEE] ICRTINET,

pE o

Secure Mail ITANFICH S ToBR AT I —T DAY N—IFRTTEEE Ao

BARBBRU R ME. X=ILPALYE—IRY FOERBICERTE £9, Exchange B L TEARBELSLES
IL—7 (BEHRIVIXL) 2EHELTVWEEBE. DU X % Secure Mail TRRTEF Y,
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Secure Mail

BABERUI +ZRTTBICKE

1. Secure Mail T [E#&E] #BE %Y,

2. BEEIIL—TOERIZEANALET,
IN—THREERICKRRINE T,

3. BEFEIN—T2R2 Yy TLTAYN—ZRRLET,

Ho S = 42 PM #

<

TestContactGroup

MEMEERS

pE o

Secure Mail DELFLTIL—TIIHRETE £ Ao

ERTETIL—TANDRX—=ILZERT BICIF

1. Secure Mail &L T. RE] 7O0—FT0 VIRIEREZVEZ Yy FLTX=ILEERLET,
2. [FFLWXyE—2] BET. [5B%:] 74— ILRICELZETIL—TDRETENDLET,

3. RRTNBZERED—EN S, BT IL—T2HERLE T,
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Ho S & J3:44ZPM -
Cance Mew Message

To: te
Tescg
TestContactGroup

test? testd

Test

123 @ space @ . return

BRET I =TI ROTAAVHRRINTWVWET !

AL VE—ADOBFEEETT I —TITEETBICE

1. Secure Mail #@=. [HLVA—] ICBEHLET,
2.+ 714 %Ay TLTHLIYA =R M EERLFE T,
3. FRARYE] BET [HEE] 22y LT XUN—%BMLET,

4. BRETIN—TORAFAZNALT. JIL—-FICBFEZEELET,
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Secure Mail

o S84 & % 343 PM #
£ Invitees
1]
Tescg
TestContactGroup

test? testd

Test

123 @ space @ . return

5. RSN BZERKKDO—EHL 5. BELETIN—TZ2ERLET,

7 #I)LEZ—D[EEE

Secure Mail for iOS & & ¥ Secure Mail for Android T [EHf] 71a>% 4y 7952, $§RTOD Secure Mail
AVTYVRBEMRTEET, [BfE] 7ravidk. Secure Mail  [X—)LRy o R [AL V&1 [EExX]. [F
F77140W] BEDRASARTIENRILIZRRINTUWET, [Aff] 7ra>22y 7538, X—IKRv IR,
AL VA —, BigERY. BEMEMIRESINTWVWR 74 IA—DEHINE T, (A 77 I 0EIC. FIEIOR
oA LRAZY THRRINET,

TN —=REET B

1. Secure Mail #z&E&L £3,
2. TYR—BTN—ICRRINF-FARIGELR T AIIE—DS55, AEATZI 74N E—%22 v TLET,
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- Inbox O Q

® Avery Taylor T30 PM
Why Las Vegas Hotel Rooms For You

® Jorge Hogan 3:28 PM
Global Resorts Network Grn Putting Timeshar...

Elsie Newton
Become A Travel Pro In One Easy Lesson

Steven Todd
Train Travel On Track For Safety

& Chris Herrera 3:28 P
Motorhome Or Trailer

® Birdie Walton 2:28 PM
Coventry City Guide Including Coventry Hotels

a P
[ [} 24 B

3. BADELICHBZNIN—H—T7AA>%22yTLET,
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4. BEADAETICHS [EH] 713282y 7LEY,

Mailboxes

gs

Inbox 1
Drafts
= Sent ltems
4 Qutbox
Deleted Items

Junk Email

Last sync: Today at £:03 pm
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Secure Mail

Mailboxes Q
€
£ Inbox 1 w
Drafts

= Sent Items

Outbox

—_

=h

Deleted Items

Junk Email

« ) Syncing

5 7AW —HREEBAIN. VT UYDNEMEINE T, [AH] 7 AVDHEIC. F1LREZ Y THRRINET,
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SEONMI DAETRTL

Secure Mail for iOS & Secure Mail for Android Tig. FiL<EMENE [FvSU—] PraA>ERvTFLT
EE%ZMEBICHRITEET,

EE%Z X—JLICHMI T BICIE

1. Secure Mail z&E& L £7,

2. HLWAX—LZERT 25513 [ER] 242y L. X—ILICRET 3561 [BE] 70—T 1 TR
BBy TLET,

3. BEAT®D [RIZ77AIL] P42V O#ICHD [FvSU—] 7102y TLET,
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Cancel Compose

4, BETFHIC. [AAT] LU [BiF] o7 eHICEF RS —DBPRRINET,

5. MIT2EHRDGFHICEBLTFvS ) —DS5BEZRIRTSZN. [AXF] 71022y L TEREZR
FLET,
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Cancel Compose
; 0
Bnie %
B &

pE

[(RET770I] PAAVERYTTRE. ROA T aVvhRREINET:

e J7 A
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« ShareFile (38 Citrix Files)
o X=)LDHR[T7AILDS

Complete action using

O Files

@ ShareFile

@ From Mail Attachments
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Secure Mail

X—JLRTHD Secure Mail iC& BIEHAAYY =L VEY VT

DY —=HRERY FT—VICHBZBE (BRI > THBER URL HeEiIhic X—IJLAEY). Secure Mail IZR
Hry bO—JICBGELTIAYTOYEREBLLOAY VI LET,

FEREED YR — b

EEREIE. I—F—RBE N7 —REFEALE OAuth b—2o V& BETT . Office 365 DA E &K UHMEB
Active Directory 7z 5L —>3>%—EX (ADFS) 71 ID 7ON14— (IdP) #HR—~L %7,

Secure Mail © T#a] 9% Secure Web R X-r>) MDX R —

Secure Mail Tld. —Z D58 URL % Secure Web TIIHB L KA T4 T TS UV —THKBERHD £T, D
e TIHIWETIE TRTOURLBRA T4 T TSI —TRHITFT, 772L. Secure Web TR HFED
URL 0—B%ZEMTZZehTEET, TN%ETT5ICIE. Citrix Endpoint Management O> YV —JLT. TR S
% Secure Web RX-1>] WS EFID MDX KRS —%#ERL %7,

CORIS—%EBEATDIE. URLIRRMRXAYOOAVIRXTDO—&IE. 7TUHEEIMNB/NY RS —ITEETS
URL DERX FEHEHEBEINET, ®BE. Secure Web BMLIBST B3R R X1 > D—BE LTIDR) S —%1E
BLEJ,

CORIVS—FTHDEFICTRE (TI7HIIER). Z00L2U>TH5 URL #BRBICERING 2D URL 2 ) &
LYRTEET. IRTDOWeb K571 v oh Secure Web 25N Ed, URLEZUAAL I LT BICIE TR
AA1>YDURL 71 LB —%f5 CWSEFIO MDX RUS—ZBRLET, CORIVI—IF. XAT1T TS5
—THKBELHS URLZRLET, COKRU>—IE TFa[ 93 Secure Web R X1 RUS—&DH@BES
n¥xd,

ZN5® MDX KU > —E Android &IOS BICHEBR TSI 7,

M#ra] 9% Secure Web R X1 > RUS—DERAG

RDOE|BEIE. Secure Mail for Android o2 —H%—Ic%1 7«4 7T 54— (Chrome) Z7:i& Secure Web T
URL 2B Cr 2 BRI B3 AZEERLE T, i0S 0fFITIL. @E Safari 7574 —TH< URL # Secure Web T
BEMICHC FIBEZRLTWETD,

Secure Mail for Android 0524

LI7Z7UEEER RUS——80 [CO77Ur—>a> TR SIROFSN—B] IZ T{package =
com.android.chrome}; X NXAIL %,

2. T7Z7UMEER (#5 URL) 1 RUS——Eo [Fr1d 3 Secure Web K X >] ICHEBH 1 D DNS +
T4y AZBMLET,
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IEDDOY—RN—FT 1 TZIHF—ICIF. ROFEAXTANAILET:
{ package=<packageID of the browser> }
Secure Mail for i0OS D154
1. T7Z7UHEER (%E URL)1 RUS——Bo [#FA193 URL] IC MAsafari:y ZBML 9,

2. [77UD URL Xx—L4] I Tsafari:y #8MLEY,
3. [#¥8a1 9% Secure Web KX >] ICHEY 1 D DNS 74 v o X%ZBIMLET,

Secure Mail @ Slack t D#%&

November 21, 2021

Citrix Secure Mail and its integration with Slack is not created by, affiliated with, or supported

by Slack Technologies, Inc.

i0S %713 Android /X1 2T, X—=)LTD5EE Slack 77U THIT5N3 L 5ICBD £ LT
COMREZEWICTRE. RDOESBIBEERTTEET:
o X—)LH5 Slackic. 2FES—LLRICYIDEZF T,

o Slack TN —F%EHML T, EHOX—ILZEECREFLET,
o Slack TX—ILZEEL D DM ZERE L £ 75

b=t

- BIEEDIFE:

- Slack 7—2 x2~R—XIZ Secure Mail 1 Y XA F—ILINTVWBZEZBRBLTLLETI WV, UTD

5 Add to Slack
[Slack (CiBfN] RE>EIVYILET,
- Slack DBEHMURU > —h [F2] ICHR>TWVWBR I EZBRBLTLLETV, RUTD—IZDoWVWTELL
& UTFZBRLTIETL:
* iOS @ Slack RU>—%=HFHIZTS
* Android @ Slack RU > —%BMIZTS

o I—H—DIFE: FIEERTIBENIC. Slack 7AT> BB D, Slack 77U RTFNA XA VA =)L E
NTVWBZ e ZEBLTLLIETIL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 278


https://slack.com/oauth/authorize?client_id=2527431116.356753527318&scope=users:read,users:read.email,mpim:write,im:write
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Secure Mail

FTINAATZDEBEEZBMICT BICIE

1. Secure Mail Zz&E&L. N>N—H—Frd>%2vFLET,

2. [X=IILRyoR] BET. EFICHB [RE] 7raA>z2yvTLET,
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Secure Mail

Mailboxes Q

@s
Inbox 41 v

Drafts

Sent Items

vV O [

Outbox

Deleted Items
Conversation History
Junk E-Mail

Sent Messages

0000 = B

Unwanted

C Last sync: Today at 2:08 PM
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3. [RE] BET. [H&E] ICRR"ThTWws [Slack] 22y L&,
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Secure Mail

Settings Done

ACCOUNTS
ER

+ Add Exchange Account

INTEGRATIONS

9= Slack (Preview)

GENERAL

Notifications >
Auto Refresh On
Out of Office Off
MAIL

Ask Before Deleting

ole

Organize by Conversation
Load Attachments on WiFi

Show Pictures

Sync Mail Period 3 days
Check Spelling 0
S/MIME >
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4, 57— 2~—2|zSlack ® URL #\H L. [41T7] 22y FLFT,

< Settings
._;" Sluﬁk | Menu |
Sign in to your workspace

Enter yvour workspace's Slack URL.

citrix | .slack.com

Continue =

Don't know your workspace URL? Find your
workspace

5. BREREZANAL. [(Y1212] 22y TLED,
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Secure Mail

< Settings

Signing in to Slack - citrix.slack.com
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Secure Mail

6. Secure Mail IC& BBERADT IV AZHATELSICERINIEEIE. [FFAIT3] 24y FLET,
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Secure Mail

< Settings
7y « P

On Citrix, Secure Mail would like to:

Confirm your identity on Citrix

Modify information about your A

direct messages

View email addresses of people on b

your workspace

ﬂ\ Access your workspace’s profile >
information
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ZhTSlack IcE45 L E LT

COEeE AT BICIE

1. Secure Mail TX—JLDEEERE. JO0—FT0 VIR 2y FLET,
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Secure Mail

Happy Birthday..!!

Always show pictures from this sender

- P
itha, Surya, Antony, Chetna,

S
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2. RREhB3F T arhs, Slack TFyy b§3] #22yFLET,
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Secure Mail

<

Chat in Slack

Forward

Reply All

Reply
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3. X—ILOZEELORED Slack ICHIDEDLD £,
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Secure Mail

r 3 : .
< CItrix

@ Chetna , Kavitha , Antony ...

ILIEY

Chetna , Kavitha
, Antony ,
Surya

This is the very beginning of your group message.

© ©® ®m ¥ U @

Message group >
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MO EITERBLTL TV

« Secure Mail #2217 L TW3 i0S £/ Android T/N\1 X Tld. X—ILHE5BRA8 ADZEENEMNT 35
5% Slack TERTE £9, X—ILIC8 AUEDZREENVBRIFBE. 77 #J/L FRETIE. Secure Mail iZ
EDA=ILDZEEDSBERIID 8 ADBIRTNE T,

AN & [F)HA

December 16, 2021

CDERETIE. Secure Mail @@ X —)LEHADEEE. S LUBRICDOWTEHEAL £7,

Secure MailforiOS 77U DNy o TS5 REHR

(APNs Tl3%<) iIOS Ny o4 Sy R7ZUEHEN L TR EZRM T 3 & 512 Secure Mail for i0S A#&mi
N3 k. Secure Mail X—JLEHITRD LS ICHEEL 7

o FNART [BRE] XZa—h5 [App DNV IT ST REH] 2AICLTHD. Secure Mail H/\y
DTS IOYRTRITTNTVRHEE. X—IILEH—N—rEINET, AHEBRIESEIERERICE-T
TWLED,

o« App DN\ T T oY REFIEENENRIBE. WorxMail "Ny o750 RTEIEL TLWARIEX—IL
=2ZELEEA

o A—H—h Secure Mail ENw I STV RICTRE. TTUL—BELETZRNICHETHEATS SHIE
TEhz%9,

o Secure Mail 747557V RTEIELTWAREIZ. [ApPp DNV I T 502 REH] OREICHHIHET
D7NEALTA=INDT I T ETaDRREINET,

Secure Mail & ActiveSync

Secure Mail i3, ActiveSync Xwv+—> >4 70k 0JL%EN LT Exchange Server bt AL £9. ZOHEEIC K
D, I—#—lk. Outlook X—JL. EEEHE. AL VA —AIRY b BEMICERINIEX—ILRY IR, BLUI—
H—DMER LI T A NA—ICUTILEA LTTIERTEET,

E:
ActiveSync 13 Exchange NT'U w2 7 x L4 —DEEAZ S R— b L&H A, Exchange Server 2013 Tid.
ActiveSync I3 [F&Z] 744 —cEAL A

A—Y—DEBLIET # LA —=RETBICE. ROFIBICHEVET:
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Secure Mail

i0S

[RE] > [BBEH] ICBBLEY,

(B#EH] 2 [F2] ICLETS

[(F2] 22y TLET. IRTOXR—IKRYIRO—ELHRRINET,
FEAT 3T A -2y FLET,

W

Android

X=)LRy O R—BICBEILX T,

FHAT B3 X—IL Ry I RZZYy TLET,
ATMBICHZ More D7 A% Xy FLET,
(A4 F>a>] 24y 7FLET,

[FERSEE] T. 7N A—DOREEEZERLE T,

ok wn =

Secure Mail TOELFDT Y XKR— k

Secure Mail 2—H'— . BEREEEFOT7RL AR MG L TREALIED. BRI DOELKLZEEFDOT RL IRIC 1
BOHTYRKR—k LD, vCard 7 7 1L L TELLEEZHBLADTEE T,

COWEEEEMICT BICIE. Endpoint Management O>Y —)L T Secure Mail BOELEHLDIT I RR— kK1
=% [FV] ICRELET,

CORUS—H [F>] ICHhoTWBE. Secure Mail TRDAF S a>w=ERATEET:

o [BF] 0 [O—HILDOELRIEEEIHAT 3]
o ERDELEHDIT I AR~k
o Bk E vCard FfF T 7L LTHETS

BAEFD IV RR— MRV =D [F7] OFE. TN50F T3V ETTVICRTThEE Ao

RS —HEHRIBEIC. BENICKA—ILT—N—DSEFOT7 R L AIRICEZLZEIT 3IC1E. [O—HILDELE
RERAETE] & [AV] ICTIBRERHDET, [O—NILOELLLRAET ] 1t [F>] OFE. Exchange F
7z1% Secure Mail TEKEHDEFIND . O—HILDELKELEHRINE T,

Android 0#IRD 7=, Exchange F7zid Hotmail 07 h7o > b AO—HILOEMREICEEAT 3 & 5 ICERICRES
NTWV3HE. Secure Mail TEAERZRATZLIFTIE A

i0S Tid. Secure Mail DE#EKEZ TV ZR— L TEFOERELLEHRTETEY, 7/ XT Hotmail £7z4
Exchange B8 E SN TWLTH. Secure Mail DELEAEE TV RR— b L TBREOBEELCEABPTI £, O
gElE. Endpoint Management T. Secure Mail D=+ 7 JE4EKOHERE LEZTTEZRI S —TRELF T,
CORIVI—IZE>T AT« TOELEST 7V IR I Nz Exchamge/Hotmail 7 Ao > kh 5 OEA& D
Bz Secure Maill ICL > TEEZTEINESHDRESNE T, Chd' [FV] OBE. R0 T TOEEKT
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71 Ht Exchange/Hotmail 7H D > F THRREINTUWBRIHBETD. 7 FUICK > TEBEED TN RICAEI N F
T [F7] OBA. 7AVIGEKEBHO IOV 72 MG LET, TI4ILME [F>] T,

HIPRSEIA:

[O—HILOERECREATZ] ZBMCTRE. TI I EOBIEET A LA —DHDERAINET, ¥TT71ILHF
—1'HBHAE. FIThCEREICIEENETEA,

Secure Mail @4l

ROKIE, Secure Mail BT #T7 SOV REFRIINYIT STV RTRITHDIBEIC. YR—FTNTWLWBRENA
ILTFNA R L TEIANDAED LS ICAIBINDE D ZEHATDZIHD T,

TATISTRERIEENYITS
7> kT Secure Mail #£17LTW
354!

TATTZIVR

Ny ITZoR (FIBET)

i0S ToEF DM

Secure Mail (&x#:# ActiveSync
BREERL. X—ILBLUAHALY
A—DOF7I0T1 T ZEHLET,
Secure Mail i3, iI0OSDONv o535
T2 RTTVEREEE. FoI3HER

Android To@EF DILIE

Secure Mail I35k #%:H ActiveSync
BHREERL. X—ILBLUAHLY
A—OT7I0T1ETs AL ET,
Secure Mail i&7kx %t ActiveSync
BeEERLET,

TNTL35SEIEAPNs 2/ LTE
MzRELET,

BWRICcDWTEEL <1, TSecure Mail foriOS 7w 23851 #8BLTLETI L,

Secure Mail 0 7v > 23845

February 27,2024

Secure Mail for iOS & & U Secure Mail for Android Tid. 7 F7UBNY OIS0 RTRITH. £FIFELTL
ThH. X—LUBLUVALYE—DT7 VT ET 1 ICEAT 2 BMEZITES A TEF £, Secure Mail for iOS
i&. Apple Push Notification service (APNs) I2&2 U E— 7Py a@M%EHHR— bt LET, Secure Mail for
Android IZ. Firebase Cloud Messaging Service (FCM) IZ& 2@zt R—~LFT,

Ty BRI DENE

i0OS &K Android Ic 7y > a2 @H %12 T 3 7. Amazon Web Services (AWS) o) X +—1H%—E X H
Citrix THRA I N, ROEREHNRITTESLSICHED T,
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https://docs.citrix.com/ja-jp/xenmobile-apps/10/secure-mail/push-notifications.html

Secure Mail

s BERLAICT VT ET 1 hH3HEIC Exchange Server I2 & D i%fs I 7z Exchange Web Services
(EWS) Fw>ai@H%U R LET, Exchange lgX—)La>F > Y% Citrix H—ERICEE L £FH Ao

Citrix 4 —E X3, BAZHRIFTREREFERZEREZLEEA. KDDIC. TNAR =0 VELVOYTRIUS
a3V IDICEDBEDTNAZABLUZERN L 1D T LA —DHRI I N, Secure Mail I TEHFINE T,

¢ i0S ¥\ X LD Secure Mail Ic/Ny P8 DAHEEST APNs BRIZXEELE T,

« Android /N1 X L ® Secure Mail Ic FCM @M == EL £ 3,

Citrix U R+ —H—E RId. 21— —F/\1 R¥ Exchange Server fT ActiveSync 2" L T3S HEI 70—9 3
A=NT—=BrZT10vVIl3REZSREHA. BARSSIUREERRAICEBRINS YR F—F—EXIZ. R
D3 DOMFTHATEEY,

e MEILtTXUA
o A—AYNELIUVHERE LU T 7)A (EMEA)
o 7T KRFEE (APAC)

Tyl a@Mns AT LES

Citrix Gateway #nkiC Secure Ticket Authority (STA) & FEFNATVWTHEI L) > IHF T DIHEE. Citrix
Gateway & (Secure Mail 15 k>R JLIIBE ©3HBEIF) KO Citrix Y ZF+—H—EXURLAD ST 1wy
ZHATIHENDBD £,

=3y URL IP7RLZX

it XU A https: 52.7.65.6;52.7.147.0

EMEA (BN, HER. 77 7H) https: 54.154.200.233; 54.154.204.192
TOTREE https: 52.74.236.173; 52.74.25.245

Tw a@Mo-H0 Secure Mail DHE

77X TEER® Secure Mail T Apple 7y a@MELIGFCM 2y 7w 79 3k Endpoint
Management >V —ITFy a8 % [F2] IKRELTHSU—Ua>EBRLET. RONIF. i0S TD

BETT,
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Secure Mail

MDX

1 App Information

FTU Preferred Credentials MDX Username

2 Platform

Enable auto population of the usemame

Enable 05 data protection

k  Push notifications

Push notifications region

S/MIME certificate source

Enable S/MIME during first Secure Mail startup

ROMIF. 10S L E#D Android 7y L 2 BHBRETT. I5I. EWS X —IL Y —N—C3EBRZ V-3
THRIAFEINTULBIHE. [EWS KX ME] REICANLET, TI7AIMERETY, REZZDEXICT B L.
Endpoint Management g X—JLH—N—0DRX +BZFEALET,

Push notifications  ON |

EWS HostName

Push notifications region AMmencas

Exchange & Citrix ADC A b5 74w o & U RF—H—ERICT7O—TEF3LSICRELEF T,

Exchange Server &5}

7747V +—I)Lh5 Exchange Server %% 1) —> 3 > @ Citrix U RF—H—E X URLICSSL ZEfETE &£
3 (R—h443), fi:

DR D URL IP7RLZX
Eit7 XA https://us-east-1. 52.6.252.176; 52.4.180.132

mailboxlistener.xm.
citrix.com
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=3 URL IP7RFLZX

EMEA (B, ®ER. 777U 7AH) https://eu-west-1. 54.77.174.172;52.17.147.220
mailboxlistener.xm.

citrix.com

N
S

KEF https://ap-southeast 52.74.231.240; 54.169.87.20
-1.mailboxlistener.xm

P4

.citrix.com

Exchange Web Services (EWS) & Citrix U X+ —F N1 ROBICT7OF S H—N—H1H3HEF. XROSB5L
THHEIRTETFT,

e EWS FS T4 woETOFOERTI XAFT—FT /N1 RITEET %,
o JOFIENANALTEWS bS5 704w 0%FVRFT—FTNARICEBIL—T1 9 3,

EWS FS 70 v o 7OxH—N—BATEET 3ICIE. ClientAccess\exchweb\ews 7 # JLZ —d EWS
web.config 7 7 1 ILERD LS ICHEBR L £,

<configuration>

<system.net>

<defaultProxy>

<proxy usesystemdefault="true" bypassonlocal="true" />

</defaultProxy>

</system.net>
</configuration>

ZTOFOBMICDOWVWTELCIE TFOFViErR) #8BLTEIL,

Exchange 2013 1RiETld. system.netto > 3> % web.config 7 7 1 ILICFEITEMT 3HENHD £,
BMLAWSE. CCTHIELEEREFEBLET, ST a—T1 >JICBLTIE. Exchange 0 EIEBYE
IKBBVEDLE LISV,

FOF Y —N—NA /NIRRT BICIE. N1 NX2O—B%ZH#EA L T Exchange #* Citrix U 2 3 —%—E XIZEH T
IBLIICLET,

Secure Hub AEEAZEAR— X ORI TERINTWVWSHE. Exchange Server HEEBER— X DRERICHER T3
HEHHD £9, %L <Id. TEndpoint Management DEELFREI OLBEEBBL T WL,

Citrix Gateway &5

Exchange Server 3 R+ —H—EXAD ST 1 v I %ZHTIHENH D £9H. Citrix ADC IFEHFH—ER
ANDLS T4y I EHATIRELRBDET, CNICE>TTNARADEH LTIy 1 BMEERTEEXT,
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https://docs.microsoft.com/ja-jp/dotnet/framework/network-programming/proxy-configuration
https://docs.citrix.com/ja-jp/citrix-endpoint-management/advanced-concepts/certificate-based-authentication-ews-securemail.html

Secure Mail

EWS & & U ActiveSync H—N—HE#% 31545, Citrix ADC +S 71 v IRV —%ERLTEWS rS 71w
%A L %7, Citrix Endpoint Management & Citrix Gateway O#&ICDWTEL < Id. TCitrix Gateway &
KU Citrix ADC t 0#iE1 ZBRBL TSI,

(AN Rubal 274

REBEGEE NS TN a—T 1 I T 3ICIE. Exchange /R bOd%EFzv I LET, JhITiE. $TROV
ToavERFLERIY IOV TS avOBANENHDIVEI S - oBHoOJ IV MUAEENATVET, £
7=« Exchange Server T Wireshark kL —X%ZX{7L T, Citrix UXRF—H—EXANDEE S 7 1 v I Z B
TEET,

Secure Mail 07y > 1 @AICEET 3 &< HBER
Android 3. D% =>4 T Secure Mail ICEHZEELEFTH

Android TlZ. EIS@EA Secure Mail IcEEiESnE 9

FCM 2Oy 7EE TOX—ILBHORTICEDLESBEEESZIEFTH
FNA OOy VEEICKRTIINZHLWVWX—)LO@HNIZ. Secure Mail TN RICEL T —RICESWTE
BInEd, COBRIE. VAF—H—ERICEZBDTIEFHRWVWIEICTERLLLET L,

HLWX—)Li@M% R TS 3ICIE. Secure Mail I&. Exchange 50 F—2%RAHTZHELHD £T, Jhilk
27T, Secure Mail W@ ZERT 57D DEHRZFEATIT £,

FLOWX=ILERETRL. HLLWAXAYyE—HHDFET) WS FCMBRARTIINE T, X—I/LOREEH /Ny
059V RTRTITBE. Secure Mail ICFHILWAX—ILBRTRINE T,

APNs 30y 7BEE TOX—JLIBHIORTICEDL SBEEZE5XETH

FNAROAY VEEICRTEINZHLLWX—)LDEHIZ. Secure Mail BF N XICEHAL e T —2ICESWTHE
BEINET, COBHRIE. VRFT—H—ERIZELBZDBDTIEFBEWVWI EICTEERELTETL,

MLWX—JLiBHMZ RIS 3IC1d. Secure Mail iX. Exchange 507 —42 %R IHELHD £F, THICE
>7T. Secure Mail ’BHZER Y 27D DIBEHREZFEATIH I,

Ny o955 RT, APNs @8 Secure Mail ICERE S A WES. Secure Mail IZ@MNz2EET. HILLT
— R FEHLEEA. Secure Mail TERATEZHLLT—EH ARV, APNSBHHAEREINEZVES. TN
200w EETX—/LBRMIPERINEE A,
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https://docs.citrix.com/ja-jp/citrix-endpoint-management/advanced-concepts/deployment/integrating-with-citrix-gateway-and-citrix-adc.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/advanced-concepts/deployment/integrating-with-citrix-gateway-and-citrix-adc.html

Secure Mail

[App DNy o575 REH] I&. Secure Mail 5L U APNs ICr D &S5 heEr52 F9H

a—H—h [App DNy HF STV REH] #4710, UTFOESBRRICAD £
o Secure Mail ®N\wv oI55 RF7F)DIFEE. Secure Mail IR EZELAEL,
E
ORI Dy F Ly aBHHNEMNIA>TVBBRICOARELET, UyF Py 1@BHMDIE
MicoWTEEL < IE. TSecure MailforiOS DU wFFwv @il #8BLTLIEIL,
« Secure Mail ix. Oy I7EBETHLWX—JLOBEMERTLEL,

[(App DNy O TS5 REH] #EMICT L. Secure Mail DBEICKIBICHEE*RIFLET, BiRDrHD.
APNS ICEDK Ny DIMRARE LTEHINETH. X—)LIFZDE—FDOTNIIRCAHLEEA.

BENE—RICTB L. Secure Mail 5LV APNS IS D &S5 L EE2ZITEIH

[(App DNw o TS5 REH] HEMNRIBE. Secure Mail ICBBEL 7 AT LG, BBENE—ROL FLEFD
BEZzLET. ABENE—RTR. TNARIEHNLEROLDICT TV ZEELIED. NwITSTVRTTY
JICERERE LD LE A, TOTD. BIRO TApp DNw 559y REH BHICERINTVBEALE
BROFELRHDET, BENE—FTIE. PXATLIFAPNS BRUCESWTT7 TUDNy PZRRLEEITE T,

FCM ICLBREADIN Y OISO RTRET 2D, EDOLSBBEICLZHDOTIH

UTFEZETCIETIEHMBICL > T FCMICL ZEHOERNKEK L £7:

o EHE STAFT v ko
o Secure Mail * Doze E—RTEMIT DL, 7TUNY—N—DIRTOT—ZLEHTZDIC 30 HHD
£9,

FowghhoRELIEE LI5S, Secure Mail 137 —42ZFEHATE A, TOER. BANOY JEEICKRE
TNBEWIELHD FET,

APNs (C&BEHDNY I T ST RTRETBDIE. EDLSBEEICLZDBOTITD

UTFTZBTCIFTELMBICE > T, APNS ICLZFEBHOERDKHL £7:

o B STAF 7Y ko
o BULRY T —J#45, Secure Mail B’N\w o5 SH Y RTEETRE. 7TUBRY—N—DITRTOT—4
AT BZDIC30FHhHD ET,
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https://docs.citrix.com/ja-jp/citrix-secure-mail/rich-push-notifications-for-secure-mail-ios.html

Secure Mail

o FT—RFERY S —HEHT. APNsEHIC & o T Secure Mail hEEN SN ZBE. TN ZAPAvIINh3B
¥ Secure Mail IZ7—2 XA MFICT7 OV EZATET. AFBEELEL, Jhid. X T LD, Secure Mail =
JI—ILRRE2—k (BEE) LLSLTEI3HEDNDHTY, A—HF—HF/N\1 00O 7ER&ICEEIC Secure
Mail ZEE8 L TWBHE. TN XD OYv I INTWTH APNs IC& ZREAIFRINL £5,

FROVWTIDDRENRET B . Secure Mail IFF—42=EHAL T, Ov I BEICEBNZRRTICIETEE
Ao

BHHAEEINAV. £E APNs AMEAThTLWAVEE. Secure Mail B0y VBEICER ZRTYT 3ICIFL
STHEEVWTI D

APNs BB HRIBETH. I0SD [App DNY I T 5T RE#H] HEWNT. BEHE—RHBATICAR>TWVWBRIBEE.
Secure Mail IZEH#%: [App DY I TF TV REH] ARV ML > TEEBINE T,

E# - R> . Secure Mail i3 Exchange Server i LWX—JLEE#LE T, COFMLULWX—ILZERL T,
Oy BETX—ILEMEERTETET, TDH. APNSEBRIAEREINAL, 7ol APNS B EXRIBETH.
Secure Mail INY OISV RTT—2%ZEATI X7,

APNs #{EBF-T. APNs @H4* Secure Mail ICEE TN BBEICEERB L. VT2 LTENThAEWVW L H%E
KHRBIEICTEELIET L, i0S A APNs @51% Secure Mail iICIL—F« > T332 8. 7TUIZENEICY —/N—
DTF—RrEEELT. OvoEROBMH) ZILZALTRRIINET,

(App DNw O TSy REH] ICLZBEDNMBERIARY FTIE. Oy I7EEOENIEU TILZALTHRELEE
Ao CDIFE. I0S DHETT Z5EEDH T Secure Mail BEEBITNE T, Z2DHDH. AD 2 DORADRIICRIRBHE
KZehHbFx7:

« Exchange ®21—#—0DZfE b LA ICX—ILHVE L FFER,
« Secure Mail B EDXyvE—C%REREL. Oy o EEEMN%EEKT 3R,

F7c. APNs BMERS TH > TH. Secure Mail B D & SR EHIN RS = RET 2 Z ICTHEHEL LT WL, [App
DNy T 5> REH] H Secure Mail Zi2E19 2 H 5D 5KL T Secure Mail I& Exchange O F—4 L RIHA
L& L&ET,

Secure Mail rt Ow/7E@EICIVT VY EZRRIBAMOT T EDEWVMIEDELSBHLOTTH

SRELL Y TWEEREWE, Secure Mail TIROY JEEICH LWX =LA ZILEZA LICRRINZ EIFR5HL
CETY, COEEIE. Gmail. Microsoft Outlook. ELUVZDMDT T LIZRBD FT, COEBVOELRIER
I EFAVTAICELBHDOTY, OT7FUDBEICELEZHBAE. Citrix UXF—H—EXIZIE. Exchange T
AT B 7-HDA—HF—BERBEBRIBETY, COBEEBRIF. X—ILIVTUVZRBTILHICBETT, £,
COX=)LaA>F> Y% Citrix URF+—H—E ZXZH T Apple APNs ' —ERICETHBEICOHBETY, APNs i@
Mg 3> bUv o207 7O-F Tl Citrix U RF+—H—EXRLI—H—DNZAT—REBREL TRET 22
BEHDEFEA VRFT—H—ERF A—HF—DX—ILRYITZARNAT—RIZFIERTBLFHD F£FHEA.
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—F FATATDIOS A=ILT7 FUTIE. X—ILY—N—AO—ELEHZEFL. BEIVEICHREINDLS
ICLET. XA T TOX—ILNTTITRBEVWG—RFN—FTsROTFUTIE. COBREIFFAIShEEA.

Gmail 7 7V 0#EfE: Google id. Gmail 77U B LU Gmail ¥ —N—0OEAZMEL. BIELET. CDfD.
Google EX v tE—CORABREZHAHED . APNS BHIRTO—RICX Yy E—JORBEEDHZLHTIET, i0S
i Gmail "5 APNs B ZZET 5. UTF=ERTLET:

s BAIRAO—RTEESNEICTIVT—23 Ny P ERELET,
¢« BRIRAO—RICEENZAVvE—CORBZFEALT. Ov/EEDBMZRTLE T,

it BEREBWVWTT, RATO—RICEFNZT—RICESVLWTOY JE@EICEMEZRTTZDIE. iI0S TH>T
GMmail 77U TIEH D £ A. R BHZZELIBE. i0SIFGmaill 77UsESL EFHA. ik i0SH
Secure Mail ZiZBBILBVOLEKETT. LHL. XvtE—Y =Ry ~ (BEIS) 2ETRT1O—-RICE2 T,
I0S BT NARICA=INT—42ZRAPETICOY VBEDEMNEZRTITIET,

Secure Mail B&IFBVEY, Oy IEEICEBMNZRRY BICIE. Secure Mail TIFR#IC Exchange 15 D X
vt —CF—2Z2RATIHELNHD £,

Outlook for i0S 7 71U @&itE: Microsoft i& Outlook for iOS ##IfEIL £¥, LH L. T—2%ZWET S
Exchange Server Z g 2 Did. A—H—HFABTZHEMTT. C5 Lty b7y Fichbhrhb 579, Outlook
I& Microsoft #* APNs BRI TR T 27— ICETVWT, Ov/EEOBEMERRTIE£T, Jhik. Outlook for
iOS M. Microsoft ic&k 3 2—H—BRBERERET I ETINEFATZ1HTT, KIZ. Microsoftid. 75U R
P—EXDSBEREI—HF—DXA—ILRYIRIZTIEAL. HILWA=)LZEELF T,

BLWX—ILBBNUE. Microsoft 75 R —EXid. FHILWX—ILT—42% ST APNs @ %z 4ERLEd, ZD
EFI)ILIZ. Gmaill EFILERBILAZETEEL 9. Gmail EFILTIE. i0S IxB4IcT—2ZRELTT—ZICH
JVWTOvyEEO@EMZERL £T, OutlookiOS 77VId. COTOERICEBELTLEE A

Outlook foriOS DEE#L a3 F+ XE: Outlook foriOS 7 FO—FIiCid. BAREICtEF 21U T LOREN
HOFET, HBIE. 2—F—D/NXAT— R T Microsoft 1z 3 2REBEHDHD £F, CDEFEICKD. Microsoft i
A—H—DA=ILRY I RZTIELRATEZESICHD, EXa T LOURIBRELET,

Ty 1 BHMOBEBREICEELILLL HBIEMIT DOV TIE. Support Knowledge Center o CnitE% S8R L T
KTV, I—H—mITDL<HBZEMCDOVTIE. Support Knowledge Center 0 Z D=2 B8RBL TS
LYo

Secure Mail foriOS 0 v F v a3i@H

December 16,2021

Secure Mail foriOS &, VwFFya@zhR—rLET, wFBRAMEEEICED. Secure Mail B’y o4
SUVRTETINTULWAWESTH, RN 10OV IEEOBNZEEICZRETIET, COBEEIF. /N7
—RR=ZXDBIALY R Ty FTEeISAT Y MR=ADBiAEY b7y T THR—FINATULET,
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pE
COMEEZ Y R—F 237 —FTI0FvHEEINLTO. VIP DHD X — )L BIEEEISFATET R ADE
L/TCO

Uy F 7Py 2 BAEREZENICT BICIE. ROFHIRZFHINBLINTUVS ZEZRRBL TSIV

« Endpoint Management 2>V —IIL T, [Fy>ai@H] = [FV] ICRELET,

o XY hT—=UTIEIARID—F, [HIRAEL] i3 [RERY FT—IARIRIL] IZRESNTVETD,
FY bT=OTFOEZARI =N [AEBRY FT—IALYRI] ICERESNTWVWRIGEIF. NvITTTY
Ry kD —oH#—E XK > —T Exchange Web f—E X (EWS) FZX FHARETN TV 2RAL
TLEE L, EWS KRR k& ActiveSync R R A RILHEIF. ActiveSync R MDINw I TS5 TV RRy
FO—OH—EXRUS—TRESNTWVWE I ZHEBLET,

s Oy oBEE LEOBBHZHEA) > —IF. BFA] £72d (X—ILOEEBELIFAIRY FOZA L] IZERE
ThTWVWET,

+ [Secure Mail] > [&E] > [@BH] DOIEICEBL. [X—ILEBH] ZEMLET,

COHEEIE. ROVWTNHDREZRITLTVBIHERITR—FINTVEEA

+ Microsoft Office 365 o 5EitEREE
+ Endpoint Management & Microsoft Intune/EMS £ OFEEICL > TEEINZ TS
o REERBERZEALTERINALT NI

Secure Mail foriOS THO 7w 1 BHMOEE

Secure Mail IZXDZIEFLATDTITAETAICDOWVWT, Ty a@BHleE2ELET,

o FILWX—JL, EFBER. £FFv>otil. £FFH: APNs kb i0S @ Secure Mail i2) €— MEFIH
Ty adhdr. Secure Mail ICE D BEFIEFHRE L TI—ITINTVBITRTOT AILE—HEHIN
£9,

A
FTI7AILETIE. BELA. ALY —, BELETAINA—IIEHEHHRE L TIY—IINTLE

¥. 1—%—iz [Secure Maill > [B%E] > [ABEH] 15 ZOMOEED X —IL T +)L¥ —% B
FHWRE L TEIRTE XD,

+ Secure Mail 7 O>id. Exchange DZE LA DT A ILE—HOKRFAvE—JCHBEXvE—JD
B DHERRLET, I—HF—DNTFRI MY TERRE/ — Ty IV Ea—42—TX—ILZRAWVE.
Secure Mail iz7ra>=EHMLE T,

o IVAM=ILERIZTYFIL— R, Secure Mail foriOS ic&bh TPy a@lzgfas 37Oy A
—H—ICRTRINET, £/, IOSOREZFE TSy P 2BMEEHSHATRIEDHTIES,
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Uy FFyia@llzedR—bhLBVWTy S 1B OEE

iI0OS DU wFFv 21 BABEETH R— IR TVAWVERDIEETH. Secure Mail IEFEHFRARHICZSE AL 1D
KFEA—ILOBERELET, Ov/EELOBENEHIEHAR) S —H [F>] DBE. i0S H* Secure Mail 2o =+
7y 7LTRBEEGTLALE vy 2B Oy ST\ REEICKRRIINE T,

Secure MailforiOS 07y > 1 @AICEET 3 &< HZER

iOS IE. ¥o&-1 =>4 7T Secure Mail IcBM=ZEELETH

JywF TPy 1B EMICcT B L. i0S ik Secure Mail ic) E— M@ ZEELE T, Choo@HNik. 77
BNy I TSI RTERITINTVWRWEEREENE—RFRTHoTHHEL XIS
A
Uy F Ty @A EMICE > TULWARWES, Secure Mail 7057« T THWE FIS@AH Secure Mail
ICEREINHEVWCEDLHBDET, CORTRIE. ROLSBTFIELREBERHTHRELET:
o FNAZANEEHNE—RT. Secure Mail "Ny o TS5 RTEIMEL TWRIES, BAHEREINAVED
—MRE T — XTI,

« Secure Mail® [App D/NNv o TS5 REH] B [47] b Secure Mail B’N\w o 550> RTEIEL
TW3IBEH, I—H—Ild. COREZFHIHTETET,

o TNAZDRY b T—TEEREDF+78I5E, CORRIFIOS TNARCE>TRRD FY,

i0S 7\ XU THLWX—ILAB D 91 L VLWSBHMARTINZER

1B EBRFEMIC Secure Mail ' Exchange Web r—E 2 (EWS) H5ibEE2ZE LAD o7&, i10S T/N1 RIS
TLWX=ILDHD ET) CVWSBAPARRINET, XvE—UHMAONRRBICHELRRREIZ30#TT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 304



Secure Mail

0/

Monday, 6 August

Mo Older Notifications
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Wi-Fi 737 —2BHEOENMBEVEEIC. TNAT X TIOEBEIRETEZLDHDET,

EWS & DEBIELIMC. Secure Mail Tld. RDIBEIC THLWA—=ILBHD XTI L VWSBHMARRINET:

« Secure Mail L F a7V TFFHoBERBEREZHRAMNBVES, COBRIGBE. TN\ XOHEH
B, TN 200OY I EBRTBEICHELET,
» Secure Mail #* Citrix Gateway £7:13 EWS L 0GP EF 2 7 F v RILREICKB L IZBE,

o ERBEROBHERIINIIHE. F3ERBRELE LD Secure Mail TEF SN TLAWIESE, &
DONIF. COLSHBERTEMPEDLSICRREINZDERLTWVETD,
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1203

Thursday, 2 August

No Older Notifigations

RE ¢
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« Secure Mail #'. Secure Mail 5 DEZHRERICH L T Exchange Server 5 FH# L A WISE % ZITEX
272388, EWSIBEI—RICDVWTEL < I&. Microsoft HDRBERE RF a2 XY FEBBLTIEI W,

Secure MailforiOS 07y > a@HOKB X vE—

Secure Mail for i0OS Tid. TN1 XDBHE Y2 —ISENA Ty Y 2 BHOKBA vy E—IPRRINET, Ch
S50BHMIF. KRLI-BHOBEICEOVWTRRINE S,

RDESICENENORBABCEICBHMA Yy E—IDRRRINET !

+ Secure Mail B Oy T —JICEFETI EH A, ZOEMIFE. Secure Mail »* Citrix Gateway &
SOCKSS ##i 2 AL TS B WEEICRTINET,

+ Secure Mail MBI DR Y FT—JICEHETE XA, BEZICHVEHDETLIETV, @i Citrix
Gateway IC7 72X TERVWBEICKRREINET, Citrix ADCHIEL BRI N. IRy bD—IH 518
ETIBCEBBLTLIETL,

+ Secure Mail MEBO R Y FT—JICRBICEHTIT EFtHA. BEZICEMLEDLELTV. CO@BMIE.
Secure Mail #* Citrix Gateway & SSL ##i 2 I CE RVBEICRRINE T, SSLAAENEMTH S
SR LTLIZTL,

+ Secure Mail B’ X — LY —N—ICRBICEHTIT EFA. EEEICHHLVEDE LTV, COBAII.
Secure Mail #* Exchange Server & SSL ##i % 1 TE A WSEICRRINE T, Exchange Server ©
SSLEEFAELEM TH S C L 2HR LTI W, BRAERAEHN L WVWT 7Y % Exchange Server (C##t s
2ima. TIRTO SSLAAEZAE TS MDXRU D —ZFHE L TVWB I EZMRBL TIIETL,

o X=)LY—N—I5—07®H. Secure Mail X v z—JEEETIT £ A, BEEICEHVLEDLELED
L. Secure Mail #* Exchange Server 5 ® EWS [GE £ BITTI R WEE. COBMARRINE T,

o EBRMNZALTIMMIHEoTT-0H. Secure Mail X v &£ —J#EETE £ Ao, Secure Mail £ 30 # 1L
RICH—N—DSIEEEZZETIRVEE. COBMPRTINET, T/N1ZXDT—42% Wi-Fi 51 R+
DBBEIC. COBMPRRINZIIELPHBDET, AT >THSBEHAITLTLLIET WV,

o XytE—URBIBTITEFHA. Secure Mail #RV T £E W, Secure Mail B F 273>V FF+H 5EK
BRZHARNBVBEEIC. COBHNPRRINE T, TN XPBESHINCSICOVIERINTULR
WBE. COBRPRTINZZCAHD £T, TN RXE20OY IfERT S L. Secure Mail "EEIMICEF
ATAVTFICTIVERATEE Y., COBMZERELEIT S5, Secure Mail 28 L TEeF*a2 7> 7F
DERBERZBFNICEHRLE T,

Secure Mail t O ERAENTILT TU B KU Citrix Files £ D1 EEER

July 27,2023
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Secure Mail I3t O EFHEBE/N-1ILT7 7% Citrix Files E BERTI 3725, HBOKR > —ICLDBREINE
FaTFREENSOHDZI LB RFaAXVMID—LLRIZTIER., HE. HBE. BLUFRETITFT, X
I¥. Secure Mail AT > o %2y 79 %L Secure Web TH AT £Y, T—H—Ik. Citrix QuickEdit
for Endpoint Management THfF 7 7 1L 2BV THRETI £9, KT 7 77 ILid2— — Citrix Files for
Endpoint Management 0EHICHA Y>> O— RSN E T,

TS5y kT x—LT D Secure Mail #eeDsEELE—BICDOWVWTIE. 7S5y b7 4— LT DiEE] #8BLTL
EE,
A
o Citrix Files for XenMobile (. 2023 £ 7 B 1 BICB&&T (EOL) 14D F L7 #L <& TEOL
CERIEFEDT7 ) Z2B8BLTLIEIV,

Secure Mail DT X e ST a—FTa >

May 9, 2023

Secure Mail BMERICBEL B VWEE. REIZ—RHICEGROMBETY, CORETIE. BEOBBEZEEY 3754
ICDWTHBLE Y, MELIEELIIZRIE. COTHICHEDO S TILSa—T 0 VIDRHINTVED,

ActiveSync ##4i. 1—4'—8:E. H& U APNs #BEOT X +

Endpoint Management Analyzer # /B L T. Secure Mail ® Autodiscovery Service DF v %1752 &
MTEFF 9, Endpoint Management Analyzer ', Endpoint Management Exchange ActiveSync Test 7~
Dir—2a>0R o O—RAFEEZAHARLET, X=ITXMFT T arid. X—IH—N—0EFNRIZERRTE
EHRBLET, ZDVY—JLid. Endpoint Management IRIETo ActiveSync H —N\—DOBROEFBICETZ 5
TN a—F1JIlbRIEFY, 3L <& TEndpoint Management Analyzer v —JL1 #8RB LTS
Lo

Endpoint Management Analyzer D X—J/LF R bF T avid. RO 2MRBLET:

+ i0S & U Android 7 /31 X1 Microsoft Exchange #7zid IBM Traveler #f—/\— &L TWLS D,

o 2—H—5F5k

« Exchange Server. Exchange Web Services (EWS). Citrix Gateway. APN :[BAZE. & & Uf Secure Mail
ZEC. I0SOTy > aBHER. 7> aBHMOBAICDOVTEEL < IE. Secure Mail foriOS 07w >
2EH ZBRLTET WL,

V—ILIZ&D. BMEOEBEICOVWTOEENAHRESHEO—EMNMRHEINET,
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Secure Mail

pE

Mail Test 7 71) T#% % MailTest.ipa IFHREIN TV FE A, P DIZ. Endpoint Management Analyzer
TRIUCHEEICT7EZXLET,

7R b ORIRE S

c [Fy bT—=0TOER] RUD—HTOvITNTVWRVWI L EZRBLET,
o [X—LIERZRIE] RUS—% [F7] ICRELET,

Secure Mail O/ = E > - EGDORBO STy a—Fa >4

Secure Mail pOJ%#EEd 3iCidk. UTFERTLET,

1.

2.

[Secure Hub] > [~NLT] > [MEORSE] OIEICERLET,

T77UD—EHh5 [Secure Mail]l #EIRL %7,
BBDONINTTRAIVBDEFA—IDEIET,

HEITE. BEEMBICHAT A ZEANALET,

RELBBZERLET,

OJ DEE. Y R— b F—LDS5Z53TRLIIIBTINHHIBEICDAHA. BELET,
[#E] 20Uy o LES,

ERLAEXyE—CHESET. EEINOJ 771U DARAINTVET,

xE] 265—BIUv I L&Y,

EEINIEET 71ILICIE. RoOREENnTVET:

CtxLog_ApplInfo.txt (i0S). Device_And_Applnfo.txt (Android). logx.txt and WH_logx.txt (Windows
Phone)

TTZIVBROOJICRTNARBELUVT7 TVICETZBERIEENE T, FRFON-—RIITETILETSY
F73—LN=2a > h Y R—FINTVBEZEEBRBLTLIEI W, FEABO Secure Mail £ MDX Toolkit @
N=2avhRFECTERELR D ZINMEEL T, 2L <& MSecure Mail > 27 LE ) & TEndpoint
Management OBt 2SR L TIREIL,

« CtxLog_VPNConfig.xml (i0S) & & VpnConfig.xml (Android)

VPN #p 07 1% Secure Hub icx L To ARSI E 9. &FHO Citrix ADC U U —ZIMRERAIhTVE D
Citrix ADC ®/N—> 3> (ServerBuildVersion) #Fzw oL &3, UTD&S3ICSpLitDNSH &
USplitTunne loREERBL T LT L
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e HEIDNS A [UE—HK]. [O—AL] FFE [@A] IKREINTVWEEHESG. DNSZALTX—IILH—N
— FQDN #IEL<KfRL TV 31 HEBL £9 (Split DNS I Android E@ Secure Hub THERTE%Y),

e DEILIRUIIH [FU] ICEREINTWVWEEE. NWIIVRETT7IVERATEZ I VE2—y 7T
DIDELTA=NGF—N—DP—ERRINTVBZCZRERL TV,

+ CtxLog_AppPolicies.xml (i0S). Policy.xml (Android & & ¥ Windows Phone)
RUS—0OJ1E. OF%EEL7EESRT Secure Mail ICERAINZTATO MDX R > —DfEx ML ET, #

HOREDHE. <BackgroundServices>&&U<BackgroundServicesGateway>RU > —nfE
ZHERLET

« 2#rO4 (diagnostics 7 # L4 —M/)
Secure Mail DFEAERICE LW TRD—MHBRIER. RERHORY FT—JZFEATERV] LWSIHBETY,
BUIOJ % E> TEROMBEE F STV a—FT1 YT T3ICIE ROFIBICHWE T,
20 oF—05lid Timestamp. Message Class. Message T9, Secure Mail LTS —X v Ez—IHRRS
nico. 2OBMEXELTEC L Timestamp ZITEEDOOS I FUEITCICRDIFZZENTEET,

FINA 25 Citrix Gateway NOEGHRIN L Teh &S hEHFT SICiE. AG Tunneler T b ZHEBL &
To RORXyE—JRB3EBHICHILIcCEZRLTVET:

+ AG policy Intercepting FQDN:443 for STA tunneling
« New TCP proxy connection to (null):443 established

Citrix Gateway » 5 Endpoint Management AD#EZH RN L7 (BT ENICE>TSTAF 7y b & &EE
TE3) hES5HhEHBTRICIE. UTEITVWET: Secure Hub 0O 2B E. TN IVERINE
BRI Message Class @ INFO (4) o=~ b U ZRRBL £FT, RO X vt —T & Secure Hub A¥ Endpoint
Management 5 STAF7 v b ZEGLIcC L ZRLTVWETY:

+ Getting STA Ticket.
» Got STA Ticket response.
+ STA Ticket -Success obtaining STA ticket for App -Secure Mail.

7
8. Secure Hub 1% STA ¥4 v b0 Ek% Endpoint Management IZ#f5 L £9, Endpoint Man-

agement & STAF7 v & FTNA RIEEL. F7 v MET N RICFEEFESI N Endpoint Management
STAF4o v h—EIZEMEINET,

Endpoint Management &' STA F7 v 2 RIT LA ESHHBITBICIE. TR— PNV RIILIZEEFATVS
UserAuditLogFile.log #F v L &9, ZIICid. EF 7y b BIEE. 21— —&. 1—HF—FTNA X &
SUBRO—BLRHD ET, I

Time: 2015-06-30T 12:26:34.771-0700

User: user2
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Device: Mozilla/5.0 (iPad; CPU OS 8_1_2 like macOS)
Result: Successfully generated STA ticket for user ‘user2’ forapp ‘Secure Mail’

Citrix Gateway "5 X— LY —N—ADEEZF T v T3ICId DNSexy hTD—IDNEL<EBREIN TV
W aEmRLET, CORBEITSICIZ. Secure Web % 4§ > T Outlook Web Access (OWA) 272X L%,
Secure Mail @& 512, Secure Web (&< -r- 0 VPN k> xJL% > T Citrix Gateway NDiE#H L L £9,
Secure Web &, 77UBRT7IEZRLTVWIREBELIFIIEE) Y —IAOTOF L LTEELE T, BE. HIC
Exchange BIE Tid. OWA EX—I)LH—N—LTHRI FINFET,

% TR b9 3ICiE. Secure Web LT OWA X—2 D FQDN Z N1 L £9, EKId. Citrix Gateway & X
—NWH—N—EOBELRALI—bBLIUPDNS b Fd, OWAR—IHRWS. Citrix Gateway B X— Lt
—N—CBELTWVWBZLICADET,

FryIOMNBEICKRMLEC ZRTHBA. Citrix Ly F 7y 7IEBESH D A, 72 L. Exchange 713
Traveler 4 —N—ICE@ELH B CICHDET,

Exchange #7:13 Traveler 4 —N—BBED - HERZINET ST £9, KIS, Secure Mail 02O S T
TError; ¥ W35 A% 1% L T Exchange #7z1% Traveler t —NN—THTTP 0B . Fz v I L ET, T5—
IZHTTP O— FAEFEFN TV TEERD Exchange £7:1d Traveler f —N—%2RFTL TV 3B G} Y —/N—
THEZRITLEF, Exchange & U Traveler iZig. 7317 FTFNA D50 HTTP ERPHEERT
HTTP OJh'% b £9, Exchange o4&, C:\inetpub\LogFiles\W3SVC1\U_EX.log T%, Traveler oO%
(& IBM_TECHNICAL_SUPPORT>HTTHR.log T9,

Secure MailforiOS 0/ S5 v aOd % TN AHSEEBT3ICIE

1 iI0OSTNRAZT. [RE] > [FFAN>—] > [#Ef] > (BT —%] OIEICBEEL £,
2. [7—%] —BT. ¥RF7IVOEBAFMENROANMOBAA»EDEZI Uy I LET, OIDNRTEINET,

AX—=)L, &S, ALV —DBED ST a—FT1 2T

X—IDTESOFFE RS, BEENHERT S, AL VA—TA TLZEHTEHELARL D Secure Mail DfE%
FSTNSa—FTaYITEES, COLSAMBEE FSTIL>a—FT1>J 9313 Exchange ActiveSync X
—IARy 2007 %FERALET. C0OJIE. TNAARDSEETNEZEERC X - —N—D5DRXERE
ZRLTVWET,

EHIREHDORNI TS IT74 R

A—H—DA—LEBPBEEE [TRT] ICRET D . BRI’ EFIRICED £9, EFIROFATIZ. RIEMLI1E
SURBETNZ IRTOY T T4 INA—HDEENBA—INARY I ATFA 21— —DEERTI DD HBRINET,
REONT =X VRAZRBBHIC. ROLSBEELIEFSNET,
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1. X=)LRy I ZDH A XH 18,000 Xy E—I XlFEFY 1 X600 MB ZBET 5 . XA—ILOREEREH
ELRBIEDBDET,

2. [Wi-Fi G ICRME 7 7 1 L2 5HAAT] ZEEIRORPATEMNICTZ L 3BBDLEEA. COFT T3
VNCEST TNARDA=INT A BT CICHRT BRIREMDH D 7

3. A—H—HEFIRFEIZERTIHVLSICT3ICE. [RARBR] 77U RV —% [TXT] BMS
BRELEY,

4, A—H—IIWLT [IRT] = [TI7AL+OREAMBR C LTRETEZCREHDHLEE A
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