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TTUOYR— k& 2020 F 6 BICELEINE T,

Secure Hub for iOS

o 2y b —UHERAEINICARD F LT, RED AppStore LE2a—HA RS54 Y OEEICLD. Secure Hub
1J)1)—220.3.0 LETIE. iI0SERITLTVWB TN A THRY bT7—2#i5R (NE) ZHR—FLTULWEEA,
NE i&. Citrix OEFBERENCILT TUICIEREESX £H A, 2L NE OHIkRIZ. BEEFEAD. MDX TS
WIENIVE—TSAXTTVICEVOREEEZRET, RBiEb—o > 2147 —. PINOBRTHRLIC
&2V R—%> FOREEAT. Secure Hub NOREQBWIDEIHNRETZeHHBO FF, FHL I
https://support.citrix.com/article/CTX270296# &8 L T 12E L\,

E:
FRI——IZIE. VPN DA VX b=ILERODZ A vE—JIERTRINEE A

ERIO7 71 OIREEED T R— b, Secure Hub i3, TEEB 707 71 )LHHR— b1 THEALTWS
Citrix Endpoint Management &R 707 7 1 JLOYRREEEE FR— F L TULE T,

Secure Hub 20.2.0

Secure Hub foriOS C o) —XIllF. NTDBENREENTUVET,

Secure Hub 20.1.5

COU—=RICIE. RORBHEENTVWET:

o A—H—TFSANY—RUS—DFHRERTOEH, DOHEEEDEHICED. Secure Hub 0&E#E7O—H%E
BEINnFzd,
o NJIEIE,

Secure Hub 19.12.5

COU—=RCIE. NTDEBEHEENTWVWET,
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https://support.citrix.com/article/CTX270296
https://docs.citrix.com/ja-jp/citrix-endpoint-management/users/enrollment-profiles.html

Secure Hub

Secure Hub 19.11.5

CDU—=RZIE. NTDEBEHEENTVWET,

Secure Hub 19.10.5
Secure Hub for Android COPE £— KT Secure Hub #%$29 %, Android Enterprise ¥/\-f X Tld. &

ANERTEER I —RL— hErEIRAR (COPE) &#707 7 LT Citrix Endpoint Management A8 I v TL
3354, COPE €E— R T Secure Hub 2% L £%,

Secure Hub 19.10.0

COVI—=RITIE NTDEBEFEEFNTVET,

Secure Hub 19.9.5

Secure Hub foriOS C o )—XIllF. NTDBENREENTULET,

Secure Hub for Android Android Enterprise DAZEH7O07 7 1 LB LURSICEBINTULBEFNTR
® Keyguard EE#EEDHR— b, Android ® Keyguard i3, N1 X200y VBES FUVTERAFrL VY
o0y oEmEm%ER LY, Citrix Endpoint Management @ Keyguard 85 /N1 XK > —%FERAL T, 1T
ERATO7 71 LT N1 D keyguard B, R2ICEBINTZERT /N1 XD keyguard EEEHIHL £,
keyguard BIE%# RT3 . Keyguard BEOOY 7 =&Y 2H0IC. I—H—HIMERATE 31EE (EETI3T
—JIVEPEFATAXRTRY) ZIBEETITET, £id. TRTO Keyguard HEEEZEMICTI £,

WEEDRE L TN AR S —DOHEAEAEICDOWTHLCIE TKeyguard BEET /N1 RS —) Z28BLTLE
L

Secure Hub 19.9.0

Secure Hub foriOS Secure Hub foriOS i2i0S13 #HR— L TWET,
Secure Hub for Android Z DU U—XICiE. NTDBERESENTVLET,

Secure Hub for Android 19.8.5

COVU—=RIZIE NTDOBEFEFATVED,
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https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/android-enterprise-keyguard-management-policy.html

Secure Hub

Secure Hub 19.8.0

Secure Hub foriOS CZ U U —Xilidk. NTDEBIEL/INT =V ADBUBEENESEFNTUVET,

Secure Hub for Android Android Q ®#7R—t, DU —XiZiE Android Q DHR—tHEENE T,
AndroidQ 73w b7+ —LIZT v I L— KT 3HiIC. Google Device Administration APl @BgLlEh* Android
QERITIBZTNARIZEZXBHEIZDWVWT. Device Administration #*5 Android Enterprise AD#171 %
BRELTETW, £z, 704 (Citrix Endpoint Management & &0 Android Enterprise - %) 8L
TLET W,

Secure Hub 19.7.5

Secure Hub foriOS C U —XIClE. NTDBIEE/NT #—<I 2V ADBUWHEENEEFNTUVET,

Secure Hub for Android Samsung Knox SDK 3.x ®#K— k., Secure Hub for Android i3 Samsung
Knox SDK3.x ZH#7R— kL TWVWET, Samsung Knox 3.x OFITICOWV T L <&, Samsung Knox DREE
MIFRFaAXYEESRBLTLETV, TOUU—XTIE FiLLV Samsung Knox BRIEEHFR—FLTULET,
LRI Samsung Knox BRIZEN S DEEICDOWVWTEFL <. THL Samsung Knox BRiI=EDOEE] 258 L
TLREW,

*:
Secure Hub for Android I%. Android 5 #%=47L TW 357 /3 X T Samsung Knox 3.x ZHR— kL TW
Ft Ao

Secure Hub 19.3.5~19.6.6

NED))—XIZIF. NTDEBEC/INT #—X 2 2ADBUEENSEFNTUVE T,

Secure Hub 19.3.0

Samsung Knox Platform for Enterprise ®#7K— ., Secure Hub for Android I&. Android Enterprise
F N1 2T Knox Platform for Enterprise (KPE) &% R—tLZd,

Secure Hub 19.2.0

CDUY—=RITIE. NTDEBIELI/INT #—< 2 ADBUHEEDSEENTVETD,
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https://docs.citrix.com/ja-jp/citrix-endpoint-management/device-management/android/migrate-from-device-administration-to-android-enteprise.html#impact-of-device-administration-deprecation
https://www.citrix.com/blogs/2019/06/26/citrix-endpoint-management-and-android-enterprise-a-season-of-change/
https://seap.samsung.com/content/important-notice-changes-old-samsung-knox-namespaces

Secure Hub

Secure Hub 19.1.5

Secure Hub for Android Enterprise I&. XRORY S —%HR—rFTRL3ICHBDELT:

o WiFi /N1 27K > — Wi-Fi /81 R7R U > —i&. Android Enterprise 24 R—r 33 &3 IO £ LT
CORVD—IZoVWTEEL LI TWi-Fi 7NN ZRU > —) #BRLTLIEI W,

o ARBZL XML FNA1 ZRRY > —HhRE L XML 781 R > —I%. Android Enterprise #47R— k33
KOICBDEL e CORIVI—IZDVWTELLIE THRZLXMLFTNAZR) > —1 Z5RBLTLIZT L,

o« 77T N XK1 > — Citrix Endpoint Management icX o) 7 7 71 JL%ZEHL T. Android
Enterprise 7\ A CI#BEZ RITTI £ T, ORI —IZDOVWTHLLIE T 77T N1 KU > —]
ZBRLTIIEIV,

Secure Hub 19.1.0

SecureHub 7 x>+, &, ZDIEFH D Ul DBEHLRIFHFINE LTz COXEEIF. Citrix 0EBEBEENTILT
DRERICEDHE—RESZ., A—H—DREEHBEELELTVWET,

Secure Hub 18.12.0

COUY—=RICIE. NTDBIEENT =<V ADBUHENESEFNTVE T,

Secure Hub 18.11.5

+ Android Enterprise OFIRT /N1 ZR) > —8E. FIRTNA XK —DHLVWREICLD, 2—H—
i& Android Enterprise ¥ X1 XA TXF—4Z/N—. Oy I EED Keyguard. 7Hv > FEE, MEER
DOHB. TNA ABEORTZHEFTIMEICT I EITI XY, L& TRIRT N 2R > —) =288
LTLEE L,

Secure Hub 18.10.5~18.11.0 iCI&. /N7 #—< > ZADEKIKEEE NTDEBEHLNEENTLET,

Secure Hub 18.10.0

« Samsung DeX E— RDHR—+: Samsung DeX zfEAT 3 &. 21— —Id KNOX 557 /N1 X% 5b
BT« ATLAICEGLT. PCOLSBAVE—T A AT TV ZERALIED. FFa Xy hzHER
L#b. ET4%2RB3ZeHTEET, Samsung DeX O F /N1 REH £ Samsung DeX DFREICDOWVT
&, TSamsung DeX Ot#gE] 2B LTI,

Citrix Endpoint Management T Samsung DeX €E— R O#aE% RE T 3 IC1E. Samsung Knox DO #IFR
TNARRV S —=EHLET, FL I THRET/N KU —) @ 'Samsung KNOX 0 E1 28
LTLRTW,
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https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/wifi-policy.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/custom-xml-policy.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/files-policy.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/restrictions-policy.html#android-enterprise-settings
https://developer.samsung.com/samsung-dex/how-it-works
https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/restrictions-policy.html#samsung-knox-settings

Secure Hub

+ Android SafetyNet 0 7K— ~: Android SafetyNet #g:%##H L T. Secure Hub i*-r > X k=)L
INTW3B Android 7\ XD EH e ¥ 2 7« Z:HEY % & 5 IC Endpoint Management 22 E T
FEFT, ERIF. TNTRAETEHBWINREE M) H—F3720ICERTTF Y, %L <& FAndroid
SafetyNet) Z8BLTETW,

« Android Enterprise /N1 DA X SERAERILET3: HIRTNA AR —DHFLVERETHZ [HX
SOEREHA] #R/_ET ST, A—H—H Android Enterprise TN1 A THXSEFRATELRWVLS
ICTBENTEET, 2L THRIRTNA AR >—1 ZBRLTIETUL,

Secure Hub 10.8.60~18.9.0

NSO —RITIF. NTDBELINT #—I 2 ADBUEERE TN TVWET,

Secure Hub 10.8.60

« R=5 2 REOHR— ks
+ Android P o#R— b,
¢« T—URR—IATTYR T OERDOY K-k,
Secure Hub #BgWL T#H. Secure Hub X 7 IERTRINE A, [FFUEEBM] REVEHTE, 7—2

AR=RAFTTIRARTICBEILE T, ROETA Tk i0S /N1 X T Citrix Workspace 7 7 U %R L
T. Citrix Endpoint Management NO&ER =TS HFERL £,
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https://docs.citrix.com/ja-jp/citrix-endpoint-management/device-management/android/android-safetynet.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/device-management/android/android-safetynet.html
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Secure Hub

BE:

COWBEIIFRBEEICOAEHRINE T, REOL IS, BEOBEEDOBITIITR—FIhTVEEA,

COWEZFERATBICIE. UTERELET:

- NRT—=ROFvyPaRUS—BLUNZAT—RFBEAERV S —Z2BHILET, Ch50RUL—0
BRICOWTHLLIE TEBRENCILT TUO MDX AR > —0ifZE) #8BLTIEIL,

- Active Directory BzE%= AD F7:13 AD+Cert & LTHELEY. CNH52DDE—RZEHR—KLT
WET, BHEDOBRICOVWTHELCIE TRAAM YV ERER XY +2Fa )T =20 Rk 288
LTLETL,

- Endpoint Management 7 — 2V XRXR—AFEEZBMIILET, T—IAR—AFEICDOVTHLL
E 17— ZR—2D1ER1 28RLTIEIL,

BE:

COWEEZBMICT S &, Citrix Files SSO 1% Endpoint Management (IH XenMobile) Tid#%
. T—UZAR—AZBLTETINE T, 7T—IAR—ADHEEEBMICT 381l Endpoint
Management J>Y —JLT Citrix Files DFEZEMNICT DI ZBEDL T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18


https://www.youtube.com/watch?v=gUw7pOGzASQ
https://docs.citrix.com/ja-jp/mobile-productivity-apps/administrator-tasks/policies-platform-mobile-productivity-apps.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/authentication/authentication-domain-security-token.html
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Secure Hub

Secure Hub 10.8.55

+ JSON #m =R L T, Google »¥O% v FHEFL Samsung Knox Mobile Environment (KME) R—
FINCA—H—BENRT—RZEBTHEETT, 3L <3 TSamsung Knox 0—E&ER) 28BL T T
Lo

s SEAEOLEVBHEEMICT R . I—H—IFBSEZAEEMEA L T Endpoint Management (&
TR TITERA, I —HESERZHAAEZFERAL T Endpoint Management ICERL LS5 T
3. EAEMEEINTVARVE VWS EELRRTINE T,

Secure Hub 10.8.25: Secure Hub for Android Tid Android P ¥\ A R— b ThTWE T,
pE o
AndroidP 75w b7+ —LICT7 Yy TIL—REBHIS: H—N—10 > TS X ZTF v subjectAltName
(SAN) iR CT—HIBRAREZFOCXT 2V T ABABICEML TVWAR BB LET, "X MNRETEEE

TR T—N—3—%9 3 SAN ZECIRAZEZRTIZBENHBD E T, RAMRIC—HTS SAN =&
FHRVIEAEFEBEINEA. L <IE Android IRERFa XY FESBLTIEEL,

Secure Hub foriOS oF# (2018 £3 B 19 H): Secure Hub foriOS /\—2 3> 10.8.6 Ti&. VPP 77U
RUS—DBBEEBETEE T, s2L <I&. Citrix Knowledge Center st E%# BB LT,

Secure Hub 10.8.5: Android Work (Android for Work) @ COSU £— k3t Secure Hub for Android T
HiR— ko 3L <&, Citrix Endpoint Management ® RF a2 X > FEBRLTET L,

Secure Hub n&iE

Secure Hub ICBEE T 2 AED D EE 2 X U 1d. Endpoint Management O#IEAEMREHCRITL £, 21— —h'
iOS % Android T Secure Hub 2 fIBTE 3 & 519 57z8IZ. Secure Hub % iOS App Store. #7zid Google
Play R b 7ic7v7O— R L& d,

Secure Hub id. Citrix Gateway %/ L 7z58:E#IC 21— — Citrix Gateway v > a VhBEH I NI FIC.
AYZAL=ILINTWBT7ZUD, Endpoint Management IZ# I TWVWS MDX RS —DIFL AL EEHL
ESERS

BHE:

N5DRUS—DS550VWTNNZEETIHEIF. I—F— @7 TIVEHBKRLTISEI Y X M—ILL.
BHINAUS—EBRATIMBENHDEY: EXaUFc -7 BSUEFML. Secure Mail @
Exchange Server

Citrix PIN

Citrix PIN 293 & 512, Secure Hub ##8piTE 9, Cot+a 7 ri%kEiZ. Endpoint Management
AVY LT [RE] > [0 7>b7ONRT] ZBRLTEMICLET. CORETIH. BRINTLSEN
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https://docs.citrix.com/ja-jp/citrix-secure-hub/samsung-knox-bulk-enrollment.html
https://support.citrix.com/article/CTX233532
https://docs.citrix.com/ja-jp/citrix-endpoint-management/whats-new.html

Secure Hub

AIFNA 22— —h Secure Hub i1 >74> L. v FEni- MDX 77U #85EES (PIN) ofERICED
TOT4THTIRENHD XY,

Citrix PIN#EET, EF¥ a7« TRESNAL Sy 7 IVICOTF > TR SO —H —RAHEEICHED £7,
Active Directory @A —H#—8%® /N7 —RAY, BOBEREREZDBRLANNTIHERIHD FEA.

Secure Hub iIc#1® TH 1 >4 >3 32— —I&. Active Directory 2—H—R e /XX T —RENATZHEHLH
DFd, U1 >A BT, Secure Hub (% Active Directory BtgEHR £ 130 51 7> MEAEZEZ2 21— —F N1
ZAUFREFL, A—F—ICHLTPINZANNTBLSBERLET, A—F—BBEOY A VA VEIZPINZEANTS
CCIC&D. 7OT47RA—H -ty a>OREATARILZALTIDETIZET. Citrix 77V ELT
Store ICEFaF7ICT7IERATEEXY, BETZI517>b0FONT1 Tl PINZFERBLE—I Ly OB
S, PINONXZXI—RFOBEDIEE. BLUPINDBELRTODEHDIEEZERITTEIEY, FLE 1754
ThTONTa1 ZBRLTLREZETY

#GEREE (Touch ID) WEABRL SIS, TTUDNEDRILOHICH 751 VREAHRD SNiiHE. 1—H —3Elz
FRALTYI YAV TEES, 7L, MO T Secure Hub I 1> 1> Leh. TNAARZBEFLD T35
B BLVETI T4 T2 —OEHHARDINTRICIE. PIN ZANANTIHELHD £, 1BEERLOEMKIC
DWTEFL < IE. TBAEREE & 7214 Touch ID 8851 #8BL T2

EIEE )

Secure Hub for iOS & & Uf Secure Hub for Android i&. SSLEIFRZEDE Y BHEHR—ELTVWET, I
&b, Citrix 7 5 7> H Endpoint Management LBE T 3BRIC. BEHLNER LIAIASESHERINET, L
feht> T TRARLEDI— FEEBAED A VX b—JLIZED SSLE YL I VICBERRRBEIC. 71TV D5
Endpoint Management AD#EGMFELEI N E T, Secure Hub A —N—2HF—ICH T3 AS N OEE % 1%
Hed e, BEaMETTINE T,

Android N LA, 22— —HNEMN L 72BEE%E (CA) I3ARL —F 4 YIS RATFLTEHAIN RS b 3, Citrix
TikaA——pEMLE CADRDLDIC. NTUwIIIL—hk CAZERTZIZ 28O LET,

Android N IZ7 v 7JL—R932—H—d TSAR—rEIZECER CA2ERT 3 CEMEIRET SN
NHDET, ROKRTIE. Android N F/1\1 X LoEGH IS N E T

« Endpoint Management # 7> 3> 07514 R— r/BE2EE CA L HBDEEEH CAD [F] ICRE
TNTW3, F#HLIE TFNrREE] #8BL TS

« 7514 ~_R—kr/BEE% CA X Endpoint Management AutoDiscovery #+—E 2 (ADS) (ZEIEATRETIE
HDEEA, EFXFaVTr LOMEICED ADS ICEETETHWVEES. HEOEEES CAIZ. &R¥MIE [£7]
ICRESNTULWEBETD [FV] ICBDFT,

TNA RDEREIE Secure Hub 07y 75 L — RHilC. SEAEOE VBHZEMICTH e 2R L TLET
Wo TTHILET, SOFTF2avid [F7] IZh>THED. ADSICE>TEEBINE Y, :MAEOELVEHEED
I3, A—H—I3ECERHMAEZEMA L T Endpoint Management ICESR I3 I3 TEEE A 1—H—
PNECESHAZEZFERALTERLLS T3 L. sMAENMEEINTULAVL VWS EERRTEINE T, 1—H—
HEEEAEZ AR L B WEE. BRIFKBLET,
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Secure Hub

HEFAZEE > Bz EMA T 5I1CIE. Citrix ADS Hr—/N—IC Citrix B EFAZEZ 7w TO— RT3 & SICKET SR EN
HDET, Citrix Y R— b R—FILTTFIZANIYR— b T—XZHTET, WBF—% Citrix ICEELAVWTLR
TV, RIS, UToBEHRZEANDLET:

o A—H—HERKIIFERATZITHIVMEEL X1,

+ Endpoint Management o2& < X1 >%& (FQDN),

+ Endpoint Management 1 > 242> XB, TT7AIFTE. 1Y REZVZZIEzdm THD. AXF L)
XFEMNXBETNE T,

o A—H—IDDHA T, UPN £/EA—ILOWVWTIMNITIET, T 74 ETIE. 21 FIFUPN T,

s TIFIBMR—F 8443 5 R— ESEXBLIHER. I0SERICERAINZ K-,

o TTAIMR—F 443 h5R— b EEEZTBE LB EIX. Endpoint Management A &4t % 2T ANLE R
— ko

« Citrix Gateway ®5E2% URL,

s BEEEDOA—ITRLZR (FF>ar),

o RXAVIZIENMYT 3% PEM EERXDIEAS. Chid. MEFXF—TIRAL LHARETHIHBENHD £,

o BEFEOY—N—GIAZOHIESGE, HWS—N—iEAEZ (BRICTS5INTVSR®) BEBICHIBRY 5D\
KMNTBETHR—bZ2RET B,

FHERS L UHEBAED Citrix  —N— BT B . TIZALTR— b r—XDBEHINET,

SEERE + U A LINA T — RiB:

Citrix ADC ¥ L T, sIBAZ L EFa T b—o V& ERAL T Secure Hub TREEITS & 5ICTB LN T
FET, EFaVTA b= VIETVEALNAT— R LTHEELE Y. COBEMICKD. Active Directory 7
v FUY RETNARCESBVEBABEF 2T A T a VMRETNET,
Secure Hub THERBE + 7> 41 LINRT— R 2+ TOREFERATEI S L5129 310id: Citrix ADC &SR
T avEEIRIRIO—REBMTIBELNHD £9, Uik, CitrixGateway OJ # > 241 T&2RT
'X-Citrix-AM-GatewayAuthType: CertAndRSA| XD H X Z LISBEANYH—HEATNE T,
@& Secure Hub TiZ. Endpoint Management O> vV — )L T# I N1z Citrix Gateway OJ'# > &+« TH\E
BIhZxd, 2L 0ERIG. Secure Hub A¥EloO04 # > %5875 T, Secure Hub TIZERTI £
Ao TDIED ARAZLNYZ—HDRBLIRDET,

PN

Endpoint Management & Citrix ADC TR4 2074 > 21 THREIN TV BHEIE. Citrix ADC DiE

MTEEIaNET, 5L <I&. Citrix Gateway ¢ Endpoint Managementy #£RBL T ET W,

1. Citrix ADC T. [#m] > [AppExpert] > [EZ#Z] > [7/> 3] DIRICERLET,
2. Bl 2oV v o LET,
=

[(BESMRTIav0fR] BEI’RE XY,
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Secure Hub

3. MTFOEHEDIZE T —ILREANDLT. HERK] 20UV I LET,

Create Rewrite Action

MName™

‘InsertGatewayAuthTypeHeader ‘

Type™

‘ INSERT_HTTP_HEADER v ‘

Use this action type to insert a header.

Header Name™
‘X—Citrix-AI’-‘!-GatewayAuthType |

Expression

Expression Editor

Frequently Used Expressions -

Saved Policy Expressions -

| Operators -

Clear

"CertAndRSA™

In string expressions, string constants and expressions can be concatenated with "+" operator. Please make sure that string constants are enclosed in double quates.

Comments

- [

X120 [BEEMZTIIaY] BEICRDERDPRTINET,

NetScaler » AppExpert > Rewrite > Rewrite Actions

add Edit Delete | Show built-in Rewrite Actions

Evaluate

© 6 H

Search =

Pattern

Name | Type Target Expi i Exp

ns_cvpn_sp_js_checkout_na_act insert_after_all TEXT “\'/\'+window.location.pathnamesplit( /) 1]+ A +wi..

InsertGatewayAuthTypeHeader  insert_http_header  X-Citrix-AM-GatewayAuthType  “CertAndRSA"

<

re~asubstr\(0,3Y).tolowerCase\(\)==\"%2A"\)a=

4, EFMRITIIAVEEIBRIRIS - LTREY—N—IINTYRLET, [#EM] > [NetScaler

Gateway] > [{RAEH—/N—] DIEISERL T, REF—N—%FRLFT,
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Dashboard Configuration Reporting Documentation Downloads &

+ System MetScaler » NetScaler Gateway » NetScaler Gateway Virtual Servers () [7] H
+ AppExpert
add | [ edity | [ Delete | [ statistics | | visualizer | [action - Search ~

+ Traffic Management N

Name Mtate | 1P Address ‘ Port | Protocol Maximum Users Current Users Total Connected Users
+ Optimization

_XM_gwcamamappc8 @Up 10.71.1230 443 ssSL 1] 3 3
+ Securit

Security SessionTransfe @Up 10711230 500 sSL 0 0 0

= NetScaler Gateway

Global Settings
Virtual Servers
Portal Themes

+ User Administration
KCD Accounts

+ Policies

+ Resources
+ Authentication

Show Unlicensed Features

Integrate with Citrix Products
4 XenMobile
- XenApp and XenDesktop

&4 Unified Gateway

5 R&E] 20V v ILED,
6. (REY—N—0BK] BET. [(RU>—] EFTRI/O-ILLET,
7. +Z00y o LT RUS—ZEMLET,

i X
Profiles / Help >

- Advanced Settings
HTTP Profile  nshttp_default_strict_validation

4+  Content Switching Policies

Published Applications X
=+ SSL Profile
Ne Next HOP Server >
+  SSL Policies
1 5TA Server >
No Url > + Intranet IP Addresses
4+ Intranet Applications
Other Settings /S X
+  Portal Themes
ICMP Virtual er Response  Passive
RHI S Passive y Expression  NONE
Redirect to Home page true + EuA
er https://camamappc8.camam.net:844
3
L2 Connection false
Policies - X
Request Policies @
3 session Policies >
2 ClientlessAccess Policies >
5 Cache Policies >

Done
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8. [RU—DER] Jr—J)LFT [EIH]X] ZB/RLFET,

9. [BEDIER] J4—JLFT [SE] ZBRLET,

Choose Type
Policies
Rewrnte v
Response v
Cancel

10. (%471 20w o LET,
[RUS—NA2FT12T] €02 a3 hREATNET,
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Choose Type

Choose Type X

Policies Ve
Choose Policy Choose Type

Rewrite Response

Policy Binding

Select Policy*

|CI\:L' to select ‘@| + ‘

Binding Details

Priority™

hw |

Goto Expression®

| END v

11. [RUS—D#ER] 20U v o L&ET,

ERTEGRY) S —DEENRRINE T,

Choose Type Rewrite Policies

Rewrite Policies 9 x
Show

% | Add ‘ | Edit ‘ | Delete ‘ ‘Show E!mcmgs| |Fu|\cy Manager‘ |Stat|5t\r_s‘ ‘Actlon -3 ;ﬁ‘;llg Search
Policies

‘ Name Expression Action Undefined-Result Action Hits Undefined Hits Active

® InsertGatewayAuthTypePolicy  true InsertGatewayAuthTypeHeader Use Global 0 0 x

12. B LT=ARU S —DfTE Vv o LT, BRIRl 20 )w I LET, BERLI-ARUY—DANADINE [RUS
—NT>T1>F] BERICRD T,
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Choose Type

Choose Type 9 x
Policies /
Choose Policy Choose Type
Rewrite Response
Policy Binding

Select Policy*

InsertGatewayAuthTypePolicy > ‘ + H /‘

» More
Binding Details

Prionity™

’ 100 ‘
Goto Expression™

END v

—- .

13. [Bind] 22U v oL &9,

EBICNTIYREINZ . XM VOBREEICRD. TRLEESMIRI S —HARRINET,

DISABLED ear Text Port ] v2 Redirert  DISABLED (3) ssu Ciphers
% EMABLED Enal Rehre DISABLED ¥ DISAELED

] ENABLED v ENABLED i

EMABLED Mandatary TSl ENABLED () 551 Policies

130 YiES TLSw ENABLED

DHSABLED Always TLSu13 ENABLED (3) Praites

DISABLED
@ Intranet IP Addresses
Published Applications x
() Intranet Applicatiam
Na tiat HEP
1 5TA Server »
Ha U >
Other Settings F o=
- Passive
Passive sen Foscy Expression ome
true
hittps:/fxmsd.dmcom:B443
talis
Palicies i+ *
Flequest Pobcies
35
3c y
»

17

14, RIS —DFAZRTIBICIE [BEMARIS—] Z20Uv I L&Y,
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VPN Virtual Server Rewrite Policy Binding

VPN Virtual Server Rewrite Policy Binding

Priority Policy Name Expression Action Goto Expression

100 InsertGatewayAuthTypeHeaderPolicy true InsertGatewayAuthTypeHeader  EMD

Close

Android 7 /N1 2D ADS EHD =D DR— B R— MERICE D. Secure Hub 1 53#%4%:9 % Android 7
NARTHASRY bT—0H5 Citrix ADS IC7 VA TER R REL £9, ADS =N L THIAAEEREZF 21
TABH IO S LA O— RT3, ADSIC7IVERTB3ENIEEETYT, ADSESHIFFOF>H—/1N—&
EfEARVWAREDLRHD £T, COPFUATIE. ADSEGELA TOF S —N—Z2NANZXTBHezAgEIcL &
ER

BE:

Secure Hub for Android & £ 0' i0S Tl&. Android /N1 ZHh5 ADSICT IV E X TEZHERH D £,
L <&, CitrixEndpoint Management ® R¥axX> td TR—rEH) #8BLTLLETV, TOBE
IBIXER— 443 TEITINET, KFDHET. BEORIETHINEHFTIBL5KRATNATVET, C
DBEEZHRLETETRWVIEEIF. Secure Hub 102 IC7 v 7F L —RLBWVWTL T W, REED AN HNIE.
Citrix #7R— MMCEWEDHLE TSI,

Ik e

« Endpoint Management & Citrix ADC OIEFBEZINE L £ 9, :EAEIF PEM R T, #EF—Tid%m<
NHEPAETHBIVEDHD T,
o Citrix W R— MIHPAZEL > BHOBEMVERELE T, COTOLR T, dAZDOREZROSNET,

HRAZE Y EOICEMEINIEEER LD D, TN RIIEFZFIIC ADS ICEGI T2 HENHD £9, CORIEFRMG
IC&ED. TNA XZBRTIREORHOLF 1) 71538 Secure Hub TRIBETE 3 e MMRIEShET, TN
1 ZHADS ICEFH T T AVIBEIE. Secure Hub BT N1 ROEREHFAILEFHA, LIch>T ABRY FT—
JWNTADS 7O ERZFBRICT B . TN ROBEREBMCTBHDICEETT,

Secure Hub for Android iCADS AD 77t X #HEF3iCId. UTFDIP 7RL XE&U FQDN OR—~ 443 %
BRLET:

FQDN IP7RLX R—b IP & R—+~DfER

discovery.mdm. 52.5.138.94 443 Secure Hub - ADS i&f5
zenprise.com
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Secure Hub

FQDN IP7RLZX R—b IP & R— bk DOfER

discovery.mdm. 52.1.30.122 443 Secure Hub - ADS i&fs

zenprise.com

ads.xm.cloud. 34.194.83.188 443 Secure Hub - ADS i&f5
com: Secure Hub /x—

23> 10.6.15 IpET

ldads.xm.cloud.

comPMERTNB LI

ARLTLIESWL,

ads.xm.cloud. 34.193.202.23 443 Secure Hub - ADS i&f5
com: Secure Hub /N—

3> 10.6.15 LIFET

lzads.xm.cloud.

compMERTNB LI

ARL TS,

FARREE CEHAEMRIGE. ROWEBNRITINET:
o Secure Hub (. /N1 XE@FEFICEEDIREZEEL £75

« Secure Hub i3, 7v 7L — FRICREBE SN TVWSHAEEREL. BREAI—F— I L TRID
BT —N—iAEZEELE T,

E:
7w T L—REBISGIAEZEEL VEOEEMICTZBEIE. BEBRIZHRENHD FT,
o SEFAELRARAF—ZTELAL - CBE. iIAZEOFEHRICEERIZIVEIEEHD FH A

HEFAEE VEBHTIEYU —TiAEN T R — F S ETH. PREPAES LURITEMAZTIEITR— S EHA. i
BBEE @iz, Endpoint Management. Citrix Gateway % £'® Citrix #—N—ICIFBHINETH. H—FK
N—=T1HOT—N—ICIFBERAINEE A

[(7ho Y ~DEIFR] DEM

Auto Discovery Services (ADS) HE#ICHE > TWBIRIEETIE. Secure Hub T [7hHU Y bOHIBR] ZE3hIC
TEET,

[7HYY LDOEIRR] ZEMICTBICIE. ROFIEERITLET:

1. RX1>DADS Z#pEL £,
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Secure Hub

2. CitrixEndpoint Management T [AutoDiscovery #—t X &1 #BF.displayReenrollLink
DOfE% False IZSREL £,
T7 AL ETIE. COfEIZ True TY,

3. FNA XN MDM+MAM (ENT) E—RTERINTWVWIFEE. OJF T L THEBEOQJ 1V TBe. BE
HEICKED £7,
FINAZADBMBOE— R TERINTVEGEIE. TNTXAEBERIZVELHD £Y,

Secure Hub oM

I—H—iF. ]R¥IC Apple £7id Android DX 7 5BEH DT /N1 X EIC Secure Hub 24 >O—R L &
ER

Secure Hub #2813 3 . ENFACHAMD SIRU TN -BRBBRENALTTINA R EZEBET3-00EEHIES
£9, TNAREBEBOFHAICOVWTIE. T2—H—T7HT > b, B2, BLUERF) 28BLTEIL,

Secure Hub for Android Ti. #Hi1 Y XA b —ILE L UVBERIC. ROX v —IUHRRINFE T, [Secure Hub
BIFINAREDBTE. XT4 7. Z77T1IICTIEITITBZLSICLETH?

COXytE—JF, Android ZRL—F 4 VIV XFLICEZHDTHD. Citrix h5DHDTIEH D FtHA. [BF
"] #4#v 7L TH. Secure Hub #BIEB§ 3 EEEH LU Citrix IClF. BAT—ZIERTINFHA. L. B
BErOUE— MR- by a>%ToTVW3RBE. EBEREY I VATREAAT 7ML ERRITIEY,

BRPRTIRE. A—F—0 [RAT7TV] 2TIHEELLETTVET RO My THRREENE T, 2—H -3
Store 57 FUEEBMTEE S, AN— 74V EOELBONYN—A—712>D [EE] OTFIC Store AD
U>ohHoFET,
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Secure Hub

BB Allow Secure Hub to
access photos, media, and
files on your device?

DEMY ALLOW
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27w TR, Store ldBloa T %9,
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CiTRIX

Secure HuUb

E My Apps

Store

Preferences

Help

About
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Secure Hub

i0OS 9 LIFE®D iPhone Z2EAT 21— —HX S THSEBBAENAILNT TV EA VA L=ILTEL, XyvE—IH
RRINFET, ZOAXYE—C TR TVE—TSAITANOv/IN—TH 3 Citrix "2 d iPhone TEEINTULA
WIEDWRENET, COXvtE—JlF TAROYN—DEETIZIREICHRZIET. 7TVEFERTIHVILE
HBALTWET, COXvE—UNRRINIBE. Secure Hub I3a—+'—(Z. iPhone T Citrix T>4#—75+—
A7 TVPMERETNBELSICTBFIEERTHA RERTTEDLS5KRDFT,

Secure Mail ToBFHEE

MAM-only BR®#%H&. Endpoint Management %, Android #7:13i0S /N1 X &2 H5. X—LEEREHRT
Secure Hub IZ&$ L 7= —4' —n' Secure Mail ICEEIMNICERIND LS ICERTEF XY, Thik. 2—H—H
BINEREANNTZHEH B VD, Secure Mail ICBER T 3 EBMFIBERTTRIBEN BV #EHRLET,

Secure Mail 2#1& TEMAT 3154, Secure Mail 1 Secure Hub B 52— —DBFAX—IL7 KL A RXAY
HLUa—4— D #EEBL £7, Secure Mail I&. Autodiscovery ICEFXA—IL7RLRAEFEALEFT. RXTY
ra—4%—ID %= L T Exchange Server h'#5l S ¢, Exchange Server iZ& > T. Secure Mail ®a—
H—BEREIITONET, NXT—RENIZIL—LEVWLSIZRU S —DPREINATVBRHE. I—H—IF3/tX
T—ROANNZROSENE T, L. A—H—FETSICBEREANNTIHVEIIHD £ A

COMBREEGMICTBICIE. 320 FONT 1 2B T INELNHD FT:
o H—NnN—7O/N7« MAM_MACRO_SUPPORT, FIEIcDoWTl&. THF—N—=70ON7Tv1 28BLTLIET
A

s V547> ~7F0O/NT ENABLE_CREDENTIAL_STORE & & Uf SEND_LDAP_ATTRIBUTES, FIEIZ>
WTIE T 107> 70N T 11 28RLTLIETWL,

ARZIAZXSINIERA LT

ZARTEHREAIAXTEREEIE. [BE] > (V547> FDOTSYREBE] OIBISEIRL T, |FEZEL, OF
ZBMLT. 77)DMEEIEELE T,
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Secure Hub

XenMobile Analyze Manage Configure 0

Settings > Client Branding

Client Branding

You can set the way apps appear in the store and add a |(‘Jg(’1 to brand Worx Home on mobile devices.

Store name* Store @
Default store view Category
o AL
Device @ Phone
Tablet
Note:

« The file must be in.png format (pure white logo,/text with transparent background at 72 dpi).
» The company logo should not exceed this height or width: 170px x 25px (1x) + 340px x 50px (2x).
# Files should be named as Headerpng and Header@2x png.

A .zip file should be created from the files, not a felder with the files inside of it.

Cancel m

Endpoint Management >V —ILT7 77U DSRBAEZHEETIT £9, Bl 2oV v oL T [7FU] #BIRL
£, RS TTVEZBEIRLT [R&E] 27UV I LET. RETIHALPHZTTVDT Sy b7+ —L%EER
L. [BiBA] Ry o RICXFHIZANNLE T,

Agpr

MDX App Information
v 1 App Infosmation

Name ™ VT Tl
2 Platform
Description
8 wos
P
B Androi

App tategory Wacraapp

Store Ti&. 21— —I% Endpoint Management THERS L MMRESNLT TVE LV TR by TOHZ SR
TEFET, 7TTUEBMTBICIE. ¥l 22y 7L Th 5. (Bl 22y L&D,

BREADANILTF Ty

F7=. Secure Hub Tlid. 2—H—HBANILTE2EBESNBIEIFAAFZFDRHLTVWET, 2T L v FTlE. AL
ICHBIVIRAFIIR—0EBRYTITBREANINTA T aVRRTIINET, AN— LT 42T EERBICHBZ/\>
N=—H—AZa—T742>%2yTLTHSE. [NLT] 22y TLET,
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Secure Hub

Close Help Desk

Your IT Department
Report Issue

Send Feedback to Citrix

Citrix Support

(T ZPI] ICBEHDOANILTTRIDEBEESEX—ILT RLADKRRIN, A—H—HT7TUDSEETI/EXT
T &9, Endpoint Management I> YV — )L TEHEBSEXA—ILTRFLRZANALE T, BLRBICHIEEDT
Aveo Vv o LET, [RE] R—OHPEESET, Fl] 20VvILT [OFAT7VRFR=-F 29U voL
9, BREANNTHIEBENKRRINET,

XenMobile Analyze Manage Configure

Settings > Client Support

Client Support

GoToAssist chat token

GoToAssist support ticket email

Support phone (IT help desk)
Support email (IT help desk)*

send device logs to IT help desk directly

@ byemail @

[(EOHE] ICA—HY—DT7TUDO—EBENRRINET, 1—F—I3. BEOHZT7 S ZHERLET, Secure
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Secure Hub

Hub TtE#MICOIBER I N, Secure Mail iZ. zip 7 7Lz LTOIBRMAINX v - AR ET,
I—H—d. FEOITLEEDHBPZEMLEFT, XAV V—223y b Z2RNHTREDHTETET,

[Citrix ND T4 — RNy I DEE] 20U v 3B, Citrix 7 R— D7 KL BN I Secure Mail @ X
vt —UHEEE T, XvtE—UDARX T, Secure Mail DEREZICOVWTDOX Y E—SHEANNTRZIENRTESE
o TN RIC Secure Mail B YA R=ILETNTUVARVERIE. X1 T TOX=ILTFOTSLPBEETET,

Ffea—4—i3 [Citrix 4 R— ] 24wy FL T, Citrix Knowledge Center2Bi< CtHTEFF 9, T I Tl
TRTO Citrix "HEDO Y R— FNEZRERTIE T,

(B8R E] T A—H—DT7HI Y FETNA RICEAT3EREERBTEET,

UBFHAR > —

F7=. Secure Hub I BEHRA ) o —PHIIEBHRU S —%RBMHLF T, ChiCkD. Lt xiE. sHFREDTN
1 ABFEDHEBHIIERDIMICHTOAVWHE SHERRETI T, 2L IE. MIBBRTNA XKD —) &8
LTSS,

73y 1 REROBRINE & 9
Secure Hub TIZBRZEOFERERBTEI 3L 510, BEOBRZ BBMICINE LS L £9, Crashyltics V7 +Y
ITHCOWEEEYR—FLET,

iOS & U Android THIFB TS 2RI DLW TId. TCitrix Secure Huby @ FSw k7 #— LT X DiRex BB L
TLIET L,

Secure Hub o F /N1 207 D4R

CDEITa>Tik. Secure HUb OF N1 2O %#ER TR eblc. OFICELWTNY T LRILEREST 3 H
EICDWTERBAL £ 9,

Secure Mail DO F #EET 3 ICiE. UTFERITLET,

1. [Secure Hub] > [AJLT] > [RIEEDHRE] DIBICERIRLET, 7TV DO—EH 5 [Secure Mail] Z#IRL
£9,
HBDOANILTTRIBDEFA—IDEITET,

2. OJDREE FR—bF—LDBSZSTBLIICHETDHoIIBRICOH. EELET, RENELLLITD
NTWVWBILZBICHERBLTIET L,

3. SecureMail ICRD. FIEZBRLFY. BEOBRZMAE LRI BEIRELBRE TS — X
YE—IUDNRTFENFRHZNTEB LT RE L,
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Secure Hub

4, [Secure Hub] > [AN/L7] > [RIEDRE] OIBICRD T, 7TUD—EH 5 [Secure Mail] #:&RL F
ERS
HBDONANILTTRIBDEFA—IHDEITET,

5 #E1Te. MEZBRICHAT AN ENNLET, FIE3 TELZILRZTFHEML T, X(E] %
JUvILEY,
FRLIEXYyE—CHBEET, ERINOI 77 MUDRETNTVET,

6. [XfE] 2b5—EI/VvILEY,
EESNBESET 70ILICIE. ROOTDBPEEFNTVET !

« CtxLog_ApplInfo.txt (i0S). Device_And_AppInfo.txt (Android). logx.txt and WH_logx.txt
(Windows Phone)

TIVT—=2 a3 EROJICE. TRAARET TV r—2a VIiCBI3EHRIAEENTUVET,

E%%D @D Fl:ﬁ% e ﬁgi;& L__k TLT: Fﬂﬁ%

June6, 2024

Citrix Tld. EBEENAMILTTVOEE2 DON—=23 o607y I L—REHR—MLTWET,
Secure Hub for iOS 24.5.0

ARSI NI-RE

COV)—XTHRRSNIREEIIHD EE A

XA D RE

CDY—=RIZIFEEFRNOBEILH D FH A

Secure Hub for Android 24.3.0
BRI NT-RE
THEBEEEULEY FOFIRRUS - TOLWZ] ICBESNTVWBREETH., 12— —I3£tFRE D Android

Enterprise 7\ R TTIBLFER Yy bERITTE X, COMBAIF. 21— —HSecure Hub #BiE2g L =&
ZICEELFT, [XMHELP-4479]
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EER D&

OV —=RICIFEERDEEIFH D £H Ao

Secure Hub for i0S 24.1.0
BRI NI-FE

« Paleraln 77U ERALTIOSTNAREJ I T L1403, Citrix Endpoint Management +
—N—RBIDTNAREIIAINTLAIEHELTRELEFEA, TOER. Endpoint Management
Y—N—@BITAILNTLAIENETNA R ZTIHHEROREBICKREICULY FTEEHA. THIC
Endpoint Management #—/\—id. Sz TLAITNITFNAROIY MU EH—/N—O> Y —)LH
SHIBRTE £t Ao, [XMHELP-4397]

« MAMSDK #ERLTIOS 77U %EBET 3. Secure HUb A 7 TROWVWTNHDRIENRELE T

- 77U OEHHFBREREICR > TIHEIOEH L FE A
- TTUDEHR SN BLAGNICERZBRL £,

[XMHELP-4427]
« MAMSDKZERHLTIOS 7FUZBEBI I, ROAV I SA TV RABHANRREINDIGZENHD £
TCOT7FVETADY b SHBREIhE LT BEVDOTNAINSHIBRTEE ..

ZOR&EIZ. MAM SDK & MDX Toolkit @A %ZRL i0S TNARICA VYA —ILT B HELFT, [XMHELP-
4463]

Secure Hub for Android 23.12.0
ARSI NI-RE

Citrix Gateway EEBEROEMHARD NS £ . Secure Hub 1% Citrix Gateway Hr—/N\—IZiEH T 5720 DHFH L
VERRZEXER LBV e BB £, EDER. Secure Hub IZEICKBL. KDIS—XvtE—UHRRIN
ES

HERTS—DHEELE LI BEHRLTILTVY

[XMHELP-4446]
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Secure Hub

Secure Hub for iO0S 23.11.0
RREINT-FE
« Citrix Gateway 7 51 7> MEBBZEOBMERMNMTINA T BBEM I NGV o. i0S 7/81 X T Secure

Hub oBsEhtk L £9. C ORI, Citrix Gateway A TLSv1.3 7O JILE2FERAL TWBBEICEE
L%d. [XMHELP-4396]

« Citrix Gateway £ T Secure Hub ICH 1 > 1> 3L RDIS— Xy E—IHREINBZIBEADHD &
EN

M1V F Y TEEFRATL, BRBERIELLHD EFHA. Ty a>aELTLET (Couldnotsignon.
Incorrect credentials. Ending the session)

C oI, nFactor 2 L Ti0S 7/3 X% Citrix Endpoint Management (CEM) (&9 35
ICRELET, [XMHELP-4423]

Secure Hub for Android 23.10.0
ARSI NI
Android /N—< 3 > 11 LB TI&. Android Enterprise /81 X T Wi-Fi R > —AERE T KR WATREM D

HOET, COMBIF Wi-Fi RV —DEBT 1 —ILRICE XA VEMEETNTVWAVWBEICRELX T,
[XMHELP-4379]

BERN D R RE

S0V —RICIFBEMDOEEIZH D EH A

Secure Hub for Android 23.9.0
ARSI NI-RE

CDIVU—RTlE. NT ATV ARREEIEENICE LT I2RFICTHLLTVWET,

BER D =8

CDY—=RIZIFBEEFRDOBEILH D FH A,
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Secure Hub for i0S 23.8.1
BRI NT-RIE

o« 1—H%—7H Secure Hub 2380 ZERA L TT NI XEZERLLSLTEIHEIC. I—F—BFOER
MsAMAccountize., ZOERDKRML. RODIS—Ayt—IDRTFINET,

MBRICKBLELTe MAM OOY o ViEHAI—F—DERI—HF - —HLEEA. DI—EERLTE
T W1 [XMHELP-4410]

BERN D R RE

S0V —RICIFEEMDOEEIZH D EH A

Secure Hub for i0S 23.8.0
ARSI NI-RE

« nFactor #f/ L T i0S F/\-r X% Citrix Endpoint Management (CEM) ic&#23 3. ¥-r-0OVPN
MR ERENT SRICRIENEE T BN HD £9, [XMHELP-4390]

BERN D R RE

SOV —RICIFEEMDOEEIZH D A

HFUN—=23 Y TOBRMOBECEEINI-FEE

Secure Hub o BIDN—2 3 > TOEMOBBE L RIS NIREICD W TIX. TSecure Hub DEEAIDRES LT
fEREINIEEEDERE] #8RLTIEIL,

Wtz RKDOENBLF U A

October 31, 2022

Secure Hub Tld. 2—H—DRANBEICHD. TNA A TEBBERONNDROSNBZTEIERITUAHLD
D&Y,

STV IRBRDERICEL>TELDET !
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Secure Hub

« Endpoint Management 2>V —JL&RETH MDX 7 7 URD =B LI S1 7> b TONT 1 DERE
o BAPITONZDH A TS0 0hF >S540 >h (F/81 ZiE Endpoint Management ADxwy kT — %
BHNE) .

Ffe. A—H—HANNT ZERBERORELE (Active Directory /X277 — R Citrix PIN /23— R, 7> &1 LY
27— R, $86GERHEE (I0S Tid Touch ID) &, BEEDBEPIEEICL >TEAED F I,

B, B ZRDOSNBEREBBZ L FIFICDOVWTEHALE T,
o« TNA ZOBEE: 1—H—id. TN RZBEHTZHBE. Secure Hub THEIZEE T IHENBHD £ T,

e kT OTATBATZAY (BALTIR): TTAIITTFTUNIOA—RDO MDXRU S —HEBMICH>T
W3 &, Endpoint Management @& 51 7>~ b 70/87 « Tnactivity Timer) H'#8E L 9 Inactivity
Timeridg. €F*a7IdYTFEZFERATRITIRTOTIVICEVWT, A =TI 71 ET1 DHEVWRETEA
TEIRAKEZHRL EI,

BEISNEEBRICI-—Y =TT ET DRV, - —EFNIROEX a7 AV TFHICBEREREZBAAN
LARFHIEED £HA. fcr z2IE. Inactivity Timer 0EMEARATIN TV R IBSIF. I—F—HTF N1 XZEL
TZDHZHENTH, FDOI—H—DEDOTNARZEF>TIAVTTFHOBBRBRICT VLA TEHLIETEXE
Ao Inactivity Timer @& & Endpoint Management >V =)L TTVWE T, T7 4L MK 159 T, [
V] ICRESNT T NRO—R L Inactivity Timer A EHEIE. BEEEROSNZ ST UADELITHE
L&,

« Secure Hub 504 >#7: Secure Hub 541 >#4 733, Secure Hub ¥ MDX 77\ @&
FORZABIC. 7FUNZO— RO MDX R > —¥ Inactivity Timer ORETEH SNI@EDIC. /XX O
—RANNZROZ Ay E—IHRRINZ2H. A—HF—IFBANTORBELRHD £7,

e RAA 7 ZAVER: COLFUAFETTVEMD MDX RS —Ic& >TSS TNBZDT. BIOT
TVICOHHETIFEDEY, MDX RV —DRARF 751 VHAMIEZ. 774 T3 HTY, Secure Hub
TT7 IV %A 7534V TRITTEIZRABENEB TS L. 7TV EHEOREBE R S —BHMOLDIC.
Endpoint Management "5 0F v 71 VHRBRBICAD ET, Frv o+ ohfThbnsd L. Secure Hub
TP VDAY ZA VBRSO ENET, MDX 7 FUZERATBFIIC. NXO—REBANATIHEND
D&,

BAT 7S VBT VT« TR —) YU ABMOBRISERLTIRET L,

o TUTq T R—) VA& 77U N Endpoint Management A5 F v o> LT, FFUDO
VIRTATREDEF 2 T 1EE2RTITIAMOIETT, £T7FVE. 7TVORUS—EHDF
TvIL&ET,

o TUOTaTRAR—VIITEAPORY—BHT, RU—DOF v IVHERICTTONZ L. KA 751 V4
Fos1<—mUty bTh. BUATY FETUDRED T,

TOT4TBAR—VVIER. BLUVRKA 751 VHBORBEDOWVWTNICDOWVWTH. Endpoint Management
DBEDF T v oA VICid. TN XICE#% Citrix Gateway b—o > hH 2 ZEHBEBETT, TN RITENSE
Citrix Gateway ~k—2 > % 3158, 77V IE—t)0Flr7% <. Endpoint Management 5L LR > —%
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BEBLEY, 77U TCitrix Gateway b—27 VHUELIBEIF. Secure Hub IZHID B LD, BEERDHZI X vt
—INRRINES,

Android /31 X Tl&. Secure Hub @7 5« EF«EED . BEFERAGTO7 ) EBEO LHICHERTINE
¥, iI0S FN1 X TIE. Secure Hub A*RaTEICRRIN T, BEFERTO 7 S H—EHNICENAE T,

A—H—HERBERZEANNT S . Secure Hub BT 7 FUICRD £F, TDIFHIC. Fv¥ v adIhi Active
Directory BiIBREZHFRI I 2 H. REBFADYI 17> FERBERIPHNIL. I—F—IZ PIN. NZXT—F, £f
SIEBEREZE NI TE X T, €5 THWESIE. Active Directory 0&EKIBEREZ TR TANTIRELNHD £,

A Citrix Gateway R > —T#HBET S & S5I1C. IFT7 U T 774 Citrix Gateway v > 3>, Fflda@slivit
wiayBA LTI RS —ICk D, Citrix ADC b—0 U EMICHRZ e hH D £F, Secure Hub ICBEY
AAVTBRE. TTIDERTERHTIZCHTEET,

+ Citrix Gateway v > 3 >R >—: Citrix Gateway ® 2 20K > —H, I—HF—HRiEERH SN
BIFVAICHELES, JD&SABA. Citrix Gateway K1) > —H' Endpoint Management 1234t
3700, Citrix ADC e DAY S >ty a3 VMBI T 3R ETVET,

-ty aYOEALTIN BESNEEBERICRY FT—0T7 071 ET 4 DRELBVBE.
Endpoint Management @ Citrix ADC £y > 3 >hicnEzd, 774 bE30 9 TY, 772
L. Citrix Gateway 7+ ' —FZFERHLTRU S —ZRET B L. T4 NI 1440 BICHED £T,
HARY FT—IANDBEGIC. BRBRONNZERDZ XAy E—IHREFEINET,

- BEINARZALT Y CORED [F 2] OBEIF. BFINEZ 1 LT7D S OZBEIC. Endpoint
Management @ Citrix ADC £y > 3 VIS hE ¢, @HNAZA LT T FTIE. REINE
FRIc. BRBBROBANDPUETY . ROFAEEIC. HARY FT—IAOBESIC. ERIBROAN
NERDZ Ay E—IHRRINET, 774 ME [F7] TY, 7fZL. Citrix Gateway 7« #
—RZ2EALTRUS—2RETHL. 772 MF 1440 ZICHED FT,

ARiFHROER

HIDEI2a>TiE. EDESBBRICI—HY—DBAZRODSNBZIMNCDOVWTHALE Lo TOEIT 3V TIE
A—HY—DANDBELBERBROBEICOVWTHALE Y, TN R LOBSKEINIT—ZICTIERTBITIE
TEIELTEIAETORENBETT . RYICTNAROOY I Z@FTBICIF. ISV TFoOvo%
RLET, CNHRELTIVTHHBURESNZ . BET7I/ERT3®IC. EAYHZ)IVTHoOv o
ZRRRLEY

7
BEWNRT7 T WS AEIE. MDXToolkit T5w 7 L7 7V LT, ZDHBED MDX Toolkit 1&. 7
TUNZOA=RO MDX RV —DFT 4L b TEMO E F T, Inactivity Timer ANEHEINATULE T,

BRBHROBRZRET 2RNITRDED TY:
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e IV TFOOy VR Active Directory /XX —k( Citrix PIN £fi@/XX3—F, 7> &1
LIXRT—R, TouchID £77 1 > H—=FU >t IDIE. 754XV AVTFHEOYIRBBRT Z1-ODICHE
T,

i0S T. TNARICEBHERT7 U EA VA R—JLLFEIC. Secure Hub 7 I3BEBWRT7 T &
MICAL<HBE,

i0S T. /N1 X BR#HL TH5 Secure Hub <B4

Android T. Secure Hub AT h TLWAWL L FICBEWMKR 77U 2H<IBE

Android T. FN1 XOBEBESOASHDEHT. Secure Hub #BiE2& ¥ 355,

s EAYAUICTFOOY IR £AhYA) YT FoOy VRRICIE. IBEERE (BEINTULBHEE).
Citrix PIN F£7zig/¥2 30— K. Active Directory EIERO VT NHHUBET T,

- Inactivity Timer BRI IN IS, SBENRT7 ) EE IS
- Secure Hub o4 1 > # 7HBICEENKR 77U 2B IES

RORRMPETEEZBEIF. WFhod>rFTroOy J#RICH Active Directory BRIEHRNMBETT:

e A—H—HNI—RL—+rTHVY FECBEEMTOSNINZII-REZEET ZHE

« Citrix PIN: TENABLE_PASSCODE_AUTH1 & & T TENABLE_PASSWORD_CACHING.: =&t 337
HDYUZ1 7> ~T7ONT« % Endpoint Management J> Y —JLTHRE L TWAWESE

o ROKAT NetScaler Gateway v > a vHRT LEBE: £y a>ya A LT b EIEEGINE 21
L7 RS —DR2AI—DEBHHARTINE RO 7NA ATERBHRNAF vy adnTVAHELDA TN
T RICTZAT > MEERED E L,

BAGREID BN REFIC, 7T UDEDBIDICH TS0 VFED RO SNIHAE. - — 3B eERL T 1>
AYTEET, 2L, ¥HTSecure Hub icH 1> 1> LD, TNARZ2BREE LD T3HEICIE. PIN ZAN
NIBZBELBD E9, BOERHEDEMHICDOWTEFL < IE. MEAERIEE721E Touch ID FB5E) 28R L T2
(A

RO7O—=F v — hd. BABROANEZRDSNI-E T COBRBEEZNATIHHAMTZHOTO-TT,
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Secure Hub

When do users see an
authentication prompt?

Starts when....

I
J l

o e || Qrinesunencation-prmay
7 N (initial) container unlock is required
required

| |

Triggered by Maximum Offline Period MDX
Triggered by client property policy or NetScaler Gateway Session .
setting for the inactivity timer: expiration/forced timeout (check-in with vxaei;,t(acgﬁscegtg&?y
(idle use in apps that use the XenMobile to refresh policies through e g Y
container) Worx Home and check on the NetScaler g
Gateway token)

NetScaler Gateway
Session time-out
policy - Inactivity

timer elapses

NetScaler Gateway
Session forced time-
out policy elapses™

Max Offline Period

{

MDX policy expires.
Reauthentication is required when users do the following:
» Openan managed app after the inactivity timer expires
(secondary container unlock) . _
* When signing off Worx Home and then opening a managed NetScaI@ilrtokentlsrmvatl!dtbe?use
app (primary and secondary container unlock)? session time-out (inactivity) timer

elapsed or was forced to elapse
Is the App Passcode

policy set to ON
(default)?

Device flips to Worx Home and
users must authenticate to the
NetScaler Gateway.

Does the user have cached
Active Directory with Worx
PIN credentials or client
certificate?

No need to unlock
the secondary
container

Is Touch ID (i0S)
configured?
Users can entera | | 815 Must enter

Worx PIN or their Active

Jsscode Directory

p credentials

Users can entera Us\e{;s car;lintera
Touch ID (i0S) orx PIN or
passcode

1 1f you set the session forced time-out policy to a lower value than for the inactivity ime-out policy, the forced time-out palicy
overrides the inactivity time-out palicy.

2 To see how these situations differ for i05 and Android devices, see the Credential Types section in Authentication Prompt
Scenarios in the Citrix documentation,

Secure Hub oE@EYIODEZICDWVWT

COIENMEEITANIRRELTIE. 7F7UH5 Secure Hub ADYIDEZ . TTOT7 TUADTID EZHNKBER
BEahBIFenEd, BEI’TDEDLZ Y. A—HF—0OEBHIVERBHNARIINET, COrE. REIIRE
HDEEA, CORRBPELZDIE. BART TS0 VHBET I T 1 THAKR—1 VI EHATEE S - Endpoint
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Management 5D F = v ¥ 1 >#%IZ. Endpoint Management #. Secure Hub IZ& 3 F N1 ZAD T v
1BHARER, RUS—DOFHEZRELIBEETY,

FNARDINZAO—RICEITZ/NZ2O— RoE#S (Android 12 LIf%)

NRXOA—ROEMIIE. hREZLONZAT—REGLIDHBEINE T, NXDA—ROEMRIDLANILIZ. BRIESE
INFLRILDL1DTY, LIh>T. TVRIA—HF—FEHEITDOLARILDMBEVWNNRT—REZRETTEFHA,

Android 12 LD T N1 ZAD/NZAA— ROEME S IZIRDEED TY:

e NZAOA—FORMEZERTS: DAZLONIAT—REHTIIBRL, TV R IT4+—LICE>TERINSE
BHIDLARILDNRT—RPBETY, Android 12 LIFET Secure Hub 22.9 LIBE%FEBL TV TN
ZDHIR,

« WHIDLANI: BHEEINLNRIT—ROEEIDOLAIL,

BL: NAT—RREBEHD FH A,
|: NRT—=RIZRDBEDHD FT:
* NEZ—>
* PIN (4 2l ED¥F)
F: RRT—RRROBENHD F7:
* BEDIRLONF (4444) F£1-RIBELCEODOXF (1234) TIEAHEWPIN & &84 20HF
* ANXFUEDOTILT 7Ry
* 4 XXFP EDOREF
B NRT—RRROBEDHD F7:
* ZDIRLOXF (4444) FHIFIBELHDOXF (1234) TIEHRWPIN . RIE 8 20#F
* 6NFUEDTILT 7Ry
* 6 XFULEORKF

« BYOD #N\1A ZDBE. RINXFH. HENXTF. EERE. #MRAA 0/ 0— R&EIF. Android
12 UETIFERATEZFtA. KDDIC/NRI—ROEMIEFBAL T L,

c FERTOT77AIILDNROA— ROBEHIHEMICHR > TVEHEIF. TN ZRAO/NNRO— ROEHS
HBEMCTIBELRDHD 7,

#£ L <&, Citrix Endpoint Management @ K+ 2 X > k@ TAndroid Enterprise ®:&E1 28BL T T

LYo

KEBRBRZERB LT N1 XDER

November 21, 2020

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 45
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Secure Hub

IREBRBRICE > T ENAUTNA RTEABI—Y RN ESNE T, BERBERIF. AN—FH—FH5
KELTZHDT, A—RORDDICENAILTNAZAOFICEELFF T, AY¥— bAH— K& Personal Identity
Verification (PIV) #1— K %713 Common Access Card (CAC) T3,

REEKBRIZ. UPN Hro1—H—#BF2 AT FRMAE TY, Endpoint Management (3. &gERZO
NAHA =D 5B LEREREZT N ZDRLBIVTH—ICRELE T,

Endpoint Management Tlid. i0S 7\ ZDBEFITREEKBERZEATT £9, Endpoint Management =
IREBRBIRAICHBR LIBE. I0S TN ROERBHERCMOBRE—FRIYR—FENEHA, LELRAL

Endpoint Management # —/\—% /A L T. BRIBFRARCHOERE— FTAndroid 7NN XZ2&BI3 L
IITEET.

IREBRIBRZERT3HBE50T /N1 RBRFIR

BRIBICE. TRy FICMODRIISNAY— b A— R =4 —l21—HF—DEEOH— FZEAT ZHEN
HHET,

1. REERBRIONTCHZ—D5 Secure Hub e 77V AV A r—=ILLET, ZOFITIE ID 7ANAE—
7 7Ul%. Intercede MyID Identity Agent T3,
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Secure Hub

+ | — £

FaceTime Calculator Podcasts Watch

*G
m®0

=

Extras GoToMeeting TestFlight * MylD for Citrix

&

cimryx

Secure Hub

2. Secure Hub 28 L £3, 7OV 7 rHRIIN 5. Endpoint Management O e &8 K X1 >
% (FQDN) #AALT Al 201U w2 L%J, Secure Hub ADEENFB TN £ 9, Endpoint
Management TIREEEBERO T R— b Th3HE. Secure Hub 5 Citrix PIN Z1E T 5 & 5 IC3K&
S5NEY,
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Secure Hub

ciTRIX

Secure Hub

Please enter the credentials
provided by your organization.

com

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Secure Hub

9:41 AM 100% I +

citrRIX
Secure Hub

se enter the credentials
d by your arganization,

Enroll Your iPhone

Enrolling secures your IPhone and your work

apps. Do you want to enrall your device?

Yes, Enroll

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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ciTrRIX

Secure Hub

Create a Citrix PIN to simplify
signing on.

GHI JEL MMNO
/ 8 9
PORS TUV WXEYZ

3. BRI TRAY—MERBRET VT THLET, TSy aBEEICHEVT. QRI-—FOIXF v %

RHZ IOV T AHBRFEINET,
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Scan the QR code
displayed on the kiosk

4. FRUMYTICRODRITFENTRAR— b A—RU =L =L, h—RZHEALET, TRI MY TOTTVICE
>TQRI—FHIRTEIN. ENAMIUTNARZFERALTI-RZRF vV T35L5KROS5NET,
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Secure Hub

Please Wait

Collecting your identity

7Oy 7 hHREFINT=5. Secure Hub ® PIN #EANALZE T,
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Secure Hub

citrix

Secure Hub

Create a Citrix PIN to simplify
signing on.

GHI JEL MMGO
7/ 8 9
PORS TUV WXYZ
0 & |

PIN osR:E#IC. Secure Hub IC& > TREAEN Y U O—RENE Y, BEITOVT MR- TERZRTIEE
EE

Endpoint Management 2>V =L TF /N1 XBERERTT BICId. ROVWThOERITLET:

o [BE] > [TNA1R] DIREICBEL. IRV RRYIXERTIBDTNAXZRIRLEY, [FERT] 27
v LET,
o [9MR] >[4y aR—FR] OIRICEEILEY,

Citrix Endpoint Management >V — /L ZFERH LY FDER

February 27,2024

BEZIF. BBEETE—RPR2BRICEESINTVLBTNTIXD Secure Hub 1 > 1 o R—STe Y b EEBRTE F
To ROVWTNHDHETEY N EBRTEET !
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Secure Hub

s EVFETHFRAMLLTENRT S
s WebR—J DU ERBHLIEEY FOTFI N EERT S

EYhETFRXMELTHERT S

EYRDTFI BRI BICIE. ROFIEZEITLET:

1. Citrix Endpoint Management O>V —JLICEBREERBREGEAL T >T1 Y LET,
2. [&%] > (507> 7ONRT«] 1L T, [Add New Client Property] #21v oL %7,
3.[%—] rAOYTIETVVR DS, [hREZLE—] ZEIRLET,

4, [¥#—] 7« —JLRiZ. enrollment.twofactor.token.hint x¥ AL %7,

(&3]

Y= 2EBRFBHADPIN ZRBDIFBR N TEZELSHAIRLET,
6. [&#i] 7« —JLRIC. enrollment.twofactor.token.hint ¥ AL £,

7. [EHBA] 7 —IJLRIC. BRLEEY MCBEALTSHROBEICRZESHRAX Y REANNTEET,

Add New Client Property

Key Custom Key
Key enrollment.twofactor. token hint
Value Please check your mail for security token/PIN
Name enrollment.twofactor.token.hint
Description Please check your mail for security token/PIN. This is where to get your security token/PIN

8. rRE] 20V wILET,

BEZRTIBE. EXFDTFRIMYA VA UR—JICRRETINET,

citrix ‘ Secure Hub

Please enter the credentials provided by your
organization.

[ Prease check your mail for security token/PIN

Privacy Policy

. ME] 7o —=ILRICIE. YAV oR=JICEV RELTRRINDTFRMEANNTEE T, BV M. 21—
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Web X—20U Yo %EB&H#LIEY FDOTF I MZERT S

PINADT7 I XICEET 2 MEREST Web R—CU 2R TSI £, BH5. EXRDTFXFIFTWebR—2 D
Dy NAN—D)Y I LTHEELET, A—HF—HBHr>oa1oR—Joe>r bEIUwoF 32, Secure Hub
IHBEHAAB TSI -, BEICERINTVWS Web R—JICBFHL T,

Web R—=JDU > U %ERLTEY FOTFR BRI BICIE. £ TEY b2 TF X LTHERI OREET
MBATNTUVWBESIC. EYROTFI N ZEBHTIBEDHDEY, BT LS. ROFIEICEAFT:

1.

2.

3.

Citrix Endpoint Management J> YV —LICEBREERBEREERALTH1>1 > LT,

(] > [v507>+7ONRT1] IZ#EBL T, [Add New Client Property] #21v oL %79,
[F—] FOYTEIVUR DS, [BRZLF—] ZBIRLET,

[¥—] 7« —JLRrIZ. enrollment.twofactor.token.hint.url L ASLF7,

[f&] 71 —JLRIC. 8L Web =D URLEZANALF T,

[&&0] 7« —JLRIC. enter enrollment.twofactor.token.hint.url ¥t AXAL £,

. [BHEA] 7 —ILRIC. BRLIEEY MIBELTSEDBEIIRZLSABOA Y M EANITEET,

pE

A—H—HPAEe>rDI>I%IV v I TRL, BHRAHTZTHF—IC Web R—IHRRINE T,

Settings ~ Client Properties = Add New Client Property

Add New Client Property

Key Custom Key -
Key enrollment.twofactor.token.hint.url
Value https://www.citrix.com/contact/
Name enrollment.twofactor.token.hint.url
Description https://www.citrix.com/contact/

8. rE] 20w I L&Y,

BRERTTRL. EYPOTEIREWeb R—TJ DU T eHICHA V1Y R—JIZRRINET,


https://docs.citrix.com/ja-jp/citrix-secure-hub/configure-hint-cem#configure-hint-as-text

Secure Hub

citnx | Secure Hub

Please enter the credentials provided by your
organization.

pray

O »

| Where to get your enrollment token?

Privacy Policy

As required
data collec

le policy, we do not share
Irs

with any third p
for any reason
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