Cifrix.

VA TT a4 TRt —EX

Machine translated content

Disclaimer

COAVTVYDERB/N— I VIFEREBTREINTUL XY, Cloud Software Group RF a2 X +D
A>TV D—EIE. BEROFEMDAZBENE L THMEIBRISNTUWE I, Cloud Software Group (&
WHERRSNIOY T OV EZBELTULWAVLE®D. 2D FEELBR. FEYGHEENEFNI5E
AHDET, BEOEXHNSUMSEADERICOVT., BE. SEM. B, FEMY. £3sE0
@ Cloud Software Group MR F T IE T —EXCHWWEIRRS NI TV OBEESHICEAT 2 ReE. %
HIB371 Y ARNEFIET—E IFARL. b3 LV Cloud Software Group £ D E DM T RTD
HNICEDIRMUINZIFIA. BLUVERBEFLIEIT—ERDORF a2 XY e O—RICET B FREIL. BE
THHMERTHHIZBDOT. DHB2RFa XY FOEEERINCERICITEBRAINZVDHDLE LFT,
WWEIRRI N> T Y OERICER T 218E £ 72 (EMREIC DWW T. Cloud Software Group IFEEZ &
HbEVWHDELET,

Citrix Product Documentation | https://docs.citrix.com June 21, 2024


https://docs.citrix.com

TEATT4 TRAT—ER

Contents

DJy—XR/—F 2
TRATT 1 TR —EXDRE 3
BET 574 T T 1 TBARE 15
IYVRAVADT « AV BEER 32
TETT 4 TRADEED S TN a—FTa 27 34
TRETT 4 TRAEFERLIEAY— 7 IER 40
PADVTENTF—IVADHA RS> 52
T—AHANFTVR 53
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 1



TEATT4 TRAT—ER

- /—=k

June 19, 2024

THATT4 TR U —R /) —k~iE. NetScaler V) —X/— kDY Ty b TY, 7 TT1 TR CHEDS
ZixlE. NetScaler VU —2/ —r%&ERL T PHATT0 TR —E RDMBESEK. BESNI-RE. BLUE
HMOMBEICDWTHR T AHNELRHD £,

e

CORFaXYrDOHEMIE Y—EXRORET7Y TSI L—FRHZRLTWET,
16 Jan 2024
Hrigae

o VETITFaTREAVREZVADEET Y UL —R

TETT 4 TRIAA Y RE 2 RE CTX584986THBATNTWAEFa U T MEFEHICHLTZEIL R 14.1~
1235 LREICBEMNICT v 7L —REh&ET,

26 Sep 2023

ikee

o VHATT 4 THAA VY READBEEBT Y TSI L—R

TR TT 4 TREA 2V REZ > RIE. CTXET9459THBINTWS X2 ) T MEFEEICTL TS EIL K 14.1~8.50
RBICBE#NICT vy I L—RINnEd,

202347 H18H

FieE

. 7@77__’(7DIL.DIE’(/Z§/Z®E§JJ /77'/ N

TEATT 1 TRAA Y RZ Y RUE. CTX561482ICBEEINTVBEFa )T+ DRESHFMEICHLITBEIL KR 13.1-
49.101 LFFICBERICT v ST L—REINFET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 2


https://docs.netscaler.com/ja-jp/citrix-adc/current-release/citrix-adc-release-notes
https://support.citrix.com/article/CTX584986
https://support.citrix.com/article/CTX579459
https://support.citrix.com/article/CTX561482

TEATT4 TRAT—ER

2023545 28H
Hikee

s O—RNZY>>JIZ&% LDAP & LDAPS O R—+

Citrix 7H 77« THEEA > A2 > R BEDBIREY —/N—%2EHLTLDAP & LDAPS 24 R—rL &
To FMHICDWVWTIE. TLDAP & LDAPS &7 #EEDH) ZEBLTLIZT L,

[AAUTH-2067]
e NwZIIYRAD £/l RADIUS H—N—DT TRy & UV —ZXDIFROIT Y E T

BEEIZ. NvIITYROAD 5LV RADIUS H—N—ICT7 IR TB3-HDARIRZBIRTETE T, 40
ICDWTd, T74 754 TR 70 a =>4 ) #8BLTLETL,
fRREINI-RE

* ﬁﬁ 7T‘f 7 IL\DIEFEL&-*%E}ZS*LTCZ.?_ f*77t’27ﬁU o= OAUth uluu]-.E—J_‘U v b‘ Netscaler GUI ‘k—ﬁ
bFErHA.

[AAUTH-68]
EXEN D RSRE
o PHATT 4 THIA 2V RA2YADHEE. LDAP 7O7 7))L (NetScaler 82 GUI) o MEHmT I b 7>

aVEFEALTEGEER TS, LDAP b —N—IC7 02X TERWEETH. LDAP H—N—ICT7 01X
AEr RO CRIRINE T,

[AAUTH-2111]

TR TT 1 TR —E X D5

K3
it

June 19, 2024

THTT 1 TR —EXDREICIE. ROKEDBFIEBHNEENET,

1. 797’7__’( 7DLDE%7DE/3 _/7
TRATT 1 TRER) > —%HERT S
3. Workspace 074 77« TRt =BT S

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 3


https://docs.citrix.com/ja-jp/adaptive-authentication/related-adaptive-authentication-configurations.html#sample-ldap-and-ldaps-load-balancing-configuration
https://docs.citrix.com/ja-jp/adaptive-authentication/configure-the-adaptive-authentication-service.html#step-1-provision-adaptive-authentication
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/configure-the-adaptive-authentication-service.html#step-1-provision-adaptive-authentication
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/configure-the-adaptive-authentication-service.html#step-2-configure-adaptive-authentication-policies
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/configure-the-adaptive-authentication-service.html#step-3-enable-adaptive-authentication-for-workspace

.79707_‘(7 D.L—t-lj- EX

ElEats

o PEATT 4 TRt > A2 AD FQDN #F8 L £9, fcr xid aauth.xyz.com. xyz.com gt
DRAXAVTHZDERELEFT. COFQDNIF. CORFaAXYMTRETETT71 TR —E X FQDN &
FiEh, 1 V222070 a = JBICERINET, FQDN % IdP (REY—N—DNXT Uy I IP 7
RLZRICRYEYILET, COIPT7RLRIE [H#AED7Yy O] X7y 7TcsOEYa=>yI Lk
BICBIEINE T,

+ aauth.xyz.com QHEFAEZ NF L £, sEBHZICIEZ SAN BENEENTLIRERH D £3, TIUID
5. iLFAZEIEZRIIFIFoNEEA.

s PHTT 4 TR Ul SEEABNY FILOTy FO—REFR-—FLTVWEEA. REHBEEEY>ITS
ICiE, THRGEEAZ OFREl 28R LTS

o 7> 7L X X0 AD/RADIUS #5105 2 T2 BIRL £ 9. RD2D2DF T 3 V%= FEATEET, 74
T2 —DFEAREZEEAVGEIF. ORI ZEHRI1 T2FERBLET,

- Citrix Cloud Connector -z¥4Hic > WL Tid. Citrix Cloud Connectory #8BLTL TV
- AzureVNet 71U >4 -##4AIcDWTIE. TAzureVNet E7 ) Vo #FER LA > T L = AR —
N=ADEFDEY FT7v 7] ZBBEBELTLIEITV

o BALRX1—%EBBTZDIC. Ry FT—=0210L7OR3JL (NTP) 5—N—%BHL £, F4ICD
WTlE. T 27 La00v 0%y hT—0 LD —N—CvEETE3H%] 28BLTLEIL

ATEE

o Citrix Tld. 7H T 71 TREE1 > X2 > ZUIZxt L T clear config #RfTL70. MHAZEEL LT 1 v
2 ZAAGE= DR (AAuthAutoConfig #Y) ZXBLID LAVWI L EZHEOLET, JhiLh. 74
TT71 TR OEELRIIN. A —T IR EEZZITET, @ETIH—DFEIF. BYOED 3
Z2J%T52LTY,

o 7RATT 14 TEBEEA VA A 2 RUTIE SNIP R DD IL— FZBIMLAEWVWTL 7230,

s EEID AIRTVNXFTHRWEE, I—H—REEIFERELET, IDZITARTAXFICERL, O Y
kKset cloud parameter -customerID <all_lowercase_customerid>%=fHL
T NetScaler 1 > X2V RIZHRETET £ 9,

« Citrix Workspace # 7z Citrix Secure Private Access #—E R IZ# 8% nFactor B/ i&. BEEH 1R
AR THEER TS CICA>TVWBH—DERTY, REDL 3. NetScaler iZid, BBBENINSD
BEZTOS BT F v IRETRHD FHA.

e TRTDARZLERIE. TETT4 TBEA Y AEZ Y ATHEETSO TR AL, A—H—01>F2—T 11X
TIIS5CLZzBEHLET, CNUF. T VRXEZVRICMASNIEEENI—H—oa >4 —T 21 A BEIRAHEA
TNBRVED. BEIKRDNBZTHTT,

o VAT TRIAAVAEVRESVALBERTMELRIZTYFIL—RLBVWTLEIV, IRTOT Y
72 L—Ri& CitrixCloud IC&k > TEEBIN 7,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 4


https://docs.citrix.com/en-us/citrix-gateway/current-release/install-citrix-gateway/certificate-management-on-citrix-gateway/configure-intermediate-certificate.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication-service.html#set-up-connectivity-to-on-premises-authentication-servers-using-azure-vnet-peering
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication-service.html#set-up-connectivity-to-on-premises-authentication-servers-using-azure-vnet-peering
https://docs.citrix.com/ja-jp/citrix-adc/current-release/system/basic-operations.html#how-to-synchronize-system-clock-with-servers-on-the-network

TEATT4 TRAT—ER

Windows X— 2 @ Cloud Connector ®&#hHHR—rThTVWET, TDU ) —XTIE. Connector
Appliance I3t R— I TVEH Ao

Citrix Cloud 0BEEDHFHT. Azure AD (£7IZZDMODRBHESE) 2T TICHEBELTWBIEE. 747
T« 7L (Device Posture Fxw 7R Y) ICHIDBEXBICIE. RBIEFEL LTTH T 7+ TRIEZER
L PET T4 TBEAA VR AV ATRAR) S — BRI IBELRH D £9, s#L <& Citrix Cloud %=
Azure AD (CH#5i 9 21 ZBRLTLIET W,

RADIUS H—N—0DORBHETIF. IRTOIAXIH + TZARXR—=KIPF7FLZX%Z RADIUS H—N"N—R®D
RADIUS 517> e LTEMLET,

WEDY U—XTIE. MO ADM T—I x> ddsFaahTWAL e, Citrix Analytics (CAS) dHR
—rIATVEEA.

NetScaler Application Delivery Management #—E Xid. 74 F T+ TRHIEA Y ZAEZVRDNY I T
TEPRELEFT, ADM SNy o7y TEMET3ICIE. ADMY—ERZF > R—FT1>J LET, 4
DWW TERON Y I 7y FriEml #BRBLTLLIEIW, Citrixid. 7HA 77+ TR —EZXD SNy
7w TERATRINICIREBLERA. BEHEIE. BEBIISLT. 7V Tr—> a3 VBRETEY—EXHS5EBRO
NV ITy TEBBRENHD FT,

BEOEyY b7y 7TTOFOARESNTWVBRHAE. THATT TR Y AZ VRIS R ERUTSE
FtHA. EDD. THETTr TRIAD TOF B EEMCTI L2 HEDLET,

SAML A DY — RN—T 1B —EXZFRALTVWBRHEE. TRTOIL—LDBROD SRV R K
MIZeDHDET, TDD. INRTODIL—LIZEERTZICIFE. NOAUTH B 0EER% 2 ERFTHE
RICEMTZ _czbedLET,

BEOREFIITNYIOTLARILZENOEFICL. BDERBSICOAEMNCTILEHEHHLET, T
Ny ZAgdLRNILDBEICESICE>TWS e, BB CPU ILZKRABEBEIIMNDET, ChIZED. 577
yIBEENEWVWESICVRATLNI Sy 2T 3NN HD £79, FLCIE. CTX2229452 8B LT
TL,

THTT 1 TR —EXDERFE

79\77__‘(7WUUEO>:L Y—aA 2 Z—=T A AT IERT B

TETT4 TREA—Y—A 2 Z—T A RUIF. ROVWTNDDHFETTIERTEET,

URL https://adaptive-authentication.cloud.comZF&TAH L £ 7,
RifEmREEALTAS > L. BEBEZERLEY,

SREEICRRINT B A TT 4 TR A - —1 V2 —T A RICVEAAL I FINET,

Frld

« [Citrix Cloud] > [ID £t 7/t X EHE] ICBEL £ 7,
. I—EZ,JQIEJ gj@ [7&77"( 71:\1qu:| GN émgua?x a—%z7v) /7 L. [ EE] %lgiRLi?o

THATT TRAOA—H—( > 2 —T 1 ADRREINET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.


https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html#connect-citrix-cloud-to-azure-ad
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html#connect-citrix-cloud-to-azure-ad
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication-service.html#config-backup-and-restore
https://support.citrix.com/article/CTX222945/how-to-enable-debug-log-level-for-syslog-events-on-the-netscaler
https://adaptive-authentication.cloud.com

TEATT4 TRAT—ER

ROBE THTT« TBADERICEET ZFIEZRLTVE T,

Adaptive Authentication

Complete these tasks to prepare and deploy Adaptive Authentication. About Adaptive Authentication:

(1) Provision Adaptive Authentication instances
" Provision Adaptive 1 p with your on-p netwark ((?)) @

Complete this step before proceeding to the next step

Connect Configure Enable

[ Provision ] Adaptive Auth policies Adaptive Auth

. 3 o . sz

(2 Configure authentication policies ey
Greate and apply policies for authentication, conditional access, device posture, and mare using the management cansole With the Adaptive sorvice, youcan jcate Workspace T —
Complete this step before proceeding to the next step policies far eonltianal . o | acosss. Thess poli ! i

such as device posture and netwark lacation to allow only authorized users ta signin to Workspace.
You can also connect ta your existing hosted identity pravider an-premises or in a public cloud. learn

more

@

: Enable Adaptive Authentication for Workspace

Select Adaptive your preferred method for signing in to Citrix Workspace.

Complete this step before proceeding to the next step

Take me to in Workspace C: ]

(4) Connect an identity provider to access its user directory

Make sure the identity provider of the directary you wish to access for user lookup and resource assignment is connected.

X?‘yjl ng‘f 7‘wqu%jD S \/7\3_5

BE:
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Podio 7 #—LICERANTBHENRBHD 9, TD%E. Citrix 7E T T4 TRBIEF— LS. 7R T T+« TRIEEA
VRAVZOTOAES I = I EBMICLEY,

Cloud service from Citrix for Adaptive MFA

Thank you for your intep ptive Authentication Service . To enable the service

Kindly provide your det I we will enable it for you! @

About Adaptive Authenticatios

o 1 you st purchased Adaptive Authentication and are still seeing thes
page. you might need 10 refresh the page

(V) @ « [T N —— -
Connect o Contewe Enable TSR ———
Adaptive Auth policies Adagtive Auth o s -t  Castng bownd bty pren i o0 premu:
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Provision Adaptive Authentication X
Overview Provision
Select your preferred connection for adaptive authentication.
Provision

® Citrix Cloud Connector
Use this option if you want to connect to your on-premises authentication servers using Citrix Cloud Connector.

Console access
Upload Certificate
() Azure VNet peering

Allowed IP addresses " Use this option if you want to connect to your on-premises authentication srvers using Azure VNet peering.

Manage Connectivity
@ ' you don't want data center reachability please use Citrix Cloud Connector

| understand that | can't change the connection type after provisioning is complete. If | need to change this connection later, | must deprovision it.

Provision

Citrix Cloud Connector # @54y L TEMMT 3ICI3:

UTOFIEZRITLET,

« Citrix Cloud Connector + 7> 3> %#BRL. IV RI—HB -84 FTv IRy I IZERLZ

ER

o [FOEYaz=VHlEOUwILET, FOET a0ty 7y FICIERA 30 b hB3I5EH
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Provision Adaptive Authentication X
Overview Console access
Enter the credentials you want to use for accessing the management console of Adaptive Authentication. You can use the management console to create policies for authentication, conditional access, and device posture.
Provision
User name
Console access citrixadmin ‘
Upload Certificate A\ Username can't be changed after saving.
Password
Allowed IP addresses [
Manage Connectivity
Confirm password
@ Provisioning was successful X

4. 7T T« TEAY—ERXD FQDN ZEML. SEAEL F—DRT7ZT7 v 7O—FLE T,

NTV Y OICT O RATRBBAY —N—ICW L T BRLITH T 70 TRAT—E XD FQDN ZAN¥
BPHENHDEY, ZDFQDN BFRICHERFIETRITNIZAD ZEA.

a) [EEBAZED 7y 7O— R BET. 74 7T+« IRBAEBICFHLI FQDNZANAL X,

b) GEFRENEEEERLE T,

o« VETTF4 TRIEHY—ERE 1V REZYADTAEY 3= JBIC PFX. PEM. DER 2+ 70
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Provision Adaptive Authentication

Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificate and key from a trusted Certificate Authority (CA). Ensure
that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

Overview

Provision

FQDN

Console access
e

Upload Certificate

Allowed 1P addresses @ Ptease add DNS mapping for the FQDN to the public IP i 154 441 1as

Manage Connectivity Select the type of certificate you will upload:

[ PFX (Personal Exchange Format) NV ‘
Certificate

Certificate name

nssvctesting.pfx W
Password

@ User successfully added X

5 GRECF¥ -7y IO—FLET,

CNT. PEATT1 TRHEAVRE2VIDID LV T I/ ERABEEBY —ERICELRSNE L P TT0 T
FBHERED AT — AN [BGEH] L RTRINET,
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« |dentity and Access Management

Authentication  Administrators APl Access Domains  Recovery

St up the various ways you need your Citrix Cloud and Citrix 5t to sign in.
Citrix Identit

! = # Connected

Adrmin Sign-in URL: https:/feitrix.cloud.com
Azure Active Directory Not Connectad
Active Directory Not Connected
Active Directory + Token Not Connectad
Citrix Gateway @ Connected
Okta Not Connected
SAML20 Not Connected
Adaptive Authentication ® Connected

6. PATT 4 JRAER I VY =TI RTBDDIPTRLAZRELXT,

a) [HFFTENEIP7RLR]EET. 1 YREVATLIC. BEIP7RELRELTNATUYIIPTRL
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x9,
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Provision Adaptive Authentication X

Overview Allowed Public source IPv4 address
You can enter up to 5 public source IPv4 addresses from where management console of adaptive authentication can be accessed.

Provision
Enter IPv4 address ‘
Console access L

Upload Certificate IPv4 address

Allowed IP addresses mf

Manage Connectivity

7. A 28GR T2EALTWVW3IESI. AD £7B RADIUS H—N—IC7 /£ XTEB Y —XDHFA
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PEELFEL
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¢ RFC1918IP 7 RLAH TRy hDADHFAITNE T,
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e EECr Y TRy b UY—=20O07—>3 I vEYIDEIZ 10 ICHETNTVWE T,

o BHOY TRy bE1DD)Y—RDIBFRICIVEV T TEET,

e ALY TRy MIBEELLEIY MUIEHFITINEE A,

e XY NIV MNUZEHTSICIE. BEFEOIY MU EHBRLTHSERLED,

o UV —XDBFRDBHEEELIDHIBRLIED T3BE1F. BT T7E ST« IRAEL—H—1 V4
—71—20 EHEE) BEHISIY M) EHIBRLTLIEEL,

e MO CLI OV REFALTIYY —RDBMAIYYEYJICMASNIEEEIE, A—F—01>2—7
1R (FH 7T+ 7L Provisioning > #5iE1E) A5y athicEBIC&>TEEST

nxd,
- set cloudtunnel parameter -subnetResourcelLocationMappings
- set policy expression aauth_allow_rfcl1918_subnets
<>
- set policy expression aauth_Llisten_policy_exp <>
Provision Adaptive Authentication X
Overview Add AD/RADIUS server subnet to resource location mapping
You can enter up to 10 subnet to resource location mappings.
Provision
Subne Select Resource Location A4

Console access - ' ‘ [ ' ! ‘ m
Upload Certificate Use any available resource location for remaining subnets

Subnet Resource Location

Allowed IP addresses
AWS-USA-West W

Manage Connectivity Azure -Europe -North W

Save Changes

TH T+ TERHED Provisioning 5T LE LT

ATV T2 TETT 4 THER) S —%H8RT B

TAT T4 TREEA 2RIV RTEEGTT B4
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.79 70T‘f 7DIL'\D H—EX

IO aZyi%. PR TTa JRBEBIEIP PRLRICEETIVEATEET, 7477« JRIAERIV Y —IL
IClx. FQDN £#13 7S5/ VIP 7RLRZFEHLTT7 IR TEXS,

HE:

s BHUAMtEY F Ty T TIE. AR7OEIO—RE LT, idAEHEPINET., 207 BFTT1IL
RAO—REAZEZFEAL T ZTL

o /J—RIXICEHBDIRENMNELRLZGIF. BHHINEVERED 7 A ILA—ICHBEE T 71l ¥ —%
7y 7O—RL (fz& Z I, NSConfig/SSL F4 LI RIIZBID T LA — (nosync_cert) #{ER L %
T). TOHMBAEEE ./ — RIS 7y ZFO—RLZET,

-79707_47;\&,\:: EE]\/\/_)LLCTQ'IZXLi—a_o

« FQDN 2R L TT7 A 77« JRAER >V -7 72X T 3IC1E. TADCER Ul 77 2FH® SSL ©
®El 2BRLTCES
o 75’(7U7F|/Z%ﬁ%l/17ﬁ77_—’f 7nlL,\uE‘!k— 7‘&2?’51:&3\ ﬁ'\@ﬁ%fﬁ’&ﬁb\i?o

1. GUID [BIHERUS—DRBE]| 7> avh e PS4V IPT7RLREZIE—L. FSUHFTIP 7R
LRICT7I2ERALET,

2. 7O aZ IR ANN LICREEER =R L TOJ1> LE Y,
3. #HAT] 2oV v I LED,

CilriX. ADC AZURE AA (100)

Dashboard Configuration Reporting Documentation Downloads

Welcomel!

Use this wizard for initial configuration of your Citrix ADC virtual appliance. To configure or to change a previously configured setting, click each of the sections below. If a parameter has
skip this section.

Citrix ADC IP Address

o IP address at which you access the Citrix ADC for configuration, monitoring, and other management tasks

a Citrix ADC IP Address Netmask

255.255.255.0

Subnet IP Address

y Specify an IP address for your Citrix ADC to communicate with the backend servers.
e Subnet IP Address

Not configured

>EFXa)T4>AAA-T TV T—23 Y I T0 v > RET—NICFES—FLTTTE W,

>
%&ﬁ

5 FEERU S —ZEBMLET, TEIELI—XT—RIZDWVWTIE, FREEREDH ZBRBLTIIESIL,
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https://docs.citrix.com/ja-jp/citrix-adc/current-release/ssl/config-ssloffloading.html#configure-ssl-for-adc-admin-ui-access
https://docs.citrix.com/ja-jp/citrix-adc/current-release/ssl/config-ssloffloading.html#configure-ssl-for-adc-admin-ui-access
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#sample-authentication-configurations

TR TIT4 TR —EX

pa

IP7RLREFBERALTCTE T4 TR VRV RCT IV ERTZCIIBERETERVED. Z<DT 5D
HFIIBEEEZRRLTT7I7ERE2TOY I LET, tF¥aUT70 LOEERZEBITZ LD, 74 TT 1 TRAEE
Y —=ILIZIEFQDN #EBLT7 V2R 932 H8H L £9, Adaptive Authentication EBa> Vv
—JLA®D FQDN 2FH L. 754X USIUVLHVZVDERIP 7PRLRICRVEY T TEIHELNHD £,

e zE PATT 4 TREEA VX2V ZAD P £1192.0.2.0 T. £AYH U IP A 192.2.2.2 DFE:

+ primary.domain.com {% 192.0.2.0 Xy E>Y I TEFET
« secondary.domain.com (£ 192.2.2.2 ICXvEY I TEET

27 v 7 3: Workspace D74 771 TRIAZEMICT S

JOEYaZyIhRT Lic5. [Workspace 074 77« JRiA=BICT ] 2o a>o [* Guk]z=o0
w2 LT, Workspace OBsE=EICTIET **,

o Adaptive Authentication is now connected

AQapuve Aulnenucauon

Complete these tasks to prepare and deploy Adaptive Authentication.

(1) Provision Adaptive Authentication instances
Provision Adaptive Authentication instances and configure a with your on-premises network.
Complete this step before proceeding to the next step

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step
Access the Adaptive Authentication management console by visiting 20.106.227.13 (Primary). You can also add DNS entries for 20.106.227.13 (Primary) and 20.127.209.21 (Secondary) and access the

management console using FQDN.
Since primary instance may change, Click here to refresh the instance IPs.

(3) Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred method for signing In to Citrix Workspace.
Complete this step before proceeding to the next step.

@ Connect an identity provider to access its user directory

Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Take me to identity and access

e

INT, 77T TRADEEIFTRT T 7T—IRR—IXAURLIZTIERT B, 7H T T« TR
FQDN ICUAA LY FSNBBELNHD X7,

RESE 3k

 FQDN Zz#&9 3
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#edit-an-fqdn

TEATT4 TRAT—ER

» Adaptive Authentication 1 > 24> 207 v 7J L —RERT7Pa—-ILT3

o PRATT A TRIA VARV ADTOAEY 3 Z VI % BT 3

e F—hIUITANDRERT VL AZAREICT S

o AzureVNetE7 U I RERALTA Y FL I BT —N—ADEHREZLZY 7V TT3
o NAZLT—2ZAR—ZURL &7ld/N=F7+ URL

o BRO/NY I T TEIER

o Bf9EI NIz LDAPS #R 0 F]

o BEEHEZ TR T T+ TBEECBITT B

—I'L [—J

. cqu DX/E@@IJ

EEJ jéﬁﬁ 707_’1/ 7DIL.‘I:I.[E§§

June 19, 2024

FQDN =4&9 %

Workspace M TR ZL LTTE T T 1 TRANERINTWBHEIE. FQDN 2RBETI £ A. FQDN %=
WETBICIE. BOBEEFEICHIDBRZMBELNHD £T, 1220, BBICGUC THAEZHETTF T,
BE:
« FQDN #ZE ¥ 380lC. #L UL FQDN A IdP i85 —N—DNT U v I IP 7 RLRICRvEY T T
TWB e zmBLET,
« OAuth R > —%ERAL T Citrix Gateway IC#E45 L TWBBREDI—H —Id. RBiAZEETH TT

m&k%ﬁ?‘%é%b‘%@i?k uiifﬂk’J\/\T@\ rwuul-.Ejj_/f%) ﬁjT‘f 7DILD]—.EL\—*§??§-5_J %:f%
E’?‘TL—C<TC3L\O

FQDN z4R&E 9 3ICid. ROFIEZRITLET,

1. 7877« TBEED SR DB AEICTIDBER LY,
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#schedule-upgrade-of-your-adaptive-authentication-instances
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#deprovision-your-adaptive-authentication-instances
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#enable-secure-access-to-the-gateway
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#set-up-connectivity-to-on-premises-authentication-servers-using-azure-vnet-peering
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#custom-workspace-url-or-vanity-url
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#config-backup-and-restore
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#sample-load-balanced-ldaps-configuration
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#migrate-your-authentication-method-to-adaptive-authentication
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#sample-authentication-configurations
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication-service.html#migrate-your-authentication-method-to-adaptive-authentication

TEATT 4 TRAFT—ER

« Workspace Configuration

- ¥am L1 Avthentication  Customipe Service Integrations Silew

Workspace Authantication

Select how subscribers will authenticale Lo SIEN in 10 thelr workspace

Active Directory

Active Directory + Token
Azure Active Directory
Okta

Citrix Gateway

SAML 2.0

@ ~daptive Authentication

2. [BWTRISFAN—TIIVRRVIVZINOHEZEBHRLTWVWB] #BRL. [FER] 20Uy I LEd,

(3R] 20w T3, IVRA—HY—ADT—IAR—AOAT A VHEEEZT. 7HTT 1 TTIAEHLE
EEBWNIARZET. 7771 TRESRELICERINEE A DT XV T+ XAEREHIC FQDN 2%
BET53cabEHLET,

3. EEO 7y 70— K] BET. FQDN 2EBLET,
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o Overview
o Provision

o Console access
@ Upload Certificate

@ Allowed IP addresses

Provision Adaptive Authentication

Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certific:
that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

FQDN

ex: aauth.xyz.com ‘

@ Piease add DNS mapping for the FQDN to the public IP

Select the type of certificate you will upload:

[ PEM (Privacy Enhanced Mail) A4 ]

Certificate
Upload certificate
Key

Upload key

Password for key (only required if key is encrypted)

{ Key Password

9 User successfully added

4. [XBORE] 20V v I LET,

B5E:

FQDN z#R& 9 3155518, AL BET Yy JTO—RI23BEBNHD FT,

5. PAT T4 TBEADE—LR—TT [BMICT 3] (FIE3) 20U vI LT THETT1 TR H 2= BER

ML Ed,

® Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Weorkspace.

Complete this step before proceeding to the next step

6. [EH]ZzUoUvILET,

NRAZLT—TZAR—ZURL £7ig/N=7 < URL

HRELT—UZAR—IURL 2 ERT 3. BIRLI R X1 >%EMER LT Citrix Workspace R b 7IC7 02X T
FTRLSICHDET, A—HY—FT 7AW EDT—UXR—RURL £72ld A X2 LT—2U ZAR—Z URL, H5W&
ZOmA%EFERL T Workspace IC7 72X TEET,

HRELT—=7ZR—RURL £7=l3NZF 1 URLZRETBICId. UTZETITIHERDHD £,

1. ARZLRAAVERELE T, FHAICOVTIE THRZLRXAVOFRE] Z2BRL TSIV
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https://docs.citrix.com/ja-jp/citrix-workspace/configure/configure-custom-domain#configuring-your-custom-domain

FHT 74 TEE—E 2

2. 9547k ID. =0 Ly b BLUFT—FToIVRAREFLE T 7L b07OT 71
(AAuthAutoConfig_oauthldpProf) tEIL T, U4 Lo k URLHEAZFH LWL OAuthldP 7O7 71
IWEERLET, FHIcoWTIE. TOAUth R > —r 707 71 ILDOERI #BBLTLIEE L,

fl:
WEOO7 71

-add authentication OAuthIDPProfile AAuthAutoConfig_oauthIdpProf

-clientID xxxx -clientSecret yyyy -encrypted -encryptmethod
ENCMTHD_3 -kek -suffix 2023_07_09_20_09_30 -redirectURL "https
://accounts-internal.cloud.com/core/login-cip"-audience zzzz -
sendPassword ON

add authentication OAuthIdPPolicy AAuthAutoConfig_oauthIdpPol -
rule true -action AAuthAutoConfig_oauthIdpProf

bind authentication vserver auth_vs -policy AAuthAutoConfig_oauthIdpPol
-priority 100 -gotoPriorityExpression NEXT

mLwz>Oorzr41I:

add authentication OAuthIDPProfile AAuthAutoConfig_oauthIdpProf_Customl
-clientID xxxx -clientSecret yyyy -encrypted -encryptmethod

ENCMTHD_3 -kek -suffix 2023_07_09_20_09_30 -redirectURL "https://
custom_domain/core/login-cip"-audience zzzz -sendPassword ON

add authentication OAuthIdPPolicy AAuthAutoConfig_oauthIdpPol_Customl
-rule true -action AAuthAutoConfig_oauthIdpProf_Customl

bind authentication vserver auth_vs -policy AAuthAutoConfig_oauthIdpPol_Cu
-priority 101 -gotoPriorityExpression NEXT

5E:

e OAuth KUY —rZ7O770J)LiE. 7OES 3=y 7 —XRCTETTF 4 TR —ERICE-T
ERENEzT, TOHER. Citrix Cloud EEEIIBSUINTVWHRWVWISATY Y —I Ly MIT Y
TATEFHA,. BEUINLY—IL Y M ns.conf 771 ILhSEREBTEEXT, OAuth 7o »
TR T BICIF BEEhic>—o Ly bzERAL. CLIaOY > roszFRALTIO7 71)L%
ER T 2RELBD F£7,

+ NetScaler a—%—1>2—T7 14 X% FEALTOAUth 707 7ML EZERTH I TET £t Ao

Adaptive Authentication 1 > X4 > 207 v 7L —RERTTa2—-ILT3

WEOY A FERIBBETIZ. P7YvTIL—ROXAYTFHFURAD4 Y RUZEIRTEEY,
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https://docs.citrix.com/ja-jp/citrix-workspace/configure/configure-custom-domain#configuring-oauth-policies-and-profiles

TRTT 4 TRAY —EX

B5E:

TRATT4 THRIAA YV REAV RS VA LB RTMEILRIZTZYTIL—RLBWTLTET W, IRTOTv S
' L—RIiZ CitrixCloud Ic & > TEBEBINE T,

1. 797710 TRBHUIN D [ FE T T4 TRBEA VAEAOTOES 3 =202 3> T, BBREEREZY
®OUwILET,

Adaptive Authentication

omplete these tasks to prepare and deploy Adaptive Authentication.
Schedule upgrades
@ Provision Adaptive Authentication instances

Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.

Complete this step before proceeding to the next step Secure Management Access

Deprovision

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.

Complete this step before proceeding to the next step

Access the Adaptive Auth admin console by visiting the IPs, or access by FQDN after adding dns entries (Active),

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

Take me to authentication in Workspace Configuration

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Complete this step before proceeding to the next step

Take me to identity and access management.

2. PYTIL—FORTDa—-ILeo Uy I LET,

3. 77 L—-FOBREERLET,

Schedule Upgrades X

Sal tha tima and day Tor Tuture upErades 1o Adapive Authenticat i

Upgrade scheduled successfully,

Sunday "

At this time: Select time 2one:

09:00 AM America/New_York Wy
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TEATT4 TRAT—ER

FETIT 4 TREAVRRZIYADTOES 3 =V I % RT3

BEKIF. UTOHE. BLUCitrix B R— DS ORBICK > T, FH T T« TR VXL A0 TAEY 3=
VIR TEE Y,

« Adaptive Authentication 1 > X2 >V X7 /XA TEE A (FICXTVa—IankT7 v F7IL—R
#)o 2L COIFUAIFRELBVWATREELH D £,

« BEDNVNetEZ VY IE—RNSOARTZE—RIZ. £IFEOHICTID BRI ZVELNH D HE.

s EENVNetE7 UV I E—ROTOEY I ZVIBICRE > o TRy b EBIRLIBE (W IRy bOT
— a2t 2—F7lE Azure VNet RO Ty FERET B)o

Ee

TOESI=ZVI%@BBIDde. AVRAEAVADRENY I T v 7HHIBRINE T, £D7zoH. Adaptive
Authentication 1 > 24> 2%# 7O a3 =V I@B T 3R0IC. Ny o7 v T T 7L %24 o >O0—RLT
RETIHVRELNHD T,

TATTATREEA Y REVADTAEY 3 V2RI 31013 UTEETLED,

1. 77574 T Ul D [ TR T T4 TREA Y REZVZADTOES 3 =27 023> T, BESRE Y
Vv LET,

Adaptive Authentication |

IComplete these tasks to prepare and deploy Adaptive Authentication. Q’j
Schedule upgrades

@ Provision Adaptive Authentication instances Deprovision
Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.

Complete this step before proceeding to the next step Secure Management Access

G )

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.

Complete this step before proceeding to the next step

Access the Adaptive Auth admin console by visiting the IPs, or access by FQDN after adding dns entries (Active),

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

Take me to authentication in Workspace Configuration

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Complete this step before proceeding to the next step

Take me to identity and access management.

2. 7O azZ >y @gE o Vv I LET,
7
7O a= % E%Y Ba1IC. Citrix Gateway =7 — 7 XR—IEHH ST ZHEBENDH D £
ERS

3. THATT 4 TRA Y REVADTOEY 3 =0T 2T 5BE ID EANAILET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20



TEATT4 TRAT—ER

Deprovision

Are you sure you want to deprovision adaptive authentication instances?
Confirm by giving below information:

Customer ID

l:] | understand that all Adaptive Authentication resources that Citrix provisioned or managed are deleted, including Citrix-
managed VNets, VMNet peering, public IP addresses, and gateway VMs. No customer-managed resources are affected.

D | understand that deprovisioning Adaptive Authentication deletes only resources that Citrix provisioned or managed. My
customer-managed resources will remain intact.

l:] | understand that deprovisioning is going to remove configuration as well as the configuration backup of Adaptive
Authentication instances and | confirm that | have taken the configuration backup for adaptive authentication instances.

T—hIOTANDREBT IV XZ0RICT S

1. 777« DUl O [ FHAT T« TRBHEA VY RE2220T7AEY 3= £02 30T dESHE Y

Z7VvILET,

2. ZeREBT7IEX #U0UwILET,
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Secure Access to the gateway X

Generate a private key to secure access to the Citrix Gateway command line interface.

Keys should expire in;

4 hours SN

SS5H Private Key

Use this key with your S5H client so you can connect securely with the gateway.

( Generate and Download Key )

3. [#¥—0BEMER] T HLL SSH F—DBEMHARZEEIRL 95

4, [¥—=ERLTEY>YO-R]|Z2)voLET,
R=JHEBALDERTRINBEVW -, BTERTZ-0OICSSHWZEEE IE—F 34U >O0—-RLET,
ZOFx—ik. A—H—RKauthadminTTF7E T+« TRHA Y AEZVRCOTA VT3 HOICERATEIET,

LEIDF —RT7HERINICE o 35515, [ Generate and Download keys | # 27 Uw o LTH LWL+
—RTPEERTEET, 7L, 79714 TICTEZF—RTIF 1 DFEIFTY,
5. [=T] #0UvoL%ET,

BE:

« Windows T PUuTTY ZERL T7 4 77+« TR Y RE Y RUEFHE L TWBHEIE. 47>O0—-RL
e+ —% PEM ICERTZIHENH D £9, #L <l https://www.puttygen.com/convert-
pem-to-ppkESEL T EE L,

e UTFoOavY REMALT. Windows (/N\—< 3> 10) @ MAC % 7z1% PowerShell/Command 7O
STEDSE—ZFINBETT R T T TBA VY REVRIEG T Dz HED L £ T,
ssh -i <path-to-private-key> authadmin@<ip address of ADC>

e ADA—H—HT7R 77 TRIAGUIICTIERTESZLSICTBICIE. FHILLWEEE L LTLDAP &
IW—=TIZBINT 2HENHD F£9, %L <Ik. https://support.citrix.com/article/CTX123782% &
BLTLETL,
ZOMDTRTOEETIE. CLI ATV RTEBLK TR 771 TR GUI 2 ERITZ 2 HEIDOLF
ER

AzureVNet 7 ) V0% FERALTA Y TL I RBIAFY —N—\DESGiz LY N TV ST 3

C DB, #5211 TZ Azure VNet E7 ) VT L TGEIRLICBRICOARE T BHEDHD T,
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https://www.puttygen.com/convert-pem-to-ppk
https://www.puttygen.com/convert-pem-to-ppk
https://support.citrix.com/article/CTX123782

TRTT 4 TRAY —EX

e

Okta. Azure AD. Ping ot —R/NX—F« IdP 2ERA L TWVW3EEIE. COFIBEFETT,

1.

TETT 4 JBiEoEGs Ul T, [ FOEYa=>d)#o Uy oL, [AzureVNet 7 ) > J1 %0 U v oL
£9,

Provision Adaptive Authentication X
o Overview VNet peering
1. Associate the Citrix managed service principal to your VNet
o Provision The Citrix managed service principal is the application identity of the Citrix Vet in Azure. Completing this step allows the Citrix VNet to connect to your on-premises network through your Azure VNet. To complete this step, copy the service

principal and assign an access role toit to grant access to your VNet

@ consoleaccess Citrix Managed Service Principal:
T211d741-5664-4512-3at4-98¢c91129e28

o AddFQDN Copy service principal

o Allowed IP addresses
2. Add your VNet

. Enter your Azure tenant ID and then click Fetch to retrieve your customer-managed VNet resource ID<. From the AZure portal, your AZure tenant ID is located in the AZure AD properties of your Azure subscription.
@ VNet peering
Tenant ID

B m

3. Select a resource ID
Selact the resource ID for the VNet that you want to paer

Use Azure VPN Gateway
Customer managed VNet Resource ID

Select a resource ID

o 1P addresses successfully added.

Citrix BIBH—EXTFU > NIL] T —JLRIZiE. Citrix BEEZ O OICIER LT Azure H—EX T >
SININDTFVT—=2avIDAEFENET, COY—EXTFU I NILIR. Citrix TR0 TS arvs
SUTFHYFADVNet ICVNet ET7 U VI BIMTERL5ICTRHICKBETY,

COY—EXRFVIORILHERET TV MIOT1>TESZLSICTRICIE. BEY T LOBEEE (TFH2 b
D7 O—NILEERE) HRD PowerShell v > kERITLTSPN 257> MMIBMT 3HEBLBH D £,
CloudShell HFERTE %7,

Connect-AzureAD

New-AzureADServicePrincipal -AppId $App_ID

SApp_IDE Citrix Ic& > THBEINBZ SPN 77U r—> 3> 1D

pE N
e FIRDIOT Y RIF. REIDEIDETIIERTIHENHZH—EXTY O NILEEZHALET,
o COY—EXRTUIINILA AzureVNet E7 ) VI ZEBINTE 3L 5ICT 2 ICIE. BEREY 1 D
FEE (JO-NILEBEICREINEWL) A, Citrix BB VNet ICU >IN TV RIRENDH S
VNetiZ Ty bU—0FRE) KEZEBMTIHENHD 7,
o SPN (&, Azure T Citrix Ry b — U ZEE[IT R OICERINZ3—EDHBFTI,
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SPN % VNet ICESE S+ 5 &, Citrix kB8 v t7—2oh Azure @ VNet Z5Y L THEEHRD A >
TLEARY N T—=JICEGTERLSICBD £,

2. VNetE7 U I %ZEBLE T,
s AIOFIEZERTLETFMIDZEASL. [BEB]ZIUYILET,

kb, hXE2T—8BEDVNet UV —XIDIZ. SPN DXy b T—JBBMEO—ILAEM I NIIER
VNet AN I E T, VNet ARFZINBVBEIE. BIOFIBEBHNELSETINTWBR e EERT2H. F
Bx#4DIRL £,

i
T+ IDEBDIFBAEICDVWTEEL < 1 Thttps://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/active-directory-how-to-find-tenant; #£2BL T30,

3. AV TFL I 2% v bT—2% Azure |C3E4i9 3IClE. [Azure VPN Gateway % E/B] ##IRL £ 9,

4, [hRE<Y—EEVNet V)Y —XID] T. E7V>JBICENIN/ VNet Z:BIRL. [BM] 22 VwILZF
ER
VNet BF—TJJLICBIMI N, FEDREIE [ TR ICBDET, ET7VVIDPERICET TR L. [RT—4
2B [ET]ICEDLD £,
5. [&=7] #0)voL%Ed,
6. BREGITLES, (A7 v T 1 7A 7T 7Rt 7OEY 3 =>4 #8BLTIETL,
BE:
o Citrix WEEIZVNet e AV TLIXRY N T—JDBTrS 70 v IERTICIE. FF5T0w
2% Citrix Managed VNet ICERIX T3 & SICT 7 A T4 —ILEI—FT A VI DIL—I=ZA>T
LERTEETZ_EHHDET,

o —EIZEBMTES VNet E7IE 1 DI TY, RE. EHDOVNet ET7 U VT EFFRISh TV EE
ho VNet E7 U > T ZHEIBRT 2h. BEICIGCTERTET XY,
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9 Adaptive Authentication is now connected

AQapuve Aulnenucauon

Complete these tasks to prepare and deploy Adaptive Authentication.

@ Provision Adaptive Authentication instances

Provision Adaptive Authentication instances and configure a with your on-pi It network.

Complete this step before proceeding to the next step

See Details

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step
Access the Adaptive Authentication management console by visiting 20.106.227.13 (Primary). You can also add DNS entries for 20.106.227.13 (Primary) and 20.127.209.21 (Secondary) and access the

management console using FQDN.
Since primary instance may change, Click here to refresh the instance IPs.

@ Enable Adaptive Authentication for Workspace

Select Adaptive Authentication as your preferred method for signing in to Citrix Workspace.

Complete this step before proceeding to the next step

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Take me to identity and access

BNy 7y TEERT

77— 3 VEREEEY —E X, Adaptive Authentication 1 > RE2 >V ZRONY O Ty TEBERTLET,
L <IE. TNetScaler 1> 242> 20Ny o7y TefEm) #BRLTLLIEIW,

1. 7770 5—oa VBMEEE] 20I)LT. 818 20Uy ILET,

2. AVITSRAMNSOUFv>AVREAVRIIHBH L. NvIT7 v TR LET,

Ee
FUR—REINFET—EIDRRRIINBVESIF. PFVTr—> avBEEEEBY—EXEF VR—FTa>J L
TLIETV, FBICDOVWTIE. TIXL®ICT ZBBLTLLEIL,

LDAP & LDAPS oO0— RNZ > I REDH

Citrix 74 T 7« TRHEA >V X2 > X i, BEHEIREY —/N—% A L T LDAP/LDAPS #7R— rZ12MHL £ 3
A
+ LDAP/LDAPS o &fo#iEFER L TLWARWEEIE. LDAP H—N—HOY —E X £l —/N—% 15K
LBWTLKESW, PHA T T4 TR RILDEN B EIREMD H D £5,

o LDAP 0&fTEo#MEFERL TWSHEEIE. T—EXJIL—TEERL. REZYR7O0H—EXTIEHRL
BRI —EXICNTYRLET,
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o BEEICERESEIREY —N—%2FRAT555l1d. LDAP 7> 3 VICRED LDAP H—N—D IP 7R L
Z2DRHDIZ. BEPEEREYT—N—IP 7RLAZHTEML TV,

o TIAIETIE. TCP EZ 2 —I¥ER L —ERICNT Y REINFE T, 74 FT+ TR NetScaler
AVRZYATIE. TCP EZ4—DMEHINTWVWBRHE. T—EXEFTF74IILbTUP Y- nEF
ER

o BRRICIE. NRAALEZRZ—%FERATZLEHEDOLET,
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BRPBEET—N—DFSAR—KIP7RLZX(RFC1918 7KL X))o TOTF7 RLAEABREICERAINS -
H. AZ—IP7RLZXTHHEVEE A

LDAP H#—/N\— D &S

LDAP —N—%B8\mHET 3IClE. T—ERTIL—TFE=ERL. ThEEEIBEIRET—N—ICNT1 Y RLET,
LDAP —N—&R/OEMAD YT —E XZER LBV TLIET L,

NetScaler CLI #fEFE L TLDAP #REL £,

RO CLI O9> RESEICLTLDAP ZRETE £,

1.

add serviceGroup <serviceGroupName> <serviceType>

2. bind servicegroup <serviceGroupName> (<IP> | <serverName>)<port>
3. add 1b vserver <name> <serviceType> <ip> <port>-R— kiF 389 THITNIER

DEHA. COR—MIRPBEEICEATN. AV TFLIRAY—N—ADESFIZ. T—EXRJTIL—TICHRES
NicR— MMCESWT SSL EHRTITbNh E T,

4. bind 1lb vserver <name> <serviceGroupName>

add authentication ldapAction <name> { -serverIP } <ip_addr> | {

-serverName <string> } } <1lb vserver ip>

add authentication policy <ldap_policy_name> -rule <expression> -
action <string>

bind authentication vserver auth_vs -policy <ldap_policy_name> -

priority <ldap_policy_priority> -gotoPriorityExpression NEXT

NetScaler GUI =M L T LDAP Z#mB L £,

1.

[ bS5 70 voBE] > [8FS#%] ICBBL. [REY—N-]120UvILET,

2. TCP 2+ T R— 389 DR —/N—%EBELE T,

SSL/SSL_TCP &+ 7D &f 8RBy —N—3ER LBV T 2T L,

3. [ ST voBEE] > [BREAE] ICBEIL. [T—EXRITIL—-T] 20Uy ILET,

4. TCP 21 T R—+ 389 DY —EXTIL—F=ZEBRLE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 26



TEATT4 TRAT—ER

5 7Y 71 TERLIRBY —N—ICH—ERTIL—TZN1VFLET,

FIROFHMCOVWTIE, TERNLEFDHMORE) Z2ERLTILTI L,

LDAPS # —N\N—D &S

LDAPS  —N—DQEEHAETIE. TR T T« THIAA YV RZ Y ZAANDORER SSLEESH X IZESHERITZ2IC.
TCP 21 7D BRFRDMIREY —N—ZER T IHBELH D ET., COHE. BREIBRET—N-—NTLS BSKk/E
SHELEL XY, SSL 21 FOEFABIRES —N—ERLBVTIZE L,

NetScaler CLI #fEFE L T LDAPS #:2EL £ 7
ROCLI O > REBEICLTLDAPS #88ETE XY,

1. add 1b vserver <name> <serviceType> <ip> <port>-R— bk 636 THIFNIELH
bEEA.

2. bind 1b vserver <name> <serviceGroupName>

3. add authentication ldapAction <name> { -serverIP } <ip_addr> | {
-serverName <string> } } <1lb vserver 1ip>

4, add authentication policy <ldap_policy_name> -rule <expression> -
action <string>

5. bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <ldap_policy_priority> -gotoPriorityExpression NEXT

NetScaler GUI = L T LDAPS Z:8EL 7,
1. [F3T7xvoERE] > [ams8] cB8L. [REY-—N—-]27UvILET,
2. TCP #+4 FrKR— bk 636 DIREY—N—ZEBRL £ T,
SSL/SSL_TCP &2+ 7 D &= 8RB Y —N—FER LBV T 2T L,
[Ty oEE] > (BRI ICBEL. [Y—EX]EZVUYILET,
4. SSL_TCP 21T R—+ 636 DF—EXZERL £,
5. A7y 71 TR LIARBY —N—ICH—EXZNIVRLET,

FIROFHMCOVWTIE TERNLEFDHMORE) ZERLTILTI L,

HRELEZZ—DIER

NetScaler GUI ##B L THREZLE=ZZ—%#ERLE T,

1. [FST7q0voER]>[&FSE] > [E=42—] ICBEBILET,
2. LDAP 21 7DEZ 42— %1 LE T, T4 7O0—JRIR%Z 15#Ic. REFZALT7 7% 10#ICBFEL
TWB e zmBL £,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 27


https://docs.netscaler.com/ja-jp/citrix-adc/current-release/load-balancing/load-balancing-setup.html
https://docs.netscaler.com/ja-jp/citrix-adc/current-release/load-balancing/load-balancing-setup.html

TEATT4 TRAT—ER

3. COEZF—ZY—ERICNTVFLET,

I OWTIE, THREZLEZ4Z—1 ZBRLTETV

BAISOEEIP 7RL XAEEBINT 3RE
TEATT4 TRAT—EXTIE. BRISEDONT VI IPH TRy FeBLADIP PRLIAENAOLT. 7477
« JERAEB IO VY =T I9ERTEE Y,

IP7RLR/H TRy bEANST BEOEES:

« XTUw 2 IP¥T%y hd CIDRA /20 15 /32.B OMICH5 Z L #BBLT 23 L
« IV RUBCEEAS BN CERBL TR L

1
¢ 192.0.2.8 1% 192.0.5.0/24 Ic&FN 3. 192.0.2.0/24 £ 192.0.2.8 IFFITANBENEE A,
o« BT ATy 1:192.0.2.0/24 £ 192.0.0.0/20 igH Ty FHEEL TWVWEHZFIFANSNEE Ao
o XY NT—=UH TRy MEZANNTBHE. %y bT—JIPPRLRZIP 7PRLREELTANALET,
i

- 192.0.2.2/24 FIEELL B D FHA. K DIZ191.0.2.0/24 #EAL T LIV
- 192.0.2.0/20 FIEELL D FH Ao K1 0IZ192.0.0.0/20 ZEAL T ZE L

COWEEZEMICT BICIE. Citrix HR— MCEAEL T 230

AL FEETH T T TREEICHEITT B
Citrix Gateway e L/—Cr.vu DETU_/i_C 7@ 7T4 7wqu%3—T‘uﬁ% l./_ckl\%jbg*it;\ ﬂ@ 77—’1' 7nlL. DE%*z'?i LT
Mo, PETT 4 TREEA > A2 Ah 5 OAuth B EHIRT ZHELHD £9,

1. Citrix Gateway MM DB DREEAEICHIDE R £,

2. [Citrix Cloud] > [ID £ 7 7= X EH] T. [Citrix Gateway] ICHET 3 HBESREZ>%E T v o L. I
#r] #o0wv o LET,
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« ldentity and Access Management

Authentication  Administrators APl Access Domains  Recovery
—

Set up the various ways you need your Citrix Cloud ators and Citrix e subscribers to sign in.

Citrix Identity

@ Connected
Admin Sign-in URL: https//citrix.cloud.com

Azure Active Directory Not Connected

Active Directory Not Connected

Active Directory + Token Not Connected

Citrix Gateway

Connected

Manage subscriber access

Disconnect
Okta Not Con

SAML 2.0 Not Connected

Adaptive Authentication Not Connected

3. [BREIVARVIVIANOHEZEBRLE L] Z8RL. [BIE] 20Uy ILET,

[(R] 20V woT2L. IVRA—HF—ADT—IIRR—AOTA VHHEEZF. 74 TT71 TRANE
rﬁx‘ﬂkﬁéifs _’ng‘f 7DILM:| %\DELLﬁm*hiﬁﬁlo

4, 7RETIT 4 TBIEAVRAEZREE Y — LT, OAuth EBEDEREHIRL 3,
CLI R L TRODZEZITVWET,

unbind authentication vs <authvsName> -policy <oauthIdpPolName>
rm authentication oauthIdpPolicy <oauthIdpPolName>

rm authentication oauthIdpProfile <oauthIdpProfName>
<!--NeedCopy-->

GUI 2RI LRDESICHEDET,

a) [ExaVU7«] > [AAA-7FUr—2 3> 570w o] > REY—N] ICBBILET,

b) OAuth RUS—dN1 > REBBRLET,

C) ExalUT« >AAA-7 )= 3> bS5 T 1w >R — >8R > #4011 > — > OAuth IDP
ICREBEIL £7,

d) OAuthKUS—r7O7 7Lzl L£T,

5. [CitrixCloud] > [ID ¥ 77t X&EHE] ICHBEILE T,
MREE) 27D T7HTT 4 TR T, BESXZa—%27 v oL, IEE) Z2TIRLET,

* feidhttps://adaptive-authentication.cloud.comic 7o x
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6. [F#MZERR|ZIVYILET,

7. [3EBEED 7w 70— R] BET. RDBIEZITVET,

o 7HTT+ TR FQDN =EBML £9
« SEAEBLF—T 7 MLZHIBRLT. $5—ET7v7O—FLET,

o Overview
o Provision

o Console access
@ Upload Certificate

@ Allowed IP addresses

Provision Adaptive Authentication

Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certific:
that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

FQDN

ex: aauth.xyz.com ]

@ Please add DNS mapping for the FQDN to the public IP

Select the type of certificate you will upload:

1 PEM (Privacy Enhanced Mail) v ‘

Certificate
Upload certificate
Key

Upload key

Password for key (only required if key is encrypted)

1 Key Password

0 User successfully added

"

BE:

THATT« THRIEICHBITETIC FQDN £ B3HRE L F—DORTZERFET B L. DT IERE
BADEGHNERBL. ROIF—HMRRTNET, CNOSDIS—ZBETBICIE. 74 TT+ THREE
ARICHEITITBHERDHD £,

e ADCOXYRNRIS—TERBMLE LT RIS —F BESNLBEEICEICNA Y RINTULE

EE

e ADCOYYRFHIZ—TRBMLEF LT NAYFEINTVWAWRU D —ENT Y REFRTE XS

/LIO

8. [EEDRTF] 20 Uv I LET,

COBET. IDeT7OERERBTIE. 7HAT T+ TN [ EHER] ER/RF-IN. 7H4 T4 TRV R
2> 21213 OAuth Z7O7 71 LA BEEBHR TN TV E T,

CHF GUI B SRREETE X T,

a) PRI T4 TREA VRV AICT VAL, RiEwRzFEALTOI Y LET,
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b) [ExaUF«] > [AAA-7TUT—>a> 5T v o] > [REY—/N] ICBEL £9, OAuthIdP
TO7 7 AADERINTVB L 2 BB TIRELHD £T,

c) [CitrixCloud] > [ID £ 77t REE] ICBEILE T, PHTT+ TREEIE TEGEEHAI AT—F2 AT
£l

9. 7T T4 TREDHR—LR—T [(BMNCT3] (FIEI) 20Uy I LT PR TT1 TRBAEHE%2BEAR
ML Edo

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

COFIRICED. T—UAR—ZBRTHRAHTEDTZTT« TR LTEMICHED EY,

10. [Bab] 22U v o L. FIB3DT—UIAR—RY 20727V I LET, BAFENTHE T T« TR
ICEBSINTVWB I EZRBIIBENDD 7,

P

R —(E OAuth BAEDREZHIMRY 2 FIEZBRVWT. BLFIBICRESBENHD £,

OaEERE D

IS, EEOWER ) S —E MR L. TNEBEHERY —N—ICATY R TS $F, BETOT 7 T LONT VT
1 2713 FEHRET —N—ICIIBEHD FE A B TIZORBERY =727 T, U FEI—T—2D—
HTT

5E;

RAEDERIE. TTAXV S/ —RTOAMISBEDRHD £,

FHIESRELIC L 2 ZBEHR

o ZEBEEXFX—TEMEALK LDAP 8L U RADIUS IC& 3 EBHFEE (21— —N\H%E 1 BOHEE)

o ABADI—H—DIEFI (REE. X—bF— ROA—) ISGCRBIOTF VAR 2% EIRT 57
HOROY THIIAZa—FE

e ROWFAIYRZa—IZ&BA—F—RXAVICIGUIREN T # >k

e BEFX—J)LID (£33 —H—8) OANNIZELOEBEZRL L THERL. F1OERICEFX—ILIDZFERAL
TN —THRBICEDKEHRES T IR ZFEAL. JIL—TFICICBRZO0F 021 T2 RET 3

o A—H—iERAE /OO - —ICIFHPAEREZFERA L. FEAEI - —IZIER1 T+ 7 OTP BfR%ZFH
ECES 0

e I—H—DHRIAMEDOANAICIGL T, FHLSSRETRR BB R 1T
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RIVF T 7O RBEICE D — RNN—T 1 &

» Azure AD % SAML IdP ¥ L TH#M 33 (RDEH% LDAP R > —x L THEMR T 5-0Auth 0582 =T
%121& NO_AUTH)
¢« F1ER% SAML & T 3KH NSRBI HLU SAML BEICE D CEEBAEF 7213 LDAP A AR 2 LOJ A
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o« Webauthoz' 1> 0% 1 EA. %4\ T LDAP

FINA RDRZXF ¥ X%+ > (EPA)

e N=23VFIvIDHBDTNAZRIFvF v IDEIC, ZEH (RADIUS) & L UFEEHI—H (LDAP)
DHREIAXSINfOT 1>

o LDAP 2BeEE ZNUH K MBDTNA RARRAF v AF v >

AD FBAERIB DT /NA RRRF v F v 7-EPA DHIEDER

EPA 7 7 02— LTOT /N1 REAE

ZTOMDTFUF

i wunE{j:&o) EULA %LUD?ZD
e nFactor R —IRJL, AFA VY RF—TDHAEZIAL X
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June 19, 2024

TETT4 TRAF—LIE. TETT 1 TRAAVREVZADTRTDT Y TIL—REXVTFURZEEBLFT,
2D, TETTATREA YV REVRZS VA LB RIMEIRIZT Y 7L —RERIFFITIVTL—RLAEVL
CrESEBOLET, TI7AILETIE Citrix B 7HE T7 1 TRt Y A2V R = EBLET,

AVREVZADT YT L—RICIECVARF 4 LU R VICRE T GB OFRENBETY, ZND7s. Adaptive
Authentication t—EXF—Lid. 7Yy T L —REBERAIZBNICAVRAEIVADT A RVBEEIITLET,
HRIER. FEBR. FREIBEABREZRODTALIMNIICRELBVWCEEZEEOLET:

« /var/core
« /var/crash
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« /var/tmp

« /var/nsinstall
« /var/nstrace
+ /var/nslog

JFac:

o var/nsinstall ¥« L bUIET7 v 7T L—RABIZERIICY ) 7SI RIC var/tmp T« Lo kU
IVTEINET, TNTHRNAR—IBHAF LINBVIEEIE. oF Lo MU (/var/core.
/var/crash. /var/nstracem. &&tf/var/nslog) o) F7INET,

o BEHEIL. NetScaler 07+ RIBBLT ARV V=27 v TEBBLVRTIZEXREZEVET,

TARAVBEBZENTERY 34 />3y
TI7HW T Citrix BNTF 2T T4 TBIA VX2V REERBLETH. A1V RAEVADT A RVBBEBENTY
V=797 3IHTEEY, ROFIEZRITLT. 774N bOFEEATRTIRTEERT,

1. 797574 TBAFTET =23 RAVT [V REVRER] 20w I LET,

2. [BATTA RVBEZEET 3] Z#RL. BBX v —JH170I Ry IR0 [#R] 20 ) v LET,

3. [EEDREFE] 20y I LET,

Provision Adaptive Authentication X

Overview Disk space management

As part of Adaptive Authentication management, disk space on Adaptive Authentication instances must be cleared by Citrix before applying upgrades. For this reason,
do not keep any sensitive, proprietary, or personal information in in directories /var/tmp and /var/nsinstall. Read more

Provision

| prefer Citrix to manage diskspace.
Console access
D | prefer to manage diskspace myself.

Upload Certificate

Allowed IP addresses

Manage Connectivity

| Instance Management
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TATT4 JRACLI ZERALTREDO S TN a—To I 27528 B TEIET, CLIICESTBICIE. RD
BEEITVEY,

+ putty/securecrt Z#ED SSH US4 7> b VICA7>YO—RLET,
s BEIP(I5A4TV) TRLAZERLTTF R T T« TRBAA Y REVRICTIERALE T,
o BHHEHRTOV IV LES,

L <& TNetScaler 7 7547 A ADT7 IR #BBLTLLES

TEATT4 RO oOxX I 5BMICTS

TETT4 TRAAT 2 F ¥ TF v I3ICId. BIATLANLZEMCL TSIV

CLI zfERBLTOJZ8B3ICd %:

1. 7@77_—’( 7w.:E’f/Z@/Z CLIicOgr>L%E9,
2. PUuTTY zfERA L T. EEZEBRZANNDLET,
3. A% Y Fkset audit syslogParams loglLevel ALLZX1TF3

GUI zERALTOJZEMICY 3
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TEATT4 TRAT—ER

1. 7599 %ERALTTE T« TRHEA Y RAEZ RO 1 > LET,

2. [#B] > [ R TL]>[BE] IBEBLED,

3. [BE]|R—Cn [RE] T. [BESYslog REDEE| # o U v oL FT,
4, TAJ LRI TTIgRT) Z#RLEFT,

7O a=>JICEY 3 RE

e VRATT4 THEUNICT I XTEZEA
BEID/THY R TIVEA MAXY bHERICB>TVEDESH ERBLET,
s 7OEYaZVIR=—ITAS SULEBH B BD
IZ—DRIVU—ray bzR&EL. Citrix TR— MMIBBWEDHDE LT,
* VNet E7HEI Y LTVWET
- COETIYIICHET ST 5 — hhtAzure Portal ICH 20 e ShEmRBL. HEINE 7o 3>

ZRITLED,
- EPUYIEERL. THATTo TR UI D SBEEBMLET,

« JOEYIZVIRRIEET LTLEEA

Citrix R — MMIEEL T IET L,

AVRABAVADTIEIE) T+ B&
¢« IYREAVADEEIP 7RLRICT7ERATERV
- PORRIZERSNZISATYRONT VYT IPFRLRD, FAISNIEETIP 7RLRICEE
NTWVWBHESHERELE T,
- USATVROREETIP7RLRARZEET S TOF D BINEINERIEL £,
e AIVRAVRIZOATAVTEEEA
7OEY 3= JHRICAN LIEREHEIRT. EEETV VAP ERICHEL TLWS L ZREBLE T,
o IV RIA—H—IZIZREHBIERD AL

A—H—%EBMTREIIC. 77EXICELAEOTVRRUS—ENA VY RLTWVWAR I EERELTLET L,
FLCK - — 2—%—JI)L—7. $LUVAT VKRR —] ZBBLTLILETIL,

AD Z7:1% RADIUS #4tDRIE

AzureVnet 7 ) > J #5421 TORIE:
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.79707_‘(7 D.L—t-lj- EX

o EEREE®D Azure VNet " 74 77« TEBEE1 VY A AV XD S EEREN E SHh 2B L £ 9,

o EEEHNEIET S Azure VNet 15 AD NDIEL/ZLEAREMEDHEEL TLWBHESHERRBLE T,

o FAVTL IS AzureVNet IZ bS5 74 w O ZFETZHIC. BRI —EHEBIMTNTVWS TR
LFx9d,

Windows X—X a3 4:

s TARTOOSIET v Lo kU Jvar/log/ns.log TRIATE. £O712Id [NS_AAUTH_TUNNEL] & W5 #8E
HAMVWTOWETD,
o« OZ® Connectionld #ALT. TEIFER MUY I a3V BEICEAEMTIZ N TIET,

o ARIARBIVDTSTAR—FIP 7RLZIHARADIUS —/XD RADIUS 517> D 1D LTIE
MENTWBRZe%#ERLET, ZDOIP 7RLAEORIZDY —XIP 7RLRAEHISTT,

BEEBRC IS, THAT T+ T X2 > Z (NS-AAAD 7Ot R) CFEEY — /DB b > RV FEIL
TINET, FYRILDERICHIIND L. BEHThNET,
AR ARBIS DT Z T T+ TE8EE FQDN 2R TSI 3 e 2L £ 7,
o ARVHARBAVAR=ILEINTWVWBRD, 72 TL I REGHKRET B,
NSAUTH-TUNNEL A'BEILS N TVWBR D ESHEREL £7,
cat ns.log | grep -I “tunnel”

ROY Y TNOTDBIERD ns.log 7 7 1ILICHASI B VISEEIZ. b RILOBIPICHENRELT
Wah AR 2AULMSEASHOEENH DAIEEEDH D £7,

LDAP:

[NS_AAUTH_TUNNEL] Entering bitpump for

Connectionl => Src : 192.168.0.7:28098, Dst : 10. 106 103.60:636 ,
Connection2 => Src : 10.106.103.70:2271, Dst :
10.106.103.80:443"

RADIUS:

[NS_AAUTH_UDP_TUNNEL] MUX channel established"

<!--NeedCopy-->

OJ OsFlizHR L. BYRT7 IS a3 vZ2RITLTIEIVL

OJ D4

®
=

To 3y

1EBEFH [NS_AAUTH_TUNNEL ] ofdW O &iaOo sy show cloudtunnel vserverd<y R%ER{T

77T1IICEEFNEEA LET, OOV RIE KD UP o/ (TCP &
UDP) U 57 K k> RILREH —N—%—BRTTS
BEDBD LY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 36



TRTT 4 TRAY —EX

O Ds¥4A

BIETO>a>

\

[NS_AAUTH_TUNNEL] Waiting for
outbound from connector CoOJT. &
DIELZEIhEh o725E: [NS-AAUTH-
TUNNEL] Received connect command
from connector and client
connection lookupsucceeded"

[NS_AAUTH_TUNNEL] Server 1is down
or couldn't create connection to
ip 0.0.0.054&

U'[NS_AAUTH_TUNNEL] Connect
response code 401 is not 200 OK,
bailing out"

ARV BRI B TETT 1 TR FQDN ICEETE
BHESH BB ED. FlFIRIZAUDT 7147
VA—IWNTTHETT+ TRIEFQDN AT b N>
RiEG R L £ Y,

Citrix Y R— MIBBVEDE LT,

ARV EDEREDDBD THAL

o 7AT7T 4 TR FQDN A OV 2RBT S U S EZARETH D 2B L F I,
+ Adaptive Authentication 1 > X 2> 2 EDH—N—3EBAZICNT Y RSO, U Yo SnihREEENH

BCEHRBLET,

LDAP/RADIUS SRENELL HD FHAL

AD/RADIUS H—=N=D IP 7 RLZHBNT U v T IP 7 RL 2DHEIE. NetScaler o icH Iy FEIZIP 7
RLRZEMY ZHEDHD 9, BEOBEIIHERELBVTIIEIL,

s CLIZBALTY 7Ry bELIFIP 7 RLZXZEBMT 3ICIF. ROFIEZRITLET,

set policy expression aauth_allow_rfcl1918_subnets " (CLIENT.IP.DST

.BETWEEN(10.0.0.0,10.255.255.255)
(172.16.0.0,172.31.255.255)
(192.168.0.0, 192.168.255.255)

| | CLIENT.IP.DST.BETWEEN
|| CLIENT.IP.DST.BETWEEN
| | CLIENT.IP.DST.BETWEEN

(13.14.0.0, 13.14.255.255) | |CLIENT.IP.DST.EQ(1.2.5.4))"

<!--NeedCopy-->

s GUIZERLTH IRy bERIZIP 7 RLRZEBINT3ICIE. ROFIEZETLET,

1. [Appexpert] > [R] icBEL £3,

2. aauth_allow_rfc1918_subnets ¥ LW SR ZEML T,

b RILDBISNTOHRILCKR T 25513 ROFIEZFERALTHEDO S TS a—T0 VI ZTVET,

LDAP:

o N> F DN DOsF#iZREL £,
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s BT AL EFRALTIS— WAL ET,

c aaadF Ny I =FEALTIS—2RIELET,

o CLIZBRALT7ZR T T4 TEBELA > XA RCOT1 Y LET,
shell
cd /tmp

cat aaad.debug
<!--NeedCopy—-->

—fgi% LDAP T35 —:

o U—N—=FALT7T:—LDAP VTVIZHTZARIEZHESDRELDHD £H A
o ZTOfthd LDAP T35 —IZ2>WTid. https://support.citrix.com/article/CTX138663% 8B L T =T L\,

Radius:

e V&2 IPT7RLXRIF RADIUS H—/N\#mTRADIUS 547> hDXETIP 7PFLRE LTENY S
BEBDET,

FREEICBI T B R

¢ OAuth 74 —>3>I5—-%2KiHI3

- IRTOIL—LBAD ICL > TIRMINTWB e ZHBL T LIV, CNZHINTEZICIF T H
@7 l/_-L\b"/z\g_Cj-o
- /var/log/ns.log oo/ %##&:EL T. OAuth BED TS —%#EL X T,

cat /var/log/ns.log
<!--NeedCopy—->

- QAuth 707 71ILINTX—2%=HREL £ T,
o Azure AD BN 7 H—> 3 Y EBICREZY I TR

B A TICREL T, ROBRE L TAD Bz EBML ET. ChiE. BAZHHISEBIDICHBERTA
TOEKRZIRET37HTT,

EPA BED &

o IIUAVRBBICHFEELTVWETI T3V 4 U O—-RT3L5CRDBZ IOV T AR a—H—ICK
REINET,

EZZHNBZRE: N—C 3> DR—BEIET 71 ILOKIE
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TEATT4 TRAT—ER

- BAEEZEY-ILERITL. TSV RT70ILIC NetScaler 8& VIS 7Y RIS >DN—
AVERILN=2a RS ENTUVWEIHNESHERIEL 9,

- NetScaler oS4 7> bN=Ja>vh USATFU RIS VDISATYRN—=Sa v E@ALETHS
CrzERLET,

NetScaler oS 17> rEEHLET,

TR TT 1 TRIAA VX2 RT, [Citrix Gateway] > [FO—NIRE] > (9514785175
UDEH] ICBEILET,

Citrix 4o>O—RDEPA TSI AV 51T UR=JICIF, FHBBERIRTINE T,
- N=TarHEHINTH, EXRH NetScaler ic¥vv>athzdalehHb g,

show cache objectidFvvradhic 771 OFMlERTLET, AV REFHELT
HIBg TSI X9,

flush cache object -locator Ox00000023345600000007

EPA O EDMIZ DWW TIE. Thttps://support.citrix.com/article/CTX2091481 # BB L T £
(A

o A—HF—HF T arEBRLEEBICEPADSE ([BIC]. [IFV] [WWR]) ZRICRTHAZEEHD £TH.
H1E. EPA BEDOETIRFEH TIAOATULET,

- 971472 kv > T, C\Users<user_name>\ AppData\ Local\ Citrix\ AGEE ic#&1 L £7,
- config.js Z77r)L&BE. trustAlways % null ICREL £9- "trustAlways" :null

AR— b7 OB DOREE

© AR—RTUERERELLE. TTUT—S AV EHBTE A

TETT1 TR > 22> 2L Citrix VDA FUNY —J N —TOEATEIDNERINTVS Z L ZHER
L£d,

Workspace FUNY =TI —FICZTHRIRTAXETEMIN TVWA e 2B LE T,

INHHEEL BLIBEIE. ns.log ZIEL. Citrix HR— MIBET BN TIH T,

THATT« TRIEA > X8> 20— OJ INE

o TUZAILYR—=ENYERIL: FHAICDOWTIE, 7001 R RDEDICSDXE LS VPX 775147 > 2h
STUVZANTR—MNYRILENRETZHEESBLTIIEI L,
o FL—XT710Jlo 2L <. TNetScaler T/ v b bL—2%FET3HE] 2BBLTLEIL,

HAZ2ZIZ2WTIE, Citrix Y R— MIBBEVEhE I,
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TEATT4 TRAT—ER

TETT 1 TR A LI AN —FT7 71X

June 19, 2024

Citrix Cloud @ & & # 1%, Citrix Workspace A® IdP & L TEGERBE%FEH L T, Citrix DaaS Vv — X
(Virtual Apps and Desktops) ADRXY—rT7 Ut R (FH4TFT+1 T 72U+t R) &7zid Secure Private Access
—EXZRHETIFT,

AR—bFOEREEICED, FEAT 70 TR —ERFI—H—ICETEIIRTORY > —iF#Hk % Citrix
Workspace #7zid Citrix DaaS ICRIRTEF £9, BREZBHAT —E XTI N1 RKRZXF ¥ (EPA). v b7—
07— 3ay (bExyY b ORIBEIFHS, UBRER) . I—F—JII—Throai—H—El. KET.
FREINSDNSIA—F2DEAHEDEZR) O —1BERO—BL LTRETET £ J, 20D, Citrix DaaS BIEEIF
ZORY S —EREMFERL T, Virtual Apps and Desktops AD AV TFHF X7 IR EBRTE £9, Virtual
Apps and Desktops i&. MEID/NZA—2— (FUERARUS—) ICESVWTHIETZcH, BILAEVWILD
TEET, JUVTR—RT7OER FUVRVEALI M 94TV RRZ14T USBY Y EY T HBRED—EHD
aA—H4—-T7o a bEEHTEET,

dA—R7—2DfH:

s BIEEIFZ. TTVDTIN—TZ. EERY M T—IBEDHFEDRY bT—0AT—2arhoDHRTES
7RI BLSICERTEET,

s BEEER. CEOEEWNRTNAZADSDHTTVIN—TERRELCRBTIEIATELSICRETETET,
fcezid. EPARF v > TR TN IDEEEED BYOD 2B TETE£d, EPAOIXF v VERICED
WT. A—F—ICEESEZT7TUZFIETETET,

Gl ts

o ldP 2 LTOT7H T T« TeR:EIE. C|tr|xWorkspace RICHER T B2REDBD 9, FMICOVWTIE 74
TT71 TR —E Rl ZBRBLTLES

o CitrixDaaSIc& 2374771 TR —E XD BHEBL TULE T,

o THATT 4T T EABBEDNEMCL > TVET, FMICOVWTR. PE T T I 7V RZBMIT 21 &
SELTZTV

AI—rT7I0ERDT=HDDARY CORNEIRET S

1. 2—4%—I& Citrix Workspace icAs 1> L7,

2. 3—HFIdP L LTREINICBREZBH Y —ERICV AL I TN ET,

3. I—%—I(3FEwIRE (EPA) £ 73Rt RDSNE T,

4, 1 —REBICHRILESIhFE LT,

5. AN rT7IERARI D —FBREICE > THHES . 2732 —HF—tviaVICBAERITEONET,
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TEATT4 TRAT—ER

6. 7HAT T4 TR —ERIFH S % CitrixGraph H—EXICFv > a2 L9, 21— —IZ Citrix Workspace

DIVTAVIR=JIZVEAAL Y FEINET,

Citrix Workspace i&. Coa—H—tv> 3>RS —EREMBL. 7 IILEZ—%2B&LT. FIBT3
RBERBHDZT7TVEETRI by TEFHELE T,

EEE(Z. CitrixDaaS 077 ERRIV > —=@BR LT, I—F—DICAT7VEXZHIRL X7,

ﬁﬁff\ﬁ:wnﬁ’r/xﬁ/ZTUDZV ~7 7‘t’.XTU/ 0)

BISBERHAEA Y ARZ YV ATDAY— b7 RRI) S —DRHREIF. RO 2EEOTOERTY:

l. 775714 TBAA YV RAEVATAR— 79V R 2T %EALTANY— 7O RR) S —%ERZLET,

2.

fcrzld. A7y 71 #BBLTLETV
)y —27 2+t 2B DaaS/Secure Private Access ICHRIL 22 E&ELE T, L XiE RTvS2%
SEL TSIV,

31— =X 1: Chrome 7S UHh 50514233 1— =@ T7I7ERXEHFAL. Uy TR—READTIER
BRIOYVYITBLSICAY—MTIERARIS—%ERT S

2TV TPV TETT4 TRIAAVREVATAI— 2T EALTAR— 7O ERRI S —%RETS

1.

2.

TREATT 4 TRBIALA Y RE2>ZcOT1 > LET,

ﬁmiwbﬂ]-f{}i*ﬁﬁ_l\tk_*§§]bij (['t’#l 1) T‘f] > [AAA 7') ’7__‘\/3 > |‘57‘f ‘ya] > [ﬂiﬁgﬁ_
AV

BRI —N—2BIRL. [BE] 22U v I LET,
(2= b7 oERRYS—] #HU v LET,
BHICBL TR —ORBEEELE T,

[Add Binding] 51w L7,

RS —D%R) T MBI 22Uy I LET,

AX—=hT ORI —DEFENILET,
RNeEHELE T,

Chrome 7599060010932 —H—Il7 02X 2HFT T3 LT ROXENDL ET,
HTTP.REQ.HEADER("User-Agent") .CONTAINS("Chrome")

B#kiC. B, 21— —0OJ1 > FBEECERBIIN—TF BLUVZOMOF T2 a VICBEIVWTHZER TS
9,
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6.

e

Create Authentication Smart Access Policy

[HTTRREQHEADER User-Agent” CONTAINS[ Chrome

RIS AR— R 2T BER L. ChBEDRITEIAI— T IEIRIS—IINTI Y RLETD,

a) [7ovav]TlEmzosUvoILES,
b) [&A1] IC. AXN— b7 OEX7OT7IILORFENNILET,
C) T84 T AR— 7O RETEEEHELFT, fcr ZiE. TAG-CHROME,

Authentication Smart Access Policy » Policy Binding > Smart Access Policies > Create Authentication Smart Access Policy » Create Authentication Smart Access Profile

Create Authentication Smart Access Profile

Name*

SmartTagl

TAG-CHROME

Comment

a) [Create] #27 U w o LET,
b) AX— b7 IERRUS—%FERL. [NTVRDEM 27Uy ILET,
C) TORY—LT7OEREZT %, UBNCER LAY — TP IERRUS—ICNI U RLET,

Authentication Smart Access Policy > Policy Binding > Smarn Access Policies

Smart Access Policies @B

w add | [ edit | [ Delete | [ Showsincings

!‘_ SmartAccessPolicy HTTRREQHEADER({"User-Agem ) .CONTAINS("Chrome”)

[EFxaUT«]>[AAA-T TV 5= 3> b3 70y 0]> RS —]>[RiE] > [FERV > —]>[X<—k
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FOER]> [RUS—]HBERAR— R TOERRY S—%ERL. TNEBHREY —/NICATY RIS
TEET.

27w 2: DaasS Studio TAV—+ 7O RATEEET S

1. Z3¥—+%% TTAG-CHROME) ZERLTRY L —%EBML F, %L <& [Citrix Studio T2 s DE
F1 ZBRLTIETY

a1—X7—2X2: EPA @,nu%‘\_gj L\—Cwuu.[E'Tész? ~77 71’_’171'\ )r— E‘nr‘-‘

2TV TETT TRAA YV RAZVATAN— M2 2ERLTANY— NP OEARIS—%8RETS IV
R FRIRBREDEHICERIVWTRY— N7 I7ERX$3ICIE. nFactor 7A—%%REL. EPA7 0> 3 %2 ESE
LTHSE. TIAILRTIL—TF%EBMLET,

EPA % nFactor 7O0—D 77082 —c LTHEIBICIE. TEPAZT 7 02— LTHEMT 21 28RBLTRET
LYo

o AlLza—

l. 23— 4%—-d7—0XRR—XURLIZ7IVERALZET,

2. 32—, BHEE/EPA OBRERHEICU ALY bINET,

3. IVRRAYRBIRIEIY RA—H—TiTbh, BRRBEREFADOT 74N I -T2 —H—%EBMT 3
CEICEL>TRESNET,

4, A—H—FROBETO—ICEL LS ICKRDENET,

5. AX— b7 ARIV—HFHEIN, I—HF—ICAY— T IR EITHEIDETENET,

=101

TDANATERA VA M=ILINEIOUDSETIERTEZIA—F—ICIF. ZRMLTWVWBR I ERIT—IEHIT.
INTIEREHATEIZHRELRHDET, 7L, TMILIAWEREY I MDA I =L TunWaEnWdI—H—7> >
I R LTI =2 L. PIOEIBEIBEINTVBIRERHD X T,
1. EPA® nFactor R > —%1ERRL 9, FMICODVWTIE. TEZ LTO EPADEEI #8BLTLKES
nFactor 7O0—Tld. RO T 70 2—HN1—H—BHA T 79X —THB3 e =ERLEF T,
2. EPAXERBIRLT. JAMINRAWERY T ROz T7HEETIHESHEEEBLET,

3. EPAT7O2 3T TIANLNIIN—TZEELET,
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<~ Configure Authentication EPA Action

Name

EPA-client-scan

Default Group

Compliant @

Quarantine Group

Kill Process
Delete Files
Expression *
Select ~ Select ~ Select v
sys.client_expr("app_0_ANTIVIR_0_0_VERSION_<_1.2_AUTHENTIC_==_TRUE_RTP_==_TRUE[COMMENT: Generic Antivirus Product Scan]")

EPAREREICRITINZ . A—HF—EZDT 72 T —TICEMSNET,

4, RIS AR—bT7OERRIS—HERLET
a) PHATT TRV RE>RICOT1 Y LET,

b) BISEBMREY—NICBEFLEY (EXaUF<]>[AAA-7 U= 3> 570 v o] > [RE
-U-'_'/\\])o

C) BREZMREY—N—%BRL. [BE]| IV v ILET,
d) TIR¥—+r7o€RKRI>—1 )Y ILET,
e) RORT2DO2DAI—rT7IERRIS—%ERLET,

+ AAA.USER.IS_MEMBER_OF ( r#&#il) )-21—4'— EPA &18%& 4R
+ |AAA.USER.IS_MEMBER_OF ( M##l; ) —1—%— EPAEEREDIHE

f) STheDRI)S—DEAICAY—RTFIERZTEZEHELET,
f1:

« AAA.USER.IS_MEMBER_OF ( “Compliant” )® COMPLIANT #J hiff Wi & &
#ZSmartTagl

« 'AAA.USER.IS_MEMBER_OF ( “Compliant” )NONCOMPLIANT # & h{d W74
J#&SmartTag2

AIX—rT7 U ZXEAD EPA # % T3 BISRBI 1 YV REZVADRENTT LE LT
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BEIGLTEITEAZRETEEY,

Authentication Smart Access Policy

Add Binding Regenerata Priarities Mo action

ation Smart Access Policy Configure Authentication Smart Access Profile
Configure Authentication Smart Access Profile

Configure Authentication Smart Access Profile

® S ®

25w 7 2: DaasS Studio TRV —r 7O RETEBETS AY—bHJ T r TIEER OR) S —%
FNThOTUNI—=FIIL—FIBML £ T, 2L <IF. TCitrix Studio TOH# I DEHE) #BBLTLILETL,

Daas$ Studio T/ = E%

FUNY—=FIN—TFTERIEEELT. A—F—DF7TVTr—> a3 VHEEFIBELE Y,
ffl:BranchOffice 21— —id. IRTOT IV =23 2830 T7ETT«T - 7R - TUNY— - FIL—TFD
FIVr—2a =BT 20BRHD T,
—7%. WorkFromHome Z2—#'—i3. WFH FUNY =G I —TFDT7 U —o a2 RAVELRHD T,
1. CitrixCloud icr>r> L %9,
2. [¥x1H—ERX] > [DaaS] =#ERL T,
3. [BE] #0)voILEY,
4, BHIZHELTTFUNY =TI —T%#ERLET, sFLIE TTFUNY =T IL—TDERI #BB LTI L,

5 LT UNI =T NL—T=BRL. [TUNV—TIL—TOHE] 20y ILET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 45


https://docs.citrix.com/ja-jp/citrix-daas/manage-deployment/adaptive-access/adaptive-access-based-on-users-network-location#define-tags-in-citrix-studio
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html

TRTT 4 TRAY —EX

Edit Delivery Group %
test

Users Access Palicy

Daskiops You can restrict access for users through Smant Access policy expréssions that filter user connections

made through Citrix Gatewsy. For example, you can restrict machine access to a subset of users and

Application Prelaunch spacify allowed user devices

P\«:li:y | Status
Application Lingering

Citrix Gateway connections Default Enabled 2
llcor
User Sattings Mon-Citrix Gateway conngctions  Default Enabled é?
StoreFront

App Protection

Scopes

Restart Scheduls

License Assignmant

6. [7OERRIL—] 20w ILET,

7. Citrix Workspace 75w b 7+ —LRTT7E TT4 7772 R 2FERL TVWEBEHKIF. ROFIEEZRITL
T TIUNV=IIN—TDT7 0 Z2Z2REBRY bT—IDHICHPRL T T LN

TFTUNRD=TIN—=TEHEIUv I L. hRE] ZFRLET,

ERAVTTIRARI SO —%ERLE T,

WETOA>EI) v LT T74I) b0 Citrix Gateway #5KR ) —2TEL T,

[R>S —DMRE] R—I T, [ ROFHEB-TES] ZFRL. [ERIC—FH] 2BIRLT. £M4%zBM
LY,

a
b
c

)
)
)
d)

Connections meeting the following criteria

() Match all @ Match any
Filter: Value:
Workspace LOCATION_TAG_HOME m’

= Add criterion
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WorkFromHome 1 —#—0H&id. £11Eho Delivery Controller iZRDEENSIL £ T,
Ty7—L: T—U2ZAR—=2

71 J)L%#—: LOCATION_TAG_HOME

BranchOffice 2—%'—nig&l&. & Delivery Controller TxRDEZ AL £,
TAIE— T—UZAR—2R

@:a0r—>3y _R9_JTIFFT4R

NS0T EFERLT. 7FUIT—2a>ADT7IERZHRTETBLSICHD F LT

BEINTWVWBR 7 TUSr—2a > AD7 o 2A0BEZSIRT 3

Bl: EEEHBOI—HY—I2I3T7 ) v TR— FERDLH > TEIRD FHA
1. DaaS Studio T. TRU>— IZBEIL. TRUS—DERL £2UvILEY,
2. IR —DER) R—I T, 7O REHFATERBBLETIREZHRLE T,

3. &R #UoUwILET,
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Create Policy

@ Select Settings

@ Rssign Policy To
@ Summary

Select Settings

(A1l Verskong) All Settings . clipboand

Settings 0 selacted

|| View selected only

W

Client clipboard redirsction

Utser setting -ICA

Mot Configured |Default: Allowed)

Allow or prevent the clipboard on the client device to be
mapped 19 the clipboard on the server. By default, clipboard
redwection is allowed,

To prevent cut-and-paste data transfer between a sassion and
the local clipboard, select 'Prohibited’. Users can still cut and
pasti data betwesn AppLCATIONS TURRINE in & SEE500.

After allowing thes setting. configure the maximum allowed
bandwidth the clipboard can consume in @ client connection
wzang the Clipboand redirection bandwsdth lirt seting of the
Bandwidth limit for clipboard redirection channel as parcent of
total session bandwidth setting.

Salect

Client clipboard write allowed formats
User setbing - ICA
Mot Configured (Default: )

Clipboard place metadata collection for Security monitoning
Computer setting - VDA Data Collaction\ Secunty
Mot Configured |Default: Enabled)

Clipboard redirection bandwsdth Limit
User setting - ICA\Bandwidth
Not Configured (Default: 0 Kbps)

Clipboard redirection bandwsdth limit percent
User setting - ICA\Bandwidth
Not Configured |Default: 0)

Clipboard selecton update mode
Uiser setting - ICA

Not Configured (Default: Selection changes are updated on both ..

Limat clipboard client to session transfer size
User satting -ICA
Mot Configured (Default 0

Select
Select
Select
Salect
Select

Salect

4, [REDHRE] R—IT. [FH] &z [BE] 200Uy oL, [RE]IZ2VUYILET,

5. DrN] 70Uy o LEY,

6. TRUS—DEIDHTHR R—IT. 7O Z#RL. TNy 202y I LET,
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Edit Policy

Disable-clipborad-Home

@ setect settings Assign Policy To
@ Assign Policy To =

(@ Selected user and machine objects
@ Summary User and machine objects: 1 selected

All objects in the site

| View selected only

Qo -

Access control
Applies to user settings only

Allow - Workspace, LOCATION_TAG_HOME
Apply policy based on the access control conditions through

which a client connects.

Edit Unassign

» Citrix SD-WAN .
Applies to user settings only ASSIEN
» Client IP address .
Applies to user settings only ASSIEN
% Client name
Applies to user settings only Assign
> Delivery Group .
Applies to all settings Assign
> Delivery Group type -
Applies to all settings Assign
% Organizational Unit (OU)
Applies to all settings Assign
> Tag
Applies to all settings Assign
% User or group N
Applies to user settings only SSIgn
7. ROFMZELRI—2ERLET:
¢ E—R-FFH
o & 21 7-Citrix Gateway = {EH
o J7—LB-T—UIAR—2R
o 7O 2%4:LOCATION_TAG_HOME (§RTAXZE)
Assign Policy %
Access control
Apply policy based on the access control conditions through which a client connects.
Access control elements:
Mode Connection type Gateway farm name Access condition
Allow , With Citrix Gateway Workspace LOCATION_TAG_| Enable

8. [AAN]ZVUwI L. RUS—DBFENALET,

9. [ET] Z20VwILET,
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Summary

Enable policy

View a summary of the settings vou configured and provide a name for your mew policy.

Policy name:
v Disable-clipborad-Home

Description:
Disable cipboard access for users working from home

settings configurad: 1 Assigned to: 1 user and machine objects
Client clipboard redirection » Access control
User setting -1CA Applies to user settings only

Frohibited (Default: Allowed)

NT. PO XR%ETAMTREBIEVNE LT

LK BBZ3IZ—DEZTIN>a—T12T

o B TUIIRFZRTTEFREAI VLS AyE—UDRTINS,
RREE

1. P77 4 77 0CADBEMIGR>TVWBREZBBLET, s#MICODVWTE 747574770122
EEMICTZ BBRLTIIETL,
2. COBBEDEMICE > TULWARWESIX. Citrix Y R— MIBRAVEDLELIET L,

o MR PTVELRTRI by THRBETNTVEE A

OB, AX— b RIDTETT 4 TRED S T—IAR—=RICT v adhBWEEP. DaasS £7:1%
Secure Private Access TRETNBRWVESICRE T ZAEMLH D £,

RRRER:
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TEATT4 TRAT—ER

- AX—hrTF7OERRIO—HEy FLTVWALWHER LTI W, L < IE https://support.citr
ix.com/article/CTX138840% 8B L T T L\,

- Citrix 74 77«4 TR A2 ZAMcas.citrix.comliEiTEINESh BB LET,
- A= ETDFHBCDODWVWTIE, TH T T4 TBEA Y R 2V R EBRB L TLIET L,

* set audit syslogParams YV RT, gRTDT VXAV XT Loglevel /N5 X—#
—HPALLICRETNTWB e 2B L £ 9,

* putty Z2FRAL TEGERBELET 1T « 12022 RcOT1 >V LET,
E R A
cd /var/log
cat ns.log | more or cat ns.log | grep -I “smartaccess”

- ThTHMEMNMERLABVIESIF. Citrix Y R—MIBEVWEDE T WL,

SR REtEY FTYTORERE

ROT4 LY NUOBRAIAREY b7y I TR 77 7IILAEHIEBNE e HD £9, 20HER. Citrix ADM &iz
ISR SN F —BRRC B D ICTHANSNEE Ao

« /var/mastools/conf/agent.conf
« /var/mastools/trust/.ssh/private.pem
« /var/mastools/trust/.ssh/public.pem

771V EBROMBEZRRT BICIE. ROFIEZRITLTEAYZ Y Tset cloudavy REBETLET,

> shell cat /var/mastools/conf/agent.conf

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<mps_agent>

<uuid>temp_str</uuid>

<url>fuji.agent.adm.cloud.com</url>

<customerid>customer_id</customerid>

<instanceid>instance_id</instanceid>

<servicename>MAS</servicename>

<download_service_url>download.citrixnetworkapistaging.net</
download_service_url>

<abdp_url>fuji.agent.adm.cloud.com</abdp_url>

<msg_router_url>fuji.agent.adm.cloud.com</msg_router_url>

</mps_agent> Done

> set cloud param -CustomerID customer_id -InstancelID qinstance_id -
Deployment Production

<!--NeedCopy-->
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YAV TENT ARV ADAA RS>

June 19, 2024

BGEREE T, BEIET—2t>2—ICBR TNz Cloud Connector #7:-1% Azure VNet Peering o LWvghh
ZEALTA YL I ROBIAT —N—IZT IV EXATEET, Chidk. BEEHLNEETZ VNet 57—t >452—D
EETREMAN T TICRILIN TV R BEICERI £, Z0 REwIZiE Citrix Cloud Connector & Azure VNet
ET7VCTOBMADBREXY FDO/NT +— > IEEICEET 3B . Citrix Cloud Connector ¥ > DR 2 /-
—ILeY A XDBRICET BEROEENTWVET,

I—F—EL— h

YA XN2DVvCPU & 7TGBRAM @ ORI 2RI i, 1#H7D 14 A\O2A—H—ZBEATITE Y,

TI7AIETIE ARTFY—ERIF. BEFRIFITvIarRELBEIC2 CBESHBEEETILSICERETN
TWET, ZOBRDEBEXIFTIS v TR T—EREFFELELET, £ BRE. BEEL— D 4858/ EBR
. ARV RAF—EZNKRBLE T, CORERF. BENVWCKOEELTHARI AT —EXZBE#NTILSIC
M3 TRIETEXY (Citrix Netscaler Cloud Gateway > ) AN > —EXDBEE). ZDHREH
BEINTULWAWES., L— NI 1#H7eD 483K TLET,

Citrix Cloud Connector #(FH I3 BED S Tr v I L AT —1—H—BEL— b+

RoRIE. Citrix Cloud Connector #f BT 3HBEAD RS T4 v I L AT Y- A—HF—BHRERLTLE
EX

1#®BbOBEAELIFI—H—0O

SREL DR SRR S B (p95) (T UHY) g1 L—+
LDAP 5.99 14
RADIUS 3.17 14
LDAP+RADIUS 4.59 14
LDAPS 26.75 14
LDAPS+RADIUS 15.61 14

AzureVNet 7 ) > J 2RI 3HBED NS T v I LA T —1—H—REEL— +

RDORIE. AzureVNet E7 VU VI % ERITRIBED NS T v I BR 1 ——B X% "L TVWET:
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1#WHbORAF T2 —Y—0O

REFDTESE 1)U TR NERE (p95) (2 )F) g1 L—F
LDAP 6.95 17.54
LDAPS 7.19 16.98

T—EANFUR

June 19, 2024

D kEw o TiE. Citrix Adaptive Authentication Service 8 &K U7X 77« TRE1 >V RE2 U RIZ&ZOTD
INEE. R1F. BLUVREFBICETZRHRERHELET, EETEEINTVRVAXFOMAEE. [Citrix TV R2—4—
P—ERRYTHREINEKEZFS £ '9“](https://www.atnx.com/en—|n/buy/llcen5|ng/agreements.html)

o

e VAT JRIAY—ER: EREENOATA Y L TTE T4 TRIAANVREZVAERASLVEETES
Citrix Cloud #—E Z,

o PHATT A TRIAAVREVR: EBENI—Y—RAZEETIBZLSICTBIHIC. 7H T T TERELY
—ERIZk > TEMAI N NetScaler ADC RAE~Y > >,

T —RERTEM
TETT4 TRAT—E X

Citrix 72 757« JBEU —EXQBEEIY T YT —2IE. Azure VSO R —EXEREU - avichbb g,
N5, TR EREEDDICORD Azure V=3V ICLFUSr— RS E T,

o KEFESP
o« Jta3—0Ow NN

UTFIE. U—ERBROJ S22 LOJDERBEHRTT .

o PAFLEBRELUTNYySIOFBED Splunk H—E X, KEH LT EU (BMES) oOT—> a3 >ndhEs
K LTWET,

o TN —T7 U0 B® NetScaler Application Delivery Management —E 2, 2$4HIC
DWTIE. NetScaler ADM 7—4#HNF+> 21 #BRBL TSV

o BEEHEOS A Citrix Cloud > X7 LA —E X, #L <&, Citrix Cloud Services oEZE 1> 7
YV eOT0MIE] BLU THENAZEEE) 28BLTIREIVL,
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.79707_‘(7 D.L—t-lj- EX

7@77_—{ 7:\1qu’( VARV ZR

ITRTDER. 1ALV RABEEDT

Management #—E X, #HMIZDWTIE. NetScaler ADM F—4ANF> 21 #BRBLTESL

T—ZINE

Citrix 74757« 7Y —EX2ERAT I . BE

—TAITFIRENYITYITTBRHD NetScalerAppllcat|on Delivery

EE%‘;T@??‘I’ 7wquE ul %)I LTH— tZ’i’*%ﬁﬁ L. 3

>V —=)Lh5a>/X=%*> Connector Appliance Z/ L TH—EXZBRTE£T, ROBEEIVTVYHINES
nFxd,

TETF 1 TRIEY—E R

- IdP (ID Z7an—a4—) T RKR—1> D FQDN (2B R X1 &) L IP 7RL X,
- IP7RLR/&EHE. A—bt. FORIIL

- |dP ZBEHREY —N—AD T I AR I NBEEEE

- BEIVRRAYRONT IV IPTRLZR

- AzureVNetE7 D VI DFE. Xy hD—2o Y M Ea—42—0O-IIZEO>H—EXTU >IN,

L <X TAzureVNetE7 U VI 2 ERALTA Y FTL I RBIT—N—ADESKEE Y b
31 ZzBRLTLLEETV

o PTUIYVEA MILAY bOI—H—HAlF

Citrix Cloud Connector BB&Emz¥4l, %L < i&. TCitrix Cloud Connector; #8BL T LTV

- IP7RLRZF#IZ FQDN
- A—H— FNA R, BEUVVY —XDBFROHBF
- ASIOFRE

HP—EXAVER—RY MIE>TIRETNIES V21 LOJTDHE. BEELERIZRODOTHERINE T,

547V RIP7RLREKR—K
REH FQDN/7 RL R R—+
792471 —TI->hF
77V 4r—>3> URL /AR
TTIT—23 Y7 XK & EiE
ERNA MY
IBENA SR
HTTP S>> 3> 1D
BEE—R (x4 2 %3 Azure VNet E7 U > )
Azure )YV —2X

- YY—RIN—TF
- VNet (IP 7 KL 2. CIDR)

AwA)
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- 7%y (IP7RLZ. CIDR)
- N=F¥IIIUE

7 — S

Citrix 74771 TR —ERIF. bSYRR—FEEF 2T+ TRESINFES (Splunk) ICOVEZEELE
ERS

5 — 5

Citrix 74 77« TR —EXFRE. OJ DR EEATICLEED. BEZROOAVTFUHTO—NILICER SN
BOWESICLEEDTBEF T avzRELTVEEA.

T — S REF

Citrix Cloud 07— 2RI RU S —ICED VT, $EXROBRT—2I1F. YT U TS 3 > OBFHEEREI MINATH
5908 W3HA) BICH—EXHSHBRINET,

OJD%5EEE. T—EREBEOT -2 RN S —2HFLE Y,

+ NetScaler Application Delivery Management iCREFESh TWS 1> ~A, NetScaler ADM o7 —%
ANF Y REZRLTLES L,

o Splunk OZ1E7—hr73h. 90 B (W3 HA) BICHEBRINET,

o PEATT A TRIEAVREZVRIG. HTRI VT2 3> OBEMEHERMINTH S 30 B (4 4 8E¥) BICEID
HTHREREINE T,

T—EDITAR—k

WKDODDEATDOOTICIE. TETEBRT—FIIRR— AT arhHbET,

o BEEEBENSICIE. CitrixCloud Y XFLO7 VY —IHET7 XA TEET,
« Splunk DOV IZBERICIKFERATEERA. CNHDARY MMESplunk 55 CSV 777 )LE LTIV ZR
—rTB3HTETET,

« BEOVTIYVEIE Citrix Y —ERERTITEHODTI/EREESZSNTVWREFROBRERDX +
L—CE 3T —2DdICEBE 7YY M7y 7O—RENBZT—2EZE%RL T,

e OJCId. N7 F—I VA REM. BARR. E¥aUTv. BLUYR- L 2AETZEHBEZSC. U—
EXICEAETZARY FORBREEKLEF T,
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