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Workspace Environment Management™ 2407

September 7, 2025

Workspace Environment Management uses intelligent resource management and profile man-
agement technologies to deliver the best possible performance, desktop logon, and application
response times for Citrix Virtual Apps and Desktops™ deployments. It is a software-only, driver-free
solution.

Resource management - To provide the best experience for users, Workspace Environment Manage-
ment monitors and analyzes user and application behavior in real time, then intelligently adjusts RAM,
CPU, and I/O in the user workspace environment.

Profile Management - To deliver the best possible logon performance, Workspace Environment Man-
agement replaces commonly used Windows Group Policy Objects, logon scripts, and preferences with
an agent which is deployed on each virtual machine or server. The agent is multi-threaded and ap-
plies changes to user environments only when required, ensuring users always have access to their
desktop as fast as possible.

For information about upgrading, see Upgrade a deployment.
For information about installing the current release, see Install and configure.
Note:

Workspace Environment Management is covered by the Current Releases (CR) lifecycle of Citrix
Virtual Apps and Desktops. For more information, see Product Matrix.

Technical overview

Workspace Environment Management (WEM) has the following architecture:
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Infrastructure services. The infrastructure services are installed on a multi-session OS. They syn-
chronize various back-end components (SQL Server and Active Directory) with front-end components
(administration console and agent).

Note:

Infrastructure services cannot be installed on a domain controller. Kerberos authentication is-

sues prevent the infrastructure service from working in this scenario.

Administration console. The Workspace Environment Management administration console is in-
stalled on a single-session or multi-session OS. It connects to the infrastructure services. You use
the administration console to manage your Workspace Environment Management installation. For
example, you create and assign resources, manage policies, authorize users, and so on.

WEM Public API service. The Workspace Environment Management Public API service provides
HTTPS services to support the WEM web console and communicate with the WEM infrastructure
service.

Agent. The Workspace Environment Management agent connects to the Workspace Environment
Management infrastructure services and enforces settings you configure in the administration con-
sole. You can deploy the agent on a Virtual Delivery Agent (VDA). Doing so lets you manage single-
session or multi-session environments. You can also deploy the agent on a physical Windows end-
point.

Note:

+ The agent cannot be installed on the infrastructure server. The agent installer fails in this

scenario.
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« The Transformer feature is not supported on multi-session OSs.

SQL Server Database. Workspace Environment Management requires an SQL Server database to
store its settings. The database can be hosted in an SQL Server Always On availability group if neces-
sary. (For more information, see System requirements.)

Microsoft Active Directory Server. Workspace Environment Management requires access to your
Active Directory to push settings to your users.

Tip:

You can download the latest Workspace Environment Management installer from the Citrix Vir-
tual Apps and Desktops downloads page https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/. On that page, access the installer under Components of the latest version
of Citrix Virtual Apps and Desktops.

What’s new

September 7, 2025

What’s new in 2407
Tip:

You can download the latest Workspace Environment Management installer from the Citrix Vir-
tual Apps and Desktops downloads page https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/. On that page, access the installer under Components of the latest version
of Citrix Virtual Apps and Desktops.

This release includes the following new features and addresses issues to improve the user experi-
ence:

Support for Windows Server 2025

WEM now supports Windows Server 2025. For more information on Windows Server 2025, see the
Microsoft documentation What’s new in Windows Server 2025.
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WEM agent basic deployment mode

A basic deployment mode for the WEM agent is introduced to provide basic agent functions, such as
system optimization and logon duration analysis without the need to connect to the infrastructure
service. WEM has powerful capabilities for user environment management that require deploying
backend components such as Broker, database, and consoles for the entire deployment. Some of
you might want to use only the basic features. For example, previously, if you wanted to use only
the optimization functionality you had to deploy all of the backend components. This feature now
provides a lightweight method to deploy WEM. You can use this deployment method for utilizing WEM
basic functionalities easily. The WEM health check tool runs checks for these types of agents providing
the ability to reconfigure the agent as an on-premises or service agent. You can now start the health
check toolon an agentin basic deployment mode to run checks. You can also switch the agent type to
on-premises or the service agent by providing necessary information about the infrastructure service
or cloud connectors. For more information, see Install the agent, Manage Basic Deployment agents,
and Using the WEM Logon duration feature.

Enhanced automatic backup limit for configuration sets

WEM provides automatic backup of configuration sets. The automatic backup limit is now enhanced
to support storage of up to 25 backup files for each configuration set before overwriting the oldest
existing file. This enhancement reduces the operation effort, especially for large and complex envi-
ronments. For more information, see Manage automatic backup.

Customizing the Start menu layout for Windows 11

+ To support user level assignments, you can now apply the WEM action JSON files for the Win-
dows 11 Start menu configuration. Using the new tool Start Menu Configurator for Windows
11 in the WEM Tool Hub, you can now select applications that you prefer to add to the Pinned
section of the Start menu and arrange the layout as needed. After customizing the layout, copy
the configuration data and paste the data in the web console, when you add a new JSON object
in the JSON Files page. For more details, see Customize the Start menu layout for Windows 11
and Add a JSON object to the Windows 11 Start menu layout.

+ Minimum agent version required: 2403.1.0.1
Profile Migration Tool in the WEM Tool Hub

With the new Profile Migration Tool, you can now migrate different types of profiles to the Citrix®
container-based profile solution. This feature simplifies the profile migration process, ensuring a
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smooth transition and minimal disruption to user workflows. The following types of profiles are sup-
ported:

+ FSLogix profile container
« Citrix file-based solution
« Local profile

For more information, see Profile Migration Tool.

User Store Creation Tool

Thistoolisintroduced in the WEM Tool Hub to help you create user stores. The user store is the central
network location for storing Citrix user profiles. This tool helps you to set up user stores by creating
file shares and setting appropriate permissions to them according to your specifications. This tool
simplifies the configuration process and reduces errors. You can choose to create the user store on
the current machine (running the tool) or on a different machine. For more details, see User store
creation tool.

Windows event-based triggers for external tasks

Windows event-based triggers for external tasks now allow you to associate external tasks (session-
level tasks) with them. When the Windows events meet the defined criteria, the trigger is activated.
This trigger begins to perform the associated external tasks that help in automatically managing the
session-level tasks, based on Windows events. For more information, see Considerations.

VHD disk compaction report

Administrators can now view the VHD disk compaction reports in the web console by enabling VHD
disk compaction report collection. For more details, see Reports and Monitoring preferences.

Profile Management

Workspace Environment Management™ now supports all supported versions of Profile Management
through 2407. The following features are now available in the web console.

« Enable in-session profile container failover among user stores. Specifies whether to enable
in-session profile container failover among user stores. This feature enhances profile redun-
dancy in the contain-based solution by expanding the container failover scope from occurring
only at user logons to throughout the entire session.
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The feature is available under each configuration set in Profiles > Profile Management Set-
tings > Advanced settings > Replicate user stores. For more information, see Citrix Profile
Management Settings.

+ Folderredirection. Specifies rule sets for redirecting the paths of local folders to new locations.
Each rule set specifies where you want to redirect the folders based on the users accessing them.

The feature is available under each configuration set in Profiles > Profile Management Set-
tings > Folder redirection. For more information, see Citrix Profile Management Settings.

+ Minimum agent version required: 2407.1.0.1

Fixed issues

September 7, 2025

Workspace Environment Management™ 2407 contains the following fixed issues:

+ The WEM agent fails to enumerate all the groups to which the user belongs. Only Everyone
and Administrator are listed. [WEM-37201]

« When you upgrade to Workspace Environment Management version 2402, the Actions > Exter-
nal Tasks > Run Once configuration doesn’t work as expected in some cases. [WEM-37104]

+ Creating or duplicating an application is very slow on the WEM web console. The application
covers printers, network drives, and user DSNs. [WEM-32997, WEMHELP-320]

Known issues

September 7, 2025

Workspace Environment Management™ 2407 contains the following known issues:

« The user cannot access the Reports page from the Task history page with the specific type of
UPM health check. [WEM-36422]

« When you try to log in to workspace via WEM tool hub > Application assistance using your
Active directory and Token, you see a blank workspace window. [WEM-37723]

+ While creating Start menu shortcuts and pinning applications to the Start menu, shortcuts are
generated in the root folder of the Start menu instead of being created in the path specified. This
issue occurs only on Windows Server 2022/2019 but not on Windows Server 2016. [WEM-32923,
CVADHELP-24045]
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Third party notices

September 7, 2025

The current release of Workspace Environment Management™ might include third-party software li-
censed under the terms defined in the following document:

Workspace Environment Management Third Party Notices

Deprecation

September 7, 2025

The announcements in this article are intended to give you advanced notice of platforms and Work-
space Environment Management™ features that are being phased out so that you can make timely
business decisions. Citrix® monitors customer use and feedback to determine when they are with-
drawn. Announcements might change in subsequent releases and might not include every depre-
cated feature or functionality.

For more information about product lifecycle support, see Product Lifecycle Support Policy.

Deprecations and removals

The following table shows the platforms and Workspace Environment Management (WEM) features
that are deprecated or removed.

Deprecated items are not removed immediately. Citrix continues to support them in this release but
they will be removed in a future Current Release. Items marked with an asterisk (*) are supported up
to and including the next Citrix Virtual Apps and Desktops Long Term Service Release (LTSR) release.

Removed items are either removed—or are no longer supported—in Workspace Environment Man-
agement.
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Item Announced in Removed in

Support for cache 2012 2103
synchronization port
(applicable to
Workspace
Environment
Management 1909 and
earlier; replaced by
Cached data
synchronization port
in Workspace
Environment

Management 1912 and

later).

Support for VMware 1906 1909
Persona settings.

Support for WEM 4.7 1808

infrastructure services
on the following OS
platforms: Windows
Server 2008 R2 SP1,
and Windows Server
2012,

Support for the WEM 4.7 1808
administration console
on the following OS
platforms: Windows
Vista SP2 32-bit and
64-bit, Windows 7 SP1
32-bit and 64-bit,
Windows 8.x 32-bit
and 64-bit, Windows
Server 2008 SP2,
Windows Server 2008
R2 SP1, and Windows
Server 2012.

Alternative

Upgrade to Workspace
Environment
Management 1912 or
later. Note: If you use
Workspace
Environment
Management 2103 or
later, be sure to
upgrade your
Workspace
Environment
Management agent to
1912 or later.
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Item Announced in

Support for the WEM 4.7
agent on the following

0S platforms:

Windows Vista SP2

32-bit and 64-bit, and
Windows Server 2008

SP2.

In-place upgrade from 4.5
WEM3.0,3.1,3.5,3.5.1

to WEM 4.x*

Support for all WEM 4.5
components on

Windows XP SP3 32-bit

and 64-bit.

Support for WEM agent 4.5
on the following OS
platforms: Windows

XP SP3 32-bit and

64-bit, Windows Server
2003 32-bit and 64-bit,
Windows Server 2003

R2 32-bit and 64-bit
Support for assigning 4.3
and binding existing
(pre-version 4.3)

agents to sites via

GPO.

Support for WEM 4.2
administration console

on the following OS
platforms: Windows

XP SP3 32-bit and

64-bit, Windows Server
2003 32-bit and 64-bit,
Windows Server 2003

R2 32-bit and 64-bit

Removed in Alternative

1808

Upgrade to WEM 3.5.2,

then upgrade to WEM

4 .X.

4.5 Use a supported OS
platform.

4.5 Use a supported OS
platform.
Upgrade agents to
Workspace

Environment
Management 4.3 or
later.

4.5 Use a supported OS
platform.

© 1997-2025 Citrix Systems, Inc. All rights reserved.
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Item Announced in Removed in Alternative

Support for WEM 4.2 4.5

administration console

on the following OS

platforms: Windows

Vista SP1 32-bit and

64-bit, Windows

Server 2008, Windows

Server 2008 R2

Support for all WEM 4.2 4.5 Upgrade to Microsoft
components on .NET Framework 4.5.2.
Microsoft NET

Framework 4.0, 4.5.0,

or4.5.1.

Quick-start guide

September 7, 2025

This guide describes how to install and configure Workspace Environment Management™ (WEM). It
provides step-by-step installation and configuration instructions, and suggested best practices.

Overview

WEM is a user environment management solution designed to let you deliver the best possible work-
space experience to users. It is a software-only, driver-free solution.

Prerequisites

Before you install WEM in your environment, verify that you meet all system requirements. For more
information, see System requirements.

Installation and configuration

Citrix® recommends that you install the latest version of WEM. Deploying WEM consists of installing
and configuring three core components: Infrastructure services, Administration console, and Agent.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 14
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The following procedures detail how to install and configure these components:

« Infrastructure services
« Administration console
+ Web console

» Agent

Note:

« Do notinstall any of the components above on a domain controller.
« Do not install the infrastructure services on the server where the Delivery Controller™ is

installed.

Step 1: Install the infrastructure services

1. Download the latest WEM installer from the Citrix Virtual Apps and Desktops Advanced or Pre-
mium Edition Components downloads page https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/. Extract the zip file to a convenient folder.

| = | Workspace-Environment-Management
Home Share View

&~ v » This PC » Windows (C) » Workspace-Environment-Management

Name
s+ Quick access
Agent Group Policies
> M This PC Configuration Templates
¥ Network &+ Citrix Workspace Environment Management Agent
&+ Citrix Workspace Environment Management Console

&+ Citrix Workspace Environment Management Infrastructure Services

2. Run Citrix Workspace Environment Management Infrastructure Services.exe on your infra-

structure server.
3. Click Install.
4, Click Next.

5. Select “l agree to the license terms and conditions”in the license agreement.
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s« Citrix Workspace Environment Management Infrastructure Se... — X

a Citrix Workspace Environment

Management Infrastructure Services
CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citnx license or terms of service covenng the
Citrix product(s) and or service(s) with which you will be using this component. This
component is licensed for use only with such Citnix product(s) and/or service(s).

CTX_code EP_R_A10352779

Version 2308.1.0.1 []1 agree to the license terms and conditions

Install Close

6. Follow the wizard instructions to complete the steps.

Step 2: Create a WEM database

1. In the database management utility, click Create Database to create a WEM database for your
deployment. The database creation wizard appears.

Note:

If you are using Windows authentication for your SQL Server, run the database creation

utility under an identity that has system administrator permissions.
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WEM Database Management Utility

Database Management

£

pgrade

Create
Database

Database

citnx | Workspace
Environment Management

s

2. On the Welcome page, click Next.

© 1997-2025 Citrix Systems, Inc. All rights reserved.
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EX Database Creation Wizard

Welcome

Welcome to the database creation wizard.

This wizard will guide you through the reguired steps to create the Citrix
Workspace Environment Management database

Click Mext to continue

Actions

Previous o Next || || Cancel

3. On the Database Information page, type the required information and then click Next.

Note:

+ For the server and instance name, type the machine name, fully qualified domain
name, or IP address.

 Forthefile paths, type the exact paths specified by your database administrator. Make
sure that any auto-completed file paths are correct.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 18
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EH patabase Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

o Previous g

4. Onthe Database Server Credentials page, type the required information and then click Next.

© 1997-2025 Citrix Systems, Inc. All rights reserved.
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B Database Creation Wizard

Database Server Credentizls
[#] Use integrated conneciion (Windows aredentials)
Login
Passwaord
Actions
poPrevious o i Next § Cancel

5. Under VUEM Administrators, click Select.

© 1997-2025 Citrix Systems, Inc. All rights reserved.
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EX Database Creation Wizard

VUEM Administrators

Initial administrator group

| —_—

Database Security

[F] U=e Windows authentication for infrastruciure service database connection

Infrastructure service acoount

[[] set vuemliser SQL user acoount password

Password

Actions

- Previous Cancel

6. Inthe Select Group window, type a user group with administration permissions to the adminis-
tration console, click Check Names, and then click OK.

Select Group -

Select this object type:

|Gmup | | Object Types.. |
From this location:

|iau::k.|nu:a| | | Locations.._ |

Enter the object name to select (zxamplzs):

| neck MNames

7. Under Database Security, select Use Windows authentication for infrastructure service
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database connection and then click Select.

Note:

« If you select neither Use Windows authentication for infrastructure service data-

base connection nor Set vuemUser SQL user account password, the SQL user ac-

count is used by default.

« To use your own vuemUser SQL account password (for example, if your SQL policy
requires a more complex password), select Set vuemUser SQL user account pass-

word.

EX patabase Creation Wizard

WUEM Administrators

Initial administrator group

Database Security

I Select 1

[#] LUse Windows authentication for infrastructure service database connection;

Infrastructure service account

[7] set vuemUser SQL user account passwaord

Password

Actions

- Previous

e Select o

—
=]
]
J
]
1
1

g Cancel -y

8. In the Select User window, type the name of the infrastructure service account, click Check

Names, and then click OK.

© 1997-2025 Citrix Systems, Inc. All rights reserved.
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Select User -

Select this object type:
|User | | Chject Types. .. |

From this location:
|iack.lncal || Locations. . |

Enter the object name to select (2xamples):

| Check Mames

9. Click Next.

EX Database Creation Wizard

WUEM Administrators

Initial administrator group

| || Select 1

Database Security

[#] Use Windows authentication for infrastructure service database connection

Infrastructure service account

[F] set vuemUser SQL user account password

Password

Actions

. Previous || || Mext || || Cancel

10. On the Database Information Summary page, click Create Database.

© 1997-2025 Citrix Systems, Inc. All rights reserved.
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EX Database Creation Wizard

Database Informations Summary

Server and instance name: |

Database name: |

Data file: |

Log file: |

Initial administrators growp: |

Infrastructure service seourity: |

Infrastructure service account: |

Database connection: |

SOL user custom password: |

Create Database |

Actions

11. Click OK.

o Database oeated successfully!

OK

12. On the Database Information Summary page, click Finish.

© 1997-2025 Citrix Systems, Inc. All rights reserved.
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Data file: [ e w——— n > - -

13. Close the WEM Database Management Utility.
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WEM Database Management Utility

Database Management

=

Create Upgrade
Database Database

i1
il

3 El ey i s e

cifrx | Workspace
Environment Management

14. In the Exit Application Dialog, click Yes.
Note:

If an error occurs during the database creation, check the log file “Citrix WEM Database
Management Utility Debug Log.log”in the infrastructure services installation folder for

more information.

Step 3: Configure infrastructure services

1. Open the WEM Infrastructure Service Configuration Utility from the Start menu.

2. Onthe Database Settings tab, type the required information.
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Configuration Management

&

Load Configuration || Save Configuration

Database Settings Network 5 thngs ) Maintenance | Licensing

Database server and instance:
I
Database failover server and instance:

Database name:

3. Onthe Advanced Settings tab, select Enable Windows account impersonation and then click
Browse.

Note:

Depending on the choices you made during WEM database creation in Step 2, select Enable
Windows account impersonation or Set vuemUser SQL user account password.
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Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemlser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
15 |

[~ Enable debug mode
[7] Use cache even if online

Infrastructure service SQL state monitor delay (sec):
|30 |

Infrastructure service SQL connection tmeout (sec):
|30 |

Configure analytics:
{5 Help improve Workspace Environment Manapement using Google Analytics.
") Do not help improve Workspace Environment Management using Google Analytics.

4. Type a user name, click Check Names, and then click OK.

Enter the object name to select (2Emples):

5. Type the infrastructure service account password.
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Advanced Settings

Database Maintenance

[#] Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemlser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
15 |

Use cache even if online

Infrastructure service SQL state monitor delay (sec):

E |

Infrastructure service SQL connection timeout (sec):

130 |

Configure analytics:
) Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

6. Select Enable debug mode.
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WEM Infrastructure Service Configuration |=|o x|

Configuration Management

&

Load Configuration || Save Configuration

=

atabase Settings | Metwork Settings I N\ el By ol Database Maintenance | Licensing

Enable Windows account impersonation

Infrastructure service account:
| | g Browse —

Infrastructure service account passwaord:

Set vuemUser SQL user account password

Password:
Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
15 | 30 |

Infrastructure service SQL connection timeout (sec):

Use cache even if online |3D |

Configure analytics:
() Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

7. Onthelicensingtab, select Global license server override, type your license information, and
then click Save Configuration.

Note:
« For Citrix License Server name, type the machine name, fully qualified domain name,

or IP address of the license server.
« For Citrix License Server port, the default port is 27000.
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WEM Infrastructure Service Configuration == -

Configuration Management

B

Load Configuration || Save Configuration

|
s iu)

Database Settings W Advanced Setings | Datsbase Mantenance (el

[#] Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000

8. Click Yes.

o Yes o No

9. Close the WEM Infrastructure Service Configuration utility.

Step 4: Install the administration console

1. Run Citrix Workspace Environment Management Console.exe.
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| & = | Workspace-Environment-Management
Home Share View

~ v 1T » This PC » Windows (C) » Workspace-Environment-Management
Name
5+ Quick access
Agent Group Policies
> MThis PC Configuration Templates
¥ Network &+ Citrix Workspace Environment Management Agent
&+ Citrix Workspace Environment Management Console

&+ Citrix Workspace Environment Management Infrastructure Services

2. Onthe License Agreement page, select “l agree to the license terms and conditions”.

o« Citrix Workspace Environment Management Console Setup — X

a Citrix Workspace Environment

Management Console
CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citnx license or terms of service covenng the
Citnix product(s) and/or service(s) with which you will be using this component. This
component is licensed for use only with such Citnix product(s) and/or service(s).

CTX_code EP_R_A10352779

Version 2308.1.0.1 []1 agree to the license terms and conditions

nstall Close

3. Follow the wizard instructions to complete the steps.

Step 5: Configure configuration sets

1. Open the WEM Administration Console from the Start menu and click Connect.
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Citrix Workspace Environment Management

Welcome!

Workspace Environment Management is a lightweight user environment

management solution designed to let you deliver the best possible workspace
experience to users.

2. Inthe New Infrastructure Server Connection window, check the information and then click Con-
nect.

Note:

« ForInfrastructure server name, type the machine name, fully qualified domain name,
or IP address of the WEM infrastructure server.

« For Administration port, the default port is 8284.

Bl New Infrastructure

Infrastructure Server Information

Infrastructure server name

Administration Port

8264

Actions
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3. Onthe Home tab, on the ribbon, click Create to create your configuration set.

Citrix Workspace Environment Management

About
g a Configuration set| Default Site - & Delete | ﬁ Backup |
:a Create | E’ Restore
feo | P> = Refresh
v Disconnect & it = > Migrate

Ta

E Action Groups

)

| [ Group Policy Settings

Applications

” Welcome!
(_£ Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management selution designed to let you deliver the best possible workspace
experience to users.
| Actions 1
|_| Filters

r_| Assignments

[Z| System Optimization

|:| Policies and Profiles

|_| Security

[L] Active Directory Objects

[T ] Transformer Settings

(L Advanced Settings

| Administration

[L} Monitoring

ted to : localhost € Current access level @ Global

4. Inthe Create Configuration Set window, type a name and description for your configuration set
and then click OK.

E Create Configuration Set

[ General l

Display

Mame

Description

State

Actions
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5. Ontheribbon, under Configuration Set, select the newly created configuration set.

Citrix Workspace Environment Management

About
| £ Corneet 'e Configuration set| Default Site - & Delete ? Backup |
@ Create Default Site ¥ Restore
= 5 =
= Disconnect @ Edit | My config set — | (5 Refresh o+ Migrate
S o
|E—
B Action Groups
[ f Group Policy Settings
[ Applications
2 Welcome!
iz Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
experience to users.
| Actions 1
Q Filters

|:| Assignments

[Z| System Optimization

P|;|" Policies and Profiles

|:__,‘| Security

[L] Active Directory Objects

["_| Transformer Settings

(L] Advanced Settings

| Administration

[L.} Monitoring

€ Currentaccess level : Global Full Access .2

6. On the ribbon, under Backup, click Restore. The Restore wizard appears.
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Citrix Workspace Environment Management

About
E |+ |
| 5 cornget e Configuration set| My config set ‘ e Delete ¥ Backup
pu a Create _ I ‘E’ Restore |
L= Disconnect @ Edit Refresh || 7 Migrate

Ta

E Action Groups

[ f Group Policy Settings

I Applications
: Welcome!
£ Printers
S5 Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
experience to users.
| Actions 1
[} Filters

[[] Assignments

[} System Optimization

F_I_'| Policies and Profiles

[} security

[0 Active Directory Objects

[I] Transformer Settings

[Z| Advancad Settings

| Administration

[} Monitoring

€ Current access level : Global Full Access .2

7. On the Select what to restore page, select Settings and then click Next.
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B Restore Wizard

Select what to restore

i) Sequrity setiings

Actions

Mext

Cancel

8. On the Restore settings page, click Next.
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ES Restore Wizard

Restore settings

Welcome to the Setfings Restore wizard.

This wizard will guide you through the required steps to restore Citrine Workspace
Environment Management Setiings

Please didk on next to continue

Actions

Mext | - Cancel

9. On the Source page, click Browse.
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B Restore Wizard

Source

Restore from folder

Browse

Setting Type Selection

Select setting types to restore

Actions

10. In the Browse For Folder window, browse to the Default Recommended Settings folder (pro-
vided with Workspace Environment Management) and then click OK.
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I J. Agent Group Policies
4 | Configuration Templates
. Default Recommended Settings
4. Emvironment Lockdown Sample
4. Sample Applications
B ) Windows
I &2 CD Drive (D)
I 5 Libraries
I €l Network
- B8 Control Panel

| Make New Folder

11. Onthe Source page, select System Optimization Settings, Agent Configuration Settings, and
System Monitoring Settings, and then click Next.
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EH Restore Wizard

Source

Restore from folder

|C:‘|, \Workspace-Environment-Management-y Browse
Setting Type Selection
Select setting types to restore

[#] System Optimization Setiings Ciirix Profile Management Settings
Cetiings 7| Agent Configuration Settings

are Persona Setings E?jystﬂnhkﬂturims:etﬁngsi

Actions

- Previous Mext I e Cancel

12. On the Restore settings processing page, under Restore settings, click Restore Settings.
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EH Restore Wizard

Restore settings processing

Restore settings

Actions

13. Click Yes.

Confirm Restore Operation

l-: All settings in the current configuration set will be replaced. Are you sure you want to proceed?

14. Click Finish.
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B Restore Wizard

Restore settings processing
Processing System Optimizaton Setiings...

Processing Agent Configuration Settings...
Processing System Monitoring Setiings...

Restore Finished

Restore settings

Actions

Step 6: Add the group policy template (optional)

Optionally, you can choose to configure the group policies. The Agent Group Policies administrative
template, provided in the WEM agent package, adds the Agent Host Configuration policy.

1. Copythe Agent Group Policies folder provided with the WEM installation package to your WEM
domain controller.

2. Add the .admx files.

a) Go to the Agent Group Policies > ADMX folder.

b) Copy the two files (Citrix Workspace Environment Management Agent Host Configura-
tion.admx and CitrixBase.admx).

c) Gotothe <C:\Windows>\PolicyDefinitions folderand then paste the files.

3. Add the .admlfiles.
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a) Go to the Agent Group Policies > ADMX > en-US folder.
b) Copy the two files (Citrix Workspace Environment Management Agent Host Configura-

tion.adml and CitrixBase.adml).
c) Go to the <C:\Windows>\PolicyDefinitions\en-US folder and then paste the

files.

4. In the Group Policy Management Editor window, go to Computer Configuration > Policies >

Administrative Templates > Citrix Components > Workspace Environment Management >

Agent Host Configuration and double-click Infrastructure server.

Group Policy Management Editor

(=T

File Action View Help
e« rnE = BE T
=] WEM config
4 il Computer Configuration
4 [ Policies
I [ Software Settings
p [ Windows Settings
4 || Administrative Templates: Policy definitions (AL
4 [ | Citrix Components
I: [ Profile Management
4 | Workspace Environment Management
|| Agent Host Configuration
I+ || Control Panel
I [ Network
| Printers
| Server
| Start Menu and Taskbar
I | System
|| System Center - Operations Manager
I [ Windows Components
e Al Settings
I [] Preferences
4 & User Configuration
I [ Policies
I+ [ | Preferences
< ] >
7 setting(s)

- Agent Host Configuration

Select an item to view its description. Setting
|| Infrastructure server
|i=| Agent service port
|iz| Cache synchronization port
|iz| Cached data synchronization port
\iz] Citrix Cloud Connectors
|| Agent proxy configuration
|iz] VUEMAppCmd extra sync delay

State
Mot configure
Not configurec
Mot configure
Not configure
Mot configure
Not configure

Mot configure

\ Extended A Standard

5. Inthe Infrastructure server window, select Enabled, and under Options, type the IP address of

the computer on which the infrastructure services are installed, and then click Apply and OK.
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E Infrastructure server

O Not Configured ~ Comment:

Previous Setting | | MNext Setting

(®) Enakled

() Disabled

Supperted cn:

Opticns:

Help:

Infrastructure server:

Type the name or IP address of the computer on which the

infrastructure services are installed. The agent connects to this
computer.

K H Cancel H Apply |

6. Go tothe agent host, open a command line, and type gpupdate /force.
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EX CMD
sion 16.8.182

Computer Poli

run GPRESULT /H GPReport.htm

results.

Step 7: Install the agent

Important:

Do not install the WEM agent on the infrastructure server.

1. Run Citrix Workspace Environment Management Agent.exe on your machine.

+ | Workspace-Environment-Management
Home Share View

« 1 > This PC » Windows (C:) » Workspace-Environment-Management

Name
s Quick access
Agent Group Policies
= This PC Configuration Templates

@ Network &+ Citrix Workspace Environment Management Agent

&+ Citrix Workspace Environment Management Console

&+ Citrix Workspace Environment Management Infrastructure Services

2. Select I agree to the license terms and conditions and then click Install.

© 1997-2025 Citrix Systems, Inc. All rights reserved.



Workspace Environment Management™ 2407

44 Citrix Weorkspace Environment Management Agent Setup —

Citrix Workspace Environment
n Management Agent

CITELX LICENSE AGREEMENT

Use of this component is subject to the Citrix icense or terms of service covering the
Citrix product(s) and/or service{s) with which vou will be using this compotient. This
component is licensed for use only with such Citrix product(s) and/or service(s).

CTX_code EP_R_A10352779

Verzion 2106.1.0.1 i agree to the license terms and conditions

E;'Install Close

3. Onthe Welcome page, click Next.

# Citrix Workspace Environment Management Agent Setup - b4

LB B Welcome to the Citrix Workspace
Environment Management Agent Setup
Wizard

The Setup Wizard will install Gitrix Workspace Envirgnment
Management Agent on your computer, Chick Next to continue
or Cancel to exit the Setup Wizard,

Cifrix

4. Onthe Destination Folder page, click Next.
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ﬁ Citrix Workspace Envirenment Management Agent Setup — >

Destination Folder
Click Mext to install to the default folder or dick Change to choose another. a

Install Citrix Workspace Environment Management Agent to:

|C: \Program Files (x86)\Citrix\Warkspace Environment Management Agent),

Change...

5. On the Deployment Type page, select the applicable type of deployment and then click Next.
In this case, select On-premises Deployment.

ﬁ Citrix Workspace Environment Management Agent Setup - X
Deployment Type
Select the applicable type of deplayment., a

i) Cloud Service Deployment
Agent will connect to the Citrix Cloud service,

i® On-premises Deployment

Agent will connect to your on-premises infrastructure service,
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6. Onthe Infrastructure Service Configuration page, select Configure the Infrastructure Service,
type the FQDN or IP address of the infrastructure service, and then click Next.

Note:

For the agent service port, the default port is 8286. For the cached data synchronization
port, the default port is 8288. For more information, see Port information.

13 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration
Spedfy the infrastructure service to which the agent connects. a

) skip Configuration
Select this option if you want to configure the setting using Group Palicy.

® Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

10.158.216.14

Agent service port (default 82586): 286

Cached data synchronization port {default 8238): |3233

7. Onthe Advanced Settings page, click Next.
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ﬁ Citrix Workspace Envirenment Management Agent Setup — >

Advanced Settings

b 4
Configure advanced settings for the agent. a

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

| Erowse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in miliseconds: |0

The input value specifies how long the agent application launcher (WVUEMAppCmd. exe)
waits before published resources are started.

8. On the Ready to install page, click Install.
9. Click Finish to exit the installation wizard.
Step 8: Add the agent to the configuration set you created

1. From the Start menu, open the WEM Administration Console, click Active Directory Objects,
and then click Add.
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@ Current acce : Global Full Access .

|
Check Mames

3. Click Machines.
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e Configuration set| My config set

" @@ pelete | ¥ Bacup
e Create . |
& Edit = Refresh | ¥ Restore
S - = - ] r
T —

88 Users Machines

P Vet ] T

= Advanced

Name Distinguished Name Description Priority State

| Actions

L Filters

| Assignments

| System Optimization

| Policies and Profiles

[ Security

[ Active Directory Objects .

| Transformer Settings

[_| Advanced Settings

[} Administration Actions

" Monitoring | Refresh o | AddOU | Add Object
=

® Connected to : jadk-broker @ Current access level : Global Full Access i

4. Onthe Machinestab, click Add OU or Add Object to add the machines that you want to manage
to the configuration set you created.

System requirements

September 7, 2025

Software prerequisites

.NET Framework 4.7.1 or later. This component is necessary for the Workspace Environment Man-
agement agent. If not already installed, it is automatically installed during agent installation. How-
ever, we recommend that you install this prerequisite manually before you install the agent. Other-
wise, you need to restart your machine to continue with the agentinstallation, and it might take a long
time to complete.

.NET Framework 4.8 or later. This component is necessary for the Workspace Environment Manage-
ment Infrastructure services, Administration console, and Web console. If not already installed, it is
automatically installed during installation.
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Microsoft Visual C++. This component is necessary for the Workspace Environment Management™
agent. If not already installed, the Microsoft Visual C++ 2015-2019 Redistributable is automatically
installed during agent installation.

Microsoft Edge WebView2 Runtime version 98 or later. This component is necessary for the Work-
space Environment Management service agent. If not already installed, it is automatically installed
during agent installation.

Note:

+ Only version 2209 and later require this component.
+ To download and install the Microsoft Edge WebView2 Runtime, you must have internet

access.

Microsoft SQL Server 2012 or later. Workspace Environment Management requires sysadmin ac-
cess to a SQL Server instance to create its database, and read/write access to the database to use
it. During the database creation, Workspace Environment Management creates a SQL login and then
adds a database user mapping to the login. The useris automatically granted read/write access to the
database. The SQL Server instance must use case-insensitive collation. Otherwise, database creation

or upgrade fails.
Note:

During an upgrade, we recommend using a user account that has the sysadmin server role.

Microsoft Active Directory. Workspace Environment Management requires read access to your Ac-
tive Directory to push configured settings out to users.

Note:

« WEM’s global catalog does not support External trust relationships that store a copy of all
Active Directory objects in a forest. Instead, you must use other relationship types, such as
forest trust relationships.

« WEM also does not support a one-way forest trust relationship between forests.

Citrix License Server 11.14. Workspace Environment Management requires a Citrix license. Citrix
licenses are managed and stored on Citrix License Servers.

Citrix Virtual Apps and Desktops. Any supported version of Citrix Virtual Apps or Citrix Virtual Desk-
tops is required for this release of Workspace Environment Management.

Citrix Workspace™ app for Windows. To connect to Citrix StoreFront™ store resources that have
been configured from the Workspace Environment Management administration console, Citrix Work-
space app for Windows must be installed on the administration console machine and on the agent
host machine. The following versions are supported:
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« On administration console machines:

« Citrix Receiver for Windows versions: 4.9 LTSR, 4.10, 4.10.1,4.11, and 4.12
« Citrix Workspace app 1808 for Windows and later

+ On agent host machines:

« Citrix Receiver for Windows versions: 4.4 LTSR CU5, 4.7,4.9,4.9 LTSR CU1, and 4.10
« Citrix Workspace app 1808 for Windows and later

For Transformer kiosk-enabled machines, Citrix Workspace app for Windows must be installed with
single sign-on enabled, and configured for pass-through authentication. For more information, see
Citrix Workspace app documentation.

Operating system prerequisites
Note:

Workspace Environment Management and associated components are supported only on oper-
ating system versions supported by their manufacturer. You might need to purchase extended

support from your operating system manufacturer.

Infrastructure services

Supported operating systems:

« Windows Server 2025 Standard and Datacenter Editions
« Windows Server 2022 Standard and Datacenter Editions
« Windows Server 2019 Standard and Datacenter Editions
« Windows Server 2016 Standard and Datacenter Editions
« Windows Server 2012 R2 Standard and Datacenter Editions

Note:

Running Workspace Environment Management infrastructure services on a pool of servers (in-
frastructure servers) with different operating system versions is supported. To upgrade the op-
erating system of an infrastructure server, first install the infrastructure service on a different
machine with the new operating system, manually configure it with identical infrastructure ser-
vice settings, then disconnect the ‘old’infrastructure server.

Administration console

Supported operating systems:
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Windows 11, 32-bit and 64-bit

Windows 10 version 1607 and newer, 32-bit, and 64-bit
Windows Server 2025 Standard and Datacenter Editions
Windows Server 2022 Standard and Datacenter Editions
Windows Server 2019 Standard and Datacenter Editions
Windows Server 2016 Standard and Datacenter Editions
Windows Server 2012 R2 Standard and Datacenter Editions

Web console

Supported operating systems:

Windows Server 2025 Standard and Datacenter Editions
Windows Server 2022 Standard and Datacenter Editions
Windows Server 2019 Standard and Datacenter Editions
Windows Server 2016 Standard and Datacenter Editions

Windows Server 2012 R2 Standard and Datacenter Editions

Agent

Supported operating systems:

Windows 11, 32-bit and 64-bit

Windows 10 version 1607 and later, 32-bit and 64-bit

Windows 8.1 Professional and Enterprise Editions, 32-bit and 64-bit

Windows 7 SP1 Professional, Enterprise, and Ultimate Editions, 32-bit and 64-bit
Windows Server 2025 Standard and Datacenter Editions*

Windows Server 2022 Standard and Datacenter Editions*

Windows Server 2019 Standard and Datacenter Editions*

Windows Server 2016 Standard and Datacenter Editions*

Windows Server 2012 R2 Standard and Datacenter Editions*

Windows Server 2012 Standard and Datacenter Editions*

Windows Server 2008 R2 SP1 Standard, Enterprise, and Datacenter Editions*

* The Transformer feature is not supported on multi-session operating systems.

In WEM 4.4, Windows XP was supported.
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Note:

Citrix Workspace Environment Management agents running on multi-session operating systems
cannot operate correctly when Microsoft’s Dynamic Fair Share Scheduling (DFSS) is enabled. For
information about how to disable DFSS, see CTX127135.

SQL Server Always On

Workspace Environment Management supports Always On availability groups (Basic and Advanced)
for database high availability based on Microsoft SQL Server. Citrix® has tested this using Microsoft
SQL Server 2017.

Always-On availability groups allow databases to automatically fail over if the hardware or software
of a principal or primary SQL Server fails, which ensures that Workspace Environment Management
continuesto work as expected. The Always-On availability groups feature requires that the SQL Server
instances reside on the Windows Server failover Cluster (WSFC) nodes. For more information, see
https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/always-on-
availability-groups-sql-server?view=sql-server-verl5.

To use Workspace Environment Management (WEM) with Always On availability groups:
1. Open WEM Database Management Utility and then create a WEM database.

« Make”sure that you select the Set vuemUser SQL user account password option and
type a password for the vuemUser SQL user account. You must provide this password
when you add the database to the availability group.

+ For “Server and instance name,”type the name of the primary SQL Server.

Note:

The WEM database is created on the primary SQL Server.

2. Gotoyour primary SQL Server and then back up the WEM database that you created.

« To select the WEM database on the Add Database to Availability Group > Select Data-
bases page, you must type the password (the password you created in step 1). To do so,
right-click the corresponding blank area in the Password column, type the password, and
then click Refresh.

« Select the Full recovery model for the database backup.

3. Onthe SQL Server, add the WEM database to the availability group and then configure the avail-
ability group listener.

4. The vuemUser login must be created on the secondary SQL instance in Always On HA group.
For more details, see Transfer logins and passwords between instances - SQL Server.
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5. Go to the WEM infrastructure service machine and then open the WEM Infrastructure Service
Configuration utility.

+ Database server and instance. Type the name of the availability group listener.
« Database failover server and instance. Leave empty.
- Database name. Type the name of the database.

Hardware prerequisites
Infrastructure services: 4 vCPUs, 8 GB RAM, 80 GB of available disk space. For scale and size consid-
erations for infrastructure services, see Scale and size considerations for deployments.

Administration console: minimum dual core processor with 2 GB RAM, 40 MB of available disk space
(100 MB during install).

Agent: average RAM consumption is 10 MB, but we recommend that you provide 20 MB to be safe. 40
MB of available disk space (100 MB during installation).

Database: minimum 75 MB of available disk space for the Workspace Environment Management data-
base.

Service dependencies

Netlogon. The agent service (“Norskale Agent Host service”) is added to the Net Logon Dependencies
list to ensure that the agent service is running before logons can be made.

Antivirus exclusions

By default, the Workspace Environment Management agent and infrastructure services install into the
following folders:

« Agent

+ C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (on 64-bit OS)
+ C:\Program Files\ Citrix\Workspace Environment Management Agent (on 32-bit OS)

« Infrastructure services

+ C:\Program Files (x86)\Citrix\Workspace Environment Management Infrastructure
Services

On-access scanning must be disabled for the entire “Citrix”installation folder for the agent and the
infrastructure services. When the On-access scanning cannot be disabled for the “Citrix”installation
folder, the following processes must be excluded:
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In the infrastructure services installation folder

« WEM Infrastructure Service.exe
« WEM Infrastructure Service Configuration Utility.exe
+ WEM Infrastructure Database Management Utility.exe

In the agent installation folder

« Agent Log Parser.exe

« AgentCacheUtility.exe

+ AgentGroupPolicyUtility.exe
+ AppsMgmtUtil.exe

« Citrix.Wem.Agent.Service.exe
« CitrixWem.Agent.LogonService.exe
+ PrnsMgmtUtil.exe

« VUEMAppCmd.exe

+ VUEMAppCmdDbg.exe

« VUEMAppHide.exe

+ VUEMCmdAgent.exe

« VUEMMaintMsg.exe

« VUEMRSAV.exe

« VUEMUIAgent.exe

Install and configure

September 7, 2025

Install and configure the following components:

« Infrastructure services
+ Administration console
» Web console

« Agent

Infrastructure services

September 7, 2025
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There is one Windows infrastructure service: Citrix WEM Infrastructure Service(NT SERVICE\Citrix
WEM Infrastructure Service). It manages Workspace Environment Management (WEM) infrastruc-
ture services. Account: LocalSystem or specified user account that belongs to the administrator user
group on the infrastructure server where the infrastructure service runs.

Install the infrastructure services

Important:

+ The infrastructure services cannot be installed on a domain controller. Kerberos authenti-
cation issues prevent the infrastructure services from working in this scenario.

+ Do not install the infrastructure services on a server where the Delivery Controller™ is in-
stalled.

Usage data collection notice:

« By default, the infrastructure service collects anonymous analytics on WEM usage each
night and sends it immediately to the Google Analytics server through HTTPS. Analytics
collection complies with the Citrix Privacy Policy.

+ Datacollectionisenabled by default when you install or upgrade the infrastructure services.
To opt out, in the WEM Infrastructure Service Configuration dialog Advanced Settings tab,
select the Do not help improve Workspace Environment Management™ using Google
Analytics option.

To Install the infrastructure services, run Citrix Workspace Environment Management Infra-
structure Services.exe on your infrastructure server. The PowerShell SDK module is installed by
default. By default, the infrastructure services installs into the following folder: C:\Program Files
(x86)\Citrix\Workspace Environment Management Infrastructure Services. For SDK documentation,
see Citrix Developer Documentation.

You can choose a silent installation or upgrade of the infrastructure services. For example:

« .\Citrix Workspace Environment Management Infrastructure Services.exe /quiet BrokerLocation
="C:\test\Infrastructure Services"/log "C:\test\test.log"

+ /quiet BrokerLocation="C:\test\Infrastructure Services"/log "C:\
test\test.log"

« /quiet. Indicates silent mode.
+ /log. Indicates logging file location.
« BrokerLocation. Indicates the installation path for infrastructure services.

Create a service principal name
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Important:

« Do not create multiple service principal names (SPNs) for separate domains that reside in
the same forest. All the infrastructure services in an environment must be run using the
same service account.

+ When you use load balancing, all instances of the infrastructure services must be installed
and configured using the same service account name.

« Windows authentication is a specific method of authentication for SQL instances that use
AD. The other option is to use a SQL account instead.

After the installer finishes, create an SPN for the infrastructure service. In WEM, connection and com-
munication between agent, infrastructure service, and domain controller are authenticated by Ker-
beros. SPNs are used by Kerberos authentication to associate a service instance with a service logon
account. Therelationship must be configured between the logon account of the infrastructure service
instance and the account registered with the SPN. Therefore, to comply with the Kerberos authenti-
cation requirements, configure the WEM SPN to associate it with a known AD account by using the
command that is suited to your environment:

+ If you do not use Windows authentication or load balancing, use the following command:
« setspn -C -S Norskale/BrokerService [hostname]

where hostname is the name of the infrastructure server.

« If you use Windows authentication or load balancing (requiring Windows authentication), use
the following command:

« setspn -U -S Norskale/BrokerService [accountname]

where accountname is the name of the service account that is being used for Windows au-
thentication.

SPNs are case sensitive.

Group Managed Service Account

You can implement a group Managed Service Account (gMSA) solution for WEM. With a gMSA solution,
services can be configured for the new gMSA principal and the password management is handled by
Windows. For information, see https://docs.microsoft.com/en-us/windows-server/security/group-
managed-service-accounts/group-managed-service-accounts-overview. When a gMSA is used
as a service principle, the Windows operating system manages the password for the account instead
of relying on administrators to manage it. Doing so eliminates the need to change Windows account
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impersonation settings you configured for the infrastructure service if you change the password for
the account later.

To implement a gMSA solution for WEM, follow these steps:
1. If you already have an existing gMSA, do the following:

a) Bind the Citrix WEM SPN with the account using the following command:
+ setspn -C -S Norskale/BrokerService [gMSA]$
where gMSA is the name of the gMSA account.
b) Add the relevant machines to the account using the following command:

« Set-ADServiceAccount -Identity [gMSA] -PrincipalsAllowedToRetrieveM
[hostname]

where the [hostname] is the name of the infrastructure server.

2. If you do not have a gMSA, go to your domain controller, create one, and then bind the Citrix
WEM SPN with it. Use the following command:

+ New-ADServiceAccount [gMSA] -DNSHostName [hostname 1] -PrincipalsAllow
[hostname 2], [hostname 3] -KerberosEncryptionType RC4,
AES128, AES256 -ServicePrincipalNames Norskale/BrokerService

where [hostname 1] is the name of the DNS server.
where [hostname 2], [hostname 3] are the names of the infrastructure server.

For more information about creating a gMSA, see https://docs.microsoft.com/en-us/windows-
server/security/group-managed-service-accounts/getting-started-with-group-managed-
service-accounts.

3. Configure a gMSA manually.

a) Enable the account to access the database.

i. On your primary SQL Server, navigate to Security > Logins, right-click Logins, and
then select New Login.
ii. Inthe Login - New window, click Search.
iii. Inthe Select User or Group window, configure settings as follows and click OK to exit
the window.
+ Object Types. Select only Service Accounts.
» Locations. Select Managed Service Accounts.
» Object name. Type the account name that you created in Step 1.
iv. Onthe User Mapping page, select the database to which you want to apply gMSA and
then select db-owner as the role membership for the database.
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v. On the Status page, verify that the Grant and Enabled options are selected.
vi. Click OK to exit the Login - New window.

b) Use the service account that you added to start the Citrix WEM Infrastructure Service.

i. Onyourinfrastructure server, open the Windows Services manager, right-click the Cit-
rix WEM Infrastructure Service, and then select Properties.
ii. Onthe Log On page, select This account, click Browse, and configure settings as de-
scribed in the third substep of Step 3.
iii. Click OK to exit the Citrix WEM Infrastructure Service Properties window.
iv. Inthe Windows Services manager, restart the Citrix WEM Infrastructure Service.

Note:

Alternatively, you can configure the account using the WEM GUI. See Create a WEM
database and Configure the infrastructure service.

Configure load balancing
Tip:

The Load balancing with Citrix ADC article provides details of how to configure a Citrix ADC ap-
pliance to load balance incoming requests from the WEM administration console and the WEM
agent.

To configure WEM with a load balancing service:

1. Create a Windows infrastructure service account for the WEM infrastructure service to connect
to the WEM database.

2. When you create the WEM database, select the Use Windows authentication for infrastruc-
ture service database connection option and specify the infrastructure service account name.
For more information, see Create a Workspace Environment Management database.

3. Configure each infrastructure service to connect to the SQL database using Windows authen-
tication instead of SQL authentication: select the Enable Windows account impersonation
option and provide the infrastructure service account credentials. For more information, see
Configure the Infrastructure Service.

4. Configure the SPNs for the WEM infrastructure services to use the infrastructure service account
name. For more information, see Create a service principal name.

Important:

Decide whether to use a service account or machine account before deploying a WEM en-
vironment. After a WEM environment is already deployed, you cannot switch back. For
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example, if you want to load balance incoming requests after you already use the machine
account, you must use the machine account instead of the service account.

5. Createavirtual IP address (VIP) that covers the number of infrastructure servers you want to put
behind a VIP. All the infrastructure servers covered by a VIP are eligible when agents connect to
the VIP.

6. When you configure the Agent Host Configuration GPO, set the infrastructure server setting to
the VIP instead of the address for any individual infrastructure server. For more information, see
Install and configure the agent.

7. Session persistence is required for the connection between administration consoles and the
infrastructure service. (Session persistence between the agent and the infrastructure service
is not required.) We recommend that you directly connect each administration console to an
infrastructure service server rather than using the VIP.

Create a Workspace Environment Management database
Tip:
You can also create the database using the WEM PowerShell SDK module. For SDK documenta-
tion, see Citrix Developer Documentation.

Note:

+ If you are using Windows authentication for your SQL Server, run the database creation
utility under an identity that has sysadmin permissions.

+ Citrix recommends that you configure the primary file (.mdf file) of the WEM database with
a default size of 50 MB.

Use the WEM Database Management Utility to create the database. This s installed during the infra-
structure services installation process, and it starts immediately afterwards.

1. If the Database Management Utility is not already open, from the Start menu select Cit-
rix>Workspace Environment Management>WEM Database Management Utility.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 63


https://docs.citrix.com/en-us/workspace-environment-management/2407/install-and-configure/agent-host.html#install-and-configure-the-agent
https://developer-docs.citrix.com/

Workspace Environment Management™ 2407

WEM Database Management Utility

Database Management

=

Create Upgrade
Database Database

' Jate

e F S - it

cifrx | Workspace
Environment Management

2. Click Create Database, then click Next.
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B Database Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

Previous

3. Type the following Database Information, then click Next:

- Server and instance name. Address of the SQL Server on which the database will be
hosted. This address must be reachable exactly as typed from the infrastructure server.
Type server and instance name as the machine name, fully qualified domain name, or IP
address. Specify a full instance address as serveraddress,port\instancename. If port is
unspecified the default SQL port number (1433) is used.

+ Database name. Name of the SQL database to create.

Note:

Special characters such as hyphens (-) and dashes (/) are not allowed in the database
name.

+ Data file: path to the .mdf file location on the SQL Server.

+ Log file: path to the .ldf file location on the SQL Server.
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Note:

The database management utility cannot query your SQL Server for the default location
of the data and log files. They default to the default values for a default installation of MS
SQL Server. Make sure that the values in these two fields are correct for your MS SQL Server
installation or the database creation process will fail.

Ed Database Creation Wizard

Database Server Credentials

¥| Use integrated connection (Windows credentials)

Loagin

Passward

Actions

Previous | | Mext | | Cancel

4. Provide Database Server Credentials which the wizard can use to create the database, then click
Next. These credentials are independent from the credentials that the infrastructure service
uses to connect to the database after it is created. They are not stored.

The option Use integrated connection is selected by default. It allows the wizard to use the
Windows account of the identity it is running under to connect to SQL and create the database.
If this Windows account does not have sufficient permissions to create the database, you can
either run the database management utility as a Windows account with sufficient privileges, or
you can clear this option and provide an SQL account with sufficient privileges instead.
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EH Database Creation Wizard

YUEM Administrakors

Initial administrator group

| DGXGR\Domain Admins | [ select

Database Security

Ilze Windows authentication For infrastruckure service database connection

Infrastructure service account

Set wuemlser SOL user account password

Password

Actions

Previous | | ek | | Cancel

5. Enter VUEM Administrators and Database Security details, and then click Next. The credentials
you provide here are used by the infrastructure service to connect to the database after it is
created. They are stored in the database.

+ Initial administrator group. This user group is pre-configured as Full Access adminis-
trators for the Administration Console. Only users configured as Workspace Environment
Management administrators are allowed to use the administration console. Specify a valid
user group or you will not be able to use the administration console yourself.

« Use Windows authentication for infrastructure service database connection. When
this option is cleared (the default) the database expects the infrastructure service to con-
necttoitusingthe vuemUser SQL user account. The vuemUser SQL user accountis created
by the installation process. This requires Mixed-Mode Authentication to be enabled for the
SQL instance.

When this option is selected, the database expects the infrastructure service to connect to it
using a Windows account. In this case the Windows account you select must not already have

© 1997-2025 Citrix Systems, Inc. All rights reserved. 67



Workspace Environment Management™ 2407

alogin on the SQL instance. In other words, you cannot use the same Windows account to run
the infrastructure service as you used to create the database.

To select a gMSA, follow the same steps as selecting an AD user.

« Set vuemUser SQL user account password. By default, the vuemUser SQL account is
created with an 8-character password which uses upper and lower case letters, digits, and
punctuation. Select this option if you want to enter your own vuemUser SQL account pass-
word (for example, if your SQL policy requires a more complex password).

Important:

« You must set the vuemUser SQL user account password if you intend to deploy the
Workspace Environment Management database in an SQL Server Always On availabil-
ity group.

« If you set the password here, remember to specify the same password when you con-
figure the infrastructure service.

6. In the summary pane, review the settings you have selected, and when you are satisfied click
Create Database.

7. Whenyou are notified that the database creation has completed successfully, click Finish to exit
the wizard.

If an error occurs during the database creation, check the log file “Citrix WEM Database Manage-
ment Utility Debug Log.log”in the infrastructure services installation directory.

Configure the infrastructure service
Tip:

You can also configure the infrastructure service using the Workspace Environment Management
PowerShell SDK module. For SDK documentation, see Citrix Developer Documentation.

Before the infrastructure service runs, you must configure it using the WEM Infrastructure Service
Configuration utility, as described here.

1. From the Start menu select Citrix>Workspace Environment Management>WEM Infrastruc-
ture Service Configuration Utility.

2. In the Database Settings tab enter the following details:

- Database server and instance. Address of the SQL Server instance on which the Work-
space Environment Management database is hosted. This must be reachable exactly
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as typed from the infrastructure server. Specify a full instance address as “serverad-
dress,port\instancename”. If the port is unspecified the default SQL port number (1433)
is used.

+ Database failover server and instance. If you are using database mirroring, specify the
failover server address here.

+ Database name. Name of the Workspace Environment Management database on the SQL
instance.

WEM Infrastructure Service Configuration

Configuration Management

i

Save Configuration

)

Load Configuration

[} ]

| Database Settings | Metwork Settings | Advanced Settings Ww

Database server and instance:

Database fallover server and instance:

Database name:

3. Inthe Network Settings tab type the ports the infrastructure service uses:

« Administration port. This port is used by the administration console to connect to the
infrastructure service.

« Agent service port. This port is used by your agent hosts to connect to the infrastructure
service.
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« Cache synchronization port. This port is used by the agent service to synchronize its
cache with the infrastructure service.

« WEM monitoring port. [Not currently used.]

WEM Infrastructure Service Configuration

Configuration Management

bl (&

Load Configuration

Save Configuration

] Iy

Databaze settings Wi cdcae B Advanced Settings Wm

Administration port:
3284

Agent service port:

3286

WEM monitoring port:
8287

Cached data synchronization port:
3288

4. In the Advanced Settings tab, enter impersonation and automatic refresh settings.

+ Enable Windows account impersonation. By default, this option is cleared and the infra-
structure service uses mixed-mode authentication to connect to the database (using the
SQL account vuemUser created during database creation). If you instead selected a Win-
dows infrastructure service account during database creation, you must select this option
and specify the same Windows account for the infrastructure service to impersonate dur-
ing connection. The account you select must be a local administrator on the infrastructure
server.

To select a gMSA, follow the same steps as selecting an AD user.

+ Set vuemUser SQL user account password. Allows you to inform the infrastructure ser-
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vice of a custom password configured for the vuemUser SQL user during database creation.
Only enable this option if you provided your own password during database creation.

« Infrastructure service cache refresh delay. Time (in minutes) before the infrastructure
service refreshes its cache. The cache is used if the infrastructure service is unable to con-
nect to SQL.

« Infrastructure service SQL state monitor delay. Time (in seconds) between each infra-
structure service attempt to poll the SQL server.

« Infrastructure service SQL connection timeout. Time (in seconds) which the infrastruc-
ture service waits when trying to establish a connection with the SQL server before termi-
nating the attempt and generating an error.

« Enable debug mode. If enabled, the infrastructure service is set to verbose logging mode.

+ Use cache even if online. If enabled, the infrastructure service always reads site settings
from its cache.

« Enable performance tuning. Lets you optimize the performance in scenarios where the
number of connected agents exceeds a certain threshold (by default, 200). As a result, it
takes a shorter time for the agent or the administration console to connect to the infra-
structure service.

+ Minimum number of worker threads. Specifies the minimum number of worker
threads that the thread pool creates on demand. Set the number of worker threads in
the range of 30-3000. Determine the value based on the number of connected agents.
By default, the minimum number of worker threads is 200.

« Minimum number of asynchronous 1/0 threads. Specifies the minimum number of
asynchronous 1/0O threads that the thread pool creates on demand. Set the number
of asynchronous /0O threads in the range of 30-3000. Determine the value based on
the number of connected agents. By default, the minimum number of asynchronous
I/0O threads is 200.

Important:

This feature is especially useful when the agent or the administration console intermit-
tently disconnects from the infrastructure service.

Note:

Thevaluesyou setin the Enable performance tuning fields are used when new requests are
made and before switching to an algorithm for managing thread creation and destruction.
For more information, see https://docs.microsoft.com/en-us/dotnet/api/system.threadi
ng.threadpool.setminthreads?view=netframework-4.8 and https://support.microsoft.co
m/en-sg/help/2538826/wcf-service-may-scale-up-slowly-under-load.
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+ Help improve Workspace Environment Management using Google Analytics. |If
selected, the infrastructure service sends anonymous analytics to the Google Analytics

server.

« Do not help improve Workspace Environment Management using Google Analytics.
If selected, the infrastructure service does not send anonymous analytics to the Google
Analytics server.

Important:

Starting with 2212, Workspace Environment Management determines which option to se-
lect based on the region of the machine hosting the infrastructure service. If the machine
resides in non-European regions, the first option is selected. If the machine resides in Eu-
ropean regions, the second option is selected. The behavior applies only to fresh installa-

tions.

WEM Infrastructure Service Configuration

Configuration Management

L I e
Load Configuration || Save Configuration

Iy Iy

[ Datobase Seftngs | Network Setinge [IUTSMSEPRINY Dotohoce antenance | Lensh |

Enable Windows account impersonation

Infrastructure service account: Infrastructure service account password:

| | |I Browse I| |............

[F] set vuemlser SQL user account password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
|15 | [30 |
Enable debug mode Infrastructure service SQL connection timeout (sec):
[7] Use cache even if online | 30 |

Enable performance tuning

Configure analytics:

() Help improve Workspace Environment Management using Google Analytics.

™) Do not help improve Waorkspace Environment Management using Google Analytics.

5. You can use the Database Maintenance tab to configure database maintenance.
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Enable scheduled database maintenance. If enabled, this setting deletes old statistics
records from the database at periodic intervals.

« Statistics retention period. Determines how long user and agent statistics are retained.
The default is 365 days.

+ System monitoring retention period. Determines how long system optimization statis-
tics are retained. The default is 90 days.

+ Agent registrations retention period. Determines how long agent registration logs are
retained in the database. The default is 1 day.

« Execution time. Determines the time at which the database maintenance action is per-
formed. The default is 02:00.

Tip
As a best practice, we recommend that you enable scheduled database maintenance to

reduce the database size and achieve the best performance. If there is more than one infra-
structure service in a single WEM deployment, enable it only for one infrastructure service.
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WEM Infrastructure Service Configuration

Configuration Management

i

Save Configuration

)

Load Configuration

] ]

Database Settings | Metwork Settings | Advanced Settings | Database Maintenance |m

| Enable scheduled database maintenance

6. You can optionally use the Licensing tab to specify a Citrix License Server during infrastructure
service configuration. If you do not, when an administration console connects to a new Work-
space Environment Management database for the first time, you must enter the Citrix License
Server credentials in the About tab of the administration console ribbon. The Citrix License
Server information is stored in the same location in the database in both cases.

+ Global license server override. Enable this option to type the name of the Citrix License
Server used by Workspace Environment Management. The information you type here will
override any Citrix License Server information already in the Workspace Environment Man-
agement database.
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WEM Infrastructure Service Configuration

Configuration Management

) I Lt

Load Configuration

Save Configuration

Iy 'y

[ Gaiabsse Settngs | Netork Setings | Advanced Setings | Database Mantenance [JIoeese

Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000 |

After the infrastructure services are configured to your satisfaction, click Save Configuration to save
these settings and then exit the Infrastructure Services Configuration utility.

Administration console

September 7, 2025

Install the administration console

Note:

If you intend to assign resources published in Citrix StoreFront stores as application shortcuts in
Workspace Environment Management from the administration console, ensure that Citrix Work-
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space app for Windows is installed on the administration console machine and on the agent host
machine. For more information see System requirements.

Run Citrix Workspace Environment Management Console.exe on your administrator console envi-
ronment.

You can choose a silent installation or upgrade of the infrastructure services. For example:

« .\Citrix Workspace Environment Management Console.exe /quiet ConsolelLocation="C
:\test\Administration Console"/log "C:\test\test.log"

+ /quiet ConsoleLocation="C:\test\Administration Console'"/log "C:\
test\test.log"

« /quiet. Indicates silent mode.
« /log. Indicates logging file location.
« ConsolelLocation. Indicates the installation path for the administration console.

Create an infrastructure server connection

In the Start menu select Citrix®>Workspace Environment Management™>WEM Administration
Console. By default, the administration console launches in a disconnected state.

In the ribbon, click Connect to open the New Infrastructure Server Connection window.

E3 Mew Infrastructire Server Connection

Infrastructure Server Information

Infraskructure server name

Adriniskration Pork

a4

Actions

Conneck

Enter the following values and click Connect:

Infrastructure server name. The name of the Workspace Environment Management infrastructure
server. It must resolve from the administration console environment exactly as you type it.

Administration port. The port on which the administration console connects to the infrastructure
service.
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The first time you connect to a new database, you see the following message because a Citrix License

Server with valid licenses is not yet configured:

License server configuration required

! i A walid license server with appropriate licenses needs to be configured before you can start using Citrix Worskpace Environment Management

Configure the database with a license server

To configure the database with a license server, in the administration console ribbon, click About,
then click Configure License Server and enter your Citrix License Server details. The Citrix License
Server address must resolve from the administration console environment exactly as entered.

B3 Configure License Server

License server information

Citriz License Server name

Cittiz License Server pork

27000

Actions

Import quickstart settings

Workspace Environment Management includes XML files which you can use to pre-configure your
Workspace Environment Management database so that it is proof-of-concept-ready out of the box.
The XML files are provided in the folder “Configuration Templates”in the Workspace Environment Man-
agement installer package.

To import the quickstart setting files, in the Home ribbon click Restore:

Citrix Workspace Environment Management

| Home About
Q Configuration set | Default Site - @ £ Bacp
@i Create
[i= Disconnect & et [} Refresh | & Restore

In the Restore Wizard, select Settings and click Next.
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E®| Restore Wizard x

Select what to restore

Security settings

In the Restore Wizard, select the folder “Configuration Templates”containing the quickstart setting
files, and then select all Setting Types.

Web console

December 9, 2024

There is one Windows infrastructure service: Citrix WEM Public APl Service (NT SERVICE\Citrix WEM
Public API Service). It provides HTTPS services to support the Workspace Environment Management
(WEM) web console and communicate with the WEM infrastructure service.

Account: A specified domain user account that has the WEM global full access, and belongs to the ad-
ministrator user group on the web console server where the web console service runs.

We recommend installing the web console service on the machine where the WEM infrastructure ser-
vice runs.

Install the web console services

To install the web console services, run Citrix Workspace Environment Management Web Con-
sole.exe. By default, the infrastructure services install into the following folder: C:\\Program
Files (x86)\\Citrix\\Workspace Environment Management Web Console.

You can customize your installation using the following arguments:
ApiLocation: The directory to install the web console service.

You can choose a silent installation or an upgrade of the infrastructure services. For example:

« .\Citrix Workspace Environment Management Web Console.exe /quiet ApilLocation="C
:\WEM\webconsole"
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+ .\setup.exe /quiet ApilLocation="path:\to\install"/log="path:\to\
'LogH

setup.exe. Lets you replace it with the file name of the installer.

/quiet. Indicates that no user interface appears during the installation.

/ Log. Indicates logging file location.

ApilLocation="path:\to\install". Specifies where to install the web console
service.

Web console configuration

You must configure the web console by using the following tool in the installation path.
WEM Web Console Configuration.exe

Prerequisites

This release of web console is compatible with WEM 2303 deployments and later.

For deployments earlier than 2303, first, upgrade to 2303 and then configure the web console.

Configure and start the Web console

To configure and start the web console, complete the following steps.

1. Launchthe WEM Web Console Configuration.exe toolinthe web console folder and
click Next.
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B Cirix Workspace Environment Management Web Console Setup x
Citrix Workspace Environment Management web console setup
The web conscle provides a modemized management experience with a native web interface thatis generally more
responsive than the legacy console (Windows-based console)
This tool guides you through deploying the web console so that you can use it 1o perform your configuration and deployment
management tasks.
To continue, click Next
Note: If you already have the console set up and need to configure cenificate only, you con skip to cedificate configurtion
I Nead Cancel

2. Configure the console port by specifying a port for the browser to connect to the console. The
default port is 443.

3. Configure the Infrastructure service by specifying the Infrastructure service information.

« For the Infrastructure server name, type the machine name, fully qualified domain name,
or IP address of the WEM infrastructure server.

« For the Administration port, type the port on which the web console connects to the infra-
structure service. The default port is 8284.
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B Citrix Workspace Environment Management Web Console Setup - *

Console port

Specify a port for the browser to connect to the console with.

Port
[443

Infrastructure service

Infrastructure server name Administration port
Enter server name | ‘8284

Service impersonation
Specify the account for the console service to run under for improved security.
Create new

User name

|E'l'.=||‘1|: e domain\usemnmame | Browse

Password

|Ent=.|' password |

Data folder

Specify a folder to store data-related items such as databases, cerificates, and configuration files.

Data folder path

|| Browse

Enable console logging

Back Start service Cancel

4. Configure Service impersonation when the web console service impersonates the specific ac-
count to improve security. You can create a new user or select an existing user.

+ Create a new user and add the user to the WEM global full-access administrator group.
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Create new account - [m] X
Service impersonation Domain
Specify the account for the console service to run under for improved security. yaniestcom e
User name
Username Set user name
|E-'am\:\e- domainlusername | Browse
Password Password
|Eme| password | Set password
Add userto WEM Global Full Access administrator group
Data folder
Enter group name Browse
Specify a folder to store data-related items such as databases, cerificates, and configul
Data folder path
|Ent5r:\ browse to path Browse
Create Cancel
Enable console logging

+ Select an existing user from WEM global full-access administrator group.

Service impersonation

Select User X
Specify the account for the console service to run under for improved security.
Select this object type:
Create new |Usar | Eeciine=
From this location:
Username |)'antest.com | Locations..
‘E'-'ampls' domain\username | | Browse ErerinT T o e e
Password I Check Names
‘EI][EI pas |
Advanced... 0K Cancel

5. Configure the Data folder by specifying a folder to share data-related items such as databases,
and configuration files.

Data folder
Specify a folder to store data-related items such as databases, certificates, and configuration files.

Data folder path

|Ente|‘crb|‘c-.-'.--:-e to path | | Browse |

6. Click Start service.
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E= Citrix Workspace Environment Management Web Console Setup — X

@ Service started successfully. This is the URL to access the web console: hitps:(/localhost. To sign in, use your credentials.

To secure your connections to the console, configure a certificate.

Configure certificate Finish
- _______________________________________________________________________________________|

7. Afterthe successful start of the web console service, click Configure certificate to configure the
certificate. There are two methods to configure the certificate.

+ To use a certificate file, click Browse.
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ES| Citrix Workspace Environment Management Web Console Setup

Configure certificate

® Use a certificate file

O Selectfrom the certificate store

Certificate

Specify an existing certificate file or create a self-signed cerificate.

File path

|Ente|‘ or brov o path | | Browse

Certificate password

|Ente|‘ p ord |

Mote: To preventunauthorized access to the certificate file, handle it properly after you complete the setup process.

Bind certificate to port

443

« To create a self-signed certificate, click Create self-signed certificate.

Create self-signed certificate = O x

Domain to issue cerificate to

Enter domain name | 9

Certificate friendly name (optional)

WEM API 85L Certificate

Certificate password

Walidity period

1 - Year ~

Save certificate file to

Enter or browse to path | | Browse

Create Cancel
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« Click Set up certificate.

B Citrix Workspace Environment Management Web Console Setup

Configure certificate

® Use a certificate file

O Select from the certificate store

Certificate

Specify an existing certificate file or create a self-signed certificate.

File path

| Cilsers\tdministratoriDesktopWebConole onpremise TF“.Certific| | Browse

Certificate password

|Entf|‘ password |

Mote: To prevent unauthorized access to the certificate file, handle it properly after you complete the setup process.

Bind certificate to port

443

| Setup certificate |

« After configuring the certificate successfully, click Finish.

Cancel
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B2 Citrix Workspace Environment Management Web Console Setup X
Configure certificate
® Use a certificate file
O Selectfrom the certificate store
Certificate
Specify an existing certificate file or create a self-signed certificate.
File path
|C:‘.Users‘Administrator‘.D esktopWebConole onpremise TF"‘.Certific| Browse
Certificate password
|........... |
MNote: To prevent unauthorized access to the certificate file, handle it properly after you complete the setup process.
Bind certificate to port
443
@ Cetificate configured successfully. When accessing the console on a machine, for secure access, make sure that
the cerificate is present on the machine.
To access the web console using your desired URL, configure your DNS settings to point your specified domain to the
correct|P address.
Finish
« To use a certificate from the certificate store, select the desired certificate.
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|

Configure certificate

Certificate

Browse

Bind certificate to port

443

O Use a certificate file Windows Security
® Selectfrom the certificate store Select certificate
a—

WEM API SSL Certificate
Issuer: *.wem.com

Valid From: 5/8/2023 to 5/8/2123

Click here to view certificate properties

More choices

WEM API SSL Certificate
Issuer: *.wem.com
Valid From: 5/8/2023 to 5/8/2123

WEM API 55L Certificate
Issuer: yantest
Valid From: 5/6/2023 to 5/6/2123

WEM API SSL Certificate
lssuer: yanwang.wem.com
Valid From: 5/6/2023 to 5/6/2123

WEM API S5L Certificate
Issuer: yanwang.WEM.com
Valid From: 5/8/2023 to 5/8/2024

OK

Cancel

« Click Set up certificate.
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B Citrix Workspace Environment Management Web Console Setup

Configure certificate

O Use a certificate file

® Select from the certificate store

Certificate

Browse Selected: "wem.com

Bind certificate to port

443

Setup certificate

Cancel

« After configuring the certificate successfully, click Finish.
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E= Citrix Workspace Environment Management Web Console Setup — X

Configure certificate

O Use a certificate file

@ Selectfrom the certificate store

Certificate

Browse Selected: *wem.com

Bind certificate to port

443

@ Cerificate configured successfully. When accessing the console on a machine, for secure access, make sure that
the certificate is present on the machine.

To access the web consaole using your desired URL, configure your DNS settings to point your specified domain to the
corect P address.

Finish

8. To create a global full-access account, go to the legacy console, and click Administration to
manage permissions.

Note:

The Windows domain account must be a global full-access account.

You must log in using a Windows domain account before using the web console.
For more information about the WEM web console, see Manage (web console).

9. To use Template based GPO, Scripted task, Backup and restore, and files, you must set up a
shared storage folder.
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Note:

To set the permissions for the shared folder, follow these guidelines:

+ Ensure that at least one user has full access to the shared folder, excluding the permis-
sions to change permissions or take ownership.

+ Verify that the shared folder is accessible from the machine hosting the web console
service.

« If the configured user is the same user impersonated by the web console service, you
canomitthe credentials when configuring the shared folderin the web console. Other-
wise, credentials must be specified. Usingthe impersonated user is the recommended
approach.

To enhance security and minimize access, limit the number of accounts with permissions
to the shared folder as much as possible.

Go to the web console, click your account name in the top-right corner, click Storage folder,
and configure the shared SMB path.

Agent

September 7, 2025

Install and configure the agent
Note:

+ Donotinstallthe Workspace Environment Management™ (WEM) agent on the infrastructure
server.

+ Do notinstall the WEM agent and administration console on the same machine.

« If you intend to assign resources published in Citrix StoreFront stores as application short-
cuts in WEM from the administration console, ensure that Citrix Workspace app for Win-
dows is installed on the administration console and the agent host machines. For more
information, see System requirements.

Step 1: Configure group policies (optional)

Optionally, you can choose to configure the group policies for the agent using the Agent Group Poli-
cies administrative template. The WEM installation package contains this template. The template
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files are divided into .admx files and language-specific .adml files. We recommend that you configure
the group policies on the domain controller.

To add the Agent Host Configuration policy, complete these steps:

1. Copy the Agent Group Policies folder provided with the WEM installation package to your WEM
domain controller.

2. Add the .admx files.

a) Go to the Agent Group Policies > ADMX folder.

b) Copy the two files (Citrix Workspace Environment Management Agent Host Configura-
tion.admx and CitrixBase.admx).

c) Gotothe <C:\Windows>\PolicyDefinitions folderand then paste the files.

3. Add the .admlfiles.

a) Go tothe Agent Group Policies > ADMX > en-US folder.

b) Copy the two files (Citrix Workspace Environment Management Agent Host Configura-
tion.adml and CitrixBase.adml).

c) Go to the <C:\Windows>\PolicyDefinitions\en-US folder and then paste the
files.

4. Inthe Group Policy Management Editor window, go to Computer Configuration > Policies >
Administrative Templates > Citrix Components > Workspace Environment Management >
Agent Host Configuration and configure the following settings::

=[ Group Policy Management Editor - m} X
File Action View Help
LI AN] o (ERE ° No ik 4
=/ WEM config . Agent Host Configuration
~ il Computer Configuration .
. Select an item to view its description,  Setting State
w [ | Policies
| Software Settings |iz| Discover Citrix Cloud Connectors from CVAD service Mot configured
| Windows Settings 1i=| Infrastructure server Mot configured
~ || Administrative Templates: Policy definitions (ADMX f [i=] Agent service port Mot configured
w [ Citrix Components |iz| Cached data synchronization port Not configured
~ || Workspace Environment Management |=] Citrix Cloud Connectors Mot configured
| Agent Host Configuration |i=| Custom settings for basic deployment Not configured
| Contrel Panel |i] Override Agent Deployment Type Mot configured
1 Network |i=| Agent proxy configuration Not configured
; Printers 2] VUEMAppCmd extra sync delay Not configured
| Server
| Start Menu and Taskbar
1| System
| Windows Components
_ All Settings
_ Preferences
~ , User Configuration
| Policies
_ Preferences
< >
< > | Extended f Standard /
3 setting(s)
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Custom settings for basic deployment. Customized agent settings used for deployment. For more
information about available agent settings for basic deployment, see Manage Basic Deployment-

agents.
&
E} Custom settings for basic deployment Timieis ToinG Next Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported on: [ a¢ |eact Microsoft Windows XP
Cptions: Help:
Customized settings: You can customize agent set_tings used for b_asic deployment. For
more information about available agent settings for basic
{ ~ deployment, please refer to support document.
"enableCpuSpikeProtection”: true,
"enableCpufutoProtection”: true,
“ranl leanel imitSamnleTimaOfSnilkaDratart Y
£ >
oK Cancel

Override Agent Deployment Type. Overrides the WEM agent deployment type. You can choose
Cloud service, On-premises, or Basic deployment.

Discover Citrix Cloud Connector™ from CVAD service. Not applicable to the on-premises versions
of WEM. Leave the state Not Configured.

Infrastructure server. The address of the WEM infrastructure server. Type the name or IP address of
the machine where the infrastructure service is installed.

Agent service port. The port on which the agent connects to the infrastructure server. The agent
service port must be the same as the port you configured for the agent service port during the infra-
structure services configuration. If unspecified, the port defaults to 8286.

Cached data synchronization port. (Applicable to Workspace Environment Management 1912 and
later; replaces Cache synchronization port of Workspace Environment Management 1909 and earlier.)
The port on which the agent cache synchronization process connects to the infrastructure service to
synchronize the agent cache with the infrastructure server. The cached data synchronization port
must be the same as the port you configured for the cached data synchronization port (WEM Infra-
structure Service Configuration > Network Settings) during the infrastructure services configura-
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tion. The port defaults to 8288 and corresponds to the CachedDataSyncPort command-line ar-
gument. Alternatively, you can specify the port using a command-line option in the silent installation
of the WEM agent. For example:

« citrix_wem_agent_bundle.exe /quiet CachedDataSyncPort=9000

Citrix Cloud™ Connectors. Not applicable to the on-premises versions of WEM. Leave the state Not
Configured.

Agent proxy configuration. Not applicable to the on-premises versions of WEM. Leave the state Not
Configured.

VUEMAppCmd extra sync delay. Specifies, in milliseconds, how long the agent application launcher
(VUEMAppCmd.exe) waits before Citrix Virtual Apps and Desktops published resources are started.
This ensures that the necessary agent work completes first. The recommended value is 100 through
200. The default value is 0.

Step 2: Install the agent

Important:

Although the .NET Framework can be automatically installed during agent installation, we rec-
ommend that you install it manually before you install the agent. Otherwise, you need to restart
your machine to continue with the agent installation, and it might take a long time to complete.

You can run Citrix Workspace™ Environment Management Agent in your user environment. You
can also choose to install the agent using the command line. By default, the agent installs into one of
the following folders, depending on your operating system:

+ C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (on 64-bit OS)
+ C:\Program Files\ Citrix\Workspace Environment Management Agent (on 32-bit OS)

To install the agent interactively, complete these steps:

1. Run Citrix Workspace Environment Management Agent.exe on your machine.
2. Select I agree to the license terms and conditions and then click Install.
3. Onthe Welcome page, click Next.

Note:

The Welcome page can take some time to appear. This delay happens when the required

software is missing and is being installed in the background.

N

. On the Destination Folder page, click Next.
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+ By default, the destination folder field is automatically populated with the default folder
path. If you want to install the agent to another folder, click Change to navigate to the

folder and then click Next.
+ Ifyoualreadyinstalled the WEM agent, the destination folder field automatically populates
with the existing installation folder path.

5. On the Deployment Type page, select the applicable type of deployment and then click Next.
In this case, select On-premises Deployment.

6. You can also select the Basic Deployment type. When you select Basic Deployment type, the
agent turns on the default optimization settings without connecting to the infrastructure ser-

vice.

"M Citrix Workspace Environment Management Agent Setup = X

Deployment Type
Select the applicable type of deployment,

() Cloud Service Deployment

Agent will connect to the Citrix Cloud service.

(") On-premises Deployment

Agent will connect to your on-premises infrastructure service.

© Basic Deployment

Agent will apply basic settings without connecting to the infrastructure service.

Back | Next | Cancel

7. OntheInfrastructure Service Configuration page, specify the infrastructure service to which the
agent connects and then click Next.

« Skip Configuration. Select this option if you have already configured the setting using
Group Policy.

+ Configure the Infrastructure Service. Lets you configure the infrastructure service by
typing the FQDN or IP address of the infrastructure service.

« Agent service port. By default, the value is 8286.

« Cached data synchronization port. By default, the value is 8288.
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12 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration - "
Spedfy the infrastructure service to which the agent connects. a

) Skip Configuration
Select this option if you want to configure the setting using Group Palicy.

! Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

|1|:|. 153.216.14

Agent service port (default 82588): 2286

Cached data synchronization port (default 3288): (3288

8. Onthe Advanced Settings page, configure advanced settings for the agent and then click Next.

+ Alternative Cache Location (Optional). Lets you specify an alternative location for the
agent cache. Click Browse to navigate to the applicable folder. Alternatively, you can do
that through the registry. To do that, first stop the Citrix WEM Agent Host Service and then
modify the following registry key.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent Host
Name: AgentCacheAlternatelLocation

Type: REG_SZ

Value: Empty

By default, the value is empty. The default folder is: <WEM agent installation
folder path>\Local Databases Set. Specifyadifferentfolder pathif necessary.
For the changes to take effect, restart the Citrix WEM Agent Host Service. If the change
takes effect, the following files appear in the folder: LocalAgentCache.db and LocalA-
gentDatabase.db.

Caution:

Editing the registry incorrectly can cause serious problems that might require you
to reinstall your operating system. Citrix cannot guarantee that problems resulting
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from the incorrect use of Registry Editor can be solved. Use Registry Editor at your
own risk. Be sure to back up the registry before you edit it.

+ VUEMAppCmd Extra Sync Delay (Optional). Lets you specify how long the agent appli-
cation launcher (VUEMAppCmd.exe) waits before published resources start. Setting this
delay ensures that the necessary agent work completes first. The default value is 0.

Note:

The value you type for the extra sync delay interval must be an integer greater than
or equal to zero.

ﬁ Citrix Workspace Envirenment Management Agent Setup — =
Advanced Settings
Configure advanced settings for the agent. a

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

| Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in miliseconds: |0

The input value specifies how long the agent application launcher (VUEMAppCmd. exe)
waits before published resources are started.

9. Onthe Ready to install page, click Install.

10. Click Finish to exit the installalltion wizard.

Alternatively, you can choose a silent installation of the WEM agent. To do so, use the following com-
mand line:

« "Citrix Workspace Environment Management Agent.exe"/quiet Cloud=0
Tip:

+ For agents running in an on-premises WEM deployment, enter Cloud=0. For agents run-
ning in a WEM service deployment, enter Cloud=1.
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+ You might want to consult the log files to troubleshoot the agent installation. By default,
log files recording all actions that occur during installation are created in %TEMP%. You
canusethe /log log.txt command to designate a specific location for the log files to
be saved.

You can also use command-line options to specify custom arguments. Doing so lets you customize the
agent and system settings during the installation process. For more information, see Good to know.

After installation, the agent runs as Citrix WEM Agent Host Service (formerly Norskale Agent Host Ser-
vice) and Citrix WEM Agent User Logon Service. The agent runs as account LocalSystem. We do not
support changing this account. The service requires the log on as a local system permission.

Step 3: Restart the machine to complete the installation
Prerequisites and recommendations

To ensure that the WEM agent works properly, be aware of the following prerequisites and recommen-
dations:

Prerequisites

Verify that the following requirements are met:

+ The Windows service System Event Notification Service is configured to start automatically
on startup.

+ The WEM agent services Citrix WEM Agent Host Service and Citrix WEM User Logon Service
are configured to start automatically on startup.

« The agent cache resides in a persistent location whenever possible. Using a non-persistent
cache location can cause potential cache sync issues, excessive network data usage, perfor-
mance issues, and so on.

Recommendations

Follow the recommendations in this section for a successful agent deployment:

+ Do not manually operate Citrix WEM Agent Host Service, for example, using logon or startup
scripts. Operations such as stopping or restarting Citrix WEM Agent Host Service can stop the
Netlogon service from working, causing issues with other applications.

+ Do not use logon scripts to launch Ul-mode or CMD-mode agents. Otherwise, some functional-
ities might fail to work.
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Agent startup behaviors

+ Citrix WEM Agent Host Service automatically reloads Cloud Connector settings configured
through Group Policy after the service starts.

« Citrix WEM Agent User Logon Service automatically starts Citrix WEM Agent Host Service
if the agent host service does not start during the first logon. This behavior ensures that user
configuration is processed properly.

« Citrix WEM Agent Host Service automatically performs checks on the following local database
fileson startup: LocalAgentCache.dband LocalAgentDatabase.db. Ifthevirtual ma-
chine is provisioned and the local database files are from the base image, the database files are
automatically purged.

« When Citrix WEM Agent Host Service starts, it automatically verifies that the agent local cache
has been recently updated. If the cache has not been updated for more than two configured
cache synchronization timeintervals, the cacheis synchronized immediately. Forexample, sup-
pose the default agent cache sync interval is 30 minutes. If the cache was not updated in the
past 60 minutes, it is synchronized immediately after Citrix WEM Agent Host Service starts.

+ During installation, the WEM agent installer configures the Windows service System Event No-
tification Service to start automatically.

« The WEM agent installer automatically starts the Netlogon service after the WEM agent upgrade
completes.

Agent cache utility options

Citrix WEM Agent Host Service handles setting refresh and cache sync automatically. Use the agent
cache utility only in scenarios where there is a need to immediately refresh the settings and synchro-
nize the cache.

Use the command line to run AgentCacheUltility.exe in the agent installation folder. The executable
accepts the following command-line arguments:

+ —he'lp: Displays a list of allowed arguments.

+ —RefreshCache or —r: Triggers a cache build or refresh.

+ —RefreshSettings or -S: Refreshes agent host settings.

+ “Reinitialize or -I: Reinitializes the agent cache when used together with the -
RefreshCache option.

See the following examples for details about how to use the command line:

+ Refresh agent host settings:
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+ AgentCacheUtility.exe -RefreshSettings
+ Refresh agent host settings and agent cache simultaneously:

+ AgentCacheUtility.exe -RefreshSettings -RefreshCache
« Reinitialize the agent cache:

« AgentCacheUtility.exe -RefreshCache -Reinitialize

Good to know

The agent executable accepts custom arguments as described in the Agent settings and the System
settings sections.

Agent settings

The WEM agent settings include:

+ AgentLocation. Lets you specify the agent installation location. Specify a valid folder path.

« AgentCachelLocation. Lets you specify an alternative location for the agent cache. If config-
ured, the agent local cache file is saved in the designated location instead of in the agent instal-
lation folder.

« AgentCacheSyncPort. Lets you specify the port on which the agent cache synchronization
process connects to the infrastructure service to synchronize the agent cache with the infra-
structure server.

« AgentServicePort. Lets you specify the port on which the agent connects to the infrastructure
server.

« InfrastructureServer. Lets you specify the FQDN or IP address of the infrastructure server
where the infrastructure service is running.

+ VUEMAppCmdDelay. Lets you specify how long the agent application launcher (VUEMAp-
pCmd.exe) waits before the Citrix Virtual Apps and Desktops published resources start. The
default value is 0 (milliseconds). The value you type for the extra sync delay interval must be
an integer greater than or equal to zero.

Be aware of the following:

« If you configure the settings through the command line, the WEM agent installer uses the con-
figured settings.

« If you don’t configure the settings through the command line and there are previously config-
ured settings, the installer uses the settings that were previously configured.
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« If you don’t configure the settings through the command line and there are no previously con-
figured settings, the installer uses the default settings.

System settings

The system settings associated with the agent host machine include:

+ GpNetworkStartTimeoutPolicyValue. Lets you configure the value, in seconds, of the GpNet-
workStartTimeoutPolicyValue registry key created during installation. This argument specifies
how long Group Policy waits for network availability notifications during policy processing on
logon. The argument accepts any whole number in the range of 1 (minimum) to 600 (maximum).
By default, this value is 120.

+ SyncForegroundPolicy. Lets you configure the SyncForegroundPolicy registry value during
agent installation. This policy setting determines whether Group Policy processing is synchro-
nous. Accepted values: 0, 1. If the value is not set or you set the value to 0, Citrix WEM Agent
User Logon Service does not delay logons, and user Group Policy settings are processed in the
background. If you set the value to 1, Citrix WEM Agent User Logon Service delays logons until
the processing of user Group Policy settings completes. By default, the value does not change
during installation.

Important:

If Group Policy settings are processed in the background, Windows Shell (Windows Ex-
plorer) might start before all policy settings are processed. Therefore, some settings might
not take effect the first time a user logs on. If you want all policy settings to be processed
the first time a user logs on, set the value to 1.

« WaitForNetwork. Lets you configure the value, in seconds, of the WaitForNetwork registry
key created during installation. This argument specifies how long the agent host waits for the
network to be completely initialized and available. The argument accepts any whole numberin
the range of 0 (minimum) to 300 (maximum). By default, this value is 30.

The previous three keys ensure that the WEM agent service starts before the Windows logon screen
appears. All three keys are created under HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon during installation. The keys also ensure that the user environment
receives the infrastructure server address GPOs before logon. In network environments where the
Active Directory or Domain Controller servers are slow to respond, extra processing time before the
logon screen appears might result. We recommend that you set the value of the GpNetworkStart-
TimeoutPolicyValue key to a minimum of 30 for it to have an impact.

+ ServicesPipeTimeout. Lets you configure the value of the ServicesPipeTimeout registry key.
The keyis created duringinstallation under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control.
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This registry key adds a delay before the service control manager is allowed to report on the
state of the WEM agent service. The delay prevents the agent from failing by keeping the agent
service from launching before the network is initialized. This argument accepts any value, in
milliseconds. If not specified, a default value of 60000 (60 seconds) is used.

Note:

If you don’t configure the preceding settings using the command line, the WEM agent in-
staller does not process them during installation.

Examples

You can configure the settings using the following command-line format:

« "Citrix Workspace Environment Management Agent.exe'<key=value>
For example:

+ Choose asilent installation or upgrade of the WEM agent

« "Citrix Workspace Environment Management Agent.exe'"/quiet
Cloud=0

+ Set user logon network wait time to 60 seconds

« "Citrix Workspace Environment Management Agent.exe'"WaitForNetwork

=60

Scale and size considerations for deployments

September 7, 2025

Workspace Environment Management™ (WEM) is designed for large-scale enterprise deployments.
When evaluating WEM for sizing and scalability, you need to consider database performance, Active
Directory setup, firewall rules, and more.

WEM scalability is based on the number