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December 11, 2025

What is uberAgent®?

uberAgent is a User Experience Monitoring (UXM) and Endpoint Security Analytics (ESA) tool that pro-
vides in-depth visibility into user experience, system performance, and security across physical and
virtual endpoints. It offers detailed insights into installed application usage - including installed web
browsers, and network performance. The solution is capable of providing Endpoint Security Analytics
(ESA) with its highly efficient and dynamic threat detection engine and rule engine.

Why uberAgent?

uberAgent makes performance and security diagnosis a lot easier by collecting vital KPIs like latency,
jitter, and packet loss —per application - including the installed browser One agent, one solution,
across all physical and virtual Windows and macOS devices.

The agent is highly efficient looking at the amount of data that it reports, as well as looking at the
footprint it adds on top: less than 0.5% CPU load and a minimal amount of RAM. Customers can com-
plement the existing EDR solutions with uberAgent.

Application adoption and licensing reporting, crash analytics on process executable level, or pinpoint-
ing performance bottlenecks? You name it, uberAgent provides the metrics and comes with 70+ dash-
boards that visualize the collected data.

All of this sets us apart from other monitoring vendors in the EUC space, while we supplement existing
observability platforms customers have in place today.

What can uberAgent do?

+ Makes user experience measurable

+ Helps you identify trends that otherwise would have gone unnoticed

« Simplifies troubleshooting by showing you everything you need to know in one place
« Detects threats, risky behavior, and insecure configurations

« Shows you which applications are used when —and where

« Makes Helpdesk and IT operations more effective
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« Provides visibility into endpoint performance, reliability, and security

« Provides all the endpoint metrics and KPIs required by the business

Get Started

» Quickstart
« Installation

More Information

+ About uberAgent

« Changelog and Release Notes

» New Release Information & Notification
+ Products: UXM & ESA

» System Requirements

Quickstart

September 12,2025

uberAgent is an innovative Windows and macOS user experience monitoring and endpoint secu-
rity analytics product. You have come to the right place if you want to get it up and running in your
environment.

Getting Started

1. Start by checking out the system requirements and take a look at the release notes.
2. If you have not yet done so, install Splunk or one of the alternative supported backends.
3. Next, you probably want to know how to install and deploy uberAgent.

Products

uberAgent comes in two flavors: uberAgent UXM (user experience monitoring) and uberAgent ESA
(endpoint security analytics).

© 1997-2025 Citrix Systems, Inc. All rights reserved. 13
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Components

uberAgent’s main component is a lightweight agent that collects data on the endpoints and sends
it to a backend of your choice. The other component is a Splunk dashboard app that visualizes what
has been collected by the agent.

Configuration and Metrics
Metrics

Here is a list of all the metrics collected by uberAgent, neatly organized by category.

Configuration
uberAgent can be configured by way of config files (all platforms) or via Group Policy (Windows).
Details in configuration options.

Here is a list of steps to take in order to reduce uberAgent’s data volume.

Troubleshooting

uberAgent’s log files help you quickly find out what is going on. They are easy to read and have a
wealth of information.

Upgrading

When a new version of uberAgent is released you might want to upgrade your installation. Here’s how
to do that.

Getting Started with uberAgent® for Linux (Tech Preview)

November 5, 2025

This document provides comprehensive guidance around the latest addition to uberAgent - the plat-
form support for Linux.

It is best for everyone who seeks to integrate uberAgent into their observability strategy. This guide
outlines the agent’s capabilities to date, system prerequisites, installation procedures, and configu-
ration steps.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 14
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IMPORTANT

uberAgent for Linuxis currently in tech preview state. It is not yet a production-ready solution.
The information provided here is subject to change as the product evolves.

Noteworthy Changes in Tech Preview 2

Based on user feedback and internal testing, along overall improvements, the following changes have
been made in this release:

New features

+ Agent [B1072]: uberAgent now supports Red Hat Enterprise Linux version 8.10 and later.

+ Agent [B1134]: automatic application identification now supports RPM-based distributions.

+ Configuration [B1069]: uberAgent on Linux now honorsthe IgnorelLoopbackTrafficop-
tion. Previously, loopback traffic was always filtered out.

Improvements

+ Agent [11434]: web response messages are no longer printed to stdout.

Bugfixes

« Agent [11446]: the management session is now properly identified during system updates.

System Requirements
Backend

uberAgent for Linux supports all backends that are already supported by uberAgent except Microsoft
ADX and Microsoft Azure Monitor.

Endpoints
0S Versions

Operating system support continues to grow. The following platforms are currently supported:
« Ubuntu 22.04 or later

+ Red Hat Enterprise Linux (RHEL) 8.10 or later
o eLux®7 2507 or later

© 1997-2025 Citrix Systems, Inc. All rights reserved. 15
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Processor Architectures

* X64

Download

The tech preview of uberAgent for Linux is available as a public download on the Citrix Early Access
Release page.

Installing the Linux Endpoint Agent
Ubuntu

The agentinstaller is available as a DEB file. It can either be installed manually or unattended through
existing software deployment tools.

The uberAgent service does not start automatically upon completion of the setup process, as con-
figuration files are not part of the installation package. This allows you to put your configuration in
place before uberAgent starts up. The uberAgent service also initiates automatically following a sys-
tem restart. Alternatively, you may start it manually using systemct'l, provided you have root priv-
ileges:

systemctl start uberAgent

Command Line Installation

+ Theinstaller can be used from the command line to install uberAgent using the command dpkg
-i uberagent_7.5.0_amd64.deb (sudo required).
« Command line installation can be executed locally or remotely, e. g., via SSH.

Installer behavior Onupgrade dpkg -1
+ Stop the uberAgent service if it was previously running.
Onremove dpkg -r

« Remove binary
« Mask service and remove service file
» Remove copyright and third-party licenses

On purge dpkg -P
In addition to the actions performed during removal, also delete the following:

« /etc/uberAgent

© 1997-2025 Citrix Systems, Inc. All rights reserved. 16
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« /var/log/uberAgent
« /var/lib/uberAgent
+ Purge and unmask service

Red Hat Enterprise Linux (RHEL)

The agentinstaller is available as a RPMfile. It can either be installed manually or unattended through
existing software deployment tools.

The uberAgent service does not start automatically upon completion of the setup process, as con-
figuration files are not part of the installation package. This allows you to put your configuration in
place before uberAgent starts up. The uberAgent service also does not initiate automatically follow-
ing a system restart, to honor RHEL system standards. You may enable and start uberAgent by using
systemctl, provided you have root privileges:

systemctl enable --now uberAgent

Command Line Installation

+ Theinstaller can be used from the command line to install uberAgent using the command dnf
install -y uberagent-7.5.0.x86_64.rpm(sudorequired).
« Command line installation can be executed locally or remotely, e.g., via SSH.

Installer behavior Onupgradednf install -y
+ Stop the uberAgent service if it was previously running.
Onremovednf remove -y

« Remove binary
« Mask service and remove service file
+ Remove copyright and third-party licenses

eLux

uberAgent for Linux is also available for eLux. Please follow the instructions in the official documenta-
tion to import the uberAgent package and create an image. uberAgent starts once an image with the
installed uberAgent package is booted, given that the configuration is present.

Configuration Options

Currently one can configure uberAgent for Linux using local configuration files.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 17


https://udocs.unicon.com/en/#admin_guides/elias_18/elias_basic/elias18_packages_import.htm
https://udocs.unicon.com/en/#admin_guides/elias_18/elias_idf/elias18_idf.htm

uberAgent 7.4

Configuration File Templates

The latest configuration files templates matching your installed uberAgent version are available for
download on GitHub.

Example

+ Download the pre-packaged configuration file bundle

« wget https://github.com/vastlimits/uberAgent-config/raw/refs/
heads/version/7.4/config-dist/uberAgent.uAConfig

« As thisis just a compressed file, extract it to the uberAgent configuration directory.
« sudo unzip uberAgent.uAConfig -d /etc/uberAgent/

+ Modify the uberAgent. conf file to suit your environment, and add at least your receiver.
Field descriptions are available as part of the configuration file.
+ sudo nano /etc/uberAgent/uberAgent.conf
[Receiver]
Name = My Splunk Receiver
Type = Splunk

Protocol = TCP
Servers = 1.2.3.4:19500

+ Save the file and exit the editor.
« Start the uberAgent service

+ sudo systemctl start uberAgent

Applying ConfigurationoneLux To apply a configuration on an eLux device, transfer the unpacked
contents of the configuration archiveto /setup/uberAgent/ from Scout (see how to configure file
transfer).

Files And Directories on the Filesystem

All directories are created by the uberAgent installer. The agent does not require any additional direc-
tories to be created by the user.

uberAgent Executable

/usr/sbin/uberAgent

© 1997-2025 Citrix Systems, Inc. All rights reserved. 18
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Configuration Files

/etc/uberAgent/

Onelux: /setup/uberAgent/

Persistent Output Queue
/var/lib/uberAgent/OutputQueue/
Onelux: /setup/uberAgent/OutputQueue/
Log Files

/var/log/uberAgent/

To access log files on eLux, define a diagnostic template that includes all . Log files under the path
above in Scout.
See Requesting diagnostic files to access the logs.

Service Configuration

/usr/1lib/systemd/system/uberAgent.service

Copyright and Third-party Licenses

/usr/share/doc/uberagent/copyright

Licensing

uberAgent for Linux operates fully functional in its tech preview phase without a license file.

Feature and Metric Availability

uberAgent for Linux is currently in tech preview. Below is a summary of items that are available in the

current version.

IMPORTANT

While thisis a comprehensive list, it does not include every single feature and metric, but rather a
selection of the most relevant ones. Also keep in mind that the availability of a sourcetype doesn’

© 1997-2025 Citrix Systems, Inc. All rights reserved. 19
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t necessarily mean that all fields are available, e.g. due to particularities of the Linux platform.

Application Metrics

Application & Process Performance Metrics

Source types

+ uberAgent:Process:ProcessDetail
» uberAgent:Process:ProcessStatistics

Application Name to ID Mapping Metrics
Automatic Application Identification
Grouping processes by application is a key feature of uberAgent.
Ubuntu: dpkg and snap packages are supported.
RHEL: RPM and snap packages are supported.

eLux: EPM/FPM packages are supported.

Source type
« uberAgent:Application:AppNameIdMapping

Application & Process Startup/Stop Metrics

Source types

+ uberAgent:Process:ProcessStartup
+ uberAgentESA:Process:ProcessStop

Machine Metrics

Machine Inventory Metrics

Source types

+ uberAgent:System:MachineInventory

+ uberAgent:System:DiskInventory

+ uberAgent:System:NetworkConfigInformation
+ uberAgent:System:VolumeInventory

Machine Performance And Utilization Metrics

Source type

© 1997-2025 Citrix Systems, Inc. All rights reserved.
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« uberAgent:System:SystemPerformanceSummary?2

Network Metrics

Source types

+ uberAgent:Process:NetworkTargetPerformance
« uberAgent:Application:NetworkConnectFailure

Session Metrics

Source type

+ uberAgent:Session:SessionDetail

Coming soon to uberAgent for Linux

« Application Inventory & Usage Metrics

+ Application Crashes & Hangs Metrics

« Browser/Web App Metrics

« Citrix Session Metrics

« Machine Crashes & Hangs Metrics

« Computer Startup, Shutdown & Hibernation Metrics
« Automatic Application of Configuration Changes

« Central Config File Management (CCFM)

« Custom Scripts

» User & Host Tags

About uberAgent®

September 7, 2025

uberAgent is an innovative Windows and macOS user experience monitoring (UXM) and endpoint se-
curity analytics (ESA) product.

uberAgent UXM highlights include detailed information about boot and logon duration, application
unresponsiveness detection, network reliability drill-downs, process startup duration, applica-
tion usage metering, browser performance, web app metrics, and Citrix insights. These varied
system performance and reliability aspects are smartly brought together in the Experience Score
dashboard.

uberAgent ESA excels with a sophisticated Threat Detection Engine, endpoint security & compliance
rating, the uAQL query language, detection of risky activity, DNS query monitoring, hash calculation,
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registry monitoring, and Authenticode signature verification. uberAgent ESA comes with Sysmon and
Sigmarule converters, a graphical rule editor, and uses a simple yet powerful query language instead
of XML.

Products: UXM & ESA

September 12, 2025

uberAgent is made up of two products: uberAgent UXM and uberAgent ESA.

uberAgent® UXM: Digital Employee Experience (DEX)

uberAgent UXM covers all aspects of digital employee experience (DEX) on any Windows or macOS
endpoint. uberAgent works equally well in virtual machines as on physical PCs. It has been optimized
to meet the requirements of the world’s most demanding organizations, with proven scalability to
hundreds of thousands of endpoints.

uberAgent UXM determines application reliability KPIs, finds issues with network connectivity, col-
lects detailed inventory information, and shows which applications are used when and how often,
to name but a small subset of its impressive features. In addition to the above, uberAgent UXM has
some of the most comprehensive Citrix monitoring capabilities. uberAgent’s browser monitoring
functionality provides detailed insights into web app usage and performance.

More Info on uberAgent UXM

Explore the following for more information on uberAgent UXM:

« UXM documentation

uberAgent ESA: Endpoint Security Analytics

uberAgent UXM and uberAgent ESA are deeply integrated. uberAgent UXM provides rich context and
metadata, while uberAgent ESA adds deep security visibility. With the combination of ESA and UXM,
you need only one agent for digital employee experience, performance, and security. This guarantees
the smallest possible footprint on the endpoint. With its flexible and open architecture, uberAgent
ESAis the perfect complement to EDR/antivirus products.

uberAgent ESA’s powerful Threat Detection Engine helps businesses identify risky behavior, un-
usual communications, suspicious executables, and common vulnerabilities. The product ships with
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an extensive predefined ruleset covering some of the most significant endpoint security use cases.
Extending ESA’s rules is easily possible and highly encouraged.

uberAgent ESA’s Security & Compliance Inventory is a testing and rating framework that checks
the attack surface of your operating systems and applications. The test results are used to calculate
security scores that pinpoint configuration and security hardening weaknesses.

More Info on uberAgent ESA

Explore the following for more information on uberAgent ESA:

» ESA documentation
« How uberAgent ESA complements EDR products

Components: Agents & Apps

September 12,2025

uberAgent consists of two main components: the actual agent runs on the endpoints you want to
be monitored, sending the data it collects to the configured backend either directly or via Splunk’s
Universal Forwarder. The second main component, implemented as a set of Splunk apps, provides
dashboards, visualizations, searches, and reports.

The Agent

uberAgent’s data collecting component is a lightweight agent that runs independently of any run-
times or frameworks. The agent’s footprint is so small that it is truly unobtrusive on the monitored
endpoints and does not affect user density.

Where other products rely on operating system sources such as performance counters, WMI, or sim-
ilar unfiltered data, uberAgent comes with its own metrics. Instead of raw data uberAgent gives you
information that matters (see uberAgent’s list of metrics).

The agent is highly configurable: metrics can be turned on or off individually, the data collection
frequency can be chosen freely, denylists and allowlists (supporting regular expressions) enable fine-
grained control. This ensures that only data you really need is sent to the backend for indexing.
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Browser Extensions

uberAgent’s endpoint agent is complemented by browser extensions, which enable uberAgent to
collect performance and usage metrics from web apps, too. Extensions are available for all major
browsers.

The Splunk Apps

Multiple Splunk apps help process and visualize the data collected by the agent. The indexer app
lives on Splunk indexers and mainly creates uberAgent’s index and data input. Dashboard apps im-
plement the user interface, providing different views into the collected data. uberAgent comes with
two dashboard apps: one for uberAgent UXM and another for uberAgent ESA.

uberAgent’s main apps are complemented by special-purpose apps that offer a different view of the
existing uberAgent data, such as the uberAgent Helpdesk app.

Most dashboards are searchable and have extensive filtering capabilities to give you a fast and pow-
erful way of isolating specific data. Time range pickers make it easy to go back to the exact time a
problem occurred.

uberAgent makes full use of Splunk’s advanced Ul components to display a beautiful user interface
that fluidly adapts to screen width and device type. As a result, it works equally well on a tablet as on
a PCor Mac.

Alternative Backends
uberAgent supports several backendsin addition to Splunk: Azure Monitor, Elasticsearch, and Apache

Kafka. Please note that at this time support is limited to sending data from the endpoint agent to the
backend. Dashboards are only available for Splunk.

System Requirements

December 11, 2025

Backend
Splunk

Operating system: all that are supported by Splunk
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Splunk version: Splunk Enterprise 7.0 or newer or Splunk Cloud (details).

We only support uberAgent on Splunk software that is officially supported by Splunk (details).

Endpoints
Windows

0OS Versions

« Windows 11

« Windows 10 1607

« Windows Server 2025
« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

Please note that we only support uberAgent on Windows versions that are officially supported by Mi-
crosoft.

Processor Architectures

* X64
+ x86 (where applicable)
« Arm (Windows 11 only)

Windows Agent Service Account The main component of uberAgent’s endpoint agent is a system
service that needs to run as the local SYSTEM account because that is required by some APIs.

macOS

Operating system: macOS Monterey or newer

Citrix Virtual Apps and Desktops™, Microsoft RDS, VMware Horizon View

Remote desktop session hosts (e.g. Citrix XenApp/CVAD, VMware Horizon View, Microsoft RDS) are
explicitly supported. The same applies to any kind of virtual desktop (e.g. Citrix XenDesktop/CVAD,
VMware View).
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Azure Virtual Desktop (AVD)

uberAgent supports Azure Virtual Desktop (AVD) environments.

laaS (AWS EC2, Azure VMs)

uberAgent supports cloud infrastructure as a service offerings such as Amazon AWS EC2, Azure VMs,
and similar in any region.

Browser Extensions
Chrome

Google Chrome 120 or newer

Edge

Microsoft Edge 120 or newer

Firefox

Mozilla Firefox 120 or newer

Internet Explorer

Microsoft Internet Explorer 11

Endpoint Agent Features
Citrix Virtual Apps™ and Desktops Site Monitoring

« CVAD delivery controller version 7.6 or newer

Citrix NetScaler® Monitoring

« At least PowerShell version 3.0
« At least Citrix NetScaler firmware version 13.1
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Citrix Cloud™ Monitoring

« Citrix DaaS™ Remote PowerShell SDK

Alternative Backends
Apache Kafka

+ Confluent REST Proxy 5.4.x or newer
+ Confluent Schema Registry 5.4.x or newer
« Any Apache Kafka version supported by the Confluent components above

Elasticsearch & Kibana

« At least Elasticsearch 7.12.x
« At least Kibana 7.12.x

Microsoft Azure Log Analytics

« No specific requirements

Microsoft Azure Data Explorer Cluster

+ No specific requirements

Changelog and Release Notes

September 7, 2025

Version 7.4
New features

« Citrix CVAD integration (Windows): uberAgent is now part of the Citrix Virtual Apps and Desk-
tops installation (documentation).

+ Citrix Director integration (Windows) [B968]: uberAgent is now connected with Citrix Direc-
tor (documentation), enabling new Director functionalities.
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« Citrix Web Studio integration (Windows) [B1044]: uberAgent can now be enabled and con-
figured via Citrix Web Studio (documentation).

+ Logon monitoring (Windows) [B1040]: added monitoring of AppX file associations and pack-
age load times.

Improvements

+ Agent (macOS) [B1032]: enhanced logging and error management for unsupported receiver
types.

« Agent (Windows) [B996]: added generic ETW receiver for services to read events from uberA-
gent® using the Windows Event Tracing for Windows (ETW) API using the ETW receiver type and
the ETWProviderGuid configuration option.

+ Agent (Windows) [B993]: added config-flag AppNameIsAppId that disables compressing
the application name, resulting in the Appld being identical to the application name.

+ Agent (Windows) [11315]: improved the performance of the data exchange with the driver.

» Dashboards [B992]: expanded clickable area of collapsible section headers in Experience
Score Overview and Security Score dashboards for improved usability.

« Dashboards [11325]: updated the Splunk SDK for Python to version 2.1.0 in the uberAgent ESA
Splunk app.

« Driver (Windows) [11309]: reduced the scope of file locks.

+ Setup (Windows) [B1026]: the default installation directory is now: C:\Program Files\
Citrix\uberAgent.

Bugfixes

+ Agent (macOS) [11268]: fixed a logical memory leak if a timer contains the ESA metric
ProcessStop but ESAis not licensed.

« Agent (Windows) [11311]: fixed an issue where the internal application name cache was not
populated due to misspelled registry key.

+ Agent (Windows) [11320]: fixed an issue where the driver configuration was not applied when
ESA was disabled.

+ CCFM (Windows) [11310]: fixed an issue where failed to monitor the GPO registry key for up-
dates.

Release notes

+ Code Signing (Windows) [B1050]: updated code signing certificates in all binaries to use
certificates issued for Citrix Systems, Inc.,exceptforuberAgentFilter.sysand
uberAgentNetMon.sys.
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+ Installer (macOS): After upgrading uberAgent, ensuretorun pkill -f "uberAgentBrowserHelper
" with root privileges before enabling the daemon.

+ Setup [B1000]: the configuration files are no longer part of the installation package. See In-
stalling the macOS Endpoint Agent or Installing the Windows Endpoint Agent for details.

+ Sourcetype (Windows) [B1040]: uberAgent:Logon:LogonDetail has new fields:
AppXFileAssocStart,AppXFileAssocEnd,AppXLoadPackagesStart,AppXLoadPackagesE
and AppXPackages.

Known issues

+ Agent (Windows) [I11154]: under heavy load the following message may be logged:
CheckEventRecord,Events were lost. This may affect uberAgent's

per-process disk, network, or UI-responsiveness metrics.

+ Boot monitoring [11052]: on Windows 11, no information can be retrieved if there is no active
session within the data collection period.

+ Browsers [11085]: on systems with many user sessions the URL of the foreground tab might
not match the browser’s window title.

+ Browsers/Firefox add-on [1626]: if the option privacy.resistFingerprintingis set
to true, browser metrics are not available due to invalid data being sent from Firefox.

+ Browsers/IE add-on (Windows): metrics are collected incompletely for the configured start
page.

+ Browsers/IE add-on (Windows): metrics are not collected on page reload.

« Browsers/IE add-on (Windows): monitoring does not work if IE is published from Citrix Virtual
Apps. It does work from Citrix Virtual Desktops, however.

« Citrix CVAD/DaaS (Windows): data collection issue if the Citrix Remote Powershell SDK (re-
quired for Citrix Cloud monitoring) is installed on a CVAD controller.

« Citrix CVAD/Daa$ (Windows): when running the Citrix VDA on a Citrix delivery controller, some
per-machine information is missing.

+ Experience Score [I377]: scheduled searches generate three warnings in Splunk’s
_internalindexevery30minutes. The messageslook likethe following: DateParserVerbose

- Failed to parse timestamp in first MAX_TIMESTAMP_LOOKAHEAD
(128)characters of event.. However, there is no impact on uberAgent’s functional-
ity.

+ GPU (Windows) [I33]: values for the fields ComputeUsagePercentAllEngines,
ComputeUsagePercentEngine0 and similar can be higher than 100 with Intel Iris GPUs
on Windows Server 2016 1607.

+ Kafka [1291]: in rare cases, sending data to Kafka results ina SEC_E_BUFFER_TOO_SMALL
error message in the logfile. This should have no effect; the transmission is repeated and suc-
ceeds on the second try.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 29


https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-macos-endpoint-agent
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-macos-endpoint-agent
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-endpoint-agent

uberAgent 7.4

+ NetScaler®: in very rare cases, the content of the Virtual Server Performance field
vServerName contains spaces in wrong places.

« Update inventory (Windows): not all installed Windows updates may be reported due to API
limitations.

+ Userinput delay (Windows) [1983]: determining this metric may trigger a handle leak in uber-
Agent caused by Windows. This was fixed by Microsoft in most OS versions, but still happens on
Windows Server 2022 22H2.

+ Volume inventory (macOS): the encryption status of mounted read-only APFS snapshots may
not be reported due to API limitations. This includes the root directory volume in a default in-
stallation of macOS.

New Release Information & Notifications

September 7, 2025

There are many ways to get notified about new uberAgent releases.

Citrix Blog

« Citrix uberAgent blog URL

Citrix Downloads

« Citrix Observability feed URL

Social Media

« Citrix Twitter

« Citrix LinkedIn
« Citrix Facebook
+ Citrix Instagram

Email

You can subscribe to Citrix’s newsletter on citrix.com/blogs.
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Planning

September 7, 2025

The information in this section helps you plan uberAgent deployments.

Architecture Options

December 11, 2025

Backend Placement

Applies to: Splunk and alternative backends.

The backend service required by uberAgent can be installed or consumed in any setup that is sup-
ported by the backend product vendor. This includes:

« On-premises (physical or virtual machine)
+ Backend vendor cloud offering such as Splunk Cloud
+ Public cloud laaS$ (virtual machine in a cloud such as AWS EC2, Azure VMs)

Endpoint to Backend Communication
Recommended: Direct

Applies to: Splunk and alternative backends.

In this recommended configuration uberAgent talks directly to the backend servers. This has the ad-
vantage that the overall footprint on the monitored endpoints is smaller compared to architecture
options that require Splunk Universal Forwarder.
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Endpoint

Legend

8088/TCP: Splunk HTTP Event Collector

19500/TCP: Direct uberAgent connection

Note: all ports are default ports and may be changed

Configuration highlights
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Splunk on-premises

Splunk Cloud

« Communications: uberAgent® sends data directly from the endpoint to the backend servers
« Splunk backends: on the indexers, either a TCP port is opened or HTTP Event Collector is con-

figured

« Alternative backends: uberAgent makes use of the backend’s native REST API

Pros

« Smallest footprint

+ Data can be transferred encrypted via HTTPS and authenticated with a REST token

Alternative: Via Splunk Universal Forwarder

Applies to: Splunk backends only.

Note

Please note that with this configuration option, data is transmitted unencrypted over TCP from
uberAgent to Splunks Universal Forwarder on the local machine. Therefore, we recommend that
you use the direct connection as described before, which enables encrypted and authenticated

data transmission.
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Similar to Standalone mode, but uberAgent sends the data it collects to a locally installed Splunk
Universal Forwarder. If you have deployed Universal Forwarder on your monitored endpoints anyway
you might want the forwarder to handle all Splunk communications.
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Endpoint

Legend

8089/TCP: Splunk Deployment Server
9997TCP: Universal Forwarder Splunk Cloud
19500/TCP: uberAgent to UF connection

Note: all ports are default ports and may be changed

Configuration highlights

« Communications: uberAgent sends data to the local forwarder’s TCP port which in turn sends
data to the Splunk indexers
 Splunk Universal Forwarder: a TCP port is opened on each endpoint (for local access only)

Pros

« All Splunk communications are handled by Splunk components
+ Additional data can be collected via Universal Forwarder (log files, Windows event logs, scripts)
+ Collected data can optionally be persisted to disk before sending off to Splunk

Cons

« Larger footprint than the recommended architecture
+ On the local machine, data is sent unencrypted and unauthenticated over TCP
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Configuration Options

September 12,2025

uberAgent can be configured by means of configuration files (all platforms) or via Group Policy
(Windows). Both variants allow for centralized management and automatic deployment. The rec-
ommended way to configure uberAgent is via Central Config File Management (CCFM).

Default Configuration

Starting with uberAgent 7.4.0, the agent installer does not store the template configuration files on
disk any more. You can download the latest template config files for your installed uberAgent version
on GitHub. Itis advisable to regularly check the GitHub repository for relevant configuration updates,
specifically for uberAgent ESA’s threat detections and security inventory checks.

Data Volume Optimized Configuration

A configuration optimized for data volume is available as an alternative to the default configuration.

How to Configure uberAgent®
Configuration via Central Config File Management (CCFM)

To configure uberAgent via centrally managed configuration files, please follow these steps (recom-
mended).

Configuration via Local Config Files

To configure uberAgent via configuration files local to the endpoint, please follow these steps.

Configuration via Group Policy

To configure uberAgent via Group Policy, please follow these steps.

Configuration via Citrix Studio or Citrix Web Studio™

To configure uberAgent via Citrix Studio or Citrix Web Studio, please follow these steps. Note: This
option is only available if uberAgent was installed during the Citrix Virtual Apps and Desktops instal-
lation.
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Configuration via Config and Support Tool

The uberAgent Config and Support Tool helps you create configurations from scratch and prepare
them as Central Configuration File Management configuration bundles. Please find more information
here.

Precedence
Windows

1. CCFM or Citrix Studio or Citrix Web Studio

2. Group Policy

3. ProgramData: %ProgramData%\vast limits\uberAgent\Configuration\
uberAgent.conf

The first configuration found is used exclusively. In other words: CCFM overrides Group Policy, which
overrides %ProgramData%.

macOS

1. CCFM
2. /Library/Application Support/uberAgent/

Antivirus Exclusions

September 7, 2025

It is recommended that specific folders are excluded from scanning by your antivirus product to en-
sure smooth operation of your uberAgent® deployment. Include the following items to reduce the risk
of false positives.

Configuration Files & Scripts
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Platform Path Filetype

Windows %ProgramData%\vast .conf, .psl
lTimits\uberAgent\
Configuration\*

Windows %ProgramData%\vast .conf, .psl
limits\uberAgent\
Config cache\x*

Windows %ProgrambData%\vast .psl
lTimits\uberAgent\temp
\ *

macO0S /Library/Application .conf
Support/uberAgent/

macOS /Library/Application .zsh
Support/uberAgent/
Security inventory/x*

macOS /Library/Application .conf, .zsh
Support/uberAgent/
Config Cache/*

Persistent Output Queue

Exclude the location where the POQ stores its files. The items below assume the default location. If
you choose to use a different path, adjust accordingly.

Platform Path Filetype

Windows %ProgramData%\vast .db, .db-shm, .db-wal
limits\uberAgent\
Output Queue\*

macOS /Library/Application .db, .db-shm, .db-wal
Support/uberAgent/

Output Queue/*
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Splunk Data Volume Calculation

September 12,2025

When uberAgent is used with Splunk as a backend, a Splunk license is required. Splunk is licensed by
daily indexed data volume, i.e., you pay for the total amount of data you send to Splunk per day. How
long that data is stored does not matter, only how much new data you add. uberAgent is one of the
potentially many data sources that put data into Splunk, contributing to the total data volume.

Estimate or Measure

Customers have a vested interest in knowing how much data each Splunk add-on generates, so they
can estimate costs before they buy. In the case of uberAgent, the data volume per host depends
greatly on the environment, the types of applications used, the desktop configuration, background
processes, the type of browser used and many other variables. For that reason, it is not possible to
calculate the data volume with any reasonable accuracy without doing an actual proof of concept im-
plementation (see below). However, if you just want some figures for a very rough first calculation,
use the following values for typical clients and servers:

uberAgent® UXM data volume

+ Typical data volume per single-user client and working day: 25 MB
+ Typical data volume per multi-user (Citrix CVAD/RDS) server and working day: 90 MB

uberAgent ESA data volume

Using uberAgent ESA in addition to uberAgent UXM will approximately double the data volume per
client/server and working day.

Accurate data volume numbers

To get accurate numbers install uberAgent and go to the Data Volume dashboard (see below). You can
significantly reduce the data volume through an optimized configuration.

Data Volume Dashboard

If you already have uberAgent installed, you can simply look up the generated data volume by going
to the Data Volume dashboard:
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splunk App: uberAgent helge ges Settings Activity Help Find

Search  Pivot  Machines v Sessions v Applications v On/Off Transitions v 1 uberAgent

SBC/VDI ~ Licensing ~ Support ~

Data Volume Edit ~ More Info ~ i | &
Licensing Status@ T data generated by uberAgent.

uberAgent Versions

Last 1 day v m

Total data volume

This is the entire data volume generated by uberAgent in the selected time range.

623.81 me

Average data volume by host

Avg. volume per host: #Hosts
62.38 me 10
Note

Make sure you have configured Splunk correctly or the data volume dashboard may not be able
to display values for all metrics.

The dashboard uses macros of the UXM and ESA apps. If you only have the UXM app installed,
you see the error message Error in ‘Searchparser’: the search specifies a macro ‘uberAgen-
tESA_score_index’that cannot be found.... Installing the ESA app solves that issue.

Reducing the Data Volume

Once you have your first installation set up you might want to fine-tune and possibly reduce the data
volume. Luckily that is easily possible. Here is how to reduce uberAgent’s data volume.

Splunk Sizing Resources and Recommendations

September 12,2025

Sizing Splunk is not always trivial, especially if it is used for other use cases in addition to uberAgent.
That being said, this page lists some basic recommendations as well as resources that should help with
sizing Splunk. Before we start, please keep in mind that the only generic answer any good consultant
will give is: ”it depends”. Because it does.

That being said, this page lists some basic recommendations as well as resources that should help with
sizing Splunk. Before we start, please keep in mind that the only generic answer any good consultant
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will give is: ”it depends”. Because it does.

Splunk Sizing Considerations
Hardware Resources: CPU and Disk

Splunk needs CPU and disk resources, RAM not so much (compared to some other workloads). Make
sure you have enough disk space for the planned retention time as well as a disk subsystem that de-
livers good IOPS numbers.

Accelerated Data Model

uberAgent’s Splunk app makes use of an accelerated data model which speeds up searches by about
50-100x. The data model’s high-performance analytics store (HPAS) is located on the indexers. Gen-
erating the HPAS incurs some additional indexer CPU load and requires additional disk storage.

Heavy Forwarders

Splunk Heavy Forwarders (HFs) can often be a useful third tier, logically situated between the uberA-
gent endpoints and the Splunk indexers. If you are deploying uberAgent to tens of thousands of end-
points, keep in mind that high numbers of simultaneous network connections may place a significant
load on the HFs. Monitor heavy forwarder performance and be prepared to scale out.

Splunk Sizing Recommendations

1. Always start with a PoC and closely monitor Splunk performance during that phase.

2. Measure uberAgent’s data volume, keeping in mind that optimization is often possible.

3. Due to the accelerated data model, uberAgent’s Splunk load profile is somewhat similar to
Splunk’s Enterprise Security (ES) app. When looking at sizing guides, base your calculations
on the ES use case.

Splunk Sizing Resources

« Splunk’s Capacity Planning Manual and its chapter on reference hardware and its summary of
performance recommendations

« The deployment planning chapter from Splunk’s Enterprise Security installation and upgrade
manual

« Splunk’s unofficial storage sizing calculator
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+ Hurricane Labs’Splunking Responsibly blog series. Part 1: considerations for managing limited
system resources and Part 2: sizing your storage
« Aplura’s Splunk best practices

uberAgent® Feature Support on macOS

September 12,2025

The long-term goal for uberAgent on macOS is to achieve feature-parity with its Windows counterpart.
As long as this is not yet the case, this article helps you to see at a glance which metrics are being
collected and which dashboards contain macOS-specific information.

More information about individual fields is available in the metrics documentation.

User Experience Monitoring
Sourcetypes

+ uberAgent:Application:AppNameldMapping

+ uberAgent:Application:Applicationinventory

+ uberAgent:Application:BrowserWebRequests2
« uberAgent:Application:Errors

« uberAgent:Application:NetworkConnectFailure
+ uberAgent:Config:Configinfo

+ uberAgent:License:Licenselnfo

«+ uberAgent:Process:NetworkTargetPerformance
+ uberAgent:Process:ProcessDetail

+ uberAgent:Process:ProcessStartup

+ uberAgent:Process:ProcessStatistics

« uberAgent:Session:SessionDetail

« uberAgent:System:Disklnventory

+ uberAgent:System:Machinelnventory

+ uberAgent:System:Monitorinventory

+ uberAgent:System:NetworkConfigInformation
+ uberAgent:System:SystemPerformanceSummary2
+ uberAgent:System:Volumelnventory
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Dashboards

Experience Score

« Experience Score Overview
« Machine Scores

« Session Scores

« Application Scores

Machines

+ Machine Performance

+ Machine Network Communication
+ Machine Network Configuration

« Machine Network Issues

« Machine Uptime

« Machine Inventory

+ Machine Storage

Sessions

o User Session Overview
« User Sessions
» Session 0

Applications

+ Application Performance

« Application Errors

« Application Network Communication
+ Application Network Issues

» Browser Web App Performance

+ Browser Web App Usage

« Application Inventory

+ Application Usage

Processes

« Process Performance
» Process Network Communication
« Process Network Issues
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Licensing

+ Data Volume
« Licensing Status
+ uberAgent Versions

Endpoint Security Analytics
Sourcetypes

+ uberAgentESA:ActivityMonitoring:ProcessTagging
« uberAgentESA:Process:DnsQuery

Dashboards

Processes

« Threat Detection Events
+ DNS Exfiltration & Tunneling
* Process Tree

Telemetry data elements

September 7, 2025

Usage

Headers

Key Description

ver Indicates the version of the
telemetry event.

id Indicates a unique identifier of
the usage event.

type Indicates the event type used

by Citrix Analytic Service to
identify cloud usage events.

Example

1.0

d4ce7919-5d80-44de-a8fa-
102923fe0ead
EndpointAgent.Configuration
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Key

st

prod

prodVer

Payload

Field

osversion

deviceid

ostype

isvm

otherctxcomponents

configsource
agentworkingmode

licensetype

licenseexpirationdate
usercount

browserextensions

metricsconfig

Description

Indicates the timestamp when
the event is generated in
uberAgent.

Identifies the originating
product and deployment of the
usage event.

Indicates the uberAgent
product version.

Description

Operating system the
uberAgent is installed on
Indicates a Unique identifier for
the uberAgent endpoint

Type of the operating system
uberAgent is installed on

Is the endpoint a virtual
machine or not

Are there other Citrix®
components installed?
uberAgent configuration source

uberAgent working mode

Type of uberAgent license
installed
Expiration date of the license

Total unique user count

Actively used uberAgent
browser extensions, e.g., Edge,
Chrome, CEB

Used backend systems, active
metrics, and data collection
frequency

Example

2024-11-01T16:07:46.384Z

uberAgent®

7.4.0.6504

Example

10.0.26100

n7+hhF/2NRhfPG2U

2025-12-31
6
1,2,5

“interval”: “30s”,”’backends”:
[1,2],”metrics™: [1,2,5,10,51]

© 1997-2025 Citrix Systems, Inc. All rights reserved.

43



uberAgent 7.4

Screambled licensing telemetry data

Considering the sensitivity of information sent in the license telemetry, Citrix scrambles the following
data.

Field Description Example

deviceid Indicates a Unique identifier for n7+hhF/2NRhfPG2U
the uberAgent endpoint

Installation

September 7, 2025

Installing uberAgent is quick and easy. This section shows you how to install the two main uberAgent
components: the actual agent that runs on the machines you want to monitor as well as the backend
that stores and visualizes the collected data.

Backend

September 7, 2025

Supported Backends

While uberAgent has been designed to use Splunk as a backend from day one, it also works well with
Elasticsearch & Kibana, Apache Kafka, Microsoft Azure Monitor, and Microsoft ADX. Installing in-
structions for all backends are available in this section.

Installing Splunk

September 12,2025

This page explains how to install a Splunk server for uberAgent.
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Prerequisites

+ Download Splunk
 Please see the KB article supported Splunk versions

Setup

Run through Splunk’s setup on the designated Splunk server (in this simple tutorial we assume that
you only have a single, Windows-based Splunk server). Choose Local system user when asked for a
Splunk user.

Firewall

Once Splunkis installed: if you have a firewall enabled, make sure that communication is allowed for
splunkd.exeand splunkweb.exe (both normally locatedin C: \Program Files\Splunk\
bin). For Windows Firewall the recommended configuration looks like this:

i Allowed apps == -

T |0« Systern and Security » Windows Firewall » Allowed apps v C..| | Search Control Panel @ |

L)

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? Change settings

Allowed apps and features:

Mame Domain  Private  Public | ~

splunkd service

[ splunkweb v
| 0K || Cancel |

Log On

Log on to the Splunk console by navigatingto http://servername:8000 in your browser.

License

If you plan to use Splunk Enterprise and already have a license, install it through Settings > Licensing.
If you do not have a license yet: Splunk runs in Enterprise mode with an allowed daily data volume of
500 MB for 60 days. Then it switches to the free version.
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Sending to Splunk’s HTTP Event Collector

If you plan to have the endpoint agent send the collected data to Splunk’s HTTP Event Collector follow
the steps in this article.

Install uberAgent®

Read on about how to install uberAgent.

Configuring Splunk’s HTTP Event Collector

September 12,2025

What is HTTP Event Collector

HTTP Event Collector (HEC) is a high-performance REST API data input. It accepts plain text or JSON
data sentvia HTTP or HTTPS.

Clients must authenticate with a token in order to be able to send data to a HEC input. Multiple tokens
can be generated per HEC input if required.

When to Use HTTP Event Collector

HTTP Event Collector (HEC) is the only way to send uberAgent data to Splunk Cloud. But it is useful
even with on-premises Splunk Enterprise. HEC forces clients to authenticate before being allowed to
send and it can use HTTPS as data transport, which qualifies it for sending data over the internet.

uberAgent natively supports HEC. It can send the data it collects to HEC via HTTP or HTTPS.
Configuring HTTP Event Collector in Splunk Enterprise

Enabling HTTP Event Collector in the Ul

To enable HTTP Event Collector (HEC) for uberAgent® follow these steps:

« From the system bar, click Settings > Data Inputs

+ Onthe left side of the page, click HTTP Event Collector
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« Inthe upper right corner, click Global Settings. The following dialog comes up:

Edit Global Settings

All Tokens Enabled Disabled
Default Source Type Select Source Type v
Default Index Default ~
Default Qutput Group Mone ~

Use Deployment Server
Enable S5L

HTTP Port Number 2088

+ In the All Tokens toggle button, select Enabled

+ Optionally change the HEC port or enable SSL/TLS

+ Note that Splunk’s default self-signed certificate is not trusted by uberAgent if it is not in
the endpoint’s operating system certificate store.
« HTTP Event Collector shares SSL settings with the Splunk management server so check

your server.conf for SSL configuration details.

« Click Save

Creating an HTTP Event Collector Token in the Ul

To use the HTTP Event Collector, you must configure at least one token. The token is what uberAgent

uses when it connects to Event Collector to send data.

To create an HEC token for use with uberAgent follow these steps:

+ From the system bar, click Settings > Data Inputs
+ Onthe left side of the page, click HTTP Event Collector

+ Inthe upper right corner, click New Token. The following dialog comes up:
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Configure a new token for receiving data over HTTPR Learn More (2

Mame
Source name override’
Description
Qutput Group (optional) Mane

Enable indexer
acknowledgement

« Enter a name (e.g. uberAgent) and click Next. The following dialog comes up:

Automatic Select Mew

It

maove a

Select Allowed Available itemis) add a Selected tem(s) «r

ndexes histary
main

sumimanry

Default Index Default ~ Create a new indax

+ Leave everything at the defaults and click Review
+ On the next page click Submit

+ Copy the token value displayed. In the following screenshot that would be: 10C2F38B-CATA-
4850-8124-7A3191F82DBE
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 Token has been created successfully.

Configure your inputs by going to Settings = Data Inputs

Token Value | 10C2F38B-CATA-4850-8124-TA3191F82DBE

Start Searching Search your data now or see examples and tutorials. [2

Add More Data Add more data inputs now or see examples and tutorials. (2
Download Apps Apps help you do more with your data. Learn more. [2
Build Dashboards Visualize your searches. Learn more. [3

HTTP Event Collector Configuration Files

Splunk HTTP Event Collector can be configured through configuration files instead of the Ul, which is
often required for automation or for configuring settings that are not exposed in the Ul. See Splunk’s
documentation Set up and use HTTP Event Collector with configuration files for details.

Configuring uberAgent to Send to an HTTP Event Collector Input

To configure uberAgent to send its collected data to HEC the following configuration settings are re-
quired:

+ Servers: comma-separated list of URLs starting with http or https, e.g.: http://serverl
:8088, https://server2:8088

+ Protocol: must be set to HTTP (even when sending via HTTPS)

« RESTToken: fill in the token created above. The token can optionally be encrypted with the
UAENncrypt commandline tool.

Please make sure to review the KB document Reuse of Open HTTP Connections.
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Installing and Configuring Elasticsearch & Kibana

September 12,2025

This document explains how to install and configure Elasticsearch/Kibana for uberAgent (in this sim-
ple tutorial, we assume that you only have a single node with Elasticsearch and Kibana).

Installation

Follow Elastic’s installation guide to install Elasticsearch.

Configuration for uberAgent®
Elasticsearch 6.x

Elasticsearch 6 is only supported by uberAgent version 6.2 and lower.
Run the following PowerShell command on the Elasticsearch server to create an index template for
uberAgent with the required field definitions:

Invoke-RestMethod -Uri http://localhost:9200/_template/uberagent -

Method Put -InFile .\elasticsearch-uberagent.json -ContentType "
Application/json"

On Linux use:

curl -XPUT -H 'Content-Type: application/json'http://localhost:9200/
_template/uberagent -d@elasticsearch-uberagent.json

Thefile elasticsearch-uberagent.jsonis part of the uberAgent download package.

If you enabled X-Pack security, you need to pass the elastic user (configured during the setup) for the
commands above. On Windows use the -Credential parameter, for Linux —u.

Elasticsearch 7.7 And Lower

Elasticsearch 7.7 and lower are only supported by uberAgent version 6.2 and lower.
Run the following PowerShell command on the Elasticsearch server to create an index template for
uberAgent with the required field definitions:

Invoke-RestMethod -Uri http://localhost:9200/_template/uberagent?
include_type_name=true -Method Put -InFile .\elasticsearch-uberagent
.json -ContentType "Application/json"
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On Linux use:

curl -XPUT -H 'Content-Type: application/json'http://localhost:9200/
_template/uberagent?include_type_name=true -d@elasticsearch-uberagent
.json

Thefile elasticsearch-uberagent.jsonis part of the uberAgent download package.

If you enabled X-Pack security, you need to pass the elastic user (configured during the setup) for the
commands above. On Windows use the -Credential parameter, for Linux —u.

Elasticsearch 7.8 And Higher (Including 8.x)

Elasticsearch 7.8 and higher as well as 8.x are only supported by uberAgent version 6.3 and higher.
Run the following PowerShell command on the Elasticsearch server to create an index template for
uberAgent with the required field definitions:

Invoke-RestMethod -Uri http://localhost:9200/_index_template/uberagent
-Method Put -InFile .\elasticsearch-uberagent.json -ContentType "
Application/json"

On Linux use:
curl -XPUT -H 'Content-Type: application/json'http://localhost:9200/
_index_template/uberagent -d@elasticsearch-uberagent.json

Thefile elasticsearch-uberagent.jsonis part of the uberAgent download package.

If you enabled X-Pack security, you need to pass the elastic user (configured during the setup) for the
commands above. X-Pack security is enabled by default since Elasticsearch 8. On Windows use the
-Credential parameter, for Linux —u.

If you want to use an Elasticsearch data stream instead of a classic index, add "data_stream": {
} , tothefileelasticsearch-uberagent.json. Example:

{

"priority": 100,
"index_patterns": [
"uberagentx*"

1,
"data_stream": {

}

)

"template": {
"mappings": {
"dynamic": "strict",

"properties":

{
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"@timestamp" : {
|Itypell : |ldatell }

3

Kibana

Follow Elastic’s installation guide to install Kibana

Dashboards

uberAgent only comes with Splunk dashboards.

Install uberAgent

Read on about how to install uberAgent.

To configure uberAgent to send data to Elasticsearch, a configuration section similar to the following

is required:

[Receiver]

Name = Default

Type = Elasticsearch

Protocol = HTTP

Servers = http://servername:9200

# The setting RESTToken is required if X-Pack security 1is enabled. It
is enabled by default since Elasticsearch version 8.

RESTToken = username:password

Configuring Microsoft Azure Monitor

September 12,2025

This page explains how to configure uberAgent to send the collected data to Microsoft Azure Moni-

tor.
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Support/Status

Support for Microsoft Azure Monitor Logs is experimental and and available exclusively on Win-
dows platforms.

Creating the Log Analytics Workspace

To use uberAgent® with Microsoft Azure Monitor Logs, please follow these steps:

+ Navigate to https://portal.azure.com and sign in with your Microsoft account or your Organiza-
tional account associated with your Microsoft Azure subscription.

+ Navigate to the Azure service Log Analytics workspaces and create a new workspace by spec-
ifying a unique workspace name, subscription, resource group, location and pricing tier or use
an existing workspace linked to your Microsoft Azure subscription.

« Open up the Advanced settings > Connected sources menu and note the WORKSPACE-ID
and the PRIMARY-KEY.

Configuring uberAgent to Send to Azure Monitor Logs

To configure uberAgent to send its collected data to Azure Monitor Logs the following Receiver con-

figuration settings are required:

+ Type: OMSLogAnalytics

» Protocol: HTTP

« Servers: https://WORKSPACE-ID.ods.opinsights.azure.com
+ RESTToken: PRIMARY-KEY

Example

[Receiver]

Name = Default

Type = OMSLogAnalytics

Protocol = HTTP

Servers = https://WORKSPACE-ID.ods.opinsights.azure.com
RESTToken = SECRET-PRIMARY-KEY

Configuring Apache Kafka & Confluent REST Proxy

September 12,2025
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Introduction
What is Apache Kafka

Apache Kafka is a high-performance distributed message queueing and event stream processing plat-
form. Producers send data to Kafka, which buffers the incoming events to disk for a configurable
period of time. Kafka logically groups events into topics, which Consumers subscribe to.

What is Confluent REST Proxy

Confluent is a Kafka distribution targeted at enterprises. It adds monitoring, security, and manage-
ment components to open source Kafka.

While vanilla Kafka only accepts incoming data via a proprietary binary protocol, Confluent comes
with a REST proxy that is similar in nature to Splunk HEC or Elasticsearch REST API. REST Proxy is part
of the free community edition of Confluent.

When to Use Kafka with uberAgent®

By routing uberAgent’s data through Kafka, enterprises can make end-user computing metrics avail-
abletoindividual teams within the organization in a publish/subscribe kind of model. Once access has
been granted for a topic, a team can start consuming that topic’s metrics. While some teams might be
interested in uberAgent’s asset and inventory information, others might need access to application
performance or browser web app usage data.

Kafka makes it possible to distribute uberAgent’s metricsin a highly scalable manner, supporting hun-
dreds of thousands of endpoints (data producers) and thousands of consumers. uberAgent natively
supports Kafka via the Confluent REST proxy.

Prerequisites

In order for uberAgent to be able to send data to a Kafka backend the following is required:

+ Confluent REST Proxy with Confluent Schema Registry
+ Apache Kafka

Please see the system requirements for details.
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Implementation Details
Topics

Kafka Topics and uberAgent Sourcetypes uberAgent uses Splunk’s concept of sourcetypes to log-
ically group events. uberAgent sourcetypes names always start with uberAgent followed by two
additional sections concatenated by colons. Example:

uberAgent:Application:Errors

uberAgent sourcetypes are mapped to Kafka topics in a 1:1 relationship. Since colons are not allowed
in topic names, they are replaced by underscores. The sourcetype from the above example maps to
the following Kafka topic:

uberAgent_Application_Errors

Topic Creation uberAgent does not create Kafka topics. For uberAgent to be able to send data to
Kafka, either topic auto-creation must be enabled (setting auto.create.topics.enable), or
the topics needed by uberAgent must be created manually.

uberAgent’s sourcetypes are documented here. A listing of all sourcetypes is available in the file
UA_sourcetypes_metrics.csv whichis part of the uberAgent dashboard app (included in the
uberAgent download).

Partitions

Kafka stores topic data in partitions that can be distributed across nodes in a Kafka cluster. One par-
tition per consumer group is required.

Kafka producers like uberAgent can either select a specific partition for each event or have events
be distributed randomly across partitions. uberAgent combines the two approaches: it specifies the
hostname as key for each event. This ensures that all events from a specific host are always stored in
the same partition.

Schema and Data Format

uberAgent uses Avro as data format when sending to Kafka. Avro requires a schema definition for
every event. This guarantees high data quality and easier processing by downstream consumers.

In order to minimize network data volume, uberAgent sends the full schema definition only for the
first event of a topic. All further events of the same topic reference the topic’s schema definition by
the ID returned from the schema registry in response to the first event.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 55


https://docs.citrix.com/en-us/uberagent/7-4-0/metrics
https://www.citrix.com/downloads/citrix-monitoring-observability/

uberAgent 7.4

Avro requires REST Proxy to be configured with a schema registry URL (configuration setting schema

.registry.url).

Event Metadata Each uberAgent event has the same default metadata fields in Kafka as in
Splunk:

« time

+ host

« index

« source

» sourcetype

The sourcetypeis used as the key for the Kafka partition selection (see above) and added to each event
as a dedicated field.

REST Proxy API Details uberAgent sends data to the Confluent REST Proxy API v2 via HTTP POST
to /topics/SOURCETYPE (docs). The HTTP content type is application/vnd.kafka.v2+

json.

Configuration
uberAgent

To configure uberAgent to send data to Kafka via Confluent REST Proxy a configuration section similar
to the following is required:

[Receiver]

Name = Kafka

Type = Kafka

Protocol = HTTP

Servers = https://confluent-rest-proxy.company.com:8083/

TLSClientCertificate = LocalMachine\MY\
abcd123456789123456789123456789123456789

The receiver Name can be any string. The Protocol must be HTTP - it stands for a REST end-
point accessed via http or https. The Servers parameter accepts a comma-separated list of
REST proxies that are contacted in a round-robin fashion for fault tolerance and load sharing.
TLSClientCertificate optionally specifies a client certificate to use for authentication (see

below).
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Kafka

Please see the implementation details section above for information on how to configure Confluent
and Kafka for receiving data from uberAgent.

Authentication

Confluent REST Proxy supports authentication via an HTTPS client certificate on the endpoint. Make
sure to specify the TLSClientCertificate optioninthe uberAgent configuration.

It is not necessary to issue individual certificates to clients. A single certificate with CN=uberAgent
(or similar) might be best.

Confluent REST Proxy propagates the client certificate to the Kafka broker in one of two ways:

« TLS
« SASL

The following sections show the configuration steps for each option.

Client Certificate Propagation via TLS In order for certificate propagation from REST Proxy to the
Kafka brokers to work, the following requirements must be met:

+ REST Proxy and the Kafka brokers must be configured for TLS support

+ Aroot CA that issues all required certificates and is trusted by all components is highly recom-
mended

« REST Proxy’s client certificate store must contain the certificate (inluding private key) uberAgent
authenticates with

REST Proxy Configuration This example shows a simple configuration with all components on one
server. In a real-world deployment that would most likely not be the case. Adjust the URLs accord-
ingly.
Add the following to the file /etc/kafka-rest/kafka-rest.properties:
HHHHAHAAAAAHHHHHHHHHAHHHAAAAAAAHHHHHHHHH B H S S AR AAAH
#
# Schema registry

#
HAEHAHHAHHAH AR H AR H AR H AR AR H AR H AR AR R H AR H A H S

schema.registry.url=http:

HAHAHHAHHAH A H AR H AR H AR H AR H A H AR AR AR R HH
#
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# REST proxy to broker connection
#
HEHHAHHAAAAHHHHHHHHHHH A S S A AR R R H SRS SRR HH

bootstrap.servers=localhost:9093
client.security.protocol=SSL

# The client keystore contains the client certificate (including the
private key) that is used by uberAgent to authenticate. REST proxy
passes it on to the broker.

client.ssl.keystore.location=/opt/vastlimits/certificates/kafka.
clientkeystore.jks

client.ssl.keystore.password=PASSWORD3

client.ssl.key.password=PASSWORD3

# The truststore contains the collection of CA certificates trusted by
this application

client.ssl.truststore.location=/opt/vastlimits/certificates/kafka.
truststore.jks

client.ssl.truststore.password=PASSWORD1

HAHAHAHAHAHAHHHHAHAHAHAH B H B HAHAHHHHAHAHAHAEHBH B HEHEH
#

# Miscellaneous

#

HEHBHHBHHAH A A H A H AR H B R RS H B H AR H SRR RS AR H AR H R HH

# Listeners (port 8083 cannot be used for REST Proxy because it is used
by Confluent Connect)
listeners=https://0.0.0.0:8084

HAHHHHH AR AR R A R R R R R
#

# Security plugin

#

e E s s R s

# License for commercial edition (required for the security plugin)
confluent. license=LICENSE_KEY

# Enable the REST proxy security plugin
kafka.rest.resource.extension.class=70.confluent.kafkarest.security.
KafkaRestSecurityResourceExtension

# Whether or not to require the HTTPS client to authenticate via the
server's trust store (required if the security plugin is enabled)
ssl.client.auth=true

HHEAAAAAAAAAHHHAHHHHH AR A A A A A AAAAHAHAHHHHH AR A A A AAH
#

# HTTPS from clients to REST proxy

#

HHHHAAHHHHH A S HHHH AR HH A HH RS H R R R H S
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# Web server certificate for REST proxy
ss'l.keystore.location=/opt/vastlimits/certificates/kafka.keystore.jks
ssl.keystore.password=PASSWORD2

ssl.key.password=PASSWORD2

# The truststore lists certificates that are allowed to connect.
Specify either a single CA certificate or individual client
certificates.

ssl.truststore.location=/opt/vastlimits/certificates/kafka.truststore.
jks

ssl.truststore.password=PASSWORD1

Kafka Broker Configuration Add the following to the file /etc/kafka/server.properties

# The truststore lists certificates that are allowed to connect.
Specify either a single CA certificate or individual client
certificates.

ssl.truststore.location=/opt/vastlimits/certificates/kafka.truststore.
jks

ssl.truststore.password=PASSWORD1

# Server certificate for the broker
ssl.keystore.location=/opt/vastlimits/certificates/kafka.keystore.jks
ssl.keystore.password=PASSWORD2

ssl.key.password=PASSWORD2

# Both plaintext and SSL listeners on different ports. Plaintext can be
used from the schema registry, for example.

listeners=PLAINTEXT://:9092,SSL://:9093

# Enforce authentication for clients connecting via SSL
ssl.client.auth=required

Client Certificate Propagation via SASL You will find more information in the official Confluent
documentation.

Configuring Microsoft Azure Data Explorer (ADX) & Azure Event Hubs

December 11, 2025
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Introduction
What is Azure Data Explorer (ADX)

Microsoft Azure Data Explorer (ADX) is a data analytics platform designed for querying and analyzing
large volumes of data in near real time.

What is Azure Event Hubs

Microsoft Azure Event Hubs is a real-time data ingestion service based on Apache Kafka. It can process
millions of events per second which subsequently can be made available to hundreds of individual
consumers (applications that read and process incoming data).

Why Combine Azure Data Explorer With Azure Event Hubs for uberAgent® Data

In enterprise scenarios, uberAgent’s endpoint agents may send events concurrently from hundreds
of thousands of devices. This requires a backend service that is capable of ingesting millions of events
per second. In the Azure cosmos, Event Hubs is exactly such a service. Once ingested, it buffers uber-
Agent’s events until they’ve been routed to Azure Data Explorer (ADX), where they can be efficiently
queried from various additional services via the Kusto Query Language (KQL).

Advantages of Using Azure Data Explorer & Azure Event Hubs for uberAgent Data

By routing uberAgent’s data through Azure Event Hubs to Azure Data Explorer, enterprises can make
DEX and endpoint security metrics available to individual teams within the organization in a publish/-
subscribe kind of model. Once access has been granted to an ADX database, a team can start working
with the metrics it stores.

Azure Event Hubs makes it possible to distribute uberAgent’s metrics in a highly scalable manner,
supporting hundreds of thousands of endpoints (data producers) and thousands of consumers. uber-
Agent natively supports Azure Data Explorer via Azure Event Hubs.

Prerequisites

In order for uberAgent to be able to send data to an Azure Data Explorer backend, the following Azure
services are required:

+ Microsoft Azure Event Hubs
« Microsoft Azure Data Explorer Cluster
+ Microsoft Azure Enterprise Application
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Please see the system requirements for details.

Setup

Navigate to the Azure portal and sign in with an organizational account associated with your Microsoft
Azure subscription.

Creating an Azure Enterprise Application

In order to authenticate to Event Hubs, an Enterprise Application needs to be created. Follow the
steps in the Microsoft documentation. Make sure to obtain a client ID and a client secret.

Creating the Azure Event Hubs Namespace & Instance

1. Create a new Event Hubs namespace Azure service by specifying a resource group, a unique
namespace name, a location, and a pricing tier.

2. Assign the following permissions to the namespace for the enterprise application you created
above:

« Azure Event Hubs Data Sender
+ Schema Registry Contributor (Preview)
+ Schema Registry Reader (Preview)

3. Openupthe newly created Event Hubs namespace and create an Event Hubs instance by spec-
ifying a unique name, the partition count (1 is sufficient), and the retention time.

Creating the Azure Data Explorer Cluster

1. Create a new Azure Data Explorer Cluster by specifying a resource group, a unique cluster
name, and the workload.

2. Create a new database in the newly created Azure Data Explorer Cluster by specifying a data-
base name, the retention period, and the cache period.

3. Open the newly created database and create a new data connection, using the Event Hubs
instance created above as the source. Specify a data connection name, and the name of the
Event Hubs namespace. Make sure to allow routing the data to other databases and leave the
table name empty. Set the data format to CSV.
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Creating the Azure Data Explorer Tables

The uberAgent endpoint agent does not create the database tables in Azure Data Explorer. The script
uberAgentSchema.AzureDataExplorer.kql to create the tables is part of the uberAgent

download package.

Configuring Azure Event Hubs as Data Receiver in uberAgent

Receiver Stanza The following configuration settings are required in a Rece1iver stanza:

« Type: AzureEventHubs
 Protocol: HTTP
+ AzureEventHubsConfigurationld: The ID of the AzureEventHubsConfiguration stanza (see be-

low).

AzureEventHubsConfiguration Stanza The following configuration settings are required in an
AzureEventHubsConfiguration stanza:

+ Id: Unique GUID this stanza is referenced by from a Receiver stanza.

+ AuthenticationURL: The authentication URL (optional). The default value is: https://
login.microsoftonline.com/###UA_TENANTID###/oauth2/token

« SendDataURL: The URL to send the data to (optional). The default value is: https://###
UA_EVENTHUBSNAMESPACE###.servicebus.windows.net/###UA_HUBNAME### /
messages

« AzureEventHubsNameSpace: The name of the Azure Event Hubs namespace. Placeholder
variable: ###UA_EVENTHUBSNAMESPACE###

« AzureHubName: The name of the Azure Event Hubs instance. Placeholder variable: ###
UA_HUBNAME###

« AzureTenantlID: The Entra tenant ID. Placeholder variable: ###UA_TENANTID###

AzureClientID: The Entra enterprise application client ID.

AzureClientSecret: A client secret associated with the client ID.

The fields ###UA_TENANTID###, ###UA_EVENTHUBSNAMESPACE###, and ###UA_HUBNAME
### are placeholders and are replaced by the agent with their corresponding value.

Example

[Receiver]

Name = Citrix Azure Event Hubs
Type = AzureEventHubs

Protocol = HTTP
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AzureEventHubsConfigurationId = 82204bf8-fc99-4d59-8903-7206234dchc8

[AzureEventHubsConfiguration]

Id = 82204bf8-fc99-4d59-8903-7206234dcbc8
AzureEventHubsNameSpace =

AzureHubName = uberagent

AzureTenantID YOUR_TENANT_TENANT_ID

AzureClientID YOUR_ENTRA_ENTERPRISE_APPLICATION_CLIENT_ID
AzureClientSecret = YOUR_AZURE_CLIENT_SECRET

Implementation Details
Authentication Method

Authentication from the uberAgent endpoint agent to the Event Hubs instance happens by way of
Azure AD JSON web tokens (JWT).

Routing Events to the Proper ADX Table

uberAgent sends many different types of events, distinguished by a so-called sourcetype. Each source-
type has its own field definition and, therefore, needs to be stored in its own ADX table.

While uberAgent sends all types of events to a single Event Hubs ingestion service, from there the
incoming events need to routed to the proper ADX tables depending on each event’s sourcetype. This
routing is automatically accomplished by adding an HTTP header with the name of the ADX table,

e.g.:

"Table" : "Process_ProcessStartup"

Timer scripts

Timers are mostly used to determine metrics (e.g. SessionDetail). They can also be used to start
custom scripts (see here). The output of the scriptsis sent to the backend where the timer name is part
of the sourcetype. In most backends the sourcetype does not need to be created in advance, or it is
created by uberAgent. In Azure Data Explorer the table needs to be created manually by the customer
otherwise ingestion errors occur.

The table name has the following format: Script_.

The following gives an example of the KQL script needed to run to ingest the result data of a custom
script into the corresponding table in Azure Data Explorer.

[Timer]
Name = DetermineDepartment
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Interval = 30000
Script = C:\Scripts\DetermineDepartment.cmd
ScriptContext = UserSessionAsUser

The output of the script DetermineDepartment.cmdis:
Department=Sales UserName=John
The KQL script to create the table and the ingestion mapping in Azure Data Explorer for this timer is:

.execute database script <|

.create table Script_DetermineDepartment (Timestamp: long, Host: string
, Department: string, UserName: string);

.create table Script_DetermineDepartment ingestion csv mapping '
Script_DetermineDepartment_mapping' '[{

"column":"Timestamp", "Properties":{

"Ordinal":"o" }

+
» {
"column":"Host", "Properties":{
"Ordinal":"1" }
}
» {

"column":"Department", "Properties":{

@) AE T 20 )

b

» {

"column":"UserName", "Properties":{

"Ordinal":"3" }

+

1"
The fields Timestamp and Host are mandatory and are automatically added by uberAgent.
The field names in the output do not necessarily have to match the field names in the table.

Configuring Cribl Stream

September 12,2025

What is Cribl Stream

Cribl Stream helps you process machine data —logs, instrumentation data, application data, metrics,
etc. —in real time, and deliver them to your analysis platform of choice. It allows you to:

+ Add context to your data, by enriching it with information from external data sources.
+ Help secure your data, by redacting, obfuscating, or encrypting sensitive fields.
+ Optimize your data, per your performance and cost requirements.
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Benefits of Using uberAgent® With Cribl Stream

Source / Cribl Stream \ Destinations
Syslog
Add context AWS
Redact Databricks
> Obfuscate > Snowflake
Encrypt NFS/Filesystem
Optimize Loki
InfluxDB
& j ... more

Cribl Stream supports a wide range of data sources and destinations, allowing you to use it as a central
hub for data processing. If your analysis platform is not on the list of uberAgent-supported platforms,
but is supported by Cribl, you can use Cribl Stream to forward the data to the destination.

Also, Cribl Stream allows you to transform the data before sending it to the destination. This can be
useful for enriching, redacting, or optimizing uberAgent’s collected data.

Cribl Stream Configuration

This section describes how to configure Cribl Stream’s Elasticsearch data source, a transforming Cribl
pipeline, and the connection between data source, pipeline, and target, to forward data to your analy-
sis platform.

Note: This guide assumes that you have already installed Cribl Stream and added your target platform
as destination. If you have not, please refer to the Cribl Stream documentation.

Elasticsearch Data Source

Cribl’s Elasticsearch data source allows you to ingest data from uberAgent into Cribl Stream, as Elas-
ticsearch is supported by uberAgent.

In Cribl Stream, navigate to the Data menu and choose Sources. Search for the Elasticsearch API.
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& Stream i Products an uberAgent | [[J] main

« Collapse Worker Groups / default / Data / Sources
& Stream Home Overview Data ¥ Routing ¥ Processing ¥ Projects ¥  Group Settings
&» Worker Groups —p-  SOUFCES
Push Pull System and Internal
® workers Destinations
Q . .
lit Monitoring PUSh /
@O Notifications
L
-
HTTP Elasticsearch API
i O

In the next screen, click Add source. Configure the source as follows.

General Settings

« Input ID: Enter a unique name for the source.

 Description: Enter a description for the source.

+ Address: Address to bind on. Defaults to 0.0.0.0 (all addresses).
+ Port: Port to bind on. E.g. 9200.

« Elasticsearch APl endpoint: Leave the default /.

+ Tags: Optionally, add tags to the source.
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Sources » Elasticsearch API
- : )
w n_elastic

Configure Status Charts Live Data Logs Notifications

Input ID* (®
General Settings P

Authentication __dnputId=='elastic:in_elastic' dl

TLS Settings (Server Side) Description
Processing Settings ~
Address* (2
Fields 0.0.0.0
Port* (®

Pre-Processing
9200

Advanced Settings
Elasticsearch APl endpoint* (?

Connected Destinations /

v Optional Settings

Tags @

Authentication

+ Authentication type: Basic
« Username: Enter a username.
« Password: Enter a password.
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Sources » Elasticsearch API
- ] )
w in_elastic

Configure Status Charts Live Data Logs

Authentication type ?
General Settings yP

Basic

Authentication
Username* ()

TLS Settings (Server Side) elastic
) . Password* (?)
Processing Settings ~
Fields

TLS Settings Cribl allows using the Elasticsearch source over plain and unsecured HTTP. However,
we advise using TLS for secure communication. If you have not already configured TLS, please refer
to the Cribl Stream documentation.
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Sources > Elasticsearch API
w» in_elastic

Configure Status Charts

General Settings
Authentication
TLS Settings (Server Side)
Processing Settings ~
Fields
Pre-Processing

Advanced Settings

Connected Destinations

Live Data Logs Notifications

Enabled @& .
Certificate name @

mycert

Private key path* @

$CRIBL_HOME/local/cribl/auth/certs/mycert.key

Passphrase @

Certificate path* ®

$CRIBL_HOME/local/cribl/auth/certs/mycert.crt

CA certificate path ®

Authenticate client (mutual auth) ®

Minimum TLS version ®

TLSv1.2

Maximum TLS version @

Remember that the uberAgent endpoints have to trust the Cribl Stream certificate. If you are using a

self-signed certificate, please refer to Using uberAgent With Self-Signed Certificates.

Authenticate client (mutual auth) is not supported by uberAgent.

Click Save.

Transforming Pipeline

Cribl Stream allows you to transform data using a pipeline. We documented the required steps to
send uberAgent’s data to your target platform. But, you can also use the pipeline to enrich, redact, or

optimize the data.
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Save the following JSON as input. json.

{

"id": "uberAgent",

"conf": {

"output": "default",
"streamtags": [],

"groups": {

"asyncFuncTimeout": 1000,

"functions": [

{

"filter": "true",

"conf": {

"srcField": "'@timestamp'",

"dstField": "_time",

"defaultTimezone": "local",
"timeExpression": "time.getTime() / 1000",

"offset":
"maxLen":

0,
150,

"defaultTime": "now",
"latestDateAllowed": "+lweek",
"earliestDateAllowed": "-420weeks"

3

"id": "auto_timestamp",
"description": "Calculates a timestamp field"

}

"filter": "true",

"conf'": {

"remove'":

[

"'@timestamp'"

]
}

ll-idll: lleva'l_ll,
"description": "Removes the old timestamp from the _raw event"

}
1,

"description":

}

"Extracts the timestamp"
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This pipeline does the following:

1. auto_timestamp: Calculates the _time field based on uberAgent’s @timestamp field. Oth-
erwise, Cribl would take the time of the data ingestion as the _time field. But, you want to use
the time when the data was collected by uberAgent.

2. eval: Removes the old @timestamp field from the data.

Click on Processing and choose Pipelines.

Worker Groups / default / Processing / Pipelines Workers

Overview Data ¥ Routing ¥ Processing ¥ Projects ¥ Group Settings

Y Show | Pipelines ‘/:essmg Pre/Post Add Pipeline ||

Pipeline # Route/In| f(x) Packs
cribl_ m... Crib..rics 5 Knowledge In Out 0  Err
main default 1 default 0 In Out 0  Err

Click Add Pipeline and choose Import from File. Select the input.jsonfile.

Connection

Now that you have configured the data source and pipeline, you need to connect them to forward the
data to your analysis platform.

In the Routing menu, select QuickConnect.

Select the Elasticsearch APl source and connect it via drag and drop with the DevNull target. This is
a dummy target that discards the data. You can replace it with your target platform.

In the Connection Configuration dialog, select Pipeline. If the dialog does not open automatically,
click on the connection.
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Worker Groups / default / Routing / QuickConnect Workers @ 1 4 a3d8928

Overview Data ¥ Routing ¥ Processing ¥ Proje "~ —

Connection Configuration

Y v )

The current connection sends all data from Source
in_elastic via Pipeline uberAgent to Destination
devnull.

Passthru Pipeline Pack
. > (o] I
0 B

Cancel

Elasticsearch APl (I Q _______________________ ‘. DevNull
in_elastic ‘ devnull

Select the uberAgent pipeline and click Save.

Sources ® Destinations

Commit & Deploy

To save the changes, click on the Commit & Deploy button in the top right corner.

uberAgent Configuration

To forward data to Cribl Stream, you need to configure uberAgent to send data to the Cribl Stream
Elasticsearch source.

Note: This guide assumes that you have already installed uberAgent. If you have not, please refer to
the installation documentation.

Elasticsearch Receiver

Add a new receiver to the uberAgent configuration file. The receiver configuration should look like
this:

[Receiver]

Name = Cribl

Type = Elasticsearch

Protocol = HTTP

Servers = https://CRIBL_INGRESS_ADDRESS:9200
RESTToken = username:password

Change the CRIBL_INGRESS_ADDRESS to the address of your Cribl Stream instance. You can find
the address in the Cribl Worker Group overview, in the chart Group Information.

Change the RESTToken to the username and password you configured in the Cribl Stream Elastic-
search data source. You can encrypt the RESTToken if desired.
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Full Application Names (Optional)

Note: This requires uberAgent 7.4 or later.

By default, uberAgent sends abbreviations for application names to save bandwidth. l.e., it sends
Google ChromeasGglChrm. In Splunk dashboards, these abbreviations are expanded to the full
application names. This is not available in other backends.

If you want to send the full application names, add the following configuration to the uberAgent con-
figuration file:

[Miscellaneous]
ConfigFlags = AppNameIsAppId

Restart uberAgent

After you have configured the Elasticsearch receiver and, optionally, the full application names, restart
the uberAgent service.

Troubleshooting

When the data is not arriving in your target platform, perform the following checks.

Ingress

First, check if the data is flowing into Cribl Stream. In the QuickConnect view, click on the Elastic-
search API source and choose Capture. This allows you to see the data flowing into Cribl Stream.
Check the Events In and Events Out counters in the Charts menu to monitor the event count and
bandwidth.

If you don’t see data immediately, try increasing the capture time to 40 seconds. The default is 10
seconds, but uberAgent collects data every 30 seconds.
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Sources > Elasticsearch API
- X ® X
w» in_elastic
Configure Status Charts Live Data Logs Notifications
Filter expression*
ﬂ __inputId=='elastic:in_elastic' 51 v
Al | vE

Fields (] All None

Capture time (sec) ®

# Event
v 40 —
_time 1 _time: 1738859816.298
@timestamp 2025-02-06 @timestamp: 1738859816145 Capture up to N events @
Browser 17:36:56.298 Browser: 1 -
CPUPercent +01:00 CPUPercent: 0
CPUTimeMs CPUTimeMs: 281 Where to capture ®
host:
host i ineli
ToCount: 15 1. Before pre-processing Pipeline
10Count
IOLatencyMs: 1.7 Initial Work le size ®
nitial Worker sample size
IOLatencyMs ToMB: 0.4 P!
IomB TOPS: 0.5 50
I0PS NetKBPS: 0
NetKBPS ProcType: Browser Interval (sec) @
ProcType ProcUser: >
ProcUser Sourcetype: uberAgent:Application:BrowserPerformanceChrome

WorkingSetMB: 409.3
Sourcetype ¢ ® start
2 _time: 1738859816.299

WorkingSetMB

Egress

Second, check if the data is flowing through the pipeline to your destination successfully. In the
QuickConnect view, click on the DevNull target (or your destination) and choose Capture. This al-
lows you to see the data flowing out of Cribl Stream, after it was modified by the pipeline. If you
applied the pipeline correctly, you should not see the @timestamp field in the data (check Ingress
above, the @timestamp isvisible).

Check the Events In and Events Out counters in the Charts menu to monitor the event count and
bandwidth.

Installing uberAgent®

September 12, 2025

Installing uberAgent is quick and straightforward. Due to the product’s flexibility, there is often more
than one way of doing things. In such a case we describe the recommended configuration and link to
supported alternatives.

Prerequisites

+ Read about the architecture options.
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+ Review the uberAgent licensing guide
+ If you do not have a running Splunk installation yet set up Splunk.

» Download uberAgent and extract the archive. You should have a directory uberAgent
components with the following content:

+ Asubdirectory uberAgent_endpoint

« Packed Splunk app uberAgent_indexer.tgz

+ Packed Splunk app uberAgent_searchhead. tgz

+ Packed Splunk app uberAgent_ESA_searchhead.tgz

Installation Steps

Installing uberAgent consists of the following steps:

Installing the Splunk apps

Installing the Windows endpoint agent

Installing the macOS endpoint agent

Installing Splunk Universal Forwarder (optional)
Installing the Chrome browser extension (optional)
Installing the Edge Browser Extension (optional)
Installing the Firefox Browser Extension (optional)

© N o 0k wDdD

Installing the Internet Explorer Browser Extension (optional)

Installing the Splunk Apps

September 12,2025

Upgrade

If you are upgrading from an earlier version of the uberAgent Splunk apps please make sure to follow
the upgrade instructions.

Please consult the release notes for possible changes in configuration or functionality.
Manual Installation

+ Go to the Splunk console’s home page by navigatingtohttp://servername: 8000 inyour
browser.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 75


https://docs.citrix.com/en-us/licensing/uberagent-licensing-guide
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/backend/installing-splunk
https://www.citrix.com/downloads/citrix-monitoring-observability/
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-splunk-apps
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-endpoint-agent
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-macos-endpoint-agent
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-splunk-universal-forwarder
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-chrome-browser-extension
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-edge-browser-extension
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-firefox-browser-extension
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-internet-explorer-browser-extension
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/upgrading-uberagent
https://docs.citrix.com/en-us/uberagent/7-4-0/about-uberagent/changelog-and-release-notes

uberAgent 7.4

+ Click Manage apps:

Apps @ Explore Splunk Enterprise

Apps

Install app from file | | Create app
&

+ SelectuberAgent_indexer.tgz and click Upload
+ The uberAgent® indexer app is now installed
« InstalluberAgent_searchhead. tgz in the same way

+ Optionally install the uberAgent ESA search head app uberAgent_ESA_searchhead.tgz,
too

« Click Settings > Server controls > Restart Splunk

Splunk Enterprise Security
uberAgent ESA comes with native support for Splunk Enterprise Security. Install the following apps
on your Enterprise Security server to enjoy the benefits:

+ uberAgent_searchhead.tgz
« uberAgent_ESA_searchhead.tgz
+ uberAgent_ESA_ES_companion.tgz.

Available on Splunkbase.

Using Splunk Cloud
The installation process is different when using uberAgent in combination with Splunk Cloud. This
knowledgebase article contains all the necessary details.

Distributed Splunk Deployment

If you have a distributed Splunk deployment with separate search heads and indexers please deploy
the indexer app to all indexers as well as heavy forwarders and the search head app to all search
heads.

Alternative Architectures

Note: This is optional and not required for the recommended architecture.
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If you decided to have uberAgent send data to Splunk through a locally installed Universal Forwarder
on the monitored endpoints you need to enable receiving Universal Forwarder data as described here,
i.e., through Settings > Forwarding and receiving > Receive data > Add new > 9997 > Save.

Sending to Splunk HTTP Event Collector

Note: This is only required when you want uberAgent to send directly to Splunk Cloud, but it can
optionally be used with Splunk Enterprise, too.

uberAgent can send the data it collects via HTTP or HTTPS to a Splunk data input called HTTP Event
Collector (HEC). Please follow these steps to enable and configure HTTP Event Collector.

Installing the Windows Endpoint Agent

December 11,2025

Introduction

The uberAgent® Windows Endpoint Agent can be installed in two primary ways:

« Standalone Installation: This installation is independent of Citrix Virtual Apps and Desktops™
and offers multiple methods for deployment, including manual installation, installation
through software deployment tools, and deployment through Splunk Deployment Server.

« Installation via Citrix Virtual Apps and Desktops: Since uberAgent 7.4 and Citrix Virtual
Apps and Desktops (CVAD) 2503, uberAgent can be installed as part of the CVAD installation,
allowing centralized management through Citrix Studio or Citrix Web Studio.

Note

Starting with uberAgent 7.2.1, the service does not start automatically after installation. Update
your deployment procedures to include a manual service start if required.

Security Considerations

uberAgent configuration files are stored and cached in the %ProgramData% directory. Securing
this directory with appropriate Access Control Lists (ACLs) is essential to prevent privilege escalation
or misuse. Starting with version 7.0.2, the installer automatically applies secure permissions by de-
fault.
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Recommended Permissions

+ Administrators: Full Control
« SYSTEM: Full Control
« Users: No Access

Users must not have read access to the configuration directory as it may contain sensitive information
like backend credentials.

Custom Scripts Custom scripts that need to be executed in the user context can be securely man-
aged in two ways:

1. Assignread permissions to individual scripts without exposing the entire configuration direc-
tory.

2. Place the scripts in a separate folder with appropriate permissions, containing only scripts
that need execution from the user context.

Automatic Security Configuration

The following MSI parameters control automatic security settings:

+ PROGRAMDATA_CONFIGDIR_RESETPERMISSIONS (default: 1): Ensures secure permis-
sions are applied.

+ PROGRAMDATA_CONFIGDIR_DELETEFILES (default: 1): Deletes existing configuration
files during installation.

For Citrix Virtual Apps™ and Desktops installations:

« Initial Installation: Both parameters are set to 1 to apply secure permissions and remove ex-
isting configurations.

+ Updates: The PROGRAMDATA_CONFIGDIR_DELETEFILES parameterisdisabled (@) to pre-
serve existing configurations.

Note

When deploying configuration files, ensure that secure ACLs are applied to the directory and re-
main intact throughout the process. Neglecting this step could compromise security and allow
unintended access to the configuration files.
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Standalone Installation
Download Installer

Download the latest uberAgent standalone release from Citrix Observability - uberAgent Product Soft-
ware and unzip the content. The installer can be found in the uberAgent_endpoint\bin direc-
tory:

+ 32-bit Systems: uberAgent-32.msi
+ 64-bit Systems: uberAgent-64.msi

MSI Parameters

INSTALLDIR

« Required: no

» Default: %ProgramFiles%\Citrix\uberAgent
+ Description: installation directory

« Valid values: any local file system path

PROGRAMDATA_CONFIGDIR_RESETPERMISSIONS
+ Required: no
« Default: 1

+ Description: Set secure permissions on uberAgent’s ProgramData directory (%¥ProgramData
%\vast limits\uberAgent).

« Valid values:

« O: disabled
« 1: enabled

PROGRAMDATA_CONFIGDIR_DELETEFILES
« Required: no
« Default: 1

+ Description: Delete existing configfilesin uberAgent’s ProgramData directory (%ProgramData
%\vast limits\uberAgent). Disable this setting only if you’re removing potentially
malicious existing config files as part of your own deployment package logic.

+ Valid values:
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« O: disabled
« 1: enabled

Manual Installation

1. Install the appropriate MSI file from the directory uberAgent_endpoint\bin depending
on the bitness of your machine: uberAgent-32.ms1 oruberAgent-64.ms1.

2. If you have a license file for uberAgent, copy it to the installation directory (default: %
ProgramFiles%\Citrix\uberAgent). uberAgent does not start without a license file.
Please see the uberAgent licensing guide for more details.

3. Configure uberAgent as needed; see the Configuration Options section for details.

4. Start the uberAgent service.

Installation Through a Software Deployment Tool

1. Install the appropriate MSI file from the directory uberAgent_endpoint\bin depending
on the bitness of your machine: uberAgent-32.ms1i oruberAgent-64.ms1.

+ Configure the MSI parameters as needed.

1. Distribute the license file and configuration templates as part of your deployment package.
uberAgent does not start without a license file. Please see the uberAgent licensing guide for
more details.

2. Optional: The uberAgent service does not start automatically after installation, so a service start
step may be included.

Installation Through Splunk Deployment Server

Note:

Deployment Server can only be used with Splunk Enterprise and requires Splunk Universal For-

warder on the endpoint as a deployment client.

uberAgent Copy the directory uberAgent_endpoint from the unzipped uberAgent download
package to $SPLUNK_HOME\etc\deployment-apps onyour deployment server.

Note: SSPLUNK_HOME refers to the base directory of the Splunk installation, typically C: \Program
Files\Splunk.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 80


https://docs.citrix.com/en-us/licensing/uberagent-licensing-guide
https://docs.citrix.com/en-us/uberagent/7-4-0/planning/configuration-options
https://docs.citrix.com/en-us/licensing/uberagent-licensing-guide

uberAgent 7.4

Configuration Todeploya customized configuration file, copyitinto the directory $SPLUNK_HOME
\etc\deployment-apps\uberAgent_endpoint\bin. This overwrites the default configu-
ration file from the installation package.

License File If you have a license file for uberAgent, copy it into the directory SSPLUNK_HOME\
etc\deployment-apps\uberAgent_endpoint\bin.

Serverclass Create a file called serverclass.conf in $SPLUNK_HOME\etc\system\
local on your deployment server. Serverclass.conf defines what to deploy where. For
a quick start, paste the following content into serverclass.conf to deploy uberAgent to all
Windows machines. You may want to fine-tune this to suit your needs.

# [global]

# We cannot match by machine type here. We'll do that on the app level

below.
whitelist.0 = x

# Define a serverclass
[serverClass:windows]

# Deploy only to Windows machines
machineTypesFilter = windows-x*

# Define which apps to deploy to the serverclass
[serverClass:windows:app:uberAgent_endpoint]

stateOnClient = enabled
restartSplunkd = true

To make Splunk read the new file serverclass. conf, run the following command:

$SPLUNK_HOME\splunk.exe reload deploy-server

Installation via Citrix Virtual Apps and Desktops

Since uberAgent 7.4 and Citrix Virtual Apps and Desktops 2503, uberAgent can be installed and
updated as part of the Citrix VDA installation.

Note

To install and update uberAgent using the Citrix Virtual Apps and Desktops (CVAD) installation,
you mustfirstuninstall all existing uberAgentinstallations and then reinstall them using the CVAD
installation.

Installation Steps

1. Start the Citrix Virtual Apps and Desktops installation.
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2. In the Optional Software step, ensure that Citrix® uberAgent is selected.

3. Configure uberAgent as needed; see the Configuration Options section for details.
4. Enable uberAgent Data Collection in Citrix Studio or Web Studio.

5. Start the uberAgent service.

Note:

By default, the uberAgent Data Collection policy is disabled. uberAgent will run inidle mode until
the policy is enabled.

uberAgent Director Integration

When uberAgent is installed as part of the Citrix Virtual Apps and Desktops installation, you only need
to enable the uberAgent Data Collection policy. Everything else works seamlessly.

For more information, please refer to the Director documentation.

Citrix Site Monitoring

uberAgent supports Citrix Site Monitoring in both standalone mode and Citrix Virtual Apps and Desk-
tops installations.

If some or all of your endpoints are running the Citrix Virtual Apps and Desktops (CVAD) VDA, you
should install uberAgent on the Citrix delivery controller(s), too. Please see this page for details.

Imaging & Citrix PVS

If you intend to copy the agent installation via an imaging method or Citrix PVS, we recommend you
remove instance-specific information. To do that, follow these steps right before capturing the im-
age:

« Stop the service uberAgent (but leave the start type at automatic).

+ Backup your Central Config File Management ConfigFilePath if configured.

« Open an administrative command prompt.

+ Run the command: reg delete "HKLM\SOFTWARE\vast limits\uberAgent"/f
/reg:64.

+ Restore the Central Config File Management ConfigFilePath if previously backed up.

+ Optionally: delete existing log files.

« Optionally: delete existing Persistent Output Queue files/folders.

+ Prepare the machine for cloning as necessary, but do not reboot.
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For your convenience, we provide a PowerShell script that performs the steps listed above. Please
make sure that you run it as an administrator. If you want to perform a complete cleanup without
user interaction, you can use the —c'learAl1 script parameter.

Script (uA-imaging-preparation.ps1):

[CmdletBinding()]
param(
[Switch]$clearAll

)

Write-Host "----------------—--- "
Write-Host " uberAgent PVS & Imaging Preparation Script"
Write-Host "---———----------——————— "
Write-Host ""

# Check for administrator privileges

if (-not ([Security.Principal.WindowsPrincipal] [Security.Principal.
WindowsIdentity]::GetCurrent()).IsInRole([Security.Principal.
WindowsBuiltInRole]::Administrator)) {

Write-Host "Error: This script must be run as administrator."
exit 1

Write-Host "This script will:"

Write-Host "1. Stop the 'uberAgentSvc' service."

Write-Host "2. Backup the CCFM ConfigFilePath if configured and remove
the 'uberagent' registry key."

Write-Host "3. Optionally remove all 'uberagentx.log', 'uAGuardian.log
', and 'uAInSessionHelper.log' files from C:\Windows\Temp and the
current user's temp directory."

Write-Host "4. Optionally remove all Persistent Output Queue files in %
ProgramData%\vast limits\uberAgent\Output Queue\."

Write-Host "5. Restore the 'ConfigFilePath' registry value if it was
backed up."

Write-Host ""

Write-Host "You can run this script in automatic mode by using the -
clearAll parameter."

Write-Host ""

Hrite=Hest Te—=cmmcmcoosmmeesoosoosesmmseosooso=cmss "

Write-Host ""

# Define base registry path

$SbaseKey = 'HKLM:\Software\vast limits\uberAgent'
$configPath = 'HKLM:\Software\vast limits\uberAgent\Config'
$configFileValueName = 'ConfigFilePath'

SconfigFileValue = $null

# Stop the uberAgentSvc service if it is running
$serviceName = 'uberAgentSvc'
if (Get-Service —-Name S$serviceName) {
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try {

Stop-Service -Name S$serviceName -Force -ErrorAction Stop
Write-Host "Service '$serviceName' stopped successfully."

}
catch {
Write-Host "Failed to stop service '$serviceName': $_"
exit 1
}
}
else {
Write-Host "Service 'S$serviceName' not found."
}

# Backup ConfigFilePath value 1if it exists
if (Test-Path S$SconfigPath) {

$regValues = Get-ItemProperty -Path $configPath -ErrorAction
SilentlyContinue
if ($SregValues -and S$regValues.SconfigFileValueName) {
Write-Host "Found ConfigFilePath value: $(SregValues.
$configFileValueName)"
Write-Host "Backing up ConfigFilePath value..."

$configFileValue = $regValues.$configFileValueName

# Remove the entire 'uberAgent' key
if (Test-Path S$SbaseKey) {

Write-Host "Removing registry key: S$baseKey"
Remove-Item -Path $baseKey -Recurse -Force -ErrorAction
SilentlyContinue

# Optionally remove all uberAgent .log files from C:\Windows\Temp and
the current user's temp directory

$cleanLogs = $clearAll
if (-not SclearAll) {

$response =

Read-Host "Do you want to remove all uberAgent log files

84
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from C:\Windows\Temp and the current user temporary directory? (

y/m)"
$cleanLogs = $response -match 'A[Yy]$'

}

else {

Write-Host "Automatic mode: Removing all uberAgent log files..."

}

if ($cleanLogs) {

# Define log file patterns to remove
$logPatterns = @("uberagentx.log", "uAGuardian.log", "
uUAInSessionHelper.log")

# Clean Windows\Temp directory
foreach ($pattern in $logPatterns) {

$logFiles = Get-ChildItem -Path "C:\Windows\Temp" -Filter
$pattern -ErrorAction SilentlyContinue
if ($logFiles) {

foreach ($file in $logFiles) {

try {
Remove-Item -Path $file.FullName -Force -ErrorAction
Stop
Write-Host "Removed: $($file.FullName)"
}
catch {

Write-Host "Failed to remove $($file.FullName): $_"
}

# Also clean current user's temp directory
SuserTempPath = [System.IO.Path]::GetTempPath()
foreach ($pattern in $logPatterns) {

$logFiles = Get-ChildItem -Path S$SuserTempPath -Filter $pattern -
ErrorAction SilentlyContinue
if (SlogFiles) {
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foreach ($file in $logFiles) {

try {
Remove-Item -Path $file.FullName -Force —-ErrorAction
Stop
Write-Host "Removed: $($file.FullName)"
}
catch {

Write-Host "Failed to remove $($Sfile.FullName): $_"
}

# Optionally remove all folders (including files) 1in %ProgramData%\vast
Timits\uberAgent\Output Queue

ScleanQueue = SclearAll

if (-not SclearAll) {

$response = Read-Host "Do you want to remove all Persistent Output
Queue folders (including files) in %ProgramData%\vast limits\
uberAgent\Output Queue? (y/n)"

$cleanQueue = S$response -match '"A[Yy]s'

}
else {

Write-Host "Automatic mode: Removing all Persistent Output Queue
folders..."

if (ScleanQueue) {
SoutputQueuePath = "Senv:ProgramData\vast limits\uberAgent\Output
Queue"

if (Test-Path SoutputQueuePath) {

Get-ChildItem -Path $outputQueuePath -Directory -ErrorAction
SilentlyContinue | ForEach-Object {

try {

Remove-Item -Path $_.FullName -Recurse -Force -ErrorAction
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}

Stop
Write-Host "Removed folder: $($_.FullName)"

catch {

}

Write-Host "Failed to remove folder $($_.FullName): $_"

# Restore ConfigFilePath value 1if it was backed up
if ($configFilevalue) {

New-Item -Path $configPath -Force | Out-Null

Set-ItemProperty -Path $SconfigPath -Name SconfigFileValueName -Value
$configFileValue -ErrorAction SilentlyContinue

Write-Host "ConfigFilePath value restored: S$configFileValue"

}

else {

Write-Host "No ConfigFilePath value found to restore."

}

Write-Host
Write-Host

Write-Host
Write-Host
Write-Host
Write-Host

"Finished cleaning up successfully."

"The machine can now be prepared for cloning as necessary."
"Please do not reboot the machine."

If you have Splunk Universal Forwarder installed, please follow the steps listed here, too.

Installing the macOS Endpoint Agent

September 12,2025

The agentinstaller is available as a PKG file. It can either be installed manually or unattended through

existing software deployment tools. Also, most device management solutions support the distribu-

tion of such packages natively.
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Note 1:

Securing the Configuration Directory

To protect the configuration of uberAgent, starting with version 6.1.2, the installer automat-
ically sets the permissions for the agent’s directory so that only root can read or access
the installation directory.

Note 2:

Running uberAgent® after installating the Endpoint Agent

The uberAgent daemon does not start automatically upon completion of the setup process. It
will initiate automatically following a system restart.

Alternatively, you may start it manually using launchctl, provided you have root privileges:
launchctl bootstrap system /Library/LaunchDaemons/com.vastlimits.
uberAgent.plist

Requirements

uberAgent on macOS requires the entitlement for certain privacy privileges through Apple’s Trans-
parency, Consent and Control (TCC) Framework in order to run properly. These can either be assigned
manually, as described below or distributed as part of a PPPC profile. The latter can either be created
manually by following the documentation provided by Apple or make use of tools like the PPPC-Utility.
An example profile is available at the bottom of this page.

Full Disk Access

uberAgent makes use of Apple’s EndpointSecurity (ES) framework (available since macOS 10.15),
which requires explicit user authorization. Authorization is granted manually, by adding /Library
/uberAgent/uberAgent.app to System Preferences > Security & Privacy > Privacy > Full
Disk Access.

Note: Without this permission uberAgent won’t be able to start and will terminate itself. When this
happens, you’ll find an error log message indicating that the ES client could not be started due to a
missing TCC approval.

Accessibility Access

uberAgent uses the Accessibility framework on macOS to determine parts of the Session Detail met-
rics. Authorization is granted manually, by adding /Library/uberAgent/uberAgent.app to
System Preferences > Security & Privacy > Privacy > Accessibility.
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Installation method
Interactive

« The installation of uberAgent can be started by opening uberAgent. pkg and following the
instructions on the screen.

« Since uberAgent is installed as a system-wide daemon, the installer will ask for a password for
elevated access rights to install it.

Command Line

+ The Installer can also be used from the command line to install uberAgent using the command
installer -pkg uberAgent.pkg -target /

+ This requires root privileges. A command line installation can be executed locally or remotely,
e. g., using SSH.

License File

If you have a license file for uberAgent, copy it to the following directory /Library/Application
Support/uberAgent. uberAgent does not start without a license file. Please see the uberAgent
licensing guide for more details.

Installation Through Splunk Deployment Server

Note: Deployment Server can only be used with Splunk Enterprise and requires Splunk Universal
Forwarder on the endpoint as deployment client. Please make sure that Splunk Universal Forwarder
has sufficient privileges to perform system-wide installations, e.g. by enabling boot-start.

uberAgent

Copy the directory uberAgent_endpoint from the unzipped uberAgent download package to
$SPLUNK_HOME/etc/deployment-apps on your deployment server. Please make sure to ap-
ply the executable flag to the installation script by executing chmod +x silent-install.sh.
Besides that, the uberAgent_endpoint folderis ready to use for deployment on Windows as well
as macOS operating systems.

Note: $SPLUNK_HOME refers to the base directory of the Splunk installation, typically /opt/
splunkon Linux.
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Configuration

To deploy customized configuration files, copy them into the directory SSPLUNK_HOME/etc
/deployment-apps/uberAgent_endpoint/bin.  This overwrites existing files under
/Library/Application Support/uberAgent/.

License File

If you have a license file for uberAgent, copy it into the directory SSPLUNK_HOME/etc/
deployment-apps/uberAgent_endpoint/bin.

Serverclass

Create a file called serverclass.conf in $SSPLUNK_HOME/etc/system/local on your de-
ployment server. serverclass.conf defines what to deploy where. For a quick start, paste the
following content into serverclass.conf to deploy uberAgent to all macOS machines. You may
want to fine-tune this to suit your needs.

# [global]

# We cannot match by machine type here. We'll do that on the app level
below.

whitelist.0 = %

# Define a serverclass
[serverClass:macOS]

# Deploy only to macOS machines
machineTypesFilter = darwin-x86_64

# Define which apps to deploy to the serverclass
[serverClass:macOS:app:uberAgent_endpoint]

stateOnClient = enabled
restartSplunkd = true

To make Splunk read the new file serverclass. conf run the following command:

$SPLUNK_HOME/bin/splunk reload deploy-server

Configuration

uberAgent can be configured very flexibly. By editing the configuration, you can switch metrics on or
off, change the data collection frequency and significantly reduce the data volume.
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Example uberAgent PPPC Profile

This is an exemplary privacy preferences policy control (PPPC) profile to grant uberAgent the neces-
sary TCC privileges.

<?xml version="1.0" encoding="UTF-8"7?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.
com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>PayloadContent</key>
<array>
<dict>
<key>PayloadDescription</key>
<string>uberAgent</string>
<key>PayloadDisplayName</key>
<string>uberAgent</string>
<key>PayloadIdentifier</key>
<string>5FD70527-9AC3-4667-82AF-8F8F44C95C94</string>
<key>PayloadOrganization</key>
<string>vast limits GmbH</string>
<key>PayloadType</key>
<string>com.apple.TCC.configuration-profile-policy</string>
<key>PayloadUUID</key>
<string>E86AC250-6BF9-4C91-BBOA-5890F000A48C</string>
<key>PayloadVersion</key>
<integer>1</integer>
<key>Services</key>
<dict>
<key>Accessibility</key>
<array>
<dict>
<key>Allowed</key>
<true/>
<key>CodeRequirement</key>
<string>anchor apple generic and +identifier "
com.vastlimits.uberAgent" and (certificate
leaf[field.1.2.840.113635.100.6.1.9] /*
exists %/ or certificate 1[field
.1.2.840.113635.100.6.2.6] /* exists %/ and
certificate leaf[field
.1.2.840.113635.100.6.1.13] /* exists */ and
certificate leaf[subject.OU] = "64N35HHH3F"
)</string>
<key>Comment</key>
<string></string>
<key>Identifier</key>
<string>com.vastlimits.uberAgent</string>
<key>IdentifierType</key>
<string>bundleID</string>
</dict>
</array>
<key>SystemPolicyAllFiles</key>
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<array>
<dict>
<key>Allowed</key>
<true/>
<key>CodeRequirement</key>
<string>anchor apple generic and identifier "
com.vastlimits.uberAgent" and (certificate
leaf[field.1.2.840.113635.100.6.1.9] /*
exists %/ or certificate 1[field
.1.2.840.113635.100.6.2.6] /* exists %/ and
certificate leaf[field
.1.2.840.113635.100.6.1.13] /* exists %/ and
certificate leaf[subject.OU] = "64N35HHH3F"
)</string>
<key>Comment</key>
<string></string>
<key>Identifier</key>
<string>com.vastlimits.uberAgent</string>
<key>IdentifierType</key>
<string>bundleID</string>
</dict>
</array>
</dict>
</dict>
</array>
<key>PayloadDescription</key>
<string>uberAgent</string>
<key>PayloadDisplayName</key>
<string>uberAgent</string>
<key>PayloadIdentifier</key>
<string>5FD70527-9AC3-4667-82AF-8F8F44C95C94</string>
<key>PayloadOrganization</key>
<string>vast limits GmbH</string>
<key>PayloadScope</key>
<string>System</string>
<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadUUID</key>
<string>F53E14C7-D9ED-4933-8A71-87FD74C9870D</string>
<key>PayloadVersion</key>
<integer>1</integer>
</dict>
</plist>

Installing Splunk Universal Forwarder

September 12,2025

If you have chosen an architecture option where uberAgent interacts with Splunk through Splunk’
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s Universal Forwarder you need to install Universal Forwarder on every machine along with uberA-
gent.

The following description shows you how to install and configure Universal Forwarder for uberAgent.
In this example, the Splunk server’s FQDN is srv1.hk. test.

Installation

Launch the Universal Forwarder MSI file. Accept the license agreement and click Next.

i'.é'a UniversalForwarder Setup

splunk

Chedk this box to accept the License Agreement View License Agreement

Default Installation Options
- Install UniversalForwarder in C:\Program Files\SplunkUniversalForwarder
- Run UniversalForwarder as Local System account

- Enables Application, System and Security Event Logs

Lise this UniversalForwarder with on-premises Splunk Enterprise. Uncheck if you
want this UniversalForwarder to contact a Splunk Cloud instance.

Cancel Customize Options

Deployment Server

If you have Splunk Enterprise, you can use Splunk’s Deployment Server functionality to deploy apps.
In that case, specify the Splunk server name. You can leave the port empty to use the default. If you
have Splunk Free leave both fields empty.
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i'.g!;! UniversalForwarder Setup

splunk

If you intend to use a Splunk deployment server to configure this UniversalForwarder, please
spedfy the host or IP, and port (default port is 8033). This is an optional step. However,
UniversalForwarder needs either a deployment server or receiving indexer in order to do
anything.

Deployment Server

Haostname or IP

o
Enfer the hosiname or IF of your denloyment server, default = B89
.0, d=.solink. com
Cancel Back Mext
Indexer

Specify the name of your Splunk Indexer. In this simple walkthrough, our Splunk server also acts as
an indexer. Again, the port is left at the default value:
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i'.g!;! UniversalForwarder Setup

splunk

If you intend to use a Splunk receiving indexer to configure this UniversalForwarder, please
spedfy the host or IP, and port (default port is 99397). This is an optional step. However,
UniversalForwarder needs either a deployment server or receiving indexer in order to do
anything.

Receiving Indexer

Haostname or IP

o

Enfer the hosiname or IF of your recalving indexer, defaulf is 9997
.0, d=.solink. com
Cancel Back Mext
Finished
That’s all!
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i'.g!;! UniversalForwarder Setup

splunk

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Cancel Back

Configuration
Receive uberAgent® Data via TCP Port

If you want Universal Forwarder to handle all Splunk communications, you need to configure uber-
Agent to pass its output to Universal Forwarder on the same machine. To do that, open a TCP port
uberAgent can send data to by adding the following to $SPLUNK_HOME\etc\system\local\
inputs.conf onyour Universal Forwarders:

[tcp://127.0.0.1:19500]
connection_host = none
sourcetype = dummy
listenOnIPv6 = no
acceptFrom = 127.0.0.1

Note: SSPLUNK_HOME refers to the base directory of the Splunk (Forwarder) installation, typically
C:\Program Files\SplunkUniversalForwarder.

If you are deploying the uberAgent_endpoint app, port 19500 is opened for you automatically
(details).
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Disable Universal Forwarder Eventlog Data Collection

A default installation of Universal Forwarder sends all data from the Windows Application, Security,
and System event logs to Splunk. If you do not need that, edit SSPLUNK_HOME\etc\apps\
Splunk_TA_windows\local\inputs.conf sothatall stanzas are disabled as in the following

example:

[WinEventLog://Application]
disabled = 1

[WinEventlLog://Security]
disabled = 1

[WinEventLog://System]
disabled = 1

Unattended (Silent) Installation

You can find all the information required for automating the deployment of Universal Forwarder

here.

Preparation for Imaging/Citrix PVS

If you intend to copy the installation via animaging method or Citrix PVS, you need to remove instance-
specific information such as server name and GUID from the Universal Forwarder installation. To do
that, follow these steps right before capturing the image:

Stop the service SplunkForwarder (but leave the start type at automatic).

« Open an administrative command prompt.
e« Run the command: C:\Program Files\SplunkUniversalForwarder\bin\

splunk clone-prep-clear-config.
+ Prepare the machine for cloning as necessary, but do not reboot.

Installing the Chrome Browser Extension

December 11,2025

uberAgent’s browser web app performance functionality requires a browser extension to be installed.

This article lists the necessary steps.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 97


https://docs.splunk.com/Documentation/Forwarder/latest/Forwarder/InstallaWindowsuniversalforwarderfromaninstaller

uberAgent 7.4

Enabling the Agent Metric

To enable data collection from Chrome make sure uberAgent’s BrowserPerformanceChrome
metricisenabled in the configuration. Inthe default configuration,BrowserPerformanceChrome
is enabled.

Installing the Chrome Extension
Note

As of uberAgent 7.2, the version 4.0 of the Google Chrome browser extension is required. This
version is based on a V3 manifest file.

Manual Installation

For tests and PoCs, it may be easiest to install uberAgent’s Chrome extension manually from the
Chrome Web Store.

Install the extension from the Chrome Web Store.

Automated Deployment

Deployment of uberAgent’s Chrome extension is easily possible with Group Policy. Follow the steps
in the Chromium Documentation to configure the ExtensioninstallForcelist setting.

To configure Chrome to install the uberAgent® extension from the standard Chrome Web Store update
URL add the following to the ExtensionInstallForcelist setting:

jghgedlkcoafeakcaepncnlanjkbinpb;https://clients2.google.com/service/
update2/crx

Offline Deployment

If your endpoints are not connected to the Internet and can’t access Chrome’s Web Store, you can also
pre-install the extensions. Please contact the Citrix Support for the CRX file or download the extension
using the command below. This places the CRX file on the current user’s desktop:

wget "https://clients2.google.com/service/update2/crx?response=redirect
&prodversion=120.0.0.0&x=1d%3Djghgedlkcoafeakcaepncnlanjkbinpb%26
installsource%3Dondemand%26uc" -0 "$env:USERPROFILE\Desktop\
uberAgent browser extension MV3.crx"

Note that using the offline deployment you need to push updated CRX files manually.
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Relevant Configuration Settings
Native Messaging

uberAgent’s Chrome extension uses native messaging to communicate with the agent. In a default
configuration of Chrome, native messaging is not restricted.

If native messaging has been restricted, for example via the NativeMessagingBlocklist Group Policy
setting, an exception needs to be defined for the uberAgent extension, for example via the NativeMes-
sagingAllowlist Group Policy setting.

Installing the Firefox Browser Extension

December 11, 2025

uberAgent’s browser web app performance functionality requires a browser extension to be installed.
This article lists the necessary steps for the Firefox extension. The requirements can be found here.

Enabling the Agent Metric

To enable data collection from Firefox make sure uberAgent’s BrowserPerformanceFirefox
metricisenabledin the configuration. Inthe default configuration, BrowserPerformanceFirefox
is enabled.

Installing the Firefox Extension

Note

As of uberAgent 7.2, the version 4.0.1 or newer of the Firefox browser add-on is required. This

version is based on a V3 manifest file.

Manual Installation
For tests and PoCs, it may be easiest to install uberAgent’s Firefox extension manually.

Install the extension from the Firefox Web Store.

User Consent The extension version 2.6 or newer initially does not collect any data. To enable data
collection click the uberAgent icon in the upper right corner.
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Automated Installation

Add-onDeployment Deploymentof uberAgent’s Firefox extensionis easily possible with Group Pol-
icy (Firefox 60+ required). Please follow the steps in Mozilla’s documentation.

Below is an example JSON code to block the user from installing any extension but force the
uberAgent extension installation through Group Policy. Putitin Policies - Administrative
Templates - Mozilla - Firefox - Extensions - Extension Management.

{
II*H: {
"blocked_install_message": "If you need this browser extension,
please contact the helpdesk.",
"fnstallation_mode": "blocked"
}
)
ll{
483699ec-db40-4a13-b984-fd7496844dc0O }
ll: {
"installation_mode": "force_installed",
"install_url": "https://addons.mozilla.org/firefox/downloads/
latest/uberagent-mv3/latest.xpi"
}
}

User Consent As of 2019-12-02, Mozilla enforces showing a consent dialog to users if an add-on
collects information about visited URLs, even if the add-on was deployed through Group Policy.

This change forces us to publish a new version of the add-on that initially does not col-
lect any data. To automatically enable data collection set the new managed storage setting
EnableBrowserDataCollectionto true. This can be achieved in one of two ways.

Automatically declare consent and enable data collection by running ascripttoset EnableBrowserDataColle

to true:

+ Make sure that cookies are enabled and Firefox’s setting dom.storage.enabled is set to

true
+ Copy the following PowerShell snippet and paste it into a new file that you name Set-
uberAgentFFEnableBrowserDataCollection.psl.

#Requires —-RunAsAdministrator
#Requires -Version 3.0

<#
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.SYNOPSIS
Prepare the machine for Mozilla Firefox browser data collection.
.DESCRIPTION
Prepare the machine for Mozilla Firefox browser data collection.
.EXAMPLE
PS C:\> .\Set-uberAgentFFEnableBrowserDataCollection.psl
Enables the browser data collection
.INPUTS
The script does not allow any inputs
.OUTPUTS
The script does not produce any output
#>
[CmdletBinding()]

SuberAgentInstallationDirectory = "$(Join-Path $env:ProgramFiles '
Citrix\uberAgent')"
$SFirefoxSettingsFile = 'uAFirefoxSettings.json'

$RegPath = "HKLM:\SOFTWARE\Mozilla\ManagedStorage\{
483699ec-db40-4a13-b984-fd7496844dc0O }

$SFirefoxSettingsContent = @'
{

"name" : u{
483699ec-db40-4a13-b984-fd7496844dcO }

n
)

"description": "dignored",
"type": "storage",
"data": {

"EnableBrowserDataCollection": true }
}
'@ —-split '"\r\n'
If (!(Test-Path $uberAgentInstallationDirectory)) {
Throw "The directory SuberAgentInstallationDirectory does not exist

Please change the path to uberAgent's 1installation directory
in the script manually."

try {

# Firefox setting file
If (!(Test-Path $(Join-Path $uberAgentInstallationDirectory
$FirefoxSettingsFile))) {

New-Item $(Join-Path SuberAgentInstallationDirectory
S$SFirefoxSettingsFile) -Force
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}

Write-Verbose "Create the Firefox setting file"
$FirefoxSettingsContent | Set-Content $(Join-Path
SuberAgentInstallationDirectory $FirefoxSettingsFile) -Force

# Firefox registry entry
If (!(Test-Path $RegPath)) {

New-Item $RegPath -Force
}

Set-Item $RegPath -Value "$(Join-Path
$uberAgentInstallationDirectory $FirefoxSettingsFile)"

}
catch {
Write-Error $_ -ErrorAction Stop
}

« Run the script with elevated permissions on every endpoint:

powershell.exe -executionpolicy bypass -file Set-uberAgentFFEnableBrowserC

.psl

+ Only upgrade to or install version 2.6+ of uberAgent’s Firefox add-on once the script has been
run on all endpoints

If you prefer to change things manually instead of using our script we have you covered, too:

1. Create the file uUAFirefoxSettings.json in uberAgent’s installation directory with the
following content:
{ "name": "{ 483699ec-db40-4213-bh984-fd7496844dcO } ", "description
e

": true } }

2. Createtheregistry key HKEY_LOCAL_MACHINE\SOFTWARE\Mozilla\ManagedStorage
\\{ 483699ec-db40-4a13-b984-fd7496844dcO }

3. Set the key’s default value to the full path of the JSON file from step one, e.g. C:\Program
Files\Citrix\uberAgent\uAFirefoxSettings.json

If you do not set EnableBrowserDataCollection to true before upgrading to or installing
version 2.6+ of uberAgent’s Firefox extension users have to opt-in at first run. If they do not
opt-in, uberAgent cannot collect any website metrics.

Future versions of uberAgent (> 5.3) will set EnableBrowserDataCollectionto true automat-
ically unless this is specifically disabled in uberAgent’s configuration.
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Note thatsetting ShowConsentDialogto false hasthesameeffectassettingEnableBrowserDataColle
to true.

Installing the Edge Browser Extension

December 11, 2025

uberAgent’s browser web app performance functionality requires a browser extension to be installed.
This article lists the necessary steps.

Enabling the Agent Metric

To enable data collection from Edge make sure uberAgent’s BrowserPerformanceEdge metric
is enabled in the configuration. In the default configuration, BrowserPerformanceEdge is en-
abled.

Installing the Edge Extension

Note

As of uberAgent 7.2, the version 4.0 of the Google Chrome browser extension is required. This
version is based on a V3 manifest file.

Manual Installation

For tests and PoCs, it may be easiest to install uberAgent’s Edge extension manually from the Chrome
Web Store. Please note that you need to allow extensions from other stores.

Install the extension from the Chrome Web Store.

Automated Deployment

Deployment of uberAgent’s Edge extension is easily possible with Group Policy. Follow the steps

in the Edge documentation to configure the ExtensioninstallForcelist setting. Extensions on the

ExtensionInstallForcelist will also getinstalled if the Edge setting Allow extensions
from other storesisnotenabled.

To configure Edge to install the uberAgent® extension from the standard Chrome Web Store update
URL add the following to the ExtensionInstallForcelist setting:
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jghgedlkcoafeakcaepncnlanjkbinpb;https://clients2.google.com/service/
update2/crx

Offline Deployment

If your endpoints are not connected to the Internet and can’t access Chrome’s Web Store, you can also
pre-install the extensions. Please contact the Citrix Support for the CRX file or download the extension
using the command below. This places the CRX file on the current user’s desktop:
wget "https://clients2.google.com/service/update2/crx?response=redirect
&prodversion=120.0.0.0&x=1d%3Djghgedlkcoafeakcaepncnlanjkbinpb%26

installsource%3Dondemand%26uc”" -0 "$env:USERPROFILE\Desktop)\
uberAgent browser extension MV3.crx"

Note that using the offline deployment you need to push updated CRX files manually.

Relevant Configuration Settings
Native Messaging
uberAgent’s Edge extension uses native messaging to communicate with the agent. In a default con-

figuration of Edge, native messaging is not restricted.

If native messaging has been restricted, for example via the NativeMessagingBlocklist Group Policy
setting, an exception needs to be defined for the uberAgent extension, for example via the NativeMes-
sagingAllowlist Group Policy setting.

Installing the Citrix Enterprise Browser™ Extension

September 12, 2025

uberAgent’s browser web app performance functionality requires a browser extension to be installed.
This article lists the necessary steps.

Enabling the Agent Metric

To enable data collection from Citrix Enterprise Browser (CEB) make sure uberAgent’s BrowserPer formanceCE
metric is enabled in the configuration. In the default configuration, BrowserPerformanceCEB is
enabled.
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Installing the CEB Extension

Note

As of uberAgent 7.2, the version 4.0 of the Google Chrome browser extension is required. This
version is based on a V3 manifest file.

Manual Installation

CEB is managed through Global App Configuration service (GACS). To let users manually install the
extension or to test the extension in a proof of concept, one can add the extension to the allow list.
The extension then appears as available in the extension manager.

Add the ID jghgedlkcoafeakcaepncnlanjkbinpb to the ExtensioninstallAllowlist.

Automated Deployment

Deployment of uberAgent’s CEB extension is easily possible with GACS. Follow the steps in the CEB
documentation to configure the ExtensioninstallForcelist setting.

Add the ID jghgedlkcoafeakcaepncnlanjkbinpb to the ExtensioninstallForcelist.

Offline Deployment

An offline deployment is not supported as CEB is managed by GACS, a cloud service hosted by Citrix.

Installing the Internet Explorer Browser Add-on

December 11, 2025

uberAgent’s browser web app performance functionality requires a browser add-on (aka extension)
to be installed. This article lists the necessary steps.

Enabling and Configuring the Agent Metric

To enable data collection from Internet Explorer make sure uberAgent’s BrowserPerformancelE
metric is enabled in the configuration. In the default configuration, BrowserPerformanceIE is
enabled.

You can optionally disable the collection of performance data from embedded frames via the registry.
The following setting is valid for 32-bit and 64-bit Windows systems:
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Hive: HKEY_LOCAL_MACHINE
Key: SOFTWARE\vast limits\uberAgent
Value name: IEAddonIgnoreFrames
Value type: DWORD
Value data: 0 (default) - Collect performance data from each page
including embedded frames
1 - Do not collect performance data from embedded
frames

Installing the IE Add-on

The add-on’s files are part of the uberAgent setup and placed in the installation directory automati-

cally.

Note: the add-on is not registered automatically to prevent prompts asking the end-users for con-

firmation.

Registering the IE Add-on
Manual Registration

For tests and PoCs, it may be easiest to register uberAgent’s Internet Explorer add-on manually. Thein-
stallation directory contains the file Register-uAIEExtension.cmd. Run this file with elevated
rights to register uberAgent’s Internet Explorer add-on DLLs.

Alternatively, run the following commands with elevated rights:

regsvr32 /s "%ProgramFiles%\Citrix\uberAgent\uAIEExtension32.dll"
regsvr32 /s "%ProgramFiles%\Citrix\uberAgent\uAIEExtension64.dll"

Automated Registration - Software Deployment Tool

The automated registration of uberAgent’s Internet Explorer add-on is easily possible with your soft-
ware deployment tool of choice. Make sure to register the two DLLs using the regsvr32 commands
(see above) after uberAgent is installed.

Automated Registration - uberAgent Service

uberAgent’s Internet Explorer add-on can be registered automatically through uberAgent’s system
service. Please note that this does not happen by default to prevent end-user prompts (see below).

To configure the uberAgent service to automatically register the IEadd-on setthe Register IEAddOn
configuration value to 1.
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Enabling the IE Add-on
Enable Manually

Internet Explorer will ask each user to enable the add-on once the DLLs are registered when the
browser is started.

Enable Automatically

To avoid end-user prompts, configure the Group Policy setting Add-on L1 st for automatic enable-
ment. The setting can be found at Computer Configuration > Policies > Administrative Templates
>Windows Components > Internet Explorer > Security Features > Add-on Management > Add-on
List.

Add an entry with the following values:

Value name: {
82004312-5B53-46F1-B179-4FCE28048E6F }

Value data: 1

Relevant Configuration Settings
Protected Mode

The uberAgent Internet Explorer add-on has been tested successfully and is supported in protected
mode.

Enhanced Protected Mode

The uberAgent Internet Explorer add-on has been tested successfully and is supported in enhanced
protected mode.

Enterprise Mode

Internet Explorer enterprise mode allows customers to define URLs that are rendered with older ver-
sions of the IE engine (e.g., IE9 or IE10). uberAgent’s Internet Explorer add-on requires IE11 and only
works for sites rendered with version 11 of the IE engine.
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Upgrading uberAgent®

September 12,2025

This document outlines the procedure for upgrading uberAgent to a newer version.
Note
Securing the Configuration Directory

Pleasereview thisdocumentforimportantinformation on securingthe agent’s%ProgramData

% configuration directory.

Understand What’s New and Changed

Please read the changelog. Changes might affect uberAgent’s configuration, for example.

Dependingon the nature of the changes made fora new version, it may be necessary to update custom
apps that make use of the data collected by uberAgent.

Endpoint Agents

To upgrade uberAgent’s endpoint agents, run the installer for the newer version. It detects the existing
installation, uninstalls it, and installs the updated version automatically. Please refer to the endpoint
agent installation documentation for more details (Windows, macOS).

Note: Any custom configuration files in the installation directory are not preserved during the up-
grade. As of uberAgent 7.3, configuration files must be stored outside the installation directory in
%ProgrambData%, as described here.

User & Host Tags

Starting with uberAgent 7.0, host and user tags are collected through dedicated timers. If you are
upgrading from an earlier version, adjust your configuration to implement a timer for user and host
tags as described here.

Upgrading to uberAgent 7.3.1

Upgrading to uberAgent 7.3.1 follows the standard installation instructions. However, there are im-
portant changes regarding the configuration directory for Windows. Please note the following when
upgrading:

© 1997-2025 Citrix Systems, Inc. All rights reserved. 108


https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-endpoint-agent#securing-the-configuration-directory
https://docs.citrix.com/en-us/uberagent/7-4-0/about-uberagent/changelog-and-release-notes
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-endpoint-agent
https://docs.citrix.com/en-us/uberagent/7-4-0/installation/installing-uberagent/installing-the-macos-endpoint-agent
https://docs.citrix.com/en-us/uberagent/7-4-0/planning/configuration-options
https://docs.citrix.com/en-us/uberagent/7-4-0/advanced-topics/user-host-tagging

uberAgent 7.4

+ Configuration Directory Change: Starting with uberAgent 7.3, configuration files can no longer
be deployed in the installation folder due to security concerns.

Beginning with version 7.3, uberAgent only searches for configuration files in the %
ProgramData%\vast limits\uberAgent\Configuration\ directory. Customers
who previously stored their configurations in the installation folder need to move them to
%ProgramData%\vast limits\uberAgent\Configuration\. Please refer to the
endpoint agent installation documentation for more details (Windows).

+ License File: While configuration files must be deployed to %ProgramData%, the license file
should still be placed in the installation folder.

+ GPO and Central Configuration File Management: uberAgent can continue to be configured
using Group Policy Objects (GPO) or Central Configuration File Management. Ensure that these
methods reflect the new %ProgramData% directory requirement.

+ Securing the Configuration Directory: Please review this document for important informa-

tion on securing the agent’s %ProgramData% configuration directory.

Upgrade Steps to uberAgent 7.3.1

1.

Install the Update: Run the uberAgent 7.3.1 installer. It automatically removes any previous
installations and set the correct permissions for the configuration folder in %$ProgramData%.

. Deploy Configuration: After installation, move your configuration files to %$ProgramData%.

Deploy License: Place the license file in the installation folder, as this remains the default loca-
tion in uberAgent 7.3.1.

Splunk Apps

Upgrade Procedure

1

2

3

. Delete the following Splunk app directories:

$SPLUNK_HOME\etc\apps\uberAgent
$SPLUNK_HOME\etc\apps\uberAgent_ESA
$SPLUNK_HOME\etc\apps\uberAgent_indexer

. Install the new versions of the Splunk apps as described here.

. Restart Splunk.
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Upgrade from uberAgent 6.0

With uberAgent 6.1, the experience score data was moved from the KV store to a dedicated
index. If you’re upgrading from 6.0 to a newer version, delete the Splunk KV store lookup
lookup_hostinfo2 and associated data by running the following Splunk searches:

| outputlookup lookup_hostinfo2

| outputlookup lookup_score_per_machine

| outputlookup lookup_score_historic_per_machine
| outputlookup lookup_score_per_session

| outputlookup lookup_score_historic_per_session
| outputlookup lookup_score_per_application

| outputlookup lookup_score_historic_per_application

Elasticsearch

New versions of uberAgent often include additional fields, which may require updating the Elastic-
search index template. To do so, overwrite the existing index template with the new version as de-
scribed here. Note that index templates are applied only to new indexes; existing indexes retain their
original templates.

Configuration via Group Policy

September 12, 2025
Platforms: Windows only

Configuration via Group Policy is an alternative to configuring uberAgent via central config file man-
agement or local config files.

Overview

To configure uberAgent® via Group Policy, follow these steps:

« Copy the Group Policy AMDL/ADMX templates included in the uberAgent download package to
your PolicyDefinitions directory.
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+ Create a new GPO that applies to the computers uberAgent is installed on.

« Import the default configuration from the directory uberAgent components\Group
Policy\GPO backup of the download package, choosing either the default configuration
or the version optimized for data volume.

« Adjust the imported default configuration as required.

+ Local configuration files on the endpoints are ignored, and policy settings are used exclusively.
If an additional configuration file is set via Group Policy, the settings of that file overwrite Group
Policy settings.

Detailed Description
Preparation

In order to have the uberAgent settings show up in Group Policy Management Editor, you need to add
uberAgent’s Group Policy template (ADMX and ADML files) to your PolicyDefinitions directory.
If you are using a Central Store for Group Policy administrative template files, then the location of the
PolicyDefinitionsdirectoryis:

\\FQDN\SYSVOL\FQDN\policies\PolicyDefinitions

If you are not using a Central Store, administrative templates reside on the machines that are used to
manage Group Policy in:

%Systemroot%\PolicyDefinitions

In any case, copy allfiles from this location in uberAgent’s download package toyourPolicyDefinitions
directory:

uberAgent components\Group Policy\Administrative template (ADMX)

That directory should contain at least:

« uberAgent.admx
« en\uberAgent.adml

Configuration

Once the administrative template files are in the correct location, choose a Group Policy Object (GPO)
you want to configure uberAgent’s settings in. uberAgent’s configuration settings are located in Com-
puter Configuration > Policies > Administrative Templates > uberAgent.

Settings Import The easiest way to get a working configuration is to import the settings from the
GPO backup included in the uberAgent download package.
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To import the default configuration, follow these steps:

+ In Group Policy Management Console (GPMC), navigate to the node Group Policy Objects (im-
port is not available on a GPO link).

+ Right-click the GPO you want to import the settings into.

+ Select Import Settings....

+ When asked for the Backup location from which settings will be imported select the directory
uberAgent components\Group Policy\GPO backup from uberAgent’s download
package.

« Complete the Import Settings wizard.

+ Open the GPO you imported the settings into in Group Policy Management Editor.

+ Navigate to Computer Configuration > Policies > Administrative Templates > uberAgent>
Receivers > Receiver 01.

+ Adjust the setting Servers (required) according to your requirements.

+ Note that Advanced > Protocol is set to TCP if not enabled.

Manual Configuration As an alternative to importing the default configuration (as described
above), you can configure uberAgent’s settings from scratch. Here are some recommendations:

+ Enable on-demand metrics: On-demand metrics > On-demand metrics.
« Configure and enable a receiver: Receivers > Receiver 01.

+ Configure and enable at least one timer: Timers > Timer 01.

+ Do not forget to enable the setting Configuration through Group Policy.

Troubleshooting

Verify in the registry that the machines running uberAgent have received the correct Group Policy set-
tings. uberAgent’s settings are stored in HKEY_LOCAL_MACHINE\SOFTWARE\Policies\vast
limits.

Verify that uberAgent is processing the settings correctly:

+ Restart the uberAgent service.

+ Open the log file.

+ Right after the service starts uberAgent logs in detail how it processes its configuration and what
source (Group Policy, config file) is being used.

Configure uberAgent® via Citrix Policies

December 11, 2025
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Starting with uberAgent 7.4.0, uberAgent can be configured through Citrix Studio or Citrix Web Stu-
dio when it is installed as part of the Citrix Virtual Apps and Desktops installation.

Information:

This configuration option is only available if uberAgent is installed using the Citrix Virtual Apps
and Desktops™ installer. Customers whoinstalled uberAgent using the uberAgent standalone
installer must first uninstall uberAgent and then reinstall it using the Citrix Virtual Apps and
Desktops installer to utilize these policies.

Enable uberAgent Data Collection
Description

The policy Enable uberAgent Data Collection determines whether uberAgent is generally enabled
or disabled. When enabled, uberAgent can enhance Director and collect metrics for monitoring and
analysis in a third-party backend. Please note that the policy Enhance Director with uberAgent Data is
additionally required to activate the Director integration. To collect the following metrics, customers
need to provide a configuration bundle and a license file (e.g., via the policies uberAgent Configuration
Archive Path and uberAgent License Archive Path):

+ User experience

« Application performance
« System health

« Network activity

+ Security analytics

Please note that if this setting is set to disabled, uberAgent is unable to enhance Director metrics nor
to collect data based on a customer-provided configuration.

Default Setting: Disabled

Enhance Director with uberAgent Data

Description

This policy enables the integration of Director with uberAgent. It allows Director to process data pro-
vided by uberAgent to enhance monitoring capabilities, including monitoring of local application us-
age. Please see more details here.

Default Setting: Enabled
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uberAgent Configuration Archive Path
Description
This policy specifies the path to a directory containing an uberAgent configuration archive

(uberAgent.uAConf1g). This archive allows advanced customization of uberAgent.

The configuration archive can be stored:

+ Locally on the endpoint
« On an SMB share, from which uberAgent automatically retrieves it

Important: Specify only the directory path without the filename.
Example: Use \\fileserver\configshare instead of \\fileserver\configshare\
uberAgent.uAConfig.

Default Setting: empty (not applied)
Note: This policy is not required if uberAgent is only used to enhance Director.

For a detailed explanation of how to set up and manage the configuration archive, refer to the Central
Config File Management documentation.

uberAgent License Archive Path
Description

This policy specifies the path to a directory containing at least one uberAgent license file
(uberAgent.lic). License files ensure that uberAgent operates in its licensed mode, unlock-
ing the full feature set.

The license files can be stored:

« Locally on the endpoint
+ On an SMB share, from which uberAgent automatically retrieves them

Important: Specify only the directory path without the filename.
Example: Use \\licserver\licenseshare instead of \\licserver\licenseshare\
uberAgent. lic.

Default Setting: empty (not applied)
Note: This policy is not required if uberAgent is only used to enhance Director.

For detailed instructions on managing license files, refer to the Central License File Management
documentation.
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Central Config File Management

December 11, 2025

The ability to retrieve configuration sets from an SMB file share is called Central Config File Manage-
ment (CCFM). It has the advantage of automatic deployment via an agent-based pull mechanism
and full support for uberAgent ESA Threat Detection rules and inventory tests (which cannot be dis-
tributed by Group Policy alone). With Central Config File Management, either a single configuration
can be used for all endpoints, or different types of agents can be configured to pull different configu-
rations.

Central Config File Management is an alternative to configuring uberAgent via local configuration files
or Group Policy.

Requirements
File Share Access

uberAgent must have read permissions on the file share to copy the central configuration to the local
cache.

Windows The uberAgent service runs as SYSTEM. Hence, in an Active Directory domain environ-
ment, the computer account must have read permissions on the central file share.

macOS Mount the file share as SMB share.

Azure Files You can use Azure Files to store the central configuration in the same way that you can
use it for the license file.

Availability Requirements

There is no need for the configured file share to be available all of the time. Endpoints always use the
local configuration cache.

Enabling CCFM

If a base path is specified via one of the methods described in this section, Central Config File Manage-
ment is enabled.
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Windows

uberAgent checks the following registry values at startup. If one of them exists, the agent uses the
specified value as the base path to the central configuration file share.

Via Group Policy Specify the base path to the configuration file share in the registry value HKLM\
Software\Policies\vast limits\uberAgent\Config\ConfigFilePath (REG_SZ).
This setting can be deployed via uberAgent’s Group Policy settings.

Note: Please ensure that only the directory path is specified, excluding the filename.

Via the Registry Specify the base path to the configuration file share in the registry value HKLM\
Software\vast limits\uberAgent\Config\ConfigFilePath (REG_SZ).

Note: Please ensure that only the directory path is specified, excluding the filename.

Via Citrix Studio or Citrix Web Studio™ As of uberAgent 7.4, Central Config File Management can
be configured directly through Citrix Studio or Citrix Web Studio.

To enable this, specify the base path to the configuration file share using the policy setting named
uberAgent configuration archive path.

Note:

« Citrix policies are only supported if uberAgent was installed as part of the Citrix Virtual Apps and
Desktops™ (CVAD) installation.
+ Please ensure that only the directory path is specified, excluding the filename.

macOS

1. Visit the configuration GitHub repository, and select the version that matches your installed
uberAgent version.

2. Openthedirectory configand download uberAgent-remote-config-mac0S.conf

3. Add the path to the config file share in the downloaded configuration file:
Section: RemoteConfiguration
Key: ConfigFilePath

4. Copytheupdatedfileto /Library/Application Support/uberAgent/.
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How CCFM Works

If Central Config File Management is enabled, uberAgent tries to retrieve its configuration from the file
sharespecifiedinthe ConfigFilePathsetting. It doesso by looking for the configuration matching
its own version the closest.

If a central configuration is found, and its timestamp differs from the previously cached configura-
tion on the endpoint, uberAgent downloads the central configuration. It then compares the currently
applied configuration with the downloaded central configuration for meaningful changes. If any are
detected, the newly downloaded central configuration is applied.

Configuration Archive (uberAgent.uAConfig)

uberAgent expects the central configuration in a single file, uberAgent.uAConfig. Technically,
thisfileisazipped archive of all of uberAgent’s configuration files. Please note that uberAgent requires
the compression algorithm Deflate.

Base Path Subdirectory Precedence

Assuming the agent’s version is 7.1.0.5050 and the file share path is \\server\share, uber-
Agent looks in the following directories for the configuration archive uberAgent.uAConfig and
uses the first config archive it finds:

1. \\server\share\7.1.0.5050
2. \\server\share\7.1.0

. \\server\share\7.1

4, \\server\share\7

5. \\server\share

w

CCFM Application Matrix

The following matrix helps to understand how Central Config File Management updates the local
agent configuration.
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File share
accessible

yes

no

yes

yes

no

Central
configuration
found

yes

n/a

yes

no

Local cache valid

no

no

yes

yes

yes

Meaningful
change detected

n/a

n/a

yes

n/a

n/a

uberAgent
behavior

The configuration
is downloaded
and applied; the
local cache folder
is updated.
uberAgent
pauses for 60 s,
after which it
retries, repeating
this until
uberAgent.
uAConfigis
found.

The configuration
is downloaded
and applied; the
local cache folder
is updated.
uberAgent uses
the cached
configuration.
uberAgent uses
the cached
configuration.

Refresh Interval & Auto-Update

Each agent regularly checks the CCFM file share for updates and applies new configurations automat-
ically. See this document for details.

Creating or Updating a Custom CCFM Archive (uberAgent.uAConfig)

Note: the CCFM archive of the default configuration can always be found in the config-dist sub-
directory of the uberAgent Configuration GitHub repository. Creating your own CCFM archive is only
necessary if customizations are to be applied to the default configuration.
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Downloading the Latest Files from GitHub

We provide a PowerShell script to help automate the process of downloading a subset of uberAgent’
s configuration files from GitHub.

With the help of this script, download those files that you want to update, leaving your customized
config files unchanged. Then proceed to create the CCFM archive as explained below.

Creating the CCFM Archive (uberAgent.uAConfig)

Create an archive of all uberAgent configuration files you want to be part of your central configuration
andnameituberAgent.uAConfig. Thiscan eitherbedoneinWindows Explorer, macOS Finder, or
on the command line. The steps to produce a configuration archive on the terminal are as follows:

1. Copy all configuration files into a folder.

2. Change to this folder on the command line.

3. Execute one ofthe following commands, depending on the platform you are creating the archive
on.

Windewe - - - - -
Compress—-Archive * -DestinationPath config-temp.zip

Move-Item config-temp.zip uberAgent.uAConfig

marcO0s
zip -r uberAgent.uAConfig ./ -x "x.DS_Store"

Switching Between Configuration Options (CCFM e Local & Group Policy)

Switching from one configuration option to another at runtime is possible anytime.

From Central to Local Configuration

Windows Remove the value ConfigFilePath where you configured it (registry or Group Policy,
see above).

macOS Remove the file uberAgent-remote-config-mac0S.conf from the folder /
Library/Application Support/uberAgent.
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From Local to Central Configuration

Windows Add the value ConfigFilePath either via the registry or via Group Policy (see
above).

macOS Add the path to the file share in file uberAgent-remote-config-mac0S.conf (see
above).

CCFM Reporting & Monitoring

uberAgent reports configuration metadata in the sourcetype uberAgent:Config:ConfigInfo
(docs). The transmitted data is visualized in the uberAgent Versions Splunk dashboard.

Configuration via Local Config Files

September 12,2025
Platforms: all

Configuration via local config files is an alternative to configuring uberAgent via central config file
management or Group Policy.

Config File Location
Windows

Config File Templates Please download the latest config files templates for your installed uberA-
gent version on GitHub, and make changes as required.

As the agent searches for valid configurations only in the %$PROGRAMDATA%\vast limits\
uberAgent\Configuration) directory, perform the following steps:

1. Download the config files from GitHub to %$PROGRAMDATA%\vast limits\uberAgent\
Configuration\

2. Modifythe %PROGRAMDATA%\vast limits\uberAgent\Configuration\uberAgent
.conf file.

Configuration Optimized for Data Volume To switch to the configuration optimized for data vol-
ume back up uberAgent.conf and rename uberAgent-data-volume-optimized.conf
touberAgent.conf.
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macOS

The configuration file uberAgent.conf for the uberAgent daemon is located in /Library
/Application Support/uberAgent/. During upgrades, files in this directory are not
overwritten to preserve customizations. It is recommended to update the default configuration from
the config file templates (see below) after an upgrade.

Config File Templates Please download the latest config files templates for your installed uberA-
gent version on GitHub.

Applying Configuration Changes

The agent reads the configuration upon startup of the uberAgent service/daemon. To apply config-
uration changes, restart the uberAgent service/daemon.

Config File Syntax

December 11,2025

uberAgent’s configuration file supports several advanced syntax features.

Windows
PATH_REGEX

PATH_REGEX stands for a regex in which environment variables can be used. It is matched against
a file system path. The following rules apply:

+ Environmentvariables (enclosed in percent signs, e.g., %ProgramFiles%) are expanded first,
regex matching happens second.

« Paths are specified as regular expressions.

+ Backslashes must be escaped by prepending a second backslash.

« Matching is case-insensitive.

+ Specifying only the file name without the full path works but is not recommended.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 121


https://github.com/vastlimits/uberAgent-config/branches

uberAgent 7.4

macOS
PATH_REGEX

Due to macOS security policies, environment variables for daemons must be declared within the
daemon’s property list file. As future macOS releases will mandate that the plist resides within the
application bundle, enforcing code signature integrity through directory hash validation, any post-
installation modification to the plist, such as dynamic environment variable expansion, would dis-
rupt the code signature, rendering the daemon inoperable. Consequently, support for environment
variable expansion under macOS is not supported.

Agents on All Operating Systems
Configinclude

A @ConfigInclude directive includes another configuration file. The other file is identified by
name (without path) and must reside in the same directory as the configuration file including it. The
additional platformparameter may be used to conditionally include a file on the selected platform
(Windows or macOS). Platform matching is case-insensitive.

Examples:

#Include on all platforms
@ConfigInclude other-file.conf

# Include on Windows only
@ConfigInclude windows-specific.conf platform=Windows

PROCESS_NAME_REGEX

PROCESS_NAME_REGEX stands for a regex that is matched against a process name. The following
rules apply:

+ Backslashes must be escaped by prepending a second backslash.
« Matching is case-insensitive.
+ Only the file name is used for matching, not the full path.

URL_REGEX

URL_REGEX stands for a regex that is matched against a URL. The following rules apply:

+ Backslashes must be escaped by prepending a second backslash.
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« Matching is case-sensitive.
Format of the URLs matched against URL_REGEX:

+ Origin and path (without query segment), e.g.: https:

« Port numbers are stripped from the URL if they match the default port number.

platform=

All configuration stanzas can optionally be limited to a specific platform using the platform= at-
tribute.

+ The platform is either Windows or macOS
« Stanzas without platform= are active on all supported platforms.

Examnla
[Timer platform=Windows]

[Timer platform=macOS]

Change configured setting values dynamically with uAQL

Some configuration settings are changeable using prefixed uAQL queries. This allows use cases where
configuration values depend on environment variables, registry values or require string prefixes/suf-
fixes. For now, the following configuration settings are changeable:

[Receiver]

+ RESTToken

+ TLSClientCertificate

« ElasticlngestPipeline

« Index

» Host

» Source

« PersistentOutputQueuePathWindows
« PersistentOutputQueuePathMacOS

» KafkaTopicName

Consider the following example to configure a prefix string in any KafkaTopicName setting.
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KafkaTopicName = uaql(set(KafkaTopicName, concat('Citrix_"',
KafkaTopicName)))

Integrations

September 7, 2025

This section provides an overview of available integrations with and into other Citrix® products, in-
cluding:

o Citrix Virtual Apps and Desktops
« Citrix Director

Citrix Virtual Apps and Desktops™ Integration

September 12,2025

Overview

Starting with Citrix Virtual Apps and Desktops 2503, uberAgent is included in the CVAD installer,
enabling seamless installation and updates via the CVAD installer. Additionally, uberAgent can be
configured through Citrix Policies when installed using the CVAD installer. Furthermore, uberAgent
integrates with Citrix Director, enhancing Director’s monitoring capabilities with minimal effort.

To fully leverage uberAgent’s capabilities, including advanced analytics and extended monitoring,
a supported backend is required. Supported backends include Splunk, Elasticsearch & Kibana,
Apache Kafka, Microsoft Azure Monitor, and Microsoft ADX. For more information, please refer to
the Backend Documentation.

For detailed instructions on installing uberAgent using the CVAD installer, refer to Installing uberA-
gent.

Configuration via Citrix Policies

Starting with uberAgent 7.4, configuration can be managed directly through Citrix Studio or Citrix Web
Studio when uberAgent is installed as part of the Citrix Virtual Apps and Desktops installation. This
includes enabling or disabling data collection and specifying paths for the configuration archive and
license. For detailed instructions, see Configuration via Citrix Policies.
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Citrix Director Integration

September 12,2025

Overview

Starting with Citrix Virtual Apps and Desktops 2503, uberAgent integrates with Citrix Director to
enable enhanced monitoring capabilities. The core feature of this integration is Application Usage
Monitoring, which can be activated with minimal effort by simply enabling the uberAgent Data Collec-
tion policy. Everything else works seamlessly and without the need for an additional backend. This
functionality allows administrators to track application usage directly within Citrix Director.

To unlock the full potential of uberAgent, including advanced analytics and extended monitoring
features, a supported backend is required. Supported backends include Splunk, Elasticsearch &
Kibana, Apache Kafka, Microsoft Azure Monitor, and Microsoft ADX. For more information, refer to
the Backend Documentation.

Additional Resources

For comprehensive instructions and further details, please consult the following resources:

» Application Usage Monitoring

« Citrix uberAgent Integration with Director - Installation

UXM Features & Configuration

September 7, 2025

uberAgent uses sophisticated methods to collect relevant data from the operating system and appli-
cations. It then presents the data in an easily understandable and human-friendly way to give IT the
information they actually need to improve digital employee experience and maintain security.

This section lists important features with their respective configuration options.

Experience Score

September 7, 2025
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uberAgent’s experience score is a rating system that calculates and visualizes the current and past
status of all applications, devices, and user sessions monitored by uberAgent.

Experience scores range from zero to ten. Scores from zero to four are considered bad, scores from
four to seven are considered medium, and scores from seven to ten are considered good.

Experience Score Dashboard

The experience score dashboard is the entry point of the uberAgent UXM Splunk app. It visualizes
experience scores for the entire estate, breaking the data down by category and component, high-
lighting components where potential issues originate from.

The dashboard also provides quick access to important KPIs like logon duration, application respon-
siveness, or application errors.

Overall Score

Experience Score Ecit Export v

This dashboard displays a high level overview of your environment. The lowest score is 0.0. The highest score is 10.0. The
higher, the better. The data is updated every full and half hour. Click on a value of interest, to get a drilldown.

Filter field: Filter operator: Filter expression:

Host - in - * m Hide Filters

Add filter
Today Over time

10
a9 99 1o

Experle..e scare

Mon Apri12 Tue Apri13  Wed Apr14 Thu ApriS FrifApr18  SatApr17  Sun Apri8 Mon Apr19
20

The filter at the top allows filtering the dashboard to a subset of machines. By default, all machines
are shown.

On the left in the second row, one can see the overall score and the trend compared to yesterday. On
the right, the score development over time is visualized.
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Machine, User Session, and Application Scores

Machines User sessions

Overall machine score Overall session score

10.050

The overall score derives from three categories:

Applications

Overall application score

+ Machine score: quality indicator for machine performance and health

+ User session score: quality indicator for user session performance and health

« Application score: quality indicator for application performance and health

The charts show a trend indicator for the last day as well as a sparkline for the last seven days.
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Score Components

Overall machine score

y [0 Xo Jpy?

Disk space

10.0

Each category is calculated by different components. Components differ per category. For example,
Stop errors is a component solely for the machine category, while the Protocol latency component is
only part of the user session category. There are also common components, like CPU or RAM.

The categories allow us to see issues in an environment, and the components unveil the cause (or
causes). In the screenshot above, the low machine score is caused by a lot of stop errors (BSODs).
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splunk

Splunk « Mac

Machine Performance
Expd

This das Machine GPU

Machine Metwork Communication
Today
Machine Metwork Configuration
Machine Network Issues
SMB Client Performance
Stop Errors (Blue Screen & Power Loss) @
Machine Uptime

Machine Inventory

Machine Storage

In that case, checking the Stop Errors (Blue Screen & Power Loss) dashboard in the Machine menu
shows the problematic machines.
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Analyzing Individual Machines, User Sessions, and Applications

Machine analysis

Bad scores Medium scores Good scores

20 L

# Machines # Machines

Filter: Bad Medium Good

Machine = Lowest = Daily average =
demod

demol@
demoll
demol2
demol3
demoi4
demols
demold
demal?
demold
demold
demo2

demo2@
demo3

demod

The charts below show scores for individual machines, user sessions, and applications for today.
Items with bad (red) or medium (yellow) scores may need attention the most. Click on anitemin the
table to get a drilldown.
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Component scores for machine: "demo19"

10

— CPU
RAM

— Disk 1O
Metwork availability
Stop errors

— Disk space

12:00 AM 100 AM 2:00 AM 3:00 AM 4:00 AM 5:00 AM 6:00 AM F00 AWM 8:00 AM 9:00 AM 10:00 AM
Mon Apr 12
2021

Analyse "demo19®

A new chart opens showing the components over time for that item. That allows us to see when the
issue or the issues started. To analyze the item in detail, click on the analyze button, which redirects
to a new page.

More Details

@® More details

Scores might not be enough to get an overview. One may want to see real numbers, for example, login
times, to get a better understanding of the performance.

Click on the plus sign next to the More details title to reveal charts with more details. Click an item of
interest to get a drilldown.

Score Calculation

Component scores are evaluated at every full and half hour for the past 30 minutes. Calculations span
a time interval of three minutes, resulting in 10 sections (30 minutes/3 minutes = 10). If a section is
above a threshold, a threshold counter is incremented.

Each score has two thresholds. One for low severity, the other for high severity. Each threshold has a
weight.

A score is calculated as follows: 10 - (Low severity threshold counter x low
severity threshold weight + high severity threshold counter x high
severity threshold weight)

« Example 1: Three sections above the low severity threshold as well as a weight of 0.5. The score
would be: 16 - (3 x 0.5)= 8.5
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« Example 2: Three sections above the low severity threshold (weight = 0.5) and two sections
above the high severity threshold (weight = 1). The score would be: 10 - (3 x 0.5 + 2

x 1)= 6.5

Note: The higher the weight, the lower the score.

Below is a list of default thresholds and weights. To modify the defaults, see Modifying the Score

Calculation.

Machine

Threshold

CPU usage. Low
severity.

CPU usage. High
severity.

RAM usage. Low
severity.

RAM usage. High
severity.

DIsk 10 usage.
Low severity.
Disk 10 usage.
High severity.
Stop errors. Low
severity.

Stop errors. High
severity.

Disk usage. Low
severity.

Disk usage. High
severity.
Network
availability. Low
severity. (Note:
higher is better)

Setting Default value Unit

ThresholdMachineC®OPercentLowerBoufal

ThresholdMachineCPOPercentHigherBouitd

ThresholdMachineRA@PercentLowerBoufid

ThresholdMachineRA@PercentHigherBoud

ThresholdMachinelO8&rcentLowerBoundo

ThresholdMachinelO%&rcentHigherBoundb

ThresholdStopErrordountLowerBound Count

ThresholdStopError@untHigherBound Count

ThresholdMachineDi8RUsagePercentLowé&tBound

ThresholdMachineDi8RUsagePercentHigherBound

ThresholdMachineN&aworkAvailabilityPeféentLowerBound

Default weight

0.5

0.5

0.5

0.7

0.2

0.5

0.2
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Threshold

Network
availability. High
severity. (Note:
higher is better)

User session

Threshold

CPU usage. Low
severity.

CPU usage. High
severity.

RAM usage. Low
severity.

RAM usage. High
severity.

Disk 10 latency.
Low severity.
Disk 10 latency.
High severity.
Logon duration.
Low severity.
Logon duration.
High severity.
Protocol latency.
Low severity.
Protocol latency.
High severity.

Application

Setting Default value Unit

Default weight

ThresholdMachineN&@vorkAvailabilityPeféentHigherBound 0.5

Setting Default value Unit

ThresholdSessionCP8®PercentLowerBounid

ThresholdSessionCP@PercentHigherBoud

ThresholdSessionRABPercentLowerBourfid

ThresholdSessionRABIPercentHigherBou#s4l

ThresholdIOLatencyRéwerBound ms

ThresholdlOLatencyBiherBound ms

ThresholdLogonDura@fonLowerBound s

ThresholdLogonDurd&fonHigherBound s

ThresholdSessionRplLafencyMsLowerBoumd

ThresholdSessionRpRatencyMsHigherBoumsl

Default weight

0.5

0.5

0.5

0.7

0.2

0.4

0.2

0.5

© 1997-2025 Citrix Systems, Inc. All rights reserved.

133



uberAgent 7.4

Threshold

CPU usage. Low
severity.

CPU usage. High
severity.

RAM usage. Low
severity.

RAM usage. High
severity.

Disk 10. Low
severity.

Disk 10. High
severity.
Network
availability. Low
severity. (Note:
higher is better)
Network
availability. High
severity. (Note:
higher is better)

Network latency.

Low severity.

Network latency.

High severity.
Application Ul
delay. Low
severity.
Application Ul
delay. High
severity.
Application
errors. Low
severity.
Application
errors. High
severity.

Setting Default value Unit

ThresholdAppCPUPeBGentLowerBound %

ThresholdAppCPUPe¥6entHigherBound %

ThresholdAppRAMMBO24verBound MB

ThresholdAppRAMMBB4gherBound MB

ThresholdApplOCougtitowerBound Count

ThresholdApplOCoudtiBigherBound Count

ThresholdAppNetwo®kAvailabilityPercentowerBound

ThresholdAppNetwo8kAvailabilityPercentdigherBound

ThresholdAppSendLaténcyMsLowerBounihs

ThresholdAppSendL3téhcyMsHigherBoumds

ThresholdAppUIDelaySLowerBound s

ThresholdAppUIDelaj@HigherBound s

ThresholdApplicatiodErrorCountLowerBdlowht

ThresholdApplicatio@ErrorCountHigherBEondt

Default weight

0.5

0.1

0.3

0.1

0.3

0.5

0.2

0.5

0.2

0.5

0.5

© 1997-2025 Citrix Systems, Inc. All rights reserved.

134



uberAgent 7.4

Modifying the Score Calculation

The scores’default calculation settings have been chosen in a careful selection and tuning process.
They should work well in most environments. Please read on if you find that the calculations should
be optimized for your organization’s requirements.

Before Modifying

Before making changes, note the following:

+ The lowest weight possible is 0.

+ The highest weight possible is 1.

« The sum of all weights doesn’t need to be 1. Each component is calculated separately.

« All components together form a total machine/user session/application score. The total score
is always equal to the lowest component score.

Modifying

To modify the score calculation, change the following three input lookup files in $SSPLUNK_HOME /
etc/apps/uberAgent/lookups. See Score Calculation for calculations and settings.

+ Machine: score_machine_configuration.csv
+ User session: score_session_configuration.csv
« Application: score_application_configuration.csv

After Modifiying

« Distribute the changed input lookup files to all search heads
+ Itis bestto delete all previous scores as they cannot be compared to the new ones. See Deleting
Scores for instructions.

New versions of uberAgent may introduce new scores or changes to calculations for existing scores.
Hence your score modifications will be overridden when updating uberAgent.

Score Storage

Scores are stored in the Splunk index score_uberagent_uxm. The scores for the current date get
aggregated at midnight (average per day) and then stored in the index as well.

If you want to delete the scores, see Deleting Scores.
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Deleting Scores

Scores are stored in the Splunk index score_uberagent_uxmand can be deleted via the CLI.

splunk clean eventdata -index score_uberagent_uxm

Troubleshooting

If the Experience Score dashboard stays empty, try the following troubleshooting steps.

1. Scores are stored in an additional Splunk index score_uberagent_uxm since version 6.1.
Check whether the index exists.

2. Scores are calculated through saved searches running on Splunk search heads. In a distributed
Splunk environment, configure the search heads to forward data to the indexer layer.

Per-Application Network Monitoring

December 11, 2025

This feature is supported on: Windows, macOS
What Is Per-Application Network Monitoring

uberAgent network monitoring keeps track of all incoming and outgoing network connections. uber-
Agent associates every network connection with the application handling it and determines metrics
like latency, packet loss, data volume, and more. uberAgent network monitoring also records failed
connections that may have been blocked by firewalls, for example.

uberAgent per-application network monitoring does not inspect packets and does not break TLS or
other types of encryption.

Use Cases for Per-Application Network Monitoring

By providing insights into network activity per application, uberAgent® enables the following use
cases:

+ Network availability scoring
+ Network quality monitoring
« Identification of network issues (jitter, packet loss, blocked ports)
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« Mapping of network targets (who talks to whom)
+ Data volume analytics (how much traffic is going where)

Which Data is Collected by Per-Application Network Monitoring

The data collected as part of uberAgent per-application network monitoring is sent to the backend via
the sourcetypes listed in the network metrics documentation.

Name Resolution (IP Address to DNS Name)
Name resolution is supported on: Windows

Network packets contain IP addresses, but not DNS names. In order to be able to associate each net-
work target IP address with the corresponding DNS name, uberAgent also monitors DNS queries. By
enriching network monitoring data with DNS query data, uberAgent ensures that each network event
has the target’s IP address as well as its DNS name.

Please note that uberAgent does not perform reverse DNS lookups, nor does it send its own DNS
queries over the wire. uberAgent only generates network traffic to send the collected data from the
endpoint to the backend servers.

Protocol Notes
IPv6

IPv6 is fully supported by uberAgent per-application network monitoring.

uDP

UDP trafficis fully supported by uberAgent per-application network monitoring. However, due to the
protocol’s connectionless nature, latency cannot be determined.

TCP

TCP traffic is fully supported by uberAgent per-application network monitoring. Since TCP is a
connection-based protocol, latency, jitter, and packet loss can be determined.

Please note that latency detection is limited to send operations because otherwise a cooperating
agent at the receiving side would be required.
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QuIC

QUIC traffic is treated as UDP by uberAgent per-application network monitoring.

ICMP

ICMP traffic is ignored by uberAgent per-application network monitoring.

Configuration
Enabling or Disabling Per-Application Network Monitoring

uberAgent per-application network monitoringis enabled or disabled viathe NetworkTargetPerformancePr
timer metric in the configuration. In the default configuration, network monitoring is enabled.

Configuration Options for Per-Application Network Monitoring

Certain aspects of per-application network monitoring can be configured via the stanza [
NetworkTargetPerformanceProcess_Config].

Key (Supported on: Windows, macOS)

Internally, uberAgent records network activity by process instance. However, that level of detail is
rarely required. In most cases, it is sufficient to visualize network activity per process name. Thisis an
optimization that reduces the event count in the backend and the data volume. Optionally, the agent
can be configured to record network activity by process ID for full granularity by switching to grouping
per ID instead of per name.

Setting name: Key

Description: What to group by: process name or ID
Valid values: name | id

Default: name

Required: no

IgnoreLowActivity (Supported on: Windows, macQS)

Thisis another setting targeted at reducing the event count and the data volume. By default, a thresh-
old is applied below which per-application network activity is dropped (not sent to the backend).
Setting name: IgnoreLowActivity

Description: Whether to 1ignore processes with very low activity during
a collection interval
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Valid values: true | false
Default: true
Required: no

IgnoreLoopbackTraffic (Supported on: Windows)

This setting aims to reduce event count and data volume. By default, uberAgent ignores loopback
traffic and doesn’t send its metrics to the backend.

Setting name: IgnorelLoopbackTraffic

Description: Whether to 1dignore processes with loopback traffic or not
Valid values: true | false

Default: true

Required: no

Remarks: Ifyouset IgnoreLoopbackTraffic = false,youshouldalsosetNetworkDriverLegacyAPI
= true to view all metrics related to loopback traffic. By default, only network connections are

collected without additional traffic details. This restriction stems from the inherent Windows API. To

access all loopback traffic metrics, it’s necessary to change the provider as well.

NetworkDriverEnabled (Supported on: Windows)

Starting with uberAgent 6.0 (Windows), uberAgent monitors network activity with a kernel driver. This
configuration option can be used to switch back to the older network data collection source ETW.
ETW network monitoring has several limitations. Most notably, latency cannot be determined accu-
rately.

Setting name: NetworkDriverEnabled

Description: Enables processing all network metrics by a driver -instead
of ETW.

Valid values: true | false

Default: true

Required: no

NetworkDriverLegacyAPl (Supported on: Windows)
This setting is intended for internal use by Citrix. Only enable it if instructed by support.

Setting name: NetworkDriverlLegacyAPI

Description: Use legacy WFP API to process packet streams in kernel
mode.

Valid values: true | false

Default: false

Required: no
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TestCompareNetworkDriverAndETW (Supported on: Windows)
This setting is intended for internal use by Citrix. Only enable it if instructed by support.

Setting name: TestCompareNetworkDriverAndETW
Description: Collect network metrics using Windows ETW interfaces and
the uberAgent network driver.

The ProcUser field of the metric
NetworkTargetPerformanceProcess 1is extended by a suffix

ETW or DRV to differentiate the type of network event.

Because of that, the network events are sent two times to
the configured backend.

Use this feature to test unusual behavior in test
environments. This is not intended to be used in a
production environment.

Valid values: true | false
Default: false
Required: no

Web App Monitoring

September 12,2025

What Is Web App Monitoring

uberAgent web app monitoring records page loads and XmlHttpRequests. For every such event, uber-
Agent collects the duration, the user, and the HTTP status code (plus some additional information).
Web app monitoring works on every website and in all major browsers.

In the default configuration, uberAgent does not send full URLs to the backend. Instead, events are
summarized per webserver (the host displayed in the browser’s address bar). Full URL monitoring
can optionally be enabled for specific domains or sites of interest.

Use Cases for Web App Monitoring

By providing insights into browser and website usage, uberAgent® web app monitoring enables the
following use cases:

+ Measuring web page load performance
« Calculating web app usage

+ Collecting an inventory of web apps

+ Tracking the user journey on a website
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Which Data is Collected by Web App Monitoring
The data collected as part of uberAgent web app monitoringis sent to the backend via the sourcetypes
listed in the browser metrics documentation.

Additionally, some fields in the SessionDetai 1 sourcetype (docs) are populated through web app
metrics.

Requirements & Installation

Web App monitoring requires the uberAgent browser extensions to be installed in the end user’s web
browser. Please see the installation instructions for details on how to install the browser extensions.

Enabling or Disabling Web App Monitoring

uberAgent web app monitoring is enabled or disabled via the BrowserPerformance#* timer met-
ricsin the configuration. Inthe default configuration, web app monitoringis enabled for all supported
browsers.

Full URL Monitoring
What Is Full URL Monitoring

Full URL monitoring optionally includes additional URL components in the following browser web
app events or fields:

+ the sourcetype uberAgent:Application:BrowserWebRequests2 (docs)
« the field SessionFgBrowserActiveTabHost of the sourcetype uberAgent:Session
:SessionDetail (docs)

By default, full URL monitoring is disabled. The path and query components are stripped from
URLs sent to the backend, i.e., uberAgent only records the scheme (e.g., https), the host (e.g., www
.domain.com)and the port (unless it’s a standard port, e.g., 443 for https).

Example of the default behavior:

« Full URL in the browser: https://splunkl.domain.com:8000/en-US/app/
uberAgent/session_user_detail?earliest=-1h&latest=now
+ Shortened URL in uberAgent event: https://splunkl.domain.com:8000
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Configuring Full URL Monitoring

The default level of URL component detail can be changed by adding itemsinthe [BrowserWebAppURL_Compo!
1 stanza of the configuration.

Please note that URL allowlists and denylists ([BrowserWebAppURL_Filter] stanza) have
precedence over [BrowserWebAppURL_ComponentDetail]. In other words, the level of detail
configuration only applies to URLs that are not filtered by a deny or allow list.

BrowserWebAppURL_ComponentDetail Formatofentriesinthe [BrowserWebAppURL_ComponentDeta
] stanza:

URL_REGEX COMPONENT_DETAIL_SPEC

or:
URL_REGEX = COMPONENT_DETAIL_SPEC_TAB;COMPONENT_DETAIL_SPEC_REQUEST

Note: see the definition of URL_REGEX.

Tab URLs are matched against the regular expressions (URL_REGEX) of the items in the [
BrowserWebAppURL_ComponentDetail] stanza. Formatching URLs, COMPONENT _DETAIL_SPEC
specifies which level of detail is recorded of the tab and request URLs.

Note:

« Tab URLs are URLs in the browser’s address bar
« Request URLs are URLs the browser communicates with

Optionally, the detail level of the request URL can be set independently of the detail level of the tab
URL by using the second format shown above.

Multiple URL component detail specs can be specifiedinasingle [BrowserWebAppURL_ComponentDetai'l
1 stanza. Matching is performed in the order in which items are listed. The first matching item wins.

COMPONENT_DETAIL_SPEC Formatofthe URL componentdetail specification (COMPONENT_DETAIL_SPEC
):
host[:path[(DEPTH)]] [:query[(PARAMS)]]
with:
« DEPTH: the number of path elements to include. Without DEPTH, the entire path is included.

« PARAMS: comma-separated list of regular expressions specifying query parameters to include.
Without PARAMS, all query parameters are included. Details:

+ Query parameters to be included are specified as regular expressions.
+ Matching is case-sensitive.
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Examples: Same Level of Detail for Tab URL and Request URL

The following examples show the effect of different configurations in a scenario where the tab URL
and the request URL are identical:

« Tab URL: https://splunkl.domain.com:8000/en-US/app/uberAgent/
session_user_detail?earliest=-1h&latest=now

+ Request URL: https://splunkl.domain.com:8000/en-US/app/uberAgent/
session_user_detail?earliest=-1h&latest=now

Host and Path Capture URLs on splunkl.domain.com including the path, but excluding the
query:

.*\.?splunkl\.domain\.com/.*$ = host:path

Result:

https://splunkl.domain.com:8000/en-US/app/uberAgent/session_user_detail

Host and 2 Path Elements Capture URLson splunkl.domain.comincludingthe path, but only
the first two elements:

.*\.?splunkl\.domain\.com/.x$ = host:path(2)
Result:

https://splunkl.domain.com:8000/en-US/app

Host, Path, and Query Capture URLson splunkl.domain.comincludingthe pathand all query
parameters:

.x\.?splunkl\.domain\.com/.*$ = host:path:query
Result:

https://splunkl.domain.com:8000/en-US/app/uberAgent/session_user_detail
?earliest=-1h&latest=now

Host, 1 Path Element, and 1 Query Parameter Capture URLson splunkl.domain.cominclud-
ing the first path element and the query parameter earliest:

.x\.?splunkl\.domain\.com/.*$ = host:path(l):query(earliest)
Result:

https://splunkl.domain.com:8000/en-US?earliest=-1h
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Host, 1 Path Element, and 1 Query Parameter Regex Capture URLson splunkl.domain.com
including the first path element and all query parameters that match the regular expression . +est:

.*\.?splunkl\.domain\.com/.*x$ = host:path(1l):query(.+est)
Result:

https://splunkl.domain.com:8000/en-US?earliest=—-1h&latest=now

Examples: Different Level of Detail for Tab URL and Request URL

The following examples show the effect of different configurations in a scenario where the tab URL
and the request URL are different:

« Tab URL: https://splunkl.domain.com:8000/en-US/app/uberAgent/
session_user_detail?earliest=-1h&latest=now
» Request URL: https://www.example.org/images/uberAgent

Tab URL: Host Only, Request URL: Host and Path Capture only the host of the tab URL, but the
host and the path of the request URL:

.x\.?splunkl\.domain\.com/.*$ = host;host:path
Result:

Tab URL: https://splunkl.domain.com:8000/
Request URL: https://www.example.org/images/uberAgent

Tab URL: Host and Path, Request URL: Host Only Capture the host and the path of the tab URL,
but only the host of the request URL:

.*\.?splunkl\.domain\.com/.x$ = host:path;host
Result:

Tab URL: https://splunkl.domain.com:8000/en-US/app/uberAgent/
session_user_detail
Request URL: https://www.example.org

Automatic Application Identification

September 12,2025
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Applications

While it is pretty clear where machine and process data come from, this is not so obvious with appli-
cations. In fact, there is a tiny little bit of magic involved here - the operating system does not have a
concept of applications, it only knows about processes. The fact that receiver.exe, concentr
.exe and wfcrun32.exe form a logical application entity called Citrix Recediver is totally
irrelevant to the OS. For that reason, other monitoring products do not bother with applications.

uberAgent is different. It automatically groups related processes to applications, because humans
think in applications, notin processes - and uberAgent is designed for humans. When troubleshooting
performance problems it is not enough to know that, say, SelfService.exe has a problem. You
need to know that Citrix Receiver generates all those 10s. uberAgent shows you exactly that
and makes it easy to analyze the impact your applications have on overall system performance.

How It Works (Windows)

Automatic application identification works for classic Win32 apps just as well as it does for Java appli-
cations, Universal Windows Platform (UWP) apps, and Windows services.

Win32

uberAgent determines the application names for all executables from properties of the MSI package
the executable was installed from. Where that is not possible, uberAgent uses the information embed-
ded in the executable.

App name = Process name(s) =

Adobe Reader XI AcroRd32.exe
AdobeARM, exe

reader_sl.exe

Java

uberAgent extracts the class name or filename of a Java command line. This works for Java Web Start
processes, too.

Application = Process name(s) =

freemind javaw.exe
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uwp

uberAgent retrieves the information from the UWP package.

App name = Process name(s) =

ADFIEQFE . Netflix WWAHost . exe

Microsoft.BingWeather Microsoft.Msn.Weather.exe

Microsoft.People PeopleApp.exe

Microsoft.Windows.Cortana SearchUl .exe

Microsoft.Windows.Photos Microsoft.Photos.exe
Windows services

Starting with Windows 10 1703 each service gets a dedicated svchost. exe instance if certain min-
imum RAM conditions are met. uberAgent extracts the (localized) display name for services that run
in a dedicated svchost.exe instance.

Process

App name < name(s) -

Network Connections svchost.exe
Network List Service svchost.exe
Network Location Awareness svchost.exe
Network Store Interface Service svchost.exe
Network Virtualization Service svchost.exe
Phone Service svchost.exe
Plug and Play svchost.exe

Requirements:

« Windows 10 1703 or higher
+ uberAgent 5.2 or higher

How It Works (macOS)
Bundles

uberAgent determines application names for executables that are part of a bundle folder structure
by retrieving either bundle name, bundle identifier, or bundle executable name from the bundle’s
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Info.plist file. Executables located in nested app bundles are identified as their top-level host
app bundle. Executables located in nested framework bundles are identified as their nested frame-
work bundle, except for XPC Services which are always identified as the application that initiated their

launch.
App name Process name(s) =
safaril CacheDeleteExtension
ImageIOXPCService
MTLCompllerService
safaril
com.apple.Satarl. SearchHelper
com.apple.WebKit.Networking
com.apple.WebKit.WebContent
Executables

uberAgent extracts application names from executables that are not part of a bundle folder structure
by retrieving either bundle name, bundle identifier, or bundle executable name from the embedded
binary info plist. If an executable can not be identified this way but is located in a system directory it
is mapped to app name macOS.

Java

In case a Java based application is not bundled, uberAgent extracts the class name or filename of a
Java command line. This works for Java Web Start processes, too.

App name = Process name(s) =

smart-client-showcase java

Privileged Helper Tools

uberAgent determinesapplication names forexecutableslocatedin /Library/PrivilegedHelperTools
by inspecting their respective host app bundles as described above.
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App name ¥ Process name(s) &

Microsoft
AutoUpdate

Microsoft AutoUpdate
Microsoft Update Assistant
com.microsoft.autoupdate.helper

Process commandline =

"/Library/Application Support/Microsoft/MAUZ.@/Microsoft AutoUpdate.app/Contents/Mac0S/Microsoft AutoUpdate"
"/Library/Application Support/Microsoft/MAU2.08/Microsoft AutoUpdate.app/Contents/Mac0S/Microsoft Update
Assistant.app/Contents/Mac0S/Microsoft Update Assistant"

"/Library/PrivilegedHelperTools/com.microsoft. autoupdate.helper”

Configuration
Adding Your Own Mappings

uberAgent’s sophisticated method to map processes to applications works nearly every time
for every application. When it does not, you can adjust it in the configuration section [
ProcessToApplicationMapping]. Enter the full path to the process as a regular expression.
Then

specify the application name. Specifying only the file name without the full path works but is not

Environment variables can also be used (enclosed in percent signs: %ProgramFiles%).

recommended.

[ProcessToApplicationMapping]
# App name for C:\Dir\my.exe is "MyApp"
AC:\\DIR\\my\.exe$ = MyApp

# App name for all executables in "C:\Program Files\Windows Defender"
is "Windows Defender"

A¢ProgramFiles%\\Windows Defender\\.+\.exe$ = Windows Defender

Overriding Default Mappings

This configuration option also allows you to override uberAgent’s default mapping. Let us take Mi-
crosoft Office as an example. uberAgent, by default, groups all Office processes like WINWORD . EXE
and EXCEL . EXE into the application Microsoft Off-ice.

Data table
Function;
average Q| r
App name Process name(s) Total (

=

Microsoft Office 2016  EXCEL.EXE

WINWORD.EXE

By changing uberAgent’s [ProcessToApplicationMapping] configuration settings as follows,
you get individual applications per process.
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[ProcessToApplicationMapping]

A%ProgramFiles (x86)%\\Microsoft Office\\root\\Officel6\\EXCEL\.EXES$ =
Microsoft Excel 2016

A%ProgramFiles (x86)%\\Microsoft Office\\root\\0fficel6\\WINWORD\.EXES =
Microsoft Word 2016

Data table
Function:
average QT
App name Process name(s) Total
Microsoft Excel 2010 EXCEL.EXE
Microsoft Word 2016 WINWORD.EXE

Ignoring Certain Processes

If you want uberAgent to ignore certain processes during application lookup, you can configure this
with the option [ApplicationMappingIgnoredProcesses].

Citrix NetScaler® (ADC) Monitoring

September 12,2025

What is Citrix NetScaler (ADC) Monitoring

With Citrix NetScaler (ADC) monitoring, uberAgent collects appliance & gateway performance, utiliza-
tion, and inventory data from Citrix NetScaler Application Delivery Controllers (metrics docs).

The uberAgent endpoint agent needs to be installed on a machine from where it can reach the physical
or virtual Citrix NetScaler (ADC) appliance(s). On Citrix Delivery Controllers (DDCs), the collection of
NetScaler (ADC) metricsis enabled by default. Of course, NetScaler (ADC) metrics can also be retrieved

from any other machine instead.

Enabling or Disabling Citrix NetScaler (ADC) Monitoring

Citrix NetScaler (ADC) monitoring is activated by default only on Citrix Delivery Controllers, as ex-
plained above. You can modify this behavior through the configuration setting [CitrixADC_Config
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1 in uberAgent’s configuration.

To completely disable collecting Citrix ADC metrics, disable the following metrics in the configura-
tion:

« CitrixADCPerformance
« CitrixADCvServer

« CitrixADCGateways

« CitrixADCInventory

Installation and Configuration

If you have uberAgent already installed on one or more DDCs for Citrix site monitoring, it makes sense

to also collect Citrix NetScaler (ADC) metrics there. Make sure that the DDCs can communicate with the

Citrix NetScaler (ADC) management interface (NSIP) either through port 80 or, if you enabled Secure
Access On'ly for the NSIP, through port 443.

While DDCs may be the ideal place to capture Citrix NetScaler (ADC) data for most customers,
that may not be the case for everybody. As explained above, you can overwrite the setting
CollectADCInformation in the stanza [CitrixADC_Config] to collect Citrix NetScaler
(ADC) metrics from any installed uberAgent endpoint. Make sure that this setting is only distributed to
the machines that are intended for this purpose. If you distribute it to all machines where uberAgent
is installed, every endpoint communicates with the Citrix NetScaler (ADC) appliance(s), which could
overload the appliance(s) and generate unnecessary data.

CollectADCInformation=Machinelistincombination with a set of machines configured in
CollectADCInformationMachines, defines on which machines the collection of ADC metrics
will be performed.

Citrix NetScaler (ADC) Configuration

Besides network access, uberAgent also needs credentials to be able to login into the Citrix ADC ap-
pliances. It only needs to read information; hence using a user with the command policy read-only
bound is the recommended option. Users with more privileges are also supported, but not recom-
mended from a security perspective.

Create a user with the command policy read-only bound from CLI:
add system user nsread Password -externalAuth DISABLED -timeout 960 -

maxsession 20
bind system user nsread read-only 100

Verify that the user has both CLT and API setinthe Allowed Management interface field:
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> show system user nsread

User name: nsread
Timeout: 900 Timeout Inherited From: User
External Authentication: DISABLED
Logging: DISABLED
Maximum Client Sessions: 20
Allowed Management interface: CLI API
Allowed Interface Inherited From: User

Command Policy: read-only Priority:100

uberAgent® Configuration

This section explains the configuration via uberAgent’s configuration file. The configuration via GPO
works accordingly.

Use the stanza [CitrixADC_Config] to specify how uberAgent should connect to your appli-
ance(s). If multiple [CitrixADC_Config] stanzas are specified, the configured metrics are
determined for each of them. Use one [CitrixADC_Config] stanza per Citrix NetScaler (ADC)

pair.

Following are some examples of valid Citrix ADC configurations. More information on the parameters
is available in the configuration file itself. Note that passwords can be encrypted.

Example 1: One Citrix NetScaler (ADC) appliance manageable through HTTP (port 80). Data collection
happens on DDCs only

[CitrixADC_Config]

Server = 10.1.1.21

Username = nsread

Password = Password

Https = false
CollectADCInformation = DDCONnly

Example 2: A Citrix ADC high-availability pair manageable through HTTPS (port 443). Data collection
happens not on a DDC.

« If HTTPS is used, the entries in the setting Server must match those in the certificate bound
to the NSIP.

+ uberAgent collects performance information for the primary appliance only. So for best collec-
tion performance, list the primary appliance first.

[CitrixADC_Config]

Server = CitrixADCl.domain.local,CitrixADC2.domain.local
Username = nsread

Password = Password

Https = True
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CollectADCInformation = True

Example 3: A Citrix ADC high-availability pair manageable through HTTPS (port 443). Data collection
happens on a set of machines.

[CitrixADC_Config]

Server = CitrixADCl.domain.local,CitrixADC2.domain.local

Username = nsread

Password = Password

Https = True

CollectADCInformation = MachinelList

CollectADCInformationMachines = DDCO1, DDCO2

Deployment Considerations

uberAgent’s NetScaler integration sequentially queries the configured NetScalers with PowerShell
through the NITRO API. This implementation method has pros and cons.

This section describes if the uberAgent implementation is for you, or if you should go with NetScaler’
s builtin Observability integrations.

When to Use uberAgent’s Netscaler Integration

uberAgent’s NetScaler integration is easy to use, comes with beautiful Splunk dashboards out-of-the-
box, and is tailored to the Citrix CVAD/DaaS administrator who focuses on the quality of user ses-

sions.

The NITRO API offers plenty of information about NetScaler, but comes with limitations. For exam-
ple, it does not offer insights into failed AAA logins. In addition, not all existing NITRO API fields are
queried by uberAgent, but only the ones that you see in the Splunk dashboards. Additional fields can
be requested via feature requests.

uberAgent queries NetScaler sequentially. Querying lots of NetScaler boxes from one uberAgent end-
point can lead to performance issues and requires distributing the load to multiple endpoints.

Use uberAgent’s NetScaler integration, when you have only a few NetScaler to monitor and want to
benefit from pre-built Splunk dashboards and easy configuration.

When to Use NetScaler’s Built-in Observability Integrations

NetScaler can send metrics and logs to various backends natively. This includes Splunk with example
dashboards.

NetScaler Console, the monitoring and configuration tool for NetScaler from Citrix, can send data to
Observability platforms like Splunk, too.
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Sending data off the NetScaler instead of querying it externally through an API is more efficient. Also,
NetScaler can send, more or less, data for every NetScaler setting that you see in the Ul or via the Shell.
It can also send log files which include information on failed AAA logins.

While NetScaler can send a lot to Observability platforms, you have to define which settings you would
like to see. Also, you have to create your own visualizations or change the example dashboards.

Use NetScaler’s and NetScaler Console’s built-in Observability integrations when you require mon-
itoring more than a handful NetScaler, when you need management logs or more data that is not
available through uberAgent and the NITRO API.

System Requirements

Please see the system requirements page for details.

Citrix Cloud™ Monitoring

September 12,2025

What Is Citrix Cloud Monitoring

Citrix Cloud monitoring refers to uberAgent’s capability to monitor the Citrix Virtual Apps and Desk-
tops (CVAD) control plane in Citrix Cloud. This is an exciting feature for customers who do not host
delivery controllers on-premises but leverage Citrix Cloud instead.

Which Metrics Are Collected By Citrix Cloud Monitoring

Citrix Cloud monitoring collects a rich set of metrics about many aspects of a Citrix Cloud deployment
(see the metrics documentation for details):

+ Published applications
» Desktops

+ Desktop groups

« Machines

« Machine Catalogs
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Enabling or Disabling Citrix Cloud Monitoring

Citrix Cloud monitoring is disabled by default. You can enable the data collection through the con-
figuration setting [CitrixCloud_Config] in uberAgent’s configuration.

To completely disable Citrix Cloud monitoring, disable the following metrics in the configuration:

CitrixDCDesktopGroup

« CitrixDCCatalog

« CitrixDCMachine

+ CitrixDCGenerallnformation
« CitrixDCApplication
CitrixDCPublishedDesktops

Installation and Configuration

To enable the Citrix Cloud data collection, please configure the stanza [CitrixCloud_Config]
in uberAgent’s configuration. Make sure that this setting is only distributed to the machines that are
intended for this purpose. If you distribute it with CollectCitrixCloudInformation=True
to all machines where uberAgent is installed, every endpoint communicates with the Citrix Cloud APIs,
which could overload the APIs and generate unnecessary data.

CollectCitrixCloudInformation=MachinelList in combination with a set of machines
configured in CollectCitrixCloudInformationMachines, defines on which machines the
collection of Citrix Cloud metrics will be performed.

uberAgent® Configuration

This section explains the configuration via uberAgent’s configuration file. The configuration via GPO
works accordingly.

Use the stanza [CitrixCloud_Config] to specify how uberAgent should connect to the Citrix
Cloud infrastructure. If multiple [CitrixCloud_Config] stanzas are specified, the configured
metrics are determined for each of them. Useone [CitrixCloud_Config] stanza per Citrix Cloud
tenant. The APl endpoint option must contain to full URL to the Citrix Cloud server (e.g., https://
api-eu.cloud.com). The appendix /monitordatais optional.

Following are some examples of valid Citrix Cloud monitoring configurations. More information on
the parameters is available in the configuration file itself.

Example 1: one Citrix Cloud tenant. Data collection happens on all uberAgent endpoints.

[CitrixCloud_Config]
API endpoint = https://api-eu.cloud.com
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CustomerId = <CustomerId>

ClientId = <ClientId>

ClientSecret = <ClientSecret>
CollectCitrixCloudInformation=True

Example 2: one Citrix Cloud tenant. Data collection happens on specific endpoints only.

[CitrixCloud_Config]

API endpoint = https://api-eu.cloud.com

CustomerId = <CustomerId>

ClientId = <ClientId>

ClientSecret = <ClientSecret>
CollectCitrixCloudInformation=MachinelList
CollectCitrixCloudInformationMachines = MachineA,MachineB

Requirements

« Create a Citrix Cloud API client as described here.

+ The Citrix Virtual Apps and Desktops Remote PowerShell SDK must be installed on the endpoint.

« PowerShell script execution is required by the Remote PowerShell SDK. Set the execution policy
(machine scope) accordingly, for example, RemoteS-igned.

Note: the Remote PowerShell SDK must not be installed on:

« Citrix Virtual Apps and Desktops™ delivery controllers
« Citrix® Cloud Connector machines

Please see the system requirements page for details.

Citrix Session Monitoring

September 12,2025

uberAgent provides unprecedented visibility into what’s happening on the session level: bandwidth
usage, protocol latency, Citrix policies, video encoding settings, and much more.

Citrix Session Configuration Details

The session configuration dashboard lets you analyze almost any aspect of how users connect and
what policies are being applied to their sessions. The dashboard pulls its data from live sessions, so
it always reflects the current state. Historical values are available, too, of course.
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Video Codec, Display Mode, Color Space

Many things need to be configured just right to achieve optimal visual quality in a remoting session.
These include the video codec and color space, to pick just one set of essential session parameters.
As you can see in the screenshot below, uberAgent shows you exactly which codecs and rendering

algorithms are configured for your sessions:

Display modes Thinwire video codec usage

Legacy Graphics

ge: For actively changing re

For actively ..ing regions

Thinwire

Thinwire color space Thinwire video codec type

H264

Yuvddd

Yuvd 20

Thinwire+

Frame Rate (FPS)

Another important metric that greatly influences rendering fidelity as experienced by end users is the

frame rate, measured in frames per second. uberAgent continuously collects the frame rate for the
entire duration of any session. This allows IT staff to proactively optimize the user experience without

a single end-user having to call the help desk.

Session FPS over time

100

110 AM 112 AM 114 AM 116 AM 118 AM 120 AM 122 AM 124 AM
Thu Aug 1
2022

— Avg. session FPS
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Citrix Policies and Settings

The Citrix session configuration dashboard offers drilldown capabilities that allow you to inspect the
policies and settings of every session individually. The following screenshot shows a small excerpt of
what’s available:

Citrix settings (last seen values) Citrix policies (last seen values)
Setting = Value = Policy = Value =
Audio channel actual priority RealTime Audio channel priority RealTime
COM channel actual priority Medium Audio redirection Allowed
Connected via 18.1.1.104 Auto-create client printers Auto-create all client printers
Display mode Thinwire CDOM channel priority Medium
EDT MTU 1400 Client drive mapping Allowed
Mapped printers Microsoft Print to PDF (from LOI ICA listener port 1434

OneNote for Windows 1@ (from LOI ) )

Microsoft Print to PDF (from LOI Microphone redirection Allowed

OneMote for Windows 18 (from LO' printer channel priority Low

Microsoft XPS Document Writer

Microsoft Print to PDF Printer redirection Allowed
Mapped volumes Local Disk (C: on LOGINLAUNCHER. Read-only client drive access Prohibi ted
Printer channel actual priority Low Session reliability connections Allowed

Citrix Session Protocol Insights

The session protocol insights dashboard is focused on ICA/HDX remoting protocol analytics.

Virtual Channel Bandwidth Usage

One of the dashboard’s highlights: it visualizes session bandwidth usage per virtual channel. This
is crucial information for any Citrix admin, as it explains which kind of data is transferred in the en-
crypted Citrix HDX protocol. In the screenshot below, for example, the user seems to have copied a
lot of data to or from the clipboard (virtual channel: Clipboard), followed by what may have been
scrolling in a long document (virtual channel: Thinwire Graphics).

Virtual channel data volume (MB) over time

ris

110 AM 115 AM 1:20 AM 1:25 AM 1:30 AM 135 AM
Thu Aug 11
2022

M clipboard Il Thinwire Graphics
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ICA® RTT

Another cool metric helps to get to the bottom of many networking issues: ICA round-trip time (RTT).
A high round-trip time may be experienced by end users as screen lag. The session protocol insights
dashboard visualizes ICA RTT along with ICA latency, which offers a lower-level view of network con-
nectivity (think: an ICA/HDX version of ping). uberAgent also determines the total incoming and out-
going HDX data volume, of course:

Session data volume over time Average ICA latency/ICA RTT over time

100
I I_.||.|I |.|||| |_|‘|_||‘I.||‘|l LI J |_|||..| |..|||‘|.|

15
i
i
||| Il ||| ||I| ||I| ||.| |||

730 PM 2:00 PM B8:30 PM 730 PM 2:00 PM 8:30 PM
Mon Aug & Mon Aug 8
2022 2022
|| Cutput volume (MB) [ | Input volume (MB) — Avg.ICA latency (ms) = Avg. ICA round-trip time {ms)
. .
Configuration

Citrix session configuration details as well as policies and settings are configured through two met-
rics. The metrics are collected by default if uberAgent is running on a Citrix Virtual Apps and Desktops
session host, but this behavior is customizable.

« CitrixSessionVirtualChannelDetail
« CitrixSessionConfig

Requirements
« Citrix Virtual Apps and Desktops 7.6 LTSR and higher
+ Citrix Cloud™
Note
Verify That Registry Is Configured Correctly for Citrix Virtual Channel Metrics

Starting with uberAgent 7.3, the agent uses the following registry values to automatically deter-
mine the installation location of the Citrix HDX binaries that are part of a Citrix deployment. Make
sure that at least one of these values points to the correct Citrix HDX binaries folder.

1.

« Hive: HKLM\Software\Citrix\Install\HDX
» Value name: BinFolder
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« Type: REG_SZ
« Data: Path to HDX binary folder (e.g.,C:\Program Files\Citrix\HDX\bin\)

« Hive: HKLM\Software\Citrix\Install

+ Value name: Location

« Type: REG_SZ

« Data: Path to HDX binary folder (e.g., C:\Program Files\Citrix\HDX\bin\)

3.

If neither of the values listed above is present in your deployment, please create the following
registry value and set it to the installation location of the Citrix HDX™ binaries. This value takes
precedence over those mentioned previously.

+ Hive: HKLM\Software\vast limits\uberAgent

 Value name: CitrixHDXBinFolder

» Type: REG_SZ

« Data: Path to HDX binary folder (e.g., C:\Program Files\Citrix\HDX\bin\)

Please see the system requirements page for supported product versions.

Citrix Site Monitoring

September 12,2025

What is Citrix Virtual Apps and Desktops™ Site Monitoring

uberAgent detects if it is running on a Citrix Delivery Controller (DDC) or a Citrix Virtual Desktop Agent
(VDA). On DDCs, uberAgent automatically activates additional metrics like machine registration
status, license usage, and published application inventory.

Which Metrics Are Collected By Citrix Site Monitoring

Citrix site monitoring collects a rich set of metrics about many aspects of Citrix CVAD sites (see the
metrics documentation for details):

« Published applications
+ Databases
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» Desktops

+ Desktop groups
« Hypervisors

+ Licenses

« Machines

+ Machine Catalogs

Enabling or Disabling Site Monitoring

Citrix site monitoringis enabled by default but is only activated on Citrix delivery controllers as ex-
plained above. To disable Citrix site monitoring disable the following metrics in the configuration:

« CitrixDCDesktopGroup

+ CitrixDCCatalog

« CitrixDCMachine

« CitrixDCHypervisor

« CitrixDCGenerallnformation
« CitrixDCLicenselnformation
+ CitrixDCApplication

« CitrixDCPublishedDesktops

Installing & Configuring Citrix Site Monitoring

Install the uberAgent endpoint agent on at least one delivery controller per site. Installation on more
than one controller is optional - it helps ensure uninterrupted data collection even when individual
DDCs are unavailable.

Required Permissions

uberAgent requires read-only administrator permissions for:

+ each delivery controller’s computer account
+ the local SYSTEM account

Permissions Script Template

The following script template can be used to grant the required permissions. Fill in the names of your
domain and of your Citrix DDCs before running it in an elevated PowerShell console.
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Add-PSSnapin Citrix.DelegatedAdmin.Admin.V1

New—-AdminAdministrator -Sid S-1-5-18 -Enabled S$true

Add-AdminRight -Role 0a05f0c6-0153-4852-a55a-989d6a95cheb -
Administrator S-1-5-18 -All

New-AdminAdministrator —-Name

Permissions Script Example

The following example script demonstrates how to grant the required permissions in an environment
with two DDCs named CTX-DDC1 and CTX-DDC2 that are members of the CONTOSO domain. Note
that you need to append a dollar sign ($) to the computername.
Add-PSSnapin Citrix.DelegatedAdmin.Admin.V1
New-AdminAdministrator -Sid S-1-5-18 -Enabled S$true
Add-AdminRight -Role 0a05f0c6-0153-4852-a55a-989d6a95cheb -
Administrator S-1-5-18 -All
New—-AdminAdministrator —Name CONTOSO\CTX-DDC1$ -Enabled S$true
Add-AdminRight -Role 0a05f0c6-0153-4852-a55a-989d6a95cheb -
Administrator CONTOSO\CTX-DDC1S$ -All
New-AdminAdministrator —-Name CONTOSO\CTX-DDC2$ -Enabled Strue

Add-AdminRight -Role 0a05f0c6-0153-4852-a55a-989d6a95cheb -
Administrator CONTOSO\CTX-DDC2S$ -All

Sizing Guidelines

Sizing recommendations for delivery controllers with uberAgent®:

+ 1,000 machines: minimal CPU usage, 30 MB RAM
+ 25,000 machines: 0.5 CPU cores, 500 MB RAM

System Requirements

The following services need to be started on delivery controllers with uberAgent:

+ Citrix Delegated Administration Service
« Citrix Monitor Service

Please see the system requirements page for supported product versions.

Central License File Management

September 12,2025
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Central License File Share

License file management is easy with uberAgent. Simply set up a file share with read permissions
for computer accounts, place your uberAgent license file(s) in the file share, and configure the
share path in uberAgent’s configuration option LicenseFilePath. Note that only the folder
path without the file name should be specified. Endpoints periodically check the configured
LicenseFilePath for new licenses. If any license files are found that are not yet cached locally,
the new files are copied to the local license cache directory located at %ProgrambData%\vast
limits\uberAgent\License cache (Windows) or /Library/Application Support/
uberAgent/License Cache (macOS), respectively.

Availability Requirements

There is no requirement for the configured license file path to be available at all times. Endpoints
always use the local license cache for license validation, ensuring functionality even during temporary
unavailability of the central file share.

Local license storage

Setting up a central file share is not required. License files can also be stored in a local folder on each
endpoint. The LicenseFilePath setting accepts either a file share or a local folder as input. If
LicenseFilePathisnotspecified, uberAgent defaults to the installation directory on Windows or
/Library/Application Support/uberAgent on macOS.

Storing uberAgent’s License in Azure Files

uberAgent also supports validating license files stored in an Azure Files share. Our knowledge base
article describes the necessary steps to configure this.

Configuring Licensing Through Citrix Studio

Starting with uberAgent 7.4, licensing can also be configured through Citrix Studio and Citrix Web
Studio. This method works technically in the same way as described in the previous section, with
the exception that the LicenseFilePath is specified through a policy setting. The policy setting
to configure the path is named uberAgent license path.

Note: Citrix policies are only supported if uberAgent was installed as part of the Citrix Virtual Apps
and Desktops™ (CVAD) installation.
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Event Data Filtering

September 12,2025

What is Event Data Filtering

Event data filtering allows defining rules with conditions that are evaluated for every event before it is
sentto the backend. This feature applies to all built-in metrics. With each matchingrule, a pre-defined
action is executed that controls whether the eventis sent to the backend or not. Additionally, it allows
clearing the contents of certain fields before the event is sent to the backend.

Use Cases for Event Data Filtering
Data Volume Reduction

Depending on the requirements, one might only need a subset of the events generated by uberAgent
for certain sourcetypes. Filtering out unnecessary data at the endpoint may reduce the data volume
significantly (see the documentation for other ways to reduce the data volume).

Example: every time a cmd.exe process is started on Windows, an accompanying console host
process is started too. These conhost.exe processes are rarely of interest and can be safely ex-
cluded.

[EventDataFilter]

# Exclude "conhost.exe" (typically started from the path: \??\C:\
WINDOWS\system32\conhost.exe)

Action = deny

Sourcetype = Process:ProcessStartup

Query = regex_match_path(ProcPath, r"A(\\\?\?\\)?%SystemRoot%\\System32
\\conhost\.exe$")

Example: compared to Windows, macOS runs significantly more concurrent processes. which can
also lead to an increased data volume. One way to adjust this is to exclude the processes that belong
to the operating system.

[EventDataFilter]

# Exclude processes belonging to the operating system
Action = deny

Sourcetype Process:ProcessDetail

Sourcetype = Process:ProcessStartup

Sourcetype = Process:ProcessStop

Sourcetype Process:ProcessStatistics

Sourcetype = Process:NetworkTargetPerformance

Query = AppId == "mcOS"
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Sensitive Data Removal

Some sourcetypes have fields with data that may be considered sensitive in nature, such as window
titles. Event data filtering allows clearing such fields, on the endpoint, before the data is sent to the
backend for indexing and searching.

Example: clear the contents of session detail window title metric.

[EventDataFilter]

# Clear the contents of window titles.
Action = clear

Sourcetype = Session:SessionDetail
Field = SessionFgWindowTitle

Query = true

The query above always evaluates to true and therefore the action c'lear is executed for this par-
ticular event and the field SessionFgWindowT1itle is cleared to an empty value.

Actions: allow, clear, defer and deny
allow

When an event matches a rule with the allow action, it is immediately sent to the backend. No further
filtering rules are applied to the event.

deny

When an event matches a rule with the deny action, it is immediately discarded and not sent to the
backend. Like allow, no further rules are applied.

clear

The clear action is used to overwrite the value of a specified field with an empty value. Filtering con-
tinues with subsequent rules after clear.

defer

The defer action allows for intermediate modifications, such as using a set operation to adjust fields,
while still continuing to evaluate subsequent rules for the event. Unlike allow and deny, defer does
not terminate the filtering process.

Example: Modify a field but continue processing other rules
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[EventDataFilter]
Action = defer

Sourcetype = Process:ProcessDetail

Query = Receiver.BackendType == 'Splunk' AND set(ProcCmdline,

Configuring Event Data Filtering

"test')

An event data filter is configured using the configuration file. The stanza [EventDataFilter]

starts a new filter configuration, followed by multiple settings.

It’s essential to note that filter rules are processed sequentially. Once a rule matches, the filtering
process for that particular event stops. Therefore, the order of filters can be crucial for the desired

outcome.

Setting

Action

Sourcetype

Query

Field

Description

Specifies the action to be taken
if a query rule is matched.

The category and name of the
sourcetype.

The query rule to filter using
UAQL.

Optional setting to specify the
field to be cleared if the current
Action is clear. This setting
can be configured multiple
times.

Example: Exclude DNS Monitoring Events Caused by Browsers

Valid Values

allow,deny,defer or
clear

Please refer to the metrics
documentation for a list of

available sourcetypes.
Please refer to the uUAQL
documentation.

This can be any field of the

given metric.

A browser can generate a significant number of DNS monitoring events that are rarely of interest. Such

events can be easily ignored using the following event data filter.

[EventDataFilter]

# Deny any DNS event caused by browsers.

Action = deny

Sourcetype = Process:DnsEvent

Query = ProcName in ["chrome.exe",

msedge.exe", "opera.exe'"]

"jexplore.exe", "firefox.exe",

n
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Example: Exclude Process Detail Metrics For Certain Processes

[EventDataFilter]
# Exclude processes whose name is exactly one of the given names.

Action = deny
Sourcetype = Process:ProcessDetail
Query = ProcName in ["cmd.exe", "conhost.exe", "csrss.exe", "lsm.exe",

"smss.exe", "wininit.exe", "winlogon.exe"]

Example: Exclude Everything Except..\

Consider a use case where one wants to exclude an entire metric, except for specific data in events.
This is achievable by explicitly allowing certain processes but denying all others. The stanza ordering
is important because filter processing stops after the first match.

[EventDataFilter]
# Allow network events caused by John Doe and Jane Doe.

Action = allow
Sourcetype = Process:NetworkTargetPerformance
Query = ProcUser in ["John Doe", "Jane Doe"]

[EventDataFilter]
# Deny any network event that was not allowed in a previous filter.

Action = deny
Sourcetype = Process:NetworkTargetPerformance

Query = true

Per-Receiver Configuration

In addition to the fields of a sourcetype, certain built-in receiver fields may also be used. This allows
creating event data filters that are active for certain receivers, only. Check the documentation on

routing to different backends to learn more on the use case.

The available fields are Receiver.Name and Receiver.Index.

Example: Clear Fields Per Receiver

For this example, we take a look at the Session Detail metric. Consider there are two receivers config-
ured, one for most metrics and an extra receiver for sensitive content with restricted access.

[EventDataFilter]
# Clear the contents of window titles for any receiver except "

uberagent_sensitive"

Action = clear
Sourcetype = Session:SessionDetail
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Field = SessionFgWindowTitle
Query = Receiver.Name != "uberagent_sensitive"

This configuration will clear the contents of SessionFgWindowT1itle in all receivers, except the
receiver uberagent_sensitive.

Example: Filter Events Per Receiver

We can also use almost the same rule to achieve a different use case: exclude events from all receivers,
except uberagent_sensitive.

[EventDataFilter]

# Exclude this event from all receivers except "uberagent_sensitive"
Action = deny

Sourcetype = Session:SessionDetail

Query = Receiver.Name != "uberagent_sensitive"

Instead of clearing the field content for the non-matching receiver, we simply deny sending the event
to all receivers, except uberagent_sensitive.

More Examples

More examples including rules created by our support for our customers can be found in the knowl-
edge base article here.

Username and Configuration Setting Encryption

September 7, 2025

uberAgent optionally encrypts user and domain names in the agent and has support to encrypt sen-
sitive settings in its configuration.

User and Domain Names
Encryption

User and domain names can be encrypted in the agent before being sent off to the backend. This can
be useful for compliance with privacy regulations.

User and domain name encryption is disabled by default. If required, enable it via the configuration
setting EncryptUserNames.
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With encryption enabled, user and domain names show up in the backend and in dashboards like
this:

User = i Host = i
b.itkb=wt0743n5. —eyzm>erThqtiitae VASTLIMITS-TIMM
Decryption

uberAgent’s download package comes with the command line-tool UAEncrypt. exe, which can be
used to decrypt usernames as shown in the following example:

UAEncrypt.exe —-decrypt -keyId 101 -data

Configuration Settings

Configuration settings can optionally be obfuscated or retrieved from the OS-specific credential store.
Obfuscation is the older option, but less secure. The OS credential store has been added in uberAgent
7.2 and is the recommended way to store passwords and other sensitive information that is required
by uberAgent.

Encryption

Some configuration setting may optionally be retrieved from the OS-specific credential store. To in-
dicate to uberAgent that a setting should be read from the OS credential store, specify its value in the
following format: ###UA_CREDENTIAL_SOMENAME###. When uberAgent encounters the above
format in its configuration, it reads the actual value from the setting SOMENAME in the OS credential
store.

Example:
To secure a backend receiver’s REST token, specify it in uberAgent’s configuration as follows:
RESTToken = ###UA_CREDENTIAL_SplunkRESTToken###

Distribute the actual REST token value to the OS credential store (see below) of all endpoints where
uberAgent’s configuration references it.

Supported Settings Encryption is supported for the following configuration settings:

[AzureEventHubsConfiguration]
AzureClientSecret

© 1997-2025 Citrix Systems, Inc. All rights reserved. 168



uberAgent 7.4

[CitrixADC_Config]
Password

[CitrixCloud_Config]
ClientSecret

[Receiver]
RESTToken
TLSClientCertificate

Deployment to the OS Credential Store uberAgent doesn’t handle the deployment of secrets to
the endpoint’s OS credential store.

Windows Implementation uberAgent retrieves credentials from the SYSTEM user’s credential

store.

It is essential that the credential is encoded in UTF-8, as uberAgent currently supports only UTF-8
encoded secrets.

Below is a brief example of how to insert a credential into the credential store using PowerShell. It
is important that the scriptis runas NT AUTHORITY\SYSTEM to ensure the secret is added to the
SYSTEM user’s credential store.

Script (StoreCredential.psl):

<#
.SYNOPSIS
Saves credentials to the Windows Credential Manager for uberAgent.
.DESCRIPTION
This script saves credentials (such as a Splunk REST token or other
secrets)
to the Windows Credential Manager. The credentials can be retrieved
by

uberAgent and used in its configuration.
It must be run as NT AUTHORITY\SYSTEM to store credentials at
machine level.

.PARAMETER CredentialName
The name/target under which to save the credential in the Windows
Credential Manager.

.PARAMETER SecretValue
The secret value (token, password, etc.) to be stored.

.NOTES
Requirements:
- Run as NT AUTHORITY\SYSTEM to store at machine level
- Add the appropriate configuration attribute to your uberAgent
configuration
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referencing the credential name with ###
UA_CREDENTIAL_CredentialName### syntax

.EXAMPLE
# Run with PsExec to execute as SYSTEM:
# PsExec.exe -s powershell.exe -ExecutionPolicy Bypass -Command "&
{
"C:\Path\to\Script\StoreCredential.psl" -CredentialName '
UASplunkRESTToken' -SecretValue (ConvertTo-SecureString '
MySecretToken' -AsPlainText -Force) }

# Run interactively (will prompt for the secret value):
# PskExec.exe -s -1 powershell.exe -ExecutionPolicy Bypass -Command
ll& {
"C:\Path\to\Script\StoreCredential.psl" -CredentialName '
UASplLunkRESTToken' }

#>
[CmdletBinding()]
param(
[Parameter (Mandatory = $true, HelpMessage = "Name for storing the
credential")]
[string]$CredentialName,
[Parameter (Mandatory = $false, HelpMessage = "Secret value to store
H)]
[SecureString]$SecretValue
)

# Verify the script is running with SYSTEM privileges

ScurrentProcessSID = [System.Security.Principal.WindowsIdentity]::
GetCurrent() .User.Value

if (ScurrentProcessSID -ne "S-1-5-18") {

Write-Error "This script must be run as NT AUTHORITY\SYSTEM.
Current process SID: $currentProcessSID"
exit 1

# Add required Windows API types for credential management
Add-Type -TypeDefinition @"

using System;

using System.Runtime.InteropServices;

public class CredentialManager {

[StructLayout(LayoutKind.Sequential, CharSet = CharSet.Unicode)]
public struct CREDENTIAL {

public uint Flags;
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64 public uint Type;

65 public string TargetName;

66 public string Comment;

67 public System.Runtime.InteropServices.ComTypes.FILETIME

LastWritten;

68 public uint CredentialBlobSize;

69 public IntPtr CredentialBlob;

70 public uint Persist;

71 public uint AttributeCount;

72 public IntPtr Attributes;

73 public string TargetAlias;

74 public string UserName;

75 }

76

a4

78 [D1lImport("Advapi32.dll", SetlLastError = true, EntryPoint = "
CredWriteW", CharSet = CharSet.Unicode)]

79 public static extern bool CredWrite([In] ref CREDENTIAL credential,

[In] uint flags);

80

81 [D1llImport("Advapi32.dll", SetlLastError = true, EntryPoint = "
CredDeleteW", CharSet = CharSet.Unicode)]

82 public static extern bool CredDelete([In] string targetName, [In]
uint type, [In] uint flags);

83 }

84

85 ll@

86

87 function Set-SecureCredential {

88

89 [CmdletBinding()]

90 param(

91 [Parameter (Mandatory = $true)]

92 [string]S$Target,

93

94 [Parameter (Mandatory = $true)]

95 [System.Security.SecureString]$SecurePassword

9% )

97

98 # Create a new CREDENTIAL structure

99 $credential = New-Object CredentialManager+CREDENTIAL

100

101 # Configure credential properties

102 $credential.Flags = 0

103 $credential.Type = 1 # CRED_TYPE_GENERIC

104 $credential.TargetName = S$Target

105 $credential.UserName = "" # Empty username

106 $Scredential.Persist = 2 # CRED_PERSIST_LOCAL_MACHINE

107 $credential.Comment = "Created for uberAgent on $(Get-Date -Format
'yyyy-MM-dd HH:mm:ss')"

108

109 SBSTR = [IntPtr]::Zero

110 try {
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111
112 # First try to delete any existing credential with the same
name
113 # We ignore the result as it doesn't matter if it existed or
not
114 [void][CredentialManager]::CredDelete(S$STarget, 1, 0)
115
116 # Convert SecureString to plain text
117 $BSTR = [System.Runtime.InteropServices.Marshal]::
SecureStringToBSTR($SecurePassword)
118 $decodedPassword = [System.Runtime.InteropServices.Marshal]::
PtrToStringBSTR(SBSTR)
119
120 # Convert to UTF8 bytes
121 Sutf8Bytes = [System.Text.Encoding]::UTF8.GetBytes(
SdecodedPassword)
122
123 # Allocate memory and copy the password bytes
124 $credential.CredentialBlobSize = Sutf8Bytes.Length
125 $credential.CredentialBlob = [System.Runtime.InteropServices.
Marshal]::AllocHGlobal(Sutf8Bytes.Length)
126 [System.Runtime.InteropServices.Marshal]::Copy(Sutf8Bytes, 0,
$credential.CredentialBlob, Sutf8Bytes.Length)
127
128 # Write the credential to the Windows Credential Manager
129 Sresult = [CredentialManager]::CredWrite([ref]$credential, 0)
130
131 if (Sresult) {
132
133 Write-Host "Credential successfully saved for: S$Target" -
ForegroundColor Green
134 return S$true
135 }
136
137 else {
138
139 SerrorCode = [System.Runtime.InteropServices.Marshal]::
GetLastWin32Error ()
140 Write-Error "Error saving credential. Error code:
$errorCode"
141 return $false
142 }
143
144 }
145
146 catch {
147
148 Write-Error "Exception occurred while saving credential: $_"
149 return $false
150 }
151
152 finally {
153
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154
155
156
157

158
159
160
161
162
163
164
165
166
167
168
169

170
171
172
173
174
175
176
177

178
179
180

181
182
183
184
185

186
187
188
189
190
191

192
193

194
195

196
197

# Securely clear the memory
if (SBSTR -ne [IntPtr]::Zero) {

[System.Runtime.InteropServices.Marshal]::ZeroFreeBSTR(
$BSTR)

}

if (Scredential.CredentialBlob -ne [IntPtr]::Zero) {

# Securely zero out the memory before freeing it

[System.Runtime.InteropServices.Marshal]: :Copy(
(New-Object byte[] $credential.CredentialBlobSize),
0,
$credential.CredentialBlob,
$credential.CredentialBlobSize

)

[System.Runtime.InteropServices.Marshal]::FreeHGlobal(
Scredential.CredentialBlob)

# Get the secret value from parameter or prompt securely 1if not
provided
if ($null -eq $SecretValue) {

$SecretValue = Read-Host -Prompt "Enter the secret value to store"
—-AsSecureString

# Save credentials to Windows Credential Manager
Sresult = Set-SecureCredential -Target $CredentialName -SecurePassword
$SecretValue

# Print configuration instructions if successful
if (Sresult) {

Write-Host ""

Write-Host "uberAgent Configuration Instructions:" -ForegroundColor
Cyan

Write-Host "--—-------------—-—————- "

Write-Host "Add the following to your uberAgent configuration file
o 1l

Write-Host ""

Write-Host " AttributeName = ###UA_CREDENTIAL_SCredentialName###"
-ForegroundColor Yellow

Write-Host ""

Write-Host "Where 'AttributeName' could be any configuration
attribute that requires a credential,"
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Write-Host "such as 'RESTToken' in the [Receiver] stanza for Splunk

authentication."

Write-Host ""

Write-Host "For more information, see the uberAgent documentation
on credential storage:"

Write-Host ""

Write-Host "https://docs.citrix.com/en-us/uberagent/7-4-0/uxm-
features-configuration/username-and-configuration-setting-
encryption-2.html" -ForegroundColor Cyan

Write-Host ""

Examples:
Secret provided via CLI.

# Run with PsExec to execute as SYSTEM:
# Replace "C:\Path\to\Script\" with the actual script path
# Replace 'MySecretToken' with your secret

PsExec.exe -s powershell.exe -ExecutionPolicy Bypass —-Command "& {
"C:\Path\to\Script\StoreCredential.psl" -CredentialName '
UASPpLunkRESTToken' -SecretValue (ConvertTo-SecureString '
MySecretToken' -AsPlainText -Force) }

Secret will be prompted interactively.

# Run interactively (will prompt for the secret value):
# Replace "C:\Path\to\Script\" with the actual script path

PsExec.exe -s —-i powershell.exe -ExecutionPolicy Bypass —-Command "& {
"C:\Path\to\Script\StoreCredential.psl" -CredentialName '
uASplunkRESTToken' }

Verification:
To verify that the secret was added, run the following command:
PsExec.exe -s -i rundll32.exe keymgr.dll,KRShowKeyMgr

The dialog should display the name of the secret that was just added.

macOS Implementation Under macOS the credentials are read from the keychain (more informa-
tion). The keychain items

must be stored in the system keychain, and uberAgent must be exempt from the option Confirm
before allowing accessunderthetabAccess Control.

Example:
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To create a keychain item securing the REST token for Splunk, you can run the following command
line:

sudo security add-generic-password -a "Splunk'-s "uberAgent'"-w "
TOKEN_TO_BE_USED"-T "/Library/uberAgent/uberAgent.app"-U /Library/
Keychains/System.keychain

where Splunk is the keychain item’s account name, uberAgent is the service name and
TOKEN_TO_BE_USED the REST token. The account name can be chosen freely. If you want to
change the default service name uberAgent, you can do so by adding the configuration option
CredentialStoreServiceName in stanza Miscellaneous, and passing the name with
option —s as seen in the example above.

Example:

[Miscellaneous]
ConfigFlags = CredentialStoreServiceName:MY_CUSTOM_SERVICE_NAME

Obfuscation

Sensitive settings like passwords can be obfuscated with the command-line tool uAEncrypt.
exe, which is available in the uberAgent download package. The syntax is viewable by running
UAEncrypt.exe -72.

To encrypt MySecretPassword:

UAEncrypt.exe -encrypt -keyId 1 -data PlaintextData

De-Obfuscation De-obfuscationis possible with:

UAEncrypt.exe —-decrypt -keyId 1 -data ObfuscatedData

Supported Settings Obfuscation is supported for all configuration settings.

ESA Features & Configuration

September 12, 2025

This section describes features that are part of the uberAgent ESA endpoint security analytics product.
Please take a look at the UXM and ESA products page for an explanation what the two products are
about and how they work together.
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Enabling ESA

April 28,2025

uberAgent ESA is enabled or disabled through the configuration setting EnableESA. In the default
configuration, EnableESA is set to true. However, the endpoint agent enables ESA only if one of
the following is also true:

« Valid UXM and ESA licenses are available (i.e., the product is properly licensed)
« Neither UXM nor ESA licenses are available (demo mode)

ESA Enables EnableExtendedinfo

When ESA is enabled, EnableExtendedInfo is automatically enabled, too, irrespective of the
configuration setting of the same name. EnableExtendedInfo ensures that GUIDs are added to
process events so that individual process instances can be identified and tracked over time.

Threat Detection Engine

December 11,2025
uberAgent ESA Threat Detection makes system activity traceable and searchable.

When a Threat Detection rule matches a risky process, an unusual network connection, or similar ac-
tivity, uberAgent ESA creates an event in your SIEM (e.g., Splunk). Threat Detection’s comprehensive,
extensible ruleset is powered by uAQL, a feature-rich query language that is both easy to read by hu-
mans and fast to process by computers.

uberAgent ESA comes with hundreds of predefined rules for many common attack vectors and con-
verters for Sysmon rules and Sigma signatures. Customizing and extending ESA’s ruleset is explicitly
encouraged.

Rule Sources

uberAgent ESA ships with rules from two different sources: Citrix rules and third-party rules. The
former are curated by Citrix, while the latter are converted from sources such as the Sigma project.
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Rule Storage

uberAgent ESA Threat Detection rules are part of uberAgent’s configuration, which is maintained in
the uberAgent Configuration GitHub repository.

Metadata
Annotation (MITRE ATT&CK Technique ID)

Annotations add supplementary data to Threat Detection rules, notably MITRE ATT&CK technique
IDs.

Tag & Risk Score

Every ESA Threat Detection rule comes with a tag and a risk score that are assigned to matching

events.

Sourcetype

ESAThreat Detection events are assigned the sourcetypeuberAgentESA:ActivityMonitoring
:ProcessTagging (see the metrics documentation for a description of the fields).

Visualization

ESA Threat Detection events are visualized in the Threat Detection Events dashboard, which is part of
the uberAgent_ESA Splunk searchhead app.

File System Activity Monitoring

September 12,2025

File system activity monitoring is uberAgent ESA’s capability to detect changes to objects in the file
system. The monitored object types include files, of course, but also named pipes. uberAgent ESA
can identify and react many different types of file system events, e.g., read, write, delete. Please see
the event types documentation for details.
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Configuration

File system activity monitoring can be configured via the stanza [FilesystemMonitoring].
By default, file system activity monitoring is enabled. To disable file system activity monitoring set
Enabled = false.

Monitored Volumes

New Volumes Added to the System Inthe default configuration, uberAgent only monitors volumes
thatwere present when the agent was started; newly added volumes areignored. This can be changed
by setting Hotplug = true.

Disabling Monitoring by Volume Type To monitor only certain volume types, use the setting
Monitor. The following table shows available values.

Volume type Description Platform

Disks Monitors all hard drives. This all
includes removable media
such as USB thumb drives.

Mailslots Monitors all mailslots, a Windows
mechanism for one-way
interprocess communication
(IPC) using pseudofiles that
reside in memory.

NamedPipes Monitors all named pipes, a Windows
mechanism for interprocess
communication (IPC) that is

accessed much like a file.
NetworkShares Monitors all remote file systems all

(access to network shares).
Supported protocols depend
on the OS: Windows: all
protocols handled by the
multiple UNC provider (MUP),
typically: SMB, RDP-NP (remote
desktop services client drives),
WebDAV macOS: SMB, AFP, NFS
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Example Configurations

With the following example configuration, uberAgent monitors disks only, i.e., hard drives and remov-
able media. As Hotplug is set to true, uberAgent monitors volumes that were present when the
agent was started as well as volumes mounted at runtime. Monitoring of network shares, mailslots,

and named pipes is disabled.

[ProductComponents]
EnableESA = true

[FilesystemMonitoring]
Enabled = true
Hotplug = true
Monitor = Disks

With the following example configuration, uberAgent monitors disks and network shares. As
Hotp'lug is not enabled, uberAgent only monitors volumes that were present when the agent was
started. Monitoring of mailslots and named pipes is disabled.

[ProductComponents]
EnableESA = true

[FilesystemMonitoring]
Enabled = true

Monitor = Disks

Monitor = NetworkShares

File System Events in Threat Detection Engine (TDE)

File system events are available in TDE rules, whose queries are powered by uAQL. uAQL queries for
file system events can make use of common event properties as well as file system event properties.

Example Rule for Windows

The following example detects writes to files in the directory C: \Windows (Windows):

[ActivityMonitoringRule]

# Detect writes to files in the directory C:\Windows.
RuleId = 2b635c8b-3c2b-4c51-b073-40a796d4ab9e-write
RuleName = Any file write

EventType = File.Write

Tag = file-write

RiskScore = 100

Query = File.Path like "%C:\\Windows\\%"
GenericPropertyl = File.Name

GenericProperty2 File.CreationDate
GenericProperty3 File.IsExecutable
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GenericProperty4 = File.Path

Example Rule for macOS

The following example detects writes to files in the directory /Library/LaunchAgents (ma-
c0S):

[ActivityMonitoringRule]

# Detect writes to files in the directory /Library/LaunchAgents.
RuleId = 2b635c8b-3c2b-4c51-b073-40a796d4ab9e-write
RuleName = Any file write

EventType = File.Write

Tag = file-write

RiskScore = 100

Query = File.Path like "%/Library/LaunchAgents/%"
GenericPropertyl File.Name

GenericProperty2 = File.CreationDate
GenericProperty3 = File.IsExecutable
GenericProperty4 = File.Path

Platform-Specific Notes
Windows

On Windows, uberAgent uses a minifilter driver to monitor the file system. Only successful file system
activity is reported. Attempts that are not permitted due to missing permissions and attempts that
are blocked by security products are not reported.

macOS

On macOS, uberAgent leverages the Endpoint Security Framework to monitor the file system. The
Endpoint Security Framework provides the necessary APIs to capture a comprehensive range of
events, including both successful and unsuccessful events. Different from the Windows implemen-
tation, on macOS uberAgent may capture unsuccessful events, too. Such events might result from
permissions issues, for example. Specific results depend on the altitude at which the framework
hooks the list of syscalls needed for file system activity.

Network Monitoring

December 11, 2025
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The ESA Threat Detection rules for monitoring network activity are Citrix vendor rules.

Network Rules

The rules in this section detect suspicious behavior related to network operations.

« Suspicious network target names

+ PowerShell outbound network connections

« Suspicious outbound Kerberos connections

+ PowerShell remoting

+ Detect network connects from suspicious sources

« Detect network connects from Windows processes

« Detect network connects from third-party tools

+ RDP connects from non-RDP software, indicating lateral movement

« Detect network connects to suspicious ports

+ Detect network connects to 80 and 443 from non-browser applications

MS Office & Acrobat Reader Monitoring

December 11, 2025

The ESA Threat Detection rules for monitoring Microsoft Office and Adobe Acrobat Reader are Citrix
vendor rules.

Microsoft Office Rules

The rules in this section detect suspicious behavior with MS Office applications.

+ Detect macro execution with the default Office security configuration applied ("disable all
macros with notification”)

« Detect child processes of Microsoft Office applications (dedicated rules for scripts and other
types of child processes)

+ Detect Microsoft Office download operations

« Detect Microsoft Office applications executing macros that access WMI to create child processes

+ Suspicious DLL load by Office

+ Detect loading of MAPI DLLs from processes other than Outlook
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Adobe Acrobat Reader Rules

The rules in this section detect suspicious behavior with Adobe Acrobat Reader.

+ Detect child processes of Adobe Reader

LOLBAS Monitoring

December 11, 2025

LOLBAS stands for Living Off the Land Binaries And Scripts, a type of activity that misuses tools and
executables that are already there because they are part of the operating system. To cite the LOLBAS’
project’s criteria, a LOLBin/lib/script must:

+ Be a Microsoft-signed file, either native to the OS or downloaded from Microsoft.
+ Have extra "unexpected” functionality. It is not interesting to document intended use cases.
« Have functionality that would be useful to an APT or red team.

The ESA Threat Detection rules for monitoring LOLBAS activity are Citrix vendor rules.

LOLBAS Rules

The rules in this section detect suspicious behavior related to operating system binaries.

« Unusual child processes and DLL loads

« Detect starts from non-default locations

« Detect proxy execution

» Detect UAC bypass

+ Detect csc/jsc compile

+ Detect execute from alternate data streams
+ Detect AWL bypass

+ Detect encode and decode operations

+ Detect copy operations

» Detect download operations

Process Tampering Monitoring

September 12,2025
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uberAgent ESA detects several malicious attack techniques such as Process Herpaderping and Process
Hollowing. We name these attack techniques Process Tampering events.

Configuration

uberAgent ESA Process Tampering Monitoring is enabled or disabled through a configuration option.
The related configuration Stanza is [ProcessStartupSettings].

Configure the setting EnableProcessTampering = false to disable process tampering mon-

itoring.

By default, this option is enabled (requires ESA enabled, too).

Detecting Process Tampering Events

Any process tampering action is queryable with uAQL and its Threat Detection Engine rules.

Example Rule

The following example detects any Process Tampering event and forwards it to your backend, once
triggered.

[ActivityMonitoringRule]

# Detects any Process Tampering action

RuleName = Detects any Process Tampering action

EventType = Process.TamperingEvent

Tag = process-tampering

RiskScore = 75

Query = true

This example rule forwards any tampering event. You may filter this with more advanced conditions
using Common Event Properties.

Introduction to Process Tampering

While there are a couple of different techniques the outcome is most likely the same. A malicious
process is running in the context of a non-malicious process and tries to hide malicious actions in the
context of this good process. There are many good resources available that explain these techniques
in detail. To get you a short summary please refer to the notes below.
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What is Process Hollowing

A process is launched in a suspended state and executable code is unmapped and replaced with ma-
licious code and resumed.

What is Process Herpaderping

This technique requires replacing an executable binary with a malicious file and launching it. Then,
the original file is restored and the malicious executable pretends to be the original one.

Remote Thread Monitoring

September 12,2025

uberAgent ESA detects remote thread creation that may be used in malicious attack techniques or
suspicious activities such as DLL injections or malicious code execution in remote processes.

Configuration

uberAgent ESA Remote Thread Monitoring is enabled or disabled through a configuration option. The
related configuration Stanzais [Miscellaneous].

Configure the setting RemoteThreadMonitoring = false to disable remote thread monitor-
ing.

By default, this option is enabled (requires ESA enabled and Process Startup metrics enabled, too).

Detecting Remote Thread Events

Any remote thread action is queryable with UAQL and its Threat Detection Engine rules.

Example Rule

The following example detects any Remote Thread event and forwards it to your backend, once trig-
gered.

[ActivityMonitoringRule]

# Detect any remote thread creation
RuleName = Detect remote thread creations
EventType = Process.CreateRemoteThread
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Query = true
Tag = process-create-remote-thread
RiskScore = 75

GenericPropertyl
GenericProperty2
GenericProperty3
GenericProperty4
GenericProperty5

Thread.Id
Thread.Timestamp
Thread.StartAddress
Thread.StartModule
Thread.StartFunctionName

However, this general rule may include false positives. There are many cases where remote threads
are used that are absolutely not malicious or suspicious. (e.g: debugging applications or OS remote
threads)

Therefore it is recommended to filter this with more advanced conditions using Common Event Prop-
erties and Remote Event Properties.

uberAgent ESA is shipped with many automatically converted rules from Sigma. This ruleset already
includes several useful Remote Thread detection rules.

Root CA certificate monitoring

December 11, 2025
The ESA Threat Detection rules for monitoring changes to root CA certificates are Citrix vendor rules.

The rules detect certificate chain cloning and cloned root trust attacks by monitoring writes to user
and machine registry keys. For details, check the following rules:

« Detect AuthRoot, CA and Root certificate changes per machine
+ Detect AuthRoot, CA and Root certificate changes per user

Security Descriptor & ACL Monitoring

December 11,2025

The ESA Threat Detection rules for permissions (security descriptors and ACLs) are Citrix vendor
rules.

File System ACL Rules

The rules in this section detect suspicious behavior related to file system permissions (ACLs).
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« Detect processes started from directories that are user-writeable
+ Detect process starts from directories with a low mandatory integrity label

Security Descriptor Monitoring Capabilities

uberAgent® ESA has sophisticated features that make security descriptors, which can be a bit obscure
and difficult to work with, much more accessible:

« SID to name lookup
+ Conversion of hex access masks to permission strings

Please see this document for details.

Sigma Rules & Converter

December 11, 2025

uberAgent ESA ships with Threat Detection rules derived from Sigma signatures. These rules are
grouped by severity: critical, high, medium, and low.

Sigma Rules

Following is an excerpt of some Sigma rules that ship with uberAgent® ESA:

« Detect Ryuk ransomware command lines

« Detect DNS tunnel activity for Muddywater actor

+ Detect a suspicious PowerShell command-line combination as used by APT29 in a campaign
against US think tanks

+ Detect Russian group activity as described in Global Threat Report 2019 by Crowdstrike

+ Detect a suspicious DLL loading from AppData\Local as described in BlueMashroom report

+ Detect Chafer activity attributed to OilRig as reported in Nyotron report in March 2018

 Detect CrackMapExecWin activity as described by NCSC

« Detect Elise backdoor activity as used by APT32

+ Detect the execution of DLL side-loading malware used by threat group Emissary Panda aka
APT27

« Detect a specific tool and export used by EquationGroup

« Detects Golden Chickens deployment method as used by Evilnum in a report published in July
2020

+ Detect tools and process executions as observed in a Greenbug campaign in May 2020
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« Detect Judgement Panda activity as described in Global Threat Report 2019 by Crowdstrike

Detect registry modifications performed by Ke3chang malware in campaigns running in 2019
and 2020

« Detects Trojan loader activity as used by APT28

+ ...and hundreds more

Not all Sigma rules are enabled by default.

Sigma Converter

Citrix maintains a Sigma to uberAgent rule converter as part of the Sigma project. The converter isim-
plemented as a Sigma backend. Please see the header of uberAgent’s Sigma rule files for instructions
on how to invoke the conversion.

Sysmon Rule Converter

December 11,2025

The Sysmon to uberAgent rule converter translates Sysmon rules into the format used by uberA-
gent ESA.

Sysmon is one of the most popular endpoint detection tools. Numerous quality rulesets are main-
tained by the security community. The Sysmon converter makes those rulesets available for use with
uberAgent ESA.

uberAgent® ESA as Sysmon Alternative

In addition to the Sysmon converter, Citrix also provides a converter for Sigma rules. This makes uber-
Agent one of the most versatile detection tools on the market.

Getting Started
Download

To download the Sysmon converter, head over to the releases section of its GitHub repository.

Usage

Please see the Sysmon converter’s readme for usage information.
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Sysmon Converter Details
Development Info
The Sysmon converter is developed as an open-source project on GitHub. Contributions are always

welcome!

The Sysmon converter is written in C# .NET. Release builds are available for Windows.

Threat Detection Engine

December 11, 2025
uberAgent ESA Threat Detection makes system activity traceable and searchable.

When a Threat Detection rule matches a risky process, an unusual network connection, or similar ac-
tivity, uberAgent ESA creates an event in your SIEM (e.g., Splunk). Threat Detection’s comprehensive,
extensible ruleset is powered by uAQL, a feature-rich query language that is both easy to read by hu-
mans and fast to process by computers.

uberAgent ESA comes with hundreds of predefined rules for many common attack vectors and con-
verters for Sysmon rules and Sigma signatures. Customizing and extending ESA’s ruleset is explicitly
encouraged.

Rule Sources

uberAgent ESA ships with rules from two different sources: Citrix rules and third-party rules. The
former are curated by Citrix, while the latter are converted from sources such as the Sigma project.

Rule Storage

uberAgent ESA Threat Detection rules are part of uberAgent’s configuration, which is maintained in
the uberAgent Configuration GitHub repository.

Metadata
Annotation (MITRE ATT&CK Technique ID)

Annotations add supplementary data to Threat Detection rules, notably MITRE ATT&CK technique
IDs.
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Tag & Risk Score

Every ESA Threat Detection rule comes with a tag and a risk score that are assigned to matching

events.

Sourcetype

ESAThreat Detection events are assigned the sourcetypeuberAgentESA:ActivityMonitoring
:ProcessTagging (see the metrics documentation for a description of the fields).

Visualization

ESA Threat Detection events are visualized in the Threat Detection Events dashboard, which is part of
the uberAgent_ESA Splunk searchhead app.

Rule Syntax

September 12,2025

uberAgent ESA’s Threat Detection rules are part of the configuration. This page documents the rule

syntax.

Example

The following example shows a simple rule that is triggered whenever a process is started
(EventType = Process.Start). The rule’s query checks if the started process’name is
wmiprvse.exe. If thatis the case, the rule matches, and an event with the tag proc-start-
wmiservice-childissent to the backend.

[ThreatDetectionRule]
RuleId = Oalbbfbc-e0d9-4c49-953e-e31c3aa3fc9l
RuleName = Detect child processes of the WMI service
EventType = Process.Start
Annotation = {

"mitre_attack": ["T1071", "T1071.004"] }

Tag = proc-start-wmiservice-child
Query = Parent.Name == "wmiprvse.exe"
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Rule Stanzas

There can be any number of [ThreatDetectionRu'le] stanzas, each defining one rule. Rules are
processed in the orderin which they are defined in the configuration. uberAgent ESA always processes
all rules for every activity. This means that multiple events may be generated per activity.

Rule Components

An [ThreatDetectionRule] stanza may contain the following components.

RuleName

» Setting name: RuleName

+ Description: any name to more easily identify a rule. Not used by uberAgent.
+ Valid values: any string

+ Default: empty

+ Required: yes

EventType

+ Setting name: EventType

 Description: the type of event this rule applies to.
+ Valid values: see the event types page

« Default: empty

+ Required: yes

Annotation

« Setting name: Annotation
» Description: one or more annotations for the event in JSON format

« Valid values:

» Supported in Splunk Enterprise Security: nist, kill_chain_phases, cis20,
mitre_attack, orany custom cyber security framework
« Supported in uberAgent® ESA: mitre_attack

« Default: empty

+ Required: no
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Hive

This setting is only valid for registry events.

+ Setting name: Hive

+ Description: a comma-separated list of registry hives that are matched against before evaluat-
ing the query. For best performance, only the necessary hives should be specified.

+ Valid values:

« HKLM, matches HKEY_LOCAL_MACHINE
HKU, matches HKEY_USERS
A, matches application hives

WC, matches App-V packages and UWP apps
« *, matches events in any hive. Note that * has a high performance impact and should be
avoided if possible.

+ Default: empty

+ Required: only if EventType is a registry event type.

Query

+ Setting name: Query

+ Description: a uAQL query string that is matched against the properties of the event. Arule is
considered matching if the query returns true.

« Valid values: any uAQL query string

« Default: empty

+ Required: yes

Tag

+ Setting name: Tag

+ Description: a tag assigned to events matching this rule.
+ Valid values: any string

» Default: empty

+ Required: yes

Ruleld

+ Settingname: Ruleld
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+ Description: a unique id assigned to this rule.

+ Valid values: any string, e.g.: 7098a059-4191-4a9e-973c-8976d61cddcO
« Default: empty

+ Required: yes

RiskScore

» Settingname: RiskScore

+ Description: a risk score assigned to events matching this rule.

+ Valid values: any number from 0 to 100. If an invalid value is set, the rule is ignored.
+ Default: 50

« Required: no

VerboselLogging

+ Setting name: Verboselogging

+ Description: if enabled, more detail is added to the log file, e.g., the fully evaluated security
descriptor if an SDDL rule is configured.

+ Valid values: true or false

+ Default: false

« Required: no

Rule Evaluation

Rules are evaluated by running the rule’s query with the event properties as input.

Reusable uAQL Queries

Commonly used queries can be defined as expressions, a functionality that is similar to macros or
functions in other languages. This gives you the flexibility to write query code only once and use it
multiple times.

Example

The following declares the Threat Detection expression ParentlsMsOffice to identify Microsoft Office
as a parent application.
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[AddThreatDetectionExpression name=ParentIsMsOffice]

Query = istartswith(Parent.Company, "Microsoft") and Parent.Name in ["
excel.exe", "msaccess.exe", "onenote.exe", "outlook.exe", "powerpnt.
exe", "winword.exe"]

The expression ParentlsMsOffice is used in the following Threat Detection rule to identify child
processes of Microsoft Office.

[ThreatDetectionRule]
Query = ParentIsMsOffice and (Process.Name in ["cmd.exe'", "cscript.exe"
"wscript.exe", "ftp.exe"] or ProcessIsPowerShell)

Please note that expressions must be defined before usage. Ideally, expressions are defined at the top
of the configuration file. Also, please make sure not to use reserved keywords as expression names.

Disabling Default Rules

To disable any of the default rules, create a post-processing rule as follows:

[ThreatDetectionRuleExtension RuleId=RULE_ID]
Name = Disable the rule with ID RULE_ID
Query = false

Example

To disable the rule with the ID 70982059-4191-429e-973c-8976d61cddc0, add the following
stanza to any uberAgent configuration file:
[ThreatDetectionRuleExtension RuleId=7098a059-4191-4a9e-973c-8976
d6lcddcO]

Name = Disable the rule with ID 7098a059-4191-4a9e-973c-8976d61cddcO
Query = false

Rule Extension Components

Rule extensions can include the following components:

Altitude

« Settingname: Altitude

» Description: determines the order in which rule extensions are applied.
« Valid values: float values between 0.0 and 100.0

+ Default: 50.0
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+ Required: no
« Behavior:

+ Lower altitude values are applied first (higher priority)
« Higher altitude values are applied later (lower priority)

Example The following example shows how rule extensions with different altitude values are ap-

plied to the same rule:

[ThreatDetectionRuleExtension RuleId=bdc64095-d59a-42a2-8588-71

fd9c9d9abc]
Name = High priority exclusion
Query = Rule.Result and Process.Path != "C:\\Program Files\\

ImportantApp\\app.exe"
Altitude = 10.0

[ThreatDetectionRuleExtension RulelId=bdc64095-d59a-42a2-8588-71

fd9c9d9abc]
Name = Lower priority exclusion
Query = Rule.Result and Parent.Name != "Splunkd.exe"

Altitude = 90.0

Inthisexample, the extension with altitude 10.0is applied first, followed by the extension with altitude
90.0. This allows for more precise control over the order of rule modifications.

Handle False Positives with Post-Processing

Consider the following default rule, which, unfortunately, also matches certain Splunk processes:

[ThreatDetectionRule]

RuleId = bdc64095-d59a-42a2-8588-71fd9c9d9abc

RuleName = Suspicious Unsigned Dbghelp/Dbgcore DLL Loaded
EventType = Image.lLoad

Tag = suspicious-unsigned-dbghelp/dbgcore-dll-loaded
RiskScore = 75

Annotation = {
" mitre_attack" : [" T1003.001" ] }

Query = ((Image.Path like r" %\\dbghelp.dll" or Image.Path like r" %\\
dbgcore.dll" ) and Image.IsSigned == false)

To prevent the above rule from matching your Splunk processes, add the following post-processing
stanza to any uberAgent configuration file:

[ThreatDetectionRuleExtension RulelId=bdc64095-d59a-42a2-8588-71

fd9c9d9abc]
Query = Rule.Result and Parent.Name != "Splunkd.exe"
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The above rule extension does what its name implies: it extends the original rule’s uAQL query with
additional statements, which is ideal for adding exclusions.

An important feature of how we’ve set up rule post-processing is its flexibility. Extension sections can
be used not just for one rule at a time, but they can also be applied to groups of rules together. For
example, a certain extension section could be set up to affect all rules that deal with network events:

[ThreatDetectionRuleExtension EventType=Net.Any]
Query = Rule.Result and Parent.Name != "Splunkd.exe"

Event Types

September 12,2025
uberAgent ESA’s Threat Detection rules can be triggered by many different types of events.

Event types are specified in the EventType component of [ActivityMonitoringRule] stan-

zas (rule syntax).

Process & Image Events
Event Types

The following process event types are available:

« Process.Start: anew process is created/started.

« Process.Stop: aprocess is terminated/stopped.

+ Process.CreateRemoteThread: a process is starting a thread in another process.
+ Process.TamperingEvent: a process tampering event is detected.

« Image.LlLoad: an executable image (e.g., a DLL) is loaded.

« Driver.Load: akernelimage (e.g., a driver) is loaded.

Event Properties

Common event properties are available with all types of events. Remote thread creation events and
image load events have additional properties.
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Network Events

Event Types

The following network event types are available:

* Net.
« Net.
* Net.
* Net.
* Net.

Send: a network packet is sent.

Receive: a network packet is received.

Connect: a network connection is established.

Reconnect: a network connection is re-established.
Retransmit: a network packet is retransmitted (sent again).

Event Properties

Please see the documentation for the properties of network events.

Registry Events

Event Types

The following registry event types are available:

* Reg.
* Reg.

Key.Create: aregistry key is created.
Value.Write: aregistry value is written. This includes registry value creation as well

as changes to the value’s name and data.

+ Reg.
* Reg.
* Reg.
* Reg.
+ Reg.
* Reg.

De'lete: aregistry key or value is deleted.

Key.Delete: aregistry key is deleted.

Value.De'lete: aregistry value is deleted.

Key.SecurityChange: a registry key’s security descriptor is changed.
Key.Rename: aregistry key is renamed.

Key.SetInformation: aregistry key metadata is changed (e.g. last-write time, tags,

virtualization, etc.).

* Reg.
+ Reg.
* Reg.
* Reg.
* Reg.

+ Reg

Key.Load: aregistry hive is loaded.
Key.Unload: aregistry hive is unloaded.
Key.Save: aregistry key is saved.
Key.Restore: aregistry key is restored.
Key.Rep'lace: aregistry key is replaced.

.Any: any of the above.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 196


https://docs.citrix.com/en-us/uberagent/7-4-0/esa-features-configuration/threat-detection-engine-details/network-event-properties

uberAgent 7.4

Event Properties

Please see the documentation for the properties of registry events.

DNS Query Events
Event Types

The following DNS query event types are available:

« DNS.Query: an outgoing DNS query request has completed, and a response has been
received.

Event Properties

Please see the documentation for the properties of DNS query events.

File System Events
Event Types

The following file system activity event types are available:

+ File.ChangeCreationTime: afile’s original creation timestamp is changed (available on
Windows only).

+ File.Create: afileis created.

« File.CreateStream: analternate data stream (ADS) is created (available on Windows only).

« File.Delete: afileis deleted (all platforms)

« File.PipeCreate: anamed pipe is created.

« File.PipeConnected: aclient connects to a named pipe.

« File.RawAccessRead: raw read access to a target device, bypassing ACLs (available on Win-
dows only).

« File.Rename: afileis renamed.

« File.Write: afileis being written to.

+ File.Read: afileis being read from.

Event Properties

Please see the documentation for the properties of file system activity events.
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Common Event Properties

September 12,2025

The following event properties can be used with all types of events in uAQL queries.

Property name

Process.Id

Parent.Id

Process.Name

Parent.Name

Process.User.
Sid

Process.User

Parent.User.Sid

Parent.User

Process.Path

Parent.Path

Process.
CommandLine

uAQL Data Type

String

String

String

String

String

String

String

String

String

String

String

Description

The process’id (e.g.,
148)

The process’parent’s
id (e.g., 4)

The process’image file
name (e.g.,
Winword.exe)

The process’parent’s
image file name (e.g.,
Winword.exe)

The process’user SID

The process’user
name in the format
domain\account
The process’parent’s
user SID

The process’parent’s
user name. Format on
Windows:
domain\account
The process’full path
including the image
file name

The process’parent’s
full path including the
image file name

The process’command
line

Platform

all

all

all

all

Win

all

Win

all

all

all

all
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Property name
Parent.
CommandLine

Process.AppName

Parent.AppName

Process.
AppVersion

Parent.
AppVersion

Process.Company

Parent.Company

Process.
IsElevated

Parent.
IsElevated

Process.
IsProtected

Parent.
IsProtected

Process.
SessionId

Parent.
SessionlId

UAQL Data Type

String

String

String

String

String

String

String

Boolean

Boolean

Boolean

Boolean

Integer

Integer

Description

The process’parent’s
command line

The process’
application name (e.g.,
Microsoft
Office)

The process’parent’s
application name (e.g.,
Microsoft
Office)

The process’
application version

The process’parent’s
application version

The process’company
(as stored in the PE
image resources)
The process’parent’s
company (as stored in
the PE image
resources)

Is the process
elevated?

Is the parent process
elevated?

Is the process
protected?

Is the parent process
protected?

The process’session ID

The process’parent’s
session ID

Platform

all

all

all

all

all

Win

Win

all

all

Win

Win

all

all
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Property name

Process.
DirectorySdsddl

Process.

UAQL Data Type

String

Boolean

DirectoryUserWriteable

Process.Hash.
MD5

Process.Hash.
SHA1

Process.Hash.
SHA256

Process.Hash.
IMP

String

String

String

String

Description

The security descriptor
(SD) of the process’
directory. The SD is
converted to the
security descriptor
string format (SDDL)
for the match. NULL
SDs, which grant full
access to everyone,
are represented as
[UA_NULL_SD]. SIDs
inthe SD are looked up
and replaced with
names. Hex access
masks are replaced
with their string
representationsin
SetACL’s format
(details).

Is the process’
directory writeable by
the user that is logged
on the session the
process is started in?
Ignores processes in

session 0.
MD5 hash of the

process executable

SHAL hash of the
process executable

SHA256 hash of the
process executable

Import-table hash of
the process executable

Platform

Win

Win

Win

Win

Win

Win
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Property name

UAQL Data Type

Description Platform

Process.Hashes

Parent.Hash.MD5

Parent.Hash.
SHA1

Parent.Hash.
SHA256

Parent.Hash.IMP

Parent.Hashes

Process.
IsSigned

String

String

String

String

String

String

Boolean

All enabled hashes for ~ Win

process are output

comma-separated,

e.g.: MD5=

CFCD208495D565EF66E7TDFFOF98764DA

,SHA1=
B6589FC6ABODC82CF12099D1C2D40AB994E8410C

MD5 hash of the parent  Win

process executable

SHA1 hash of the Win

parent process

executable

SHA256 hash of the Win

parent process

executable

Import-table hash of Win

the parent process

executable

All enabled hashes for ~ Win

parent process are

output

comma-separated,

e.g.: MD5=
CFCD208495D565EF66E7TDFFOF98764DA
,SHA1=
B6589FC6ABODC82CF12099D1C2D40AB994E84106C

Is the process signed?  Win
This evaluates to true

even if the certificate

was revoked or is

expired.
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Property name UAQL Data Type
Process. Boolean
IsSignedByOSVendor

Process. String
Signature

Process. String
SignatureStatus

Process. String
Signingld

Process.TeamId String

Process.CdHash String

Description

Is the process signed
by the vendor of the
operating system (e.g.
Microsoft)? This
evaluates to true
even if the certificate
was revoked or is
expired.

The signer name.

Evaluatesto Va'lid
for a valid certificate
and, under Windows,
Invalidforan
invalid certificate.
Furthermore, it
evaluates to
SelfSigned under
macOS if the binary is
ad-hoc signed. Itis
empty if the process is
not signed.

The unique identifier
associated with the
developer’s certificate
used for signing the
bundle or binary.

A unique identifier
assigned by Apple to a
specific development
team.

The process’s code
directory hash.

Platform

all

Win

all

macOS

macOS

macOS
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Property name UAQL Data Type

Parent.IsSigned  Boolean

Parent. Boolean
IsSignedByOSVendor
Parent. String
Signature

Parent. String
SignatureStatus

Parent. String
SigningId

Description Platform

Is the parent process Win
signed? This evaluates

to true evenif the
certificate was revoked

oris expired.

Is the parent process all
signed by the vendor

of the operating

system (e.g.

Microsoft)? This

evaluates to true

even if the certificate

was revoked or is

expired.
The signer name. Win
Evaluatesto Va'lid all

for a valid certificate
and, under Windows,
Invalidforan
invalid certificate.
Furthermore, it
evaluates to
SelfSigned under
macOS if the binary is
ad-hoc signed. Itis
empty if the parent
process is not signed.
The parent process’s macOS
unique identifier
associated with the
developer’s certificate
used for signing the
bundle or binary.
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Property name UAQL Data Type Description Platform

Parent.TeamId String The parent process’s macOS
unique identifier
assigned by Apple to a
specific development
team.

Parent.CdHash String The parent process’s macOS
code directory hash.

Note for macOS

As all binaries for macOS on Apple Silicon are signed, Process.IsSigned and Parent.
IsSigned are always true. To reflect if a binary is ad-hoc signed (i.e. there is no valid certificate
included) Process.SignatureStatus, respectively Parent.SignatureStatus, are set to
SelfSigned. If the binary is not ad-hoc signed those fields are set to va'lid. If the binary is not
signed at all (e.g. because it is an Intel binary running under Rosetta 2) those fields are empty.

In case a process is already running before uberAgent®is started, the following fields might be unavail-
able:

.CdHash

.IsSigned
.IsSignedByOSVendor
.SignatureStatus
.SigningId

.Teamld

b N R S

As soon as the affected process calls fork or exec the values are available.

DNS Query Event Properties

September 12,2025

The following event properties can be used with DNS query events in uAQL queries (event type DNS.
Query). In addition to the properties listed here, the common properties are applicable, too.
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Property name UAQL Data Type
Dns. String
QueryRequest

Dns. String
QueryResponse

Description Platform
The requested DNS all
name.

Responses to the all

request. May be a
semicolon ; separated
list of multiple
responses.

File System Activity Event Properties

December 11, 2025

You can use the following event properties with file system events in uAQL queries (event type File

. *). In addition to the properties listed here, the common properties are applicable, too.

Property name uAQL Data Type
File. String
CreationDate

File. Boolean

HasExecPermissions

Description Platform

The file creation date all
(format: Unix epoch

timestamp in ms).

Determined by macOS
checking the file’s

executable bits.

Available for all event

types.
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Property name UAQL Data Type Description Platform
File. Boolean Indicates whetherthe  Windows
IsExecutable file is an executable),

determined by
inspecting the file’s

first two bytes.

Available for the
following event types:
File.Create,
File.Delete,

File.
ChangeCreationTime

File.Name String The file name only, all
without the path.
File.Path String The full path including  all
the file name.
File. String In case of Fi'le. Windows
PreviousCreationDate ChangeCreationTime

events: the original
creation date.
File. String In case of all
PreviousName File.Rename
events: the original file

name.
File. String In case of all
PreviousPath File.Rename

events: the original file
path including the file
name.

Image Load Event Properties

September 12,2025

Thefollowing event properties can be used with image load eventsin UAQL queries (event type Image
.Load and Driver.Load). In addition to the properties listed here, the common properties are
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applicable, too.

Property name uAQL Data Type
Image.Name String
Image.Path String
Image.Hash.MD5 String
Image.Hash.SHA1  String
Image.Hash. String
SHA256

Image.Hash.IMP String
Image.Hashes String
Image.IsS1igned Boolean
Image. Boolean
IsSignedByOSVendor
Image.Signature  String

Description Platform

Theimage’sfilename  Win
(e.g.,userenv.dll)

The image’s full path Win
including the image

file name
MD5 hash of theimage Win

SHAL hash of the Win
image
SHA256 hash of the Win
image

Import-table hash of Win

the image

All enabled hashes for ~ Win

image are output

comma-separated,

e.g.: MD5=

CFCD208495D565EF66E7TDFFOF98764DA

,SHA1=
B6589FC6ABODC82CF12099D1C2D40AB994E8410C

Is the image signed? Win
This evaluates to true

even if the certificate

was revoked or is

expired.

Istheimage signed by  Win
the vendor of the

operating system (e.g.
Microsoft)? This

evaluates to true

even if the certificate

was revoked or is

expired.

The signer name. Win
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Property name UAQL Data Type Description Platform
Image. String Evaluatesto Valid Win
SignatureStatus for a valid certificate

and Invalid foran
invalid certificate. Itis
empty if the image is
not signed.

Network Event Properties

September 12,2025

The following event properties can be used with network events in UAQL queries (event type Net. *).
In addition to the properties listed here, the common properties are applicable, too.

Property name uAQL Data Type Description Platform
Net.Target.Ip String The network target’s all

IP address (IPv4 or

IPv6)
Net.Target. Boolean Indicates whetherthe  all
IpIsVe network target’s IP

address is IPv6 (true)

or not (false).
Net.Target.Name  String The network target’s all

name. This is only

availableifit can be

resolved from the local

DNS cache.
Net.Target.Port Integer The network target’s all
port
Net.Target. String A textual all
PortName representation of the

network target port,
e.g: https
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Property name

Net.Target.
Protocol

Net.Source.Ip

Net.Source.
IpIsvVe

Net.Source.Name

Net.Source.Port

Net.Source.
PortName

UAQL Data Type

String

String

Boolean

String

Integer

String

Registry Event Properties

September 12,2025

Description

Either TCP or UDP

The network source IP
address (IPv4 or IPv6)
Indicates whether the
network source IP
address is IPv6 (true)
or not (false).

The network source
name. Thisis only
available if it can be
resolved from the local

DNS cache.
The network source

port

A textual
representation of the
network source port,
e.g: https

Platform

all

all

all

all

all

all

The following event properties can be used with registry events in uAQL queries (event type Reg. *).

In addition to the properties listed here, the common properties are applicable, too.
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Property name

UAQL Data Type

Description

Platform

Reg.Key.Path

Reg.Key.Name

Reg.Parent.Key.

Path

Reg.Key.Path.
New

String

String

String

String

The absolute path of
the registry key (e.g.,
AHKLM\\SYSTEM
\\.*xControlSet
.x\\Services\\
Tmhostss$). Not
supported for
Reg.Key.Rename.
The name of the
registry key - the last
path element of the
full path (e.g.,
Almhostss). Not
supported for
Reg.Key.Rename.
The absolute path to
the parent key (e.g.,
AHKLM\\SYSTEM
\\.*xControlSet
.*\\Servicess).
Not supported for
Reg.Key.Rename.

Win

Win

Win

The new absolute path  Win

of the registry key (e.g.,

AHKLM\\SYSTEM
\\.*ControlSet
.*\\Services\\
Imhosts$). Only
supported for
Reg.Key.Rename
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Property name UAQL Data Type Description Platform

Reg.Key.Path. String The old absolute path ~ Win

old of the registry key (e.g.,
AHKLM\\SYSTEM

Reg.Value.Name String

\\.*xControlSet
.x\\Services\\
lmhosts$). Only
supported for
Reg.Key.Rename.

The name of a key Win
property (e.g.,
RequiredPrivileges

).
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Property name

Reg.Value.Data

Reg.Value.Data.
Number

Reg.Value.Data.
String

UAQL Data Type

String

Number

String

Description

The value is formatted
to be compatible with
Sysmon. DWORD
values are formatted
with a hexadecimal
representation, for
example: DWORD (0
X00000001).
QWORD values are
shownin arange
format, such as:
QWORD (O
X00000001-0
x00000002). Empty
Strings are denoted
as: (Empty). Binary
Data and Multiline
Strings, including
Empty Multiline
Strings, are all
represented as:
Binary Data.
Regular Strings
remain unchanged.
Expandable Strings
have any percent (%)
characters escaped, so
%PATH% becomes
269%P ATH%%.

Access to the
non-formatted DWORD
and QWORD registry
values as number.
Access to the

non-formatted registry
value strings.

Platform

Win

Win

Win
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Property name

Reg.Value.Type

Reg.EventType

UAQL Data Type

Number

String

Description Platform
The numeric value Win
represents the

data-type of the

content written to the

registry value. Possible

values include: 0 =

REG_NONE 1 =

REG_SZ 2=

REG_EXPAND_SZ 3 =

REG_BINARY 4 =

REG_DWORD 4 =
REG_DWORD_LITTLE_ENDIAN

5=

REG_DWORD_BIG_ENDIAN

6 =REG_LINK7 =

REG_MULTI_SZ 8 =
REG_RESOURCE_LIST

o=
REG_FULL_RESOURCE_DESCRIPTOR
10=
REG_RESOURCE_REQUIREMENTS_LIST
11=REG_QWORD 11

REG_QWORD_LITTLE_ENDIAN
For more details, see

the Microsoft
documentation.

The Event Type Win
identifies the actual

registry event.

Possible values

include: SetValue
DeleteValue

RenameKey DeleteKey
CreateKey
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Property name

Reg.File.Name

Reg.Key.Sddl

Reg.Key.Hive

Reg.Key.Target

Reg.
TargetObject

Remote Thread Event Properties

September 12,2025

UAQL Data Type

String

String

String

String

String

Description

Afile path (e.g.,
C:\TempHive.hiv).
Supported for
Reg.Key.Load,
Reg.Key.Restore,
Reg.Key.Save,or
Reg.Key.Replace.
The security descriptor
(SD) of a registry key.
The name of the Hive
(e.g., HKLM).

The absolute path of
the registry key. Takes
Reg.Key.Path.
Oldor
Reg.Key.Pathand
is thus never empty.
This property is either
the full path to the
registry key or the full
path to the registry
value.

Platform

Win

Win

Win

Win

Win

The following event properties can be used with create remote thread events in uAQL queries (event

type Process.CreateRemoteThread). In addition to the properties listed here, the common

properties are applicable, too.
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Property name UAQL Data Type
Thread.Id Integer
Thread. Integer
Timestamp
Thread.Process. Integer
Id

Thread.Parent. Integer
Id

Thread. Integer
StartAddress

Thread. String
StartModule

Thread. String

StartFunctionName

Process.DirectorySdSddl

September 12, 2025

The event property Process.DirectorySdSddlisapowerful tool: it makes the file system per-

Description

The thread identifier of
the newly created
thread.

Event Timestamp

The process identifier
of the process that
runs the newly created
thread.

The process identifier
of the process that has
initiated the remote
thread.

The absolute address
in virtual memory
where the function is
located.

The name of the
library where the
function that was

started is located in.
The name of the

function that was
started as entry point
for the new thread.

Platform

Win

Win

Win

Win

Win

Win

Win

missions of a process’directory available for regex matching and rule evaluation.
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Overview

Whenever an event occurs, uberAgent ESA checksifthe event property Process.DirectorySdSddl
is configured in at least one Threat Detection rule. If that is the case, uberAgent ESA does the
following:

determine the directory of the process executable

read the directory’s security descriptor (SD)

convert the SD to the SDDL string format

in the SDDL string, replace SIDs with user/group names

in the SDDL string, replace hex access masks with readable permissions strings

I e

match the resulting string against the rule’s regex

Security Descriptor Components

Security Descriptors are structures that contain multiple components, some of which are optional:

« Owner

+ Primary group (rarely used, if at all)
+ DACL (permissions)

+ SACL (auditing configuration)

« Attributes (claims)

+ Mandatory integrity label

» Scoped policy ID

uberAgent ESA retrieves all of the SD components shown above.

How It Works in Detail
Converting the SD to the SDDL String Format

Security descriptors are binary structures. In order for humans to read or regular expressions to match
their contents, SDs must be converted to strings. Microsoft established a common format for that
purpose, the Security Descriptor Definition Language.

uberAgent ESA converts all the security descriptor components to SDDL, but it does not stop there
because SDDL has shortcomings.

Converting User/Group SIDs to Names

SDDL strings are more or less 1:1 representations of the binary SD structure. This means that, with
very few exceptions, users and groups are not shown by their names, but by their SIDs, for example
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S-1-5-21-3803133166-2955000686-238773884-1029. Such a SID string is not very use-
ful for regex matching, so uberAgent goes ahead and converts it to the well-known domain\user
format before performing the regex matching.

Converting Hex Access Masks to Permission Strings

The same is true for access masks, which store the actual permission in a 32-bit unsigned integer. In
a raw SDDL string, an access mask might look like this: @x1200a9. That is not very useful for regex
matching because multiple permissions can be combined in one access mask through bitwise OR.
Again, uberAgent does the heavy lifting by converting access masks to a string format that is processed
easily: SetACL’s. With this conversion, the cryptic access mask 9x1200a9 becomes the easily under-
standable string read_execute.

If an access mask contains a combination of multiple individual permissions, uberAgent’s SetACL
string lists all the individual permission names separated by commas.

Example

SDDL string for C: \Windows\System32 as obtained by the Windows API before uberAgent ESA’
s simplifications:

0:5-1-5-80-956008885-3418522649-1831038044-1853292631-2271478464G:S
-1-5-80-956008885-3418522649-1831038044-1853292631-2271478464D:PAI (A
53FAS55S
-1-5-80-956008885-3418522649-1831038044-1853292631-2271478464) (A;
CIIO;GA; ;S
-1-5-80-956008885-3418522649-1831038044-1853292631-2271478464) (A;;0
x1301bf; ;;SY) (A;0ICIIO;GA;;;SY) (A;;0x1301bf; 5 ;BA) (A;0ICIIO;GA;; 3BA)(
A;;0x1200a9;;;BU) (A;0ICIIO;GXGR;;;BU) (A;0ICIIO;GA;;;CO) (A;;0x1200a9
55 3AC) (A;0ICIIO;GXGR;;;AC) (A ;0x1200a9;;3;S-1-15-2-2) (A;0ICIIO;GXGR
333S-1-15-2-2)S:AINO_ACCESS_CONTROL

The same string after uberAgent® ESA replaced SIDs with names:

O:NT SERVICE\TrustedInstallerG:NT SERVICE\TrustedInstallerD:PAI(A;;FA
53 3NT SERVICE\TrustedInstaller) (A;CIIO;GA; ;;NT SERVICE\
TrustedInstaller) (A;;0x1301bf;;;SY) (A;0ICIIO;GA;;;SY) (A;;0x1301bf;;;
BA) (A;0ICIIO;GA;;;BA) (A;;0x1200a9;;;BU) (A;0ICIIO;GXGR;;;BU) (A;0ICIIO
3GA; 5 ;C0O) (A;;0x1200a9;; ;AC) (A;0ICIIO;GXGR; ;3;AC) (A;;0x1200a9;;;
APPLICATION PACKAGE AUTHORITY\ALL RESTRICTED APPLICATION PACKAGES) (A
3O0ICIIO0;GXGR; ; ;APPLICATION PACKAGE AUTHORITY\ALL RESTRICTED
APPLICATION PACKAGES)S:AINO_ACCESS_CONTROL

The same string after uberAgent ESA additionally replaced hex access masks with permission
strings:
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O:NT SERVICE\TrustedInstallerG:NT SERVICE\TrustedInstallerD:PAI(A;;full

;3 3NT SERVICE\TrustedInstaller) (A;CIIO;full;;;NT SERVICE\
TrustedInstaller) (A;;change;;;SY) (A;0ICIIO;full;;;SY) (A;;change;;;BA
) (A;0ICIIO;full;;;BA)(A;;read_execute;;;BU) (A;0ICIIO;read_execute;;;
BU) (A;0ICIIO;full;;;CO) (A;;read_execute;;;AC) (A;0ICIIO;read_execute
55 3AC) (A; sread_execute; ; ;APPLICATION PACKAGE AUTHORITY\ALL
RESTRICTED APPLICATION PACKAGES) (A;0ICIIO;read_execute;; ;APPLICATION
PACKAGE AUTHORITY\ALL RESTRICTED APPLICATION PACKAGES)S:
AINO_ACCESS_CONTROL

Deconstructing the SDDL String

Here is a quick explanation of the security descriptor string format. For the full specifications please

see Microsoft’s documentation.

Splitinto the SD’s components, the SDDL string from the example above is already much more read-

able:

0:NT SERVICE\TrustedInstaller
G:NT SERVICE\TrustedInstaller
D:PAI(A;;full;;;NT SERVICE\TrustedInstaller) (A;CIIO;full;;;NT SERVICE\

TrustedInstaller) (A;;change;;;SY) (A;0ICIIO;full;;;SY) (A;;changes;; ;BA
) (A;0ICIIO;full;;;BA) (A;;read_execute;;;BU) (A;0ICIIO;read_execute;;;
BU) (A;0ICIIO;full;;;C0O) (A;;read_execute;;;AC) (A;0ICIIO;read_execute
;33AC) (A;;read_execute;; ;APPLICATION PACKAGE AUTHORITY\ALL
RESTRICTED APPLICATION PACKAGES) (A;0ICIIO;read_execute;;;APPLICATION
PACKAGE AUTHORITY\ALL RESTRICTED APPLICATION PACKAGES)

S:AINO_ACCESS_CONTROL

As you can see, the four main components of a security descriptor are prepended by the following:

»w O o O

::owner
:: primary group
:: DACL
:: SACL

The DACL part of an SDDL string is a concatenation of access control entries (ACEs), each wrapped
in parentheses. In this example, there are 13 ACEs in the ACL:

(A;;full;; sNT SERVICE\TrustedInstaller)
(A;CIIO;full;;;NT SERVICE\TrustedInstaller)
(A; 5change; 5;5SY)

(A;0ICIIO;full;;;SY)

(A; 5change; ;;BA)

(A;0ICIIO;full;;;BA)

(A;;read_execute; ; ;BU)
(A;0ICIIO;read_execute;;;BU)
(A;0ICIIO;full;;;CO)

(A; ;read_execute; ;;AC)
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(A;0ICIIO;read_execute;;;AC)

(A; ;read_execute; ; ;APPLICATION PACKAGE AUTHORITY\ALL RESTRICTED
APPLICATION PACKAGES)

(A;0ICIIO;read_execute;;;APPLICATION PACKAGE AUTHORITY\ALL RESTRICTED
APPLICATION PACKAGES)

Please see Microsoft’s documentation for an explanation of the ACE properties.

Logging

As you saw above, SDDL strings can be complex. When writing regular expressions to match them,
you need to know what you are dealing with. In other words, you need log samples.

Tip: while working on a Threat Detection rule involving the security descriptor, set the rule’s Ver-
boselLogging config element to true. With verbose logging enabled, uberAgent’s write messages
like the following to its log file:

GetPermissionsSddl,Read the SD of <\\?\C:\WINDOWS\System32>

Security Score

September 12,2025

uberAgent ESA’s security score is a scoring system that calculates and visualizes the current and past
status of ESA’s two primary data sources, Security and Compliance Inventory (SCI) and Threat Detec-
tion Engine (TDE). In short, SCl is a script-based test engine that detects insecure configurations, while
TDE is a rules-based engine that continuously monitors endpoints for unusual or risky behavior. Se-
curity scores are assigned to the results of the two data sources and range from zero to ten. Scores of
zero to four are considered high risk, scores of four to seven are considered medium risk, and scores
of seven to ten are considered low risk.

Security Score Dashboard

The security score dashboard is the entry point to uberAgent ESA’s Splunk app. The dashboard visu-
alizes security scores for the entire estate monitored by uberAgent ESA, breaking down data by data
source, category, test, and rule tag to highlight potential security risks.
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Overall Score
Filter field: Filter operator: Filter expression:
Host - in - ' m Hide Filters
Add filter
Today Over time uberAgent host to license distribution
10 100

#Hosts

Tue Aug 29 Thu Aug 31 Sat Sep 2
2023

#FUXM FESA

The filter at the top allows filtering the dashboard to a subset of machines. By default, all devices are
shown.

On the left, one can see the overall score and the trend compared to yesterday. In the middle, the
score development over timeis visualized. On theright, one can see the host to license distribution
panel, which compares and highlights uberAgent UXM to ESA deployment mismatches.

Security & Compliance Inventory and Threat Detection Engine Scores

Security & Compliance Inventory Threat Detection Engine

Overall SCI score (today) Overall TDE score (today)

The overall score is derived from two data sources, SCl and TDE:

+ SCl score: indicator for insecure or non-compliant configured devices, user accounts, and appli-
cations.

« TDE score: indicator for risky or unusual behavior of devices, user accounts, and applications.

The charts show a trend indicator for the last day and a sparkline for the last seven days.
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Security & Compliance Inventory Threat Detection Engine

Overall SCl score (today) Overall TDE score (today)

SCI category scores (today) TDE event categery scores (today)
Antivirus Certificate Firewall LocalUsersAndGr... File Image Metwork
waork . Pomrsnll sw:a . WindowsConfigur... Registry
81 4.9 i

Score Components

Each data source score is calculated from the underlying test category scores for the past seven days.
See score calculation for further details. Each category score is displayed in a single-value visualiza-
tion along with a sparkline and trend indicator.

uberAgent ESA ships with an extensive list of Security and Compliance Inventory tests to monitor var-
ious aspects of the endpoints. Each test belongs to a category. For each category, a security score is
calculated and visualized in the dashboard panel. As customers may add their own tests, with their
own categories, the dashboard dynamically displays test categories as test results are received by the
(Splunk) backend.

Threat Detection Events can originate from various event types. Each event type is associated with a
TDE event category, such as file, image, or network. The Security Score dashboard displays and cal-
culates a security score for each TDE event category found in the events processed by the backend.

SCI Test Analysis

The charts below show scores for tests executed within the last 24 hours. Tests with low (red) or
medium (yellow) security scores may warrant your attention.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 221


https://docs.citrix.com/en-us/uberagent/7-4-0/esa-features-configuration/security-score#score-calculation
https://docs.citrix.com/en-us/uberagent/7-4-0/esa-features-configuration/threat-detection-engine-details/event-types

uberAgent 7.4

SCl test analysis (last 24h)

Low score Medium score High score

6 19

Score:

Low Medium High

Category = Test = Risk score < Lowest < #Hosts ©
Antivirus Antivirus status 100
Firewall Firewall status 0@
Service Uncommon locations 100
Service Uncommon locations of service.dll 90
WindowsConfiguration WindowsConfiguration HTA 1]

Certificate Protected root certificates 1]

Explanation of the data in the table

Click on anitemin the table to perform a drilldown. If you do so, a new data table displays the results
for a particular test. The table shows which endpoints the test was performed on. By default, hits
are grouped by hardware model. Other groupings are available. To drilldown further, click the first
column to display all hosts in the selected group by field (1). The new drilldown table displays the
lowest and highest security score, as well as the scope of the test. To analyze a specific host, click
the host (2). Another drilldown table displays the scope, security score, risk score, and the actual test
result (3).
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Data table: "Protected root certificates" in "Certificate"

Description
Checks if root certificates can be installed by users.

Group by:

Hardware mode v
Hardware model = #Hosts < Lowest = Daily average = Risk score =
Virtual Machine 8 3.6 3.6 20
Host Scope:

All v All -

Detail view on: "Protected root certificates” in category "Certificate” grouped by Hardware model "Virtual Machine"

Host = Scope = Lowest Security score = Highest Security score =
2 TLY1 Mac e 3.6 3.6
Machine 3.6 3.6
NIGHTLY2 Machine 3.6 3.6
NIGHTLY3 Machine 3.6 3.6
NIGHTLY4 Machine 3.6 3.6
NIGHTLYS Machine 3.6 3.6
NIGHTLYS Machine 3.6 3.6
HGHTLYS Machine 3.6 3.6

Host analysis: NIGHTLY11

Scope Security score % Risk score = Enabled =
Machine 3.6 80 true
TDE Tag Analysis

The charts below show scores for TDE rule tags found within the last 24 hours. Low security scores
are considered high risk (red), medium scores medium risk (orange) and high security scores low risk
(yellow). Therefore, rule tags with low or medium risk scores may require the most attention. Click on
an item in the table to analyze the tag in more detail on the Threat Detection Events dashboard.
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TDE tag analysis (last 24h)

High risk Medium risk Low risk

C 4

#Tags

Risk:

Medium Low

Tag = Events = Hosts = Score = Max risk =
proc-start-suspicious-processes-spawned-by-winrm 1 1
suspicious-volume-shadow-copy-vssapi.dll-load 2 1

suspicious-volume-shadow-copy-vsstrace.dll-load 2 1

Explanation of the data in the table

Failed SCI Tests

@ Failed SCI tests

Test executions can fail on endpoints for various reasons. If a test script runs into an error, uberAgent
sends the errors message to the configured backend. The dashboard dynamically creates a button at
the bottom of the page to display information about the failed execution. Click on the plus sign next
to Failed SCI tests to reveal information about affected devices or users and error messages received
in the last 24 hours.

Score Calculation

The security score is calculated separately for the two data sources as they contain different elements
to be considered in the calculation.

SCI Score Calculation

Each test result is sent to the backend with a result score (SecurityInventoryScore)as well as
arisk score (SecurityInventoryRiskScore). Theresult scoreis contains the actual test result,
whereas the risk score describes the test’s importance (criticality). The following formula combines
the result score with the risk score into the actual security score.

Each security score for SCl eventsis calculated asfollows: (106 - ( 10 - SecurityInventoryScore
)x SecurityInventoryRiskScore)/ 100)
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Automatic Score Calculation SCl security scores are automatically evaluated every 30 minutes for
the past 60 minutes. Results are stored in a separate score index. Within the calculation, the corre-
sponding search makes sure to avoid evaluating duplicates by comparing event timestamps with the
timestamps of the last calculated events in the score index.

Trigger Score Calculation Manually The Security Score dashboard’s last panel displays a time-
stamp indicating the time of the latest calculation search results within the score index. To update
the results, users can click the Refresh Now button. After successfully triggering the calculation, users
see a spinner animation within the button. Once the dashboard reloads, the search job is finished. If
the timestamp remains unchanged after clicking the button, it may indicate that no new SCI events
were found. As a result, no new calculation events were written to the score index.

By default, Security and Compliance Inventory events are updated ewvery 30 minutes. Latest SCI event timestamp: 2023-12-22 09:29:57.

To view the most recent data, click the Refresh Now button below. The dashboard reloads after the search job completes. Note that the timestamp is updated only when newer data is found.

Refresh Now

TDE Score Calculation

Events generated by the Threat Detection Engine do not come with a result score. Therefore, the fol-
lowing formula calculates a security score for TDE events.

Security score = ((101 - RiskScore)/10)x (1 - (#Events / #AllEvents)x
0.05 )x (1 - (#Devices / #AllDevices)x 0.05)

The formula uses the following variables:

+ RiskScore: The risk score that was configured for the specific TDE rule.
« #Events: The number of events for the specific TDE rule.

«+ #AllEvents: The number of all events produced by any TDE rule.

« #Devices: The number of devices affected by the specific TDE rule.

« #AllDevices: The number of all devices affected by any TDE rule.

The formula is designed to take into account three factors: risk score, number of events, and the
number of devices. The first part of the formula subtracts the risk score from 101 and divides the
result by 10. Thisis done to invert the risk score scale so that a higher risk score marks a lower security
score. The second and third parts of the formula are based on the concept of exponential decay. They
calculate the proportion of events and devices relative to their respective maximum values and then
convert these proportions into a decay using the exponential function. The decay factors are then
multiplied and scaled by a factor of 0.05. Multiplying with that factor ensures that the impact of counts
(events and devices) on the security score is not too strong. Finally, the three factors are combined by
multiplying them to result in the final security score for TDE events.
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Score Ranges
Security Score

The security score combines uberAgent ESA’s main data sources, Security and Compliance Inventory
and Threat Detection Engine. The score an indicator for insecurely configured devices, or risky be-
havior on endpoints. The table below shows the security score ranges, where their categorization
changes and which colors are applied in the dashboard panels.

Type Threshold SCl color TDE color

High security score green yellow
=8

Medium security score yellow orange
=48&<8

Low security score <4 red red

Risk Score

The risk score is used to describe the importance of a SCl test or a TDE rule. As risk scores are used in
the security score calculation, they are used to add weight to the actual result. Risk scores range from
zero (low risk) to one hundred (high risk).

Risk score Threshold
High

=80
Medium

=40 & <80
Low <40

Hash Calculation of PE Images

September 12,2025
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uberAgent ESA calculates hashes of executables (e.g., . exe, .d1 1l or . sysfiles). Whenever a process
is started or a DLL is loaded, uberAgent calculates the hash of the file located on disk. uberAgent
supports the hash variants MD5, SHA-1, SHA-256, and ImpHash both individually and simultane-
ously.

Configuration

The uberAgent ESA hash calculation feature is configured through the process startup setting
EnableCalculateHash. Inthe default configuration, MD5 hash calculation is enabled.

Process and library (DLL) hashes are cached to reduce CPU load. Cache lifetime is managed auto-
matically. The cache’s size can be configured (or disabled altogether) via the configuration setting
HashesCacheMaxSize.

Metadata
Sourcetype

Process hashes are part of the sourcetypes uberAgent:Process:ProcessStartup and
uberAgentESA:Process:ProcessStop. Please see the metrics documentation for a descrip-
tion of the fields.

Due to the huge amount of data being produced, hash values forimage load events are not sent to the
backend but can be used with the Threat Detection Engine.

Authenticode Signature Verification

September 12,2025
uberAgent ESA verifies the Authenticode signature for every process that is started.

The following information is collected:

+ Is the executable signed by the OS manufacturer, e.g., Microsoft?
+ Is the Authenticode signature valid?
« The Authenticode signer’s name

Configuration

uberAgent ESA Authenticode verification is configured through the process startup setting
EnableAuthenticode. Inthe default configuration, Authenticode verification is enabled.
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uberAgent ESA caches the results of Authenticode verifications. The number of cached results can
be set via AuthenticodeCacheMaxS1ze, which is preset to 500 entries in the default configura-
tion.

Metadata
Sourcetype

Authenticode signatureinformationis part of the sourcetypeuberAgent:Process:ProcessStartup
. Please see the metrics documentation for a description of the fields.

Security & Compliance Inventory

September 12,2025

uberAgent ESA Security & Compliance Inventory (SCI) is a testing and rating framework that checks
the attack surface of your operating systems and applications. The test results are used to calculate
security scores that pinpoint configuration and security hardening weaknesses.

Security & Compliance Inventory tests are scheduled to run at regular intervals to always provide a
complete and accurate status of the security configuration of all devices in the fleet. Test results are
reported to uberAgent’s backend along with the other metrics and KPIs collected by uberAgent’s end-
pointagent. uberAgent ESA’s Security Score dashboard intuitively visualizes the test scores, highlight-
ing insecure device or application configurations.

uberAgent ESA comes with a comprehensive suite of ready-to-use SClI tests for many common attack
vectors. Customizing and extending ESA’s SCl tests are explicitly encouraged. By adding tests of their
own, customers and partners can automate the verification of an organization’s security policy or
check the configuration of line-of-business applications.

Test Storage

uberAgent ESA Security & Compliance Inventory tests are part of uberAgent’s configuration, which is
maintained in the uberAgent Configuration GitHub repository.

Visualization

ESA Security & Compliance Inventory test results are visualized in the Security Score dashboard, which
is part of the uberAgent_ESA Splunk searchhead app.
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Test Configuration

September 12,2025

uberAgent ESA’s Security & Compliance Inventory tests are part of the configuration. This page docu-
ments the configuration syntax.

Example
Timer

Inthe following example, uberAgent® runs all Security & Compliance Inventory tests from the category
Antivirus once every 24 hours:

[Timer]

Name = Security & Compliance Inventory timer
Interval = 86400000

Start delay = 600000

Persist interval = true

UA metric = SecurityInventory.Antivirus

SecuritylnventoryTest

Each Security & Compliance Inventory test is defined in a stanza such as the following. Note the
Category assignment, which corresponds to SecurityInventory.Antivirus from the
Timer stanze above.

[SecurityInventoryTest]

Name = Antivirus

ScriptId = 71270F6B-7160-4629-90C4-F36E621D43E1

Category = Antivirus

ScriptCommandline = "###UA_SI_LOCALPATH###\Antivirus\Antivirus.psl"
Interpreter = PowerShell

ScriptTimeoutMs = 600000

OutputFormat = JSON

ScriptContext = SessionOAsSystem

IntegrityLevel = High

Scriptinterpreter

The method of execution is configured in ScriptInterpreter stanzas. PowerShell scripts are
invoked as defined in the following example:
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[ScriptInterpreter]

Name = PowerShell

Executable C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe
Parameter -ExecutionPolicy Bypass -file ###UA_SCRIPT###

Test Definition

There can be any number of [SecurityInventoryTest] stanzas, each defining one test script.
Tests are processed in the order in which they are defined in the configuration. uberAgent ESA always
processes all scripts for every timer run containing the metric SecurityInventory.CATEGORY
where the timer stanza’s CATEGORY matches the category from the SecurityInventoryTest
stanza.

A [SecurityInventoryTest] stanza may contain the following settings.

Scriptid

» Settingname: ScriptId

« Description: a GUID that represents the script. Must be unique.
+ Valid values: a GUID

« Default: empty

+ Required: yes

Category

+ Setting name: Category

+ Description: a category name for the test. Multiple tests can have the same category name
(e.g., Antivirus).

+ Valid values: Any string

 Default: empty

« Required: no

Name

» Setting name: Name

+ Description: a name for the test which is logged in the uberAgent log file in case of an error.
+ Valid values: Any string

+ Default: empty

« Required: no
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ScriptCommandline

+ Setting name: ScriptCommandline
« Description: the full path to the script.

« Valid values: any valid file system object
+ Default: empty

+ Required: yes

Interpreter

« Settingname: Interpreter

» Description: the interpreter that starts the script. See stanza [ScriptInterpreter]. If
left empty, the ScriptCommandline isrun "as is” without prepending the invocation of an
interpreter.

+ Valid values: any string

+ Default: empty

« Required: no

ScriptTimeoutMs

« Settingname: ScriptTimeoutMs
« Description: timeout in milliseconds.
« Valid values: any number

+ Default: 90000

« Required: no

OutputFormat

+ Setting name: OutputFormat

 Description: defines the output format of the script.
+ Valid values: JSON

+ Default: JSON

+ Required: no

ScriptContext

« Setting name: ScriptContext

« Description: defines the context in which the script is started.
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+ Valid values:

« Session®AsSystem: runs the script once per timer run in the context of the local SYS-
TEM user.

+ UserSessionAsSystem: runs the script for each user logged in during the timer runin
the context of the local SYSTEM user.

+ UserSessionAsUser: runs the script for each user logged in during the timer run in
the context of the user.

+ Default: Session0AsSystem

« Required: no

IntegrityLevel

This setting is available on Windows only.

« Settingname: IntegritylLevel

+ Description: defines the integrity level at which the script is started.
Format: LEVEL [+Mitigationl] [-Mitigation2] [+Mitigation3] [...]
See the sandbox documentation for details on the available mitigations.

« Valid values for LEVEL:

« Low: integrity level is set to low.
+ Medium: integrity level is set to medium.
« High: integrity level is set to high.

o Default: medium

+ Required: no

Script Interpreter Definition

A [ScriptInterpreter] stanza may contain the following settings.

Name

« Setting name: Name

» Description: a unique name for the interpreter. This name must be referred to in the
Interpreter setting ofthe [SecurityInventoryTest] setting.

+ Valid values: any string

« Default: empty

+ Required: yes
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Executable

+ Setting name: Executable

« Description: the full path to the interpreter that executes the script.
« Valid values: full path to the script.

+ Default: empty

+ Required: yes

Parameter

« Setting name: Parameter

» Description: parameters for the interpreter. The script name must be specified here via the
placeholder UA_SCRIPT (see below).

+ Valid values: any string

+ Default: empty

+ Required: yes

UA_SCRIPT Placeholder A script interpreter stanza specifies how to execute scripts from a given
language. The script to be executed is specified via the placeholder ###UA_SCRIPT###, a variable
that is replaced with the ScriptCommandline from the SecurityInventoryTest stanza be-
fore running a script.

Test Scripts

September 12,2025

uberAgent ESA’s Security & Compliance Inventory (SCI) test scripts can be authored in any interpreted
or compiled programming language. Typically, an interpreted language such as PowerShell or Python
is used. This page documents conventions and requirements for SCI test scripts.

Test Script Execution

Tests are scheduled by uberAgent’s endpoint agent according to the test configuration.

Tests are run sandboxed according to the principle of least privilege. Please see the sandbox docs for
details.
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If a test is executed in user context, it is checked whether the user has read permissions. If not, the
built-in group Users is added to the parent directory. If this is not desired, it can be disabled via the
ConfigFlag DisableSetFilePermissionsOnExec.

Test Script Output
Multiple Tests per Script

A Security & Compliance Inventory test script may perform multiple independent tests per script in-

vocation.

Console Output

uberAgent expects a test script’s output on the console (stdout). The script must only print test
output to the console. Any other console output must be suppressed.

Output Encoding Set the encoding to Unicode. When using PowerShell scripts, the following line
should be specified at the beginning of each script:

[Console]: :OutputEncoding = [System.Text.Encoding]::UTF8

Output Format

Format Specification The expected output format is configured in the OutputFormat setting of
the [SecurityInventoryTest] stanza (docs).

JSON Format A test result that uses JSON output format looks like this:

[
{
"Name": "PowerShell v2 disabled",
"Score'": 2,
"RiskScore": 0,
"ResultData": "Yes",
"ErrorCode": 0,
"ErrorMessage": ""
}
)
{
"Name": "PowerShell remoting allowed",

"Score'": 2,
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"RiskScore": 80,
"ResultData": "Yes",
"ErrorCode": 0,
"ErrorMessage": ""

]

Please note that the dashboard is designed to handle Security and Compliance Inventory test results
as JSON objects only. Adding tests that do not use JSON output format may result in faulty dashboard
panels or misleading information.

Modify Test Names and Descriptions

uberAgent ESA ships with an extensive set of pre-defined tests than can be executed through its Se-
curity and Compliance Inventory functionality. Each test is displayed with a human readable name
and a short description. As customers may add their own tests, test display names and descriptions
have to be added as well.

To modify existing or add new tests to this table, change the following input lookup file in
$SPLUNK_HOME /etc/apps/uberAgent_ESA/lookups/security_inventory_checknames
. csvV. Please make sure to distribute the changed input lookup file to all search heads.

The lookup file contains three columns.

« SecuritylnventoryName: this field contains the test name that was used in the script. To save
data volume, this name may be abbreviated. Example: CMProtRoot

« SecuritylnventoryDisplayName: this field contains the display name of the test to improve
readability. Example: protected root certificates

+ SecuritylnventoryNameDescription: this field contains a description of the test to be dis-
played in the data table after selecting a test in the SCI test analysis chart. Example: Checks if
root certificates can be installed by users.

Output Fields

The following table describes the fields that may be part of a test script’s output:

Field name Format Valid values Description
Name String Any string The name of the test.
Must be quoted to

avoid parsing errors.
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Field name Format Valid values Description

Score Number 0-10 The resulting test score
on a scale from 0 (very
bad) to 10 (excellent).

RiskScore Number 0-100 The severity of the test
(how risky is the tested
thing).

ResultData String Any string Configuration
information

determined by the test.
Should be quoted to
avoid parsing errors.
ErrorCode Number Any number Indicates success or
failure. 0 = success.
ErrorMessage String Any string Optional error
message returned by
the test. This message
is logged to the agent

log.

Script Sandbox

September 12,2025

uberAgent ESA’s Security & Compliance Inventory test scripts are run sandboxed according to
the principle of least privilege. This page documents the sandbox security levels and all avail-
able mitigations. A script’s sandbox is configured via the IntegritylLevel setting of the
SecurityInventoryTest stanzain the test configuration.

Mitigations & Ul Limits

The following tables list the mitigations and Ul limits that are available to limit the capabilities of a
script sandbox.

Please note that the three integrity levels are just convenient aliases for common sets of mitigations.
As described on the test configuration page, any mitigation and limit can be explicitly enabled or dis-
abled.
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Mitigations

Mitigation

name Description

ControlFlowGuarBinables
Control Flow
Guard for the
started
executable.

DataExecutionPrérenvtints code
execution
from code
inside a
memory page
marked as
non-
executable.

Integrity Level
low

v

v

DataExecutionFoRGhildRrocessesFtomATL

execution
from code
inside a
memory page
marked as
non-
executable
(active
template
library thunk
layer).

Integrity Level Integrity Level

medium high

v -

Supported 0OS

Windows 8.1
and newer

Windows 8.0
and newer

Windows 8.0
and newer
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Mitigation

name Description

Integrity Level
low

DisableVariousUrfi@mventn DIlExtendionPoints

some built-in
third-party
extension
points from
being turned
on, which
prevents
legacy
extension
point DLLs
from being
loaded into
the process.
DynamicCodeMustpesigeed
must be either
signed by
Microsoft, by
the Windows
Store, or by
the Windows
Hardware
Quality Labs
(WHQL).

ForceRelocatelmagésRégsitteRelocétionSection

“Address
space layout
randomiza-
tion”
technique,
which loads
the address
space of key
data areas of
a process into
random
positions.

Integrity Level Integrity Level

medium high

N4 -

Supported OS

Windows 8.0
and newer

Windows 8.1
and newer

Windows 8.0
and newer
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Mitigation Integrity Level
name Description low

HeapTerminateProdestsbhe v

heap to

terminate if it

becomes

corrupt.
AllowChildProcesSetsthe 2

number of

allowed child

processes.
NonRemotelmagSebeihgltypdsd v

of executable

images that

are allowed to

be mapped

into the

process.

When turned

on, images

cannot be

loaded from

some

locations,

such as

remote

devices or

files that have

alow

mandatory

integrity label.
NonSystemFontsBlocked v

loading of

fonts outside

of the

standard

Windows

fonts

directory.

Integrity Level
medium

v

Integrity Level

Supported OS

Windows 8.0
and newer

Windows 8.1
and newer

Windows 10
and newer

Windows 10
and newer
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Mitigation Integrity Level Integrity Level
name Description low medium

PreferSystem321i3téSd®éApplicatidnDirectory v

preferably
loaded from
the
System32
directory
instead of the
application
directory.
StrictHandleChecldse process v -
will receive a
fatal errorifit
manipulates a
handle that is

not valid.
StructuredExceptRyettemdr®verwfiteProtection -

code from
overwriting
the structured
exception
handler.

Ul Limits

Integrity Level Integrity Level
Ul limitname  Description low medium

UiLimitHandles Prevents v v

processes
from using
user handles
owned by
processes not
associated
with the same
job.

Integrity Level

Integrity Level

Supported OS

Windows 10
and newer

Windows 8.0
and newer

Windows 8.0
and newer

Supported 0OS

Windows
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Ul limit name

Integrity Level Integrity Level
Description low medium

UiLimitReadClipbRrancknts v v

processes
from reading
data from the
clipboard

UiLimitWriteCliptbaretnts v v

processes
from writing
data to the
clipboard.

UiLimitSystemPaPrmatets v v

UiLimitDisplaySefiagsnts v v

UiLimitGlobalAtoRrevents v v

processes
from

changing

system

parameters by

using the
SystemParametersInfo
function.

processes

from calling

the
ChangeDisplaySettings
function.

processes
from
accessing
global atoms.
When this flag
is used, each
job has its
own atom
table.

Integrity Level

Supported OS

Windows

Windows

Windows

Windows

Windows
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Integrity Level Integrity Level Integrity Level
Ul limitname  Description low medium high Supported OS

UiLimitDesktop Prevents v v - Windows
processes
from creating
desktops and
switching
desktops
using the
CreateDesktop
and
SwitchDesktop
functions.
UiLimitExitWindoRrevents v v - Windows
processes
from calling
the
ExitWindows
and
ExitWindowsEx
functions.

DNS Query Monitoring

September 12,2025

uberAgent ESA monitors outgoing DNS queries and their responses. Thisincludes all DNS queries that
are processed by the operating system.

Functionality

The implementation and functionality of DNS query monitoring differ between operating systems.
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Windows

uberAgent uses the local DNS machine’s DNS resolver as the data source. uberAgent sees all DNS
requests that are handled by the OS, including requests via encrypted DNS (DoT or DoH). uberAgent
doesn’t see requests that bypass the OS resolver, e.g., requests from tools such as nslookup.

uberAgent cannot differentiate between requests that go over the wire and requests that can be an-
swered from the local DNS cache. Both types of requests are collected by uberAgent.

macOS

uberAgent monitors network traffic at the packet level. uberAgent sees any and all DNS requests, but
it cannot process encrypted DNS (DoT or DoH). uberAgent only collects requests that go over the wire,
it doesn’t process requests that can be answered from the local DNS cache.

Configuration

uberAgent ESADNS query monitoringis enabled or disabled through the timer metricDnsMonitoring
. For Windows clients, this feature requires Windows 8.1 or newer versions of Windows since the data
source for this event is not available in previous Windows versions, such as Windows 7. Enabling the
metric on unsupported Windows versions has no effect. For macOS, all versions are supported.

Metadata
Sourcetype

DNS query monitoring events are sent with the sourcetype uberAgentESA:Process:DnsQuery

(documentation). This feature may significantly increase the data volume and can be limited us-
ing event data filtering. uberAgent’s configuration includes a comprehensive set of rules to exclude
known and harmless DNS requests.

Threat Detection

DNS monitoring events are also available via uberAgent’s Threat Detection engine. This allows the
creation of rules to report specific DNS events (e.g., malicious events or threat detection).

Visualization

DNS query monitoring events are visualized in the DNS Exfiltration and Tunneling dashboard, which is
part of the uberAgent_ESA Splunk searchhead app.
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MITRE ATT&CK Integration

September 12,2025

MITRE ATT&CK

The MITRE ATT&CK® framework is a knowledge base of adversary tactics and techniques based on real-
world observations of cybersecurity threats. With the help of ATT&CK, different stakeholders (offense,
defense, SOCs, third-party vendors, and so on) can speak the same language to describe attacks on
enterprise IT and mobile devices. While there are other similar frameworks available, ATT&CK is the
de-facto industry standard.

Integration With uberAgent® ESA

When an uberAgent ESA Threat Detection rule matches suspicious activity, uberAgent’s endpoint
agent sends an event to its configured SIEM backend. uberAgent annotates Threat Detection events
with ATT&CK technique IDs.

Annotations are part of the ESA Threat Detection rule specification. Implementation details can be
found here. Below is a rule sample:

[ActivityMonitoringRule]
# Detects suspicious DNS queries known from Cobalt Strike beacons
RuleName = Cobalt Strike DNS Beaconing
EventType = Dns.Query
Tag = cobalt-strike-dns-beaconing
RiskScore = 100
Annotation = {
"mitre_attack": ["T1071", "T1071.004"] }

Query = (Dns.QueryRequest like r'"aaa.stage.%" or Dns.QueryRequest like
r'"post.1%")

GenericPropertyl

GenericProperty2

Dns.QueryRequest
Dns.QueryResponse

Visualization

The uberAgent ESA Splunk app processes the Threat Detection events with technique ID annotations
and adds context like the technique’s name, its description and detection, and the URL to the tech-
nique on the MITRE website.
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This processed information is visualized in the Threat Detection Events dashboard. In the screenshot
below you can see the number of events by technique ID, and the distribution of events by ID over
time.

it uberAgent

Activity Monitoring Events STl Expertiy
This dashboard lists processes that were tagged for risky behavior. The data is enriched with MITRE ATT&CK?® information.
Time range: Filter field: Filter operator: Filter expression:
Last 1 hour - Host - in - N m Hide Filters
Add filter
Overview
#Hosts #Process names: #Parent process names: #Application names #Users: #Tag ATT&CK techniques: Max. risk score
7 6 5 2 3 7 3 75
Events by application Events by tag Events by ATT&CK technique
n-memory-powershel
Citrix Config Synchronizer Tose
. - net-connect-..-non-browser
TI058.001 - PowerShel
net-connect...shel-network TI047 - Wind._strumentation

Microsoft Windows 05

Process tagging events grouped
Count: Group by:

Events . ATT&CK technique v %

Events per selected group over time (try zooming in!)

75
5
25 T1059.001
M 71086

8:40 AM 8:45 AM 8:50 AM 8:55 AM 9:00 AM 9:05 AM 910 AM a5 AM 9:20 AM 9:25 AM 9:30 AM 9:35 AM
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2022

The further you scroll down the more details you get. The first table in the screenshot below shows
details foreach technique. Aclick on atechnique row lists all events where the technique was detected
in the second table in the screenshot below.
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Events per selected group (effective interval: 2022-02-15 08:37:00 - 2022-02-15 09:38:00)

ATT&CK technique #Events + #Hosts & #Process names #Parent process names #Application names #Users #Tags & #ATTRCK techniques + Max risk score
Ti047 220 1 1 1 1 1 1 1 s
T1059.001 55 1 1 1 1 1 1 1 7
T1086 55 1 1 1 1 1 1 1 75

Explanation of the data in the table

Events in selected group: ATT&CK technique = T1047 @

Fields to display:

Name (ID) X Parent(ID) X ~Application (version) X User (session D) X  Elevated X Protected X Tag X ATT&CK techniques X

User ATT&CK
Eventtype  #Events Application (session  Elevated  Protected techniques
Time ¢ Host ¢ < ¢ Additional Data * Name (ID) # Parent (ID) + (version) ¢ D) + < s Tag: s
2022-02-15  NIGHTLY!  Image.load 2 Image.Name: wbemcomn.dll ConfigSyncRun.exe  ConfigSyncService.exe  Citrix Config  NETWORK 1 0 wmi- Ti047
08:37:16 Image.Path: C:\Windows\System32\wbencomn.d11 (8716) (2704) Synchronizer  SERVICE modules-
Image.Hash.MDS: 3423A91671C32A82B0D0025828184537 (7.30.0.12) © loaded
Image.Hash. SHA1: B20982AF8CBE964099C74B54643ACI21E7BTD424
Inage.Hash. SHA256
6F5C30519B66A0SEBE6S4CEBDEF 274A71 3CADBFB1DAOSDT504E270542A74D673
Tmage.Hash. IMP: 28FB09158B9BDF89CEI5BE3A6345ED90
2022-02-15  NIGHTLY!  Image.load 2 Image.Name: fastprox.dll ConfigSyncRun.exe  ConfigSyncService.exe  Citrix Config  NETWORK 1 0 wmi- Ti047
08:37:16 Inmage.Path: C:\Windows\System32\wbem\fastprox.dll (8716) (2704) Synchronizer  SERVICE modules-
Tmage.Hash.MD5: 95C49381FETB! DCBAF (7.30.0.12) ©) loaded

Image.Hash. SHAT: B14E2EEQSFD39BE3SE3114EE6DFDDB37DE620FAL
Image. Hash. SHA256

079EE270C93E683FF 7BD1B26667FECAE4IESF 74ADB1CBT31F521D8BAEB213E12
Image.Hash.IMP: E823F281398172902F38B3C0023754F3

Note that the rightmost column ATT&CK techniques is highlighted in blue. When you click on it you
get detailed ATT&CK information on the technique ID in a pop-up.

Events per selected group (effective interval: 2022-02-15 08:37:00 - 2022-02-15 09:38:00)

ATT&CK technique * #Events * #Hosts * #Process names + #Parent process names * #Application names = #Users * #Tags #ATT&CK techniques Max. risk score +
T1047 220 1 1 1 1 1 1 1 75
T1059.001 55 1 1 1 1 1 1 1 75
T1086 55 1 1 1 1 1 1 1 75

Explanation of the data in the table

Events in selected group: ATT&CK technique = T1047 @ T1047 - Windows Management Instrumentation
ose

Fields to display: -
Description

Name (ID) X Parent(ID) X Application (version) x User (session ID) x ~ Elevated x
Adversaries may abuse Windows Management Instrumentation (WMI) to execute malicious commands and payloads. WMIis an

Protected X Tag X  ATT&CK techniques X administration feature that provides a uniform environment to access Windows system components. The WMI service enables both
local and remote access, though the latter is facilitated by Remote Services such as Distributed Component Object Model (DCOM)
and Windows Remote Management (WinRM). (Citation: MSDN WMI) Remote WMI over DCOM operates using port 135, whereas WMI
over WinRM operates over port 5985 when using HTTP and 5986 for HTTPS. (Citation: MSDN WMI) (Citation: FireEye WMI 2015)

Eventtype  #Events An adversary can use WMI to interact with local and remote systems and use it as a means to execute various behaviors, such as
Time & Host & s +  Additional Data + N gathering information for Discovery as well as remote Execution of files as part of Lateral Movement. (Citation: FireEye WMI SANS
2015) (Citation: FireEye WMI 2015)
2022-02-15  NIGHTLY1  Image.Load 2 Image.Name: wbemcomn.dll c
08:37:16 Inage.Path: C:\Windows\System32\wbencomn.d11 ( Detection
Inage.Hash.MDS: 3423A91671C: 184537

Monitor network traffic for WMI connections; the use of WMI in environments that do not typically use WMI may be suspect. Perform
process monitoring to capture command-iine arguments of "wmic" and detect commands that are used to perform remote behavior.
(Citation: FireEye WMI 2015)

Image.Hash. SHAT: B20982AF8CBE964099CT4B54643AC921ETBTDA24
Image. Hash. SHA256

6F5C30519B66A0SEBEGS4CEBDEF 27471 ICADBFB1DAOSDTS04E270542A7 40673
Image.Hash.IMP: 28FB@915BBIBDF8ICEISBE3A6345ED90 More Information

20220215 NIGHTLY!  Inage.Load 2 Inage.Nane: fastprox.dll ¢ hitpsi/attackmitre.org/techniques/T1047

08:37:16 Image.Path: :\Windows\System32\wbem\fastprox.dll (¢

Image.Hash.MDS: 95C49381FE7B52484D20B068587DCEAF

Image.Hash. SHAT: B14E2EEOSFD39BEISE114EE6DFDDB3TDE620FAL

Image. Hash. SHA256:

079EE276C93E683FF7BD1B26667FECAE49ESF 74ADB1CBT31F521D88AEB213E12
Image.Hash.IMP: E823F281398172902F38B3C0023754F3

Installation

The ATT&CK integration is enabled by default. You don’t need to do anything except install the uber-
Agent ESA Splunk app on your Splunk search heads. The installation is documented here.

Keeping ATT&CK Up-to-Date

Every uberAgent release includes the latest ATT&CK information. If you notice that MITRE made
changes to their ATT&CK framework and want the updated data in Splunk, you have two options:

1. Wait for the next uberAgent version and update the ESA Splunk app
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2. Update the CSV file for the ATT&CK Splunk lookup manually

a) The current CSV is always accessible in our GitHub repository. Download the file
annotation_mitre_attack.csv from there.

b) Replace the filein SSPLUNK_HOME /etc/apps/uberAgent_ESA/lookups

c) Restart Splunk

3. Context: in the year 2021, MITRE made five changes to the source

uberAgent ESA and Splunk Enterprise Security

Splunk Enterprise Security also has an ATT&CK integration and uberAgent integrates with ES, too. Be-
low is a short summary of both integrations to avoid confusion.

uberAgent MITRE ATT&CK Data in uberAgent ESA Dashboards

The uberAgent ESA Splunk app visualizes the data collected by uberAgent’s endpoint agents. The
uberAgent ESA Splunk app is compatible with Splunk Enterprise and Cloud. It has an ATT&CK integra-
tion built-in that can be used without the need to purchase Splunk Enterprise Security.

Use it when:

+ You don’t have Splunk Enterprise Security
« You only need ATT&CK and no other cybersecurity framework

uberAgent MITRE ATT&CK Data in Splunk Enterprise Security

Splunk Enterprise Security is a paid premium app developed by Splunk that needs to be licensed
on top of Splunk Enterprise or Cloud. It comes with support for multiple cybersecurity frameworks,
ATT&CK is one of them. If you are an ES customer you may want to install the uberAgent ESA ES com-
panion app to enjoy the benefits of uberAgent ESA data in Enterprise Security, enriched with data from
cybersecurity frameworks (more information).

Use it when:

 You have Splunk Enterprise Security
» You need more cybersecurity frameworks than ATT&CK

Note: in this scenario, you can use both the uberAgent ESA app and Splunk’s Enterprise Security
dashboards.
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Security Intelligence > Secu v Auditv ~  Configure~ Enterprise Security

Risk Analysis

Source Risk Object Type Risk Object Time
Al - Al - . Last7 days o m Hide Fiters Create Ad-Hoc Risk Entry
/Edit

DISTINCT MODIFIER SOURCES DISTINCT RISK OBJECTS MEDIAN RISK SCORE AGGREGATED SYSTEM RISK AGGREGATED USER RISK AGGREGATED OTHER RISK
Source Count Cout Overall Median Risk Total System Risk Total User Risk Total Other Risk

Object Count of
1 A 7 A low Al high Aciendy 0 0
+1 +7 C 850 Currently is: 83.6k

Currently is

Risk Modifiers Over Time Risk Modifiers By Annotations Risk Score By Annotations Risk Modifiers By Threat Object

100000 2400

8 o
3 50000 1200 &

TueFeb® ThuFebl0 SatFebl2  MonFeb i
2022

I sk — count
Risk Score By Object Most Active Sources
NIGHTLY2 system 17700 1 658
NIGHTLY8 system 975 1 24
NIGHTLY9 system 925 1 23
NIGHTLY3 system 850 1 19
NIGHTLY4 system 775 1 16
NIGHTLYS system 475 1 n

Event Log Forwarding

September 12, 2025

uberAgent® can collect Windows system logs like Application, Security, System, etc. Events can be
filtered based on their provider, event ID, and level (Information, Error, etc.). Additionally, more fine-
grained event-filtering is possible with the XPath-querying functionality.

Requirements

+ Eventlog forwarding is supported on Windows
« uberAgent 7.3 or newer

Configuring Eventlog Forwarding

Eventlog forwarding is configured with a configuration file. By default, no logs are collected. Eventlog
collection needs to be enabled by an administrator.

The [EventLog] Stanza

The stanza [EventLog] starts a new log configuration, followed by multiple settings.
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Setting Description Required Values

EventlLog The name of the event  Yes Any valid log name,
log to query. like System.

LevelName The event’s level. Yes Information,
Specify multiple levels Warning,Error,
separated by commas. Critical,Verbose

EventID Limit the collectionto  No Any valid event IDs

specific event IDs.
Specify multiple IDs
separated by commas.

EventFilterXPath Limit the collection No Any valid XPath filter.

with a XPath filter.
XPath uses path
expressions to select
nodes or node-sets in
an XML document. The
node is selected by
following a path or

steps.
Provider Limit the collectionto  No Any valid provider
specific providers. name.

Collection Frequency

Eventlogs can be queried on a configurable schedule, or on-demand.

Schedule To schedule the log collection, first create a new [EventLog] stanza.

[EventLog Name=TimerBased-System-Errors-Warnings]
EventLog = System
LevelName = Error,Warning

Second, create a new timer and reference the name the Eventlog stanza’s name.

[Timer]

Name = System Eventlog collection

EventLog = TimerBased-System-Errors-Warnings
Interval = 60000
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On-demand Create a new [EventlLog] stanza without a corresponding timer. When uberAgent
can’t find the Eventlog stanza’s name in any timer, it collects events as they occur.

[EventLog Name=0OnDemand-Security-Events]
EventLog = Security
LevelName=Information

Collecting events as they occur can be resource intensive. Hence, collecting on a schedule is the pre-
ferred option.

Default Configuration

uberAgent does not collect any logs by default. Event log collection needs to be enabled by an admin-
istrator. However, the infrastructure is already prepared. uberAgent comes with the uberAgent-
ESA-eventlog-windows. conf file, which holds a few examples that can be activated by uncom-
menting the lines.

Metadata
Sourcetype

Windows Eventlog events are sent with the sourcetypeuberAgentESA:System:WinEvtLogForwarding
(documentation).

Visualization

The collected Eventlogs are visualized on the Windows Eventlogs dashboard in the uberAgent ESA
Splunk app.
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Splunk v e e 0S Componentsv ~ Help~ tq uberAgent

Windows Eventlogs Edit | Export v
This dashboard displays collected Windows Eventlog data.
Time range: Filter field: Filter operator: Filter expression:
Last 1 hour o ‘ Host o ‘ ‘ in N ‘ m Hide Filters
Add filter
Overview
#Events #Critical events #Ertor events: #Warning events; #information events: #Verbose e #Hosts: #Users
360 0 37 31 292 0 6 2
Events by channel Events by provider Events by event ID Events by level
System Application T 8208 10010 Warning Error
Mcosot..ecurty 59 sto8 1019
o1
102
Mcrosot.ty Auding 624
Security Information
Events grouped over time
Group by:
Channel v
Events per selected group over time (try selecting a timeframe!)
P
20
Application
Security
System
—E_E_H Em . — || e W _EE_ . .--__ - EN_ BN
230eM 235PM 240 PM 245 PM 250 PM 255 PM 300 M 305PM 310PM 315PM 3209M 325PM
Mon Jul 29
2024
Data table
Channel Provider Event ID Level
Channel + Provider ¢ EventID Level ¢ #Events ¢ #Hosts ¢ #Users ¢
Application Group Policy Files 4106 5 5 1
Application Group Policy Files 8198 5 5 1
Application MetaFrameEvents 1101 9 2 [
Application MetaFrameEvents 1102 9 2 0
Application MetaFrameEvents 1106 9 2 ]
Application Microsof t-Windows-Security-SPP 8208 1 1 [
Security Microsoft-Windows-Security-Auditing 4624 Information 298 6 1]
System Microsoft-Windows-DistributedCOM 10001 Error 1 1 1
System Microsof t-Windows-DistributedCOM CCM Error 22 2 2
System TdIca 1019 9 2 ]

While the first charts give an overview of the collected Eventlogs, the data table at the bottom lists all
of them grouped by channel, provider, ID, and level. Click a row in the table and a new chart with all
details opens below. You can use the provided filter panels to limit the output to specific hosts, users,
or process IDs.
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Data table
Channel Provider Event ID Level

o . . - ‘ ‘ . S o
Channel = Provider EventID + Level * #Events + #Hosts +
Application Group Policy Files 4106 5 5
Application Group Policy Files 8198 5 5
Application MetaFrameEvents 1101 9 2
Application MetaFrameEvents 1102 9 2
Application MetaFrameEvents 1106 9 2
Application Microsoft-Windows-Security-SPP 8208 1 1
Security Microsoft-Windows-Security-Auditing 4624 Information 298 6
System Microsoft-Windows-DistributedCOM 10001 Error 1 1
System Microsoft-Windows-DistributedCOM 10010 Error 22 2
System TdIca 1019 P 2
Events for Channel System, Provider Microsoft-Windows-DistributedCOM, Event ID 10010, and Level Error
Filter by: Host User Process ID

Hardware model v |- .
_time ¢ Host * #Events ¢ User ProcessID ¢ Event data * Data0 +
2024-07-29 15:26:45 NIGHTLY1 1 NT AUTHORITY\NETWORK SERVICE 1776 {AAC1009F-AB33-48F9-9A21-7F5B88426A2E}
2024-07-29 15:26:13 NIGHTLY1 1 NT AUTHORITY\SYSTEM 1776 {995C996E-D918-4A8C-A302-45719A6F4EAT}
2024-07-29 15:26:12 NIGHTLY1 1 NT AUTHORITY\SYSTEM 1776 {995C996E-D9I18-4A8C-A302-45719A6F4EAT}
2024-07-29 15:22:18 NIGHTLY1 1 NT AUTHORITY\NETWORK SERVICE 1776 {AAC1009F-AB33-48F9-9A21-7F5B88426A2E}
2024-07-29 15:21:46 NIGHTLY1 1 NT AUTHORITY\SYSTEM 1776 {995C996E-D918-4A8C-A302-45719A6F4EAT}
2024-07-29 15:21:38 NIGHTLY9 1 NT AUTHORITY\NETWORK SERVICE 1564 {AAC1009F-AB33-48F9-9A21-7F5B88426A2E}
2024-07-29 15:06:19 NIGHTLY1 2 NT AUTHORITY\SYSTEM 1776 {995C996E-DI18-4A8C-A302-45719A6F4EAT}
2024-07-29 14:53:00 NIGHTLY9 1 NT AUTHORITY\NETWORK SERVICE 1564 {AAC1009F-AB33-48F9-9A21-7F5B88426A2E}
2024-07-29 14:52:35 NIGHTLY1 1 NT AUTHORITY\NETWORK SERVICE 1776 {AAC1009F-AB33-48F9-9A21-7F5B88426A2E}
2024-07-29 14:52:28 NIGHTLY9 2 NT AUTHORITY\SYSTEM 1564 {995C996E-DI18-4A8C-A302-45719A6F4EAT}
2024-07-29 14:52:03 NIGHTLY1 2 NT AUTHORITY\SYSTEM 1776 {995C996E-DI18-4A8C-A302-45719A6F4EAT}
2024-07-29 14:51:52 NIGHTLY1 1 NT AUTHORITY\NETWORK SERVICE 1776 {AAC1009F-AB33-48F9-9A21-7F5B88426A2E}
2024-07-29 14:51:19 NIGHTLY1 1 NT AUTHORITY\SYSTEM 1776 {995C996E-DI18-4A8C-A302-45719A6F 4EAT}

Process Tree Dashboard

September 12,2025

Tracking Process Lifetime & Child Creation

Process GUID

#Users +

uberAgent ESA assigns each process a GUID. Such a unique ID is necessary because the operating sys-

tem’s process IDs are reused. By leveraging process GUIDs, uberAgent can track processes throughout

their lifetime, from the start (sourcetype uberAgent:Process:ProcessStartup) to the end

(sourcetypeuberAgentESA:Process:ProcessStop)aswellasduringthe runtime (sourcetype

uberAgent:Process:ProcessDetail).
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Process Parent

uberAgent ESA not only identifies unique process instances; it also keeps track of parent-child rela-
tionships. All process start and stop events include names and GUIDs of the parent process.

Process Tree

A process tree is an essential tool for understanding process creation behavior. uberAgent ESA comes
with a powerful Process Tree dashboard that makes it easy to identify a process’descendants, listing
important process properties such as the process lifetime, the command line, the elevation status,
or the name and version of the application the process is a part of. Additionally, the number of child
processes is calculated, both direct children as well as their children recursively.

By selecting any process in the tree, it becomes the new root, and the table updates to show its child
processes. This makes it possible to browse through process hierarchies.

g uberAgent
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Scheduled Task Monitoring

September 12,2025
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uberAgent ESA monitors changes to Windows scheduled tasks. Whenever a task is created, updated,
or deleted, uberAgent generates an event with all available details. This includes properties that are
not displayed in the Windows Task Scheduler Ul, such as COM actions or custom triggers.

Configuration

uberAgent ESA scheduled task monitoring is enabled or disabled through the on-demand met-
ric ScheduledTaskMonitoring. In the default configuration, scheduled task monitoring is
enabled.

Metadata
Sourcetype

ESA scheduled task monitoring events are assigned the sourcetypes:

+ uberAgentESA:System:ScheduledTasks
« uberAgentESA:System:ScheduledTaskActions
+ uberAgentESA:System:ScheduledTaskTriggers

Please see the metrics documentation for a description of the fields.

Visualization

ESA scheduled task monitoring events are visualized in the Scheduled Tasks dashboard which is part
of the uberAgent_ESA Splunk searchhead app.

Splunk Enterprise Security Integration

September 12,2025

Splunk Enterprise Security

Splunk Enterprise Security (ES) solves a wide range of security analytics and operations use cases
including continuous security monitoring, advanced threat detection, compliance, incident in-
vestigation, forensics, and incident response. Splunk ES delivers an end-to-end view of orga-
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nizations’security postures with flexible investigations, unmatched performance, and the most
flexible deployment options offered in the cloud, on-premises, or hybrid deployment models.

Source: Splunk

Integrating uberAgent® ESA

uberAgent ESA comes with native support for Splunk Enterprise Security. This article summarizes all
related information in one place.

Installation

Detailed installation instructions can be found here. In short, you need to install the following uberA-
gent apps on your ES server:

+ uberAgent_searchhead.tgz: contains uberAgent UXM CIM information

+ uberAgent_ESA_searchhead.tgz: contains uberAgent ESA CIM information

+ uberAgent_ESA_ES_companion.tgz: required for Splunk’s risk-based alerting. Available on
Splunkbase.

CIM Support

Splunk Enterprise Security works with data sources from many different vendors. This diverse data
set needs to be normalized to allow users to search and interact with it in a standardized way. Splunk
uses the CIM data model to achieve that.

While uberAgent had CIM support for a long time, we have extended the integration greatly with uber-
Agent ESA. If you are used to working with Sysmon data in ES, you will notice no difference when
switching to uberAgent. uberAgent supports all CIM fields populated by popular Sysmon add-ons
found in Splunkbase, and more!
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Malware Activity Over Time By Action

Malware Activity Over Time By Signature
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12:00 PM 400PM 00 PM 12:00 AW 400 AM 200 AM 12:00PM 400 FM 800 PM 12:00 AM 400 AM B0OAM e
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2071 20m
time time
Top Infections New Malware - Last 30 Days
firstTime & signature & dcfdest)
p——. ] 08/31/2021 10:38:84  proc-start-lolbas-download 1
e [ 08/27/2021 08:14:17  reg-value-write-office-nacro-settings 1
H 08/26/2021 13:44:45  abusing-azure-browser-sso 1
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dofeesy 08/25/2021 09:03:45  proc-start-msoffice-child 1
08/25/2021 09:02:44  active-directory-parsing-dl1-loaded-via-office-applications 1
3 Next»

Risk-Based Alerting

Splunkintroduced risk-based alerting (RBA) in ES to reduce alert volume and enhance security oper-
ations. uberAgent supports RBA through the uberAgent ESA ES companion app. See the installation
section above for installation instructions. When all requirements are met, the Splunk Enterprise Se-

curity dashboard Risk Analysis is populated automatically with uberAgent data:

Enterprise Security
Risk Analysis
Source Risk Object Type Risk Object Time.
Al o Al o Lest7 days o m Viide Fiters Create Ad-Hoc Risk Entry
/Edit
DISTINCT MODIFIER SOURCES DISTINCT RISK OBJECTS MEDIAN RISK SCORE AGGREGATED SYSTEM RISK AGGREGATED USER RISK AGGREGATED OTHER RISK

Source Count Object Count Overall Median Risk

Total System Risk

Total User Risk

Total Other Risk

increasing . increasing
1 7 ow extremely ig extremely 0 o
+1 +7 Currently is: 850 Currently is: 83.6k
Risk Modifiers Over Time Risk Modifiers By Annotations Risk Score By Annotations Risk Modifiers By Threat Object
8 ] T8 Tioss. suchost exe registry_pat)
= ConfigSyncR...exe (process)
I risk_score  — count
Risk Score By Object Most Active Sources
risk_object + risk_object_type * risk_score * source_count count * source * risk_score * risk_objects + count *
NIGHTLY systen L s ! 1401 uberAgent ESA - E5 Risk Analysis T 7 252
NIGHTLY2 system 17700 1 658
NIGHTLYS system 975 1 24
NIGHTLYS system 925 1 23
NIGHTLY3 system 850 1 19
NIGHTLY4 system 775 1 16
NIGHTLYS system 475 1 n
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Security Frameworks RBA supports annotations with cyber security frameworks like MITRE
ATT&CK®, CIS 20, NIST Controls, and more. uberAgent does, too, and comes with ATT&CK annotation
out-of-the-box. You may add other cyber security frameworks anytime.

Annotations are part of the ESA Threat Detection rule specification. Implementation details can be

found here. Below is a rule sample:

[ActivityMonitoringRule]
# Detects suspicious DNS queries known from Cobalt Strike beacons
RuleName = Cobalt Strike DNS Beaconing
EventType = Dns.Query
Tag = cobalt-strike-dns—-beaconing
RiskScore = 100
Annotation = {
"mitre_attack": ["T1071", "T1071.004"] }

Query = (Dns.QueryRequest like r'aaa.stage.%" or Dns.QueryRequest like
r'"post.1%")

GenericPropertyl

GenericProperty2

Dns.QueryRequest
Dns.QueryResponse

UXM Metrics

September 7, 2025

uberAgent UXM collects many different metrics, logically grouped into sourcetypes. All metrics are

explained in detail in this chapter, including:

« Name and description

+ Supported platform

« Unitand example

« Related source type and where to find it in the dashboards

+ Calculated fields and and their availability in Splunk’s data model and/or ”Search Processing
Language” (SPL)

+ The uberAgent template configuration files can be found at our Github uberAgent-config repos-

itory.

Application Metrics

September 7, 2025
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Application Crashes & Hangs Metrics

September 12,2025

Application Errors

For every application error uberAgent collects metrics like application name and version, process life-
time as well as the exception code.

Notes:

+ Processes are auto-grouped into applications, i.e. the application nameis determined automat-
ically without requiring any configuration. Information on how this works are available here.

+ Field: AppVersion-uberAgent®has an internal filter to minimize data volume by suppressing
version information for system processes and system services. As a result, the AppVers-ion
field is typically empty for most system processes and services.

+ macOS: The fields Modulex are not available for ErrorTypeName Hang.

Details

« Source type: uberAgent:Application:Errors

+ Used in dashboards: Application Errors, Single Machine Detail, Single Application Detail, Single
User Detail

+ Enabled through configuration setting: ApplicationErrors

Related configuration settings: n/a
« Supported platform: all

List of Fields in the Raw Agent Data
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Measurement
Field Description  Data type Unit type Example Platform

ErrorType Error type Number Snapshot 1 all
code.
Possible
values: 1, 2.
Please take
alook at
the field
ErrorTypeName
, too.

ProcName  Process String Snapshot chrome.exe all
name.
ProcPath Process String Snapshot C:\Program all
path. Files
(x86)\Google\Chrome\Application\chro
ProcVersion Process String Snapshot 67.0.3396.99 all
version.
ProcTimestampuild String Snapshot 2017-06-02  Windows
timestamp 11:43:43.000
of the +0200
process
binary,
embedded
PE header
informa-
tion.
ModuleName Faulting String Snapshot msvcrt.dll all
module
name.
ModulePath Faulting String Snapshot C:\Windows\system32\msvcrt.dll
module
path.
ModuleVersionFaulting String Snapshot 7.0.9600.17415all
module
version.
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Field Description

ModuleTimestdBujd
timestamp
of the
faulting
module,
embedded
PE header
informa-
tion.

ProcID Process ID.

ProcLifetimeM®rocess
lifetime.

ExceptionCodeException
code.

FaultOffset  An address

offset
relative to
the base
address of
the crashed
image.
AppPackageFuMiaosoft
UWP app
full name.
More infor-
mation.
AppPackageReliivesdft
UWP app
relative ID.
More infor-
mation.

Data type Unit

String

Number

Number ms

String

String

String

String

Measurement

type

Snapshot

Snapshot

Sum

Snapshot

Snapshot

Snapshot

Snapshot

Example Platform

2014-10-29  Windows
04:04:30.000
+0200

456 all
82744165 all

0xc0000005  all

0x0000b5f0  all

Microsoft.Xbox@Wamde@ad lableUl_1000.1°

xbox Windows
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Field

Appld

ProcUser

SessionGUID

ProcGUID

AppVersion

Description  Data type Unit

Associated  String
application
ID. Used by
uberAgent
to lookup
application
names and
populate
field
AppName.
Process String
user.
Unique String
identifier
thatis
generated
by
uberAgent
when the
session is
created.
Valid for
this session
only.
Unique
identifier
thatis
generated
by
uberAgent
when the

String

process is
started.
Application  String

version.

Measurement
type Example Platform
Snapshot GglChrm all
Snapshot Domain\JohnDxk
Snapshot 00000002- all
f295-9109-
e7cT-
€964011dd401
Snapshot 00000000- all
0599-6955-
eb63-
a00bb127d401
Snapshot 67.0.3396.99 all
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Field

HangType

ProclmageUUIB unique

ModulelmagelAlibique

Description  Data type Unit

Hangtype.  String
Requires

Windows 10

1903.

Possible

values:

Cross-

process,

Cross-

thread,

Quiesce,

Top

level

window

is ddle,
Unknown.

String
identifier of

the binary

image that

was

executed.

String
identifier of

the binary

image in

which the

crash

occurred.

List of Calculated Fields

Measurement
type

Snapshot

Snapshot

Snapshot

Example Platform

Cross-
process

D61D3713-
69F9-32C3-
B0O1-

E509COASEEOA

macOS

D61D3713-
69F9-32C3-
B0O1-

E509COASEEOA

macOS

Windows
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Field

ErrorTypeNamBisplay

User

AppName

Description

String
name of the
ErrorType
field.
Possible
values:
Crash,
Hang.

User name.  String
Associated  String
application

name.

Data type

Measurement Where

Unit type

Snapshot

Snapshot

Snapshot

Application & Process Performance Metrics

December 11, 2025

Process Detail

available

Splunk data
model,
Splunk SPL

Splunk data
model
Splunk data
model,
Splunk SPL

Example

Hang

Domain\JohnDoe

Google
Chrome

uberAgent collects rich metrics per process & per application. This includes the user and domain, CPU

& RAM usage as well as network latency & throughput, to name just a few.

Notes:

+ Processes are auto-grouped into applications, i.e., the application name is determined auto-

matically. Information on how automatic application identification works is available here.

« Field: AppVersion-uberAgent®has an internal filter to minimize data volume by suppressing

version information for system processes and system services. As a result, the AppVers-ion

field is typically empty for most system processes and services.

Details

« Source type: uberAgent:Process:ProcessDetail
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+ Used in dashboards: Process Performance, Application Performance, Machine Performance, Ap-
plication Usage, Process GPU, Single Machine Detail, Single Application Detail, Single User Detail,
Analyze data over time

+ Enabled through configuration setting: ProcessDetailTop5or ProcessDetailFull

+ Related configuration settings: [ProcessToApplicationMapping], [ApplicationMappingIgnc
1, [ProcessDetail_SendCommandline], [ProcessStartupSettings]

List of Fields in the Raw Agent Data

Measurement
Field Description  Data type Unit type Platform Example

ProcName  Process String Snapshot all chrome.exe
name.

ProcCPUTimeNPsocess Number ms Sum all 5000
CPU usage
(absolute
usagein
millisec-
onds).

ProcCPUPercefrocess Number % Average all 12
CPU usage
(relative
usagein
percent).

ProclOPSReadProcess I/O  Number Average Win 200
read
operations
per second.

ProclOPSWriteProcess /O Number Average Win 200
write
operations
per second.

ProclOReadCo@nécess I/O  Number Count Win 100
read
operation
count.
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Measurement
Field Description  Data type Unit type Platform Example

ProclOWriteCoBrdcess I/O  Number Count Win 100
write
operation

count.
ProclOReadMBProcess I/O  Number MB Sum all 150

read data

volume.
ProclOWriteMBProcess /O Number MB Sum all 150

write data
volume.
ProclOLatencyRetaiidgdf  Number ms Average Win 300
process |/O
read
operations.
ProclOLatencyltiteldgdf Number ms Average Win 300
process /O
write
operations.
ProcWorkingSétidBess Number MB Snapshot all 100
RAM usage
(working
set).
ProcNetKBPS Process Number KB Sum all 500
network
traffic data
volume per

second.
ProcUser Process String Snapshot all Domain\JohnDoe

user.
ProcGpuCompBtePessent  Number % Average Win 20

GPU
compute
usage
(relative
usagein
percent).
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Measurement
Field Description  Data type Unit type Platform Example

ProcGpuMemMBocess Number MB Average Win 150
GPU
memory
usage.

Appld Associated  String Snapshot all GglChrm
application
ID. Used by
uberAgent
to lookup
application
names and
populate
field
AppName.

AppVersion  Associated  String Snapshot all 67.0.3396.99
application
version.

ProcID Process ID Number Snapshot all 456
generated
by the OS.

Process IDs
are reused
and cannot
be used to
uniquely
identify a
process.
Use
ProcGUID
for that
purpose
instead.

ProcCmdline The String Snapshot all C:\Program
process’ Files
command (x86)\Google\Chrome\Af
line. —url

http://citrix.com
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Field

ProcGUID

ProcGpuEngindMesbUskd

Description  Data type

Unique String
identifier

fora

process

instance

thatis

generated

by

uberAgent.

Number
the most

used GPU

engine

(requires at

least

Windows 10

1709).

ProcGpuEngindMeslidpéaiDisiayNgme

name of the
most used
GPU engine
(requires at
least
Windows 10
1709).

Measurement

Unit type Platform

Snapshot all

Snapshot Win

Snapshot Win

Example

00000000-
ebe5-469c-
63ae-
f5alde28d401

3D

© 1997-2025 Citrix Systems, Inc. All rights reserved.

267



uberAgent 7.4

Field

SessionlD

Notes

Description  Data type Unit

Session ID Number
generated

by the OS.
Session IDs

are reused

and cannot

be used to
uniquely
identify a
session.

Use
SessionGUID
for that
purpose
instead.

Measurement
type Platform Example
Snapshot all 1

+ The following fields are empty unless EnableExtendedInfo is set to true: ProcGUID.
+ ThefollowingfieldisemptyunlessEnableExtendedInfoand [ProcessDetail_SendCommandlin
] are configured: ProcCmdline.

List of Calculated Fields

Measurement Where

Field Description  Data type Unit type available Example
ProcCPUTimeSProcess Number S Sum Splunkdata 5
CPU usage model
(absolute
usagein
seconds).
ProclOCount ProcIOReadGtringt Sum Splunk data 200
+ model
ProcIOWriteCount
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Measurement Where

Field Description  Data type Unit type available Example

ProclOPS ProcIOPSReddmber Sum Splunk data 400
+ model
ProcIOPSWrite

ProclOMB ProcIOReadMBimber MB Sum Splunk data 300
+ model
ProcIOWriteMB

ProclOMBPS ProcIOMB Number MB Sum Splunk data 600
/ model
ProcIOCount
X
ProcIOPS

ProclOLatencyMsocIOLateNoptbeadMs ms Sum Splunk data 600
+ model
ProcIOLatencyWriteMs

ProclODuratioReadMSL a te NaptbeadMs ms Sum Splunk data 30000
X model
ProcIOCountRead

ProclODuratiomWiteM8_ateNoyibedrite ms Sum Splunk data 30000
X model
ProcIOCountWrite

ProclODuratiomvi®cIODur aNuortieeadMS ms Sum Splunk data 60000
+ model

ProcIODurationWriteMS

User Alias for String Snapshot Splunk data Domain\JohnDoe
ProcUser model
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Measurement Where

Field Description  Data type Unit type available Example
AppName Associated  String Snapshot Splunk data  Google
application model, Chrome
name. Splunk SPL
time Alias for Number Snapshot Splunk data 2018-07-
_time. model 31T18:34:32.451+02:00
Process Statistics

uberAgent collects rich metrics per process. This includes the handle count, page faults, and priority,
to name just a few.

Notes:

+ Processes are auto-grouped into applications, i.e., the application name is determined auto-
matically. Information on how automatic application identification works is available here.

Details

+ Sourcetype: uberAgent:Process:ProcessStatistics

+ Used in dashboards: Process Performance, Application Performance, Single Application Detail, ,
Analyze data over time

+ Enabled through configuration setting: ProcessStatistics

+ Related configuration settings:

List of Fields in the Raw Agent Data

Measurement
Field Description  Data type Unit type Platform Example
ProcName  Process String Snapshot all chrome.exe

name.
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Field Description

ProcID Process ID
generated
by the OS.
Process IDs
are reused
and cannot
be used to
uniquely
identify a
process.
Use
ProcGUID
for that
purpose
instead.
Unique
identifier

ProcGUID

fora
process
instance
thatis
generated
by
uberAgent.
ProcUser Process
user.
Appld Associated
application
ID. Used by
uberAgent
to lookup
application
names and
populate
field

AppName.

Data type Unit

Number

String

String

String

Measurement
type Platform

Snapshot all

Snapshot all

Snapshot all

Snapshot all

Example

456

00000000-
ebe5-469c-
63ae-
f5alde28d401

Domain\JohnDoe

GglChrm
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Measurement
Field Description  Data type Unit type Platform Example

ProcHandleCo@mt Number Snapshot all 810
Windows:
Handle
count. On
macOS:
Number of
open file
descriptors.
ProcThreadCotlmbcess Number Snapshot all 20
thread

count.
ProcPriority  Process Number Snapshot all 4

priority.
Valid values
on
Windows:
0,1,2,3,4,
5o0r6. The
numerical
priority is
used by
uberAgent
to look up
and
populate
the field
ProcPriorityDisplayName
. Valid
values on
macOS:
0-127 the
higher the
number,
the higher
the current
process
priority is.
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Field Description

ProcPrivateMBProcess
allocated
private
memory.

ProcVirtualSizeM8cess
allocated
virtual
memory.

ProcPageFault§®6cess
page faults
per second.

ProcPageFileMBrocess
page file
usage.

ProcinputDelaydaitdsm
input delay
per timer
interval and
process.

ProcIinputDelagsumdds
input delay
per timer
interval and
process.

ProcinputDelag@enhtount
per timer
interval and
process.

List of Calculated Fields

Data type

Number

Number

Number

Number

Number

Number

Number

Unit

MB

MB

MB

ms

ms

Measurement
type Platform

Snapshot Win

Snapshot Win

Average all

Snapshot Win

Max all

Sum all

Count all

Example

512

128

10

256

20

500

50
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Field

ProcPriorityDidplagdame

Application Inventory & Usage Metrics

September 12,

Description  Data type Unit
String

priority

display

name (see

also

ProcPriority
). Valid
values
(Windows):
Above
normal,
Below
normal,
High,
Idle,
Normal,
Realtime
and
Unknown.

2025

Application Inventory

Measurement Where

type

Snapshot

available Example
Splunk data Above
model, normal
Splunk SPL

uberAgent collects application inventory information like name, publisher, version, and install date.

Notes:

+ Processes are auto-grouped into applications, i.e. the application nameis determined automat-

ically without requiring any configuration. Information on how this works are available here.

+ Field: AppVersion-uberAgent®has aninternal filter to minimize data volume by suppressing

version information for system processes and system services. As a result, the AppVers-ion

field is typically empty for most system processes and services.
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Details

+ Source type: uberAgent:Application:ApplicationInventory

+ Used in dashboards: Application Inventory, Single Application Inventory, Single Machine Inven-

tory

« Enabled through configuration setting: ApplicationInventory

+ Related configuration settings: n/a

List of Fields in the Raw Agent Data

Field Description

DisplayName Application
name
DisplayVersionApplication
version
Publisher Application
publisher
InstallDate  Application
installation
date
Language Application
language
IsMsiPackage Indicates if
application
was
installed
through a
MSI
IsMachinelnstalihdicates if
application
is installed

for all users
InstallLocationApplication

installation
location

Data type Unit

String

String

String

String

String

String

String

String

Measurement

type Platform
Snapshot all
Snapshot all
Snapshot all
Snapshot all

Snapshot Win

Snapshot Win

Snapshot all

Snapshot all

Example

Google
Chrome
67.0.3396.99

Google

2018-03-19

en-US

C:\Program
Files
(x86)\Google\Chrome\A
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Application Usage

DEPRECATED: this sourcetype is deprecated and will be removed in a future release. uberAgent’s
dashboards use the ProcessDetail sourcetype instead.

uberAgent collects application usage information like name (even for App-V, Java, and UWP apps),

version, and number of concurrent users.

Details

« Source type: uberAgent:Application:ApplicationUsage
+ Used in dashboards: Application Usage

+ Enabled through configuration setting: ApplicationUsage

+ Related configuration settings: n/a

List of Fields in the Raw Agent Data

Measurement
Field Description  Data type Unit type Platform Example
AppName Application  String Snapshot all Google
name Chrome
UserName  Username  String Snapshot all Domain\JohnDoe
AppVersion  Application  String Snapshot all 67.0.3396.99
version
RemotingClienRdaméing String Snapshot Win ThinClientl
client name

Application Name to ID Mapping Metrics

September 12,2025

Application Name to ID Mapping

uberAgent maps application names to IDs to save data volume sent over the network.

Note: processes are auto-grouped into applications, i.e. the application name is determined automat-
ically without requiring any configuration. Information on how this works are available here.
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Details

+ Source type: uberAgent:Application:AppNameIdMapping
+ Used in dashboards: n/a
+ Enabled through configuration setting: AppNameldMapping

Related configuration settings: n/a
 Supported platform: all

List of Fields in the Raw Agent Data

Measurement
Field Description Data type Unit type Example

AppName Application String Snapshot Google
name. Chrome
Appld Associated Number Snapshot GlgChrm
application ID.
Used by
uberAgent to
lookup
application
names and
populate field
AppName.

Application & Process Startup Metrics

December 11,2025

Process Startup

For each application or process that is being launched, uberAgent collects metrics like startup per-
formance (duration, IOPS), as well as process properties (e.g., elevation status). If the configuration
setting EnableExtendedInfo is enabled, uberAgent also collects metrics like the full path to the
process executable in the file system as well the full command line the process was launched with.

Notes:

© 1997-2025 Citrix Systems, Inc. All rights reserved. 277



uberAgent 7.4

+ As with all other metrics, process startup duration is recorded automatically without requiring
any configuration. uberAgent optionally only shows new processes never seen before in the
Splunk dashboards.

+ Processes are auto-grouped into applications, i.e., the application name is determined auto-
matically. Information on how automatic application identification works is available here.

+ A fork or exec system call can trigger process startup events on macOS. To distinguish be-
tween both, see the StartupEventSource field.

+ Field: AppVersion-uberAgent®has aninternalfilter to minimize data volume by suppressing
version information for system processes and system services. As a result, the AppVers-ion
field is typically empty for most system processes and services.

Details

« Source type: uberAgent:Process:ProcessStartup
+ Usedindashboards: Application Startup, Process Startup, Single Application Detail, Analyze data
over time
+ Enabled through configuration setting: ProcessStartup
+ Related configuration settings: [ProcessStartupSettings], [ProcessStartupDurationWaitl

]

List of Fields in the Raw Agent Data

Measurement
Field Description  Data type Unit type Platform Example

ProcName  Process String Snapshot all chrome.exe

name.
ProcUser Process String Snapshot all Domain\JohnDoe

user.
StartupTimeMsStartup Number ms Sum Win 300

time
duration
(how long it
took the
process to
initialize).
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Field

StartuplOPS

Appld

ProcID

Description  Data type Unit

I/O Number
operations

per second

generated

during the

process’

startup

phase (see
StartupTimeMs

Associated  String
application
ID. Used by
uberAgent
to look up
the
application
name and
populate
the field
AppName.
Process ID Number
generated

by the OS.

Process IDs

are reused

and cannot

be used to

uniquely

identify a

process.

Use

ProcGUID

for that

purpose

instead.

Measurement
type

Count

Snapshot

Snapshot

Platform

Win

all

all

Example

150

GglChrm

456
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Field Description  Data type Unit

ProcParentID Parent Number
process ID
(also see
ProclID).
SessionID Session ID Number
generated
by the OS.
Session IDs
are reused
and cannot
be used to
uniquely
identify a
session.
Use
SessionGUID
for that
purpose
instead.
macOS: for
consistency
with
Windows all
non-user
sessions
are
assigned to
afictitious
system
session 0.

Measurement
type

Snapshot

Snapshot

Platform

all

all

Example

789
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Field

ProcGUID

SessionGUID

ProcParentNarRarent

ProcPath

ProcCmdline The

StartupEventSéndtoeates if

Description  Data type Unit

Unique String
identifier
fora
process
instance
thatis
generated
by
uberAgent.
Unique
identifier

String

fora

session that

is

generated

by

uberAgent.

String
process

name.
Full path to
the process

String

executable

in the file

system.

String
process’

command

line.

String
the startup

event was
generated

bya fork

(1) or exec

(2) call.

Measurement

type

Snapshot

Snapshot

Snapshot

Snapshot

Snapshot

Snapshot

Platform

all

Win

all

all

all

macOS

Example

00000000-
ebe5-469c-
63ae-
f5alde28d401

00000002-
f295-9109-
efrcr-
€964011dd401

powershell.exe

C:\Windows\System32\\/

C:\Program

Files
(x86)\Google\Chrome\Ag
—url

http://citrix.com

1
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Field

IsElevated

AppVersion

Description

Indicates if
the process
is elevated
(has admin
rights).
Associated
application
version.

ProcParentGUIDnique

IsProtected

identifier of
the parent
process
(the parent’
S
ProcGUID
).

Indicates
whether
the process
is protected

Measurement

Data type Unit type Platform

String Snapshot all

String Snapshot all

String Snapshot all

String Snapshot Win

(PsProtectedTypeProtected

) or
protected
light

(PsProtectedTypeProtectedLight

, PPL).

Example

1

67.0.3396.99

00000000-
ebe5-469c-
54ae-
f5alde28d401
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Field

HashMD5

HashSHA1

HashSHA256

Description  Data type Unit

MD5 hash String
of the

process

executable

(requires

ESA). Con-

figurable

via settings
EnableCalculateHash
and
HashAlgorithm

SHAl hash  String
of the

process

executable

(requires

ESA). Con-

figurable

via settings
EnableCalculateHash
and
HashAlgorithm

SHA256 String
hash of the

process

executable

(requires

ESA). Con-

figurable

via settings
EnableCalculateHash
and
HashAlgorithm

Measurement
type

Snapshot

Snapshot

Snapshot

Platform

Win

Win

Win

Example

TFFE122B109F1B586DEA

26DBC241A37881072688S

95FOFBBAEF2899923859
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Field

HashIMP

Description  Data type Unit

Import-
table hash
of the
process

String

executable

(requires

ESA). Con-

figurable

via settings
EnableCalculateHash
and

HashAlgorithm

SignatureStatuuthenticode String

IsSignedByOSVeddmtes

SignerName

signature

status. Can
beo,1,2,
3,4,5,6o0r

7. See also
SignatureStatusDisplayName
(requires

ESA).

String
whether the
Authenti-

code signer

is the OS

manufac-

turer (e.g.,
Microsoft).

Requires

ESA.

Authenticode String
signer

name

(requires

ESA).

Measurement
type

Snapshot

Snapshot

Snapshot

Snapshot

Platform

Win

Win

All

Win

Example

188392D5FBCC485811BE

Microsoft
Windows
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Field Description  Data type Unit

Hash of the
code

CdHash String
directory of
asigned

executable

(requires

ESA). Con-

figurable

via setting
EnableCdHash

Notes

Measurement
type Platform
Snapshot macOS

Example

24e4b80198b220e4a0ea:

« The following fields are empty unless EnableExtendedInfo is set to true: ProcID

, ProcParentID, SessionID,

ProcGUID,
ProcPath, ProcCmdline, ProcParentGUID.

SessionGUID,

ProcParentName,

« The maximum supported timer Interval for the ProcessStartup metric is 300000 (5

minutes).

List of Calculated Fields

Field Description  Data type Unit
User Alias for String
ProcUser
StartupTimeS Startup Number S
time
duration.

StartuplOCoun$tartupIOPS8lumber

*

StartupTimeMs
/1000.

Measurement Where

type available

Snapshot Splunk data
model

Sum Splunk data
model

Sum Splunk data
model

Example

Domain\JohnDoe

0.3

45
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Field Description  Data type Unit

AppName Associated  String
application
name.
SignatureStatuBDssibéyNameString
values:
Unknown,
ok,
Revoked,
Expired,
InvalidHash

)

UntrustedRoot

)

TrustedRootNotInCA
and
Error.

Application Ul Unresponsiveness Metrics

September 12,2025

Ul Unresponsiveness

Measurement Where

type

Snapshot

Snapshot

available

Splunk data
model,
Splunk SPL
Splunk data
model

Example

Google
Chrome

Ok

Whenever an application’s user interface is unresponsive for more than a few hundred milliseconds

uberAgent collects information like the application name (even for App-V, Java, and UWP apps), ap-

plication version and the unresponsiveness duration.

Notes:

+ Processes are auto-grouped into applications, i.e. the application name is determined automat-

ically without requiring any configuration. Information on how this works are available here.

+ Field: AppVersion-uberAgent®has an internal filter to minimize data volume by suppressing

version information for system processes and system services. As a result, the AppVersion

field is typically empty for most system processes and services.
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Details

« Source type: uberAgent:Application:UIDelay

+ Used in dashboards: Application Ul Unresponsiveness, Process Ul Unresponsiveness,__Single Ma-

chine Detail, Single Application Detail, Single User Detail

+ Enabled through configuration setting: ApplicationUIDelay

+ Related configuration settings: n/a

« Supported platform: Windows

List of Fields in the Raw Agent Data

Field

Appld

AppVersion

ProcessName

Processld

UlDelayMs

User

Description

Associated

application ID.

Used by
uberAgent to
lookup
application
names and
populate field
AppName.
Application
version.
Process

name.
Process ID.

Ul delay/unre-
sponsiveness.
User name.

Data type

String

String

String

Number

Number

String

Measurement

Unit type Example
Snapshot GglChrm
Snapshot 67.0.3396.99
Snapshot chrome.exe
Snapshot 456

ms Sum 5000
Snapshot Domain\JohnDoe
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Field Description Data type

SessionGUID Unique String
identifier that
is generated
by uberAgent
when the
session is
created. Valid
for this
session only.
HasFocus Indicates if String
the
application s
in the
foreground (is
being used
actively).
Possible
values: 0, 1.

List of Calculated Fields

Field Description  Data type Unit

AppName Associated  String
application
name.

UlDelayS Ul delay/un- Number s
responsive-
ness.

Unit

Measurement
type

Snapshot

Snapshot

Measurement Where
type available

Snapshot Splunk data
model,
Splunk SPL

Sum Splunk data
model

Example

00000002-
f295-9109-
ercr-
€964011dd401

1

Example

Google
Chrome

5
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Field Description  Data type

HasFocusNumbmedticates if ~ Number
the
application
isin the
foreground
(is being
used
actively).
Possible
values: 0,
1.
ProcName Process String
name.

Software Update Metrics

September 10, 2025

Software Update

Measurement Where

Unit type

Snapshot

Snapshot

uberAgent collects the name and install date per update.

Details

available Example

Splunkdata 1
model

Splunk data chrome.exe
model

» Sourcetype: uberAgent:Application:SoftwareUpdateInventory

« Used in dashboards: Update inventory, Single Machine Detail, Single Update Detail

+ Enabled through configuration setting: SoftwareUpdateInventory

+ Related configuration settings: n/a
» Supported platform: Windows

List of Fields in the Raw Agent Data
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Field

Guid

DisplayName

ProductName

State

InstallDate

Description

GUID.

Update name.

Product
name.

Update state.
Possible
values:
applied,
superseded
,obsolete.

Installation
date.

Browser Metrics

September 7, 2025

Google Chrome Metrics

September 10, 2025

Google Chrome

Data type Unit

String

String
String

String

String

Measurement
type

Snapshot

Snapshot
Snapshot

Snapshot

Snapshot

Example

ACT6BA86-
TAD7-0000-
2550-

AC120B4E4800
KB2565063

Microsoft
Visual C++
2010 x86 Re-
distributable -
10.0.40219
applied

2018-04-13

uberAgent collects performance data per Chrome (Edge, Citrix Enterprise Browser) process type like

Browser (main process) or GPU (graphics acceleration).
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Details

+ Sourcetype: uberAgent:Application:BrowserPerformanceChrome

+ Used in dashboards: Browser Performance: Chrome, Browser Performance: Edge, Browser Per-
formance: CEB, Analyse data over time

« Enabled through configuration setting: BrowserPerformanceChrome,BrowserPerformanceEdge
,BrowserPerformanceCEB

+ Related configuration settings: n/a

« Supported platform: Windows

List of Fields in the Raw Agent Data

Field Description Data type Unit Example

ProcUser User whoranthe  String Domain\JohnDoe
process.

ProcType Process type. String Tab

Possible values:
Browser,
Extension,
Flash, GPU,
Java, Tab.

CPUTimeMs Consumed CPU Number ms 11859
time.

CPUPercent Consumed CPU Number 5.05
performance.

IOPS I/O operations Number 2000
per second.

I0Count Count of I/O Number 500
operations.

IOMB Amount of data Number MB 200
I/O operation
volume.

IOLatencyMs I/O operation Number ms 1.20
duration divided
by count of I/O
operations.

WorkingSetMB Consumed RAM.  Number MB 68.08
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Field

NetKBPS

Description

Generated

Data type

Number

network traffic.

List of Calculated Fields

Field

User

CPUTimeS

IOMBPS

|ODurationMs

Description

User who ran
the process.
Consumed
CPU time.
Amount of
datal/O
operation
volume per
second.

I/O operation
duration.

Data type

String

Number

Number

Number

Internet Explorer Metrics

December 11,2025

Internet Explorer

Unit
KB
Unit
S
MB
ms

Contains metrics per website (URL) like CPU and RAM usage.

Details

+ Sourcetype: uberAgent:Application:BrowserPerformancelE

Example

Example

19.06

Where

available

Domain\JohnDo&plunk data

11.859

600

model
Splunk data
model
Splunk data
model

Splunk data
model

« Used in dashboards: Browser Performance: Internet Explorer, Analyze data over time

+ Enabled through configuration setting: BrowserPerformanceIE

+ Related configuration settings: n/a

» Supported platform: Windows
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List of Fields in the Raw Agent Data

Field Description Data type Unit Example
ProcID Process ID. Number 456
ProcType Process type. String frame
Possible values:
frame,
undefined,
worker.
URL URL. String https://www.citrix.com
CPUTimeMs Consumed CPU Number ms 11859
time.
CPUPercent Consumed CPU Number % 5.05
performance.
IOPS I/O operations Number 2000
per second.
I0Count Count of I/O Number 500
operations.
IOMB Amount of data Number MB 200
I/O operation
volume.
IOLatencyMs I/O operation Number ms 1.20
duration divided
by count of I/O
operations.
WorkingSetMB Consumed RAM.  Number MB 68.08
NetKBPS Generated Number KB 19.06
network traffic.
List of Calculated Fields
Where
Field Description Data type Unit Example available
URLHost URL host String www.citrix.com Splunk data
address. model
CPUTimeS Consumed Number s 11.859 Splunk data
CPU time. model
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Where
Field Description Data type Unit Example available
IOMBPS Amount of Number MB 2 Splunk data
datal/O model
operation
volume per
second.
IODurationMs  1/O operation ~ Number ms 600 Splunk data
duration. model
Web App Metrics

December 11, 2025

Browser Web Requests

uberAgent determines UX metrics for SaaS and web apps like page load and XMLHttpRequest duration
for every web request made.

Details

+ Source type: uberAgent:Application:BrowserWebRequests2

« Used in dashboards: Browser Web App Performance

+ Enabledthrough configurationsetting: BrowserPerformanceChrome,BrowserPerformanceEdge
,BrowserPerformanceFirefox,BrowserPerformancelE,BrowserPerformanceCEB

+ Related configuration settings: [BrowserWebAppURL_Filter]
« Supported platforms: all

List of Fields in the Raw Agent Data
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Field

Browser

BrowserVersion

IsFrame

ProcUser

TabHost

TabUriScheme

RequestType

RequestHost

Description Data type Unit

Browser ID. Number
Possible values:

1,2,3,4,5. Also

see the field
BrowserDisplayName
below.

Browser version.  String

Indicates if a page String

is a frame or not.

Possible values:

0,1.

User whoranthe  String
process.

Host address of String
the entered URL.

Urischeme ID of  Number
the entered URL.

Possible values:

0,1,2,3,4. Also

see the field
TabUriSchemeDisplayName
below.

Type of the String
requested URL.

Possible values:

0,1,2,3. Also

see the field
RequestTypeDisplayName
below.

Host address String
which was

requested by the
TabHost

address.

Example

1

69.0.3497.81
1

Domain\JohnDoe

citrix.com

uberagent.com
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Field Description

RequestUriScheme Uri scheme ID of
the requested
URL. Possible
values: 0,1, 2, 3,
4. Also see the
field

RequestUriSchemeDisplayName

below.

RequestCount Total count of
requests
WebRequestDuratioriMsation for all
web requests.
Does not work
with Internet
Explorer.
PagelLoadTotalDuratifetdsduration for
page load.
PageLoadNetworkDuvatiwaiksduration
for page load.
PagelLoadRenderDurBEndétduration
for page load.
HttpStatusCount2xx Count of 2xx http
errors.
HttpStatusCount3xx Count of 3xx http
errors.
HttpStatusCount4xx Count of 4xx http
errors.
HttpStatusCount5xx Count of 5xx http
errors.

List of Calculated Fields

Data type

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Unit

ms

ms

ms

ms

Example

3

40

140

300

150

150
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Field

Description Data type

BrowserDisplayNBnogvser String

User

name.
Possible
values:
Chrome
,Internet
Explorer
,Firefox
,Edge
,Citrix
Enterprise
Browser.

User name. String

TabUriSchemeDidpliagdihame String

name of the
entered URL.
Possible
values:
Other, http,
https, ftp,
file.

RequestUriSchentaDsshlayiéame  String

name of the
requested
URL. Possible
values:
Other, http,
https, ftp,
file.

Unit

Example

Chrome

Where
available

Splunk data
model,
Splunk SPL

Domain\JohnDo&plunk data

https

https

model
Splunk data

model,
Splunk SPL

Splunk data
model,
Splunk SPL
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Where
Field Description Data type Unit Example available
RequestTypeDisplgpiarhtne String XmlHttpRequest Splunk data
requested model,
URL. Possible Splunk SPL
values:
Unknown,
XmlHttpRequest
,WebSocket,
Pageload.

Citrix NetScaler® (ADC) Metrics

December 11, 2025

Citrix NetScaler (ADC) monitoring requires its metrics to be enabled on at least one machine. See the
documentation for details.

Appliance Inventory

uberAgent collects metrics like MAC address, model, and version for the primary as well as the sec-
ondary appliance.

Details

« Source type: uberAgent:CitrixADC:ApplianceInventory
« Used in dashboards: NetScaler Inventory, Single NetScaler Inventory
+ Enabled through configuration setting: CitrixADCInventory

+ Related configuration settings: [CitrixADC_Config]

« Supported platform: Windows

List of Fields in the Raw Agent Data
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Field

HostName

Version

License
Model

LicensingMode

HwDescription

Sysld

ManufactureDay

ManufactureMonth

ManufactureYear

CpuFrequncy
SerialNo

EncodedSerialno

MACAddress
Hostld

Description

Appliance name.

Firmware
version.

Installed license.
Appliance model.

Configured
licensing mode.
Possible values:
Local, Pooled,

CICO.
Hardware and its

ports detail.
System id.

Day the
appliance was
manufactured.
Month the
appliance was
manufactured.
Year the
appliance was
manufactured.
CPU frequency.

Serial number.

Encoded serial

number.
MAC address.

Host id.

LastConfigSaveTimeTime when the

Timezone

WeakPassword

configuration was
last saved.
Timezone.

List of all weak
passwords.

Data type

String
String

String
Number

String

String

String

Number

Number

Number

Number
Number

String

String
String
String

String

String

Unit

Example

CitrixADC1

NS12.0: Build
59.8.nc Date: Sep

122018 06:16:17
Platinum

1000

Local

NetScaler Virtual
Appliance.
450088

17

2009

3890
ABCDEFG12

68310055cb267307ffg8

00155d3d890d
123456789

2018-12-07
12:06:36

GMT+01:00-CET-
Europe/Berlin
password
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Field Description Data type
SystemType System type. String
Possible Values:
Standalone,
HA, Cluster.

LastConfigChangedTTinege when the String
configuration was
last changed.
LastStartupTime  Time when the String
appliance was
last started.
CurrentHAStatus  Indicates the high  String
availability state
of the node.
Possible values:
Staysecondary
,Primary,
Secondary,
Claiming,
Force change

LastHAStatusChangeTime when the String
last master state
transition
occurred.

SSLCards2 Number of Number
available SSL
cards.

SSLCardsUp2 Number of Number
working SSL
cards.

List of Calculated Fields

Unit

Example

HA

2018-12-07
12:06:21

2018-11-24
15:26:25

Primary

2018-12-04
10:34:51
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Field

SSLCards

Description

Number of

available SSL
cards.

SSLCardsUp

Number of

working SSL

cards.

Appliance Performance

Data type

Number

Number

Unit

Example

0

Where
available

Splunk data
model

Splunk data
model

uberAgent collects metrics like CPU usage, RAM usage as well as network throughput for the primary

appliance.

Details

» Source type: uberAgent:CitrixADC:AppliancePerformance

+ Used in dashboards: NetScaler Appliance Performance

+ Enabled through configuration setting: CitrixADCPerformance

+ Related configuration settings: [CitrixADC_Config]

+ Supported platform: Windows

List of Fields in the Raw Agent Data

Field

HostName

MemUsagePcnt

Description

Appliance name.

Memory usage.

MgmtCpuUsagePcntManagement

PktCpuUsagePcnt

DiskOPerUsage
Disk0Size
DiskOUsed

CPU usage.
Packet CPU
usage.

/flash disk usage.

/flash disk size.

/flash disk
allocated space.

Data type

String
Number

Number

Number

Number
Number

Number

Unit

%

%

%

%
MB
MB

Example

CitrixADC1
17.62
14.6

41
1585
598
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Field

DiskOAvail

Disk1PerUsage
Disk1Size
Disk1Used

Disk1Avail

Description

/flash disk free
space.
/var disk usage.

/var disk size.

/var disk
allocated space.
/var disk free
space.

ApplianceBytesReceifatbunt of

incoming
network data.

ApplianceBytesSent Amount of

NumCpus2
MemSizeMB2
MemUselnMB2

CpuFan0Speed

CpuFan1Speed

SystemFanSpeed

CpuOTemp

CpulTemp

outgoing network

data.

Number of CPUs.

Memory size.
Memory usage.

CPU fan 0 speed.

Acceptable range

is 3000 throu