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September 7, 2025

Citrix Provisioning is software streaming technology that delivers patches, updates, and other config-
uration information to multiple virtual desktop endpoints through a shared desktop image. It central-
izes virtual machine management while reducing the operational and storage costs of a virtualized
desktop environment.

Get started
For an overview of the Citrix Provisioning components, see Citrix Provisioning product infrastruc-
ture.

For an overview of the installation wizards and the installation procedures, see Installing and config-
uring Citrix Provisioning,.

For new features in this release, see What’s new.

What’s new

September 7, 2025

What’s new in 2212

This release of Citrix Provisioning includes the enhancements described in the following sections. It
includes several fixes for issues seen in past releases, and issues that we have identified.

Important:
Use the most recent version of the Citrix License Server to receive the latest provisioning features.

When upgrading Citrix Provisioning™ to the newest version, the latest License Server version is
required. If you do not upgrade to the latest version of the License Server, the product license
enters the 30-day grace period.

For more information, see Licensing.
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Support for accelerated network in an Azure target device

Citrix Provisioning now supports accelerated network in an Azure target device. When you enable
accelerated networking in target devices, it lowers network latency, reduces jitter, and decreases CPU
utilization. For more information see, What is Accelerated Networking?

Ability to select targets and reconnect

Using the Citrix Provisioning console, you can now select targets and reconnect them.

Support for Windows 11 22H2

Citrix Provisioning 2209 and later supports Windows 11 up to and including 22H2 on Azure, Hyper-V
(SCVMM), and VMware.

For more information, see System requirements and compatibility.

Support for ESX 8.0

Citrix Provisioning 2209 and later supports ESX 8.0.

For more information, see System requirements and compatibility.

Use a hostname to specify a Citrix Provisioning server

While using Citrix Provisioning console to specify a Citrix Provisioning server, use a hostname instead
of a numeric IP address. This implementation ensures that a secure connection is used instead of the
insecure NT LAN Manager (NTLM) protocol which might be disabled on your network.

If you want to use a numeric IP address, then you must configure the DNS reverse lookup zones to
translate the IP address to a hostname.

Fixed issues

September 7, 2025

Citrix Provisioning™ 2212 includes the following fixed issues:

« When you try to update Boot Device Manager (BDM) partition, SOAP service crashes and fails to
update the BDM partition. [CVADHELP-20679]
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« An incorrect event is logged indicating that the standalone PVS licenses (PVS_STD and

PVSD_STD) are in grace time when using Citrix Virtual Apps and Desktops™ licenses. The

issue occurs after upgrading Provisioning Servers to version 2203 LTSR or 2203 LTSR CU1.
[CVADHELP-21062]

Known issues and considerations

September 13, 2025

This Citrix Provisioning™ release includes the following new issues and considerations:

+ DbScript.exe fails to upgrade the database when you try to upgrade to Citrix Provisioning PVS

2206 or later. To resolve this issue, you must manually add the following lines between lines
2376 and 2377 of the DbScript.exe. Replace [YOUR_DATABASE_NAME] with your database

name.

END

GO

DECLARE @ErrorVar INT

SET @ErrorVar = @RERROR

if @ErrorVar != 0

BEGIN

DECLARE @errVersion smallint

SELECT @errVersion = version FROM DatabaseVersion

PRINT N'Error updating from Version ' + CAST(@errVersion AS
NVARCHAR (8)) ;

PRINT N'Error = ' + CAST(@ErrorVar AS NVARCHAR(8));

SET NOEXEC ON

return

END

USE [YOUR_DATABASE_NAME]

DECLARE @version smallint

SELECT @version = version FROM DatabaseVersion

if @version < 172

BEGIN

[PVS-11063]

« Citrix Provisioning APl is not functional. You get an error while trying to establish a login using
the command Get-PvsConnection. [PVS-10959]

+ In Azure and GCP environments, you cannot set the authentication for the initial target device
login process. [PVS-10409]

« In Citrix Provisioning on Azure 2112 and later, some of the VMs fail to release vDisk lock even
after shutting down the VMs. [PVS-10372]
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Previously reported issues

+ When configuring boot devices using the Boot Device Management utility, you cannot proceed
beyond the Specify the Login Server page if you:

Select Use DNS to find the server.

Select the Target Device is UEFI firmware check box.

Enter an FQDN longer than 15 characters in the Server FQDN field.
Clear the Target Device is UEFI firmware check box.

Select Use static IP address for the Server.

ok wnh e

You can proceed to the next page if you clear the FQDN field or reduce the number of characters
to fewer than 15.
[PVS-9954]

In GCP environments, Citrix Virtual Apps and Desktops™ Setup Wizard fails to remove server-
side write cache files that are located in the Wr i teCache directory of Citrix Provisioning store.
The write cache files are used to format the write cache when you first start the VMs. Therefore,
the files must be removed even if provisioning fails to avoid wasting disk space. To resolve this
issue, do one or both of the following:

+ Ensure that the number of threads has a value of 20. Do one of the following:

+ Set the value in the registry setting key:

Computer\HKEY_CURRENT_USER\Software\Citrix\
ProvisioningServices\VdiWizard\
MAX_VM_CREATE_THREADS_PER_HYPERVISOR

+ Remove the registry setting key.

« Ensure that the store used for write cache files uses an SSD persistent disk instead of a
Standard disk. [PVS-9870]

« Windows 2022 as a host has limitations. Microsoft SCYMM 2019 for Hyper-V does not support
Windows Server 2022 as a host. The Citrix Virtual Apps and Desktops Setup wizards and Stream
VM wizard cannot create targets when using Windows Server 2022 as the hypervisor.

+ The Citrix Virtual Desktops™ Setup Wizard creates targets then boots them to format the cache
drive. This process occurs quickly. Sometimes, a VDA reaches a state where it fails to shut down
correctly. This process occurs because the VDA s initializing while the Citrix Provisioning Service
and the provisioned device service simultaneously finish formatting the cache drive, then shuts
down. To resolve this issue:

1. Inthevirtualdiskregistry key, HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ProvisioningServic
, create a DWORD called RebootDelaySec.
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2. Assign a value to RebootDelaySec. This delays the time for shutdown by the value set in
seconds. [HDX-14474]

+ When using the Streamed VM Setup Wizard to create VMs on a Citrix Hypervisor™ host while
specifying 1 vCPU, the VM is created with 1 vCPU and a topology of 2 cores per socket. Creating
VMs in this fashion prevents the VM from booting, while displaying the following error message
in XenCenter: “The value ‘VCPU_max must be a multiple of thisfield’isinvalid for field platforms:
cores-per-socket. As a result, XenCenter fails to boot the VM because the topology and vCPU
configuration are incompatible. [PVS-1126]

Data governance

September 13,2025

Citrix Provisioning™ collects and transmits data to Citrix in the following cases:

+ When provisioning target VMs, information about those VMs is transmitted to Citrix Daa$S (for-
merly Citrix Virtual Apps and Desktops™ service).

« When problem reports are generated with the Citrix Provisioning Console, a set of data is col-
lected from the Citrix Provisioning servers and saved as a diagnostic bundle. Citrix customer
support provides instructions on making the diagnostic bundle available to them.

The following sections detail the data items included in these two use cases.

Provisioning data

The following data is transmitted to Citrix DaaS™:

+ VM names representing target VMs that are added to Citrix Virtual Apps and Desktops broker
catalogs.

« In addition, the Active Directory computer account SIDs for those target VMs is supplied. These
are unique identifiers for the Active Directory computer accounts in the customers Active Dir-
tectory Domain.

Support bundle data

The support bundle generated by Citrix Provisioning consists of a ZIP file with the following files.
These files contain customer data for each targeted Citrix Provisioning Server:
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File

header.json & server-name.json

journal.json

Manifest.xml

process.json

registry.json

AOTraces/*.etl

Event Logs/*.csv

Hardware/*

Content

Citrix Provisioning Server hostname, local and
domain SID, machine UUID, OS version,
summary of problem, Citrix Provisioning farm ID

Log of problem report generation

The username that the Citrix Provisioning
service is running as.

List of running processes on the Citrix
Provisioning Server.

Complete dump of HKLM\ SOFTWARE\Citrix
registry tree. Includes encrypted data covering
the database connection.

Windows ETL files containing Citrix Provisioning
service logs. These are sanitized and contain no
sensitive data.

Windows application and system event logs
from the Citrix Provisioning Server.

Hardware details including details of all
hardware, network connection details (including
IP address and MAC address of Citrix
Provisioning server), logical drives, pagefile
usage.
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File

Content

Registry/*

Software/*

Dump of HKLM\ Software\Citrix, HKLM\
Software\Microsoft\Cryptography,
HKLM\Ctr1lPanel\Desktop, HKLM\
Software\Microsoft\Windows\
CurrentVersion\Policies, HKLM\
Software\Microsoft\Windows NT\
CurrentVersion\Winlogon, HKLM\
Software\Microsoft\Windows NT\
CurrentVersion\Windows, HKLM\
Software\Wow6432Node\Citrix, HKLM
\Software\Wow6432Node\Microsoft\
Cryptography, HJIKLM\Software\
Wow6432Node\Microsoft\Windows\
CurrentVersion\Policies\Explorer,
HKLM\System\CurrentControlSet\
Control\Citrix, HKLM\SYSTEM\
CurrentControlSet\Control\
FileSystem, HJILM\SYSTEM\
CurrentControlSet\Control\
SystemInformation, HJIKLM\SYSTEM\
CurrentControlSet\Control\
TimeZoneInformation, HKLM\System\
CurrentControlSet\Control\
Terminal Server, HKLM\SYSTEM\
CurrentControlSet\Control\Windows
, HKLM\SYSTEM\CurrentControlSet\
Control\Print\Environments, HKLM\
System\CurrentControlSet\Control\
Session Manager

Files containing the software environment
including: list of installed drivers, environment
variables for user running Citrix Provisioning,
output of GPResult command, list of installed
Microsoft Hotfixes, output of netstat command
showing listening and running TCP and UDP
ports, OS Version, list of Windows Services.
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pvs.zip See below.

The pvs. z1ip file contains:

File Content

PVSLogs\ConfigWizard.ans Contains all of the answers provided when
running the configuration wizard including the
username and encrypted password for the user
running Citrix Provisioning, and log files
generated when the wizard runs.

PVSDatabase*,xml Sanitized dump of Citrix Provisioning database.
All sensitive data including usernames and
passwords is removed from this data.

Third-party notices

September 7, 2025

The current release of Citrix Provisioning™ might include third-party software licensed under the
terms defined in the following document:

Citrix Provisioning 2212 third party notices (PDF Download)

Deprecation

September 7, 2025

The announcements in this article are intended to give you advanced notice of features which are
being phased out so that you can make timely business decisions. Citrix® monitors customer use and
feedback to determine when they are withdrawn. This list is subject to change in subsequent releases
and does not include every deprecated feature or functionality.

The following features are deprecated. This does not mean that they are removed immediately. Citrix
will continue to support them up to and including the next Citrix Provisioning version that is part of
the next Citrix Virtual Apps and Desktops™ Long Term Service Release (LTSR). Deprecated items will be
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removed in a Current Release following the next LTSR. Alternatives for deprecated items are suggested

where possible.

For complete details about product lifecycle support, see the Product Lifecycle Support Policy arti-

cle.

« BIOS support in Citrix Provisioning™. This item is deprecated from version 2203 and the fol-
lowing are not supported with BIOS:

« Windows Server 2022
« Windows 2022 HyperV Gen 1 (BIOS) VMs
« Windows 11

As an alternative, you can use UEFI boot mode.

+ Printer management: Labeled Enable printer management in the vDisk Properties screen.
This item was announced in version 7.12.

+ Inthe BDM Media Properties section of the Boot Device Management screen, the term BDM
Secure Boot: This item was announced in version 7.12.

The alternative is as follows: The Protect SBD parameter replaces BDM Secure boot. This new
parameter represents as much functionality previously provided by the BDM Secure Boot op-
tion. To use this feature:

1. Inthe Boot Device Management screen, select the Protect SBD check box.

2. Optionally select Generate random password (make Media Write-Once), then enter the
password and confirmation.

3. Click Burn to create the bootable device.

+ The vDisk Properties screen is updated to remove the following options from the Cache
Type field:

» Cache on hard disk. This option is removed from the list of available parameters on the
vDisk Properties screen; this option can still be configured using an API.

« Cache on hard disk persisted. The cache on hard disk parameter is removed due to lack of
ASLR support.

This item was announced in version 7.12. As an alternative, use one of the other available op-
tions.

System requirements and compatibility

September 13,2025
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The system requirements in this article were valid when this Citrix Provisioning™ version was released.
Updates are made periodically. Components not covered here (such as StoreFront, host systems, and
Citrix Receivers) are described in their respective documentation.

For more information about using this Current Release (CR) in a Long Term Service (LTSR) environment
and other FAQ, see the Knowledge Center article.

Important:

Review the preinstallation tasks article before installing Citrix Provisioning.

Unless otherwise noted, the component installer deploys software prerequisites automatically (such
as .NET elements) if the required versions are not detected on the machine. The Citrix® installation
media also contains some of this prerequisite software.

For internationalization information, see Global Status of Citrix Products.

Database

The following databases are supported:

Microsoft SQL Server 2014, 2016,2017, and 2019. The SQL Server 2019 is supported on 1912 LTSRCU1
and later versions. The SQL Server 2022 is also supported on 2203 LTSR CU4 and later versions.

For information about database support for Citrix Provisioning on Microsoft Azure, see SQL Server on
Azure SQL.

SQL Server Native Client support is removed from Citrix Provisioning 2109 and later. Microsoft OLE
DB Driver is now installed with specific Citrix Provisioning versions.

Note:

Currently, Citrix Provisioning does not supportinstalling the SQL Server in the Operating System
where the Citrix Provisioning Server is installed. However, this scenario is possible in the testing
environment.

Database clustering is supported.

When configuring databases for provisioning, consider that no preference exists for any specific SQL
collation. Collation supports the standard method recommended by Citrix Virtual Apps and Desktops
when using the configuration wizard. The administrator creates the database with a collation that
ends with _CI_AS_KS. Citrix recommends using a collation that ends with _100_CI_AS_KS. Col-
lation requirements differ for earlier Citrix Provisioning releases. See FAQ: Recommended database
collations for Citrix Products for more information.
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Note

See Supported Databases for Citrix Virtual Apps and Desktops Components in the Knowledge
Center for additional information about supported databases and clients.

License

The Citrix Licensing Server download for this release is included with the Citrix Virtual Apps and Desk-
tops™ installation media. Use the most recent Citrix License Server to get the latest features.

Important:

Citrix Provisioning servers must be connected to the License Server to operate successfully. Use
the most recent version of the Citrix License Server to get the latest features. Citrix recommends
that you upgrade the License Server before upgrading Citrix Provisioning to avoid any licensing
conflicts related to grace periods. For more information, see Licensing.

Provisioning server
Operating systems

+ Windows Server 2022 Standard and data center editions
« Windows Server 2019 Standard and data center editions
« Windows Server 2016 Standard and data center editions

Refer to the Citrix Virtual Apps and Desktops System Requirements page for a complete list of sup-
ported provisioning server operating systems.

English, Japanese, and Simplified Chinese versions are supported.

Processors

The following processors are supported:

« Intel or AMD x64 compatible; 2 GHz minimum; 3 GHz preferred
+ 3.5 GHz Dual Core/HT or similar for loads greater than 250 target devices
« ACitrix Provisioning server with 2 vCPUs.

Memory sizing

The recommended memory sizing for the Citrix Provisioning Server is:

2GiB + (Multi-Session-0S_vDisk x 4GiB) + (Single-Session-0OS_vDisk x 2GiB) + 15% (Buffer)
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Storage

A Provisioning Server can have many vDisks stored on it, and each disk can be several GB in size. Im-
prove your streaming performance by using a RAID array, SAN, or NAS.

There must be enough space on the hard disk to store the vDisks. For example, if you have a 15 GB
hard drive, you can only create a 14 GB virtual disk.

More requirements depend on several factors such as:

+ Hard disk capacity -The requirements of the operating system and applications running on a
target device. Citrix recommends adding 20% to the base size of the final installed image.

+ Private Image Mode —The number of target devices using a virtual disk in private image mode.
vDisks in private image mode are backed up daily.

« Standard Image Mode —The number of target devices using a virtual disk in standard image
mode. Best practice is to include making a copy of every virtual disk created. Minimum esti-
mated common storage sizes:

+ 250 MB for the database
+ 5GBon aclean Windows system
+ 15 GB per virtual disk for Vista Class images

Network adaptor

« Static IP, 1 network connection with Gb Ethernet, or higher preferred
+ Dual 1 GB Ethernet for more than 250 target devices
+ Two NICs often perform better than a single dual-ported NIC

Note:

For information specific to network adapters for Citrix Provisioning on Microsoft Azure, see Citrix
Provisioning on Microsoft Azure.

Citrix Provisioning dependencies

The Citrix Provisioning server installs program requires Microsoft NET 4.8 and Windows PowerShell
4.0.

Network

The following list describes each network type and the associated port.
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UDP and TCP ports

+ Provisioning server to provisioning server communication: Each provisioning server must
be configured to use the same ports (UDP) to communicate with each other. At least five ports
must exist in the selected port range. Configure the port range on the Stream Services dialog
when running the Configuration Wizard.

Note:

If you are configuring for high availability, all provisioning servers selected as failover
servers must reside within the same site. High availability is not intended to cross between
sites.

Default port range (UDP): 6890-6909

+ Provisioning servers to target device communication: Each provisioning server must
be configured to use the same ports (UDP) to communicate with target devices using the
StreamProcess. The port range is configured using the Console Network tab on the Server
Properties dialog.

Note:

The first 3 ports are reserved for Citrix Provisioning.

Default port range (UDP): 6910-6930

+ Target device to Citrix Provisioning communication: Unlike provisioning servers to target
device port numbers, which you can configure using the configuration wizard, target device to
Citrix Provisioning communication cannot be configured because the client port numbers are
static.

Tip:

Make sure that port 6901 is open for target device communication. If you are using the instal-
lation wizard to open ports manually, be sure to include port 6901 to prevent communication
problems between the target device and provisioning server. If you have chosen to use the de-
fault settings when using the wizard, you will not have the option to manually set this port.

Ports (UDP): 6901, 6902, 6905

+ Login server communication: Each provisioning server used as a login server must be config-
ured on the Stream Servers Boot List dialog when running the Configuration wizard.

Default port (UDP): 6910
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« Citrix Provisioning console communication: The SOAP Server is used when accessing the
provisioning console. The ports (TCP) are configured on the Stream Services dialog when run-
ning the Configuration Wizard. For PowerShell: MCLI-Run SetupConnection. For MCLI:
MCLI Run SetupConnection.

Trivial FTP (TFTP)

« TheTFTP portvalueisstoredintheregistry: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\B
Port

Default port (TFTP): 69

TSB

« TheTSB portvalueisstoredinthe registry: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\PV
Port

Default port (UDP): 6969
Port Fast: Port Fast must be enabled
Network card: PXE 0.99j, PXE 2.1 or later

Addressing: DHCP

Note:

Citrix Provisioning console to Provisioning server communication: While using Citrix Provi-
sioning console to specify a Citrix Provisioning server, use a hostname instead of a numeric IP
address. This implementation ensures that the insecure Windows NT LAN Manager (NTLM) pro-
tocol is not used and might be disabled on your network.

If you want to use a numeric IP address, then you must configure the DNS reverse lookup zones
to translate the IP address to a hostname.

Target device

In most implementations, there is a single virtual disk providing a standard image for multiple target
devices. To simplify virtual disk and target device maintenance, create and maintain fewer vDisks and
assign more target devices to each virtual disk.

Tip:

When using the virtual disk Imaging Wizard for a target device, problems appear related to some
Microsoft components which are not installed. For example, operating systems that do not have
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Microsoft Visual C++ generate an error message similar to:
api-ms-win-crt-runtime-11-1-01.d1ll 1is missing
Citrix recommends that all Windows updates and components are current before installing Citrix

Provisioning.

When provisioning target devices, consider the following:

+ To have a single virtual disk, all target devices must have certain similarities to ensure that the
OS has the necessary drivers required to run properly. The three key components are the moth-
erboard, network card, or video card.

« Installand configure the OEM NIC teaming software before you install the target device software.
« Identify target devices by the operating system running on the device.

+ Dual boot virtual disk images are not supported.

+ BitLocker encryption is not supported on a provisioned target device virtual disk.

« Citrix Provisioning supports layered images for Citrix App Layering functionality. See the System
requirements for more information.

Supported Operating Systems

« Windows Server 2022 Standard and data center editions
« Windows Server 2019 Standard and data center editions
« Windows Server 2016 Standard and data center editions

Important:

Windows Server 2016 is not supported in target devices provisioned on Azure.

« Windows 11 22H2 and Windows 11 23H2 on Azure, Hyper-V (SCVMM), Nutanix AHV 6.5 LTS or
later, and VMware

« Windows 10 (64-bit)

+ Windows 10 20H2

« Windows 10 21H1

« Windows 10 21H2

Refer to the Citrix Virtual Apps and Desktops System Requirements page for a complete list of sup-
ported target device operating systems.

Consider the following when provisioning target devices:

« Citrix Provisioning supports publicly available Windows OS version at the time of the release.
« Citrix recommends that you reboot after installing each Windows update.
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Windows 10 limitations For target devices running supported versions of Windows 10, note the
following:

+ Windows 10 v1803 target devices with virtual disk cache type set to Cache in device RAM pos-
sibly crash when booting.

« Citrix Provisioning supports Windows 10 Fall Creator v1709, however, a target device with this
0S cannot boot from a virtual disk in private image mode.

« Windows 10 v1809 (x86 and x64) creates a page file error. For Windows 10 1803, this issue does
not exist between versions 17134.0-17134.523. However, the issue appears when using Win-
dows 10 1803 version 17134.556. See the Microsoft site for more information. For Windows 10
1809, this issue appears between versions 17763.0-17763.253. The issueis resolved in Windows
10 1809 version 17763.292. See the Microsoft site for more information.

Note:

Citrix Provisioning does not support Windows 10 loT Core and Windows 10 |oT Enterprise. See
the Microsoft site for more information.

About Gen 2VMs Gen 2 VMs are supported across all operating systems where Microsoft supports
UEFI.

Note:

The Streamed VM wizard setup does not support SCVMM Gen 2 VMs\templates.

Linux streaming

Using the Linux streaming feature with Citrix Provisioning, you can provision Linux virtual desktops in
the Citrix Virtual Apps and Desktops environment. For more information about the Linux streaming
feature, see Use Citrix Provisioning to create Linux VMs

The following operating systems are supported for Linux streaming.

« Ubuntu 22.04, 18.04, 20.04

+ Red Hat Enterprise Linux 8.6, 8.4, 7.9
» Rocky Linux 8.6

« SUSE Linux Enterprise Server 15 SP3

Be sure to follow the installation recommendations in Streaming Linux target devices.

More dependencies

.NET 4.8 (default)
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Microsoft licensing

Consider the following when using Microsoft licensing keys with target devices:

« Windows 10, Windows Server 2016, Windows Server 2012 R2, and Windows Server 2022 are de-
ployed using either the Key Management Server (KMS) or with Microsoft Multiple Activation Key
(MAK) volume licensing keys.

« Windows Office 2010, Office 2013, and Office 2016 are deployed using KMS licensing. Volume
licensing is configured within the virtual disk image when the Imaging Wizard is run on the main
target device. Volume licensing is configured for the virtual disk file on the Microsoft Volume
Licensing tab, which is available from the Console vDisk File Properties dialog.

Note:

For MAK licensing to work, the Volume Activation Management Tool (VAMT) for that client OS
must be installed on all login servers within a farm. In addition, both Private and Standard Image
Modes support MAK and KMS.

File system type

* NTFS
« For Linux streaming, the following file system types are supported: EXT4, BTRFS, XFS.

Supported operating systems include English on English, Japanese, German, French, Spanish, Sim-
plified Chinese, Traditional Chinese, Korean, and Russian versions.

Citrix Provisioning console

Processor: Minimum 1 GHz, 2 GHz preferred
Memory: Minimum 1 GB, 2 GB preferred
Hard disk: Minimum 500 MB

Operating systems:

« Windows Server 2022 Standard and data center editions
« Windows Server 2019 Standard and data center editions
« Windows Server 2016 Standard and data center editions
« Windows 11 23H2

« Windows 11 22H2

« Windows 11 21H2

Windows 10 (32-bit or 64-bit)
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« Windows 10 20H2
« Windows 10 21H1

Note:

Gen 1 VMs are not supported on SCYMM for Hyper-V with Windows Server 2022.

More dependencies:

« MMC3.0
« Microsoft .NET 4.8
« Windows PowerShell 3.0

Store

Ensure that the store can communicate with the Citrix Provisioning database.

Citrix Virtual Apps and Desktops Setup wizard

The Citrix Virtual Apps and Desktops Setup wizard can only operate with the equivalent version of the
Citrix Virtual Apps and Desktops controller:

+ One or more configured Citrix Virtual Apps and Desktops hosts with identical templates must
exist.

+ Thevirtual disk assigned to each VM must be in standard image mode.

More requirements include:
Permissions:
Tip:

Some of the permissions that are noted in this section relate only to on-premises deployments.

Consider the following:

A Citrix Virtual Apps and Desktops controller must exist with permissions for the current user.

+ vCenter, Nutanix, SCVYMM, and XenServer® minimum permissions must be configured.

+ Auser accessing the Citrix Provisioning console must be configured as a Citrix Virtual Apps and
Desktops administrator. The administrator must also exist in the provisioning SiteAdmin group.

« If you are using Citrix Provisioning with Citrix Virtual Apps and Desktops, the SOAP Server user
account must have Citrix Virtual Apps and Desktops full administrator privileges.

+ When creating accounts in the Console, the user needs the Active Directory Create Accounts

permission. To use existing accounts, Active Directory accounts have to exist in a known OU for

selection.
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« When creating a machine catalog in Citrix Virtual Apps and Desktops, the boot device file is cre-
ated automatically. Creating it automatically eliminates the need to boot using PXE. An unfor-
matted write cache disk is automatically attached and formatted on first boot.

« When updating the Virtual Delivery Agent (VDA) on the virtual disk image, set the appropriate
functional level for the Citrix Virtual Apps and Desktops catalog using the Citrix Virtual Apps and
Desktops console. See the Citrix Virtual Apps and Desktops upgrade topics for more informa-
tion.

« Ifyou areimporting an Active Directory .csv file, use the following format: <name>,<type>,<
description>.

« The CSV file must contain the column header. For example, the csv file contents are:Name,
Type,Description,PVSPCO1,Computer,, The trailing comma must be present to sig-
nify three values, even if there is no description. The trailing comma format is the same format-
ting used by the Active Directory Users and Computers MMC when exporting the contents of an
organizational unit.

SCVMM:

+ The number of required connections for an SCVMM server is greater than or equal to the num-
ber of hosted hypervisors used by the setup wizard for virtual machine cloning. For example:
to set connections to 25 from a PowerShell prompt, run: winrm set winrm/config/
winrs @{ MaxShellsPerUser="25"} winrm set winrm/config/winrs @{
MaxConcurrentUsers="25"}

+ For Microsoft SCVMM to support Citrix Virtual Apps and Desktops, run the following PowerShell
command: set-ExecutionPolicy unrestricted on SCVYMM. For Microsoft SCVMM,
verify that the MAC address for the template is not 00-00-00-00-00-00 before attempting to
clone the template.

« If necessary, use the Template Properties dialog to assign a MAC address.

More requirements:

« If you are running a vCenter server on alternate ports, the following registry modifications
must be made to connect to it using Citrix Provisioning: Create a new key HKLM\ Software)\
Citrix\ProvisioningServices\PlatformEsx - Create a string in the Platform ESX
keynamed ServerConnectionStringandsetitto<http:

« If you are using port 300, set ServerConnectionString=<http:

« If you are using multiple NICs, the Citrix Virtual Apps and Desktops Setup Wizard assumes that
the first NIC is the Citrix Provisioning NIC. The Setup Wizard changes it in accordance with the
virtual machine network in the domain controller. This item is the first NIC listed in the virtual
machines properties.

+ To use the Synthetic switch-over feature, both the first legacy NIC and the synthetic NIC must
be on the same network.
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« If the Citrix Virtual Apps and Desktops setup wizard is used with SCVMM, both the first legacy
and the synthetic NICs’network change according to the network resource. These NICs are set
by Citrix Virtual Apps and Desktops, or by the user if the SCVMM host has multiple network re-
sources.

« Multi-NIC support exists for Citrix Virtual Apps and Desktops.

+ Legacy Citrix Virtual Apps and Desktops agents are supported on VMs. For details, see VDA re-
quirements in the Citrix Virtual Apps and Desktops documentation.

Streamed VM wizard setup

Streamed VM wizard requirements include:

« One or more hypervisor hosts must exist with a configured template.

+ Adevice collection must exist in the Citrix Provisioning site.

« Avirtual disk in standard image mode must exist, and must be associated with the selected VM
template.

More requirements include:

Template VM:

+ Boot order: Network/PXE must be listed first (as with physical machines).

+ Hard disks: If you are using local write cache, an NTFS formatted disk large enough for the
cache must exist. Otherwise, no hard disks are required.

+ Network: Static MAC addresses. If you are using Citrix Hypervisor™, the address cannot be 00-
00-00-00-00-00. Before attempting to create a template from a VM, ensure that the VM is fully
operational.

Permissions:

« The Citrix Provisioning console user account is added to a provisioning SiteAdmin group or
above.

« If you are using Active Directory, when creating accounts in the console, they must possess the
Active Directory Create Accounts permission. To use existing accounts, they must exist in a
known OU for the selection.

ESD server requirements for virtual disk update management

ESD server requirements include:

« WSUS server: 3.0 SP2
« SCCM: SCCM 2016, SCCM 2012 R2, SCCM 2012 SP1, SCCM 2012
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Hypervisor

The following sections include configuration information about supported hypervisors. Refer to Sup-
ported Hypervisors for Virtual Desktops (XenDesktop®) and Provisioning Services for a complete list
of supported hypervisors.

Citrix Hypervisor 5.6 and newer

The template MAC address cannot be 00-00-00-00-00-00-00.

Citrix Provisioning supports Citrix Hypervisor 8.1 functionality, guest UEFI boot, and secure boot. This
functionality enables VMs running Windows 10 (64-bit), Windows Server 2016 (64-bit), or Windows
Server 2019 (64-bit) to boot in UEFI mode. UEFI boot provides aricher interface for the guest operating
systems to interact with the hardware, which can significantly reduce Windows VM boot times. See
the Citrix Hypervisor documentation for more information.

Secure boot in UEFI  Citrix Provisioning supports Secure Boot in UEFI on these platforms:

« Physical machines with UEFI firmware and the Secure Boot option.

» Hyper-V 2016 and later VMs that use the Microsoft UEFI Certificate Authority template in the
Secure Boot setting. Hyper-V 2012 R2 is not supported.

+ Guest UEFI boot and secure boot for Citrix 8.1 Hypervisors are supported. See the Citrix Hyper-
visor documentation for more information.

« ESX version 6.7 or later, and 7.0 update 3.

« Nutanix AHV 6.5 LTS or later.

Nutanix Acropolis

Nutanix Acropolis hypervisors are supported using the Citrix Virtual Apps and Desktops Setup Wizard.
The following is not supported:

+ Boot Device Manager (BDM) partition

For configuration information, see Deploying virtual desktops to VMs using the Citrix Virtual Apps and
Desktops Configuration Wizard.

Important:

An Acropolis hypervisor (AHV) plug-in from Nutanix that supports Citrix Provisioning is required.
Download this plug-in from the Nutanix support site. See the Nutanix documentation portal for
installation information.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 25


https://docs.citrix.com/en-us/citrix-hypervisor.html
https://docs.citrix.com/en-us/citrix-hypervisor.html
https://docs.citrix.com/en-us/citrix-hypervisor.html
https://docs.citrix.com/en-us/provisioning/2212/configure/xendesktop-setup-wizard.html
https://docs.citrix.com/en-us/provisioning/2212/configure/xendesktop-setup-wizard.html
https://www.nutanix.com/support-services/product-support
https://portal.nutanix.com/page/documents/list?type=software

Citrix Provisioning™ 2212

Citrix Provisioning supports Windows 11 on Nutanix AHV 6.5 Long Term Support (LTS). Using Citrix
Virtual Apps and Desktops Setup Wizard, you can create single and multi-session Nutanix AHV 6.5 cat-
alogs. For more information on Nutanix AHV, see the following Nutanix documents:

« AHV Overview
» Securing AHV VMs with vTPM

System Center Virtual Machine Manager (SCVMM) VMM 2012 and newer

Consider the following when configuring this type of hypervisor:

+ Microsoft System Center Virtual Machine Manager (SCYMM) 2019, and 2022 are supported.

« Citrix Provisioning supports Windows 11 22H2 and Windows 11 23H2 on Hyper-V (SCVMM).

« VMM 2012, 2012 SP1, and 2012 R2 are different from each other.

« When creating a machine template for VMM 2012 only, ensure that it has a similar hard disk drive
structure and that it can boot from a virtual disk in Private Image mode. Examples:

+ To PXE boot a VM with write cache, create a VM with one hard disk drive.
+ To use Boot Device Manager (BDM) to boot a VM with write cache, create a VM with two
hard disk drives.

+ For Synthetic NIC Switch Over, boot using legacy NIC and then stream using synthetic NIC,
both the legacy and the synthetic NICs must be in the same VLAN in the template VMs. The
Citrix Virtual Apps and Desktops Set Up Wizard changes the VLAN of both NICs to the VLAN
selected when running the Wizard. This process uses two IP addresses.

« When running the imaging wizard, make sure you select the legacy NIC’s MAC address.

« Citrix Provisioning does not support multiple legacy NICs in the VMM’s VM. VMM uses the last
legacy NIC. The Citrix Virtual Apps and Desktops Setup Wizard always uses the first NIC, regard-
less of whether it is legacy or synthetic.

+ When creating a VMM template, make sure you select None —customization not required as the
Guest OS profile in Configure Operating System menu.

« When using the Citrix Virtual Apps and Desktops Setup Wizard, the targets are created but are
not bootable. An error appears Device not found in the Citrix Provisioning database. The
reason is that the template has the legacy and synthetic NICs in reverse order: synthetic is NIC
1 and legacy is NIC 2. To resolve this issue, delete the NICs in the template. Make a legacy NIC 1
and synthetic NIC 2.

VMware vSphere ESX 6.7 and later

« Supported Citrix Provisioning PXE NIC: ESX 6.7 and newer.
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« Template VM and the main VM: Both must have the same guest operating system, configura-
tion, and virtual machine version. Mismatches cause the process to stop unexpectedly.
« Citrix Provisioning and ESX VM version:

+ The virtual machine version must be changed before OS installation.

+ The template and the main VM must have the same virtual machine version.

« Citrix Provisioning supports ESX 6.7 and later.

« Citrix Provisioning supports Windows 11 22H2 and Windows 11 23H2 on all ESX versions.

« Citrix Provisioning supports VMware vSAN 8.0. You can upgrade your existing vSAN envi-
ronment to vSAN 8.0.

« ESX:

+ When using multiple NICs in ESX VM, the order of the NICs in the VM’s properties, BIOS,
and OS differ. Consider this configuration when making your choices for the streaming
NIC. This is the first NIC in the VM’s properties. You can choose the PXE NIC in the BIOS.

+ Host record: Regardless of the ESX version, the host’s address for the Citrix Virtual Apps and
Desktops host is the vCenter system. Do not enter the address used by the web client.

Support for Single Root /0 Virtualization (SR-10V)

Citrix Provisioning supports client using SR-IOV on the following hypervisors:

» Hyper-V
« VMware vSphere
» Azure

Note:

For information specific to Citrix Provisioning on Microsoft Azure, see Citrix Provisioning on Mi-
crosoft Azure.

Support for cloud platforms

Citrix Provisioning supports the following cloud platforms:

« Citrix Provisioning on Microsoft Azure
« Citrix Provisioning on Google Cloud Platform
« Citrix Provisioning in Nutanix on AWS

« VMware cloud and partner solutions: The following VMware cloud variants are supported:

« Azure VMware Solution (AVS) integration

© 1997-2025 Citrix Systems, Inc. All rights reserved. 27


https://docs.citrix.com/en-us/provisioning/2212/configure/configure-azure.html
https://docs.citrix.com/en-us/provisioning/2212/configure/configure-azure.html
https://docs.citrix.com/en-us/provisioning/2212/configure/configure-azure.html
https://docs.citrix.com/en-us/provisioning/2212/configure/configure-gcp.html
https://docs.citrix.com/en-us/provisioning/2212/configure/configure-pvs-nutanix-aws.html
https://docs.citrix.com/en-us/provisioning/2212/configure/vmware-cloud-partner-solutions.html

Citrix Provisioning™ 2212

+ VMware Cloud on AWS
+ Google Cloud VMware Engine

Note:

The VMware cloud variants are supported from Citrix DaaS™ (formerly Citrix Virtual Apps and
Desktops service) or if you have a Hybrid Rights License.

Licensing

September 13, 2025

Citrix Provisioning is available under the Citrix Virtual Apps and Desktops™ entitlement, and is
licensed per target device. Each provisioned target device checks out a single Citrix Provisioning
license (included with your Citrix Virtual Apps and Desktops license file).

Citrix Provisioning™ is also available under the Daa$ entitlement. You can obtain a special Citrix Provi-
sioning license file that is installed into the License Server. Configure the Citrix Provisioning licensing
to use Cloud type licenses irrespective of where Citrix Provisioning is running.

The Citrix License Server must be installed on a server that can communicate with all Citrix Provision-
ing servers within the farm. You need one license server per Citrix Provisioning farm. You can use the
same license server for multiple Citrix Provisioning farms. The total license count is shared between
the farms.

Use the most recent version of the Citrix License Server to receive the latest provisioning features.
If you are upgrading Citrix Provisioning to the newest version, the latest License Server version is re-
quired. When you do not upgrade to the latest version of the License Server, the product license enters
the 30-day License caching mode.

Important:

Provisioning servers must be connected to the license server to operate successfully. Use the
most recent version of the Citrix License Server to get the latest features. Citrix recommends
that you upgrade the License Server before upgrading Citrix Provisioning to avoid any licensing
conflicts related to License caching modes.

Consider the following options when deciding which server to use as the license server:

+ Single system: install the license server on the same system as Citrix Provisioning. This option
is suitable for evaluations, test labs, or implementations with one Citrix product.

+ Stand-alone: install the license server on a separate system. This option is suitable for larger
implementations or implementations using multiple Citrix products.
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« Point to an existing license server.

For detailed Citrix licensing information, see Licensing.

For information related to virtual disk volume licensing, see Configuring a vDisk for Microsoft Volume
Licensing.

License caching modes

There are two types of License caching modes:

+ Out-of-box License caching mode is 30 days (720 hours). Initial installation of the licensing
server provides startup licenses for all Citrix products. Startup licenses expire after 30 days. The
30-day countdown begins when the product prompts you for the startup license for the first time.
Citrix Provisioning product licenses must be installed during this period. A startup license for a
Citrix product is voided if a license for that product is installed.

« License server connectivity outage License caching mode is 30 days (720 hours). If connec-
tivity to the Citrix License Server is lost, Citrix Provisioning continues to provision systems for
30 days.

When Citrix Provisioningisin a License caching mode, you are notified through a message in the Event
Viewer of the Citrix Provisioning server.

When a License caching mode expires, targets display popups indicating they are not licensed and
shut down in a further 30 days if licensing is not re-established.

Important:

When you upgrade an existing environment to the newest version of Citrix Provisioning, also
upgrade to the latest version of the licensing server or the product license. Failure to perform
this upgrade results in Citrix Provisioning entering a 30-day License caching mode.

Installing the license server

Download the latest version of Citrix Licensing from the download page at http://www.citrix.com/d
ownloads/licensing.html.

Note:

Restart the stream service if Citrix Provisioning is installed after the license server, or if new li-

censes are added.
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License type for Citrix Cloud™

The license type PVS_CCLD\ \ _CCS supports Citrix DaaS (formerly Citrix Virtual Apps and Desktops
service) in Citrix Cloud. This license type is applicable to both desktop and server operating systems
servicing provisioned target devices, replacing existing on-premises Citrix Provisioning licenses for
desktops and data centers.

Note:

This Citrix Cloud license type replaces the existing on-premises Citrix Provisioning license for
desktops and provisioning for data centers. It possesses the same license acquiring precedence
as the on-premises licenses when bundling Citrix licenses.

The on-premises trade-up feature does not apply to Citrix Cloud licenses. Each Citrix Provision-
ing target device checks out a single Citrix Cloud license regardless of the operating system type,
for example, a data center or desktop.

Citrix Provisioning determines the license options for Citrix Cloud. When you use a license server with
Citrix Provisioning, Citrix Cloud licenses are consumed if the Cloud option is selected during the initial
setup. An on-premises license is consumed if On-premises is selected when setting up Citrix Provi-
sioning.

Important:

Restart the Citrix Provisioning stream service whenever changes are made to licensing options.
For example, when changing from a Citrix Cloud license to an on-premises licensing schema.

Use the Citrix Provisioning Configuration Wizard to specify a Cloud license. In the License Server
screen, click the Cloud radio button, then click Next to continue with the configuration process:
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o Provisioning Services Configuration Wizard =

License Server

Enter the license server hostname and port.

License server name:
| 10.192.150.28

License server port: 27000

Validate license server communication

Select Citrix Provisioning Service license type:

(®) On-premises

Ise Datacenter licenses for desktops if no Desktop licenses are available

) Cloud

< Badk || Mext = || Cancel

You can alternately view or change the license type in the Farm Properties screen. In the Licensing
tab, select the appropriate license type; click Cloud then click OK:

© 1997-2025 Citrix Systems, Inc. All rights reserved. 31



Citrix Provisioning™ 2212

Farm Properties -
!Geneml I Security I Gmups_j_UCEI'IS"'IEI Eptiuns | wDigk Version I Status I Problem Report |

License server name: | 10.152.150 .28 |

License server part: 27000 =

Select Citrix Provisioning Service license type:

® On-Premises

|Use Datacenter icenses for desktops f no Desktop licenses are available

) Cloud

OK || Cancel || Hebp

Note:

The on-premises trade-up feature does not apply to Citrix Cloud licenses. Each Citrix Provision-
ing target device checks out a single Citrix Cloud license regardless of the operating system type,

for example, a data center or desktop.

Using accelerated Microsoft office activation

An administrator can force the immediate activation of a Microsoft Office license once a system starts
up. In previous releases, a provisioned virtual disk activates a license when the virtual machine boots.
This lengthy background process occurred after the VM reaches the Citrix Virtual Apps and Desktops
login screen. As a result, users encounter licensing conflicts that would lead them to believe a license
did not exist for the VM.

To access this new feature:

+ use Microsoft Volume Licensing tab in the virtual disk Properties screen. Click the Key Man-
agement Service (KMS) radio button, then click the Accelerated Office Activation check box.
Select OK to apply the configuration change to the virtual disk.

+ use the Citrix Provisioning Imaging Wizard. In the Microsoft Volume Licensing screen, click
the appropriate license management option for the virtual disk. Click the Key Management
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Service (KMS) radio button, then click the Accelerated Office Activation check box. Select
Next to apply the configuration change to the virtual disk and continue configuring the virtual

disk.

Tip:

For implementations using Microsoft Active Directory, set the Microsoft Volume Licensing op-

tion in the vDisk property to None. If the operating system meets the requirements set by Mi-

crosoft, Windows activates automatically. For additional information and prerequisites for Win-

dows Active Directory, see Activate using Active Directory-based activation.

Hybrid Rights License with Citrix licensing server

Citrix Provisioning now allows the following using Hybrid Rights License with Citrix licensing server:

+ You can work with on-premises (customer-managed delivery controller™) when running Citrix

Provisioning in Azure.

+ You must have Citrix Virtual Apps and Desktops license with Hybrid Rights when running Citrix

Provisioning in Azure.

Note:

« Citrix Provisioning running in Azure does not support creating sites or provisioning targets

in on-premises hypervisors.

« Citrix Provisioning running in on-premises does not support creating sites or provisioning

targets in Azure.

The following table describes the support for Hybrid Rights License with Citrix licensing server:

Owned license Delivery Controller License available

On-premises Citrix Customer managed License file has Citrix

Virtual Apps and Virtual Apps and

Desktops Desktops licenses

Citrix DaaS™ Citrix Cloud License file has Citrix
Provisioning Cloud
licenses

Hybrid Rights License ~ Customer managed License file has Hybrid
Rights License

Supported hypervisor

On-premises
hypervisors only. No
support for running in
Azure.

On-premises and
cloud hypervisors.
Citrix Provisioning
running in Azure is
allowed.
On-premises and
cloud hypervisors.
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Owned license Delivery Controller License available Supported hypervisor
Hybrid Rights License  Citrix Cloud License file has Hybrid ~ On-premises and
Rights License cloud hypervisors.

Effect of Hybrid Rights License on host connection

There are three scenarios where the host connection to the public cloud hosts is affected based on
Hybrid Rights License entitlement:

«+ To create a new host connection to the public cloud hosts, you must have Hybrid Rights License.

« If you have Hybrid Rights License but the license has expired, then the existing connections to
public cloud hosts are marked as not entitled and enter into maintenance mode. When existing
host connections are in maintenance mode, you cannot do the following:

« Add or modify host connections
+ Create catalog and update image
«+ Perform power actions

+ If anew Hybrid Rights License is installed, existing hosting connections are re-enabled.

Configuring a vDisk for Microsoft Volume Licensing

September 7, 2025

Configure a vDisk for Microsoft Key Management Service (KMS) or Multiple Activation Key (MAK) vol-
ume licensing when running the Imaging Wizard. If the vDisk was not configured using the Imaging
Wizard, it can still be configured from the Citrix Provisioning™ console.

Important:

Citrix Provisioning does not support MAK activation for Microsoft Office products.

Using MCLI and SOAP server command line interfaces for Microsoft volume licensing

MCLI and SOAP Server command-line interfaces can be used to configure Microsoft Volume Licensing
using the following procedure:

1. Select the vDisk in the Citrix Provisioning console, then right-click and select File Properties.
The vDisk File Properties dialog appears.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 34



Citrix Provisioning™ 2212

2. Click the Microsoft Volume Licensing tab, then select the MAK or KMS licensing method.
3. Click OK.

Configuring Microsoft KMS volume licensing

This section describes how to use KMS license access codes with Citrix Provisioning.

Note:

Support for KMS licensing requires the SOAP Server user account is a domain user with the
right to perform volume maintenance tasks. The domain user is typically found in Local
\\Computer Configuration\\Windows Settings\\Security Settings\\
Local Policies\\User Rights Assignment. By default, a member of the local
administrators group has this right.

KMS volume licensing utilizes a centralized activation server. This server runs in the data center, and
serves as a local activation point (opposed to having each system activate with Microsoft over the
internet).

Note:

Preparing or updating a KMS configured vDisk that is copied or cloned includes completing the
final configuration task. Change the vDisk mode from Private Image Mode to Shared Image
Mode. Prepare the vDisk before copying or cloning the vDisk to other Provisioning Servers. Copy
the pvp and vhdx file to retain the properties and KMS configuration of the original vDisk.

The tasks involved in configuring a vDisk image to use KMS volume licensing and managing that vDisk
in a Citrix Provisioning farm includes:

+ Enabling KMS licensing on the created vDisk. Select the KMS menu option on the Microsoft
Volume Licensing tab when running the Imaging Wizard. See the Imaging Wizard for details.

+ Preparing the new base vDisk image

+ Maintaining or upgrading the vDisk image

Note: If KMS licensing was not configured on the vDisk when running the Imaging Wizard, alternatively
configure it using the Console. You can also configure it using the MCLI and PowerShell command-line
interface.

Preparing the new base vDisk image for KMS volume licensing

After you create a vDisk using the Imaging Wizard, it must be reset to a non-activated state using the
rearm command.
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Perform this operation on a system booted from the vDisk in Private Image Mode. This process en-

sures that the master target device hard disk’s rearm count is not reduced.

Tip: Microsoft limits the number of times you can run rearm on an installed OS image. Reinstall the

operating system if you exceed the number of allowed rearm attempts.

1.

Boot the target device from the vDisk in private image mode to rearm.
Note:

OSPPPREARM.EXE must be run from an elevated command prompt.

A message prompts you to reboot the system, DO NOT REBOOT. Instead shut down the target
device.

If the KMS option was not selected when the vDisk image was created, click the Microsoft Vol-
ume Licensing tab and set the licensing option to KMS.

. Set the vDisk mode to standard image mode.

Stream the vDisk to one or more target devices.

Use the information in the following sections to configure various KMS scenarios.

Maintaining or upgrading a vDisk image that uses KMS volume licensing

To maintain or upgrade a vDisk image that is configured to use KMS volume licensing:

ok w e

Set the vDisk mode to Private Image mode.

Stream the vDisk to a target device.

Apply the OS/application service pack/update, then shut down the target device.

Set the vDisk mode back to Shared Image mode.

Stream the vDisk to the target device in shared image mode.

Note: If Office 2010 is installed as a vDisk update, or after the vDisk has gone through the base
disk preparation process once, repeat the base disk preparation using the following procedure:

a) In the Citrix Provisioning console, right-click on the vDisk, then select the File Properties
menu option. The vDisk File Properties dialog appears.

b) Click the Microsoft Volume Licensing tab, then change the licensing option from KMS to
None.

c) Onthe Mode tab, set the vDisk access mode to Private Image mode.

d) PXE boot to the vDisk in private image mode to rearm.
Note: OSPPPREARM.EXE must be run from an elevated command prompt.

e) A message prompts you to reboot the system, DO NOT REBOOT. Instead shut down the
target device.
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f) In the console, right-click the vDisk you are configuring, then select the File Properties
menu option. The vDisk Properties dialog appears.

g) Click the Microsoft Volume Licensing tab, then change the license option from None to
KMS.

h) On the Mode tab, set the vDisk access mode to Shared Image mode.

i) Stream the vDisk to the target devices.

Maintaining or upgrading a vDisk image enabled with versioning that is currently using KMS

In this scenario, avDisk is already configured for KMS and is deployed successfully. The disk is enabled
to use vDisk versioning, so versions can exist. Consider:

+ For both Microsoft Windows and Microsoft Office: A vDisk is already configured for KMS and is
deployed successfully.

« For environments with only Microsoft Windows or only Microsoft Office: The vDisk is already
configured for KMS Only Windows or Only Office and is deployed successfully.

To maintain or upgrade the vDisk:

In the Citrix Provisioning console, right-click the virtual disk, and select Versions.

Create a disk version.

Access the target device properties and set Type to Maintenance.

Start the target device.

Access the target device machine and select Maintenance from the Boot menu when prompted.
Select the required operating system in Application/Service Pack/Update.

Shut down the target device.

Access the Citrix Provisioning console, select the vDisk and right-click to display the contextual

© N ok wN R

menu.
9. Select Versions. Promote the vDisk from Maintenance to Production or Test.
10. Access the Citrix Provisioning console. Under Target device properties, change the Type to
Production or Test.

Stream the vDisk with this version to one or more target devices.

Installing Microsoft Office to an existing KMS configured vDisk during Maintenance

AvDisk already uses KMS, is configured for Microsoft Windows and is deployed successfully.

To install Microsoft Office to a vDisk during maintenance:

1. Inthe Citrix Provisioning console, right-click on the vDisk and select Properties.
2. Select the Microsoft Volume Licensing tab and change the licensing option from KMS to None.
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. Onthe General tab, set the vDisk access mode to Private Image mode.

H W

. PXE boot to the vDisk in Private Image mode to rearm:

a) For Office (for 64-bit client): Program Files(x86)\Common Files\microsoft
shared\OfficeSoftwareProtectionPlatform\OSPPREARM.EXE

b) For Office (for 32-bit client): Program Files\Common Files\microsoft
shared\OfficeSoftwareProtectionPlatform\OSPPREARM.EXE

c) Repeat for other Windows versions: Run cscript.exe slmgr.vbs —rearm

5. A message is displayed to reboot the system. Do not reboot. Instead, shut down the target
device.

In the console, right-click the vDisk and select Properties.

Select the Microsoft Volume Licensing tab and change the license option from None to KMS.
On the General tab, set the vDisk access mode to Standard Image mode.

o x® N o

Stream the vDisk to one or more target devices.
Tip:

You can validate the KMS configuration by verifying that the CMID for each device is unique.
For Windows versions, run cscript.exe slmgr.vbs —dlv. For Office versions, run C:\
Program Files\Microsoft Office\Officeld4\cscript ospp.vbs /dcmid.

Important information on rearm Consider the following when rearming:

+ Microsoft limits the number of times you can run rearm on an installed operating system image
and Microsoft Office. The operating system and Office image must be reinstalled accordingly if
you exceed the number of allowed rearm attempts.

« For a successful KMS configuration using a Citrix Provisioning vDisk, you are not required to
rearm the disk except the first time when you configure it.

« Citrix® recommends that you rearm the system that is started from the vDisk in Private Image
mode. This ensures that the rearm count of the master target device hard disk is not reduced.

Installing Microsoft Office to an existing KMS configured for a Windows vDisk

AvDisk is already configured for KMS using Microsoft Windows and is deployed successfully. To install
Microsoft Office to an existing KMS that is configured for Microsoft Windows:

In the Citrix Provisioning console, right-click the vDisk and select Properties.
Select the Microsoft Volume Licensing tab and change the licensing option from KMS to None.
On the General tab, set the vDisk Access Mode to Private Image mode.

> wnh e

PXE boot to the vDisk in Private Image mode to rearm. An OS rearm is required along with the
Microsoft Office rearm.
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a) For Microsoft Windows, run cscript.exe slmgr.vbs -rearm.

b) ForMicrosoft Office 2010, run%ProgramFiles%\Common Files\MicrosoftShared
\OfficeSoftwareProtectionPlatform\OSPPREARM. EXE.

c) For Microsoft Office 2013 and 2016, run %$ProgramFiles%\Microsoft Office\\%
Office%\OSPPREARM.EXE.

5. A message is displayed to reboot the system. Do not reboot. Instead, shut down the target
device.

In the console, right-click the vDisk and select Properties.

Select the Microsoft Volume Licensing tab and change the license option from None to KMS.
On the General tab, set the vDisk Access Mode to Standard Image mode.

o ® N o

Stream the vDisk to one or more target devices.

You can validate the KMS configuration by verifying that the CMID for each device is unique. For Win-
dows versions,runcscript.exe slmgr.vbs —dlv. For Office versions, change the directory to
%ProgramFiles%\Microsoft Office\\%0ffice%andthenrun:

o cscript ospp.vbs /dcmid

« cscript ospp.vbs /dstatus. The OS and Microsoft Office discovery of KMS is indepen-
dent from each other. /dstatus appears if Microsoft Office has located KMS on the network.

« cscript ospp.vbs /act. Thiscommand expedites the activation process.

Upgrading Microsoft Office on an existing KMS configured for a Microsoft Windows vDisk

AvDisk is already configured for KMS that uses Microsoft Windows and Microsoft Office. To upgrade:

In the Citrix Provisioning console, right-click on the vDisk and select Properties.
On the General tab, set the vDisk Access Mode to Private Image mode.

Start the target device.

Run the new Microsoft Office setup. Choose to perform an upgrade.

Reboot the target device as required by the installation.

Shut down the target device.

Nk~ e

Connect to the Citrix Provisioning Server. In the console, right-click on the vDisk and select
Properties.

8. On the General tab, set the vDisk Access Mode to Standard Image mode.

9. Stream the vDisk to one or more target devices.

Important information on rearm

+ Microsoft limits the number of times you can run rearm on an installed operating system image
and Microsoft Office. The operating system and Office image must be reinstalled accordingly if
you exceed the number of allowed rearm attempts.
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+ ForWindows and Office products utilizing KMS activation, the available rearm countincrements
from 0 to 1 on a successful activation against a KMS host server.

« If you run out of rearms, activating by using a KMS host lets you rearm once. This ensures that
once you activate a KMS client, they can issue a rearm. For example, a KMS client with a rearm
count of 1 issues a rearm using the remaining single rearm, and reboots. Upon reboot after the
KMS client activates, the rearm count will return to a count of 1.

Tip:

A successful KMS configuration for a Citrix Provisioning vDisk does not require you to rearm the

vDisk except the first time when it is configured.

Configuring Microsoft MAK volume licensing

This section describes the use of Multiple Activation Keys (MAK). A MAK corresponds to some pur-
chased OS licenses. The MAK is entered during the installation of the OS on each system. The in-
stallation activates the OS and decrements the count of purchased licenses centrally with Microsoft.
Alternatively, a process of proxy activation is done using the Volume Activation Management Toolkit
(VAMT). Proxy activation works on systems that do not have access to the Internet. Citrix Provisioning
applies this proxy activation mechanism for standard image mode vDisks that have the MAK licensing
mode selected when creating the disk.

The Volume Activation Management Tool (VAMT) version 3.1 must be installed and configured on all
provisioning servers within a farm. This tool is available from the Microsoft Windows Assessment and
Deployment Kit (Windows ADK). For more information, see Install VAMT.

When you first run the VAMT, a VAMT database is created. This database caches all device activations
and allows for the reactivation of Citrix Provisioning.

Volume Activation Management Tool 3.1 requires:

« PowerShell 3.0 or later —the OS is newer than Windows Server 2012 or Windows 8
+ SQL 2012 express or newer

Citrix Provisioning MAK activation requires you to configure one of three user types:

« Volume Activation Management Tool/Provisioning Services installation user —This user is
a local administrator possessing rights on SQL 2012 or newer (VAMT 3.1 requirement). These
rights are used to create a database for VAMT.

+ MAK user —The user defined in the site’s properties. This user handles the MAK activation on
both server and client side. This user is a local administrator on both the provisioning server
and the master client. This user requires full access to the VAMT database.

+ Citrix Provisioning SOAP/stream services user —the stream process handles the reactivation
when the target device restarts. This user requires read access to the VAMT database.
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Provisioning servers use PowerShell to interface with the VAMT. These manual configuration steps are
required one time per server:

1. Install PowerShell 3.0 or later.

2. Install VAMT 3.1 on every provisioning server system using a Volume Activation Management
Tool/Provisioning Services installation user.

3. Configure a VAMT database as prompted during the initial run of VAMT 3.1. Make this database
accessible to all provisioned servers used to stream VAMT activated Citrix Provisioning target
devices.

4. If the user who created the VAMT database is not the SOAP/stream service user, copy the
VAMT configuration file C:\\Users\\\\<VAMT -dinstallation user (dB creator
)\>\\AppData\\Roaming\\Microsoft\\VAMT\\VAMT.config to C:\\Users
\\\\<Provisioning Services soap/stream services user\>\\AppData\\
Roaming\\Microsoft\\VAMT\\VAMT.config.

5. Set the provisioning server security configuration to use PowerShell to interface with VAMT.

a) Set-ExecutionPolicy -Scope \ (the Provisioning Services services user) to unrestricted —see
Set-ExecutionPolicy for more information.

b) WinRM quickconfig.

c) Enable-WSManCredSSP -Role Client -DelegateComputer <this server fqdn> -Force

d) Enable-WSManCredSSP -Role Server —Force.

6. Configure the Windows firewall on the client for VAMT 3.1 —see Configure Client Computers for
more information. Citrix Provisioning target devices cannot be activated or reactivated if the
firewall is not configured for VAMT.

Common activation errors

Error: Failed to create PSSession —Reason: MAK user is not a local administrator on the Citrix Provi-
sioning server.

Error: Index was out of range. Must be non-negative and less than the size of the collection. Parame-
ters name: Index.

Reason: MAK user does not have full access (read\write) permission to the VAMT database.

Setting the vDisk licensing mode for MAK

A vDisk can be configured to use Microsoft Multiple Activation Key (MAK) licensing when running the
Imaging Wizard. If MAK licensing was not configured when running the Imaging Wizard, the vDisk’s li-
censing mode property can be set using the console, MCLI, or PowerShell user interface. The licensing
mode is set before activating target devices.
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Note: For information on using the command-line interfaces, see the MCLI or PowerShell Program-
mers Guide.

Entering MAK user credentials

Before target devices that use MAK-enabled vDisks can be activated, MAK user credentials must be
entered for a site.

Note: The user must have administrator rights on all target devices that use MAK-enabled vDisks, and
on all Provisioning Servers that stream the vDisks to target devices.

To enter credentials:

1. Right-click on the site where the target devices exist, then select the Properties menu option.
2. On the MAK tab, enter the user and password information in the appropriate text boxes, then
click OK.

Activating target devices that use MAK-enabled vDisks

After a vDisk is configured for MAK volume licensing, each target device assigned to the vDisk must be
activated with a MAK.

Note: After all licenses for a given MAK are used, a new key is required to allow more target devices to
share this vDisk image.

To activate target devices that use MAK volume licensing from the Console:

1. Boot all target devices that are to be activated.

2. In the Console, right-click on the collection or view of the individual device including those tar-
get devices requiring MAK license activation. Select the Manage MAK Activations... menu op-
tion. The Manage MAK Activations dialog appears.

3. Inthe Multiple activation key text box, enter the MAK to activate the target devices.

4. The number of booted target devices requiring activation display on the dialog. From the list of
booted devices, check the box next to each target device that you want to activate.

5. Click OK to activate licensing for all selected target devices. Do not close the dialog until the
activation process is completed. The process can be stopped by clicking the Cancel button.
Closing the dialog before the activation process completes stops the process might result in
some target devices not being activated. The Status column indicates if a target device is being
activated or failed. If all target devices were activated successfully, click OK to close the dialog.
If one or more target devices are not activated, or if devices were not activated successfully, the
dialog displays any unactivated devices. After resolving any issues, repeat this step to activate
the remaining target devices.
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Note:

The Manage MAK Activations option does not display after all currently booted target de-
vices have been successfully activated.

Maintaining MAK activations

Typically, devices and their assigned vDisk activations are preserved automatically. When a different
target device is assigned a MAK activated vDisk, it removes any saved existing MAK reactivation infor-
mation. If the vDisk is reassigned in the future, the target device fails to reactivate. To prevent the loss
of MAK activation, do not unassign the activated disk from the target device.

To change a target device’s vDisk, without losing the MAK activation, select one of the following meth-
ods:

« Assign more vDisks to the target device, without removing any, then set the default booting
vDisk accordingly.
+ Assign more vDisks to the target device and temporarily disable the MAK activated vDisk.

For you to update a MAK activated vDisk, the Auto Update feature must be used so that the MAK
activation information is maintained. This process is required for the shared device reactivation.

More MAK considerations:

+ Manual vDisk updates (unassigning one vDisk and reassigning another vDisk) results in the loss
ofthe required MAK activation information. This process requires a new activation, which would
consume another license.

+ Using auto update to deploy a new vDisk from a different OS results in mismatched MAK acti-
vation information. In this case, a new activation must be performed from the command line
interface, as only unactivated target devices can be activated from the Citrix Provisioning con-
sole.

Architecture

September 13,2025

Most enterprises struggle to keep up with the proliferation and management of computers in their
environment. Each computer, whether it is a desktop PC, a server in a data center, or a kiosk-type
device, must be managed as an individual entity. The benefits of distributed processing come at the
cost of distributed management. It costs time and money to set up, update, support and ultimately
decommission each computer. The initial cost of the machine is surpassed by operating costs.
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Citrix Provisioning™ takes a different approach from otherimaging solutions by changing the relation-
ship between hardware and the software that runs on it. By streaming a single shared disk image, a
virtual disk, rather than copying images to individual machines, Citrix Provisioning offers the follow-
ing benefits:

+ Enables organizations to reduce the number of disk images that they manage, even as the num-
ber of machines continues to grow.

+ Provides the efficiencies of a centralized management solution with the benéefits of distributed
processing.

In addition, because machines are streaming disk data dynamically from a single shared image, ma-
chineimage consistency is ensured. At the same time, large pools of machines can completely change
their configuration, applications, and even operating systems in the time it takes them to reboot.

How Citrix Provisioning works

Using Citrix Provisioning, any virtual disk can be configured in standard image mode. Standard image
mode allows many computers to boot from it simultaneously, greatly reducing the number of images
that must be maintained and the amount of required storage. The virtual disk is in a read-only format.
Target devices cannot change the image.

The following image provides a high-level view of a basic Citrix Provisioning infrastructure and shows
how provisioning components might appear within that implementation.
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Benefits to Citrix Virtual Apps and Desktops™ and other server farm administrators

If you manage a pool of servers that work as a farm, such as Citrix Virtual Apps and Desktops servers
or web servers, maintenance is problematic. Maintaining a uniform patch level on your servers can be
difficult and time consuming. With traditional imaging solutions you start out with a pristine golden
master image. But when a server is built with the master image, you now must patch the individual
server along with the other servers. Rolling patches out to individual serversin your farm is inefficient
and unreliable. Patches often fail on an individual server. Problems are not realized until users have
conflicts or the server has an outage. Once that happens, getting the server back into sync with the
rest of the farm is challenging and sometimes requires a full reimaging of the machine.

With Citrix Provisioning, patch management for server farms is simple and reliable, you start out man-
aging your golden image and you continue to manage that single golden image. All patching is done
in one place and then streamed to your servers when they start. Server build consistency is assured
because all your servers are using a single shared copy of the disk image.

If a server becomes corrupted, reboot it and it’s instantly back to the known good state of your master
image. Upgrades are fast. Once you have your updated image ready for production you assign the new
image version to the servers and reboot them. In the time it takes machines to reboot you can deploy
the new image to any number of servers. Roll-backs can be done in the same manner so problems
with new images do not impact your servers or your users for an extended time.

Benefits for desktop administrators

With Citrix Virtual Apps and Desktops, desktop administrators use Citrix Provisioning streaming tech-
nology to simplify, consolidate, and reduce the costs of both physical and virtual desktop delivery.
Many organizations are exploring desktop virtualization. While virtualization addresses many of the
consolidations and simplified management needs of IT, configuring it also requires the deployment
of supporting infrastructure. Without Citrix Provisioning, storage costs can put desktop virtualization
out of the budget. With Citrix Provisioning, IT can reduce the amount of storage required for VDI by as
much as 90 percent. At the same time the ability to manage a single image rather than hundreds or
thousands of desktops significantly reduces the cost, effort, and complexity for desktop administra-
tion.

Different types of workers across the enterprise need different types of desktops. Some require sim-
plicity and standardization, while others require high performance and personalization. Citrix Virtual
Apps and Desktops can meet these requirements in a single solution using FlexCast™ delivery tech-
nology. With FlexCast™, IT can deliver every type of virtual desktop - each tailored to meet the perfor-
mance, security, and flexibility requirements of each individual user.

Not all desktop applications are supported by virtual desktops. For these scenarios, IT can still reap
the benefits of consolidation and singleimage management. Desktop images are stored and managed
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centrally in the data center and streamed out to physical desktops on demand. This model works
well for standardized desktops such as those in lab and learning environments, call centers, and “thin
client”devices used to access virtual desktops.

The Citrix Provisioning solution

Citrix Provisioning streaming technology allows computers to be provisioned and reprovisioned in
real time from a single shared-disk image. Using a single shared image enables administrators to
completely eliminate the need to manage and patch individual systems. Instead, all image manage-
ment is done on the master image. The local hard disk drive of each system is used for runtime data
caching. In some scenarios, the disk is removed from the system entirely, which reduces power usage,
system failure rates, and security risks.

The Citrix Provisioning infrastructure is based on a software-streaming technology. After you install
and configure Citrix Provisioning components, a virtual disk is created from a device’s hard drive. This
disk is created by taking a snapshot of the OS and application image, and then storing thatimage as a
virtual disk file on the network. The device that is used during this process is seen as a master target
device. The devices that use those vDisks are called target devices.

Avirtual disk exists on any of the following locations:

« a Citrix Provisioning server

+ afile share

+ astorage system that communicates with the provisioning server using iSCSI, SAN, NAS, or CIFS
connectivity

vDisks can be assigned to a single target device in private image mode, or to multiple target devices
as standard image mode.

When a target device is turned on, it is set to boot from the network and to communicate with a provi-
sioning server. The following occurs:

1. Processing takes place on the target device.

2. The target device downloads the boot file from a provisioning server and initiates the boot se-
quence.

3. Based on the device boot configuration settings, the appropriate virtual disk is located, then
mounted on the provisioning server.
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The software on that virtual disk is streamed to the target device as needed. To the target device, the
virtual disk appears like a regular hard drive to the system.

Instead of immediately pulling all the virtual disk contents down to the target device, the data is
brought across the network in real time, as needed. This approach allows a target device to get a
new operating system and software in the time it takes to reboot, without requiring a visit to a work-
station. This approach decreases the network bandwidth required by traditional disk imaging tools,
which supports a larger number of target devices on your network without impacting overall network
performance.

Components

September 7, 2025

This article provides an overview of Citrix Provisioning™ components.

License server

The license server is installed within the shared infrastructure or you can use an existing Citrix License
Server. You select the license server when running the Configuration Wizard for the first time. All Citrix
Provisioning servers within the farm must communicate with the license server.

Citrix Provisioning database

The database stores all system configuration settings that exist within a farm. Consider:

« Only one database can exist within a farm.
+ All provisioning servers in that farm must be able to communicate with that database.
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+ Choose to use an existing SQL Server database or install SQL Server Express, which is free and
available from Microsoft.

Note:

The database server is selected when the Configuration Wizard is run on a Citrix Provisioning

server.

Citrix Provisioning console

The Citrix Provisioning console is a utility that is used to manage your Citrix Provisioning implemen-
tation. After logging on to the console, you select the farm that you want to connect to. Your adminis-
trative role determines what you can view in the console and manage in the farm.

Network services

Network services include a DHCP service, Preboot Execution Environment (PXE) service, and a TFTP
service. These service options can be used during the boot process to retrieve IP addresses. These
options can also be used to locate and download the boot program from the provisioning server to
the target device. Alternative boot options are also available.

Tip:

Network services can be installed with the product installation and then configured using the

Configuration Wizard.

Farms

A farm represents the top level of a Citrix Provisioning infrastructure. The farm is created when the
Configuration Wizard is run on the first Citrix Provisioning server added to that farm.

All sites within a farm share that farm’s Microsoft SQL database.

The console is not directly associated with the farm. Remote administration is supported on any con-
sole that can communicate with that farm’s network.

Stores

A farm contains one or more stores. A store is a logical name for a physical or virtual disk storage
location. The store name is the common name used by all provisioning servers within the farm.
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Sites

One or more sites can exist within a farm. The first site is created with the Configuration Wizard and is
run on the first provisioning server in the farm.

Sites are represented in the console as follows:
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Citrix Provisioning servers

ACitrix Provisioning server is any server that has Stream Services installed. The Stream Serviceisused
to stream software from vDisks to target devices. In some implementations, vDisks reside directly on
the provisioning server. In larger implementations, provisioning servers get the virtual disk from a
shared-storage location on the network.

Provisioning servers also exchange configuration information with the Citrix Provisioning database.
Provisioning server configuration options are available to ensure high availability and load balancing
of target device connections.

Virtual disks

Avirtual disk exists as disk image file on a provisioning server or on a shared storage device. A virtual
disk consists of a .vhdx base image file, any associated properties files (.pvp), and if applicable, a chain
of referenced VHD differencing disks (.avhdx).

Virtual disks are assigned to target devices. Target devices boot from and stream software from an
assigned virtual disk image.

You may experience the following issues when implementing virtual disks in your environment:

« thevirtual disk update schedule time cannot be applied after modifying it. It functions until you
reboot the Citrix SOAP service.

« When importing VHDX files that you published from App Layering to the provisioned disk store,
the operation may mistakenly report that you are using an invalid disk. You can eliminate this
error by changing the period (.) characters in the published file name’s date and time. A valid
file name contains only one period for the .VHDX file extension.
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Virtual disk pools

Virtual disk pools are the collection of all vDisks available to a site. There is only one virtual disk pool
per site.

Virtual disk update management

The virtual disk Update Management feature is used to configure the automation of virtual disk up-
dates using virtual machines. Automated virtual disk updates can occur on a scheduled basis, or can
be invoked directly from the console. This feature supports updates detected and delivered from Elec-
tronic Software Delivery (ESD) servers, Windows updates, or other pushed updates.

Virtual disk modes

Virtual disk images are configured for Private Image mode or Standard Image mode. Consider the
following when using virtual disk images:

« In Private Image mode, a virtual disk image is used as a single device supporting read/write
characteristics.

+ Instandard image mode, a virtual disk image is used by multiple devices, but is read-only when
using various caching options.

Virtual disk chain

Any updates to a virtual disk base image can be captured in a versioned differencing disk, leaving the
original base disk image unchanged.

Each time a virtual disk is updated, a new version of the VHDX differencing disk can be created. The
file name is numerically incremented, as shown in the following table:

Virtual disk image VHDX file name
Base Image win7dev.avhdx
Version 1 win7dev.l.avhdx
Version 2 win7dev.2.avhdx
Version N win7dev.N.avhdx
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Booting from a virtual disk

Thefollowingimage shows the method used to locate and boot from a virtual disk on a server share:
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The preceding image illustrates the following steps:

1. The target device begins the boot process by communicating with a provisioning server and
acquiring a license.

2. The provisioning server checks the virtual disk pool for virtual disk information, which includes
identifying the servers providing the virtual disk to the target device. The server also verifies
the path information used to get to the virtual disk. In this example, the virtual disk shows that
only one provisioning server in this site can provide the target device with the virtual disk. The
virtual disk physically resides on the Finance Server (shared storage at the farm level.

3. The provisioning server locates the virtual disk on Finance Server, then streams that virtual disk,
on demand, to the target device.

Virtual disk examples

The following examples provide information about how Citrix Provisioning uses virtual disk images.

Example one

The physical virtual disk for Windows 10 resides on a Citrix Provisioning server local to a site. The
logical name that is given to this physical location is the store.

Store name (logical name): bostonwin10
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Physical path to the virtual disk is: C:\vDisks\

Example two

The physical virtual disk for Windows 10 resides on a network share (FinancevDisks) at the farm
level.

Store name (logical name): FinancevDisks

Physical path to the virtual disk for all Provisioning Serversin the farmis: \financeserver\financevdisks\

Device collections

Device collections are logical groups of target devices. A target device is a device, such as a desktop
computer or a server, that boots and gets software from a virtual disk on the network. A device col-
lection might represent a physical location, a subnet range, or a logical grouping of target devices.
Creating device collections simplifies device management by enabling you to perform actions at the
collection level rather than at the target-device level.

Views

Views allow you to quickly manage a group of target devices. Views are typically created according
to business needs. For example, a view represents a physical location, such as a building, or a user
type. A target device is a member of any number of views, although it is a member of only one device
collection.

Views are represented in the console as follows:

-4 Boston: Doc

-4 Boston: Sales

-4 Fork Lauderdale: Eng
“- i Fort Lauderdale: MGRs

Farm views can include any target device that exists in the farm. Site views include only target devices
that exist within a site.

Product utilities

September 7, 2025
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Citrix Provisioning™ includes several tools for configuring and managing deployment. After you have
installed the software, the following tools become available:

« Installation Wizard —Use this wizard to install Citrix Provisioning components to create provi-
sioning servers and master target devices.

+ Configuration Wizard —Use this wizard to configure provisioning server components, including
network services, and database permissions. This wizard is installed during the Citrix Provision-
ing installation process.

+ Imaging Wizard —On the master target device, run the Citrix Provisioning Imaging Wizard. This
process creates a virtual disk file in the database and then images that file without having to
physically go to a Citrix Provisioning server. This utility is installed during the target device in-
stallation process.

« Virtual Disk Status Tray —Use this target device utility to get target-device connection status and
streaming statistical information. This utility is installed during the Citrix Provisioning target
device installation process.

« Citrix Virtual Apps and Desktops™ Setup Wizard —Creates virtual machines (VMs) on a Citrix Vir-
tual Apps and Desktops hosted hypervisor server from an existing machine template. It creates
and associates target devices to those VMs, assigns a virtual disk to each target device, then
adds all virtual desktops to the catalog.

+ Streamed VM Setup Wizard —Creates VMs on a hosted hypervisor from an existing machine tem-
plate, creates, and associates target devices for each machine within a collection, then assigns
avirtual disk image all the VMs.

« Virtual Host Connection Wizard —Adds new virtual host connections to the virtual disk Update
Manager.

+ Managed virtual disk Setup Wizard ~Adds new managed vDisks to the virtual disk Update Man-
ager.

« Update Task Wizard —Configures a new update task for use with virtual disk Update Manager.

+ Boot Device Manager —Use this utility to configure a boot device, such as a USB or CD-ROM,
which then receives the boot program from Citrix Provisioning.

+ Upgrade Utilities —There are several upgrade methods available. The method you select de-
pends on your network requirements.

+ Programming Utilities —Citrix Provisioning provides programmers with a management applica-
tion programming utility and a command line utility, accessed by all users. However, users can
only use those commands associated with their administrator privileges. For example, a Device
Operator is able to use this utility to get a list of all target devices that they have access to.
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Administrator roles

September 7, 2025

The administrative role assigned to a user, or a group of users, controls the ability to view and manage
objects within a Citrix Provisioning implementation. All members within a group share administrative
privileges within a farm. An administrator has multiple roles if they belong to more than one group.
Groups are managed at the farm level through the Console’s Farm Properties window.

The following roles exist within a Citrix Provisioning™ farm:

+ Farm Administrator: Farm administrators can view and manage all objects within a farm. Farm
administrators can also create sites and manage role memberships throughout the entire farm.

+ Site Administrator: Site administrators have full management access to the all objects within
a site. For example, a site administrator can manage Citrix Provisioning servers, site properties,
target devices, device collections, or virtual disk elements. Asite administrator can also manage
device administrator and device operator memberships.

+ Device Administrator: Device administrators perform all device-collection management tasks
on collections to which they have privileges. These tasks include viewing virtual disk properties
(read-only) and assigning or removing virtual disks from a device. Tasks also include booting or
shutting down target devices, editing device properties, and sending messages to target devices
within a device collection to which they have privileges.

+ Device Operator: Device operators view target device properties (read-only) and boot or shut
down target devices. Also, device operators send messages to target devices within a device
collection to which they have privileges.

Collections

November 19, 2024

Device collections allow you to create and manage logical groups of target devices. Creating device
collections simplifies device management by performing actions at the collection level rather than at
the target-device level.

Note:
A target device can only be a member of one device collection.
A device collection represents a physical location, a subnet range, or a logical grouping of target de-

vices. For example, a collection consists of all target devices that use a particular virtual disk image,
and the collection might consist of maintenance, test, and production devices.
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Alternatively, three device collections can exist for a particular virtual disk; one consisting of produc-
tion devices, one consisting of test machines, and another consisting of maintenance machines. In
the proceeding examples, all devices in a given collection are assigned to the same virtual disk.

Depending on a sites preference, another collection use case might include the consolidation of test
and maintenance devices into a single device collection. This use case manages virtual disk assign-
ments on a per device basis rather than a per collection basis. For example, create a device collection
labeled Development consisting of five target devices, each one assigned to a particular virtual disk.
Farm administrators create and manage device collections for sites they have security privileges to
configure.

Expanding a Device Collections folder in the Console’s tree allows you to view members of a device
collection. To display or edit a device collection’s properties, right-click on an existing device col-
lection in the Console, then select the Properties menu option. The Device Collection Properties
dialog displays. Use it to view or modify that collection.

You can perform actions on members of a device collection, such as rebooting all target devices mem-
bers in this collection.

Citrix Provisioning™ console

September 7, 2025

Use the Citrix Provisioning console to manage components within afarm. The console can be installed
on any machine that can access the farm. For more information about using the console to configure
Citrix Provisioning, see the Console page.

Tip

To connect to a farm, see Farm Tasks.

Understanding the console window

In the console window, you can perform tasks when setting up, modifying, tracking, deleting, and
defining the relationships among vDisks, target devices, and Citrix Provisioning servers.
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Using the console tree

The tree is located in the left pane of the console window. It displays a hierarchical view of your net-
work environment and managed objects within your network. The Details view display depends on
the object you have selected in the tree and your user role.

In the tree, click + to expand a managed object node, or click - to collapse the node.

Basic tree hierarchy

Farm administrators can create sites, views, and stores within the farm. The farm level tree is orga-
nized as follows:

« Farm

« Sites
o Views
« Stores

Site administrators generally manage those objects within sites to which they have privileges. Site’s

contain provisioning servers, a virtual disk pool, device collections, and views. The site level tree is
organized as follows:

© 1997-2025 Citrix Systems, Inc. All rights reserved. 56



Citrix Provisioning™ 2212

« Site

» Servers

« Device Collections

Virtual disk Pool

« Virtual disk Update Management

« Views

Using the details view

The right-hand pane of the console window contains the details view. This view provides information
about the object selected in the tree, in table format. The types of objects that display in the view
include provisioning servers, target devices, and vDisks. For more detailed information, right-click on
the object, then select the Properties menu.

The tables that display in the details view can be sorted in ascending and descending order.

In the console, the objects that display and the tasks that you can perform depend on the assigned

role.

Install Citrix Provisioning™ software components

September 7, 2025

Before installing Citrix Provisioning components, first understand the installation wizards that are de-
scribed here. Then follow the installation and configuration procedures in the rest of the articles in
this section.

Important:

Ensure that all Windows updates are current before installing Citrix Provisioning components.
Sometimes, you need to install numerous updates. Citrix recommends that you reboot after in-
stalling all Windows updates. For Windows 10 1709, you must apply the OS update KB4093105,
or later, before installing provisioning components.

Tip:

If you are using Linux streaming functionality, no new installation packages are provided
at this release. Use the Provisioning Services 7.15 Linux DEB/RPM package. For example,
after downloading the Citrix Provisioning 7.16 1SO, the target software for CentOS/Red Hat is
pvs_RED_HAT_7.15_18089_x86_64.rpm.
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Citrix® licensing

CTX_Licensing.msi installs the Citrix licensing software on a server that can communicate with provi-
sioning servers within your implementation.

Citrix Provisioning installation wizard

Run PVS_Server.exe or PVS_Server_x64.exe to install the following Citrix Provisioning components
within a farm:

Citrix Provisioning Stream Service

« Network Boot Services (optional)

« Configuration Wizard (runs after the installation wizard to configure installed components and
creates the Citrix Provisioning database)

+ Programming Utilities

+ Boot Device Manager (BDM)

Note:

Installing from a UNC path is not supported.

Citrix Provisioning console wizard

Run PVS_Console.exe or PVS_Console_x64.exe to install the Citrix Provisioning console, which also
includes the Boot Device Management utility. The console can be installed on any machine that can
communicate with the Citrix Provisioning database.

Master target device installation wizard

For Windows: PVS_Device.exe or PVS_Device_x64.exe

Installs the target device software on a master target device. The master target device is used to create
the ‘golden image,’which is then saved to a vDisk file using the Imaging Wizard.

Upgrade wizard

The Upgrade Wizard must be installed and run in a folder that does not contain surrogate pair charac-
ters. These characters represent the Unicode code point after 0x10000. The Upgrade Wizard facilitates
the automation of the upgrade process, and includes the following utilities:
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« The UpgradeAgent.exe, which runs on the target device to upgrade previously installed product
software.

+ The UpgradeManager.exe, which runs on the provisioning server to control the upgrade process
on the target device.

Uninstall

Removing the software from your system requires that you uninstall both the provisioning server and
target device components.

Uninstalling Citrix Provisioning

1. On the provisioning server, open the system’s Control Panel. From the Windows Start menu,
select Settings, and then click Control Panel.

2. Double-click on the Programs and Features icon.

3. Select Citrix Provisioning, then click the Uninstall menu option.

Uninstalling Windows target device software

Set the system BIOS to boot from the original hard drive.
Reboot the target device directly from the hard drive.

On the target device, open the system’s Control Panel.
Double-click on the Programs and Features icon.

ok w D

Select the Citrix Provisioning, then click the Uninstall menu option.

Uninstalling the Citrix Provisioning console

1. On amachine in which the console is installed, open the system’s Control Panel.
2. Double-click the Programs and Features icon.
3. Select the Citrix Provisioning, then click the Uninstall menu option.

Uninstalling components that use Windows 10 Creator
Citrix Provisioning cannot be uninstalled using the App and Feature screen in Windows 10 Creator.
This issue occurs in all MSl installers.

To uninstall target or console provisioning software:

1. Access the Citrix Provisioning component you want to remove in the Windows Start menu.
Right-click to expose a contextual menu.
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2. In the contextual menu, click Uninstall. The Program and Features screen appears.
3. Inthe Program and Features screen, select the components you want to remove.

Pre-installation tasks

September 13,2025
Complete the following tasks before installing and configuring Citrix Provisioning.
Important:

Ensure all Windows updates are current before installing Citrix Provisioning components. Citrix
recommends that you reboot after installing all Windows updates.

Select and configure the Microsoft SQL database

Each Citrix Provisioning farm has a single database. You can provide the database on either:

+ An existing SQL Server or SQL Server Express instance
« Anew server running SQL Server or SQL Server Express
+ Anew or existing Azure SQL Database instance

All Citrix Provisioning servers in a farm must be able to communicate with the database server.

In a production environment, to avoid poor distribution during load balancing, best practice is to
install the SQL Server or SQL Server Express instance and the Citrix Provisioning server component
software on separate servers.

There are three ways to create the database:

+ Use the Configuration wizard. To use this option, you need dbcreator permission.

+ If you do not have permission to create databases, use the DbScript.exe utility to create a SQL
script that a database administrator can run to create the provisioning database. This utility is
installed with the provisioning software.

« If the database administrator creates an empty database by running the DbScript.exe utility,
then this database is chosen as the database for the new farm when running the Configuration
wizard. The login used when running the Configuration wizard must be the owner of the data-
base. Also, this login must have the View any definition permission. The database administra-
tor sets this permission when the empty database is created.
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Run the DbScript.exe utility to create or update the database

If you do not have permission to create databases, use DbScript.exe to generate a SQL script for the
database administrator to run to create or update the Citrix Provisioning database. Run the script from
the Windows command promptin C:\Program Files\Citrix\Provisioning Services

To generate the script to create the database, use this syntax:

o For SQL Server and SQL Server Express: DbScript.exe -new <databaseName
> <farmName> <siteName> <collectionName> <farmAdminGroup> <
adGroupsEnabled> <scriptName> <is2012orHigher>

« For Azure SQL Database: DbScript.exe —-newForAzSqlDb <databaseName
> <farmName> <siteName> <collectionName> <farmAdminGroup> <
adGroupsEnabled> <scriptName> <is2012orHigher>

When creating a new database for Azure SQL Database, DbScript produces two script files instead of
one.

» Thefirstis run into the master database, and it creates the new database.
+ The second scriptis then run into the new database.

To generate the script to update the database, enter:
DbScript.exe -upgrade <databaseName> <scriptName>

The commands use these arguments:

« <databaseName> —Name of the database to update.

« <farmName> —Farm name for the database.

+ <siteName> —Site name for the database.

+ <col'lectionName> —Collection name for the database

+ <farmAdminGroup>—Farm administrator group, specified as a full path.
Note:

When you run the Configuration wizard, you must be a member of this group (an Active
Directory group) to add the Citrix Provisioning servers to the database.

+ <adGroupsEnabled> —Enable or disable AD groups, specified as Boolean, where true en-
ables AD groups and fa'lse disables AD groups.

« <scriptName> —Name of the script to generate, specified as a full path.

+ <is2012orHigher> —Thisis deprecated. Use true.
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DbScript.exe examples Thisexample generates a script to create an empty Citrix Provisioning data-
base called db1-2. The script is called newDb.sql and is located in C:.

C:\Program Files\Citrix\Provisioning Services> DbScript.exe -new dbl
-2 Farml Sitel Collectionl "test.local/Users/Domain Users"true c:\
newDb.sql true

This example generates a script to upgrade the Citrix Provisioning database test1. The script is
called upgrade.sql and, because no path is specified, is located in the directory where the script was
run (C:\Program Files\Citrix\Provisioning Services).

C:\Program Files\Citrix\Provisioning Services>DbScript.exe -upgrade
testl upgrade.sql

Database sizing

For information, see database sizing.

When the database is created, its initial size is 20 MB with a growth size of 10 MB. The database log
initial size is 10 MB with a growth size of 10%.

The base amount of space required is 112 KB, which does not change. The base image includes the
following:

+ DatabaseVersion record requires approximately 32 KB
« Farm record requires approximately 8 KB

+ DiskCreate record requires approximately 16 KB

« Notifications require approximately 40 KB

+ ServerMapped record requires approximately 16 KB

The variable amount of space required, based on objects, is as follows:

+ Access and groupings (each)

« A User group that has access to the system requires approximately 50 KB
« A Site record requires approximately 4 KB
+ A Collection requires approximately 10 KB

« FarmView (each)

« FarmView requires approximately 4 KB
« FarmView/Device relationship requires approximately 5 KB

« SiteView (each)

« SiteView requires approximately 4 KB
« SiteView/Device relationship requires approximately 5 KB
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« Target device (each)

+ Atarget device requires approximately 2 KB

« DeviceBootstrap requires approximately 10 KB

« Device:D1iskrelationship requires approximately 35 KB
« DevicePersona'lity requires approximately 1 KB

DeviceStatus when a Device boot requires approximately 1 KB
« DeviceCustomProperty requires approximately 2 KB

Disk (each)

« Unique disk requires approximately 1 KB

« DiskVersion requires approximately 3 KB

+ DiskLocator requires approximately 10 KB

« DiskLocatorCustomProperty requires approximately 2 KB

Provisioning server (each)

« Aserver requires approximately 5 KB

« ServerIP requires approximately 2 KB

« ServerStatus when a Server boot requires approximately 1 KB
« ServerCustomProperty requires approximately 2 KB

Store (each)

« Store requires approximately 8 KB
« Store:Server relationship requires approximately 4 KB

Disk update (each)

« VirtualHostingPool requires approximately 4 KB
« UpdateTask requires approximately 10 KB

DiskUpdateDevice requires approximately 2 KB
« EachDiskUpdateDevice:D1isk relationship requires approximately 35 KB

Disk:UpdateTask relationship requires approximately 1 KB
The following changes cause the size requirements to increase:

+ Each processed task (for example: Virtual disk versionings merge) requires approximately 2 KB.
+ If auditing is turned on, each change made by the administrator in the Citrix Provisioning con-
sole, MCLI, or PowerShell interface requires approximately 1 KB.

Database mirroring

For Citrix Provisioning to support MS SQL database mirroring, the database needs to be configured
with High-safety mode with a witness (synchronous).
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For information on how to configure and use database mirroring, see Database mirroring.

Implement database clustering

To implement database clustering:

. Follow Microsoft’s instructions.

1

2. Run the Citrix Provisioning Configuration wizard.

3. Specify the Availability Group listener as the database server. No instance is used.
4. Enable Multi-Subnet Failover in the Connection Options.

Supported authentication types

The table helps you determine how you want Citrix Provisioning to authenticate with the database,

and the credentials you want to use when authenticating.

Authentication Required Database
type Grants access to credentials platform Other restrictions
Active Directory Active Directory Nothing (usesthe  SQL Server The Citrix
Integrated User. Create the current login Provisioning
usernameiin context) server must
Active Directory if belongto a
you do not want domain, the Citrix
to use an existing Provisioning
one. Service user
context must be a
domain user, and
a domain user
must configure
Citrix
Provisioning.
SQL Server SQL Login. Create Login and SQL Server and
the SQL login on Password Azure SQL
the database Database
server if you do
not want to use
an existing one.
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Note:

For information on supported authentication types for Citrix Provisioning on Azure, see Sup-
ported authentication types in Citrix Provisioning on Azure article.

Configure authentication

Citrix Provisioning can use Active Directory Integrated authentication or SQL Server authentication
to access the database.

Configuration wizard user permissions

You must have the system privilege of a local administrator to run the configuration wizard.

The admin database principal is the database principal used by the configuration wizard to create
and set up the provisioning database. The

authentication credentials that you specify in the configuration wizard identify the database princi-
pal.

« If you choose Active Directory Integrated authentication, the configuration wizard accesses
the database as the user running the configuration wizard (an Active Directory user).

« If you choose SQL Server authentication, then the configuration wizard accesses the database
as a different principal.

See Supported authentication types for more information on selecting an admin database princi-
pal.
Note:

The database admin principal is only used while running the configuration wizard. It is not saved
and not used by the Stream and SOAP services. You must use a principal with elevated privileges
for Stream and SOAP services.

« When using SQL Server, the admin database principal requires the following permissions:

+ securityadmin for creating and updating server logins (when using SQL Server)
« db_owner for any existing database

To create a database for a new farm, the admin database principal requires dbcreator as an addi-
tional permission. See Select and configure the Microsoft SQL database for information on different
ways to create the database.

+ When using Azure SQL Database, the admin database principal requires the following permis-
sions:
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+ loginmanager for creating and updating server logins
« db_owner for any existing database

To create a database for a new farm, the admin database principal requires dbmanager as an
additional permission.

loginmanager and dbmanager are special user roles that are assigned to users in the mas-
ter database.

Service account permissions

The service account for the Stream and SOAP services must have the following system privileges:

« Run as service

+ Registry read access

» Accessto Program Files\Citrix\Citrix Provisioning
« Read and write access to any virtual disk location.

The service database principalis the database principal used by the services to access the provision-
ing database. The authentication credentials that you specify in the configuration wizard identify the
database principal.

« If you choose Active Directory Integrated authentication, the services access the database as
the service account (an Active Directory user).

+ If you choose SQL Server authentication, then the services can access the database as a differ-
ent principal.

See Supported authentication types for more information on selecting a service database principal.

The configuration wizard configures the database to ensure that the service database principal has
the following permissions:

« db_datareader
« db_datawriter

« Run permissions on stored procedures

Determine which of the following supported user accounts the Stream and SOAP services run un-
der:

« Network service account

Minimum privilege local account, which authenticates on the network as a computers domain
machine account

+ Specified user account (required when using a Windows Share), which can be a Workgroup or
domain user account
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Support for KMS licensing requires the SOAP Server user account to be a member of the local admin-
istrators group.

Tip:
Authentication is not common in workgroup environments, as a result, minimum privilege user

accounts must be created on each server and each instance must have identical credentials.

Determine the appropriate security option to use in this farm. Only one option can be selected per
farm and the selection you choose impacts role-based administration. For security options:

« Use Active Directory groups for security (default); select this option if you are on a Windows
Domain running Active Directory. This option enables you to use Active Directory for Citrix
Provisioning administration roles.

Note:

Windows 2000 Domains are not supported.

+ Use Windows groups for security. Select this option if you are on a single server or in a Work-
group. This option enables you to use the Local User/Groups on that particular server for Citrix
Provisioning administration roles.

Console users do not directly access the database.

Minimum permissions required for more provisioning functionality include:

« Citrix Virtual Apps and Desktops™ Setup wizard, Streamed VM Setup wizard, and ImageUpdate
service

+ vCenter, SCVMM, and Citrix Hypervisor™ minimum permissions

+ Permissions for the current user on an existing Citrix Virtual Apps and Desktops controller

« ACitrix Provisioning console user account configured as a Citrix Virtual Apps and Desktops
administrator added to a provisioning SiteAdmin group or higher

« Active Directory Create Accounts permission to create accounts in the console. To use ex-
isting accounts, Active Directory accounts have to exist in a known OU for selection

« AD account synchronization: create, reset, and delete permissions
+ Virtual disk: Privileges to perform volume maintenance tasks

Note:

A service account does not require special AD permissions.

Enable a remote connection in SQL Server

Use the information in this section to establish a remote connection to the SQL server.
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1. Loginto the SQL server using SQL Server Management Studio.

2. In the object explorer window, right-click the SQL server and choose Properties:

: Object Explorer

Connect = *

% G

= Ei

[

Connect...
Disconnect

Register...

FH EH [

I-
L

Mew Cuery

FH FH

Activity Monitor

+

=
L

Start
Stop
Pause
Resume

Restart

Policies 3

Facets

Start PowerShell

Reports k

Refresh
Properties

r 14.0.1000.14

1=
't dizabled)

3. In the Object Explorer window, select the Connections node. Under Remote server connec-

tions, select or clear the Allow remote connections to this server check box:
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B server Properties - PERF-50L —

e IT Script ~ ﬂl Help
# General

& Memory
& Processors
# Security

y 7 Maximum number of concument connections (0 = unlimited):
# Database Seftings 0 =

& Advanced z

& Pemissions

Connections

|:| LIse query govemor to prevent long-unning queries

n -

= -

Default connection options:

[] implicit transactions
[] cursor close on commit
[] ansi wamings

[] ansi padding

[] AMSI NULLS

[] arthmetic abort

] arithmetic ignore

Conneclion [] quoted identifier
Server:
PERF-SGL Remote server connections
E?{Q\nre'?_l?_hﬂ;“_ S | Allow remote connections to this server |

After updating the remote server connection:

1. In the Start menu, click Start > Microsoft SQL Server version > SQL Server version Configu-
ration Manager. The SQL Server Configuration Manager window appears.

2. Expand the option SQL Server Network Configuration. Select Protocols for (your server
name). Select TCP/IP and right click. In the contextual menu, choose Enable. Click OK to
restart the service.

‘@ SQL Server Configuration Manager (Local) Frotocol Mame Status
B SQL Server Services _ _ || % Shared Memory Enabled
_E_ SCL Server Metwork Configuration (32bit] “ Named Pipes Dicabled

.. 50L Mative Client 11.0 Cenfiguration (32
v _E_ SCL Server Metwork Configuration
E’F Protocols for MSSOLSERVER
.. SCL Mative Client 11.0 Configuration

After restarting the service, change the Start mode. In the SQL Server Configuration Manager win-
dow:

1. Select SQL Server Services. In the right pane, right-click the SQL Server Browser option to
expose a contextual menu.
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2. Choose Properties.
3. In the Service tab, change the Start Mode to Automatic.
4. Click OK.

SCL Server Browser Properties ?

Log On Service  Advanced

H General
Binary Path ChProgram Files (x86)"\Microsoft 5
Error Control 1
Exit Code 0
Host Mame PERF-50L
Mame SCOL Server Browser
Process |D 3248
SOL Service Type
Start Mode Automatic *
State Running o
Start Mode

The start mode of this service.

Goncel | [ mooy | [_Fep

1. Select the SQL Server Browser and right-click to open a contextual menu. Click Start.

2. Select the SQL Server service that corresponds to the instance and right-click to open a contex-

tual menu. Click Restart.

Create an exception for SQL Server in Windows Firewall

Use the information in this section to create an exception for SQL Server in environments using the

Windows Firewall:

1. Open the Control panel and select System and Security.

2. Select Windows Defender Firewall:
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E Systermn and Security

« « 4 W 5 Control Panel » System and Security >

w

e System and Security .

Control Panel Home . .
Security and Maintenance

G Change User Account Contrel settings

v Search Control Panel ye

Review your computer's status and resolve issues

Troubleshoot commen computer problems

Metwork and Internet

Appearance and
Personalization

Launch remote assistance

Power Options
Change what the power buttons do

Clock and Region

®

Ease of Access
Administrative Tools
Defragment and optimize your drives

) view event logs | W9 Schedule tasks

Hardware * WlndQWS Defender Firewall . -
Check firewall status Allow an app through Windows Firewall

Programs

User Accounts [ﬁ System

= View amount of RAM and processor speed

G Allow remote access

See the name of this computer

Change when the computer sleeps

G Create and format hard disk partitions
W) Generate a system health report

3. Click Allow an app or feature through Windows Defender Firewall. Turn on Windows Fire-

wall:

ﬂ' Windows Defender Firewall

&« S ﬂ'« Systemn and Security » Windows Defender Firewall

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

PC through the Internet or a network.

G Change netification settings

G Turn Windows Defender
Firewall on or off

G Restore defaults
G Advanced settings

. Q Domain networks

Windows Defender Firewall state:
Troubleshoot my network
Incoming connections:

Active domain networks:

Motification state:

. Q Private networks

. Q Guest or public networks

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

o For your security, some settings are managed by your system administrator,

Metworks at a workplace that are attached to a domain

v Search Control Panel 0

Connected

On

Block all connections to apps that are not on the
list of allowed apps

5] Cybertron.local

Do not notify me when Windows Defender
Firewall blocks a new app

Not connected

Not connected

4. Inthe Allow apps to communicate through Windows Defender Firewall window, click Allow

another app...:
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& Allowed apps — O x

&« = A ﬂ « Windows Defender Firewall » Allcwed apps » O Search Control Pane B

Allow apps to communicate through Windows Defender Firewall
To add, change, or