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August 7, 2023
Important:

The product lifecycle strategy for Current Releases (CR) and Long Term Service Releases (LTSR)
is described in Lifecycle Milestones.

The Linux Virtual Delivery Agent (VDA) enables access to the Linux virtual apps and desktops anywhere
from any device where Citrix Workspace app is installed.

You can deliver virtual apps and desktops based on supported Linux distributions. Install the VDA
software on your Linux virtual machines (VMs), configure the Delivery Controller, and then use Citrix
Studio to make the apps and desktops available to users.

What’s new

September 5, 2023

What’s new in 2305

Version 2305 of the Linux VDA includes the following new features and enhancements:

Support for SQLite

SQLiteis now fully supported. You can specify SQLite or PostgreSQL to use by editing /etc/xdl/db.conf
after installing the Linux VDA package. For more information about specifying a database to use, see
the easy install and manual installation articles.

Note:

The Linux XDPing tool does not perform SQLite tests.

Session logon enhancements

This release enhances the session logon experience from the following aspects:

+ Allows users to toggle the visibility of passwords and PIN codes, making it easy for users to find
out incorrect inputs.
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+ Displays the session logon banner message and the authentication dialog on separate screens.

+ Showsthe session logon process and requires passwords or PIN codes for session reconnections
in non-SSO scenarios.

« Ifusers logon to VDA sessions with credentials different from those used to log on to Citrix Work-
space app, the authentication dialogs are displayed separately. Users can easily identify when
credentials are erroneously entered.

+ Adds support for the following combinations of user authentication methods in non-SSO sce-

narios:
Citrix Workspace app VDA session
FAS user name
FAS smart card

For more information, see Custom backgrounds and banner messages on session logon screens and
Non-SSO authentication.

More registry keys available for temp home directory settings

This release introduces two more registry keys that help with temp home directory settings:

« CheckUserHomeMountPoint
+ CheckMountPointRetryTime

For more information, see Logon with a temp home directory.

Support for Fast Identity Online (FIDO2) authentication (preview)

You can now set up FIDO2 authentication to access websites using Google Chrome hosted on the Linux
VDA. For more information, see FIDO2 (preview).

Note:

This feature is in preview. Preview features might not be fully localized and are recommended
for use in non-production environments. Issues found with preview features are not supported
by Citrix Technical Support.

H.264 lossless compression support for HDX 3D PRO

H.264 lossless compression support is now available for HDX 3D PRO hardware acceleration by NVIDIA
GPUs. For more information, see H.264 lossless compression.
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Extended wildcard support for specifying URLSs to redirect

When specifying URLs whose content can be redirected to the client, you can now use the * wildcard
to represent all URL components except the protocol. For more information, see Browser content
redirection.

Support for VDA data backup and comparison by using XDPing

For troubleshooting purposes, we have added a VDA backup module to the XDPing tool. This module
lets you back up the key data of a VDA at any time, such as the configuration, database, and binary
permission data. You can back up the key data of the VDA when it is running properly. In case the
VDA fails later, back up another copy of the data and compare the two copies of data to facilitate trou-
bleshooting. For more information, see XDPing.

SSSD support for using MCS to create RHEL 8.x/9.x and Rocky Linux 8.x/9.x VDAs

You can now use System Security Services Daemon (SSSD) to join Active Directory domains when us-
ing MCS to create RHEL 8.x/9.x and Rocky Linux 8.x/9.x VDAs.

Note:

To use a currently running RHEL 8.x/9.x or Rocky Linux 8.x/9.x VDA that is connected to the do-
main using SSSD as the template VM for MCS, ensure that:

« The VDA is installed manually and not by using easy install. Easy install uses Adcli for RHEL
8.x/9.x and Rocky Linux 8.x/9.x and the combination of SSSD and Adcli is not supported by
MCS.

« A Samba server is configured to use SSSD for AD authentication. For more information, see
the Red Hat article at https://access.redhat.com/solutions/3802321.

For more information, see Create Linux VDAs using MCS.

Support for new Linux streaming target devices

We have extended Linux streaming to the following distributions:

« RHEL 8.7
» Rocky Linux 8.7
« SUSE15.4

For more information, see Create Linux VDAs using Citrix Provisioning and Streaming Linux target de-
vices in the Citrix Provisioning documentation.
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What’s new in earlier releases

For new features included in the releases that shipped after the 1912 LTSR through the 2303 CR, see
What’s new history.

Fixed issues

October 18, 2023

The following issues have been fixed since Linux Virtual Delivery Agent 2303:

« With thisfix, the Linux VDA supports the restart schedule. You can now create one or more sched-
ules for a delivery group. For more information, see Create and manage restart schedules for
machines in a delivery group. [LNXVDA-14328]

« The LDAP servers might experience excessive load because of low efficiency queries from the
Linux VDA. [LNXVDA-14378]

+ Attempts to open apps on the Linux VDA using Citrix Workspace app for Mac might fail.
[CVADHELP-22268]

« When you add the entry UPDATE_MACHINE_PW="Y" to /etc/xdl/mcs/mcs.conf toau-
tomate the machine account password updates, the login might fail with an Invalid login error
message. [CVADHELP-22596]

+ The combination of H.264 lossless compression and YUV444 software encoding is supported on
Citrix Workspace app for Windows only. When you open desktop sessions and use other Citrix
Workspace apps with the combination, a gray screen appears. To work around the gray screen
issue, run the following command on the Linux VDA:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

VideoLossless" -d "Ox0" --force
<!--NeedCopy-->

[LNXVDA-14805]

Known issues

September 5, 2023

The following issues have been identified in this release:
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« When HDX 3D Pro is enabled, sessions on the extended monitors are blacked out and only the
primary monitor displays the sessions properly. To resolve the issue, open a terminal on the
VDA and run the following commands as needed:

- For dual monitors, run:

#sed -i "/UseEDID/a \ \ Option \"ConnectedMonitor\" \"DFP,
DFP\"" /Jetc/X1l/ctx-nvidia-2.conf
<!--NeedCopy-->

- For triple monitors, run:

#sed -i "/UseEDID/a \ \ Option \"ConnectedMonitor\" \"DFP,
DFP, DFP\"" /etc/X1l/ctx-nvidia-3.conf
<!--NeedCopy-->

- For quadruple monitors, run:

#sed -i "/UseEDID/a \ \ Option \"ConnectedMonitor\" \'"DFP,
DFP, DFP, DFP\"" /etc/X1ll/ctx-nvidia-4.conf
<!--NeedCopy—-->

[LNXVDA-15259]

+ Session launch failures occur when the maximum connections set in PostgreSQL are insufficient
to handle concurrent sessions. To work around the issue, increase the maximum connections
by modifying the max_connections setting in the postgresql.conf file.

+ The combination of H.264 lossless compression and YUV444 software encoding is supported on
Citrix Workspace app for Windows only. When you open desktop sessions and use other Citrix
Workspace apps with the combination, a gray screen appears. To work around the gray screen
issue, run the following command on the Linux VDA:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

VideoLossless" -d "Ox0" --force
<!--NeedCopy-->

[LNXVDA-14805]

« Attempts to launch app sessions from a Linux VDA installed on RHEL 8.x or Rocky Linux 8.x fail.
The issue occurs when the VDA is connected to the domain using System Security Services Dae-
mon (SSSD) and the default_shell is set to [bin/csh in the [etc/sssd/sssd.conf file. [LNXVDA-
14826]

+ VDAregistration might fail due to the following LDAP exception thrown in /var/log/xdl/jproxy.log:

javax.naming.NamingException: LDAP response read timed out,
timeout used: 10000 ms.
<!--NeedCopy-->
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To work around the issue, do the following:

- Changethe LDAP timeout value. For example, change the LDAP timeout value to 60 s using
the following command:
ctxreg create -k "HKLM\Software\Citrix\GroupPolicy\Defaults"

-t "REG_DWORD" -v "LDAPTimeout" -d "OXO000EA60" --force
<!--NeedCopy-->

- Speed up LDAP queries by setting a search base. You can set a search base using the
CTX_XDL_SEARCH_BASE variable in ctxsetup.sh or using the following command:
ctxreg create -k "HKLM\Software\Citrix\VirtualDesktopAgent" -
t "REG_SZ" -v "LDAPComputerSearchBase" -d "<specify a
search base instead of the root of the domain to +improve

search performance>" --force
<!--NeedCopy-->

[CVADHELP-20895]

+ Microsoft released cumulative updates KB5019966 and KB5019964 for Windows 10 in November
2022. The updates introduce failures in domain joining and registration. To work around the
issue, see Knowledge center article CTX474888.

+ With the RC4_HMAC_MDS5 encryption type allowed for Kerberos, the Linux VDA might fail to
register with the Controller and the following error message appears:

Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled)

To address this issue, disable RC4_HMAC_MD5 globally in your Active Directory domain (or
specifically on an OU) or allow weak encryption types on the Linux VDA. After that, clear the
cached Kerberos tickets on the Controller and Citrix Cloud Connector by using the klist -li 0x3e4
purge command and restart the Linux VDA.

To disable RC4_HMAC_MD5 globally in your Active Directory domain, complete the following
steps:

1. Open the Group Policy Management Console.

2. Locate the target domain, and then select Default Domain Policy.

3. Right-click Default Domain Policy and select Edit. The Group Policy Management Editor
opens.

4. Select Computer Configuration > Policies > Windows Settings > Security Settings >
Local Policies > Security Options.

5. Double-click Network security: Configure encryption types allowed for Kerberos.

6. Clear the DES_CBC_CRC, DES_CBC_MDS5, and RC4_HMAC_MD5 check boxes and select
AES128_HMAC_SHA1, AES256_HMAC_SHA1, and Future encryption types.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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To allow weak encryption types on the Linux VDA, complete the following steps:
Note:

Weak encryption types make your deployment vulnerable to attacks.

1. Open the /etc/krb5.conf file on the Linux VDA.
2. Add the following setting under the [libdefaults] section:

allow_weak_crypto= TRUE

+ The Linux VDA does not support SecurelCA for encryption. Enabling SecurelCA on the Linux VDA
causes session launch failure.

+ In a GNOME desktop session, attempts to change the keyboard layout might fail. [CVADHELP-
15639]

+ Anunexpected window appears during file download. The window does not affect the file down-
load functionality and it disappears automatically after a while. [LNXVDA-5646]

+ The default settings of PulseAudio cause the sound server program to exit after 20 seconds of
inactivity. When PulseAudio exits, audio does not work. To work around this issue, set exit-idle-
time=-1in the /etc/pulse/daemon.conf file. [LNXVDA-5464]

« Sessions cannot be launched in Citrix Workspace app for Linux when SSL encryption is enabled
and session reliability is disabled. [RFLNX-1557]

+ Ubuntu graphics: In HDX 3D Pro, a black frame might appear around applications after resizing
the Desktop Viewer, or sometimes, the background can appear black.

+ Printers created by the Linux VDA printing redirection might not be removed after logging out
of a session.

+ CDM files are missing when a directory contains numerous files and subdirectories. This issue
might occur if the client side has too many files or directories.

+ In this release, only UTF-8 encoding is supported for non-English languages.

« Citrix Workspace app for Android CAPS LOCK state might be reversed during session roaming.
The CAPS LOCK state can be lost when roaming an existing connection to Citrix Workspace app
for Android. As a workaround, use the Shift key on the extended keyboard to switch between
upper case and lower case.

+ Shortcut keys with ALT do not always work when you connect to the Linux VDA using Citrix Work-
space app for Mac. Citrix Workspace app for Mac sends AltGr for both left and right Options/Alt
keys by default. You can modify this behavior within the Citrix Workspace app settings but the
results vary with different applications.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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+ Registration fails when the Linux VDA is rejoined to the domain. The rejoining generates a fresh
set of Kerberos keys. But, the Broker might use a cached out-of-date VDA service ticket based
on the previous set of Kerberos keys. When the VDA tries to connect to the Broker, the Broker
might not be able to establish a return security context to the VDA. The usual symptom is that
the VDA registration fails.

This problem can eventually resolve itself when the VDA service ticket expires and is renewed.
But because service tickets are long-lived, it can take a long time.

As a workaround, clear the Broker’s ticket cache. Restart the Broker or run the following com-
mand on the Broker from a command prompt as Administrator:

klist -17 Ox3e4 purge
<!--NeedCopy—-->

This command purges all service tickets in the LSA cache held by the Network Service principal
under which the Citrix Broker Service runs. It removes service tickets for other VDAs and poten-
tially other services. However, it is harmless —these service tickets can be reacquired from the
KDC when needed again.

+ Audio plug-n-play is not supported. You can connect an audio capture device to the client ma-
chine before starting to record audio in the ICA session. If a capture device is attached after the
audio recording application has started, the application might become unresponsive and you
must restart it. If a capture device is unplugged while recording, a similar issue might occur.

+ Citrix Workspace app for Windows might experience audio distortion during audio recording.

Third party notices

September 5, 2023
Linux Virtual Delivery Agent Version 2305 (PDF Download)

This release of the Linux VDA can include third party software licensed under the terms defined in the
document.

Deprecation

September 5, 2023

Theannouncementsin this article give you advanced notice of platforms, Citrix products, and features
that are being phased out so that you can make timely business decisions. Citrix monitors customer
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use and feedback to determine when they are withdrawn. Announcements can change in subsequent
releases and might not include every deprecated feature or functionality.
For details about product lifecycle support, see the Product Lifecycle Support Policy article.

Deprecations and removals

The following table shows the platforms, Citrix products, and features that are deprecated or
removed.

Deprecated items are not removed immediately. Citrix continues to support them in this release but
they will be removed in a future Current Release.

Removed items are either removed, or are no longer supported, in the Linux VDA.

Item Deprecation announced in Removed in
Support for Rocky Linux 9.1, 2305 2308
Rocky Linux 8.7

Support for RHEL 9.1, RHEL 8.7 2305 2308
Support for RHEL 8.4 2303 2308
Support for Ubuntu 18.04 2212 2305
Support for SUSE 15.3 2210 2301
Support for Debian 10.9 2206 2210
Support for SUSE 15.2 2206 2209
Support for RHEL 8.2 2206 2209
Support for RHEL 8.1, RHEL 8.3 2203 2206
Support for RHEL 7.8, CentOS 2203 2204
7.8

Support for CentOS 8.x 2110 2201
Support for SUSE 12.5 2109 2204
Support for Ubuntu 16.04 2109 2203
Support for RHEL 7.7, CentOS 2006 2009
1.7

Support for SUSE 12.3 2006 2006
Support for RHEL 6.10, CentOS 2003 2003
6.10

Support for RHEL 6.9, CentOS 1909 1909
6.9
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Item Deprecation announced in Removed in
Support for RHEL 7.5, CentOS 1903 1903
7.5

Support for RHEL 7.4, CentOS 1811 1811
1.4

Support for RHEL 6.8, CentOS 1811 1811
6.8

Support for RHEL 7.3, CentOS 7.18 7.18
7.3

Support for RHEL 6.6, CentOS 7.16 7.16
6.6

SUSE11.4 7.16 7.16

System requirements

September 5, 2023

The Current Release of the Linux VDA is aligned with Citrix Virtual Apps and Desktops. It is also back-
ward compatible with earlier versions of Citrix Virtual Apps and Desktops that haven’t yet reached the
end of their lifecycle. For information about the Citrix product lifecycle, and to find out when Citrix
stops supporting specific versions of products, see the Citrix Product Lifecycle Matrix.

The configuration process for Linux VDAs differs slightly from Windows VDAs. Any Delivery Controller
farm is able to broker both Windows and Linux desktops.

System requirements for components not covered here (such as Citrix Workspace app) are described
in their respective documentation sets.

For information about using a Current Release (CR) in a Long Term Service (LTSR) environment and
other FAQs, see Knowledge Center article.

Supported Linux distributions, Xorg versions, and desktop environments

For a matrix of the Linux distributions, Xorg versions, and desktop environments that this version of
the Linux VDA supports, see the following table. For more information, see XorgModuleABIVersions.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14


https://www.citrix.com/support/product-lifecycle/product-matrix.html
https://support.citrix.com/article/CTX205549
https://www.x.org/wiki/XorgModuleABIVersions/

Linux Virtual Delivery Agent 2305

Linux distribution

Xorg version

Supported desktop

Amazon Linux 2 1.20 GNOME, GNOME Classic, MATE

Debian 11.3 1.20 GNOME, GNOME Classic, KDE,
MATE

RHEL9.1/9.0 1.20 GNOME

RHEL 8.7/8.6/8.4 1.20 GNOME, GNOME Classic, MATE

RHEL 7.9, Cent0S 7.9 1.20 GNOME, GNOME Classic, KDE,
MATE

Rocky Linux 9.1/9.0 1.20 GNOME

Rocky Linux 8.7/8.6 1.20 GNOME, GNOME Classic, KDE,
MATE

SUSE 15.4 1.20 GNOME, GNOME Classic, MATE

Ubuntu 22.04 1.21 GNOME, GNOME Classic, KDE,
MATE

Ubuntu 20.04 1.20 GNOME, GNOME Classic, KDE,
MATE

Note:

When the support from your OS vendor expires, Citrix might be limited in its ability to reme-
diate problems. For deprecated or removed platforms, see Deprecation.

CentOS project shifts focus to CentOS Stream. CentOS Linux 8, as a rebuild of RHEL 8, ends
at the end of 2021. CentOS Stream continues after that date, serving as the upstream (de-
velopment) branch of Red Hat Enterprise Linux. For more information, see https://www.re
dhat.com/en/blog/centos-stream-building-innovative-future-enterprise-linux.

At least one desktop must be installed. You can specify through the ctxinstall.sh or
ctxsetup.sh script the GNOME, GNOME Classic, or MATE desktop environment to use in
sessions.

According to the Red Hat Enterprise Linux documentation, GNOME is the only desktop en-
vironment available in RHEL 9.

Do not use HWE kernel or HWE Xorgon Ubuntu.

Your user name format must comply with the systemd syntaxrules foryour current display
manager. For more information about the systemd user name syntax, see User/Group
Name Syntax.
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Supported host platforms and virtualization environments

+ Bare metal servers

« Amazon Web Services (AWS)

« Citrix Hypervisor

+ Google Cloud Platform (GCP)

« Kernel-based Virtual Machine (KVM)
« Microsoft Azure

« Microsoft Hyper-V

« VMware vSphere Hypervisor

« Nutanix AHV

Note:
In all cases, the supported processor architecture is x86-64.

Starting with the 2203 release, you can host the Linux VDA on Microsoft Azure, AWS, and GCP for
Citrix Virtual Apps and Desktops as well as Citrix DaaS (formerly Citrix Virtual Apps and Desktops
service). To add these public cloud host connections to your Citrix Virtual Apps and Desktops
deployment, you need Citrix Universal Subscription or Hybrid Rights licenses. For information
about Universal Subscription and Hybrid Rights licenses, see Transition and Trade Up (TTU) with
Citrix Universal Subscription.

Active Directory integration packages

The Linux VDA supports the following Active Directory integration packages and products:

Winbind SSSD Centrify PBIS Quest
Amazon Linux  Yes Yes Yes Yes No
2
Debian 11.3 Yes Yes Yes Yes No
RHEL9.1/9.0, Yes Yes No No No
Rocky Linux
9.1/9.0/8.7/8.6
RHEL Yes Yes Yes Yes No
8.7/8.6/8.4
RHEL 7.9, Yes Yes Yes Yes Yes (Quest
Cent0S 7.9 v4.1 and later)
SUSE15.4 Yes Yes Yes Yes No
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Winbind SSSD Centrify PBIS Quest
Ubuntu Yes Yes Yes Yes Yes (Quest
22.04/20.04 v4.1 and later)

HDX 3D Pro

HDX 3D Pro of Citrix Virtual Apps and Desktops lets you deliver desktops and applications that perform
best using a Graphics Processing Unit (GPU) for hardware acceleration.

Hypervisors

For the Linux VDA, HDX 3D Pro is compatible with the following hypervisors:

« Citrix Hypervisor

« VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

« Amazon Web Services (AWS)
+ Google Cloud Platform (GCP)

Note:

The hypervisors are compatible with certain Linux distributions.
To use HDX 3D Pro for Amazon Linux 2, we recommend you install NVIDIA driver 470.

GPUs

To learn which NVIDIA GPU cards your Linux distribution supports, go to the NVIDIA product support
matrix and check the Hypervisor or Bare-Metal 0S, Software Product Deployment, Hardware
Supported, and Guest OS Support columns.

Ensure that you install the latest vGPU driver for your GPU card. Currently, the Linux VDA supports up
to vGPU 15. For more information, see NVIDIA Virtual GPU Software Supported GPUs.

Installation overview

September 5, 2023

This section guides you through the following procedures:
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Create domain-joined VDAs using easy install

Create non-domain-joined Linux VDAs using MCS
« Create Linux VDAs using MCS
« Create Linux VDAs using Citrix Provisioning

Create Linux VDAs in Citrix DaaS Standard for Azure

Install the Linux VDA manually

Install the Linux VDA on Amazon Linux 2, CentOS, RHEL, and Rocky Linux manually

Install the Linux VDA on SUSE manually

Install the Linux VDA on Ubuntu manually

Install the Linux VDA on Debian manually

Create domain-joined VDAs using easy install

April 30, 2024

Important:

« For fresh installations, we recommend you refer to this article for a quick installation. This
article steps through how to install and configure the Linux VDA by using easy install. Easy
install saves time and labor and is less error-prone than manual installation. It helps you
set up a running environment of the Linux VDA by installing the necessary packages and
customizing the configuration files automatically.

+ Easy install does not support domain joining using Quest.

+ To create non-domain joined VDAs, you must use Machine Creation Services (MCS). For

more information, see Create non-domain-joined Linux VDAs.

+ To learn about features available for non-domain-joined VDAs, go to Non-domain-joined
VDAs.

Step 1: Prepare configuration information and the Linux machine

Collect the following configuration information needed for easy install:

« Host name —Host name of the machine on which the Linux VDA is to be installed.
+ |P address of Domain Name Server.
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+ IP address or string name of NTP Server.

+ Domain name —The NetBIOS name of the domain.

+ Realm name —The Kerberos realm name.

« Fully Qualified Domain Name (FQDN) of the domain.

« AD integration method - The Active Directory integration method. Currently, easy install sup-
ports Winbind, SSSD, Centrify, and PBIS.

+ User name —The name of the user who joins the machine to the domain.

+ Password - The password of the user who joins the machine to the domain.

+ OU —The organization unit. Optional.

Important:

« To install the Linux VDA, verify that the repositories are added correctly on the Linux ma-
chine.

« To launch a session, verify that the X Window system and desktop environments are in-
stalled.

« For security, easy install does not save the domain joining password. Every time you run
the easy install script (ctxinstall.sh) in interactive mode, you must enter the domain joining
password manually. In silent mode, you must set the domain joining password in [Citrix/V-
DA/sbin/ctxinstall.conf or export the password. We recommend you not use the admin-
istrator account for domain joining. Instead, delegate domain joining permissions to an
Active Directory user other than the administrator account. To do so, delegate control on
the domain controller using the Delegation of Control Wizard.

Step 2: Prepare the hypervisor

Some changes are required when running the Linux VDA as a virtual machine on a supported hypervi-
sor. Make the following changes based on the hypervisor platform in use. No changes are required if
you are running the Linux machine on bare metal hardware.

Fix time synchronization on Citrix Hypervisor

When the Citrix Hypervisor Time Sync feature is enabled, within each paravirtualized Linux VM you
experience issues with NTP and Citrix Hypervisor. Both try to manage the system clock. To avoid
the clock becoming out of sync with other servers, make sure that the system clock within each
Linux guest is synchronized with the NTP. This case requires disabling host time synchronization. No
changes are required in HYM mode.

If you are running a paravirtualized Linux kernel with Citrix VM Tools installed, you can check whether
the Citrix Hypervisor Time Sync feature is present and enabled from within the Linux VM:
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sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

This command returns 0 or 1:

« 0-Thetime sync feature is enabled, and must be disabled.
+ 1-Thetime sync feature is disabled, and no further action is required.

If the /proc/sys/xen/independent_wallclock file is not present, the following steps are not required.
If enabled, disable the time sync feature by writing 1 to the file:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

To make this change permanent and persistent after restart, edit the [etc/sysctl.conf file and add the
line:

xen.independent_wallclock = 1
To verify these changes, restart the system:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

This command returns the value 1.

Fix time synchronization on Microsoft Hyper-V

The Linux VMs with Hyper-V Linux Integration Services installed can apply the Hyper-V time synchro-
nization feature to use the time of the host operating system. To ensure that the system clock remains
accurate, you must enable this feature alongside the NTP services.

From the management operating system:

1. Open the Hyper-V Manager console.
2. Forthe settings of a Linux VM, select Integration Services.
3. Ensure that Time synchronization is selected.

Note:

This approach is different from VMware and Citrix Hypervisor, where host time synchronization is
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disabled to avoid conflicts with NTP. Hyper-V time synchronization can coexist and supplement
NTP time synchronization.

Fix time synchronization on ESX and ESXi

When the VMware Time Synchronization feature is enabled, within each paravirtualized Linux VM you
experience issues with the NTP and the hypervisor. Both try to synchronize the system clock. To
avoid the clock becoming out of sync with other servers, ensure that the system clock within each
Linux guest is synchronized with the NTP. This case requires disabling host time synchronization.

If you are running a paravirtualized Linux kernel with VMware Tools installed:

Open the vSphere Client.

Edit settings for the Linux VM.

In the Virtual Machine Properties dialog, open the Options tab.
Select VMware Tools.

ok WD

In the Advanced box, clear Synchronize guest time with host.

Step 3: Install .NET Runtime 6.0

Before installing the Linux VDA, install .NET Runtime 6.0 according to the instructions at https://docs
.microsoft.com/en-us/dotnet/core/install/linux-package-managers.

After installing .NET Runtime 6.0, run the which dotnet command to find your runtime path.

Based on the command output, set the .NET runtime binary path. For example, if the command out-
putis /aa/bb/dotnet, use /aa/bb as the .NET binary path.

Step 4: Download the Linux VDA package

1. Go to the Citrix Virtual Apps and Desktops download page.
2. Expand the appropriate version of Citrix Virtual Apps and Desktops.

3. Expand Components to find the Linux VDA. For example:
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~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212
~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. Click the Linux VDA link to access the Linux VDA downloads.

Downloads Expand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentQS)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. Download the Linux VDA package that matches your Linux distribution.

6. Download the GPG public key that you can use to verify the integrity of the Linux VDA package.
For example:

Downloads eandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

Checksums

SHA-256 -a440f329a0385123944 108316040 G 5011c04
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To verify the integrity of the Linux VDA package by using the public key:
+ For an RPM package, run the following commands to import the public key into the RPM
database and to check the package integrity:

rpmkeys --import <path to the public key>
rpm —--checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

+ For a DEB package, run the following commands to import the public key into the DEB
database and to check the package integrity:

sudo apt-get install dpkg-sig

gpg —-—import <path to the public key>

dpkg-sig —--verify <path to the Linux VDA package>
<!--NeedCopy-->

Step 5: Install the Linux VDA package

To set up the environment for the Linux VDA, run the following commands.
For Amazon Linux 2, CentOS, RHEL, and Rocky Linux distributions:

Note:

« For RHEL and CentOS, install the EPEL repository before you can install the Linux VDA suc-
cessfully. For information on how to install EPEL, see the instructions at https://docs.fedor
aproject.org/en-US/epel/.

+ Before installing the Linux VDA on RHEL 9.1/9.0 and Rocky Linux 9.1/9.0, update the libse-
pol package to version 3.4 or later.

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Note:

After you install the Linux VDA on RHEL 8.x/9.x and Rocky Linux 8.x/9.x hosted on GCP, the Ether-
net connection might be lost and the Linux VDA might be unreachable after a VM restart. To work
around the issue, run the following commands before restarting the VM:

nmcli dev connect etho

service NetworkManager restart
<!--NeedCopy-->

For Ubuntu/Debian distributions:
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sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get install -f
<!--NeedCopy-->

Note:

+ Toinstall the necessary dependencies for a Debian 11.3 distribution, add the deb http:
//deb.debian.org/debian/ bullseye main lineto the /etc/apt/sources.list file.

» For Ubuntu 20.04 on GCP, disable RDNS. To do so, add the rdns = false line under [libde-
faults] in /etc/krb5.conf.

For SUSE distributions:
1. For SUSE 15.4 on AWS, Azure, and GCP, ensure that:

+ You are using libstdc++6 version 12 or later.
« The Default_WM parameter in [etc/sysconfig/windowmanager is set to “gnome”.

2. Run the following command to install the Linux VDA:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Step 6: Install NVIDIA GRID drivers

Enabling HDX 3D Pro requires you to install the NVIDIA GRID drivers on your hypervisor and on the VDA
machines.

To install and configure the NVIDIA GRID Virtual GPU Manager (the host driver) on the specific hyper-
visors, see the following guides:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

To install and configure the NVIDIA GRID guest VM drivers, perform the following general steps:

Ensure that the guest VM is shut down.

In the hypervisor control panel, allocate a GPU to the VM.
Start the VM.

Install the guest VM driver on the VM.

A
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Step 7: Specify a database to use

You can switch between SQLite and PostgreSQL after installing the Linux VDA package. To do so, com-
plete the following steps:

Note:

« We recommend you use SQLite for VDI mode only and use PostgreSQL for a hosted shared
desktops delivery model.

« For easy install and MCS, you can specify SQLite or PostgreSQL to use without having to
install them manually. Unless otherwise specified through fetc/xdl/db.conf, the Linux VDA
uses PostgreSQL by default.

+ You can also use [etc/xdl/db.conf to configure the port number for PostgreSQL.

1. Edit [etc/xdl/db.conf to specify a database to use.
2. Run sudo /opt/Citrix/VDA/sbin/ctxinstall.sh or /opt/Citrix/VDA/bin/easyinstall.

Step 8: Set up the runtime environment to complete the installation

After installing the Linux VDA package, configure the running environment by using the ctxinstall.sh
script or GUI.

Note:

Before setting up the runtime environment, ensure that the en_US.UTF-8 locale is installed in
your OS. If the locale is not available in your OS, run the sudo locale-gen en_US.UTF-8 com-
mand. For Debian, edit the /etc/locale.gen file by uncommenting the # en_US.UTF-8 UTF-8
line and then run the sudo locale-gen command.

ctxinstall.sh

ctxinstall.sh is the easy install script that configures the runtime environment for the Linux VDA. For
more information, use the help command ctxinstall.sh -h.

Easy install uses [opt/Citrix/VDA/sbin/ctxinstall.conf as its configuration file to set, save, and syn-
chronize the values of all environment variables needed for GUI and ctxinstall.sh. When you first cre-
ate the configuration file, use either of the following ways:

+ By copyingthe fopt/Citrix/VDA/sbin/ctxinstall.conftmpl template file and saving it as fopt/C-
itrix/VDA/sbin/ctxinstall.conf.

+ By running ctxinstall.sh. Each time you run ctxinstall.sh, your input is saved in [opt/Citrix/V-
DA/sbin/ctxinstall.conf.
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Note:

+ Following the principle of least privilege, ensure that only the root user can read [opt/C-
itrix/VDA/sbin/ctxinstall.conf because the domain joining password might be set in the
file.

« Uninstalling the Linux VDA removes files under [opt/Citrix/VDA. We recommend you back
up /opt/Citrix/VDA/sbin/ctxinstall.conf before uninstalling the VDA.

You can run ctxinstall.sh in interactive mode or silent mode. Before you run the script, set the following
environment variables:

« CTX_EASYINSTALL_HOSTNAME=host-name —The host name of the Linux VDA server.

o CTX_EASYINSTALL_DNS=ip-address-of-dns -The IP address of DNS.

+ CTX_EASYINSTALL_NTPS=address-of-ntps —The IP address or string name of the NTP server.

« CTX_EASYINSTALL_DOMAIN=domain-name —The NetBIOS name of the domain.

o CTX_EASYINSTALL_REALM=realm-name —The Kerberos realm name.

« CTX_EASYINSTALL_FQDN=ad-fqdn-name

« CTX_EASYINSTALL_USERNAME=domain-user-name —-The name of the user who joins the ma-
chine to the domain.

+ CTX_EASYINSTALL_PASSWORD=password —The password of the user who joins the machine
to the domain.

Note:

We recommend you not use the administrator account for domain joining. Instead, dele-
gate domain joining permissions to an Active Directory user other than the administrator
account. To do so, delegate control on the domain controller using the Delegation of Con-
trol Wizard.

The following four variables are optional. Even if they are not set, ctxinstall.sh won’t abort in silent
mode and you won’t be prompted for user input in interactive mode. You can set them only by ex-
porting their values or editing /Citrix/VDA/sbin/ctxinstall.conf.

o CTX_EASYINSTALL_NETBIOS_DOMAIN=netbios-domain-name —The NetBIOS domain name
is typically the first component of the DNS domain name separated by a dot (.). Otherwise, cus-
tomize a different NetBIOS domain name. This variable is optional.

« CTX_EASYINSTALL_OU=ou-value -OU values vary with different AD methods. For an example
of OU values, see the table in the Considerations section of this article. This variable is optional.
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« CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=centrify-local-path —Easy install helps down-
load the Centrify package from the Internet. However, if Centrify is already installed, you
can fetch the Centrify package from a local directory defined by this variable. This variable is
optional.

« CTX_EASYINSTALL_PBIS_LOCAL_PATH= pbis-local-path —Easy install helps download the
PBIS package from the Internet. However, if PBIS is already installed, you can fetch the PBIS
package from a local directory defined by this variable. This variable is optional.

Running ctxinstall.sh calls another script, ctxsetup.sh. ctxsetup.sh uses the following variables:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N —The Linux VDA supports specifying a Delivery
Controller name using a DNS CNAME record.

« CTX_XDL_DDC_LIST="list-ddc-fqdns’-The Linux VDA requires a space-separated list of Deliv-
ery Controller Fully Qualified Domain Names (FQDNSs) to use for registering with a Delivery Con-
troller. At least one FQDN or CNAME must be specified.

« CTX_XDL_VDA_PORT=port-number —The Linux VDA communicates with Delivery Controllers
through a TCP/IP port.

+ CTX_XDL_REGISTER_SERVICE=Y | N —The Linux Virtual Desktop services are started after ma-
chine startup.

« CTX_XDL_ADD_FIREWALL_RULES=Y | N —The Linux VDA services require incoming network
connections to be allowed through the system firewall. You can open the required ports (by
default ports 80 and 1494) automatically in the system firewall for the Linux Virtual Desktop.

+ CTX_XDL_AD_INTEGRATION=winbind | sssd | centrify | pbis —The Linux VDA requires
Kerberos configuration settings to authenticate with the Delivery Controllers. The Kerberos
configuration is determined from the installed and configured Active Directory integration tool
on the system.

+ CTX_XDL_HDX_3D_PRO=Y | N —The Linux VDA supports HDX 3D Pro, a set of GPU acceleration
technologies designed to optimize the virtualization of rich graphics applications. If HDX
3D Pro is selected, the VDA is configured for VDI desktops (single-session) mode - (that is,
CTX_XDL_VDI_MODE=Y).

« CTX_XDL_VDI_MODE=Y | N-Whether to configure the machine as a dedicated desktop delivery
model (VDI) or a hosted shared desktop delivery model. For HDX 3D Pro environments, set the
valueto.

+ CTX_XDL_SITE_NAME=dns-name -The Linux VDA discovers LDAP servers through DNS. To
limit the DNS search results to a local Site, specify a DNS Site name. If unnecessary, set to
<none>.
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« CTX_XDL_LDAP_LIST=list-ldap-servers’-The Linux VDA queries DNS to discover LDAP
servers. If DNS cannot provide LDAP service records, you can provide a space-separated list of
LDAP FQDNs with LDAP ports. Forexample, adl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:3268. To enable faster LDAP queries within an Active Directory forest,
enable Global Catalog on a domain controller and specify the relevant LDAP port number as
3268. This variable is set to <none> by default.

+ CTX_XDL_SEARCH_BASE=search-base-set —The Linux VDA queries LDAP through a search
base set to the root of the Active Directory Domain (for example, DC=mycompany,DC=com). To
improve search performance, you can specify a search base (for example, OU=VDI,DC=mycompany,DC=com).
If unnecessary, set to <none>.

« CTX_XDL_FAS_LIST='list-fas-servers’-The Federated Authentication Service (FAS) servers are
configured through AD Group Policy. The Linux VDA does not support AD Group Policy, but
you can provide a semicolon-separated list of FAS servers instead. The sequence must be the
same as configured in AD Group Policy. If any server address is removed, fill its blank with the
<none> text string and do not modify the order of server addresses. To communicate with
FAS servers properly, make sure you append a port number consistent with the port number
specified on the FAS servers, for example, CTX_XDL_FAS_LIST="fas_server_1_url:port_number;
fas_server_2_url: port_number; fas_server_3_url: port_number’.

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime -The path to install
.NET Runtime 6.0 for supporting the new broker agent service (ctxvda). The default path is
Jusr/bin.

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate —Specifies the GNOME,
GNOME Classic, or MATE desktop environment to use in sessions. If you leave the variable
unspecified, the desktop currently installed on the VDA is used. However, if the currently
installed desktop is MATE, you must set the variable value to mate.

« CTX_XDL_START_SERVICE=Y | N-Determines whetherthe Linux VDA services are started when
the configuration is complete.

+ CTX_XDL_TELEMETRY_SOCKET_PORT -The socket port for listening for Citrix Scout. The de-
fault port is 7503.

« CTX_XDL_TELEMETRY_PORT -The port for communicating with Citrix Scout. The default port
is 7502.

Considerations

« The NetBIOS domain name is typically the first component of the DNS domain name separated
by a dot (.). To customize a different NetBIOS domain name in your environment, set the
environment variable CTX_EASYINSTALL_NETBIOS_DOMAIN in /opt/Citrix/VDA/sbin/ctxin-
stall.conf.
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« To join your VDA to a specific OU, do the following:

1. Ensure that the specific OU exists on the domain controller.

For an example OU, see the following screen capture
L ALCLIVE LATECLIONY WseTs ar
File Action View Help

o nmi0XEe Bm e TER

7] Active Directory Users and Compute .
| Saved Queries ﬁ -‘h
4 F4 wdlocal U6s U1Es
I || Builtin
i | Computers
2| Domain Controllers
| ForeignSecurityPrincipals
. Managed 5ervice Accounts

| Userg
4 (3] Linux
b Al redhat
5 suse
2| ubuntu

Set the environment variable CTX_EASYINSTALL_OU in /opt/Citrix/VDA/sbin/ctxin-
stall.conf.

OU values vary with different AD methods. The following table reflects the example OU
names in the preceding screen capture. You can use any other OU names in your organiza-

tion.

0S Winbind SSSD Centrify PBIS
Amazon Linux 2 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
amazon" amazon" Linux/amazon amazon"
n
Debian "Linux/ "Linux/ "XD.LOCAL/ "Linux/
debian" debian" Linux/debian debian"
n
RHEL 9.1/9.0, "OU=redhat, "OU=redhat, N/A N/A
Rocky Linux OU=Linux" OU=Linux"
9.1/9.0
RHEL 8.x "OU=redhat, "OU=redhat, "XD.LOCAL/ "Linux/
OU=L1inux" OU=Linux" Linux/redhat redhat"
n
Rocky Linux 8.x "OU=redhat, "OU=redhat, N/A N/A
OU=Linux" OU=L1inux"
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0s Winbind SSSD Centrify PBIS
RHEL 7 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
redhat" redhat" Linux/redhat redhat"
n
SUSE "Linux/suse" "Linux/suse" "XD.LOCAL/ "Linux/suse"
Linux/suse"
Ubuntu "Linux/ "Linux/ "XD.LOCAL/ "Linux/
ubuntu" ubuntu" Linux/ubuntu ubuntu"

« Centrify does not support pure IPv6 DNS configuration. At least one DNS server using IPv4 is
required in /etc/resolv.conf for adclient to find AD services properly.

Log:

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

This issue is unique to Centrify and its configuration. To resolve this issue, do the following:

a. Open Administrative Tools on the domain controller.
b. Select Active Directory Sites and Services.
. Add a proper subnet address for Subnets.

+ Easy install supports pure IPv6 starting with the Linux VDA 7.16. The following preconditions
and limitations apply:

- Your Linux repository must be configured to ensure that your machine can download the
required packages over pure IPv6 networks.
- Centrify is not supported on pure IPv6 networks.

Note:

If your network is pure IPv6 and all your input is in proper IPv6 format, the VDA registers
with the Delivery Controller through IPv6. If your network has a hybrid IPv4 and IPv6
configuration, the type of the first DNS IP address determines whether IPv4 or IPv6 is used
for registration.

+ You can also change the desktop environment for a target session user by completing the fol-
lowing steps:
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1. Create an .xsessionor .Xclients file under the $SHOME/<username> directory on
the VDA. If you are using Amazon Linux 2, create an . Xclientsfile. If you are using other
distributions, create an . xsess1ion file.

2. Editthe .xsessionor .Xclients file to specify a desktop environment based on dis-
tributions.

- For MATE desktop

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session

fi

<!--NeedCopy-->

- For GNOME Classic desktop

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session —--session=gnome-classic
fi
<!--NeedCopy-->

- For GNOME desktop

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

<!--NeedCopy-->

3. Share the 700 file permission with the target session user.

Starting with Version 2209, session users can customize their desktop environments. To enable
this feature, you mustinstall switchable desktop environments on the VDA in advance. For more
information, see Custom desktop environments by session users.

+ If you choose Centrify as the method to join a domain, the ctxinstall.sh script requires the Cen-
trify package. Ways for ctxinstall.sh to get the Centrify package:

- Easy install helps download the Centrify package from the Internet automatically. The
following are the URLs for each distribution:

Amazon Linux 2/RHEL: wget https://downloads.centrify.com/products/server-suite/2022
/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

CentOS: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-rhel6-x86_64.tgz
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SUSE: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-susel2-x86_64.tgz

Ubuntu/Debian: wget https://downloads.centrify.com/products/server-suite/2022/com
ponent-update-1/delinea-server-suite-2022-deb9-x86_64.tgz

- Fetch the Centrify package from a local directory if Centrify is already installed. To desig-
nate thedirectory of the Centrify package, set CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=/home/m
in fopt/Citrix/VDA/sbin/ctxinstall.conf. For example:

1s -1s /home/mydir

9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r—-r—--. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r—-r—--r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r-—-r—-r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r—--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r—--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 dinstall-
express.sh -> dinstall.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 tinstall
.sh
12 -r--r—--r--. 1 root root 11166 Apr 9 2015 release-
notes—agent-rhel4-x86_64.txt

4 -r—--r--r—--. 1 root root 3732 Aug 24 2015 release-
notes-da-rhel4-x86_64.txt
4 -r—--r—--r——. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r--r—--r—-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

« If you choose PBIS as the method to join a domain, the ctxinstall.sh script requires the PBIS
package. Ways for ctxinstall.sh to get the PBIS package:

- Easy install helps download the PBIS package from the Internet automatically. For exam-
ple, the following are the URLs for each distribution:

Amazon Linux 2, CentOS 7, RHEL 8, RHEL 7, SUSE 15.4: wget https://github.com/BeyondT
rust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh

Debian, Ubuntu: wget https://github.com/BeyondTrust/pbis-open/releases/download/9
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.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

- Fetch a specific version of the PBIS package from the Internet. To do so, change the
“pbisDownloadRelease”and “pbisDownloadExpectedSHA256”lines in the /opt/Citrix/V-
DA/sbin/ctxinstall.sh file.

For an example, see the following screen capture:

- Fetch the PBIS package from a local directory if PBIS is already installed. To designate the
directory of the PBIS package, set the environment variable CTX_EASYINSTALL_PBIS_LOCAL_PATH
in Jopt/Citrix/VDA/sbin/ctxinstall.conf.

Interactive mode To run the ctxinstall.sh script in interactive mode, use the sudo [opt/Citrix/V-
DA/sbin/ctxinstall.sh command without the -S option. Type the relevant variable value at each
prompt in the command-line interface. If a variable is already set, ctxinstall.sh asks for confirmation
in case you want to change it.

Silent mode Insilent mode, you must set the preceding variables by using fopt/Citrix/VDA/sbin/c-
txinstall.conf or the export command. After that, run ctxinstall.sh -S (note that the letter S here is
in uppercase). If not all required variables are set or some value is invalid, ctxinstall.sh aborts exe-
cution, unless there are default values.

The exported value for each variable overwrites the value in [Citrix/VDA/[sbin/ctxinstall.conf, unless
itis not set. All updated values are saved in [Citrix/VDA/sbin/ctxinstall.conf, except the domain join-
ing password. So in silent mode, you must set the domain joining password in [Citrix/VDA/sbin/ctx-
install.conf or export the password.

export CTX_EASYINSTALL_HOSTNAME=host-name

export CTX_EASYINSTALL_DNS=ip-address-of-dns
export CTX_EASYINSTALL_NTPS=address-of-ntps
export CTX_EASYINSTALL_DOMAIN=domain-name

export CTX_EASYINSTALL_REALM=realm-name

export CTX_EASYINSTALL_FQDN=ad-fgdn-name

export CTX_EASYINSTALL_USERNAME=domain-user-name

export CTX_EASYINSTALL_PASSWORD=password
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export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y | N

export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_AD_INTEGRATION=winbind | centrify | sssd | pbis

export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S

<!--NeedCopy-->

When running the sudo command, type the -E option to pass the existing environment variables to the

new shell it creates. We recommend that you create a shell script file from the preceding commands
with #!/bin/bash as the first line.

Alternatively, you can specify all variables by using a single command.

To set up the VDA running environment variables (those beginning with ‘CTX_XDL_’), you can run
ctxinstall.sh -s (note that the letter s here is in lowercase).
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GUI

If you use SSSD or Winbind as the domain joining method, you can use easy install through a GUI.
Run the fopt/Citrix/VDA/bin/easyinstall command in the desktop environment of your VDA and then
follow the instructions on the easy install GUI.

w Easy Install

Check Environment Load || save
Install Dependencies Click Join to join the VDA to the Windows domain or click Next to skip.
CTX_EASYINSTALL_DMS
Configure Runtime Variables
Einish DNS server IP address (4] =
v MCS
Configure MCS CTX_EASYINSTALL_HOSTMAME

VDA host name

CTX_EASYINSTALL_NTPS

NTP server

CTX_EASYINSTALL_ADINTEGRATIONWAY

Domain joining method * -

CTX_EASYINSTALL_DOMAIN

Linux distribution: Ubuntu Linux 18.04

The easy install GUI guides you through the following operations:

+ Check the system environment

« Install dependencies

+ Join the VDA to a specified domain
+ Configure the runtime environment

Tip:

+ Click Save to save variable settings to a local file under the path you specify. Click Load
to load variable settings from a file that you specify. For information on configuring MCS
variables, see Step 3h: Configure MCS variables in the Create Linux VDAs using Machine
Creation Services (MCS) article.

« The ctxinstall.sh script saves all variable settings except the domain joining password in
[Citrix/VDA/sbin/ctxinstall.conf.
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Step 9: Run XDPing

Run sudo /opt/Citrix/VDA/bin/xdping to check for common configuration issues with
Linux VDA environment. For more information, see XDPing.

Step 10: Run the Linux VDA

Start the Linux VDA:
To start the Linux VDA services:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Stop the Linux VDA:

To stop the Linux VDA services:

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

Note:

Before you stop the ctxvda and ctxhdx services, run the systemctl stop ctxmonitord command

a

to stop the monitor service daemon. Otherwise, the monitor service daemon restarts the services

you stopped.

Restart the Linux VDA:

To restart the Linux VDA services:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Check the status of the Linux VDA:

To check the running status of the Linux VDA services:

sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->
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Step 11: Create machine catalogs

The process for creating machine catalogs and adding Linux VDA machines is similar to the traditional
Windows VDA approach. For a more detailed description of how to complete these tasks, see Create
machine catalogs and Manage machine catalogs.

For creating machine catalogs that contain Linux VDA machines, there are a few restrictions that dif-
ferentiate the process from creating machine catalogs for Windows VDA machines:

+ For the operating system, select:

- The Multi-session OS option for a hosted shared desktops delivery model.
- The Single-session 0S option for a VDI dedicated desktop delivery model.

+ Do not mix Linux and Windows VDA machines in the same machine catalog.

Note:

Early versions of Citrix Studio did not support the notion of a “Linux OS.”However, selecting the
Windows Server OS or Server OS option implies an equivalent hosted shared desktops deliv-
ery model. Selecting the Windows Desktop OS or Desktop OS option implies a single user per
machine delivery model.

Tip:

If you remove and rejoin a machine to the Active Directory domain, you must remove and add
the machine to the machine catalog again.

Step 12: Create delivery groups

The process for creating a delivery group and adding machine catalogs containing Linux VDA ma-
chines is almost identical to Windows VDA machines. For a more detailed description of how to com-
plete these tasks, see Create delivery groups.

For creating delivery groups that contain Linux VDA machine catalogs, the following restrictions ap-

ply:

« Ensure that the AD users and groups that you select have been properly configured to log on to
the Linux VDA machines.

+ Do not allow logon of unauthenticated (anonymous) users.

+ Do not mix the delivery group with machine catalogs that contain Windows machines.

Important:
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Publishing applications is supported with Linux VDA Version 1.4 and later. However, the Linux
VDA does not support the delivery of desktops and apps to the same machine.

For information about how to create machine catalogs and delivery groups, see Citrix Virtual Apps
and Desktops 7 2305.

Step 13: Upgrade the Linux VDA (optional)

You can upgrade an existing installation from the previous two versions and from an LTSR release.
For RHEL 7 and CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

For RHEL 8 and Rocky Linux 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

For RHEL 9.1/9.0 and Rocky Linux 9.1/9.0:
Note:

Before upgrading the Linux VDA on RHEL 9.1/9.0 and Rocky Linux 9.1/9.0, update the libsepol

package to version 3.4 or later.

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

For SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

For Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

For Ubuntu 22.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->
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Troubleshooting

Use the information in this section to troubleshoot issues that can arise from using the easy install
feature.

Joining a domain by using SSSD fails

An error might occur when you attempt to join a domain, with the output similar to the following
(verify logs for screen printing):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1is
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 39



Linux Virtual Delivery Agent 2305

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

To resolve this issue:

Runtherm -f /etc/krb5.keytabcommand.

Runthenet ads leave $REALM -U $domain-administrator command.
Remove the machine catalog and delivery group on the Delivery Controller.

Run /opt/Citrix/VDA/sbin/ctxinstall.sh.

Create the machine catalog and delivery group on the Delivery Controller.

ok w e

Ubuntu desktop sessions show a gray screen

This issue occurs when you launch a session that is then blocked in a blank desktop. In addition, the
console of the machine also shows a gray screen when you log on by using a local user account.

To resolve this issue:

1. Runthe sudo apt-get update command.

2. Runthe sudo apt-get install unity 1ightdmcommand.

3. Add the followinglineto /etc/lightdm/lightdm.conf:
greeter-show-manual-login=true

Attempts to launch Ubuntu desktop sessions fail due to a missing home directory

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.
<!--NeedCopy-->
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Tip:
The root cause of thisissue is that the home directory is not created for the domain administrator.

To resolve this issue:

1. From a command line, type pam-auth-update.

2. Inthe resulting dialog, verify that Create home directory login is selected.

- i rpeg
] Pad configuration
Pluggable Authentication Modules (PAM) determine how authenticstion, suthorizstion, snd password changing sre handled on the systes, ss well s allowing configuration of sdditionsl scticns to take when
starting user sessions

Some PAM module packages provide profiles thet can be used to sutomstically sdjust the behsvior of all PAM-using spplications on the systes, Plesse indicate which of these behsviors you wish to ensble.

PAM profiles to enable

Session does not launch or ends quickly with dbus error

/var/log/messages (for RHEL or CentOS):

Oct 27 04:17:16 CentO0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1l,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 CentOS7 citrix-ctxgfx[18981]: Exiting normally.
Oct 27 04:17:18 Cent0S7 citrix—-ctxhdx[8978]: Session stopped for user

CITRIXLAB\ctxadmin.
<!--NeedCopy-->

Or, alternately for Ubuntu distributions, use the log /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.
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Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.c: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user@l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally

<!--NeedCopy-->

Some groups or modules do not take effect until a restart. If the dbus error messages appear in the
log, we recommend that you restart the system and retry.

SELinux prevents SSHD from accessing the home directory

The user can launch a session but cannot log on.

/var/log/xdl/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-a698

-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*%*x Plugin catchall_boolean (89.3 confidence) suggests
kkhkhkkkhkkkkkkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.
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You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**x*%*x Plugin catchall (11.6 confidence) suggests
AAAAkAARAAAAA Ak Ak khkkkhkkhkkhkhkhkhkhkhhhx

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

To resolve this issue:

1. Disable SELinux by making the following change to /etc/selinux/config.
SELINUX=disabled

2. Restart the VDA.

Create non-domain-joined Linux VDAs

September 5, 2023
This article walks you through using Machine Creation Services (MCS) to create non-domain-joined
Linux VDAs in Citrix DaaS.

Important:

+ Non-domain-joined VDAs are supported for Citrix DaaS

- Your control plane must be deployed over Citrix DaaS.
- You can deploy non-domain-joined VDAs in a public cloud or on-premises data center.
Non-domain-joined VDAs are managed by the control plane in Citrix DaaS.
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- You can configure Rendezvous V2 to bypass Citrix Cloud Connectors. Otherwise, you
must install Cloud Connectors to connect VDAs with your control plane.

« To create non-domain-joined VDAs, you must use MCS.
- Bare metal servers are not supported by MCS.

+ The following features are available for non-domain-joined Linux VDAs:

Create local users with specified attributes on non-domain-joined VDAs
Non-SSO authentication

Authentication with Azure Active Directory

Rendezvous V2

(For Nutanix only) Step 1: Install and register the Nutanix AHV plug-in

Obtain the Nutanix AHV plug-in package from Nutanix. Install and register the plug-in in your Citrix
Virtual Apps and Desktops environment. For more information, see the Nutanix Acropolis MCS plug-
in installation guide, available at the Nutanix Support Portal.

Step 1a: Install and register the Nutanix AHV plug-in for on-premises Delivery Controllers

After you install Citrix Virtual Apps and Desktops, select and install the XD MCS AHV Plugin on your
Delivery Controllers.

#5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard >
Setup Type L d
Choose the setup type that best suits your needs \.
MNUTARNET
®

ﬂ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

MC5 Plugin for Citrix Cloud Connector will be installed
"o

(O PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
-

< Back Next = Cancel

Step 1b: Install and register the Nutanix AHV plug-in for cloud Delivery Controllers

Select and install the CWA MCS AHV Plugin for Citrix Cloud Connectors. Install the plug-in on all Cit-
rix Cloud Connectors that are registered with the Citrix Cloud tenant. You must register Citrix Cloud
Connectors even when they serve a resource location without the AHV.
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Step 1c: Complete the following steps after installing the plug-in

« Verify that a Nutanix Acropolis folder has been created in C:\Program Files\Common
Files\Citrix\HCLPlugins\CitrixMachineCreation\v1.0.0.0.

» Runthe"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" command.

« Restart the Citrix Host, Citrix Broker, and Citrix Machine Creation Services on your on-premises
Delivery Controllers or restart the Citrix RemoteHCLServer Service on Citrix Cloud Connectors.

Tip:

We recommend that you stop and then restart the Citrix Host, Citrix Broker, and Machine
Creation Services when you install or update the Nutanix AHV plug-in.

Step 2: Create a host connection

Hosts are hypervisors or cloud services that are in use in your resource locations. This step lets you
specify information that Daa$ uses to communicate with VMs on a host. Detailed information includes
the resource location, host type, access credentials, storage method to use, and which networks the
VMs on the host can use.

Important:

The host resources (storage and network) in your resource location must be available before you
create a connection.

Sign in to Citrix Cloud.

In the upper left menu, select My Services > Daas.

From Manage > Full Configuration, select Hosting in the left pane.
Select Add Connections and Resources in the action bar.

ok w e

The wizard guides you through the following pages. Specific page content depends on the se-
lected connection type. After completing each page, select Next until you reach the Summary

page.
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Step 2a: Connection

Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
@) Network
@ Scopes @ Create anew connection
Zone name:
@ Summary

Connection type:

Google Cloud Platform

Service account key:
mport key.

Service account ID:
Cennection name:

Create virtual machines using:
@) Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other toals

€=D) )

On the Connection page:

+ To create a connection, select Create a new Connection. To create a connection based on the
same host configuration as an existing connection, select Use an existing Connection and then
choose the relevant connection.

« Select a zone in the Zone name field. The options are all resource locations you configured.

+ Select a hypervisor or cloud service in the Connection type field. The options are hypervisors
and cloud services that have their plug-ins installed properly in the zone.
Alternatively, you can use the PowerShell command Get-HypHypervisorPlugin -
ZoneU1d to get the list of hypervisor plug-ins available with the selected zone.

« Enter a connection name. This name appears in the Manage display.

+ Choose the tool to create virtual machines: Machine Creation Services or Citrix Provisioning.

Information on the Connection page differs depending on the host (connection type) you’re using.
For example, when using Azure Resource Manager, you can use an existing service principal or create
one.
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Step 2b: Storage management

Add Connection and Resources X

0 Connection Storage Management
Configure virtual machine storage resources for this connection.

@ Storage Management
Select a cluster.

@ Storage Selection

@ Network
Select an optimization method for available site storage
@ Summary @ Use storage shared by hypervisors
Optimize temporary data on available local storage

Use storage local to the hypervisor

For information about storage management types and methods, see Host storage.

If you are configuring a connection to a Hyper-V or VMware host, browse to and then select a cluster
name. Other connection types do not request a cluster name.

Select a storage management method: storage shared by hypervisors or storage local to the hypervi-
sor.

« If you choose storage shared by hypervisors, indicate if you want to keep temporary data on
available local storage. (You can specify nondefault temporary storage sizes in the machine
catalogs that use this connection.) Exception: When using Clustered Storage Volumes (CSV),
Microsoft System Center Virtual Machine Manager does not allow temporary data cache disks
to be created on local storage. Attempts to configure that storage management setup in the
Manage console fails.

If you use shared storage in a Citrix Hypervisor pool, indicate if you want to use IntelliCache to reduce
the load on the shared storage device. See Citrix Hypervisor virtualization environments.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 47


https://docs.citrix.com/en-us/citrix-daas/install-configure/connections.html#host-storage
https://docs.citrix.com/en-us/citrix-daas/install-configure/resource-location/xenserver-host.html

Linux Virtual Delivery Agent 2305

Step 2c: Storage selection

Add Connection and Resources X
o Connectien Storage Selection
Storage Management When using local storage, you must selsct the type of data to store on each local storage devics; machine
° torage Management operating system data, temporary data, and if not storing persenal user data remotely, personal user
data. At least one device must be selectad for each data typs.
@ Storage Selection
Select data storage locations:
@ Network
Name J 0s Temporary
@ Summary Libraryl on |

Local storage on
System32 on

Userson

& B

For more information about storage selection, see Host storage.

Select at least one host storage device for each available data type. The storage management method
thatyou selected on the previous page affects which data types are available for selection on this page.
You must select at least one storage device for each supported data type before you can proceed to
the next page in the wizard.

The lower portion of the Storage Selection page contains more configuration options if you chose
storage shared by hypervisors and enabled Optimize temporary data on available local storage.
You can select which local storage devices (in the same hypervisor pool) to use for temporary data.

The number of currently selected storage devices is shown (in the graphic, “1 storage device selected”
). When you hover over that entry, the selected device names appear (unless no devices are config-
ured).

1. Select Select to change the storage devices to use.
2. Inthe Select Storage dialog box, select or clear the storage device check boxes, and then select
OK.

Step 2d: Region

(Appearsonly for some host types.) The region selection indicates where VMs will be deployed. Ideally,
choose a region close to where users access their applications.
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Step 2e: Network

Enter a name for the resources. This name appears in the Manage console to identify the storage and
network combination associated with the connection.
Select one or more networks that the VMs use.

Some connection types (such as Azure Resource Manager) also list subnets that VMs use. Select one
or more subnets.

Step 2f: Summary
Review your selections; if you want to make changes, use return to previous wizard pages. When you
complete your review, select Finish.

Remember: If you store temporary data locally, you can configure nondefault values for temporary
data storage when you create the catalog containing machines that use this connection.

Note:

A scope is not shown for Full access administrators. For more information, see Administrators,
roles, and scopes.

For more information, see Create and manage connections.

Step 3: Prepare a master image
Tip:

You can use a single image for creating both domain-joined and non-domain-joined VDAs.

(For Citrix Hypervisor only) Step 3a: Install Citrix VM Tools

Install Citrix VM Tools on the template VM for each VM to use the xe CLI or XenCenter. VM performance
can be slow unless you install the tools. Without the tools, you can’t do any of the following:

+ Cleanly shut down, restart, or suspend a VM.

« View the VM performance data in XenCenter.

+ Migrate a running VM (through XenMotion).

« Create snapshots or snapshots with memory (checkpoints), and revert to snapshots.
+ Adjust the number of vCPUs on a running Linux VM.

1. Run the following command to mount Citrix VM Tools named guest-tools.iso.
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sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. Run the following command to install the xe-guest-utilities package based on your
Linux distribution.
For RHEL/CentOS/Rocky Linux:
sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm
<!--NeedCopy-->

For Ubuntu/Debian:
sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb
<!--NeedCopy-->

For SUSE:
sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm
<!--NeedCopy-->

3. Check the virtualization state of the template VM on the General tab in XenCenter. If Citrix VM
Tools are installed correctly, the virtualization state is Optimized.

Step 3b: Install the Linux VDA package on the template VM
Note:
To use a currently running VDA as the template VM, skip this step.

Before installing the Linux VDA package on the template VM, install .NET Runtime 6.0.

Based on your Linux distribution, run the following command to set up the environment for the Linux
VDA:

For RHEL/CentOS/Rocky Linux:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Note:

For RHEL and CentOS, install the EPEL repository before you can install the Linux VDA and run
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deploymcs. sh successfully. For information on how to install EPEL, see the instructions at
https://docs.fedoraproject.org/en-US/epel/.

« After you install the Linux VDA on RHEL 8.x/9.x and Rocky Linux 8.x/9.x hosted on GCP, the
Ethernet connection might be lost and the Linux VDA might be unreachable after a VM
restart. To work around the issue, run the following commands before restarting the VM:

nmcli dev connect eth0
service NetworkManager restart
<!--NeedCopy-->

For Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

For SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Step 3c: Enable repositories to install the tdb-tools package (for RHEL 7 only)

For RHEL 7 server:

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

For RHEL 7 workstation:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

Step 3d: (On SUSE) Manually install ntfs-3g

On the SUSE platform, no repository provides ntfs-3g. Download the source code, compile, and install
ntfs-3g manually:

1. Install the GNU Compiler Collection (GCC) compiler system and the make package:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. Download the ntfs-3g package.
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3. Decompress the ntfs-3g package:

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4. Enter the path to the ntfs-3g package:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. Install ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

Step 3e: Specify a database to use

As an experimental feature, you can use SQLite in addition to PostgreSQL. You can also switch be-

tween SQLite and PostgreSQL afterinstalling the Linux VDA package. To do so, complete the following
steps:

1. Run /opt/Citrix/VDA/sbin/ctxcleanup.sh. Omitthisstepifitisafreshinstallation.

2. Edit /etc/xdl/db.conf before running deploymcs. sh.

Note:

« We recommend you use SQLite for VDI mode only.
+ For easy install and MCS, you can switch between SQLite and PostgreSQL without having

to install them manually. Unless otherwise specified through /etc/xd1/db.conf, the
Linux VDA uses PostgreSQL by default.

+ Youcanalsouse /fetc/xd1l/db.conf to configure the port number for PostgreSQL.

Step 3f: Configure MCS variables

There are two ways to configure MCS variables:

« Editthe /etc/xd1l/mcs/mcs. conf file.

« Use the easy install GUI. To open the easy install GUI, run the /opt/Citrix/VDA/bin/
easyinstall command in the desktop environment of your Linux VDA.
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¥ EasyInstall

Check Environment Load || save

Install Dependencies Domain-joined © Non-domain-joined

Join Domain DOTNET_RUNTIME_PATH

Configure Runtime Variables| | poinet core runtime environment is needed to run Linux VDA. Please specify

Finish Dotnet Core binary path here. If not specified, Linux VDA will use fusr/bin/ as
- MCS default. DoktNet Core Runtime Path:

* | fusr/bin/

DESKTOP_ENVIRONMENT

The Virtual Delivery Agent needs to set a Desktop environment used in LVDA
session. gnome/gnome-classicand mate can be set as default desktop in LVDA
session on CentOS/RHEL/Ubuntu/Debian/SUSE/Amazon2 here. If not specified,
Linux VDA will use GNOME/KDE/Unity desktop as default:

* | GNOME/KDE = | ~

REGISTER_SERVICE
The Linux VDA services support startina durina boot. Do vou want to reaister

Linux distribution: Ubuntu Linux 18.04
Tip:

Click Save to save variable settings to a local file under the path you specify. Click Load to
load variable settings from a file that you specify.

The following are MCS variables that you can configure for non-domain-joined scenarios. You can use
the default variable values or customize the variables as required (optional):

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime\
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE="*Y|N**
ADD_FIREWALL_RULES="*Y|N**

VDI_MODE=**Y|N**

START_SERVICE=**Y| N**

Step 3g: Write or update registry values for MCS (optional)

On the template machine, add command lines to the /etc/xdl/mcs/mcs_local_setting.
reg file for writing or updating registry values as required. This action prevents the loss of data and
settings every time an MCS-provisioned machine restarts.

Each lineinthe /etc/xd1l/mcs/mcs_Tlocal_setting.regfileisacommand for setting or up-
dating a registry value.
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Forexample, you can add the followingcommand linestothe /etc/xd1l/mcs/mcs_local_setting
. reg file to write or update a registry value respectively:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0
x00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "0Ox00000003"
<!--NeedCopy-->

Step 3h: Create a master image

1. If you configure MCS variables by editing /etc/xdl/mcs/mcs.conf,run /fopt/Citrix/
VDA/sbin/deploymcs. sh. If you configure MCS variables by using the GUI, click Deploy.

Easy Install

« Easylinstall
Check Emvironment

Install Dependencies selected the Virtual Delivery Agent willbe configured for VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 3D Pro?

Load | Sawe

Configure Runtime Variables * Mo v

Finish
- NS VI _MODE

Linux VD& supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI deskbops (single session)
mode?

<

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is comp lete?

* | Yes ¥ «

Linux distribution: Ubuntu Linu 18.04

After you click Deploy on the GUI, the variables you set on the GUI override the variables you
setinthe /etc/xd1l/mcs/mcs. conf file.

2. Create and name a snapshot of your master image based on the public cloud you use.

« (For Citrix Hypervisor, GCP, and VMware vSphere) Install applications on the template
VM and shut down the template VM. Create and name a snapshot of your master image.
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+ (For Azure) Install applications on the template VM and shut down the template VM from
the Azure portal. Ensure that the power status of the template VM is Stopped (deallo-
cated). Remember the name of the resource group here. You need the name to locate
your master image on Azure.

> Connect P Start 7 WS ) Capture  => Move [ Delete ) Refresh

Resource group (change) Computer name
mcs rhel-sssd-temp

Status Operating system
Stopped (deallocated) Linux

Location Size
East Asia Standard D2s v3 (2 vepus, 8 GB memory)

Subscription (change)

E—

« (For AWS) Install applications on the template VM and shut down the template VM from the
AWS EC2 portal. Ensure that the instance state of the template VM is Stopped. Right-click
the template VM and select Image > Create Image. Type information and make settings
as needed. Click Create Image.

Create Image X

Instance ID (i) i-011€
Image name  (j
Image description  (j

No reboot (i)

Instance Volumes

Volume 3 - - Delete on
D Si GiB] - Th hput g Ei ted
Type eylce Snapshot (i |zg[ B) Volume Type (i) 10PS (i fora Pu Termination nrcryp ®
i i = i = = (MBIs) (i) ) (1)
Root Idev/sdal ggap— 40 ,Génera\ Purpose SSD ('grprz) v| 120/3000 N/A e Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RSCEICHIGET

+ (For Nutanix) On Nutanix AHV, shut down the template VM. Create and name a snapshot
of your master image.

Note:

You must prefix Acropolis snapshot names with XD _ for use in Citrix Virtual Apps and
Desktops. Use the Acropolis console to rename your snapshots when needed. After
you rename a snapshot, restart the Create Catalog wizard to obtain a refreshed list.

Step 4: Create a machine catalog

1. Signin to Citrix Cloud.
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2. Inthe upper left menu, select My Services > DaaS.
3. From Manage > Full Configuration, select Machine Catalogs.
4. The wizard guides you to create a machine catalog.

On the Container page that is unique to Nutanix, select the container that you specified for the
template VM earlier.

On the Master Image page, select the image snapshot.

On the Virtual Machines page, check for the number of virtual CPUs and the number of cores
per vCPU. Select MCS as the machine deployment method and select Non-domain-joined as
the identity for machines to be created in the catalog.

Do other configuration tasks as needed. For more information, see Create machine catalogs.
Note:

If your machine catalog creation process on the Delivery Controller takes a significant amount of
time, go to Nutanix Prism and power on the machine prefixed with Preparation manually. This
approach helps to continue the creation process.

Step 5: Create a delivery group

A delivery group is a collection of machines selected from one or more machine catalogs. It specifies
which users can use those machines, and the applications and desktops available to those users. For
more information, see Create delivery groups.

Create Linux VDAs using Machine Creation Services (MCS)

February 23,2024
You can create domain-joined and non-domain-joined VDAs using MCS.
Important:

The following are important changes starting with the 2212 release:

« This AD_INTEGRATION variable in the /etc/xdl/mcs/mcs.conf file or on the easy install GUI
does not have a default value any longer. You must set a value as needed. For more infor-
mation, see the Step 3h: Configure MCS variables section in this article.

+ The valid value of the UPDATE_MACHINE_PW entry in /etc/xdl/mcs/mcs.confis no longer
enabled or disabled, but Y or N. For more information, see the Automate machine account
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password updates section in this article.

Supported distributions

Winbind SSSD Centrify PBIS

Debian 11.3 Yes Yes No Yes
RHEL 9.1/9.0 Yes Yes No No
RHEL 8.7/8.6/8.4  Yes Yes Yes Yes
Rocky Linux Yes Yes No No
9.1/9.0
Rocky Linux Yes Yes No No
8.7/8.6
RHEL 7.9, CentOS  Yes Yes Yes Yes
7.9
SUSE 15.4 Yes Yes No Yes
Ubuntu 22.04, Yes Yes No Yes
Ubuntu 20.04

Note:

To use a currently running RHEL 8.x/9.x or Rocky Linux 8.x/9.x VDA that is connected to the do-

main using SSSD as the template VM for MCS, ensure that:

« The VDA is installed manually and not by using easy install. Easy install uses Adcli for RHEL

8.x/9.x and Rocky Linux 8.x/9.x and the combination of SSSD and Adcli is not supported by

MCS.

« A Samba server is configured to use SSSD for AD authentication. For more information, see

the Red Hat article at https://access.redhat.com/solutions/3802321.

Supported hypervisors

« AWS

« GCP

Nutanix AHV

Citrix Hypervisor

Microsoft Azure

VMware vSphere
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Unexpected results can occur if you try to prepare a master image on hypervisors other than the sup-
ported ones.

Use MCS to create Linux VMs
Considerations

« Starting with the 2203 release, you can host the Linux VDA on Microsoft Azure, AWS, and GCP for
Citrix Virtual Apps and Desktops as well as Citrix Daa$ (formerly Citrix Virtual Apps and Desktops
service). To add these public cloud host connections to your Citrix Virtual Apps and Desktops
deployment, you need Citrix Universal Subscription or Hybrid Rights licenses. For information
about Universal Subscription and Hybrid Rights licenses, see Transition and Trade Up (TTU) with
Citrix Universal Subscription.

+ Bare metal servers are not supported for use with MCS to create virtual machines.

« Citrix uses the following Centrify versions for initial feature validation on the relevant Linux dis-

tributions:
Linux distribution Centrify version
RHEL 7/8 5.8.0
SUSE 5.7.1
Debian, Ubuntu 5.6.1

Using other versions of Centrify might cause errors. Do not use Centrify to join a template ma-

chine to a domain.

« If you are using PBIS or Centrify for joining MCS-created machines to Windows domains, com-
plete the following tasks:

- On the template machine, configure the PBIS or Centrify package download path in the
/etc/xdl/mcs/mcs.conf file or install the PBIS or Centrify package directly.

- Before you run /opt/Citrix/VDA/sbin/deploymcs.sh, create an Organiza-
tional Unit (OU) that has write and password reset permissions to all its subordinate,
MCS-created machines.

- Beforeyourestart MCS-created machinesafter /opt/Citrix/VDA/sbin/deploymcs
. sh finishes running, run klist -11 0x3e4 purge on your Delivery Controller or
on your Citrix Cloud Connector based on your deployment.
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(For Nutanix only) Step 1: Install and register the Nutanix AHV plug-in

Obtain the Nutanix AHV plug-in package from Nutanix. Install and register the plug-in in your Citrix
Virtual Apps and Desktops environment. For more information, see the Nutanix Acropolis MCS plug-
in installation guide, available at the Nutanix Support Portal.

Step 1a: Install and register the Nutanix AHV plug-in for on-premises Delivery Controllers After
you install Citrix Virtual Apps and Desktops, select and install the XD MCS AHV Plugin on your Delivery
Controllers.

ﬁ Nutanix AHV plugin for Citrix XenDesktop Setup Wizard X
Setup Type '
Choose the setup type that best suits your needs \
NUTAMNIL

ﬁ MCS Plugin for Citrix XenDesktop will be installed
Ll

() CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
"o

() PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
,Q

< Back Next > Cancel

Step 1b: Install and register the Nutanix AHV plug-in for cloud Delivery Controllers Select and
install the CWA MCS AHV Plugin for Citrix Cloud Connectors. Install the plug-in on all Citrix Cloud
Connectors that are registered with the Citrix Cloud tenant. You must register Citrix Cloud Connectors
even when they serve a resource location without the AHV.

Step 1c: Complete the following steps after installing the plug-in

« Verify that a Nutanix Acropolis folder has been created in C:\Program Files\Common
Files\Citrix\HCLPlugins\CitrixMachineCreation\v1l.0.0.0.

» Runthe"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" command.

« Restart the Citrix Host, Citrix Broker, and Citrix Machine Creation Services on your on-premises
Delivery Controllers or restart the Citrix RemoteHCLServer Service on Citrix Cloud Connectors.
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Tip:

We recommend that you stop and then restart the Citrix Host, Citrix Broker, and Machine

Creation Services when you install or update the Nutanix AHV plug-in.

Step 2: Create a host connection

This section walks you through creating a host connection to Azure, AWS, GCP, Nutanix AHV, and

VMware vSphere:

+ Create a host connection to Azure in Citrix Studio

+ Create a host connection to AWS in Citrix Studio

» Create a host connection to GCP in Citrix Studio

+ Create a host connection to Nutanix in Citrix Studio

« Create a host connection to VMware in Citrix Studio

Create a host connection to Azure in Citrix Studio

=

. Sign in to Citrix Cloud.

N

. Inthe upper left menu, select My Services > DaaS.
3. From Manage > Full Configuration, select Hosting in the left pane.

. Select Add Connection and Resources in the action bar.

N
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Add Connection and Resources X
@ Connection Connection
@ Reg on Use an existi ng connection
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary

Connection type:

Google Cleud Platform

Service account key:
mport key.

Service account ID:
Connection name

Create virtual machines using:
(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other tools

=)

5. Select Microsoft Azure as the connection type.

6. The wizard guides you through pages. Specific page content depends on the selected connec-
tion type. After completing each page, select Next until you reach the Summary page. For more
information, see Step 2: Create a host connection in the Create non-domain-joined Linux VDAs
article.

Create a host connection to AWS in Citrix Studio
1. In Citrix Studio, choose Configuration > Hosting > Add Connection and Resources.

2. Choose Amazon EC2 as the connection type.
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Studio Connection

() Use an existing Connection

Connection
@ Create a new Connection
VM Location E
= = Connection type: | Amazon EC2 | - |
Summary

Your cloud administrater should provide the following information.

Import keys file: Use a file to automatically enter
APl key and Secret key.

e | |

Secret key: | |
@ Leam about user permissions

Connection name: | Example: MyConnection |

3. Type the API key and secret key of your AWS account and type your connection name.
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Add Connection and Resources

Studio Connection

Use an existing Connection

awsec2 =
Connection

®) Create a new Connection
VM Location

Connection type: Amazon EC2 |'|
Metwork

Summa : : s i : e =
v Your cloud administrator should provide the following information.

Import keys file:

AP key:
Secret key:

) Learn about user permissions
Connection name: [ Example: MyConnection

Cancel

The APl key is your access key ID and the Secret key is your secret access key. They are consid-
ered as an access key pair. If you lose your secret access key, you can delete the access key and
create another one. To create an access key, do the following:

a
b
c
d
e
f

Sign in to the AWS services.

Navigate to the Identity and Access Management (IAM) console.

On the left navigation pane, choose Users.

Select the target user and scroll down to select the Security credentials tab.
Scroll down and click Create access key. A new window appears.

—_ — —= — —= =

Click Download .csv file and save the access key to a secure location.

4. The wizard guides you through pages. Specific page content depends on the selected connec-
tion type. After completing each page, select Next until you reach the Summary page.

Create a host connection to GCP in Citrix Studio Set up your GCP environment according to
Google Cloud Platform virtualization environments and then complete the following steps to create
a host connection to GCP.

1. Signin to Citrix Cloud.

2. Inthe upper left menu, select My Services > DaaS.
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3

4,

. From Manage > Full Configuration, select Hosting in the left pane.

Select Add Connection and Resources in the action bar.

Select Google Cloud Platform as the connection type.

Import the service account key of your GCP account and type your connection name.

The wizard guides you through pages. Specific page content depends on the selected connec-
tion type. After completing each page, select Next until you reach the Summary page. For more
information, see Step 2: Create a host connection in the Create non-domain-joined Linux VDAs
article.

Create a host connection to Nutanix in Citrix Studio

1

. For on-premises Delivery Controllers, choose Configuration > Hosting > Add Connection and
Resources in the on-premises Citrix Studio. For cloud Delivery Controllers, choose Manage >
Hosting > Add Connection and Resources in the web-based Studio console on Citrix Cloud to
create a connection to the Nutanix hypervisor.

Inthe Add Connection and Resources wizard, select Nutanix AHV as the connection type on the
Connection page, and then specify the hypervisor address, credentials, and your connection
name. On the Network page, select a network for the unit.

For example, in the on-premises Citrix Studio:

Add Connection and Resources
- Metwork
Studio il
Name for these resources:
N The name helps identify the storage and network combination associated with the

Network connection

Summary Select one or more networks for the virtual machines to use:
Name +
INTERNAL _1
VM

Back Cancel
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Create a host connection to VMware in Citrix Studio

1. Install vCenter Server in the vSphere environment. For more information, see VMware vSphere.

2. In Citrix Studio, choose Configuration > Hosting > Add Connection and Resources.

3. Choose VMware vSphere as the connection type.

Studio

Connection

Storage Management
Storage Selection
Network

Summary

Add Connection and Resources

Connection

Use an existing Connection

®) Create a new Connection

Connection type: | ’ WMware vSphere ® A ] |

- [ y ) |
Connection address: Example: hitps//vmware.example.com/sdk

© Learn about user permissions

T
User name: Example: domain\username
' |
Password:
- — - - |
Connection name: Example: MyConnection

Create virtual machines using:

® Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

Other tools

Cancel

4. Typethe connection address (the vCenter Server URL) of your VMware account, your user name

and password, and your connection name.
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Add Connection and Resources

Connection

Studio

Use an existing Connection

Connection
®) Create a new Connection
Storage Management

Storage Selection Conrechon type: ’ Mhware vophere2 =
Network Connection address: [ Bcample: httpsy/fumware example.com/sdk
Summary © Learn about user permissions

User name: Example: domain\username

Password: |

Connection name:

Example: MyConnection

Create virtual machines using:

® Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

Other tools

Cancel

Step 3: Prepare a master image

(For Citrix Hypervisor only) Step 3a: Install Citrix VM Tools

Install Citrix VM Tools on the template

VM for each VM to use the xe CLI or XenCenter. VM performance can be slow unless you install the tools.

Without the tools, you can’t do any of the following:

+ Cleanly shut down, restart, or suspend a VM.
+ View the VM performance data in XenCenter.
+ Migrate a running VM (through XenMotion).

« Create snapshots or snapshots with memory (checkpoints), and revert to snapshots.

+ Adjust the number of vCPUs on a running Linux VM.

1. Run the following command to mount Citrix VM Tools named guest-tools.iso.

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. Run the following command to install the xe-guest-utilities package based on your

Linux distribution.

For RHEL/CentOS/Rocky Linux:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
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package-version }
_all.rpm
<!--NeedCopy-->

For Ubuntu/Debian:

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

For SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy—-->

3. Check the virtualization state of the template VM on the General tab in XenCenter. If Citrix VM
Tools are installed correctly, the virtualization state is Optimized.

Step 3b: Verify configurations for SUSE 15.4 on AWS, Azure, and GCP For SUSE 15.4 on AWS,
Azure, and GCP, ensure that:

+ You are using libstdc++6 version 12 or later.
» The Default_WM parameter in [etc/sysconfig/windowmanager is set to “gnome”.

Step 3c: Disable RDNS for Ubuntu 20.04 on GCP  On the template VM, add the rdns = false line
under [libdefaults] in /etc/krb5.conf.

Step 3d: Install the Linux VDA package on the template VM

Note:

« Touseacurrently running VDA as the template VM, skip this step. To use a currently running
RHEL 8.x/9.x or Rocky Linux 8.x/9.x VDA that is connected to the domain using SSSD as the
template VM, ensure that:

- The VDA is installed manually and not by using easy install. Easy install uses Adcli for
RHEL 8.x/9.x and Rocky Linux 8.x/9.x and the combination of SSSD and Adcli is not
supported by MCS.

- ASamba serveris configured to use SSSD for AD authentication. For more information,
see the Red Hat article at https://access.redhat.com/solutions/3802321.

+ Before installing the Linux VDA package on the template VM, install .NET Runtime 6.0.
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Based on your Linux distribution, run the following command to set up the environment for the Linux
VDA:

For RHEL/CentOS/Rocky Linux:
Note:

« For RHEL and CentOS, install the EPEL repository before you can install the Linux VDA and
run deploymcs. sh successfully. For information on how to install EPEL, see the instruc-
tions at https://docs.fedoraproject.org/en-US/epel/.

+ Before installing the Linux VDA on RHEL 9.1/9.0 and Rocky Linux 9.1/9.0, update the libse-
pol package to version 3.4 or later.

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

For Ubuntu/Debian:

sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

For SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Step 3e: Enable repositories to install the tdb-tools package (for RHEL 7 only) For RHEL 7
server:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

For RHEL 7 workstation:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

Step 3f: (On SUSE) Manually install ntfs-3g On the SUSE platform, no repository provides ntfs-3g.
Download the source code, compile, and install ntfs-3g manually:

1. Install the GNU Compiler Collection (GCC) compiler system and the make package:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy—-->
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2. Download the ntfs-3g package.

w

. Decompress the ntfs-3g package:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

N

. Enter the path to the ntfs-3g package:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy—-->

(6]

. Install ntfs-3g:

./configure
make

make install
<!--NeedCopy-->

Step 3g: Specify a database touse You can switch between SQLite and PostgreSQL after installing
the Linux VDA package. To do so, complete the following steps:

Note:

+ We recommend you use SQLite for VDI mode only and use PostgreSQL for a hosted shared
desktops delivery model.

+ For easy install and MCS, you can specify SQLite or PostgreSQL to use without having to

install them manually. Unless otherwise specified through fetc/xdl/db.conf, the Linux VDA
uses PostgreSQL by default.

+ You can also use [etc/xdl/db.conf to configure the port number for PostgreSQL.

1. Run /opt/Citrix/VDA/sbin/ctxcleanup.sh. Omitthisstepifitisafreshinstallation.

2. Edit /etc/xd1l/db.conf before running deploymcs. sh.

Step 3h: Configure MCS variables There are two ways to configure MCS variables:

+ Editthe /Jetc/xd1l/mcs/mcs.conf file.

« Use the easy install GUI. To open the easy install GUI, run the /opt/Citrix/VDA/bin/
easyinstall command in the desktop environment of your Linux VDA.
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Easy Install

= Easyinstall
Load Save

Check Environment
Install Dependencles © Domainjoined Non-domainjoined
Join Domain USE_AD_CONFIGURATION_FILES_OF CURRENT VDA

Configure Runtime Variables  hyc yariable determines whether to use the existing AD-related configuration files

Finish (fetc/krb5.conf, fetcfsssd.conf, and fetc/sambafsmb.conf) of the currently running
- MCS VDA,

Ho = | ~
DMS_SERVERS

This variable sets the IP address for each DNS server. You can set up to four DNS
SErVers

e e

NTP_SERVER

This variable sets the IP address for your NTP server. Unless otherwise specified,
it's the IP address of your domain controller,

Linux distribution: Ubuntu Linux 18.04

Tip:

Click Save to save variable settings to a local file under the path you specify. Click Load to
load variable settings from a file that you specify.

The following are MCS variables that you can configure for non-domain-joined and domain-joined
scenarios:

+ For non-domain-joined scenarios
You can use the default variable values or customize the variables as required (optional):

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime\
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=**Y|N**
ADD_FIREWALL_RULES=**Y|N**

VDI_MODE=**Y|N**

START_SERVICE:**Y| N**

« For domain-joined scenarios

- Use_AD_Configuration_Files_Of_Current_VDA: Determines whether to
use the existing AD-related configuration files (/etc/krb5.conf, /etc/sssd.conf, and
/etc/samba/smb.conf) of the currently running VDA. If set to Y, the configuration files on
MCS-created machines are the same as the equivalents on the currently running VDA.
However, you still must configure the dns and AD_INTEGRATION variables. The default
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value is N, which means the configuration templates on the master image determine
the configuration files on MCS-created machines. To use a currently running VDA as the
template VM, set the value to Y. Otherwise, set it to N.

- dns: Sets the IP address for each DNS server. You can set up to four DNS servers.

- NTP_SERVER: Sets the IP address for your NTP server. Unless otherwise specified, it’s
the IP address of your domain controller.

- WORKGROUP: Sets the workgroup name to the NetBIOS name (case-sensitive) that you
configured in AD. Otherwise, MCS uses the part of the domain name that immediately fol-
lows the machine hostname as the workgroup name. For example, if the machine account
is userl.lvda.citrix.com, MCS uses lvda as the workgroup name while citrix is the correct
choice. Ensure that you set the workgroup name correctly.

- AD_INTEGRATION: Sets Winbind, SSSD, PBIS, or Centrify. For a matrix of the Linux dis-
tributions and domain joining methods that MSC supports, see Supported distributionsin
this article.

- CENTRIFY_DOWNLOAD_PATH: Sets the path for downloading the Server Suite Free
(formerly Centrify Express) package. The value takes effect only when you set the
AD_INTEGRATION variable to Centrify.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: Sets the path for downloading the Centrify
Samba package. The value takes effect only when you set the AD_INTEGRATION
variable to Centrify.

- PBIS_DOWNLOAD_PATH: Sets the path for downloading the PBIS package. The value
takes effect only when you set the AD_INTEGRATION variable to PBIS.

- UPDATE_MACHINE_PW: Enables or disables automating machine account password up-
dates. For more information, see Automate machine account password updates.

- Linux VDA configuration variables:

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime\
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=**Y| N**
VDA_PORT=port-number
REGISTER_SERVICE=**Y|N**
ADD_FIREWALL_RULES=**Y| N**
HDX_3D_PRO:**Y| N**

VDI_MODE=**Y | N**
SITE_NAME=**dns-site-name | ‘<none>"**
LDAP_LIST="*list-ldap-servers’| ‘<none>"**
SEARCH_BASE="*search-base-set | ‘<none>"**
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FAS_LIST="*list-fas-servers’| ‘<none>"**
START_SERVICE=**Y|N**
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

Step 3i: Write or update registry values for MCS On the template machine, add command lines
tothe /fetc/xdl/mcs/mcs_local_setting. reg file for writing or updating registry values as
required. This action prevents the loss of data and settings every time an MCS-provisioned machine
restarts.

Each lineinthe /etc/xd1l/mcs/mcs_Tlocal_setting.regfileisacommand for setting or up-
dating a registry value.

Forexample, you can add the followingcommand linestothe /etc/xd1l/mcs/mcs_local_setting
. reg file to write or update a registry value respectively:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0
x00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "0Ox00000003"
<!--NeedCopy-->

Step 3j: Create a master image

1. (For SSSD + RHEL 8.x/9.x or Rocky Linux 8.x/9.x only) Run the update-crypto-policies
--set DEFAULT:AD-SUPPORT command and then restart the template VM.

2. If you configure MCS variables by editing /etc/xdl/mcs/mcs.conf, run fopt/Citrix/
VDA/sbin/deploymcs. sh. If you configure MCS variables by using the GUI, click Deploy.
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Easy Install

+ Easylnstall

Check Environment Load || Save

Install Dependencies selected the Virtual Delivery Agent will be configured For VDI desktops (single-
Join Domaln session) mode. Do youwant to enable HDX 30 Pro?

Configure Runtime Variables * Mo w|

Finish
- MCS VDI MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

+

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is comp lete?

¥  Yesw «

Linua distribution: Ubuntu Linu 18.04

After you click Deploy on the GUI, the variables you set on the GUI override the variables you
setinthe /etc/xd1l/mcs/mcs.conf file.

3. (If you are using a currently running VDA as the template VM or if it is a non-domain-joined sce-
nario, skip this step.) On the template VM, update the configuration templates to customize
therelevant /etc/krb5.conf, /etc/samba/smb.conf,and /etc/sssd/sssd.conf
files on all created VMs.

For Winbind users, update the /etc/xd1l/ad_join/winbind_krb5.conf.tmpl and /
etc/xd1l/ad_join/winbind_smb.conf.tmpltemplates.

For SSSD users, update the /etc/xdl/ad_join/sssd.conf.tmpl, /etc/xdl/
ad_join/sssd_krb5.conf.tmpl, and /etc/xdl/ad_join/sssd_smb.conf.
tmpl templates.

For Centrify users, update the /etc/xd1l/ad_join/centrify_krb5.conf.tmpland /
etc/xdl/ad_join/centrify_smb.conf.tmpltemplates.

Note:

Keep the existing format used in the template files and use variables such as SWORKGROUP,
SREALM, Srealm, ${new_hostname}, and SAD_FQDN.

4. Create and name a snapshot of your master image based on the public cloud you use.

« (For Citrix Hypervisor, GCP, and VMware vSphere) Install applications on the template
VM and shut down the template VM. Create and name a snapshot of your master image.
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+ (For Azure) Install applications on the template VM and shut down the template VM from
the Azure portal. Ensure that the power status of the template VM is Stopped (deallo-
cated). Remember the name of the resource group here. You need the name to locate

your master image on Azure.

*> Connect P Start @ Re [ ] ) Capture  => Move [ Delete ) Refresh

Resource group (change) Computer name
mcs rhel-sssd-temp

Status Operating system
Stopped (deallocated) Linux

Location
East Asia

Subscription (change)

I
Subscription ID

+ (For AWS) Install applications on the template VM and shut down the template VM from the
AWS EC2 portal. Ensure that the instance state of the template VM is Stopped. Right-click
the template VM and select Image > Create Image. Type information and make settings
as needed. Click Create Image.

Create Image X

Instance ID  (j i-011€

1
Image name  (j
Image description  (j

i

No reboot (i)

Instance Volumes

Volume 3 - - Delete on
D Si GiB] — Th hput T Ei ted
Type eylce Snapshot (i |zg[ B) Volume Type (i IOPS (i fora Pu Termination nrcryp *
i i i = = (MBIs) (i ) i

Root Idev/sdal ggap— 40 | General Purpose SSD (gp2) ¥v| 120/3000 N/A e Not Encrypted
Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RECEICHINELT

« (For Nutanix) On Nutanix AHV, shut down the template VM. Create and name a snapshot
of your master image.

Note:

You must prefix Acropolis snapshot names with XD_ for use in Citrix Virtual Apps and
Desktops. Use the Acropolis console to rename your snapshots when needed. After
you rename a snapshot, restart the Create Catalog wizard to obtain a refreshed list.

(For GCP) Step 3k: Configure Ethernet connection on RHEL 8.x/9.x and Rocky Linux 8.x/9.x  Af-
ter you install the Linux VDA on RHEL 8.x/9.x and Rocky Linux 8.x/9.x hosted on GCP, the Ethernet
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connection might be lost and the Linux VDA might be unreachable after a VM restart. To work around

theissue, set a root password when logging on to the VM for the first time and make sure that you can

log on to the VM as root. Then, run the following commands in the console after restarting the VM:
nmcli dev connect eth0

service NetworkManager restart
<!--NeedCopy-->

Step 4: Create a machine catalog

In Citrix Studio or Web Studio, create a machine catalog and specify the number of VMs to create in the
catalog. When creating the machine catalog, choose your master image and consider the following:

+ On the Container page that is unique to Nutanix, select the container that you specified for the
template VM earlier.

« When you create a catalog containing single-session 0S machines, the Desktop Experience
page appears and it lets you determine what occurs each time a user logs on.
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Machine Catalog Setup X
@ Introduction Desktop Experience
0 Machine Type Which desktop experience do you want users to have?

{QJ | want users to connect to a new (random) desktop each time they log on.

Machine Management e )
0 ! g | want users to connect to the same (static) desktop each time they log on.

@ Desktop Experience

@ Master Image

@ Storage and License Types
@ Virtual Machines

(&) nics

@ Disk Settings

. Resource Group

@ Machine ldentities

@ Domain Credentials

@ Scopes

WEM
Optional

VDA Upgrade
Optional

@ Summary

G B

On the Desktop Experience page, select one of:

- Users connect to a new (random) desktop each time they log on.
- Users connect to the same (static) desktop each time they log on.

If you choose the first option, the changes that users make to the desktop will be discarded
(non-persistent).

If you choose the second option and are using MCS to provision the machines, you can configure
how user changes to the desktop are handled:

- Save user changes to the desktop on the local disk (persistent).
- Discard user changes and clear the virtual desktop when the user logs off (non-persistent).
Select this option if you are using the user personalization layer.
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« When updating the master image for an MCS catalog containing persistent machines, any new
machines added to the catalog use the updated image. Pre-existing machines continue to use
the original master image.

For more information, see machine catalog creation in the Citrix Virtual Apps and Desktops documen-
tation and the Citrix DaaS documentation.

Note:
For Nutanix environments, if your machine catalog creation process on the Delivery Controller

takes a significant amount of time, go to Nutanix Prism and power on the machine prefixed with
Preparation manually. This approach helps to continue the creation process.

Step 5: Create a delivery group

A delivery group is a collection of machines selected from one or more machine catalogs. It specifies
which users can use those machines, and the applications and desktops available to those users.

For more information, see delivery group creation in the Citrix Virtual Apps and Desktops documen-
tation and the Citrix DaaS documentation.

Note:

The VMs you create using MCS might not be able to register with Citrix Cloud Connectors and
show as Unregistered. The issue occurs when you host the VMs on Azure and join in the AD
domain with Samba Winbind. To work around the issue, complete the following steps:

1. GototheADSIEdit console, selectan unregistered VM, and edit the msDS-SupportedEncryptionTypes
attribute of its machine account.

2. Restart the ctxjproxy and ctxvda services on the VM. If the VM’s status changes to Regis-
tered, continue with steps 3 through 5.

3. Open the /var/xdl/mcs/ad_join.sh file on the template VM.

4. Add a line of net ads enctypes set SNEW_HOSTNAMES$ <Decimal value of encryption
type attribute, for example, 28> -U $NEW_HOSTNAMES -P password after the following
lines inside the /var/xdl/mcs/ad_join.sh file:

if [ "SAD_INTEGRATION" == "winbind" ]; then
join_domain_samba

restart_service winbind /usr/bin/systemctl
<!--NeedCopy-->

5. Take a new snapshot and create VMs using the new template.
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Use MCS to upgrade your Linux VDA

To use MCS to upgrade your Linux VDA, do the following:

1. Ensure that you installed .NET Runtime 6.0 before you upgrade your Linux VDA to the current
release.

2. Upgrade your Linux VDA on the template machine:

Note:

You can also use the Linux VDA self-update feature to schedule automatic software updates.
To achieve this goal, add command lines to the etc/xdl/mcs/mcs_local_setting.reg file on
the template machine.

For example, you can add the following command lines:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
— force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

For RHEL 7 and CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

For RHEL 8.x and Rocky Linux 8.x:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

For RHEL 9.1/9.0 and Rocky Linux 9.1/9.0:
Note:

Before upgrading the Linux VDA on RHEL 9.1/9.0 and Rocky Linux 9.1/9.0, update the lib-
sepol package to version 3.4 or later.
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sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

For SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

For Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

For Ubuntu 22.04:

sudo dpkg -1 xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

3. Edit fetc/xd1l/mcs/mcs.confand /etc/xdl/mcs/mcs_local_setting.reg.

4. Take a new snapshot.

5. In Citrix Studio, select the new snapshot to update your machine catalog. Wait before each
machine restarts. Do not restart a machine manually.

Automate machine account password updates

Machine account passwords, by default, expire 30 days after the machine catalog is created. To pre-
vent password expiration and to automate machine account password updates, do the following:

1. Add the following entry to /etc/xdl/mcs/mcs.conf before running /opt/Citrix/VDA/sbin/de-
ploymcs.sh.

UPDATE_MACHINE_PW="Y"

2. Afterrunning /opt/Citrix/VDA/sbin/deploymcs.sh, open /etc/cron.d/mcs_update_password_cronjob
to set the update time and frequency. The default setting updates machine account passwords
weekly at 2:30AM, Sunday.

After each machine account password update, the ticket cache on the Delivery Controller becomes
invalid and the following error might appear in /var/log/xdl/jproxy.log:

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

To eliminate the error, clear the ticket cache regularly. You can schedule a cache cleanup task on all
Delivery Controllers or on the domain controller.
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Enable FAS on MCS-created VMs

You can enable FAS on MCS-created VMs that run on the following distributions:

Winbind SSSD Centrify PBIS

RHEL9.1/9.0 Yes No No No
RHEL 8.x Yes No No Yes
Rocky Linux Yes No No No
9.1/9.0

Rocky Linux 8.x Yes No No No
RHEL 7,CentOS7 Yes Yes No Yes
Ubuntu 22.04, Yes No No No
Ubuntu 20.04

Debian 11.3 Yes No No No
SUSE 15.4 Yes No No No

Enable FAS when you are preparing a master image on the template VM

1. Import the root CA certificate.

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. Run ctxfascfg.sh.
3. Setvariablesin /fetc/xdl/mcs/mcs.conf.
Note:

Set all necessary variables in /fetc/xdl/mcs/mcs.conf because these variables are
called upon VM startup.

a) Setthevalueof Use_AD_Configuration_Files_Of_Current_VDAtoY.

b) Set the FAS_LIST variable to your FAS server address or multiple FAS server ad-
dresses. Separate multiple addresses with semicolons and enclose the address or
addresses with single quotes, for example, FAS_LIST='<FAS_SERVER_FQDN> ;<
FAS_SERVER_FQDN>".

c) Setthe other variables as required, such as VDI_MODE.

4. Run the script /opt/Citrix/VDA/sbin/deploymcs.sh.
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Enable FAS on an MCS-created VM

If FAS is not enabled on the template machine as described earlier, you can enable FAS on each MCS-
created VM.

To enable FAS on an MCS-created VM, do the following:

1. Setvariables in /etc/xdl/mcs/mcs.conf.

Note:

Set all necessary variables in /fetc/xd1l/mcs/mcs.conf because these variables are

called upon VM startup.

a) Setthevalueof Use_AD_Configuration_Files_Of_Current_VDAtoY.
b) Setthe FAS_LIST variable to your FAS server address.
c) Setthe other variables as required, such as VDI_MODE.

2. Import the root CA certificate.

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. Runthe /opt/Citrix/VDA/sbin/ctxfascfg.sh script.

Create Linux VDAs using Citrix Provisioning

September 5, 2023
You can create domain-joined VDAs using Citrix Provisioning.

This article provides information about streaming Linux target devices. Using this feature, you can
provision Linux virtual desktops directly in the Citrix Virtual Apps and Desktops environment.

The following Linux distributions are supported:

« Ubuntu 22.04
« Ubuntu 20.04
« RHELO9.1

« RHEL9.0

« RHEL 8.7

« RHEL 8.6

« RHEL 8.4

« RHEL7.9

+ Rocky Linux9.1
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+ Rocky Linux 9.0

.

Rocky Linux 8.7

Rocky Linux 8.6
SUSE 15.4

Important:

« Werecommend thatyou use the most recentinstallation package of Citrix Provisioning. Use
the package based on your Linux distribution. Citrix Provisioning Server 2109 or later is
required to use Linux streaming agent 2109 and later.

« When using Citrix Provisioning to stream Linux target devices, create a separate boot parti-
tion on the single shared-disk image so that the provisioned devices can boot as expected.

+ Avoid formatting any partition with btrfs. GRUB2 has an intrinsic problem finding btrfs
partitions. GRUB stands for GRand Unified Bootloader.

For more information, see Streaming Linux target devices in the Citrix Provisioning documentation.

Create Linux VDAs in Citrix DaaS Standard for Azure

September 5, 2023

You can create both domain-joined and non-domain-joined Linux VDAs in Citrix DaaS Standard for
Azure (formerly Citrix Virtual Apps and Desktops Standard for Azure) to deliver virtual apps and desk-
tops to any device from Microsoft Azure. For more information, see Citrix DaaS Standard for Azure.

Supported Linux distributions

The following Linux distributions support this feature:

« RHEL9.1

« RHEL9.0

« RHEL 8.7

+ RHEL 8.6

« RHEL 8.4

+ Rocky Linux 9.1
» Rocky Linux 9.0
» Rocky Linux 8.7
+ Rocky Linux 8.6
+ SUSE15.4
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« Ubuntu 22.04
« Ubuntu 20.04

Step 1: Prepare a master image in Azure

Note:

You can also use the Linux VDA self-update feature to schedule automatic software updates. To
achieve this goal, add command lines to the etc/xdl/mcs/mcs_local_setting.reg file on the mas-
terimage.

For example, you can add the following command lines:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "0Ox00000001" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "ScheduledTime" -d "Immediately" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Url" -d "<Your-Azure-Container-Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force

<!--NeedCopy-->

1. InAzure, create a Linux VM of a supported distribution.

2. Install a desktop environment on the Linux VM if necessary.

3. Onthe VM, install .NET Runtime 6.0 according to the instructions at https://docs.microsoft.co
/en-us/dotnet/core/install/linux-package-managers.

m

4. (For Ubuntu only) Add the source /etc/network/interfaces.d/* linetothe /etc/

network/interfacesfile.

5. (For Ubuntu only) Point /etc/resolv.conf to /run/systemd/resolve/resolv.

conf instead of pointingitto /run/systemd/resolve/stub-resolv.conf:
unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

6. Install the Linux VDA package.

7. Specify a database to use.

As an experimental feature, you can use SQLite in addition to PostgreSQL. You can also switch
between SQLite and PostgreSQL after installing the Linux VDA package. To do so, complete the
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following steps:
a) Run /opt/Citrix/VDA/sbin/ctxcleanup.sh. Omit this step if it is a fresh instal-
lation.
b) Edit /etc/xdl/db.conf before running deploymcs.sh.

Note:

+ We recommend you use SQLite for VDI mode only.

+ Foreasyinstalland MCS, you can switch between SQLite and PostgreSQL without
having to install them manually. Unless otherwise specified through /etc/xdl
/db.conf, the Linux VDA uses PostgreSQL by default.

+ You can also use /etc/xdl/db.conf to configure the port number for Post-
greSQL.

8. Change MCS variables.

There are two ways to configure MCS variables:

« Editthe /etc/xd1l/mcs/mcs.conf file.

« Use the easy install GUI. To open the easy install GUI, run the /opt/Citrix/VDA/bin
/easyinstall command inthe desktop environment of your Linux VDA.

Note:

Leave the dns variable unspecified.
If you select the Static or Random type when creating a machine catalog, set
VDI_MODE=Y.

If you configure MCS variables by editing /etc/xd1l/mcs/mcs.conf, run /opt/
Citrix/VDA/sbin/deploymcs. sh. If you configure MCS variables by using the GUI,
click Deploy.
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Easy Install

= Easylinstall 4
Check Ervironment Load Save

Install Dependencies selected the Virtual Delivery Agent will be configured For VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 3D Pro?

Configure Runtime Variables * Mo *
Finish
* MCS VDI_MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do youwant to enable VDI desktops (single session)
mode?

¢

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

" | Yesw o

Linux distribution: Ubuntu Linux 18.04

After you click Deploy on the GUI, the variables you set on the GUI override the variables
you setinthe /etc/xd1l/mcs/mcs. conf file.

9. In Azure, stop (or deallocate) the VM. Click Disk Export to generate a SAS URL for the Virtual
Hard Disk (VHD) file that you can use as a master image to create other VMs.

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

-

Disk
| P Search (Ctrl+) | « Generate a secure URL and download it directly.
8 COverview URL expires in (seconds) *

Activity log | 3600

PR Access control (|AM) Generate URL

‘ Tags

Settings
& Configuration

Encryption

Disk Export
HY properties
5 Locks
EX Export template

Support + troubleshooting

@ New support request
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10. (Optional) Make group policy settings on the master image. You can use the ctxreg tool to

make group policy settings. For example, the following command enables the Auto-create PDF
Universal Printer policy for PDF printing.

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "
AutoCreatePDFPrinter" -d "Ox00000001"

— force
<!--NeedCopy-->

Step 2: Import the master image from Azure

1. From the Manage dashboard, expand Master Images on the right. The display lists the master
images that Citrix provides, and images that you created and imported.

Tip:
Most of the administrator activities for this service are managed through the Manage and

Monitor dashboards. After you create your first catalog, the Manage dashboard launches
automatically after you sign in to Citrix Cloud and select the Managed Desktops service.

\:@ Master Images X

#Z Build Image + Import Image

rowerea Ofr

2. Click Import Image.

3. Enter the SAS URL for the VHD file that you generated in Azure. Select Linux for the master
image type.
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Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find oy Urd?

Master image type
() windows

(@) Linux

Name The New Master Image

E.g. “Windows 10 + My Apps”

4. Follow the instructions in the wizard to complete importing the master image.

Step 3: Create a Machine Catalog
Access the Manage dashboard and click Create Catalog. When creating the Machine Catalog, choose
the master image you created earlier.

Note:

The VM used as a master image is not accessible through SSH or RDP. To access the VM, use the

Serial Console in the Azure portal.

Install the Linux VDA manually

September 5, 2023

You can install the Linux VDA on the following Linux distributions manually:
« Amazon Linux 2, CentOS, RHEL, and Rocky Linux
« SUSE
+ Ubuntu

« Debian
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Install the Linux VDA on Amazon Linux 2, CentOS, RHEL, and Rocky
Linux manually

April 11,2024
Important:

For fresh installations, we recommend you use easy install for a quick installation. Easy install
saves time and labor and is less error-prone than the manual installation detailed in this article.

Step 1: Prepare configuration information and the Linux machine
Step 1a: Verify the network configuration

Make sure that the network is connected and configured correctly. For example, you must configure
the DNS server on the Linux VDA.

Step 1b: Set the host name

To make sure that the host name of the machine is reported correctly, change the [etc/hostname file
to contain only the host name of the machine.

hostname

Step 1c: Assign a loopback address to the host name

To make sure that the DNS domain name and Fully Qualified Domain Name (FQDN) of the machine
are reported back correctly, change the following line of the /etc/hosts file to include the FQDN
and host name as the first two entries:

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4

For example:

127.0.0.1 vda0l.example.com vda@l localhost localhost.localdomain
localhost4 localhost4.localdomain4

Remove any other references to hostname-fqdn or hostname from other entries in the file.
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Note:

The Linux VDA currently does not support NetBIOS name truncation. The host name must not
exceed 15 characters.

Tip:

Use a-z, A-Z, 0-9, and hyphen (-) characters only. Avoid underscores (_), spaces, and other sym-
bols. Do not start a host name with a number and do not end with a hyphen. This rule also
applies to Delivery Controller host names.

Step 1d: Check the host name

Verify that the host name is set correctly:

hostname
<!--NeedCopy-->

This command returns only the machine’s host name and not its fully qualified domain name
(FQDN).

Verify that the FQDN is set correctly:

hostname -f
<!--NeedCopy-->

This command returns the FQDN of the machine.

Step 1e: Check name resolution and service reachability

Verify that you can resolve the FQDN and ping the domain controller and Delivery Controller:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

If you cannot resolve the FQDN or ping either of these machines, review the steps before proceed-
ing.
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Step 1f: Configure clock synchronization

Maintaining accurate clock synchronization between the VDAs, Delivery Controllers, and domain con-
trollersis crucial. Hosting the Linux VDA as a virtual machine (VM) can cause clock skew problems. For
this reason, synchronizing time with a remote time service is preferred.

An RHEL default environment uses the Chrony daemon (chronyd) for clock synchronization.

Configure the Chrony service Asaroot user, edit [etc/chrony.conf and add a server entry for each
remote time server:

server peerl-fqdn-or-ip-address iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

Inatypical deployment, synchronize time from the local domain controllers and not directly from pub-
lic NTP pool servers. Add a server entry for each Active Directory domain controller in the domain.

Remove any other server entries listed including loopback IP address, localhost, and public server
* pool.ntp.org entries.

Save the changes and restart the Chrony daemon:

sudo /sbin/service chronyd restart
<!--NeedCopy-->

Step 1g: Install PulseAudio (For RHEL 9.1/9.0 and Rocky Linux 9.1/9.0 only)

Run the following command to install pulseaudio:

sudo yum -y install pulseaudio --allowerasing
<!--NeedCopy-->

Open /etc/pulse/client.conf and add the following entry:

autospawn = yes
<!--NeedCopy-->

Step 1h: Install OpenJDK 11

The Linux VDA requires the presence of OpenJDK 11.

« If you are using CentOS, RHEL, or Rocky Linux, OpenJDK 11 is automatically installed as a de-
pendency when you install the Linux VDA.
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+ If you are using Amazon Linux 2, run the following command to enable and install OpenJDK 11:

amazon-linux-extras install java-openjdkll
<!--NeedCopy—-->

Confirm the correct version:

sudo yum info java-ll-openjdk
<!--NeedCopy-->

The prepackaged OpenJDK might be an earlier version. Update to OpenJDK 11:

sudo yum -y update java-ll-openjdk
<!--NeedCopy-->

Step 1i: Install and specify a database to use

You can specify SQLite or PostgreSQL to use by editing [etc/xdl/db.conf after installing the Linux VDA
package. For manual installations, you must install SQLite and PostgreSQL manually before being
able to specify them.

This section describes how to install the PostgreSQL and SQLite databases and how to specify a data-
base to use.

Note:

We recommend you use SQLite for VDI mode only.

Install PostgreSQL The Linux VDA requires PostgreSQL:

+ PostgreSQL 9 for Amazon Linux 2, RHEL 7, and CentOS 7
+ PostgreSQL 10 for RHEL 8.x and Rocky Linux 8.x
» PostgreSQL 13 for RHEL 9.1/9.0 and Rocky Linux 9.1/9.0

Run the following commands to install PostgreSQL:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

For RHEL 8.x and RHEL 9.1/9.0, run the following command to install 1ibpq for PostgreSQL:

sudo yum -y install libpgq
<!--NeedCopy-->

Run the following command to initialize the database. This action creates database files under
[var/lib/pgsql/data.
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sudo postgresql-setup initdb
<!--NeedCopy-->

Run the following commands to start PostgreSQL upon machine startup or immediately, respec-
tively:

sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

Check the version of PostgreSQL by using:

psql —--version
<!--NeedCopy-->

(RHEL 7 only) Verify that the data directory is set by using the psql command-line utility:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

Install SQLite Run the following command to install SQLite:

sudo yum -y install sqlite
<!--NeedCopy-->

Specify a database to use After you install SQLite, PostgreSQL, or both, you can specify a data-
base to use by editing /etc/xdl/db.conf after installing the Linux VDA package. To do so, complete the
following steps:

1. Run /opt/Citrix/VDA/sbin/ctxcleanup.sh. Omit this step if it is a fresh installation.
2. Edit Jetc/xdl/db.conf to specify a database to use.
3. Run ctxsetup.sh.

Note:

You can also use [etc/xdl/db.conf to configure the port number for PostgreSQL.

Step 2: Prepare the hypervisor

Some changes are required when running the Linux VDA as a VM on a supported hypervisor. Make
the following changes based on the hypervisor platform in use. No changes are required if you are
running the Linux machine on bare metal hardware.
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Fix time synchronization on Citrix Hypervisor

When the Citrix Hypervisor Time Sync feature is enabled, within each paravirtualized Linux VM you
experience issues with NTP and Citrix Hypervisor. Both try to manage the system clock. To avoid the
clock becoming out of sync with other servers, ensure that the system clock within each Linux guest
is synchronized with the NTP. This case requires disabling host time synchronization. No changes are
required in HYM mode.

If you are running a paravirtualized Linux kernel with Citrix VM Tools installed, you can check whether
the Citrix Hypervisor Time Sync feature is present and enabled from within the Linux VM:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

This command returns 0 or 1:

« 0-The time sync feature is enabled, and must be disabled.
+ 1-The time sync feature is disabled, and no further action is required.

If the /proc/sys/xen/independent_wallclock file is not present, the following steps are not required.
If enabled, disable the time sync feature by writing 1 to the file:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

To make this change permanent and persistent after restart, edit the Jetc/sysctl.conf file and add the
line:

xen.independent_wallclock = 1
To verify these changes, restart the system:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

This command returns the value 1.

Fix time synchronization on Microsoft Hyper-V

The Linux VMs with Hyper-V Linux Integration Services installed can apply the Hyper-V time synchro-
nization feature to use the time of the host operating system. To ensure that the system clock remains
accurate, you must enable this feature alongside the NTP services.

From the management operating system:
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1. Open the Hyper-V Manager console.
2. Forthe settings of a Linux VM, select Integration Services.
3. Make sure that Time synchronization is selected.

Note:

This approach is different from VMware and Citrix Hypervisor, where host time synchronization is
disabled to avoid conflicts with NTP. Hyper-V time synchronization can coexist and supplement
NTP time synchronization.

Fix time synchronization on ESX and ESXi

When the VMware Time Synchronization feature is enabled, within each paravirtualized Linux VM you
experience issues with the NTP and the hypervisor. Both try to synchronize the system clock. To
avoid the clock becoming out of sync with other servers, ensure that the system clock within each
Linux guest is synchronized with the NTP. This case requires disabling host time synchronization.

If you are running a paravirtualized Linux kernel with VMware Tools installed:

Open the vSphere Client.

Edit settings for the Linux VM.

In the Virtual Machine Properties dialog, open the Options tab.
Select VMware Tools.

In the Advanced box, clear Synchronize guest time with host.

ok wpn =

Step 3: Add the Linux VM to the Windows domain

The following methods are available for adding Linux machines to the Active Directory (AD) domain:

« Samba Winbind
Quest Authentication Services

+ Centrify DirectControl
« SSSD
« PBIS
Follow instructions based on your chosen method.

Note:

Session launches might fail when the same user name is used for the local account in the Linux
VDA and the accountin AD.
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Samba Winbind

Install or update the required packages:
For RHEL 9.1/9.0/8.x and Rocky Linux 9.1/9.0/8.x:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

For Amazon Linux 2, CentOS 7, and RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

Enable the Winbind daemon to start upon machine startup The Winbind daemon must be con-
figured to start upon machine startup:

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

Configure Winbind Authentication Configure the machine for Kerberos authentication by using
Winbind:

1. Run the following command.

For RHEL 9.1/9.0/8.x and Rocky Linux 9.1/9.0/8.x:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

For Amazon Linux 2, CentOS 7, and RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy—-->

Where REALM is the Kerberos realm name in uppercase and domain is the NetBIOS name of the
domain.

If DNS-based lookup of the KDC server and realm name is required, add the following two op-
tions to the previous command:

-—enablekrb5kdcdns --enablekrb5realmdns
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Ignore any errors returned from the authconfig command about the winb-ind service fail-
ingtostart. Theerrorscan occurwhenauthconfigtriesto startthewinbind service without
the machine yet being joined to the domain.

2. Open [etc/samba/smb.conf and add the following entries under the [Global] section, but after
the section generated by the authconf1igtool:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (For RHEL 9.1/9.0/8.x and Rocky Linux 9.1/9.0/8.x only) Open [etc/krb5.conf and add entries
underthe [libdefaults], [realms],and [domain_realm] sections:

Underthe [ libdefaults] section:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

Under the [realms] section:

REALM = {
kdc = fqdn-of-domain-controller
}

Under the [domain_realm] section:

realm = REALM
.realm = REALM

The Linux VDA requires the system keytab file /etc/krb5.keytab to authenticate and register with the
Delivery Controller. The previous Kerberos method setting forces Winbind to create the system keytab
file when the machine is first joined to the domain.

Join Windows domain Your domain controller must be reachable and you must have an Active Di-
rectory user account with permissions to add computers to the domain:

For RHEL 9.1/9.0/8.x and Rocky Linux 9.1/9.0/8.x:

sudo realm join -U user —--client-software=winbind REALM
<!--NeedCopy-->

For Amazon Linux 2 and RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->
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REALM is the Kerberos realm name in uppercase, and user is a domain user who has permissions to
add computers to the domain.

Configure PAM for Winbind By default, the configuration for the Winbind PAM module
(pam_winbind) does not enable Kerberos ticket caching and home directory creation. Open
|etc/security/pam_winbind.conf and add or change the following entries under the [Global]
section:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

Make sure that any leading semicolons from each setting are removed. These changes require restart-
ing the Winbind daemon:

sudo /sbin/service winbind restart
<!--NeedCopy-->

Tip:

The winbind daemon stays running only if the machine is joined to a domain.

Open [etc/krb5.conf and change the following setting under the [libdefaults] section from KEYRING
to FILE type:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

For RHEL 9.1/9.0 and Rocky Linux 9.1/9.0, run the following commands to prevent pam_winbind
from changing the ownership of the root directory and to resolve the SELinux issue with Winbind:

usermod -d /nonexistent nobody

ausearch -c 'winbindd' --raw | audit2allow -M my-winbindd -p /etc/
selinux/targeted/policy/policy.*

semodule -X 300 -i my-winbindd.pp
<!--NeedCopy-->

Verify domain membership The Delivery Controller requires that all VDA machines (Windows and
Linux VDAs) have a computer object in Active Directory.

Run the net ads command of Samba to verify that the machine is joined to a domain:

sudo net ads testjoin
<!--NeedCopy-->

Run the following command to verify extra domain and computer object information:
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sudo net ads 1info
<!--NeedCopy-->

Verify Kerberos configuration To make sure that Kerberos is configured correctly for use with the
Linux VDA, verify that the system keytab file has been created and contains valid keys:

sudo klist -ke
<!--NeedCopy-->

This command displays the list of keys available for the various combinations of principal names and
cipher suites. Run the Kerberos kinit command to authenticate the machine with the domain con-
troller using these keys:

sudo kinit -k MACHINE\$@REALM
<!--NeedCopy-->

The machine and realm names must be specified in uppercase. The dollar sign ($) must be escaped
with a backslash (\) to prevent shell substitution. In some environments, the DNS domain name is
different from the Kerberos realm name. Ensure that the realm name is used. If this command is
successful, no output is displayed.

Verify that the TGT ticket for the machine account has been cached using:

sudo klist
<!--NeedCopy-->

Examine the account details of the machine using:

sudo net ads status
<!--NeedCopy-->

Verify user authentication Use the wbinfo tool to verify that domain users can authenticate with
the domain:

wbinfo --krb5auth=domain\\username¥%password
<!--NeedCopy-->

The domain specified here is the AD domain name, not the Kerberos realm name. For the bash shell,
the backslash (\) character must be escaped with another backslash. This command returns a mes-
sage indicating success or failure.

To verify that the Winbind PAM module is configured correctly, log on to the Linux VDA using a domain
user account that has not been used before.

ssh localhost -1 domain\\username
id -u
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<!--NeedCopy-->

Verify that the tickets in the Kerberos credential cache are valid and not expired:

klist
<!--NeedCopy-->

Exit the session.

exit
<!--NeedCopy-->

A similar test can be performed by logging on to the Gnome or KDE console directly. Proceed to Step
6: Install the Linux VDA after the domain-joining verification.

Quest Authentication Services

Configure Quest on domain controller Assume that you have installed and configured the Quest
software on the Active Directory domain controllers, and have been granted administrative privileges
to create computer objects in the Active Directory.

Enable domain users to log on to Linux VDA machines To enable domain users to establish HDX
sessions on a Linux VDA machine:

1. Inthe Active Directory Users and Computers management console, open Active Directory user
properties for that user account.

2. Select the Unix Account tab.

3. C