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Citrix Workspace app for Chrome OS

About this release

August 11, 2021

What’s new

What’s new in 2108

External webcam support

You can now use external webcams within Citrix Workspace app for Chrome OS virtual desktop and
app sessions. TheWorkspace app detects newly connected external webcams andmakes them avail-
able for use dynamically.

Support for MicrosoftWindows logo key and shortcut keys

We’re now supporting the Microsoft Windows logo key and shortcut keys on your Citrix Workspace
app for Chrome OS sessions.

This release adds support for the following key combinations:

• Windows + R
• Windows + D
• Windows + E
• Windows + M
• Windows + S
• Windows + CTRL + S
• Windows + T
• Windows + U
• Windows + Number
• Windows + X
• Windows + K

Note (Microsoft Teams optimization):

Microsoft Teams optimization for audio calls, video calls, and screen sharing is generally available
fromrelease 2105.5 onwards. We recommend that youupdate to the latest versionof CitrixWorkspace
app for Chrome OS. By default, screen sharing is disabled but can be enabled. For more information,
see Microsoft Teams optimization settings.

Recommendation:

If you are using Citrix Virtual Apps and Desktops versions that are no longer supported, youmight see
black screens or graphics artifacts. For more information on supported versions, see Product Matrix.
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We recommend setting the Legacy Graphics Mode to Disabled.

What’s new in 2106.2

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 2105.5

Enhanced graphics

This enhancement provides higher frame rates, resulting in smoother interactive graphics and video
playback.

Microsoft Teams support

With this release, you can use the following features of Microsoft Teams for virtual desktop and virtual
app sessions:

• Optimized audio calls

• Optimized video calls

• Optimized screen sharing

It is supported only on VDA versions 1906 and later.

Note:

• Screen sharing currently allows sharing of the entire screen, including areas outside of Cit-
rix Workspace app. To avoid unintended data exposure, this feature is disabled by default
but can be enabled through the Google admin policy. For more information, see Microsoft
Teams optimization settings.

• To troubleshoot, and to change Microsoft Teams to optimized from unoptimized within
your client session, see Troubleshooting for Microsoft Teams optimization.

• During screen sharing using Microsoft Teams optimization, the red border around the
shared window does not appear.

• Video calls are supported only on the primary monitor. If you try to move your Microsoft
Teams call to a different monitor in your virtual desktop session, only audio calls are sup-
ported. Youmight not be able to see participant videos nor your own.

• App sharing is currently not supported.

What’s new in 2105.1

This release addresses a number of issues that help to improve overall performance and stability.
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What’s new in 2103

Google Cloud Print support

Google no longer supports its Google Cloud Print feature. As a result, the Google Cloud Printing with
Citrix Workspace app for Chrome OS is not available.

What’s new in 2101.6

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 2101.5

Improved webcam performance

This release improves the overall performance and stability of the webcam with 32-bit applications.
It also introduces support for webcam redirection for 64-bit applications. Support for webcam redi-
rection with both 32-bit and 64-bit apps is currently limited to built-in webcams.

For more information, see Webcam redirection for 64-bit.

Note:

When an application overlaps with the application window of the video conferencing call for a
participant, all participants on the call might see a static video image for that participant.

Improved audio performance

CitrixWorkspace app for ChromeOSnowallows you to experience smooth audio quality on your calls
when using a webcam. You’ll no longer see much lag between audio and video. Also, earlier, when
you set the PCM Audio through the VDA, you were unable to hear the audio. This release addresses
those issues and improves the overall audio performance and stability.

Audio recommendations: For best performance, use a USB headset within a session to speak and to
listen.

What’s new in 2010

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 2009.5

This release addresses a number of issues that help to improve overall performance and stability.
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What’s new in 2009

Session performance improvements in multi-monitor scenarios

Citrix Workspace app for Chrome OS improves the overall performance and stability of sessions in
multi-monitor scenarios. In earlier versions, when a session was running on multiple monitors, you
experienced sluggish performance.

Improved audio performance

In earlier releases, you might hear a crackling sound when listening to audio. Citrix Workspace app
for Chrome OS now enriches the user experience by providing smooth audio output.

What’s new in 2007

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 2006

Language support

Citrix Workspace app for Chrome OS is now available in the Italian language.

Support for settingmulti-touch as the default mode

Citrix Workspace app for Chrome OS now allows you to setMulti-touch as the default mode through
the Google Admin Console. Multi-touch mode controls whether to enable multi-touch gestures. You
can toggle between Panning mode and Multi-touch mode. In earlier versions, panning mode was set
as the default mode.

When you launch a session in a touch-enabled device, the gestures by default are handled in panning
mode. You can switch to multi-touch mode using the toolbar. This feature provides a better user
experience. For more information, see Multi-touchmode.

Touch support

Citrix Workspace app for Chrome OS now enhances touch support by allowing you to run sessions
on touch-enabled Chrome devices in tablet mode. This feature includes support for gestures, multi-
touch, and soft keyboard functionality.

TheOpenkeyboard iconnowappears on the session toolbarwhenaChromedevice is in tabletmode.
When you use this feature or perform a three-finger tap, the soft keyboard appears. Formore informa-
tion, see Support for Touch.
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What’s new in 2004

Language support

Citrix Workspace app for Chrome OS is now available in the Brazilian Portuguese language.

What’s new in 2002

Support for Asset ID

Citrix Workspace app for ChromeOS now uses an Asset ID that administrators set through the Google
Admin Console as a client name for sessions launched from enrolled Chromebooks.

By default, Citrix Workspace app continues to generate a unique client ID for enrolled Chromebooks,
which is similar to earlier versions. To use this feature, youmust set a policy for Citrix Workspace app.
For more information, see Asset ID.

What’s new in 1912

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 1911

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 1909

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 1908

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 1907

High DPI scaling

Starting in this release, the High DPI Scaling feature is disabled by default for app and desktop ses-
sions. For better resolution on high DPI enabled devices, go to Settings and select theHigh DPI Scal-
ing check box. For more information, see DPI scaling.
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What’s new in 1906

Support for high DPI client scaling for app sessions

Starting in this release, Citrix Workspace app for Chrome OS allows the operating system to control
the resolution of an app session. CitrixWorkspace app for ChromeOS supports high DPI client scaling
for app sessions on a single monitor. Earlier versions of Citrix Workspace app for Chrome OS allowed
the operating system to control the resolution of desktop sessions only. For more information, see
DPI scaling.

What’s new in 1905

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 1904

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 1903

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 1902

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 1901

Support for managed Chromebook devices to stay awake

With this release, Citrix Workspace app for Chrome OS keeps managed Chromebook devices awake
even when the users are not active. Earlier, when users were not active, by default, the operating
system was dimming the screen and eventually suspending the system. For more information, see
Awake setting.

What’s new in 1811.3

This release addresses a number of issues that help to improve overall performance and stability.

What’s new in 1811.2

This release addresses a number of issues that help to improve overall performance and stability.
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What’s new in 1811

Support for DPI scaling

With this release, Citrix Workspace app for Chrome OS allows the operating system to control the res-
olution of a desktop session.

Citrix Workspace app for Chrome OS supports DPI scaling by allowing you to set the VDA resolution
on the monitors that have a high pixel ratio. When you set the resolution correctly on the VDA, blurry
text becomes crisper. For more information about DPI scaling, see DPI scaling.

Support for assistive cursor

Citrix Workspace app for Chrome OS now supports an assistive cursor to be displayed in a desktop
session when the cursor is not visible within the session. For more information about the assistive
cursor, see Assistive cursor.

What’s new in 1809.1

Enhanced support for multi-monitor display in kioskmode for desktop sessions

Citrix Workspace app for Chrome OS provides enhanced support for multi-monitor display in kiosk
mode for desktop sessions. The applications inside adesktop session cannowbemaximized to either
of the twomonitors instead of spanning across bothmonitors. Formore information about enhanced
multi-monitor display in kiosk mode, see To use enhancedmulti-monitor display in kiosk mode.

Improved network throughput for graphics over high latency connections

The default number of ICA output buffers that are used to send and receive data has been raised. This
change provides improved network throughput performance even on high latency connections.

What’s new in 1809

USB device redirection support for UC-Logic Tablet WP5540U

CitrixWorkspace app for Chromenow supports USB redirection for theUC-Logic TabletWP5540U into
a session.

What’s new in 1808

Support for proxy connections

CitrixWorkspace app for ChromeOS supports opening documents fromGoogle drive using published
applications through the unauthenticated proxy servers. To enable this, configure the proxy setting
in internet options.
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Fixed issues

Fixed issues in 2108

• Sessions donot supportmulti-monitormode if you set thedisplay resolution to anymodeother
than DPR (Device Pixel Ratio) and auto-fit. [RFHTMCRM-5116]

• Attempts to launchMicrosoftTeamsoptimized sessions on aChromebookwith 32-bit operating
systemmight fail. [RFHTMCRM-5206]

• Applications launched inside the virtual desktop on a Chromebook might display visual arti-
facts. [CVADHELP-17805]

• Youmight see rectangular blocks across the screenwhile using certain apps likeMicrosoftExcel.
The issue might occur in sessions running on earlier VDA versions. [RFHTMCRM-5420]

• Youmight not be able to take screenshots during a published application session on a Chrome-
book. [RFHTMCRM-5370]

• When launching a seamless application inmulti-monitor sessions, black patchesmight appear
on the loading spinner. [RFHTMCRM-5425]

• When you clear the Use all themonitors to span display check box underMulti-monitor set-
tings, the appmight not be interactive. [RFHTMCRM-5519]

Fixed issues in 2106.2

This release addresses issues that help to improve overall performance and stability.

Fixed issues in 2105.5

• Participant videosmight not appear properly, and youmight see static video images of the par-
ticipants during your Microsoft Teams optimized call. With this release, participant videos ap-
pear properly, and you see static video images less often. [RFHTMCRM-5063]

• When audio or camera names contain special characters such as trademark or copyright sym-
bols, youmight not be able to start or receive theMicrosoft Teams optimized calls. [RFHTMCRM-
5067]

• You cannot select and use your built-in webcamwhile an external webcam is connected during
Microsoft Teams optimized calls. [RFHTMCRM-5111]

• When you enable multifactor authentication for cloud stores, you might not be able to log in
even after entering your credentials. [CVADHELP-15312]

• When using a published app that is able to print using the Print Screen key in a client session,
pages print twice. [RFHTMCRM-5085,CVADHELP-17119]

Fixed issues in 2105.1

This release addresses issues that help to improve overall performance and stability.
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Fixed issues in 2103

This release addresses issues that help to improve overall performance and stability.

Fixed issues in 2101.6

• When you play an audio or a video file through the Windows Media Player (WMP) within a ses-
sion, the session might exit unexpectedly. [RFHTMCRM-4800]

Fixed issues in 2101.5

• When there is video playback in parallel with the video conferencing call, the webcam video
might become unresponsive. As a workaround, turn the webcam off and back on within the
conferencing app. [RFHTMCRM-4631]

• Certain Excel keyboard shortcuts such as CTRL+SHIFT+L, CTRL+SHIFT+3, and ALT + ‘=’ might
fail to work in sessions running on a Chromebook. For more information, see Excel shortcuts.
[RFHTMCRM-4571]

• In scenarios where a published application is already running, when you launch another
application through session sharing, a connection dialog box appears with a spinning circle.
[RFHTMCRM-4580]

• With session sharing enabled, when you attempt to launch a session through the HDX SDK for
HTML5, the session might not receive any messages. The issue occurs with seamless sessions.
[RFHTMCRM-4581]

Fixed issues in 2010

• When CitrixWorkspace app is running on a Chromebook device, the Chromebookmight exhibit
a poor bandwidth. [RFHTMCRM-3821]

Fixed issues in 2009.5

This release addresses a number of issues that help to improve overall performance and stability.

Fixed issues in 2009

• Audio playbackmight unexpectedly stopworking in a session. Towork around the issue, recon-
nect the session. [CVADHELP-15186]

• Attempts to launch applications might fail. The issue occurs when you connect to a cloud store
enabled with Citrix Gateway service by using Citrix Workspace app for HTML5. [RFHTMCRM-
3530]
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Fixed issues in 2007

This release addresses a number of issues that help to improve overall performance and stability.

Fixed issues in 2006

• The soft keyboard might appear at every tap even in the non-editable area. The issue occurs
when a Chromebook is in tablet mode.

With this fix, the SoftKeyboard API detects whether a Chromebook is in tablet mode and pre-
vents the soft keyboard from appearing in the non-editable area. [RFHTMCRM-3402]

• When you establish an audio call in a session launched from Citrix Workspace app for Chrome
OS, the audio might stop working unless you relaunch the session. [RFHTMCRM-3413]

• If you attempt to copy andpaste content that containsmore than 10,000words, a sessionmight
become unresponsive. [RFHTMCRM-3450]

Fixed issues in 2004

• On touch-enabled Chromebooks, basic touch functionalities (such as double tap, press and
hold, and scroll) might fail to work. [RFHTMCRM-3275]

Fixed issues in 2002

• When you set the session state policy to full screen mode and attempt to launch a session, the
session or the appmight fail to launch. This error message might appear in the console.log:

Cannot read property ‘window’ of undefined
[RFHTMCRM-3097]

Fixed issues in 1912

This release addresses a number of issues that help to improve overall performance and stability.

Fixed issues in 1911

This release addresses a number of issues that help to improve overall performance and stability.

Fixed issues in 1909

• The HDX SDK for Chrome OS might not launch sessions when Citrix Workspace app is not run-
ning in the background. [RFHTMCRM-3001]
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Fixed issues in 1908

This release addresses a number of issues that help to improve overall performance and stability.

Fixed issues in 1907

• Attempts to open files from a Google Drive using Citrix Workspace app might fail. [RFHTMCRM-
2857]

Fixed issues in 1906

• Single sign-on might not work with Citrix Workspace app for Chrome OS. The issue occurs in
Chrome OS version 72 and later. [RFHTMCRM-2791]

• When you connect to a Chromebook device that has two external monitors, the session can
extend to twomonitors. The thirdmonitormight appear as a blankwindow. [RFHTMCRM-2815]

Fixed issues in 1905

• With this fix, you can enable the FPSmeter to debug graphical issues through the Google Admin
Policy. [RFHTMCRM-2772]

• When a session that is running on a Chromebook device is active for 53 minutes or more, you
might not be able to lock the session. You can see a locking screen that eventually becomes
unresponsive. [LD1060]

Fixed issues in 1904

• When you open a session that is a fixed size through the Chrome OS HDX SDK and then change
the resolutionby settingautoresize: true toauto fit to thewindow, the sessionmightnot resize.
[RFHTMCRM-2571]

• With this fix, Citrix Workspace app for Chrome OS supports localization in the Dutch language.
[RFHTMCRM-2663]

• When you open a desktop session or an app using Citrix Workspace app for Chrome OS on a
touch-enabled Chromebook and change the resolution to a fixed value that is larger than the
window size, the session might not pan. [RFHTMCRM-2712]

• After you upgrade to ChromeOS 72, smart card redirectionmight stopworking. This fix updates
corresponding libraries to redirect the smart card successfully.
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Fixed issues in 1903

• When a store URL that auto reconnects to applications or desktops is used within the Citrix
Workspace app for Chrome OS, a blank window opens as a new tab in the Chrome browser.
The issue occurs in Chrome OS Version 72 and later. [RFHTMCRM-2698]

Fixed issues in 1902

• When you start a session inmulti-monitormode, the keyboard inputmight not work within the
secondary monitor. [RFHTMCRM-2631]

Fixed issues in 1901

• When the HDX SDK for Chrome OS and the Virtual Channel SDK for Chrome files are included
in the same HTML file, the APIs of one SDK might override the other, depending on the order
added. [RFHTMCRM-2581]

• The DPI scaling feature might not work for managed Chromebook devices. [RFHTMCRM-2594]

Fixed issues in 1811.3

This release addresses a number of issues that help to improve overall performance and stability.

Fixed issues in 1811.2

This release addresses a number of issues that help to improve overall performance and stability.

Fixed issues in 1811

This release addresses a number of issues that help to improve overall performance and stability.

Fixed issues in 1809.1

This release addresses a number of issues that help to improve overall performance and stability.

Fixed issues in 1809

• The touch screenmight behave inconsistently in auser session. For each tapperformed, double
clicks are reported. [LC9703]
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Fixed issues in 1808

Version 18.8.1.4043

• The LongCommandLine path to the VDA might be formed incorrectly if the path has LongCmd-
Line parameters. [RFHTMCRM-2413]

Known issues

Known issues in 2108

• The keyboard shortcut Ctrl+ Alt + Shift +1 might not work in optimized Microsoft Teams within
a virtual desktop. As a workaround, open the On-Screen Keyboard and use the shortcut.
[RFHTMCRM-5441]

• In a multi-monitor Microsoft Teams optimized session with 3 monitors, whitespace with scroll
bars might appear in the session window. [RFHTMCRM-5538]

Known issues in 2106.2

No new issues have been observed in this release.

Known issues in 2105.5

• When you change your audio devices in audio settings during a Microsoft Teams optimized au-
dio or video call, audio might not work. [RFHTMCRM-5121]

• Attempts to launchoptimizedMicrosoftTeamsona32-bit Chromebookmight notbe successful.
[RFHTMCRM-5206]

• If you enable high DPI scaling, videos might not appear properly in optimized Microsoft Teams
video calls. [RFHTMCRM-5271]

• Youmight not be able to resume audio on yourMicrosoft Teams call after putting audio on hold.
[RFHTMCRM-4854, HDX-29787]

• Thewebcam indicator lightmight not turn offwhen you leave aMicrosoft Teams call. Youmight
experience the issue after you shift between the tabs in Microsoft Teams settings and then call.
As a workaround, select Quit by right-clicking the Microsoft Teams icon on your virtual menu
bar and restart Microsoft Teams to join the call again. [RFHTMCRM-4810]

• The keyboard shortcut Ctrl+Alt+Shift+1 might not work in optimized Microsoft Teams within
a virtual desktop. As a workaround, open the On-Screen Keyboard and use the shortcut.
[RFHTMCRM-5441]

Known issues in 2105.1

No new issues have been observed in this release.
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Known issues in 2103

No new issues have been observed in this release.

Known issues in 2101.5

• A webcam video might not appear during an application launch. This error message appears:
Nowebcam device available.

As a workaround, log off from the session and log back on.

• When youmove thewindowof a video conferencing appduring a call, the sessionmight display
artifacts that hide screen content and other portions of the display.

Known issues in 2010

• When you launch a session through Citrix Workspace app for Chrome OS, the session display
might freeze. This issue occurs when one of the following conditions is true or both of them are
true.

– TheOptimize for 3D graphics workload policy is set to Enabled
– The Use video codec policy is set to For the entire screen

As a workaround, reset both policies to their default settings. [CVADHELP-16071]

Known issues in 2009.5

No new issues have been observed in this release.

Known issues in 2009

• In multi-monitor mode, screen corruption might be observed intermittently. The issue occurs
when you drag applications. The issue occurs with XenDesktop 7.6 VDAs runningWindows 2012
R2. [RFHTMCRM-3550]

• When you launch a seamless session in multi-monitor mode, your screen might fail to refresh.
The issue occurs if you drag an application in the Chrome OS shelf and then drag it back to the
original position. [RFHTMCRM-3579]

• With legacy graphicsmode enabled (such as XenApp 6.5) inmulti-monitormode, textsmight be
corrupted. [RFHTMCRM-3586]

• With Unified Desktop Mode enabled on a Chromebook, mouse clicks might fail to work. For
more information, see Google bug ID 1052245.
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Known issues in 2007

No new issues have been observed in this release.

Known issues in 2006

• The automatic keyboard display feature might not work in the editable area when a Chrome
device is in tablet mode. This issue occurs in Citrix Virtual Apps and Desktops 1912 and later. As
a workaround, navigate to Toolbar > Open keyboard or perform a three-finger tap to display
the soft keyboard automatically. [RFHTMCRM-3487]

Known issues in 2004

• If you install CitrixWorkspace apponaChromebook, default file type associations for some files
(such as .txt or .pdf) can change. As a result, some files fail to launch from theDownloads folder
with the correct app.

As a workaround, change the default app from the Open drop-down menu after selecting the
file.

Note:

Google has closed this bug as an expected behavior. As the list of file handlers in the man-
ifest.js file consists of files such as .txt and .pdf, the file type associations change to Citrix
Workspace app.

For more information, see Google bug ID #1053885.

• Attempts to open a file from Google drive using Citrix Workspace app might fail. A prompt to
enter the Google email address and password does not appear. Instead, the following error
message appears:

This app isn’t verified.

This app hasn’t been verified by Google yet. Only proceed if you know and trust the devel-
oper.

[RFHTMCRM-3326]

• Attempts to play an audio file using Google Chrome browser v 79 in a session launched from
Citrix Workspace app for Chrome OSmight fail.

For more information, see Google bug ID 1007255.

[RFHTMCRM-3327]
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Known issues in 2002

• Google Cloud Print might not work with Citrix Workspace app for Chrome OS. On Citrix
Workspace app for Chrome OS, if you navigate to Settings > Printer and then attempt to
open Google Cloud Print by entering credentials on the logon page, this error message
appears:

Sign in with Google temporarily disabled for this app

This app has not been verified yet by Google in order to use Google Sign In.

As a workaround, use the Citrix PDF Printer option to print a file. This is a third-party
issue. For more information, see Google bug ID #1034865. [RFHTMCRM-3127]

• With seamless mode enabled, if you launch an application in tablet mode and switch between
landscape and portrait orientations, the session might adjust its screen resolution incorrectly.
[RFHTMCRM-3143]

Known issues in 1912

No new issues have been observed in this release.

Known issues in 1911

No new issues have been observed in this release.

Known issues in 1909

No new issues have been observed in this release.

Known issues in 1908

No new issues have been observed in this release.

Known issues in 1907

• When you attempt to redirect the Microsoft LifeCam USB device in a session, the redirection
might fail. [RFHTMCRM-2856]

Known issues in 1906

• The window’s border or shelf might appear in full-screen mode for Citrix Workspace app for
Chrome OS public sessions. [RFHTMCRM-2792]
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• In a multi-monitor environment, when you attempt to add or remove an external monitor, the
session might become unstable. [RFHTMCRM-2853]

Known issues in 1905

• Single sign-on might not work with Citrix Workspace app for Chrome OS. The issue occurs in
Chrome OS version 72 and later. [RFHTMCRM-2791]

Known issues in 1904

No new issues have been observed in this release.

Known issues in 1903

No new issues have been observed in this release.

Known issues in 1902

No new issues have been observed in this release.

Known issues in 1901

No new issues have been observed in this release.

Known issues in 1811.3

No new issues have been observed in this release.

Known issues in 1811.2

No new issues have been observed in this release.

Known issues in 1811

• After you redirect the USB device UC-Logic Tablet WP5540U and enable the assistive cursor
in a multi-monitor environment, the assistive cursor movement might not align with the stylus
action. [RFHTMCRM-2472]

Known issues in 1809.1

No new issues have been observed in this release.
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Known issues in 1809

No new issues have been observed in this release.

Known issues in 1808

Version 18.8.1.4043

No new issues have been observed in this release.

Version 1808

• Whenyoustart applicationsanddesktops frommultiple VDAsandsetoneVDAwithapplications
and desktops in focus, the applications and desktops from the other VDAs that are not in focus
mightbecomeblack. As aworkaround,minimizeall theapplicationsand then start the required
applications from the taskbar. [RFHTMCRM-2408]

Prerequisites for installing

February 18, 2021

System requirements and compatibility

Requirements

All devices must meet the minimum hardware requirements for the installed operating system.

Users devices require the Google Chrome operating system (version 50 or later) to access desktops
andappsusingCitrixWorkspaceapp forChromeOS.Citrix recommends that youuseCitrixWorkspace
app for Chrome OS with releases from the Google Chrome OS stable channel. Citrix Workspace app
for Chrome OS is supported only on Chrome OS.

Supportability matrix

Citrix Workspace app for Chrome OS supports access to desktops and applications through the fol-
lowing versions of StoreFront. Stores must be accessed through Citrix Receiver for Web sites. Citrix
Workspace app for Chrome OS does not support direct access to StoreFront stores, either using the
store URL or the XenApp Services URL.

• StoreFront 2.5 and later
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CitrixWorkspace app for ChromeOS canbeused to access desktops and applications delivered by the
following product versions:

• XenApp and XenDesktop 7.6 and later

Secure user connections

In a production environment, Citrix recommends securing communications between Citric
Workspace for Web sites and users’ devices with Citrix Gateway and HTTPS. Citrix recommends
using SSL certificates with a key size of at least 1024 bits throughout the environment in which Citrix
Workspace app for Chrome OS is deployed. Citrix Workspace app for Chrome OS enables user access
to desktops and applications from public networks with the following versions of Citrix Gateway.

• NetScaler Gateway 10.5 and later

Citrix Workspace app for Chrome OS supports CloudBridge disabling compression and printer com-
pression as well as using HDX Insight analytics to display in CloudBridge Insight Center.

• CloudBridge 7.4 and later

Note:

If there is an issue connecting to the SSL-enabled VDAwith Citrix Workspace app for ChromeOS,
configure the cipher suites as specified in TLS settings on VDAs.

Secure ICA

Starting with Version 2.1, Citrix Workspace app for Chrome OS supports RC5 (128 bit) encryption.

Note:

If any encryption format other than basic is set, Citrix Workspace app for Chrome OS upgrades
the encryption format to RC5 (128 bit).

Tip: Citrix recommends that you use a SSL-enabled VDAs for end-to-end SSL encryption.

Install

February 18, 2021

Install manually

There are a number of options for deploying Citrix Workspace app for Chrome OS.
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• You can use Google App management console to configure Citrix Workspace using Google
policy. For more information on Chrome OS configuration, see Knowledge Center article
CTX141844.

• You can repackage Citrix Workspace app for Chrome OS to include a Citrix Workspace configu-
ration (.cr) file you have generated. The.cr file contains the connection details for Citrix Gate-
way and the Citrix Receiver for Web site that provides users’ desktops and apps. Users browse
to chrome://extensions and then drag and drop the repackaged app (.crx) file onto the Chrome
window to install CitrixWorkspace app for ChromeOS. Because the app is pre-configured, users
can start working with Citrix Workspace app for Chrome OS as soon as they install it, without a
need to perform additional configuration steps.

You can deliver your customCitrix Workspace app for ChromeOS application to users in the following
ways:

• Publish the repackagedapplication forusers throughGoogleApps forBusinessusing theGoogle
Admin Console.

• Provide the .crx file to users through other means, such as through email.
• Users install Citrix Workspace app for Chrome OS from the Chrome Web Store by searching for
Citrix Workspace and clicking Add to Chrome.

Once installed, Citrix Workspace app for Chrome OS must be configured with connection details for
Citrix Gateway and the Citrix Receiver for Web site providing that provides users’ desktops and apps.
This can be achieved in two ways:

• Generate a.cr file containing the appropriate connection details and distribute this file to users.
To configure Citrix Workspace app for Chrome OS, users double-click the .cr file and click Add
when prompted. For more information about generating.cr files from StoreFront, see Export
store provisioning files for users.

• Provide users with the URL theymust entermanually when they first start CitrixWorkspace app
for Chrome OS.

Repackage

To simplify the deployment process for users, you can repackage CitrixWorkspace app for ChromeOS
with a new .cr file to preconfigure Citrix Workspace app for Chrome OS with the appropriate connec-
tion details for your environment. Users can start working with Citrix Workspace app for Chrome OS
as soon as they have installed it without the need to perform any additional configuration steps.

1. Download theunpackagedversionofCitrixWorkspaceapp forChromeOS toa suitable location.

2. Download the sample configuration file and customize it as appropriate for your environment.

3. Rename themodified configuration file to default.cr and copy it to the Citrix Workspace app for
Chrome OS root directory.
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Configuration files with different names or in other locations are not included when Citrix
Workspace app for Chrome OS is repackaged.

4. By default, the in-session toolbar is enabled. If you want to disable the in-session toolbar per-
form the following steps.

Note: We recommend that you back up the configuration.js file before making any changes to
it.

a) Use a text editor to open the configuration.js file in the Citrix Workspace app for
ChromeApp root directory.

b) Locate the following section in the file.

pre codeblock 'appPrefs':{ 'chromeApp':{ 'ui': { 'toolbar': { '
menubar':true, 'clipboard': false

c) Change the setting for the menubar attribute to false.

Note: To override any previous configuration, we recommend that you use the Google
Admin console to push the policy.

5. By default, Citrix Workspace app for Chrome OS can open any file extension in the Files App in
a Chromebook intended for opening files in Google Drive using the FileAccess component in
the VDA. If an administrator wants to disable this option to download the unpackaged version
of Citrix Workspace app for Chrome OS and edit the “file handlers” section in manifest.json to
resemble the following:

1 ”file handlers” : {
2
3         ”text” :
4             ”extensions” :  \[
5                  ”ica”,
6                   ”cr”
7               \]
8           }
9
10     }
11  

6. In Chrome, browse to chrome://extensions, select the Developer mode check box in the top
right corner of the page and then click the Pack extension button.

For security reasons, StoreFront only accepts connections from known Citrix Workspace app
for Chrome OS instances. You must whitelist your repackaged application to enable users to
connect to a Citrix Receiver for Web site.
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7. On the StoreFront server, use a text editor to open the web.config file for the Citrix Receiver for
Web site, which is typically located in the C:\inetpub\wwwroot\Citrix\storenameWeb directory,
where storename is the name specified for the store when it was created.

8. Locate the following element in the file.

pre codeblock <html5 ... chromeAppOrigins=”chrome-extension://haiffjcadagjlijoggckpgfnoeiflnem
”... />

9. Change the value of the chromeAppOrigins attribute to chrome-extension://packageid, where
packageid is the ID generated for your repackaged application.

Uninstall

After installing and configuring Citrix Workspace app for Chrome OS, select the Citrix Workspace icon
in the Chrome apps list to start Citrix Workspace app for ChromeOS, as shown in the following figure.
To remove Citrix Workspace app for Chrome OS from their devices, right-click the Citrix Workspace
icon in the Chrome apps list and select Uninstall.

Upgrade

To upgrade to the new Citrix Workspace app, do any of the following steps:

• Download the Citrix Workspace app from the Citrix download page and install the app to up-
grade from Citrix Receiver to Citrix Workspace app.
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• Upgrade your Citrix Workspace app using your OS app store.
• On Windows andmacOS, auto-update to Citrix Workspace app from Citrix Receiver using Citrix
Receiver Updates.

For the documentation of Citrix Receiver for Chrome, see Citrix Receiver.

Get started

July 23, 2021

Set up

Desktops and applications appear after logging in. You can search for resources and click an icon to
start a desktop or application in a new window.

When you start an additional application, Citrix Workspace app for Chrome OS checks if the applica-
tion can be launched in an existing session before creating a new session. This enables you to access
multiple applications in a single session.

You can configure the features and functionalities of Citrix Workspace app for Chrome OS using any
of the following methods:

• Google Admin Policy
• Web.config in StoreFront
• default.ica
• configuration.js

Note:

As of version 1901, the splash screen is no longer visible to users. The schema “splashScreen”:
false” will no longer be supported in future releases. You must remove the schema, if present,
from the Google Admin policy or the configuration.js file.

Using Google Admin policy
Note:

Citrix recommends using this method only when Citrix Workspace app for Chrome OS is repack-
aged for users.

Before Version 2.1, only store/beacon related configurations could be pushed through the Google Ad-
min Policy. For additional information about this policy, see Knowledge Center articles CTX141844
and CTX229141.
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WithCitrixWorkspaceapp for ChromeOSVersion2.1, other Chromeconfigurations canalsobepushed
through the Google Admin Policy.

For more information, see the following sample policy text:

1 {
2
3     ”settings”: {
4
5       ”Value”: {
6
7      ”settings_version”: ”1.0”,
8       ”store_settings”: {
9
10         ”name”: ”RTST”,
11         ”gateways”: [
12          {
13
14          ”url”:“ https://yourcompany.gateway.com”,
15          ”is_default”: true
16             }
17
18            ],
19            ”beacons”: {
20
21           ”internal”: [
22           {
23
24         ”url”: “ http://yourcompany.internalwebsite.net”
25           }
26
27           ],
28           ”external”: [
29          {
30
31              ”url”: “ http://www.yourcompany.externalwebsite.com”
32           }
33
34           ]
35        }
36 ,
37          ”rf_web”: {
38
39          ”url”: “ http://yourcompany.storefrontstoreweb.net”
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40           }
41
42           }
43 ,
44           ”engine_settings”:{
45
46           ”ui”:{
47
48           ”sessionsize”: {
49
50           ”windowstate”: ”fullscreen”,
51           ”available” : {
52
53            ”default” : ”Fit_To_Window”,
54 ”values” : [”Fit_To_Window”, ”Use_Device_Pixel_Ratio”,”

1280x800”,”1440x900”,”1600x1200”]
55             }
56
57             }
58 ,
59            ”toolbar”: {
60
61            ”menubar”:true,
62            ”usb”: true,
63            ”fileTransfer”:true,
64            ”about”:true,
65             ”lock”:true,
66             ”disconnect”:true,
67             ”logoff”:true,
68             ”fullscreen”:true,
69             ”multitouch”:true,
70             ”preferences”:true,
71             ”gestureGuide”:true
72             }
73
74             }
75 , “ features” :{
76
77 “ com” :{
78
79                “ portname” :” COM5”
80                }
81 ,
82                ”graphics” : {
83
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84             ”features” : {
85
86             ”graphics” : {
87
88              ”jpegSupport” : true,
89              ”h264Support” : {
90
91              ”enabled” : true,
92              ”losslessOverlays” : true,
93              ”dirtyRegions” : true,
94              ”yuv444Support” : false
95               }
96
97               }
98 ,
99               ”filetransfer” : {
100
101               ”allowupload” : true,
102               ”allowdownload” : true,
103               ”maxuploadsize”               : 2147483647,
104               ”maxdownloadsize” : 2147483647
105                }
106
107                }
108 ,
109                ”nacl” : {
110
111                ”supportNacl” : true,
112                ”graphics”: {
113
114                ”enable”: true
115                }
116 ,
117                ”video”: {
118
119                ”enable”: true
120                 }
121 ,
122                 ”audio”: {
123
124                ”enable”: true
125                 }
126
127                 }
128
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129                 }
130
131                 }
132
133                 }
134 }

Using webconfig
Note:

Citrix recommends that you use the web.config file method for configuration purposes only
when a store version of Citrix Workspace app for Chrome OS is being used.

To change the configuration using the Web.config file method (only for those using on-prem Store-
Front):

1. Open the web.config file for the Citrix Receiver for Web site. This file is typically located in
C:\inetpub\wwwroot\Citrix\storenameWeb, where storename is the name specified for the
store when it was created.

2. Locate the chromeAppPreferences field and set its value with the configuration as a JSON
string.

For example:

chromeAppPreferences = ‘{“ui”: {“toolbar”: {“menubar”: false}}}’

Using the default.ica file
Note:

Citrix recommends that you use the default.ica file method for configuration purposes only for
Web Interface users.

Citrix Workspace app for Chrome OS allows Custom. ica files without any initial program value.

To change the configuration using the default.ica file:

1. Open thedefault.ica file typically locatedatC:\inetpub\wwwroot\Citrix\<sitename>\conf\default.ica
for Web interface customers, where sitename is the name specified for the site when it was
created.
In thecaseofStoreFrontcustomers,default.ica file is typically locatedatC:\inetpub\wwwroot\Citrix\<Storename>\App_Data\default.ica,
where storename is the name specified for the store when it was created.

2. Add a new key at the end of the file, chromeAppPreferenceswith its value set to configuration
as the JSON object.
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For example:

chromeAppPreferences={“ui”:{“toolbar”: {“menubar”: false}}}

A sample default.ica file looks like the below:

1 ;
2
3 ; ICA Override File
4
5 ;
6
7 ; Add ICA file settings that you want to be sent to client devices
8
9 ; to this file. Settings contained in this file override any
10
11 ; settings generated by Delivery Services.
12
13 ;
14
15
16 [WFClient]
17
18 Version=2
19
20 RemoveICAFile=yes
21
22 ProxyTimeout=30000
23
24 ProxyFavorIEConnectionSetting=Yes
25
26 ProxyUseFQDN=Off
27
28
29 [ApplicationServers]
30
31 Application=
32
33
34 [Application]
35
36 TransportDriver=TCP/IP
37
38 DoNotUseDefaultCSL=On
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39
40 BrowserProtocol=HTTPonTCP
41
42 LocHttpBrowserAddress=!
43
44 WinStationDriver=ICA 3.0
45
46 ProxyTimeout=30000
47
48 AutologonAllowed=ON
49
50 ;EncryptionLevelSession=RC5 (128 bit)
51
52
53 [EncRC5-0]
54
55 DriverNameWin16=pdc0w.dll
56
57 DriverNameWin32=pdc0n.dll
58
59
60 [EncRC5-40]
61
62 DriverNameWin16=pdc40w.dll
63
64 DriverNameWin32=pdc40n.dll
65
66
67 [EncRC5-56]
68
69 DriverNameWin16=pdc56w.dll
70
71 DriverNameWin32=pdc56n.dll
72
73
74 [EncRC5-128]
75
76 DriverNameWin16=pdc128w.dll
77
78 DriverNameWin32=pdc128n.dll
79
80
81 [Compress]
82
83 DriverNameWin16=pdcompw.dll
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84
85 DriverNameWin32=pdcompn.dll
86
87 chromeAppPreferences={
88 ”ui” : {
89 ”toolbar” : {
90 ”menubar” : false }
91 }
92 }

Using the configuration.js file

The configuration.js file is located in the ChromeApp root folder. Access this file directly to make
changes to Citrix Workspace app for Chrome OS.

Note:

• Citrix recommends that you back up the configuration.js file beforemaking any changes to
it.

• Administrator-level credentials are required to edit the configuration.js file; after editing
the file, repackage the app to make additional modifications to toolbar elements.

• In kiosk mode, the toolbar is hidden by default. When editing the configuration.js file to
enable the toolbar, ensure that kiosk mode is disabled. Citrix recommends that you use
one of the alternative methods (for example, the default.ica file) to enable the toolbar.

Configure

July 23, 2021

Content Collaboration Service integration

This release introduces integration of Citrix Content Collaboration Service with Citrix Workspace app.

Citrix Content Collaboration enables you to:

• Exchange documents easily and securely.
• Send large documents by email
• Securely handle document transfers to third parties.
• Access a collaboration space.

Citrix Content Collaboration provides many ways to work, including a web-based interface, mobile
clients, desktop apps, and integration with Microsoft Outlook and Gmail.
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You can access Citrix Content Collaboration functionality from the Citrix Workspace app using the
Files tab displayed within Citrix Workspace app. You can view the Files tab only if Content Collabora-
tion Service is enabled in the Workspace configuration in the Citrix Cloud console.

Note:

Citrix Content Collaboration integration in Citrix Workspace app is not supported on Windows
Server 2012 and Windows Server 2016 due to a security option set in the operating system.

The following image displays example contents of the Files tab of the new Citrix Workspace app:

Limitations:

• Resetting Citrix Workspace app does not cause Citrix Content Collaboration to log off.
• Switching stores in Citrix Workspace app does not cause Citrix Content Collaboration to log off.

To enable Citrix Workspace app for Chrome OS for users to access resources hosted on Citrix Virtual
Apps andDesktops, youmust create a StoreFront store. Youmust also enableWebSocket connections
on Citrix Gateway, Citrix Virtual Apps, and Citrix Virtual Apps and Desktops, as required.
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Multi-touchmode

Citrix Workspace app for Chrome OS now allows you to setMulti-touch as the default mode through
the Google Admin Console. Multi-touch mode controls whether to enable multi-touch gestures. You
can toggle between Panning mode and Multi-touch mode. In earlier versions, panning mode was set
as the default mode.

When you launch a session in a touch-enabled device, the gestures by default are handled in panning
mode. You can switch to multi-touch mode using the toolbar. This feature provides a better user
experience.

To set the feature as the default, edit the Google Admin Console policy and set the value of default-
Mode tomultitouch.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ui”: {
11
12 ”touch” : {
13
14 ”defaultMode” : ”multitouch”
15 }
16
17 }
18
19 }
20
21 }
22
23 }
24
25 }
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Support for Touch

Citrix Workspace app for Chrome OS now enhances touch support by allowing you to run sessions
on touch-enabled Chrome devices in tablet mode. This feature includes support for gestures, multi-
touch, and soft keyboard functionality.

TheOpenkeyboard iconnowappears on the session toolbarwhenaChromedevice is in tabletmode.
When you use this feature or perform a three-finger tap, the soft keyboard appears.

Automatic Keyboard display

You can enable automatic keyboard display on a server by using the floating keyboard button that
appears in an input field. For the automatic keyboard display feature to be available, verify that the
server-side setting is enabled.

To enable the server-side setting, complete these steps:

1. On the Delivery Controller, open Citrix Studio.
2. Select Policies.
3. Click Create Policy.
4. Search for Automatic Keyboard Display and select Allowed.

Limitations:

• Performing a three-finger tap to fetch the soft keyboard does not work in multi-touch mode. It
works only in panning mode.

• For the soft keyboard to work properly, always close it using the Open Keyboard icon on the
session toolbar rather than the system soft keyboard. If you close the soft keyboard using the
system soft keyboard, the soft keyboard might behave unexpectedly.

Asset ID

Citrix Workspace app for Chrome OS uses an Asset ID that administrators set through the Google Ad-
min Console as a client name for sessions launched from enrolled Chromebooks.

By default, Citrix Workspace app continues to generate a unique client ID for enrolled Chromebooks,
which is similar to earlier versions. To use this feature, youmust set a policy for Citrix Workspace app.

The data value you enter cannot contain more than 15 characters. Values longer than 15 characters
are truncated to 15 characters.

Configuring Asset ID

1. Log on to the Google Admin Console.
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2. Go to Device Management > Chrome > Devices Console and add Asset ID for the device.

3. Edit theGoogle Admin Consolepolicy and set the value ofuseAssetID totrue. By default,
the useAssetID is set to false.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”uniqueID”: {
11
12 ”useAssetID”: true
13 }
14
15 }
16
17 }
18
19 }
20
21 }

Limitations:

• You must have a Google Admin policy that can be pushed. Otherwise, the current method of
generating a unique client ID for managed Chromebooks remains in use.

• Do not enter a value that containsmore than 15 characters. Values longer than 15 characters are
truncated to 15 characters.

Multiple StoreFront

Youcanchange theStoreaddresswithouthaving to restartCitrixWorkspace. ExistingCitrixWorkspace
sessions, if any, continue to run uninterrupted.

To addmultiple stores and switch between them using Chrome OS:

1. Click Settings in Citrix Workspace app for Chrome OS, and in the Account pane, click Add a
store.
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2. Enter the StoreFront URL in the Store Address field.

3. Click Apply to save the new store.
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4. You can select an existing store from the drop-down list.
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5. To delete a store from the list, click theDelete icon next to the store address youwant to delete
and confirm deletion.
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6. When you select a different store from the drop down-list, the Apply button changes to Switch.

7. Click Switch to confirm that you want to switch to a different store.
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Limitations:

• This feature is supported in user and public modes but not in kiosk mode.
• This feature supports adding up to five stores.

Selective H.264

Configuring Selective H.264 in StoreFront using the web.config file

To change the Selective H.264 configuration using the web.config file:

1. Open the web.config file for Citrix Receiver for Web site.
This file is typically located in the C:\inetpub\wwwroot\Citrix\<Storename> Web folder, where
Storename is the name specified for the store when it was created.

2. Locate the chromeAppPreferences field and set its value with the configuration as a JSON
string; for example:
chromeAppPreferences=’{“graphics”:{“ selectiveH264”:false}}

Configuring Selective H.264 using the configuration.js file

The configuration.js file is located in the ChromeApp root folder. Edit this file to make changes to
Citrix Workspace app for Chrome OS.
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By default, selective H.264 is set to true.

To disable the Selective H.264 configuration using the configuration.js file:

1. Open the configuration.js file and set the selectiveH264 attribute to false.

Note:

• Citrix recommends that you back up the configuration.js file beforemaking any changes to
it.

• Citrix recommends using this method only when Citrix Workspace app for Chrome OS is
repackaged for users.

• Administrator-level credentials are required to edit the configuration.js file; after editing
the file, repackage the app for the changes to take effect.

Full-screenmode

To configure your desktop session to always open in full-screen mode, edit the Google Admin Policy
by including the following:

1 {
2
3
4       ”settings”: {
5
6
7                      ”Value”: {
8
9                      ”settings\_version”: ”1.0”,
10                     ”engine\_settings”: {
11
12                      ”ui”: {
13
14                      ”sessionsize”: {
15
16                   ”windowstate”: ”fullscreen”
17                               }
18
19                                       }
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20
21                                                }
22
23                           }
24
25                 }
26
27 }

Awake setting

CitrixWorkspaceapp forChromeOSkeepsmanagedChromebookdevicesawakeevenwhen theusers
are not active.

The awake setting feature is disabled by default.

Toenable the feature, edit theGoogleAdminConsolepolicyandset thevalueof thekeep_awake_level
property under power_settings to either “system” or “display” and then restart the session.

The “system” level keeps the system awake, but allows the screen to be dimmed or turned off. The
“display” level keeps the system awake and active.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”power_settings”: {
9
10 ”keep_awake_level”: ” system” or “ display”
11 }
12
13 }
14
15 }
16
17 }

Note:

For Kiosk mode, make sure that the Allow app to manage power setting in the Google Admin
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console is disabled.

Multi-monitor display

Multi-monitor supports up to two external monitors. By default, the multi-monitor feature is set to
enabled.

Note:

• If you are using Citrix Workspace app for Chrome OS running on XenApp 6.5, set the shad-
owing policy to Disabled to use the multi-monitor feature.

• In a desktop session, when the window is set to full screen, the Display Resolution option
in Preferences is deactivated.

• UI dialogs and toolbars appear only on the primarymonitor. However, USB and smart card
authentication dialogs span across monitors.

Multi-monitor performance

Citrix Workspace app for Chrome OS improves the overall performance and stability of sessions in
multi-monitor scenarios. In earlier versions, when a session was running on multiple monitors, you
experienced sluggish performance.

To use enhancedmulti-monitor display in kioskmode

Enhancedmulti-monitor display in kiosk mode is enabled by default.

To disable kioskmode, edit the configuration.js file or theGoogle Admin Console policy and set the
value of kioskMultimonitor property to false.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”features”: {
11
12 ”graphics”: {
13
14 ”kioskMultimonitor”: false
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15 }
16
17 }
18
19 }
20
21 }
22
23 }
24
25 }

Note:

To be able to launch a session in kiosk mode, youmust enable Unified Desktopmode.

1. Launch a web browser and enter the following command: chrome://flags

2. From the list of flags, search for UnifiedDesktopMode and set it to Enabled.

To configure Unified Desktopmode using Google Admin policy

1. Log on to the Google Admin console.
2. Go to Devicemanagement > ChromeManagement > User Settings.
3. Set the Unified Desktop policy toMake Unified Desktopmode available to user.
4. Click Save.

To disable multi-monitor feature

By default, multi-monitor is enabled.

1. Launch Citrix Workspace app for Chrome OS.

2. Select Settings > General.

3. ClearUse all themonitors to span display.
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Multi-monitor display is available on both desktops and applications.

When using a multi-monitor display, the desktop session can span across multiple monitors in
two ways:

4. Windowedmode: The desktop session displays in single monitor mode.

5. Full-screenmode: When a desktop session is switched to full-screenmode, the session displays
in multi-monitor mode only when Use all the monitors to span display is selected.

For the display to span across monitors in a desktop session, select Use all the monitors to
span display option and click full-screenmode when the twomonitors are connected.

In an application session, when twomonitors are connected andUse all themonitors to span
display option is selected, the session automatically displays in a multi-monitor mode.

Using Citrix Virtual Desktops on dual monitors:

1. ClickMultimonitor in the toolbar.

The screen is now extended to both the monitors.

Limitations:

• Citrix Workspace app for ChromeOS does not support full-screen H.264 graphicsmode formul-
tiple monitors.
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• The limit of the number of monitors is not hard-coded. The total resolution to bemanaged and
rendered affects the limitation.

– This feature supports twomonitors. If you launcha sessionwith the total screen resolution
greater than [2 x (1920x1080)] pixels, youmight experience screen lags. Monitor resolution
limits can cause screen lags to occur.

– The built-in screen of the latest Chromebooks supports a resolution greater than
1920x1080 pixels. The feature has not been tested on such devices.

• In multi-monitor mode, full-screen H264 is disabled because of issues found during testing.

– When you use one single, large external monitor, the issue does not occur and H264 re-
mains running. Selective H264 also runs in this scenario.

• When you use screens with different resolutions, youmight experience performance issues.

• When you use built-in monitors with higher resolution and external monitors whose resolution
is low, performance issues might occur.

Microsoft Teams optimization settings

To enable screen sharing

To enable screen sharing using the Google admin policy, change the screen sharing value to true for
msTeamsOptimization as follows:

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”features”:{
11
12 ”msTeamsOptimization”:{
13
14 ”screenSharing” : true
15 }
16
17 }
18
19 }
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20
21 }
22
23 }
24
25 }

To enable screen sharing for Bring your own device (BYOD) users (only for those using on-prem Store-
Front):

Follow the steps in Get started - Using webconfig and set the chromeAppPreferences value
as follows: chromeAppPreferences = '{ ”features”:{ ”msTeamsOptimization”:{ ”
screenSharing”:true } } } '

Note:

Ensure that the following setting is allowed in Google Admin Console for screen sharing opti-
mization to work:
In Google Admin Console, under Devices > Chrome > Settings >
Select Allow sites to prompt the user to share a video stream of their screen under Screen
VideoCapture for all three categories: User&Browser Settings,Device Settings andManaged
Guest Session Settings (or an appropriate category)

Troubleshooting for Microsoft Teams optimization

To change Microsoft Teams to optimized from unoptimized within your client sessions, do the follow-
ing:

1. Quit Microsoft Teams by right-clicking the Microsoft Teams icon, then click Quit. Relaunch Mi-
crosoft Teams.
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2. If this does not work, log off from the session and log back on.
3. If loggingoffand loggingbackondoesnotwork, clear thecache in thedirectoryC:\Users\Administrator\AppData\Roaming\Microsoft\Teams

on the VDA, then restart Microsoft Teams.

For more information, see Troubleshooting.

Feature flagmanagement

If an issue occurs with Citrix Workspace app in production, we can disable an affected feature dynam-
ically in Citrix Workspace app even after the feature is shipped. To do so, we use feature flags and a
third-party service called LaunchDarkly. You do not need to make any configurations to enable traf-
fic to LaunchDarkly, except when you have a firewall or proxy blocking outbound traffic. In that case,
youenable traffic to LaunchDarkly via specificURLsor IP addresses, dependingonyourpolicy require-
ments.

You can enable traffic and communication to LaunchDarkly in the following ways:

Enable traffic to the following URLs

• events.launchdarkly.com
• app.launchdarkly.com

List IP addresses in an allow list

If youmust list IP addresses in an allow list, for a list of all current IP address ranges, see LaunchDarkly
public IP list. Youcanuse this list toensure that your firewall configurationsareupdatedautomatically
in keeping with the infrastructure updates. For details about the status of the infrastructure changes,
see the LaunchDarkly Statuspage page.

How to collect logs

To collect Citrix Workspace app for Chrome OS client logs for any issue:

1. Click the Settings button on the bottom right of the Citrix Workspace app Sign In screen.
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2. Click the Start Logging button under Account to enable collection of logs.

3. TheStart Loggingbutton changes toStop Logging. This indicates collection of logs is enabled.
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Close the Account dialog box.
4. Log into the Citrix Workspace app virtual desktop and launch your virtual app session and re-

produce the issue to collect logs.

Continue to work on the session to reproduce the issue.
5. Once the issue is reproduced, close the session.
6. Click the Settings button again to open the Account dialog box.
7. The Account dialog box shows the list of Log Files captured.
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8. Moving the mouse on top of any of the Log files shows a small arrow at the right.

9. Click the arrow button to download and save the Log file.
10. Save all the log files listed under Log files and share it with the administrator or Citrix support

engineer.
11. Click Stop Logging.

Note:

In the case of Kiosk mode, files can be saved to a USB removable device.

To collect Citrix Workspace app for Chrome OS console logs:
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1. Open chrome://inspect/#apps page in the Google Chrome browser of your Citrix Workspace
app.

2. In the Apps tab, click inspect for all Citrix Workspace-related windows: SessionWindow.html,
Main.html (and its child nodes).

3. For each opened developer tool window, click Console. Then, save the entire log by right-
clicking and selecting Save as option.
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For collection of logs for USB redirection-related issues:

1. Follow the steps in Using Web.config for Chrome OS and enable moreLogs for USB by:
Adding the moreLogs configuration value to chromeAppPreferences in the web.config file on
the StoreFront:
chromeAppPreferences ='{ ”moreLogs”:{ ”usb”:true } } '

2. Then, open a new tab in the Google Chrome browser and enter chrome://device-log and share
the logs.

Webcam redirection for 64-bit

Webcam redirection is now available for both 32-bit and 64-bit applications. Support for webcam
redirection with both 32-bit and 64-bit apps is currently limited to built-in webcams. Configure for
webcam redirection for 64-bit as follows:

Configuring the webcam by using the configuration.js file and the Google Admin Console

For Versions 2010 and earlier:
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Configurewebcam redirection using the following path: HTML5_CONFIG > appPrefs > chromeApp >
nacl > video

For Versions 2101 and later:

Configure webcam redirection using the following path: HTML5_CONFIG > features > video

Note:

We recommend that you use theHTML5_CONFIG > features > video path to configure webcam
redirection. The other path continues to work for some time and will be removed in a future
release.

Recommendations for webcam redirection

• Set the Citrix Delivery Controller Audio Quality policy to Low or Medium. When using
low-powered Chromebooks, audio lags might occur if you do not set the Audio Quality policy.

• For best performance, we recommend using high-end Chromebooks and low-latency networks
with good bandwidth connections.

• When you use the speaker of a system during a video conference call, you might hear an echo.
As a workaround, use a headset.

• Set the following registry key on a VDA:

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\HdxRealTime

Name: OfferH264ToApp

Type: REG_DWORD

Value: 1

Note:

This setting applies to the current user setting. For new users, set the registry key through the
Windows Group Policy Object (GPO) Editor.

DISCLAIMER: Caution! Using the Registry Editor incorrectly can cause serious problems that might
require you to reinstall your operating system. Citrix cannot guarantee that problems resulting from
the incorrect use of the Registry Editor can be solved. Use the Registry Editor at your own risk. Be sure
to back up the registry before you edit it.

Serial COM port redirection

To configure serial COM port redirection, enable the feature by applying Citrix Virtual Apps and Desk-
tops port redirection policy settings. For more information on port redirection, see Port redirection
policy settings.
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Note:

By default, Citrix Workspace app for Chrome OS maps COM5 as a preferred serial COM port for
redirection.

After enabling serial COM port redirection policy settings on the VDA, configure Citrix Workspace app
for Chrome OS using one of the following methods:

• Google Admin Policy
• configuration.js file
• Changing the default mapping by issuing a command in an active ICA session.

Using Google Admin Policy to configure COM port redirection

Use this method to redirect the serial COM port by editing the policy file.

Tip:

Citrix recommends that you configure the COM port using the policy file only when Citrix
Workspace app for Chrome OS is repackaged.

Edit the Google Admin Policy by including the following:

1 {
2
3   ”settings”: {
4
5            ”Value”: {
6
7             ”settings_version”: ”1.0”,
8             ”store_settings”: {
9
10             ”rf_web”: {
11
12             ”url”: ”<http://YourStoreWebURL>”
13              }
14
15              }
16 ,
17              ”engine_settings”:{
18
19             ”features” : {
20
21              ”com” : {
22
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23    ”portname” : ”<COM4>”, where COM4 indicates the port number that
is set by the administrator.                

                                   }
24
25                                   }
26
27                                   }
28
29                                   }
30
31                  }
32
33 }

Using the configuration.js file to configure COM port redirection

Use this method to redirect the serial COM port by editing the configuration.js file. Locate the port-
name field in the configuration.js file and edit the value by changing the port number.

For example:

1 ”com” :{
2
3
4 ”portname” : ”COM4”
5
6 }

Note:

Citrix recommendsusing the configuration.js filemethod to configure serial port redirectiononly
when Citrix Workspace app for Chrome OS is repackaged and republished from StoreFront.

Issuing a command in an ICA session to configure COM port redirection

Use this method to redirect the serial COM port by running the following command in an active ICA
session:

1 net use COM4 : \\Client\COM5
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Tip:

In the example above, COM4 is the preferred serial port used for redirection.

Citrix Universal Print Driver

The Citrix PDF Universal Printer driver enables users to print documents opened with hosted applica-
tions or applications running on virtual desktops delivered by XenDesktop 7.6 and XenApp 7.6 or later.
When a user selects the Citrix PDF Printer option, the driver converts the file to PDF and transfers the
PDF to the local device. ThePDF thenopens in a newwindow for viewing andprinting throughGoogle
Cloud Print.

When printing a document opened with a hosted application or an application running on a virtual
desktop, the user is given the option to print the document to PDF. The PDF is then transferred to the
local device for viewing and printing from a locally attached printer or Google Cloud Print. The file is
not stored in Citrix Workspace app for Chrome OS.

Important

Local PDF printing is supported only on XenApp and XenDesktop 7.6 or later.

Requirements

To access the Citrix Workspace app for Chrome OS download page, you need a MyCitrix account.

Download the Citrix PDF Printer from the Citrix downloads page.

To enable users to print documents opened with hosted desktop and applications:

1. Download the Citrix PDF Printer and install the Citrix PDF Universal Printer driver on each ma-
chine that delivers desktops or apps for Citrix Workspace app for Chrome OS users. After in-
stalling the printer driver, restart the machine.

2. In Citrix Studio, select the Policy node in the left pane and either create a new policy or edit an
existing policy.

For more information about configuring Citrix Virtual Apps and Desktops policies, see Policies.

3. Set the Auto-create PDF Universal Printer policy setting to Enabled.

Google Cloud Print

Google Cloud Print allows you to make remote printing devices (such as a printer at home) available
to you or anyone you choose.

You can configure Citrix Workspace to use Google Cloud Print by default to redirect your files, rather
than having to select and configure it every time you print.
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To use Google Cloud Print:

• You must install the Citrix PDF printer driver in the VDA; refer to the Citrix download site for the
latest software packages.

• Google Cloud Printers should be registered with a user’s Google account. Refer to the Google
Cloud Print website for more information.

• If a customized CitrixWorkspace app for ChromeOS package is deployed using the GoogleMan-
agement console, ensure that the Citrix Workspace app for Chrome OS package contains the
correct OAuth2.0 credentials in the manifest.json file. Refer to the Google Developers site for
information about obtaining OAuth2.0.
For example:

1 ”oauth2”: {
2
3
4 ”client_id”: ”replace this with your client ID”,
5
6 ”scopes”: [
7
8 ”<https://www.googleapis.com/auth/cloudprint>”
9
10 ]
11
12 }

Note:

This feature only works with Google Cloud Printer. Refer to the Google Developers site for addi-
tional information.

Google Drive access

With Google drive support, your users can open, edit, and save Windows file types from a Chrome
device running Citrix Workspace. While running a Google Chrome device, your users can seamlessly
use existing Windows-based applications (for example, Microsoft Word) and access the files residing
on Google Drive

For example, if a user opens a file in Google Drive (for instance, a .DOC file attachment downloaded
fromGmail), edits it, andsaves it toGoogleDrive, the file canbeaccessed inaCitrix Virtual Appshosted
application. The file can be viewed, edited, and saved to Google Drive.
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Prerequisites

To enable Google Drive access, you must install the Citrix File Access component (FileAccess.exe) on
your VDA and enable file type associations in Citrix Studio. You can download Citrix File Access from
the Citrix downloads page.

To enable Google Drive access from Citrix Workspace

1. Install FileAccess.exe on each Citrix Virtual Apps or Citrix Virtual Apps and Desktops VDA.
2. Configure the appropriate FTAs for published applications in Citrix Studio.
3. On the Citrix Virtual Apps or Citrix Virtual Apps and Desktops VDA, https://accounts.google.com

and<https://ssl.gstatic.com> have to be trusted and cookies from these sites should be
enabled.

Only files from Google Drive can be opened using Citrix Workspace. To open a file from Google Drive,
right-click and open the file using Citrix Workspace.

Citrix recommends that you associate one file type with only one published application.

Proxy connection support

The Citrix Workspace app for Chrome OS supports opening documents from Google drive using pub-
lished applications through the unauthenticated proxy servers. To enable this, configure the proxy
setting in internet options.

To disable Google Drive access from Citrix Workspace

In the manifest.json file, replace:

1 ”file_handlers” : {
2
3
4       ”all-file-types” : {
5
6
7          ”extensions” : [
8
9             ”*”
10
11          ]
12
13       }
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14
15
16     }
17 ,

with:

1 ”file_handlers” : {
2
3       ”cr-file-type” : {
4
5          ”extensions” : [
6             ”cr”,
7            ”ica”
8          ]
9       }
10
11    }
12 ,

Kioskmode

Citrix Workspace app for Chrome OS kiosk mode provides the ability to run all apps in the same win-
dow. Using this feature, you can run Citrix Workspace apps in kiosk mode, and then launch any Win-
dows app or desktop using the same mode. In addition, kiosk mode allows you to publish remote
apps or desktops as a dedicated Chrome package using a persistent URL.

You can control this feature by adjusting the kiosk settings in the Chrome admin panel for managed
Chrome devices.

See theGoogle support site for instructions on enabling theCitrixWorkspace app to run in kioskmode
onmanaged and non-managed Chrome devices.

If you are deploying a Citrix Workspace app, you should publish using the visibility options set to Pub-
lic/unlisted to ensure interoperability with kioskmode. Go to the ChromeWeb Store Developer Dash-
board

The storeURL is read-onlywhen kioskmode is active and cannot be edited using theAccount settings
screen. However, you can change this setting by either repackaging the appwith the .cr file or through
Google Policy Management using the Google Admin Console.

1 <Services version=”1.0”>
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2 <Service>
3 <rfWeb>http://your_RfWebURL_or_persistenturl</rfWeb>
4 <Name>Mystore</Name>
5 <Gateways>
6 <Gateway>
7 <Location>https://yourcompany.gateway.com</Location>
8 </Gateway>
9 </Gateways>
10 <Beacons>
11 <Internal>
12 <Beacon>http://yourcompany.internalwebsite.net</Beacon>
13 </Internal>
14 <External>
15 <Beacon>http://www.yourcompany.externalwebsite.com</Beacon>
16 </External>
17 </Beacons>
18 </Service>
19 </Services>

If you are using the Google Admin Console, edit the policy.txt file containing the Citrix Workspace con-
figuration. Replace the value of “url” under “rf_web” with a persistent URL.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”store_settings”: {
9
10 ”beacons”: {
11
12 ”external”: [
13 {
14
15 ”url”: ”http://www.yourcompany.externalwebsite.com”
16 }
17
18 ],
19 ”internal”: [
20 {
21
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22 ”url”: ”http://yourcompany.internalwebsite.net”
23 }
24
25 ]
26 }
27 ,
28 ”gateways”: [
29 {
30
31 ”is_default”: true,
32 ”url”: ”https://yourcompany.gateway.com”
33 }
34
35 ],
36 ”name”: ”mystore”,
37 ”rf_web”: {
38
39 ”url”: ” http://your_RfWebURL_or_persistenturl ”
40 }
41
42 }
43
44 }
45
46 }
47
48 }

Excel shortcuts

Keyboard shortcuts are configured with the sendAllKeys attribute.

For all Excel shortcuts to work, configure as follows: HTML5_CONFIG > features > sendAllKeys

The sendAllKeys attribute defaults to true. To change the default, open the configuration.js file (see
Google Policies), add the sendAllKeys attribute, and set the attribute to false.

Clipboard

CitrixWorkspaceapp forChromeOSsupportsHTML format in addition toplain text between the client
and the VDA in a session. This support is useful when using Microsoft Office apps and browsers. En-
hanced clipboard support is available only on Chrome and Safari browsers.
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Configuring clipboard

You can copy HTML content and retain formatting when copying a link in Chrome. An <img> tag is
added in HTML format, which allows you to copy images as well as text. This feature is richer than
plain text.

To enable this feature, add the following registry entry to the VDA:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix\wfshell\VirtualClipboard\Additional
Formats\HTML Format
“Name”=”HTML Format”

Warning

Using the Registry Editor incorrectly can cause serious problems that can require you to reinstall
the operating system. Citrix cannot guarantee that problems resulting from incorrect use of the
Registry Editor can be solved. Use Registry Editor at your own risk. Make sure you back up the
registry before you edit it.

For additional information about the issues resolved by the introduction of this feature, see Knowl-
edge Center article CTX086028.

Shortcuts

You can use standard Windows shortcuts to copy data, including text, tables, and images, between
hostedapplications, bothwithin the samesessionandbetweendifferent sessions. OnlyUnicodeplain
text can be copied and pasted between hosted applications and the local clipboard on the device.

Users can use standard Windows keyboard shortcuts with Citrix Workspace app for Chrome OS be-
cause these shortcuts arepassed fromChromeOS tohostedapplications. Similarly, shortcuts specific
to particular applications can also be used, provided they do not conflict with any Chrome OS short-
cuts. However, note that theWindows keymust also be pressed for function keys to be recognized, so
an external keyboard is required. Formore information about usingWindows keyboardswith Chrome
OS, see https://support.google.com/chromebook/answer/1047364. Citrix-specific shortcuts, such as
those for switching between sessions and windows, cannot be used with Citrix Workspace app for
Chrome OS.

USB device redirection

Citrix Workspace app for Chrome OS supports a wide range of USB peripherals. With this added func-
tionality, you can create a Google policy to identify the PID/VID of the device to enable its use in Citrix
Workspace. This support extends to newUSB devices, including the 3D Spacemouse, additional com-
posite devices, Bloomberg keyboards, and UC-Logic Tablet WP5540U.

For more information on configuring USB devices, see Knowledge Center article CTX200825.
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Automatic redirection of USB devices

In kiosk mode, USB devices are redirected automatically inside a session without any manual inter-
vention. In user and public modes, for the first time, you must manually redirect the USB device into
the session from the toolbar or the Connection Center. This manual USB redirection is done to grant
permission to the Chrome operating system for accessing the USB device. When a USB device is in-
serted, it is redirected into the session automatically.

If you insert a USB device when multiple sessions are running, it is redirected into the session that is
in focus. If there are no sessions in focus, the USB device is not redirected into any session. If a single
session is running and if it is not in focus when you insert the USB device, the device might not be
redirected.

File transfer

Citrix Workspace app for Chrome OS provides secure file transfer functionality between a user device
and a Citrix Virtual Apps and Desktops session. This feature uses a file transfer virtual channel instead
of client drive mapping.

By default, users can:

• Upload files from a local download folder or attached peripheral
• Seamlessly access data from their Citrix Virtual Apps and Desktops sessions.
• Download files from their Citrix Virtual Apps and Desktops sessions to a local folder or a periph-
eral on their user device.

Administrators can configure file transfer, uploads, and downloads using policies in Citrix Studio.

Prerequisites

• XenApp or XenDesktop 7.6 or later, with:
– Hotfix ICATS760WX64022.msp on server OS VDAs (Windows 2008 R2 or Windows 2012 R2)
– Hotfix ICAWS760WX86022.msp or ICAWS760WX64022.msp on client OS VDAs (Windows 7
or Windows 8.1)

• To change file transfer policies: Group Policy Management (GPM) hotfix GPMx240WX64002.msi
or GPMx240WX86002.msi on machines running Citrix Studio.

Limitations:

• A user can upload or download amaximum of 10 files at a time.
• Maximum file size:

– For uploads: 2147483647 bytes (2 GB)
– For downloads: 262144000 bytes (250 MB)

• If either the ‘Upload file toDesktop’ or the ‘Download file fromDesktop’ policy is set toDisabled,
the toolbar still displays both the Upload and the Download icons but the functionality is based
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on the policy setting. However, if both policies are set to Disabled, the Upload and Download
icons are not displayed in the toolbar.

Configuring file transfer policies

To configure file transfer using a Citrix Studio policy

By default, file transfer is enabled.

Use Citrix Studio to change the following policies, located under User Setting > ICA > File Redirection.

CITRIX STUDIO POLICY DESCRIPTION

Allow file transfer between desktop and client To enable or disable the file transfer feature

Upload file to Desktop To enable or disable file upload in the session.
Requires the “allow file transfer between
desktop and client” policy to be set to true.

Download file from Desktop To enable or disable file download from the
session. Requires the “allow file transfer
between desktop and client” policy to be set to
true.

To configure file transfer using configuration.js file

The configuration.js file is located in theChromeApp root folder. Edit this file directly tomake changes
to Citrix Workspace app for Chrome OS.

Note:

Citrix recommends that you back up the configuration.js file before making any changes to it.
Administrator level credentials are required to edit the configuration.js file; After editing the file,
repackage the app to make additional modifications to toolbar elements.

To change the file transfer configuration using the configuration.js file:

Open the configuration.js file and configure the settings as below:

FILE TRANSFER CLIENT SETTINGS DESCRIPTION

AllowUpload To enable or disable upload from client-side.
By default set to true (enabled).
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AllowDownload To enable or disable download from the
client-side. By default set to true (enabled).

MaxUploadSize To set the maximum size of the file that can be
uploaded in bytes. By default set to
2147483648 bytes (2GB)

MaxDownloadSize To set the maximum size of the file that can be
downloaded in bytes. By default set to
2147483648 bytes (2 GB).

Following are the behavior cases when the policy set in Citrix Studio and the client are different.

Citrix Studio Policy Upload /
Download

Client- side setting Upload /
Download

Resulting Behavior

DISABLED ENABLED DISABLED

DISABLED DISABLED DISABLED

ENABLED DISABLED DISABLED

ENABLED ENABLED ENABLED

Note:

When there is a conflicting value set forMaximum File Size upload or download in the registry
and in the client-side settings, the minimum size value among the two is applied.

File transfer logs

The file transfer logs can be retrieved from both the client and the server.

To retriever file transfer logs from the client:

1. Launch a browser.
2. Go to the following URL to start logging:

<storefronturl>/clients/html5client/src/viewlog.html
where <storefronturl> is the FQDN or IP address of the StoreFront server where the store is con-
figured.

For more information on file transfer, see HTML5 and Chrome File Transfer Explained.
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Logging

Citrix Workspace app for Chrome OS provides timestamps for the logs generated by the user device.

To assist with troubleshooting connection issues, logs can be generated on both the user device and
the machines providing desktops and applications.

To enable logging on user devices

1. On the user device, select the button with a settings image on it in the bottom-right corner of
the Citrix Workspace app for Chrome OS login page.

2. In the Settings dialog, select Start Logging.

Details of the collected log files are listed in the Settings dialog.

3. Select Stop Logging to end the collection of logs on the user device.

Taskbar icons

Applications and desktops configured using Citrix Virtual Apps and Desktops in an active session are
displayedas separateapps in the taskbar (shelf) onaChromedevice. This featureapplies topublished
applications and desktops. The functionality and behavior of this feature is similar to the taskbar
experience that is provided by the Windows Operating system.

By default, this feature is enabled.

Configuring taskbar icons using Google Admin policy
Note:

Citrix recommends using this method only when Citrix Workspace app for Chrome OS is repack-
aged for users.

1. Log on to the Google Admin Console.

2. Go to Devicemanagement > ChromeManagement > User Settings.

3. Add the below strings to the policy.txt file.

4. Click Save and close the file.
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Configuring taskbar icons using the Web.config in StoreFront
Note:

Citrix recommends that youuse theweb.config filemethod for configurationpurposesonlywhen
a store version of Citrix Workspace app for Chrome OS is being used.

1. Open the web.config file for the Citrix Receiver for Web site. This file is typically located in
C:\inetpub\wwwroot\Citrix\<Storename>Web, where Store name is the name specified for the
Store when it was created.

2. Locate the chromeAppPreferences field and set its value with the configuration as a JSON
string.

For example:

chromeAppPreferences=’{“seamless”:{“showInShelf”:false}}

Configuring taskbar icons using the configuration.js file

The configuration.js file is located in the ChromeApp root folder. Access this file directly to make
changes to Citrix Workspace app for Chrome.

Note:

Administrator-level credentials are required to edit the configuration.js file; after editing the file,
repackage the app for the changes to take effect.

To change the Chrome OS taskbar using the configuration.js file:

1. Open the configuration.js file and set the showInShelf attribute to true.

For example:

Limitations:

1. When more than one instance of the same application is launched, the app icon is not stacked
and appears as two separate icons. For example, two instances of Notepad display two icons of
Notepad in the taskbar.

2. App pinning is not supported.

Customer Experience Improvement Program (CEIP)
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Data Collected Description What we Use it for

Configuration and usage data The Citrix Customer
Experience Improvement
Program (CEIP) gathers
configuration and usage data
from Citrix Workspace app for
Chrome OS and automatically
sends the data to Citrix and
Google Analytics.

This data helps Citrix improve
the quality, reliability, and
performance of Citrix
Workspace app.

Additional Information

Citrix will handle your data in accordance with the terms of your contract with Citrix, and protect it as
specified in the Citrix Services Security Exhibit available on the Citrix Trust Center.

Citrix also uses Google Analytics to collect certain data from Citrix Workspace app as part of CEIP.
Please review how Google handles data collected for Google Analytics.

You can turn off sending CEIP data to Citrix and Google Analytics. To do that, use one of the following
methods:

• Disable CEIP using Google Admin Policy
• Disable CEIP using graphical user interface
• Disable CEIP using configuration.js

Note:

1. When CEIP is disabled for Version 2006 and earlier, minimal information, containing the
installed Citrix Workspace app for Chrome OS version is uploaded. This minimal informa-
tion is valuable to Citrix because it provides the distribution of different versions used by
customers.

2. For Version 1906 and earlier, when Citrix Workspace app for Chrome OS is launched in a
public session mode, CEIP data is not collected.

To disable CEIP using Google Admin Policy

Note:

Administrator-level credentials are required to perform this procedure

1. Log on to the Google Admin Console.
2. Go to Devicemanagement > ChromeManagement > User Settings.
3. Add the strings shown after Step 4 to the policy.txt file under the engine_settings key.
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4. Click Save.

For more information on google policy, see Knowledge Center article CTX141844.

For Version 1907 and earlier, set the enabled attribute under ceip to false.

1 'ceip':{
2
3 'enabled':false,
4 }

For Version 1908 and later, set the enabled attribute under analytics to false. However, the analytics
key is backward compatible with the ceip key.

1 'analytics':{
2
3 'enabled':false,
4 }

To disable CEIP using graphical user interface

Note:

You canmodify the CEIP settings using GUI only when the administrator has enabled it using any
of the abovemethods.

1. Launch Citrix Workspace app for Chrome OS.
2. Select Settings > General.
3. UncheckHelp improve Citrix Workspace by sending anonymous usage statistics.

Relaunch the session for the changes to take effect.

To disable CEIP using configuration.js

The configuration.js file is located in the ChromeApp root folder. Edit this file to configure Citrix
Workspace app for Chrome OS.

Note:

• Citrix recommends that you back up the configuration.js file beforemaking any changes to
it.

• Citrix recommends using thismethod only if Citrix Workspace app for ChromeOS is repack-
aged for users.
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• Administrator-level credentials are required to edit the configuration.js file.

For Version 1907 and earlier, set the enabled attribute under ceip to false in the configuration.js file.

1 'ceip':{
2
3 'enabled':false,
4 }

For Version 1908 and later, set the enabled attribute under analytics to false in the configuration.js
file.

1 'analytics':{
2
3 'enabled':false,
4 }

Blocking CEIP

For Version 2007 and later, administrators are allowed to block CEIP through the configuration.js file.
This configuration takes precedence over the configurationmade through the graphical user interface
and Google Admin Policy, and CEIP data is not sent to Citrix.

• Open the configuration.js file, add the connectionEnabled attribute, and set the attribute to
false:

1 'analytics':{
2
3 'connectionEnabled':false,
4 }

The specific CEIP data elements collected by Google Analytics are:

Workspace app
version

Session mode (Kiosk,
Public/General)

Session type
(desktop/application)

XenDesktop
information (Delivery
Controller and VDA
versions)
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Launch type (SDK/I-
CAFile/FTA/Store and
so on)

Time zone of the
session

Language of the
session

Client keyboard
layout

Network socket type
(HTTPS/HTTP)

Feature usage
(clipboard, file
transfer, app
switcher, printing,
USB, smart card, and
so on)

Device pixel ratio Secure ICA (used / not
used)

Asset ID of enrolled
enterprise
Chromebooks

Reconnection
timeout (if != 180)

Redesigned toolbar

Citrix Workspace app for Chrome OS provides a redesigned toolbar to improve the user experience.
This enhancement provides new options that are accessible from the toolbar to facilitate common
tasks, such as:

• switching to full-screenmode
• upload or download a file
• copy content from an active session to the clipboard to enable sharing between sessions
• access additional options
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Configuring redesigned toolbar

By default, the enhanced toolbar is enabled.

To hide the toolbar configuration using the configuration.js file:

The configuration.js file is located in theChromeApp root folder. Edit this file directly tomake changes
to Citrix Workspace app for Chrome OS.

1. Open the configuration.js file and set the menubar attribute to false.

You can also hide an individual icon to prevent it from displaying in the toolbar. For example, to hide
the Ctrl+Alt+Del button in the toolbar:

1. Open the configuration.js file and set the lock attribute to false.

Note:

• Citrix recommends that you back up the configuration.js file beforemaking any changes to
it.

• Administrator-level credentials are required to edit the configuration.js file; after editing
the file, repackage the app for the changes to take effect.

DPI scaling

Citrix Workspace app for ChromeOS allows the operating system to control the resolution of app and
desktop sessions and supports DPI client scaling for app sessions on a single monitor.

TheHighDPIScaling feature is disabledbydefault for appanddesktopsessions. Forbetter resolution
on high DPI enabled devices, go to Settings and select theHigh DPI Scaling check box.

You can configure theHigh DPI Scaling setting using the Google Admin policy only.
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The DPI scaling feature Scale the session for monitors with high device pixel ratio is enabled by
default.

Citrix Workspace app for Chrome OS supports DPI scaling by allowing you to set the VDA resolution
on monitors that have a high pixel ratio. To set the resolution for desktop sessions, go to the session
toolbar. Select Preferences > Display Resolution > Use device pixel ratio for the correct resolution
to be set on the VDA. When the resolution is set properly on the VDA, blurry text becomes crisper.

To enable or disable the feature, edit the Google Admin Console policy and set the value of scale-
ToDPI property to true or false.

For example, to disable the feature, set scaleToDPI property to false.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
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9
10 'features' : {
11
12 'graphics' : {
13
14 'dpiSetting': {
15
16 'scaleToDPI': false
17 }
18
19 }
20
21 }
22
23 }
24
25 }
26
27 }
28
29 }

Assistive cursor

When a cursor is not visible inside a desktop session, you can enable an assistive cursor. Launch the
next session for the setting to take effect.
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The assistive cursor feature is disabled by default.

To enable the feature, edit theGoogle Admin Console policy and set the value of the assistiveCursor
property under ui to true and then restart the session.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ui”: {
11
12 ”assistiveCursor”: true
13 }
14
15 }
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16
17 }
18
19 }
20
21 }

Note:

• If an administrator enables the assistive cursor as described above, the corresponding check
box in the client-side setting is selected by default. To disable the feature, clear the check box.

• If an administrator disables the assistive cursor as described above, the check box is cleared
and the feature disabled.

Connection Center

Connection Center facilitates application management in seamless sessions. This is done by provid-
ing a taskbar that lists all opened applications.

To launch the Connection Center, right- click the Citrix Workspace icon and then select Connection
Center.

Using Connection Center, you can select an application and:

1. Display devices.
2. Send a Ctrl+Alt+Del command.
3. Disconnect from a session.
4. Logoff from the session.
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You can also terminate an app using the Connection Center by selecting the radio button of the corre-
sponding application and clicking Terminate.

Seamless window integration

Citrix Workspace app for Chrome OS improves the user experience by adding seamless integration
of multiple apps hosted in separate windows within an active session. Using this functionality, Citrix
Workspace app for Chrome OS enables you to launch applications in an independent user interface
compared as opposed to launching all apps for a session in a single window.

Seamless applications can be hosted in separate windows. With this functionality, remote applica-
tions are run natively on the client device.
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Limitations:

• Extra entries appear in the Chrome task bar. Click any of these to bring the selected session to
the front.

• All opened apps in an active session run in a single window; focusing on one app in an active
session brings that window into focus along with all other apps belonging to that session.

Use the seamless session taskbar to quickly move between apps:
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Tip:

All apps in one session run in a singlewindow. Whenmoving an app to a secondmonitor, all apps
that are part of that session move to the secondmonitor.

Reload store

In Citrix Workspace app for Chrome OS window, a button is added for reload operation. By clicking
the button, the cookies of the store get cleared and the store page is reloaded.

Audio

You can use a USB headset within a session to speak and to listen. You can also use buttons on the
USB headset (such as mute and skip).

Webcam

Citrix Workspace app for Chrome OS provides an enhancement to webcam redirection functionality.
H.264 hardware encoding for webcam input helps reduce CPU load and increases battery efficiency
for Chromebook devices. These devices have encoders for H.264, which leverages Intel functionality
through the PPB_VideoEncoder API.

Citrix Workspace app for Chrome OS supports webcam redirection for both 32-bit and 64-bit applica-
tions.

Session sharing

For session sharing, the applications must be hosted on the same machine and must be configured
in seamless window mode with the same settings for parameters, such as window size, color depth,
and encryption. Session sharing is enabled by default when a hosted application is made available.

Host to client redirection

Content redirectionallows you to controlwhether users access informationbyusing applicationspub-
lished on servers or applications running locally on user devices.
Host to client redirection is one type of content redirection. It is supported only on Server OS VDAs
(not Desktop OS VDAs)
with Citrix XenApp and XenDesktop versions 7.15 LTSR and later. For more information, see Host to
client redirection - XenApp and XenDesktops.

Whenhost to client redirection is enabled, URLs are intercepted on the server VDA and sent to the user
device. CitrixWorkspace app for ChromeOSdisplays a dialog prompting the user to selectwhether to
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open the URL within the session or on the local device. The dialog appears for every URL. When host
to client redirection is disabled, users open the URLswithweb browsers ormultimedia players on the
server VDA. When host to client redirection is enabled, users cannot disable it.

Host to client redirection was previously known as server to client redirection.

For more information, see General content redirection.

Security settings

Citrix recommends using stores that are secure. Besides, it is a goodpractice to haveHTTP strict trans-
port security (HSTS) setting enabled for secure stores.

Perform the following steps to enable the HSTS setting:

1. InCitrix StoreFront, underStores, click on the link of the particular store to enable the security
settings.

2. TheManage Receiver for Web Sites dialog box appears.
3. Click Configure.
4. The Edit Receiver for Web site dialog box appears.
5. Click the Advanced Settings tab and select Enable strict transport security.

Google policies

March 1, 2021

There are four options to customize Citrix Workspace app for Chrome OS:

• configuration.js
• web.config
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• default.ica
• Google Policy

The four options are available on the configuration utility, which is aUI-based configurationwebpage.
The configuration utility is compatible with Citrix Receiver.

This article describes custom configurations through the Google Policy option. The Google Admin
console is cloud-managed. It lets you push policies per device and per user. Before Citrix Workspace
app for Chrome OS (formerly Citrix Receiver for Chrome) Version 2.1, only policies to configure Store-
Front were available. Extra policies have beenmade available since then.

Formore information about customizing Citrix Workspace app for ChromeOS, see Knowledge Center
articles CTX141844, and CTX229141.

You can also refer to the blog https://www.citrix.com/blogs/2016/08/17/receiver-for-chrome-
configuration-options/.

Google policy file

There are two ways to configure Google policies:

• Use the UI-based configuration utility tool or
• Edit the policy.txt JSON file

In the UI-based configuration utility tool, clickCreateNew. SelectCitrixWorkspace app for Chrome
> Google Policy and click Continue.

Enter the details under different tabs. For example, ui, features, store_settings, power_ settings
and so on. Click Download on the utility page. The policy.txt file is created.

To edit the policy.txt JSON file manually, and to add custom configurations, see the following sample
policy text. Configurable items under each key are described later in this article.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”power_settings”: {
9
10 ”keep_awake_level”: ”display”
11 }
12 ,
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13 ”store_settings”: {
14
15 ”name”: ”SampleStore”,
16 ”gateways”: [
17 {
18
19 ”url”: ”https: //yourcompany.gateway.com”,
20 ”is_default”: true
21 }
22
23 ],
24 ”beacons”: {
25
26 ”internal”: [
27 {
28
29 ”url”: ”http://yourcompany.internalwebsite.

net”
30 }
31
32 ],
33 ”external”: [
34 {
35
36 ”url”: ”http: //www.yourcompany.

externalwebsite.com”
37 }
38
39 ]
40 }
41 ,
42 ”rf_web”: {
43
44 ”url”: ”http://yourcompany.

storefrontstoreweb.net”
45 }
46
47 }
48 ,
49 ”engine_settings”: {
50
51 ”vc_channel”: {
52
53 ”CTXCAM ”: false,
54 ”CTXFILE”: false
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55 }
56 ,
57 ”ceip”: {
58
59 ”enabled”: true
60 }
61 ,
62 ”analytics”: {
63
64 ”enabled”: true
65 }
66 ,
67 ”ui”: {
68
69 ”toolbar”: {
70
71 ”menubar”: true,
72 ”usb”: true,
73 ”fileTransfer”: true,
74 ”about”: true,
75 ”lock”: true,
76 ”disconnect”: true,
77 ”logoff”: true,
78 ”fullscreen”: true,
79 ”multitouch”: true,
80 ”preferences”: true,
81 ”gestureGuide”: true
82 }
83 ,
84 ”sessionsize”: {
85
86 ”windowstate”: ”fullscreen”,
87 ”minwidth” : 240,
88 ”minheigh” : 120,
89 ”available”: {
90
91 ”default”: ”Fit_To_Window”,
92 ”values”: [”Fit_To_Window”, ”

Use_Device_Pixel_Ratio”, ”1280x800”,
”1440x900”, ”1600x1200”]

93 }
94
95 }
96 ,
97 ”netPromoters”: true,
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98 ”appSwitcher”: {
99
100 ”showTaskbar”: true,
101 ”showIconsOnly”: false,
102 ”autoHide”: false
103 }
104 ,
105 ”splashScreen”: true,
106 ”assistiveCursor”: false
107 }
108 ,
109 ”nacl”: {
110
111 ”supportNacl”: true,
112 ”graphics”: {
113
114 ”enable”: true,
115 ”config”: {
116
117 ”acceleration”: 2
118 }
119
120 }
121 ,
122 ”video”: {
123
124 ”enable”: true
125 }
126 ,
127 ”audio”: {
128
129 ”enable”: true
130 }
131
132 }
133 ,
134 ”uniqueID”: {
135
136 ”prefixKey”: ”CR-”,
137 ”restrictNameLength”: false,
138 ”useAssetID”: false
139 }
140 ,
141 ”features”: {
142
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143 ”graphics”: {
144
145 ”jpegSupport”: true,
146 ”h264Support”: {
147
148 ”enabled”: true,
149 ”losslessOverlays”: true,
150 ”dirtyRegions”: true,
151 ”yuv444Support”: false
152 }
153
154 }
155 ,
156 ”multiMonitor”: true,
157 ”kioskMultimonitor”: true,
158 ”dpiSetting”: {
159
160 ”scaleToDPI”: true
161 }
162
163 }
164 ,
165 ”filetransfer”: {
166
167 ”allowupload”: true,
168 ”allowdownload”: true,
169 ”maxuploadsize”: 2147483647,
170 ”maxdownloadsize”: 2147483647
171 }
172
173 }
174 ,
175 ”com”: {
176
177 ”portname”: ”COM5”
178 }
179
180 }
181 ,
182 ”transport”: {
183
184 ”cgpEnabled”: true
185 }
186 ,
187 ”other”: {
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188
189 ”h264nonworker”: false
190 }
191 ,
192 ”customVC”: [
193 {
194
195 ”appId”: ”xyz”,
196 ”streamName”: ”abc”
197 }
198
199 ]
200 }
201
202 }

Power setting

Citrix Workspace app for Chrome OS keeps managed Chromebook devices awake even when users
are not active. The awake setting feature is disabled by default. To configure awake settings, use the
Google admin policy by including the following:

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”power_settings”: {
9
10 ”keep_awake_level”: ”system”
11 }
12
13 }
14
15 }
16
17 }

List of power setting options with their descriptions:
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• “keep_awake_level”: Keeps devices awake even when users are not active. You can choose
either of the two values:

– “system”: Keeps the system awake, but allows the screen to be dimmed or turned off.
– “display”: Keeps the system awake and active.

Note:

For Kiosk mode, make sure that the Allow app to manage power setting in the Google Admin
console is disabled.

Store settings

To create a store, you identify and configure communications with the servers. You can provide the
resources that you want to make available in the store. Then, optionally, you configure remote ac-
cess to the store through Citrix Gateway. To configure store settings, edit the Google admin policy by
including the following:

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”store_settings”: {
9
10 ”name”: ”SampleStore”,
11 ”gateways”: [{
12
13 ”url”: ”https: //yourcompany.gateway.com”,
14 ”is_default”: true
15 }
16 ],
17 ”beacons”: {
18
19 ”internal”: [{
20
21 ”url”: ”http: //yourcompany.internalwebsite.net

”
22 }
23 ],
24 ”external”: [{
25
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26 ”url”: ”http: //www.yourcompany.externalwebsite
.com”

27 }
28 ]
29 }
30 ,
31 ”rf_web”: {
32
33 ”url”: ”http: //yourcompany.storefrontstoreweb.net”
34 }
35
36 }
37
38 }
39
40 }
41
42 }

List of store setting options and their descriptions:

• “name”: Enter the Store name.

• “gateways”: Gateway URLs.

Add gatewayURLs in the formathttps://gateway.domain.com orhttps://yourcompany
.gateway.com and click Add on the utility page.

You can set a default gateway if two or more gateway URLs are added.

Tomake a gateway the default, set the “is_default” flag to true. Otherwise, set the flag to false.

For example:

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”store_settings”: {
9
10 ”name”: ”RTST”,
11 ”gateways”: [{
12
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13 ”url”: ”https: //yourcompany.gateway.com”
,

14 ”is_default”: true
15 }
16 ,
17 {
18
19 ”url”: ”https://gateway2.domain.com”,
20 ”is_default”: false
21 }
22 ]
23 }
24
25 }
26
27 }
28
29 }

• “internal”: Determines whether Citrix Workspace app connects to StoreFront directly or it con-
nects through a gateway. For example, https://storefront.domain.com.

• “external”: Determines whether the specified network interface is available and allows traffic.
For example, https://citrix.com.

• “rf_web”: Store URL.

Virtual channels

A virtual channel consists of a client-side virtual driver that communicates with a server-side appli-
cation. Virtual channels are a necessary part of the remote computing experience with Citrix Virtual
Apps and Desktops servers.

Virtual channels are used for:

• Printing
• Serial port mapping
• Clipboard
• Audio
• Multimedia
• Control channel
• EUEM
• USB
• File transfer
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• Mobility
• Multi-touch
• Smart card.

All virtual channels are enabled by default. To disable a particular virtual channel, use the Google
admin policy by including the following. Select the feature name under “vc_channel” and click Add
on the utility page. For example:

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”vc_channel”: {
11
12 ”<vc_name1>”: false,
13 ”<vc_name2>”: false,
14 ”<vc_name3>”: false,
15 ”<vc_namen>”: false
16 }
17
18 }
19
20 }
21
22 }
23
24 }

To enable a particular “vc_channel”, select the feature and click Remove on the utility page.

Note:

The names can be from 1 to n. The last name “n” cannot have a comma after setting it to true or
false.

1 {
2
3 ”settings”: {
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4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”vc_channel”: {
11
12 ”CTXCPM ”: false,
13 ”CTXCAM ”: false,
14 ”CTXGUSB”: false
15 }
16
17 }
18
19 }
20
21 }
22
23 }

List of virtual channel options with their descriptions:

• “CTXCPM”: PDF printing.
• “CTXCCM”: Client serial port mapping.
• “CTXCLIP”: Clipboard operations from session to VDA and from VDA to session.
• “CTXCAM”: Client audio mapping.
• “CTXMM”: Citrix multimedia redirection.
• “CTXCTL”: Citrix control virtual channel.
• “CTXEUEM”: End user experience monitoring.
• “CTXGUSB”: Redirect USB devices to session.
• “CTXFILE”: Secure file transfer functionality between a user device and a Citrix Virtual Apps and
Desktops session. You can upload and download files to and from a session and seamlessly
access data.

• “CTXMTCH”: Multi-touch remotes all gestures to the virtual session. The app behaves based on
the gestures it supports.

• “CTXSCRD”: Smart card support.

Analytics and CEIP

Gathers anonymousdata fromcustomerdeployments of CitrixWorkspace app. Collected information
includes the following:
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• System information details such as:

– the version of the operating system
– installed version of Citrix Workspace
– language
– browser version

• Usage tracking details such as:

– statistics of application launches over the course of a week
– monitor resolutions
– graphics modes
– decoders
– renderers

• Critical to quality details such as connection and launch failures, and statistics on session con-
nection times.

• Configuration tracking details such as data points tracking to check whether feature is enabled
or disabled.

Note:

To disable analytics and CEIP, one requires administrator-level credentials.

To configure analytics and CEIP using the GUI, go to Device Management > Chrome > User
Settings, and add the strings as shown in the policy.txt file.

For CitrixWorkspace app 1907 for ChromeOSand earlier, to configure CEIP, enable the attribute under
ceip on the utility page. To configure manually, set the attribute under ceip to true in Google admin
policy by including the following:

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ceip”:{
11
12 ”enabled”:true
13 }
14
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15 }
16
17 }
18
19 }
20
21 }

For Citrix Workspace app 1908 for Chrome OS and later, to configure analytics, enable the attribute
under analytics on the utility page. To configure manually, set the attribute under analytics to true
in Google admin policy by including the following.

Note:

The analytics key is backward compatible with the CEIP key.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”analytics”:{
11
12 ”enabled”:true
13 }
14
15 }
16
17 }
18
19 }
20
21 }

In-session toolbar and dialogs

The in-session toolbar is a floating toolbar that can be moved anywhere on the screen. The toolbar
has Citrix Workspace app icon embedded on it. A customized toolbar improves the user experience.
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This enhancement provides new options that are accessible from the toolbar to facilitate common
tasks, such as:

• switching to full-screenmode
• uploading or downloading files
• accessing additional options

The toolbar is enabled by default. To hide or customize individual toolbar items, edit the Google ad-
min policy by including the following:

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ui” : {
11
12 ”toolbar” : {
13
14 ”menubar” :true,
15 ”usb”: true,
16 ”fileTransfer”:true,
17 ”about”:true,
18 ”lock”:true,
19 ”disconnect”:true,
20 ”logoff”:true,
21 ”fullscreen”:true,
22 ”multitouch”:true,
23 ”preferences”:true,
24 ”gestureGuide”:true
25 }
26
27 }
28
29 }
30
31 }
32
33 }
34
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35 }

List of in-session toolbar options and their descriptions:

• “menubar”: Toolbar appears when set to true, and is hidden when set to false.
• “usb”: Opens theUSBdevices dialog box. Contains the list of devices that canbe redirected into
the session. To redirect a USB device, select an appropriate device and click Connect.

• “fileTransfer”: Secure file transfer functionality between a user device and a Citrix Virtual Apps
andDesktops session. You can upload and download files to and froma session and seamlessly
access data.

• “about”: Displays the third-party licenses page and provides the version number.
• “lock”: Sends “Ctrl+Alt+Del” to the session.
• “disconnect”: Disconnects the session.
• “logoff”: Logs off from the session.
• “fullscreen”: Adjusts the session to full-screen mode. If the session is connected with multiple
monitors, the multi-monitor icon appears on the menu bar rather than a full-screen icon. A
Restore icon appears on the menu bar while in full-screen mode. To restore maximized mode,
click Restore in the toolbar UI.

• “multitouch”: Remotes all gestures to the virtual session, and the app behaves based on the
gestures it supports.

• “preferences”: Provides options to customize CEIP and display resolution settings.
• “gestureGuide”: Provides the guide for gestures in touchmode.

Window state on session launch

Toopendesktopsessions in full-screenmode, edit theGoogleadminpolicyby including the following.
By default, desktop sessions open in maximized windows, where the “window state” value is set to
“maximized”.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ui”: {
11
12 ”sessionsize”: {
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13
14 ”windowstate”: ”fullscreen”
15 }
16
17 }
18
19 }
20
21 }
22
23 }
24
25 }

Session size

The session size setting lets you customize resolutions for a session. Edit the Google admin policy by
including the following:

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ui”: {
11
12 ”sessionsize” : {
13
14 ”minwidth” : 240,
15 ”minheigh” : 120,
16 ”available” : {
17
18 ”default” : ”Fit_To_Window”,
19 ”values” : [
20 ”Fit_To_Window”,
21 ”Use_Device_Pixel_Ratio”,
22 ”1280x800”,
23 ”1440x900”,
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24 ”1600x1200”
25 ]
26 }
27
28 }
29
30 }
31
32 }
33
34 }
35
36 }
37
38 }

List of various resolution options and their descriptions:

• “minwidth”: 240 : The minimumwidth for sessions.
• “minheight”: 120 : The minimum height for sessions.
• “available”: Options to set resolution preferences for sessions.

– “default”: The value that you set applies to the default resolution. By default, the value is
set to “Fit_To_Window”. You can change the default value as follows:

* “values”: Other resolution values are:
· “Fit_To_Window”: The default resolution value available. It matches the window
size to emulate various screen resolutions.

· “Use_Device_Pixel_Ratio”: Scales sessions to match the DPI of the device.
· “1280x800”: Sets the session size to 1280 * 800 pixels.
· “1440x900”: Sets the session size to 1440 * 900 pixels.
· “1600x1200”: Sets the session size to 1600 * 1200 pixels.

Net promoter score

CitrixWorkspace app for ChromeOSprompts youperiodically forNet Promoter Score (NPS) feedback.
The prompt asks you to rate your experience with Citrix Workspace app for Chrome OS. We use NPS
feedback as a tool to measure customer satisfaction and to further improve the app.

You can rate your experience on a scale of 1 to 5, with 5 indicating that you are satisfied.

To configure NPS, use the Google admin policy by including the following. If the option is set to true,
the user can provide rating.
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1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ui”: {
11
12 ”netPromoters”: true
13 }
14
15 }
16
17 }
18
19 }
20
21 }

App switcher

Shows the apps that are launched inside a session.

Note:

This option is only for kiosk mode.

Theappswitcher enablesusers to switchbetweenmultiple apps running in the samesession. Theapp
that is in focus is highlighted. To configure app switcher, use theGoogle admin policy by including the
following:

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
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10 ”ui”: {
11
12 ”appSwitcher”: {
13
14 ”showTaskbar”: true,
15 ”showIconsOnly”: false,
16 ”autoHide”: false
17 }
18
19 }
20
21 }
22
23 }
24
25 }
26
27 }

List of appSwitcher options with their descriptions:

• “showTaskbar”: If set to true, the taskbar appears at the bottom of the session. To hide the
taskbar, set this option to false.

• “showIconsOnly”: If set to true, the taskbar icons appear. By default, the option is set to false.
• “autoHide”: If set to true, the taskbar is automatically hidden. By default, the option is set to
false.

Assistive cursor

When a cursor is not visible inside a desktop session, you can enable an assistive cursor. Requires a
session restart.
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The assistive cursor feature is disabled by default. To enable the assistive cursor feature, use the
Google admin policy by including the following.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ui”: {
11
12 ”assistiveCursor”: true
13 }
14
15 }
16
17 }

© 1999‒2021 Citrix Systems, Inc. All rights reserved. 102



Citrix Workspace app for Chrome OS

18
19 }
20
21 }

Note:

• If an administrator enables the assistive cursor as described above, the corresponding
check box on the client-side setting is selected by default. To disable the feature, clear the
check box.

• If anadministratordisables theassistive cursor asdescribedabove, the checkbox is cleared
and the feature is disabled.

Splash screen

Citrix Workspace app displays a splash screen on the first launch with the text “Citrix Workspace app
extends the capabilities of Citrix Receiver.” To configure the display of splash screen, use the Google
admin policy by including the following. It is enabled by default. To disable, set the enabled attribute
under the splash screen to false.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ui”: {
11
12 ”splashScreen”: true
13 }
14
15 }
16
17 }
18
19 }
20
21 }
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List of splash screen options with their descriptions:

• “splash screen”: If set to true, the splash screen appears.

Native client

Allows running native codes safely from a web browser that is independent of the user’s operating
system. This functionality allows web apps to run at near-native speeds. To configure a native client,
use theGoogle adminpolicy by including the following. Bydefault, thenative client option is enabled.
To disable it, set the enabled attribute under the native client to false.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ui”: {
11
12 ”Nacl” : {
13
14 ”supportNacl” : true,
15 ”graphics”: {
16
17 ”enable”: true,
18 ”config”: {
19
20 ”acceleration”: 2
21 }
22
23 }
24 ,
25 ”video”: {
26
27 ”enable”: true
28 }
29 ,
30 ”audio”: {
31
32 ”enable”: true
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33 }
34
35 }
36
37 }
38
39 }
40
41 }
42
43 }
44
45 }

List of native client options with their descriptions:

• “supportNacl”: Supports native client.
• “graphics”: Enables native client graphics module.
• “config”: Selects h264 hardware or software decoder.

– Software = 0
– Hardware = 1
– Hardware with fallback = 2
– AutoDetect = 3

• “video”: Enables webcam redirection.
• “audio”: Enables audio input or microphone redirection.

Unique ID and Asset ID

A unique ID is applied as a prefix to the client name.

Citrix Workspace app uses an asset ID that administrators set through the Google Admin console as
a client name for the sessions launched from enrolled Chromebooks.

To configure an asset ID using the GUI, go to Device Management > Chrome > Devices Console, and
add the Asset ID for the device.

To configure an asset ID and a unique ID manually, use the Google admin policy by including the fol-
lowing:

1 {
2
3 ”settings”: {
4
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5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”uniqueID” : {
11
12 ”prefixKey” : ”CR-”,
13 ”restrictNameLength” : true,
14 ”useAssetID”: false
15 }
16
17 }
18
19 }
20
21 }
22
23 }

List of uniqueID options and their descriptions:

• “prefixKey”: The prefix to be used before the client name. The default value is CR.
• “restrictNameLength”: Enables or disables the name length of the prefixKey.
• “useAssetID”: Asset ID that is set as a client name for sessions that are launched from enrolled
Chromebooks.

Limitations:

• You must have a Google admin policy that can be pushed. Otherwise, the current method of
generating a unique client ID for managed Chromebooks remains in use.

• Do not enter a value that has more than 15 characters. Values longer than 15 characters are
truncated to 15 characters.

Graphics and H.264

To configure graphics and H.264 protocol support, use the Google admin policy by including the fol-
lowing. By default, H.264 protocol support is enabled. To disable it, set the enabled attribute to false.

1 {
2
3 ”settings”: {
4
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5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”ui”: {
11
12 ”features”: {
13
14 ”graphics”: {
15
16 ”jpegSupport”: true,
17 ”h264Support” : {
18
19 ”enabled”: true,
20 ”losslessOverlays”: true,
21 ”dirtyRegions”: true,
22 ”yuv444Support”: false
23 }
24
25 }
26
27 }
28
29 }
30
31 }
32
33 }
34
35 }
36
37 }

List of graphics options with their descriptions:

• “jpegSupport”: JPEG capability in Graphics (Thinwire).
• “h264Support”: H.264 protocol support.
• “enabled”: H.264 support capability in Thinwire.
• “losslessOverlays”: Loss less overlays capability in Thinwire.
• “dirtyRegions”: Dirty regions capability in Thinwire.
• “yuv444Support”: Yuv444 support capability in Thinwire.
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Multi-monitor display

By default, the multi-monitor feature is set to enabled.

Note:

• If you are using Citrix Workspace app running on XenApp 6.5, set the shadowing policy to
Disabled to use the multi-monitor feature.

• In a desktop session, when the window is set to full screen, the Display Resolution option
in Preferences is deactivated.

• UI dialogs and toolbars appear only on the primarymonitor. However, USB and smart card
authentication dialogs span across monitors.

To disable enhancedmulti-monitor display in kioskmode

Enhancedmulti-monitor display in kiosk mode is enabled by default.

To disable the feature in kiosk mode, edit the configuration.js file or the Google Admin Console
policy and set the value of kioskMultimonitor property to false.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”features”: {
11
12 ”graphics”: {
13
14 ”multiMonitor”: true,
15 ”kioskMultimonitor”: true
16 }
17
18 }
19
20 }
21
22 }
23
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24 }
25
26 }

Note:

To be able to launch a session in kiosk mode, youmust enable Unified Desktopmode.

1. Launch a web browser and enter the following command: chrome://flags
2. From the list of flags, search for UnifiedDesktopMode and set it to Enabled.

To configure Unified Desktopmode

1. Log on to the Google Admin console.
2. Go to Devicemanagement > ChromeManagement > User Settings.
3. Set the Unified Desktop policy toMake Unified Desktopmode available to user.
4. Click Save.

Kioskmode

The store URL is read-only in kioskmode and cannot be edited using theAccount settings screen. You
can change this setting by repackaging the appwith the .cr file or throughGoogle PolicyManagement
using the Google Admin Console.

If you are using the Google Admin Console, edit the policy.txt file containing the Citrix Workspace con-
figuration. Replace the value of “url” under “rf_web” with a persistent URL.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”store_settings”: {
9
10 ”beacons”: {
11
12 ”external”: [
13 {
14
15 ”url”: ”http://www.yourcompany.externalwebsite.com”
16 }
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17
18 ],
19 ”internal”: [
20 {
21
22 ”url”: ”http://yourcompany.internalwebsite.net”
23 }
24
25 ]
26 }
27 ,
28 ”gateways”: [
29 {
30
31 ”is_default”: true,
32 ”url”: ”https://yourcompany.gateway.com”
33 }
34
35 ],
36 ”name”: ”mystore”,
37 ”rf_web”: {
38
39 ”url”: ” http://your_RfWebURL_or_persistenturl ”
40 }
41
42 }
43
44 }
45
46 }
47
48 }

DPI scaling

You can configure the High DPI Scaling setting only using the Google admin policy. The DPI scaling
feature Scale the session for monitors with high device pixel ratio is enabled by default.

To enable or disable the feature, edit theGoogle AdminConsole policy and set the valueof scaleToDPI
property to true or false.

For example, to disable the feature, set scaleToDPI property to false.
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1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”features” : {
11
12 ”graphics” : {
13
14 ”dpiSetting”: {
15
16 ”scaleToDPI”: false
17 }
18
19 }
20
21 }
22
23 }
24
25 }
26
27 }
28
29 }

File transfer

To configure file transfer, use the Google admin policy by including the following. By default, the file
transfer feature is enabled. To disable it, set the enabled attribute to false.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
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8 ”engine_settings”: {
9
10 ”ui”: {
11
12 ”features”: {
13
14 ”filetransfer” : {
15
16 ”allowupload”: true,
17 ”allowdownload”: true,
18 ”maxuploadsize”: 2147483647,
19 ”maxdownloadsize”: 2147483647
20 }
21
22 }
23
24 }
25
26 }
27
28 }
29
30 }
31
32 }

List of file transfer options with their descriptions:

• “allowupload”: Allows file uploads from device to remote session.
• “allowdownload”: Allows downloads from device to remote session.
• “maxuploadsize”: The maximum file size, in bytes, that can be uploaded. By default, set to
2,147,483,648 bytes (2GB).

• “maxdownloadsize”: The maximum file size, in bytes, that can be downloaded. By default, set
to 2,147,483,648 bytes (2GB).

Serial COM port redirection

To configure serial COM port redirection, enable the feature by applying Citrix Virtual Apps and Desk-
tops port redirection policy settings. For more information about port redirection, see Port redirec-
tion policy settings in the Citrix Virtual Apps and Desktops product documentation.

Note:

By default, Citrix Workspace appmaps COM5 as the preferred serial COM port for redirection.
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After enabling serial COM port redirection policy settings on the VDA, configure the Workspace app
using the Google admin policy by including the following:

1 {
2
3   ”settings”: {
4
5            ”Value”: {
6
7             ”settings_version”: ”1.0”,
8             ”store_settings”: {
9
10             ”rf_web”: {
11
12             ”url”: ”<http://YourStoreWebURL>”
13              }
14
15              }
16 ,
17              ”engine_settings”:{
18
19             ”features” : {
20
21              ”com” : {
22
23     ”portname” : ”<COM5>”
24 }
25
26                        }
27
28                      }
29
30                   }
31
32             }
33
34 }

List of serial COM port name options and their descriptions:

• “portname”: Port number for the COM (serial) virtual channel. By default, the value is COM5.
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Transport

Adaptive transportmaintains high server scalability and efficient use of bandwidth. By using adaptive
transport, ICA virtual channels automatically respond to changing network conditions. They intelli-
gently switch the underlying protocol between the Citrix protocol called Enlightened Data Transport
(EDT) and TCP to deliver the best performance.

By default, the transport option is disabled. To disable it, set the enabled attribute under transport to
false.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”transport” : {
11
12 ”cgpEnabled” : true
13 }
14
15 }
16
17 }
18
19 }
20
21 }

List of transport options with their descriptions:

• “cgpEnabled”: The Common Gateway Protocol (CGP).

Other

To configure H.264, use the Google admin policy by including the following. By default, the option
under the other section is disabled. To enable it, set the disabled attribute h264nonworker to true.

1 {
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2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
9
10 ”other”: {
11
12 ”h264nonworker” : false
13 }
14
15 }
16
17 }
18
19 }
20
21 }

List of options with their descriptions:

• “h264nonworker”: Enable the option to decode H.264 frame in main thread.

CustomVC

Virtual Channel SDK for Chrome enables third-party Chrome apps to write custom virtual channels.
These channels are initializedwith theappanddesktop sessions launchedusingCitrixWorkspaceapp
or using the HDX SDK for Chrome.

In addition, the virtual channel SDK gives an easy way to write and receive data from the third-party
Chrome app and the app and desktop.

To configure custom virtual channels, use the Google admin policy by including the following.

1 {
2
3 ”settings”: {
4
5 ”Value”: {
6
7 ”settings_version”: ”1.0”,
8 ”engine_settings”: {
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9
10 ”customVC”: [
11 {
12
13 ”appId”: ”xyz”,
14 ”streamName”: ”abc”
15 }
16
17 ]
18 }
19
20 }
21
22 }
23
24 }

List of CustomVC options with their descriptions:

• “appId”: ID of the chrome app that is implementing custom virtual channels.
• “streamName”: The virtual channel name.

Taskbar icons

Applications and desktops configured using Citrix Virtual Apps and Desktops in an active session are
displayedas separateapps in the taskbar (shelf) onaChromedevice. This featureapplies topublished
applications and desktops. The functionality and behavior of this feature are similar to the taskbar
experience provided by the Windows Operating system.

By default, this feature is enabled.

To configure taskbar icons

1. Log on to the Google Admin Console.

2. Go to Devicemanagement > ChromeManagement > User Settings.

3. Add the following strings to the policy.txt file.

4. Click Save and close the file.
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Verifying the configuration of policies

To verify that policies are pushed correctly, do the following:

1. Navigate to chrome://policy/.

2. Click Reload policies.

3. Search for theCitrixWorkspaceapp forChromeOSWebStore ID,which ishaiffjcadagjlijoggckpgfnoeiflnem
.

• If policies are pushed successfully from the Google Admin Console, they appear under the
Web Store ID: haiffjcadagjlijoggckpgfnoeiflnem. If not, verify that the policies are
configured correctly. To create or edit the policy, make sure to use the Configuration
Utility Tool.

• If the policies appear under the Web Store ID but do not take effect in the session, contact
Citrix Technical support.

Authenticate

February 18, 2021

Smart card

Citrix Workspace app for Chrome OS provides support for USB smart card readers with StoreFront.
You can use smart cards for the following purposes:

• Smart card logon authentication to Citrix Workspace app for Chrome OS.
• Smart card-aware published apps to access local smart card devices.
• Applications such as Microsoft Word and Outlook that are launched in ICA sessions can access
smart cards for signing documents and email.

Supported smart cards include:

• PIV cards
• common access cards

Prerequisites:

• StoreFront versions 3.6 or later

Important:

For smart card authentication to StoreFront 3.5 and earlier, users require a custom script to en-
able smart card authentication. Contact Citrix Support for details.
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• XenDesktop 7.6 or later
• XenApp 6.5 or later

To configure smart card support on your Chrome device:

1. Install the smart card connector application. Note that the smart card application is required
for PCSC support on the Chrome device. This application reads the smart card using the USB
interface. You can install this application from the Chrome website.

2. Install the middleware application. Note that a middleware application (for example, Charis-
mathics, or CACKey) is required because it serves as an interface that communicates with the
smart card and other client certificates.

• To install the Charismathics smart card extention or CACKey, see the instructions on the
Chrome website.

• For more information about middleware applications and smart card authentication, see
the Google support site.

3. Configure smart card authentication using Citrix Gateway. For more details, see Configuring
Smart Card Authentication in Citrix Gateway documentation.

Limitations:

• The smart card certificate is cached even after the smart card is removed from the Chrome de-
vice. This is a known issue that exists in Google Chrome. Restart the Chrome device to clear the
cache.

• When Citrix Workspace app for Chrome OS is repackaged, administrators should get the appID
whitelisted by Google to ensure that the smart card connector application passes through.

• Only one smart card reader is supported at a time.

SAML authentication

To configure Single Sign-on:

1. Set up the third-party Identity provider (IdP) for SAML authentication if it is not already config-
ured (for example, ADFS 2.0). For more information, see Knowledge Center article CTX133919.

2. Set up Single Sign-on with Google Apps using SAML IdP. This enables users to leverage third-
party identity to use Google apps instead of the Google Enterprise account. For more infor-
mation, see Set up Single Sign-On (SSO) for Google Apps accounts using third-party identity
providers on Google support.

3. ConfigureChromedevices to logonviaSAML IdP. This enablesusers to logon toChromedevices
using a third-party identity provider. Formore information, see Configure SAML Single Sign-On
for Chrome devices on Google support.
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4. Configure Citrix Gateway to log on via SAML IdP. This enables users to log on to Citrix Gateway
using a third-party identity provider. For more information, see Configuring SAML Authentica-
tion.

5. Configure Citrix Virtual Apps and Desktops for Federated Authentication to allow logons to Cit-
rix Virtual Apps and Desktops sessions using dynamically generated certificates after the SAML
logon process instead of typing username/password combinations. For more information, see
Federated Authentication Service.

6. Install and configure SAML SSO for Chrome app extension on Chrome devices. For more infor-
mation, see the Google website. This extension retrieves SAML cookies from the browser and
provides them to CitrixWorkspace. This extensionmust be configuredwith the following policy
to allow Citrix Workspace to get SAML cookies.

1 {
2
3     ”whitelist” : {
4
5         ”Value” : [
6             {
7
8             ”appId” : ”haiffjcadagjlijoggckpgfnoeiflnem”,
9             ”domain” : ”saml.yourcompany.com”
10             }
11
12         ]
13      }
14
15 }

If you are repackaging Citrix Workspace app for Chrome OS, change the appId accordingly. In
addition, change the domain to your company’s SAML IdP domain.

7. Configure CitrixWorkspace to use Citrix Gateway configured for SAML logon. This enables users
to use the Citrix Gateway configured for SAML logon. For more information on Chrome OS con-
figuration, see Knowledge Center article CTX141844.

SDK and API

February 18, 2021
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HDX SDK

Citrix Workspace app for Chrome OS introduces an API (Experimental API) that allow third-party
Chrome apps to lock, unlock and disconnect from a Citrix Virtual Apps and Desktops session. Using
this API, Citrix Workspace app for Chrome OS can be launched in both embedded mode and kiosk
mode. Sessions launched in embedded mode function in ways similar to sessions launched kiosk
mode.

For the SDK documentation, see HDX SDK for Citrix Workspace app for Chrome.

For HDX SDK examples, refer to the Citrix download page.

Citrix Virtual Channel SDK

The Citrix Virtual Channel Software Development Kit (SDK) provides support for writing server-side
applications and client-side drivers for additional virtual channels using the ICA protocol. The server-
side virtual channel applications are on Citrix Virtual Apps or Citrix Virtual Apps and Desktops servers.
This version of the SDK provides support for writing new virtual channels for Citrix Workspace app for
Chrome OS. If you want to write virtual drivers for other client platforms, contact Citrix.

The Virtual Channel SDK provides:

• An easy interface that can be used with the virtual channels in the Citrix Server API SDK (WFAPI
SDK) to create new virtual channels.

• Working source code for several virtual channel sample programs that demonstrate program-
ming techniques.

• The Virtual Channel SDK requires the WFAPI SDK to write the server side of the virtual channel.

For the VC SDK documentation, see Citrix Virtual Channel SDK for Citrix Workspace app for Chrome.

For VC SDK examples, refer to the Citrix download page.

Procedure to consume the API in the third-party Chrome app

1. Install the latest version of Citrix Workspace app for Chrome OS. See Citrix downloads page for
details.

2. Whitelist the third-party Chrome app by adding the policy file for Citrix Workspace app for
Chrome OS using Chromemanagement settings.
For more details, see Manage Chrome Apps by organizational unit on Google support.
The Sample policy.txt file to whitelist the third-party Chrome app is as below:

1 {
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2
3       ”settings”: {
4
5              ”Value”: {
6
7              ”settings_version”: ”1.0”,
8              ”store_settings”: {
9
10              ”externalApps”: [“ <3rdParty_App1_ExtnID>” ,“ <3

rdParty_App2_ExtnID>” ]
11                                 }
12
13                        }
14
15                 }
16
17 }

Note:

<3rdParty_App1_ExtnID> is used as an example for the name of externalApps and
can send messages to Citrix Workspace app for Chrome OS. Get your appid from the
chrome://extensions site.

3. Launch the application or desktop session in Citrix Workspace for Chrome OS by following the
steps below:

• Get the workspaceappID

var workspaceappID = “ haiffjcadagjlijoggckpgfnoeiflnem “;

Note:

In this example, workspaceappID indicates the store version of Citrix Workspace app for
Chrome OS. If you are using a repackaged version of Citrix Workspace app for Chrome OS,
use the appropriate workspaceappID.

• Convert ICA data from INI to JSON format.

Note:

Typically, the ICA file is retrieved from StoreFront as an INI file. Use the following helper
function to convert an ICA INI file into JSON.

//Helper function to convert ica in INI format to JSON
function convertICA_INI_TO_JSON(data){
var keyVals = {};
if (data) {
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var dataArr;
if(data.indexOf(‘\r’)==-1){
dataArr = data.split(‘\n’);
}else{
dataArr = data.split(‘\r\n’);
}
for (var i = 0; i < dataArr.length; i++) {
var nameValue = dataArr[i].split(‘=’, 2);
if (nameValue.length === 2) {
keyVals[nameValue[0]] = nameValue[1];
}
// This is required as LaunchReference will contain ‘=’ as well. The above split(‘=’,2) will not provide
// the complete LaunchReference. Ideally, something like the following should be used generically as
well
// because there can be other variables that use the ‘=’ character as part of the value.
if (nameValue[0] === “LaunchReference”) {
var index = dataArr[i].indexOf(‘=’);
var value = dataArr[i].substr(index + 1);
keyVals[nameValue[0]] = value;
}
}
console.log(keyVals);//to remove
return keyVals;
}
return null;
}

• Send an ICAmessage from the third-party Chrome app to Citrix Workspace app for Chrome OS.

1 var icaFileJson = {
2 ... }
3 ; // ICA file passed as JSON key value pairs.
4 var message = {
5
6 ”method” : ”launchSession”,
7 ”icaData” : icaJSON
8 }
9 ;
10 chrome.runtime.sendMessage(workspaceappID, message,
11 function(launchStatus) {
12
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13 if (launchStatus.success) {
14
15 // handle success.
16 console.log(”Session launch was attempted successfully”);
17 }
18 else {
19
20 // handle errors.
21 console.log(”error during session launch: ”, launchStatus.message

);
22 }
23
24 }
25 );

For more details on sendmesage API commands, see the following links:

https://developer.chrome.com/extensions/runtime#event-onMessageExternal

https://developer.chrome.com/extensions/runtime#method-sendMessage

Limitations

August 4, 2021

• During screen sharing using Microsoft Teams optimization, the red border around the shared
window does not appear.

• When Use Hardware Encoding for Video Codec is set to Enabled in Citrix Studio, your screen
might appear green during a session through an Intel vGPU VDA. [RFHTMCRM-5521]

• Inmulti-monitor sessions throughaMicrosoftWindows7 VDA, extendedmonitorsmight appear
black. Also, themouse cursormight not render correctly. We recommend selecting a combined
display resolution of less than 4800 pixels in width and in height. [RFHTMCRM-5539]

• The server falls back to YUV420evenwhenconfigured toGraphics-Thinwire YUV444 setting. The
graphics-rich applications are limited to the YUV420 range. [RFHTMCRM-5520]

• Single-sign on (SSO) with Google IdP (Identity provider) is not supported.
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