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March 20, 2024

About Citrix Workspace app

Citrix Workspace app provides instant, secure, and seamless access to all the resources that your end
users need to stay productive. Citrix Workspace app includes access to virtual desktops, virtual apps,
web and Saa$S apps, and features such as embedded browsing, and single sign-on (from anywhere
and from any device).

Citrix Workspace app is a client application that can be deployed across devices on both cloud and on-
premises environments. It builds on the capabilities of what was previously known as Citrix Receiver,
and includes Citrix client technologies such as - HDX, the Citrix Gateway plug-ins, and Secure private
access.

Theclientapp is optimized to run on all client OS like Windows, macOS, Linux, iOS, and Android. Itcan
also be accessed via a browser. For more details on the supported browsers, see Workspace Browser
Compatibility.

Citrix Workspace app, powered by Citrix protocol and HDX (high-definition experience), delivers high-
performance virtual app and desktop sessions. It is enhanced to deliver a secure login and internet
browsing experience, easy management of your apps and desktops, advanced search capabilities,
and more.

Note:

The app Ul might vary based on the deployment of resources, that is, on cloud (leveraging work-
space platform) or on-premises (leveraging StoreFront platform).

Forinformation about the features available in Citrix Workspace app, see Citrix Workspace app feature
matrix.

For information about the differences between LTSR and Current Releases, see Lifecycle Milestones
for Citrix Workspace app.

Citrix Workspace app is available for the following operating systems:

« Citrix Workspace app for Android
« Citrix Workspace app for ChromeQS
« Citrix Workspace app for HTML5

« Citrix Workspace app foriOS
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Citrix Workspace app for Linux

Citrix Workspace app for Mac

Citrix Workspace app for Windows

« Citrix Workspace app for Windows (Store)

Important
Data collected for Citrix Workspace app updates:

With respect to devices connected to the Internet, Citrix Workspace app might without additional
notice, check for updates that are available for download and installation to the device and let
the user know of their availability. Only non-personal identifiable information is transmitted
when this happens, except to the extent that IP addresses may be considered personally identi-
fiable in some jurisdictions.

Configure Citrix Workspace app using Global App Configuration service

Global App Configuration service provides a centralized interface to configure the Citrix Workspace
app settings for end users. You can configure settings for both cloud and on-premises stores from a
single interface. These settings are applicable to both managed and unmanaged devices (BYOD). For
more information, see Global App Configuration service.

Language support

Citrix Workspace apps are adapted for use in languages other than English. This section lists the sup-
ported languages in the latest release of Citrix Workspace apps.

The following table lists the languages supported for Citrix Workspace app on various operating sys-
tems or platforms. A @ indicates that the app is available in that particular language.

Windows

Language Android ChromeOS HTML5 i0S Linux macOS  Windows Store
English ™ Y| o Y| v Y| v |
Danish ™ v}

Dutch | Y| v Y| | Y| v Y|
French ™ Y| | Y| | Y| | Y|
German o Y] o Y| o Y| o Y]

Italian o | o Y| o Y| o Y|
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Windows
Language Android ChromeOS HTML5 i0S Linux macOS  Windows Store
Japanese ™ ) ] v} ] v} ] v}
Korean ™ ) o ) ] ] )
Portuguese™ v} v} v} v} v} v} v}
(Brazil)
Russian v} v} v} v} v}
Simplified & v} v} v} v} ™ v} ™
Chinese
Spanish ™ v} v} v} v} v} v} v}
Swedish o ]
Traditional ) ] 1] )
Chinese
Feature flag

This article discusses feature flag management and the various Citrix Workspace apps that support
feature flags.

Feature flag management

If an issue occurs with Citrix Workspace app in production, we can disable an affected feature dy-
namically in Citrix Workspace app even after the feature is shipped. To do so, we use feature flags
and a third-party service called LaunchDarkly. You do not need to make any configurations to enable
traffic to LaunchDarkly, except when you have a firewall or proxy blocking outbound traffic. In that
case, you enable traffic to LaunchDarkly via specific URLs or IP addresses, depending on your policy
requirements.

The following table calls out the various apps that support feature flags and the release versions in
which feature flags were introduced in these apps.

App Feature flag support Version Documentation

Citrix Workspace app Yes 10.7.5 Feature flag

for Android management for Citrix
Workspace app for
Android
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App

Citrix Workspace app
for ChromeOS

Citrix Workspace app
for HTML5

Citrix Workspace app
foriOsS

Citrix Workspace app
for Linux

Citrix Workspace app
for Mac

Citrix Workspace app
for Windows

Feature flag support

Yes

Yes

Yes

Yes

Yes

Yes

Important update about Citrix Receiver

Version

1908

1908

10.4.10

2109

2010

2012

Documentation

Feature flag
management for Citrix
Workspace app for
ChromeOQS

Feature flag
management for Citrix
Workspace app for
HTML5

Feature flag
management for Citrix
Workspace app foriOS

Feature flag
management for Citrix
Workspace app for
Linux

Feature flag
management for Citrix
Workspace app for Mac

Feature flag
management for Citrix
Workspace app for
Windows

Beginning August 2018, Citrix Workspace app replaces Citrix Receiver. While you can still download

older versions of Citrix Receiver, new features and enhancements are released for Citrix Workspace

app.

Citrix Workspace app is a new client from Citrix that works similar to Citrix Receiver and is fully

backward-compatible with your organization’s Citrix infrastructure. Citrix Workspace app provides

the full capabilities of Citrix Receiver, and new capabilities based on your organization’s Citrix

deployment.

Citrix Workspace app is built on Citrix Receiver technology, and is fully backward compatible with all

Citrix solutions.
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For more information, visit the Workspace app FAQ page.

Citrix Workspace web extensions

April 12,2024

With the Citrix Workspace web extension you can launch your workspace apps everywhere without
an . 1ca file, making your experience safer and more reliable. Opening your apps with the browser
extension keeps all your apps and desktops in a single location and allows you to easily track your
work and free your desktop of clutter. The Citrix Workspace web extension also provides the benefit
of screen capture App Protection and seamless service continuity.

Install the Citrix Workspace web extensions

To install the Citrix Workspace web extension, follow these steps:
1. Navigate to your preferred browser’s web store:

» Chrome Web Store
+ Microsoft Edge Addons
« Mac app store

2. Add and confirm installation of the Citrix Workspace web extension via your preferred browser
app store.

3. Confirm the popup message that you want to add the web extension if necessary.

4. (Optional) Select the puzzle piece icon on the top right of the browser to pin the browser for
easy access.

5. Select Add Extension.

6. Select the pushpinicon to pin the extension.

The Citrix Workspace web extension is now installed.

For additional information about the Citrix Workspace web extension, see the Citrix Workspace web
extension blog.

Open Saa$S apps within your Citrix Workspace instance

If the Citrix Workspace web extension isn’t already enabled on your Workspace instance, follow these
steps:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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1. Select your account profile in the Workspace window.

2. Select Advanced from the profile menu.

3. Select Use Web Browser in the Apps and Desktops Launch Preference window.
4. Confirm Open Citrix Workspace Launcher in the popup window.

Your SaaS apps now open within your Citrix Workspace app window.

Citrix Workspace app feature matrix

Citrix Workspace app provides a gamut of features distributed across different platforms or operating
systems. With this feature matrix, you can clearly understand the availability of the features across
different platforms.

The Citrix Workspace web extension is accessible by any computer with a supported web browser and
an Internet connection. To use all features and functions of the Citrix Workspace web extension, the
following browser types are supported:

Browser name Version
Google Chrome Latest version
Microsoft Edge Latest version
Apple Safari Latest version
App Protection

May 27, 2024

App Protection is a feature for the Citrix Workspace app that provides enhanced security when using
Citrix Virtual Apps and Desktops published resources. App Protection is supported for on-premises Cit-
rix Virtual Apps and Desktops deployments, and Citrix DaaS (formerly Citrix Virtual Apps and Desktops
service) with StoreFront and Workspace. It means that App Protection is supported on all cloud en-
vironments, on-premises environments, and hybrid environments. App Protection is also supported
when you are connecting to StoreFront or Workspace via ADC Gateway.

Two policies provide anti-keylogging and anti-screen-capturing capabilities for a Citrix HDX session.
The policies along with a minimum of Citrix Workspace app 2203.1 LTSR for Windows, Citrix Workspace
app 2001 for Mac, or Citrix Workspace app 2108 for Linux can help protect data from keyloggers and
screen scrapers.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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When you enable anti-keylogging:

« Akeylogger sees encrypted keystrokes.
« This feature is active only when a protected window is in focus.

Anti-screen-capturing when enabled:

« On Windows OS and macOS, when you capture a screen, only the content of the protected win-
dow is blank. This feature is active when a protected window isn’t minimized. On the Linux OS,
the entire capture is blank. This feature is active whether a protected window is minimized or
not.

+ When using the Print Screen button in Windows OS to take screenshots, the data is not copied
to the clipboard. To take screenshots using the Print Screen button, minimize any protected

apps.

You can configure the policies through PowerShell and through Web Studio. For more information,
see Configure App Protection for virtual apps and desktops.

After buying this feature, make sure you enable the App Protection license.
Disclaimer:

App Protection policies work by filtering access to required functions of the underlying operating
system (specific API calls required to capture screens or keyboard presses). Doing so means that
App Protection policies can provide protection even against custom and purpose-built hacker
tools. However, as operating systems evolve, new ways of capturing screens and logging keys
might emerge. While we continue to identify and address them, we can’t guarantee full protec-

tion in specific configurations and deployments.

Citrix App Protection policies work effectively with underlying operating system components,
including ICA files. Citrix might not provide support if intentional tampering or modification of
the underlying components is detected, to provide the integrity of policies applied.

Check if App Protection is installed

Citrix Workspace app for Windows

Starting with Citrix Workspace app version 2212, App Protection is installed by default. However, the
component might be in an active or dormant state depending on whether the user selected the Start
App Protection after installation checkbox.

« For Citrix Workspace app versions before 2311:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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@ Citrix Workspace X

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Cancel

+ From Citrix Workspace app version 2311 onwards:

& Citrix Workspace

Add-on(s)

D Start App Protection after installation (%)

A

Install Cancel

For Citrix Workspace app versions before 2212, App Protection is installed and be in the active state
only if you select the Enable App Protection checkbox while installing Citrix Workspace app.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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@ Citrix Workspace

App protection

protect it from keylogging malware.,

|:| Enable app protection

uninstall Citrix Workspace app.
For more information, contact your system administrator,

Enable this option to prevent screen captures of the app, and to

Warning: You cannot disable this feature, To disable it, you must

Install

Cancel

App Protection can either be in the STOPPED state or RUNNING state.
To check the status of the service, do one of the following steps:

« For Citrix Workspace app version 2206 or later, run the following command:

sc query appprotectionsvc
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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[E¥ Command Prompt

Microsoft Windows [Version 10.0.19044.2604 ]
(c) Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32sc query appprotectionsvc

SERVICE_NAME: appprotectionsvc
TYPFE - 10 NTNl?iﬂWNipROFFQQ
STATE : 4 RUNNING
(STOPPABLE, NOT PAUSABLE, IGNORES SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)
SERVICE_EXIT CODE : @ (0x0)
CHECKPOINT : Ox0
WAIT HINT : OxO

C: \WINDOWS\system32>

+ For Citrix Workspace app versions before 2206, run the following command:

SC query entryprotectsvc
<!--NeedCopy-->

:\Users\ rims »sc guery entryprotectsvce

[SERVICE_NAME: entryprotectsvc
TYPE : 10 WIN32 OWN PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN3Z2_EXLT_CODE @ (Bx9)
SERVICE_EXIT_CODE : @ (ex®)
CHECKPOINT 3
WAIT_HINT

Note:

In Citrix Workspace app versions before 2212, if you didn’t select the Enable App Protection
checkbox while installing Citrix Workspace app and run the preceding command to check the

status, then it displays the following error message:

C:\Windows\system32>sc query appprotectionsvc
[SC] EnumQueryServicesStatus:OpenService FAILED 1060:

The specified service does not exist as an installed service.

App Protection behavior on different environments

The behavior of App Protection depends on how you access the resources that are configured with
App Protection policies. These resources include Virtual Apps and Desktops, internal web apps, and

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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SaaS$ apps. You can access these resources using a supported native Citrix Workspace app client or a
web browser. App Protection performs varyingly on different environments:

+ Unsupported Citrix Receivers or Citrix Workspace apps - The resources that are configured
with App Protection policies are not available.

+ Supported Citrix Workspace app versions - The resources that are configured with App Pro-
tection policies are available and launches properly.

+ Hybrid launch using Workspace store URL - The resources that are configured with App Pro-
tection policies are always available. To successfully launch the resources on a web browser
using the Workspace store URL, see App Protection for hybrid launch for Workspace.

+ Hybrid launch using StoreFront store URL - The resources that are configured with App Protec-
tion policies are not available if the StoreFront customization is not deployed. To successfully
launch the resources on a web browser using the StoreFront store URL, see App Protection for
hybrid launch for StoreFront.

Protection is applied under the following conditions:

« Anti-screen capture —For Citrix Workspace app for Windows and Citrix Workspace app for Mac,
it is enabled if any protected window is visible on the screen. To disable protection, minimize
all protected windows. For Citrix Workspace app for Linux, it is enabled if any protected window
is active. To disable protection, close all protected windows.

+ Anti-keylogging —Enabled if a protected window is in focus. To disable protection, change fo-
cus to another window.

What does App Protection protect?

App Protection protects the following Citrix windows:

« Citrix sign in windows

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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© Workspace

« Citrix Workspace app HDX session windows (For example, managed desktop)

[T S S—— x |

« Self-Service (Store) windows

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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(€ Citrix Workspace Q BB

‘ Home
Apps

= (q o

Desktops

Files

« Web and SaaS apps

- Citrix Workspace app for Windows and Citrix Workspace app for Mac - Web and Saa$S apps
open in the Citrix Enterprise Browser. If the apps are configured to have the App Protection
policies through the Citrix Secure Private Access, then App Protection is applied on a per
tab basis.

@ Citrix Workspace

cifrix

cifrix
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- Citrix Workspace app for Linux - Citrix Enterprise Browser is not supported.

What doesn’t App Protection protect?

« The following items under the Citrix Workspace apps icon in the navigation bar:

Connections Center

All links under Advanced Preferences
Personalize

Check for Updates

Sign Out

« Ifyou choose to protect a virtual desktop with anti-screen-capturing, users can still screen share
from apps within the virtual desktop. However, for the apps outside of the virtual desktop, you
can’t take screenshots, or record the virtual desktop.

Limitations

The following limitations exist by design:

« App Protection enabled virtual apps and desktops are blocked from launching when accessed
within RDP sessions.

+ Within the RDP session, App Protection isn’t supported on the Web and Saa$S apps opened using
the Citrix Enterprise Browser.

« App Protection is not supported in double-hop and multiple-hop scenarios.

« App Protection is not supported if you’re on an unsupported version of the Citrix Workspace
app or Citrix Receiver. In that case, resources are hidden.

« When the App Protection features are applied to virtual apps and desktops, outgoing screen
sharing might be affected if optimization is used.

« Citrix Workspace app with App Protection might not be compatible with some other security
solutions or apps using similar underlying technology.

+ App Protection is not supported when you launch resources from within the Citrix Secure
Browser, or with Remote Browser Isolation.

« In Citrix Workspace app for Linux, you’re unable to use snap applications when App Protection
is installed.

Contextual App Protection

Contextual App Protection provides the granular flexibility to apply the App Protection policies con-
ditionally for a subset of users - based on users, their device, and the network posture. For more
information, see the following articles:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16
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« Contextual App Protection for StoreFront
» Contextual App Protection for Workspace

App Protection for hybrid launch

Hybrid launch of Citrix Virtual Apps and Desktops is when you log in to Citrix Workspace app through
the browser (Citrix Workspace for Web), and use the applications through the native Citrix Workspace
app. Theterm hybrid is the result of users applying the combination Citrix Workspace app for Web and
the native Citrix Workspace app to connect and use the resources. App Protection supports hybrid
launch in Workspace and StoreFront. For more information, see the following articles:

+ App Protection for hybrid launch for Workspace
» App Protection for hybrid launch for StoreFront

System requirements and compatibility

March 21, 2024

System requirements

As a prerequisite, make sure that you have installed the Citrix Workspace app using administrator
rights.

Minimum versions of Citrix components

« Citrix Workspace app 2108 for Linux

« Citrix Workspace app 2203.1 LTSR for Windows

« Citrix Workspace app 2002 for Windows

« Citrix Workspace app 2305.1 for Windows (Store)

« Citrix Workspace app 2001 for Mac

» StoreFront 1912 LTSR

+ Delivery Controller 1912

« Valid Citrix licenses. For more information, contact your Citrix Sales Representative or Citrix
Partner.

Note:

If the users are on devices or Workspace app versions that don’t support App Protection, then

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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they can’t access the protected resources. The protected resources include Virtual Apps and
Desktops and Web and SaaS apps.

Licenses

The following section explains the different types of licenses available for App Protection based on
the products, platforms, and use cases.

IT-managed VDI For all editions of IT-managed VDI, App Protection is available as an add-on. For
more information, see IT-managed VDI.

Citrix Daas$ for Hyperscalers

e Azure
» Google
« AWS

CitrixDaaS Inthe Feature Matrix for Citrix DaasS article, navigate to Daa$S cloud Services > Security
and Monitoring > App Protection.

Citrix Secure Private Access App Protection is available as a standalone attachment for Citrix Se-
cure Private Access. For more information, navigate to Citrix cloud services > Citrix Secure Private
Access in the Service descriptions for Citrix Services article.

Citrix Universal subscription App Protection is included with the following services:

« Citrix Universal Premium
« Citrix Universal Premium Plus

Itis available as an add-on with the following editions:

« Citrix Universal Advanced
« Citrix Universal Advanced Plus

For more information, see this article.
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Operating system platforms

App Protection policies runtime is installed on the endpoint that you are connecting from and not on
the VDA you are connecting to. So, only the operating system version of the endpoint is significant.
(App Protection can connect to VDAs hosted on any supported operating systems described in Citrix
Virtual Apps and Desktops System requirements.)

The App Protection feature is supported on endpoints running the following operating systems:
+ Windows:

- Windows 11 (64-bit Edition)
- Windows 10 (32-bit and 64-bit Editions)
Note:

App Protection isn’t supported on the devices with Arm64 edition of the Windows
operating system.
+ macOS:
- High Sierra (10.13) and higher
+ Linux:

- 64-bit Ubuntu 22.04
- 64-bit RHEL9
- ARM64 Raspberry Pi OS (Based on Debian 11 (bullseye))

Note:

For App Protection, Citrix Workspace app for Linux requires a Gnome Display Manager along with
the supported operating systems.

Compatibility matrix

Compatibility matrix for Citrix Cloud based products

App Protection features compatible with Citrix Cloud based products are as follows:
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Feature Citrix Cloud Citrix Cloud Japan

Anti-keylogging and Yes Yes

Anti-screen capture for virtual

apps and desktops

Anti-keylogging and Yes No

Anti-screen capture for web or

SaaS apps

Anti-DLL for Windows Yes Yes through Group Policy
Object (GPO)

Anti-DLL Allow Listing Yes Yes through GPO

Global App Configuration Yes No

service (GACS)

Authentication or Self-Service Yes Yes through

plug-in screen protection for AuthManConfig.xml

Linux

Authentication or Self-Service ~ Yes through GACS Yes through GACS

plug-in screen protection for

Mac

Authentication or Self-Service ~ Yes Yes through GPO

plug-in screen protection for

Windows

CAS App Protection ScreenShot  Yes No

events

Contextual App Protection Yes Yes based on the user

Policy Tampering Detection Yes Yes

App Protection Posture Check  Yes Yes

Local App Allowlisting or Filter-  Yes Yes through GPO

Windows

Local App Protection - Windows  Yes Yes through GPO

App Protection features

May 30, 2024

This article highlights the App Protection features supported by Citrix Workspace app for Windows,
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Citrix Workspace app for Linux, and Citrix Workspace app for Mac.

Anti-keylogging

With encryption, App Protection’s anti-keylogging capabilities scramble the text the user is typing
for both physical and on-screen keyboards. The anti-keylogging feature encrypts the text before any
keylogging tool can access it from the kernel or OS level. A keylogger installed on the client endpoint
reading the data from the OS or driver captures the hashed text instead of the keystrokes that the user
is typing. App Protection policies are active not only for published applications and desktops, but for
Citrix Workspace authentication dialogs as well. Your Citrix Workspace is protected from the moment
when your users open the first authentication dialog. App Protection scrambles keystrokes, returning
indecipherable text to key loggers.

The admins can choose to enable anti-keylogging for the following types resources:

« Virtual Apps and Desktops

« Internal web and SaaS apps

« Authentication screens

+ Self-Service plug-in (SSP) screens

Anti-screen capture

Anti-screen capture prevents an app from trying to take a screenshot or recording the screen within a
virtual app or desktop session. The screen capture software can’t detect content within the capture
region. The area selected by the app grays out, or the app captures nothing instead of the screen
section that it expects to copy. The anti-screen capture feature applies to

snip and sketch, Snipping Tool, and Shift+Ctrl+Print Screen on Windows.

Another use case for anti-screen capture is preventing sharing of sensitive data in a virtual meeting or
web conferencing applications like GoToMeeting, Microsoft Teams, or Zoom. App Protection prevents
unintended sharing by returning a blank screen in web conferences when apps are protected. This
feature makes sure that the sensitive data isn’t accidentally leaked from the organization. This feature
can help with compliance in regulated industries, as the intention is not considered when disclosing
a data breach.

The admins can choose to enable anti-screen capture for the following types resources:

« Virtual Apps and Desktops

« Internal web and SaaS apps

« Authentication screens

« Self-Service plug-in (SSP) screens
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Note:

If you have launched two virtual desktops where one virtual desktop is enabled with the Anti-
screen capture feature and the other virtual desktop isn’t enabled with the Anti-screen capture
feature, then the Anti-screen capture feature is applicable for both the virtual desktops. You can’
t take the screenshot of either virtual desktops.

In case if you have minimized the virtual desktop that is enabled with Anti-screen capture, the
Anti-screen capture feature is still applicable for the virtual desktop without the Anti-screen cap-

ture feature.

Screen capture detection and notification

For Citrix Workspace app, you can view a notification when a possible attempt of screen capture is
made on any protected resources. For information on the resources protected by App Protection, see
What does App Protection protect?

The notification appears when there is an:

« attempt to take a screenshot or record video through a screen-capturing tool.
« attempt to take a screenshot through the Print Screen key.

Note:

« The notification appears only once per running instance of the screen capture tool. The
notification appears again if you relaunch the tool and try to capture the screen.

+ On Citrix Workspace app for Windows 2212 and later, sign-in windows and Self-Service
(Store) windows are not protected by default.

Anti-DLL Injection

The Anti-DLL Injection security enhancement helps protect the Citrix Workspace app from certain
unauthorized dynamic-link libraries (DLL) or untrusted modules. If such untrusted modules are in-
jected, the Citrix Workspace app detects these interventions and stops the modules from loading.
Also, if any untrusted or malicious DLL is detected before the session launch, App Protection blocks
the session launch and displays an error message. Closing the error message exits the virtual app and
desktop session.

This feature is applicable for all protected virtual apps and desktops and the Citrix Workspace app
authentication window (on-premises deployment/StoreFront).

This enhancement exits the session immediately when certain untrusted or malicious DLLs exist on
the protected component.
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Access 2016 X

e digital signature on wficazZ.exe 15 invald.[Error s [(no error text available
I The digital sig wfica32 isi lid.[E 11786 ilable)]
— Copy text to clipboard

Close

The enhancement displays a notification when an untrusted or malicious DLL is blocked. Closing the
message exits the virtual app and desktop session.

@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.

Disclaimer: This capability works by filtering access to required functions of the underlying operat-
ing system (specific API calls required to load DLLs). Doing so means that it can provide protection
even against certain custom and purpose-built hacker tools. However, as operating systems evolve,
new ways of loading DLLs can emerge. While we continue to identify and address them, we cannot
guarantee full protection in specific configurations and deployments.

This feature support Citrix Workspace app for Windows version 2206 and later.
Note:

Previously, anti-screen capture and anti-keylogging capabilities were enforced by default for Cit-
rix authentication and Citrix Workspace app screens. However, starting from 2212, these capa-
bilities are disabled by default and need to be configured using the Group Policy Object. For
information on the GPO configuration, see Enhancement to App Protection configuration.

Compatibility with HDX optimization for Microsoft Teams

Optimized Microsoft Teams supports screen sharing when Citrix Workspace app is enabled with App
Protection in the Desktop Viewer mode only. When you click Share content in Microsoft Teams, the
screen picker provides the following options:

+ Window option to share any open app - This option is displayed only if the VDA version is 2109
or later.
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+ Desktop option to share the contents on your VDA desktop - This option is displayed only for
the following versions of Citrix Workspace app:

- Citrix Workspace app for Linux version 2311 or later
- Citrix Workspace app for Mac version 2308 or later
- Citrix Workspace app for Windows version 2309 or later

Note:

For Citrix Workspace app for Linux, the Desktop share option is disabled by default. To enable it,
add the UseGbufferScreenSharing parameter in your config.json file as follows:

mkdir -p /var/.config/citrix/hdx_rtc_engine
vim /var/.config/citrix/hdx_rtc_engine/config.json

{

"UseGbufferScreenSharing":1
}

<!--NeedCopy-->

Optimized Microsoft Teams enabled with App Protection also supports the Citrix virtual monitor lay-
out which allows you to share each virtual monitor individually.

Limitation:
+ Optimized Microsoft Teams enabled with App Protection doesn’t support screen sharing
on Published Desktops enabled with Local App Access (LAA).

+ Client-rendered content such as Browser content using BCR cannot be captured or shared.
If you try to screen capture, it is displayed as a black screen.

Note:

For Citrix Workspace app for Linux, this feature is in Technical Preview.

Local App Protection (Preview)

App Protection offers enhanced security to defend customers against keyloggers, and accidental and
malicious screen capture at endpoints. Currently App Protection capabilities are only offered for Work-
space resources. With this feature, App Protection capabilities are extended to local apps on end-
points. Starting with Citrix Workspace app 2210 for Windows, App Protection can be applied to local
apps on Windows devices.

Register for the Preview of this feature using the Podio form.
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Policy Tampering Detection

Policy Tampering Detection feature prevents the user from accessing the virtual app or desktop ses-
sion if the App Protection anti-screen capture and anti-keylogging policies are tampered. If policy
tampering is detected, then the virtual app or desktop session is terminated.

Note:

The policy Tampering Detection feature will be enabled by default in a future version.

To configure Policy Tampering Detection, see Configure Policy tampering detection.

Posture Check

To detect and block launching virtual apps and desktops that are enabled with App Protection poli-
cies from Citrix Workspace app versions that do not support the Policy Tampering Detection feature,
enable App Protection Posture Check.

Note:

If Posture Check is enabled and you are using the Citrix Workspace app version that does not
support Posture Check, then the sessions enabled with App Protection policies are terminated.

To configure Posture Check, see Configure Posture Check.
Limitation:

Posture Check stops working intermittently when you are using Windows Workstation VDAs
hosted on Microsoft Azure with VDA 2308. This limitation is resolved in VDA version 2311 and
later.

App Protection with DoubleHop scenario

App Protection features are not supported in a double hop scenario. Double hop means a Citrix Virtual
Apps or Virtual Desktops session running within a Citrix Virtual Desktops session. You were allowed
to launch virtual apps and desktops that are enabled with App Protection policies in a double hop
scenario however the App Protection features were not applied.

Starting from the Citrix Workspace app for Windows 2309 version, a Windows Group Policy is intro-
duced which allows you to block launching virtual apps and desktops enabled with App Protection
policies in a double hop scenario. For more information about enabling the Block DoubleHop
Launch setting, see Enable Block DoubleHop Launch setting.
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Citrix Analytics Service for App Protection

When you use Citrix Virtual Apps and Desktops, user events corresponding to their activities and ac-
tions are generated. Citrix Analytics for Security has a feature named Self-service search that records
those user events and provides you the insights about them. Self-service search enables you to
find, filter, and explore those user events so that you can understand what user event is done and
act depending on the severity of the event. For more information about Self-service search, see Self-
service search.

Self-service search for Apps and Desktops hasaneventtype AppProtection.ScreenCapture

that allows you to determine if any attempts are made to take screenshots of the virtual apps or
desktops that are enabled with App Protection policies. For more information about how to search
for a user event, see Specify search query to filter events.

This service provides the following information:

Device ID

Protected App Titles
0S Extra Info
Screen Capture Tool Name

« Screen Capture Tool Path

=  CifriX | Analytic

Screen Capture Allow List

If Citrix Workspace app, virtual apps and desktops, or SaaS apps are enabled with the App Protection
Anti-screen capture policy, then you can’t capture their screens using any screen-capturing tool.

However, starting from the Citrix Workspace app for Windows 2402 release, the Screen Capture Allow
List feature enables you to add an app to the screen capture allow list. This feature enables you to
use the allow listed app and capture the screen of the resource enabled with the App Protection Anti-

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 26


https://docs.citrix.com/en-us/security-analytics/self-service-search
https://docs.citrix.com/en-us/security-analytics/self-service-search
https://docs.citrix.com/en-us/security-analytics/self-service-search/self-service-search-virtual-apps-desktops#specify-search-query-to-filter-events

Citrix Workspace app

screen capture policy. Toadd an app to the screen capture allow list, see Configure the Screen Capture
Allow List.

Important:

It isn’t recommended to run an allow-listed app on your device for a longer period because it
decreases the security posture. You can use the allow-listed apps for sharing your screen tem-
porarily during scenarios such as troubleshooting. Itis recommended to adhere to the following

conditions:

+ Run the allow-listed app for a short period along with the resource enabled with the App
Protection Anti-screen capture feature.

« Terminate the allow-listed app immediately after the required task is completed.

« Add a watermark when sharing the screen while using the resource enabled with the App

Protection Anti-screen capture feature for more security.

Process exclusion list

Whenyou launch any process or application on your device, App Protection DLLs are injected into each
process if the App Protection is enabled. Sometimes, this might cause the process or application not

to work due to compatibility issues with the DLL.

Starting from the Citrix Workspace app for Windows 2402 release, you can add any process to the
Process exclusion list to avoid the injection of the App Protection DLL into that particular process and
recover from any compatibility issues caused by the presence of App Protection DLLs. To configure
the Process exclusion list, see Configure Process exclusion list.

Important:

It’s not recommended to exclude processes as it decreases the security posture. You can use
this to temporarily unblock the usage of the application and raise a support ticket for further

investigation.

USB Filter Driver Exclusion List

Sometimes, when you’re using specialized external keyboards such as gaming keyboards with the
Citrix Workspace app, the App Protection USB Filter Driver might cause compatibility issues and block
you from using the keyboard.

Starting from the Citrix Workspace app for Windows 2402 release, the USB Filter Driver Exclusion List
feature allows you to exclude any USB device that has compatibility issues with the Citrix Workspace
app using the device Vendor ID and Product ID. To add any device to the USB Filter Driver Exclusion
List, see Configure USB Filter Driver Exclusion List.
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Note:

It isn’t recommended to exclude devices permanently. Use this feature to temporarily unblock
the user from using the device and raise a support ticket to investigate the compatibility issue
further.

Configure App Protection

March 18,2024

App Protection provides enhanced security when you use the Citrix Workspace app. The feature re-
stricts the ability of clients to be compromised with keylogging and screen-capturing malware. App
Protection prevents exfiltration of confidential information, such as user credentials and sensitive in-
formation displayed on the screen. The feature prevents users and attackers from taking screenshots
and from using keyloggers to glean and exploit sensitive information.

This article explains how to configure App Protection on Citrix Workspace app on different plat-
forms.

App Protection is available on Citrix Workspace app for the following platforms:

« Citrix Workspace app for Windows
« Citrix Workspace app for Linux
« Citrix Workspace app for Mac

Disclaimer

App Protection policies filter the access to required functions of the underlying operating system.
Specific API calls are required to capture screen or keyboard presses. App Protection policies
provide protection even against custom and purpose-built hacker tools. However, as operating
systems evolve, new ways of capturing screens and logging keys might emerge. While we con-
tinue to identify and address them, we can’t guarantee full protection in specific configurations
and deployments.

Citrix Workspace app for Windows
Prerequisites

« Citrix Virtual Apps and Desktops Version 1912 LTSR or later.

« StoreFront version 1912 LTSR or Workspace.
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« Citrix Workspace app version 2203.1 LTSR or later.
« Avalid App Protection license

« Starting from Citrix Workspace app version 2212, the App Protection component is installed by
default during the Citrix Workspace app installation.

The Enable App Protection checkbox that appears during the installation is replaced with Start
App Protection after installation.

- For Citrix Workspace app versions before 2311:

@ Citrix Workspace e

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Cancel

- From Citrix Workspace app version 2311 onwards:
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@ Citrix Workspace

Add-on(s)

E] Start App Protection after installation (%)

[ 3

Install Cancel

When you select this checkbox, App Protection starts immediately after the installation.

Note:

If you don’t enable this checkbox, App Protection automatically starts upon the first start
of a protected resource or component for customers who are entitled to App Protection.

Configure

Configure the following App Protection features for Citrix Workspace app for Windows:

+ Anti-keylogging and Anti-screen capture:

- For Virtual Apps and Desktops, see Configure Anti-keylogging and Anti-screen capture for
Virtual Apps and Desktops.

- For Web and Saa$S Apps, see Configure Anti-keylogging and Anti-screen capture for Web
and SaaS Apps.

- For Authentication and Self-Service Plug-in:

* Using Global App Configuration service Ul, see Configure Anti-keylogging and Anti-
screen capture for authentication and self-service plug-in using Global App Configu-
ration service Ul

* Using Group Policy Object, see Configure Anti-keylogging and Anti-screen capture for
authentication and self-service plug-in using Group Policy Object

* Using API, see Configure Anti-keylogging and Anti-screen capture for authentication
and self-service plug-in using GACS API

+ To configure the Anti-DLL Injection feature, see Configure Anti-DLL Injection feature.
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+ To configure App Protection Policy Tampering, see Configure App Protection Policy Tampering.
+ To configure App Protection Posture Check, see Configure App Protection Posture Check.
+ To enable Block DoubleHop Launch setting, see Block DoubleHop Launch.

Limitations

+ This feature is supported only on desktop operating systems such as Windows 11 and Windows
10.

« Starting with Version 2006.1, Citrix Workspace app isn’t supported on Windows 7. So, App Pro-
tection doesn’t work on Windows 7. For more information, see Deprecation.

« This feature isn’t supported over Remote Desktop Protocol (RDP).

Command-line interface

You can start the App Protection component using the /startappprotection command line pa-
rameter. However, the previous /includeappprotection switchis deprecated.

The following table provides information on screens protected depending on deployment:

App Protection deployment Screens protected Screens not protected
Included in Citrix Workspace Self-service plug-in and Connection Center, Devices,
app Authentication manager /User  Citrix Workspace app error
credentials dialog messages, Auto client
reconnect, Add account
Configured on the Controller ICA session screen (both apps Connection Center, Devices,
and desktops) Citrix Workspace app error

messages, Auto client
reconnect, Add account

When you’re taking a screenshot, only the protected window is blacked out. You can take a screen-
shot of the area outside the protected window. However, if you’re using the PrtScr key to capture a
screenshot on a Windows 10 device, you must minimize the protected window.

Previously, anti-screen capture and anti-keylogging capabilities were enforced by default for Citrix
authentication and Citrix Workspace app screens. However, starting from 2212, these capabilities are
disabled by default and need to be configured using the Group Policy Object.

Note:

This GPO policy isn’t applicable for ICA and SaaS sessions. The ICA and SaaS sessions continue
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to be controlled using the Delivery Controller and Citrix Secure Private Access.

App Protection enhancement:

From Citrix Workspace app for Windows 2305 and later, anti-keylogging is enabled on the authentica-
tion and self-service plug-in screens if one of the following criteria is met:

+ You have enabled App Protection using one of the following:

- Select the Start App Protection checkbox during installation.
- Start the App Protection component using the [startappprotection command line para-

meter.

« If you haven’t selected the Start App Protection checkbox or used the [startappprotection
command line parameter during the installation, then the anti-keylogging protectionis enabled
after launching the first protected resource.

Note:

The Global App Configuration service and Group policy objects settings override the preceding
behavior. For example, if you’ve disabled the GACS or GPO policy for these screens, then the
anti-keylogging isn’t enabled on the authentication and SSP screens.

Citrix Workspace app for Linux

Starting with version 2108, the App Protection feature is now fully functional. This feature supports the
Virtual Apps and Desktops, and is enabled by default. However, you must configure the App Protection
feature in the AuthManConfig.xml file to enable it for the authentication manager and the self-
service plug-in interfaces.

Prerequisite

App Protection works best with the following operating systems along with the Gnome Display Man-
ager:

+ 64-bit Ubuntu 22.04, Ubuntu 20.04, and Ubuntu 18.04
 64-bit Debian 10 and Debian 9

« 64-bit CentOS7

o 64-bit RHEL 7

« ARMHF 32-bit Raspberry Pi OS (Based on Debian 10 (buster))
ARM64 Raspberry Pi OS (Based on Debian 11 (bullseye))
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Note:

If you’re using Citrix Workspace app earlier than version 2204, the App Protection feature does
not support the operating systems that use glibc 2.34 or later.

If you install the Citrix Workspace app with App Protection feature enabled on the OS that uses
glibc 2.34 or later, the OS boot might fail on restarting the system. To recover from the OS boot
failure, do one of the following:

+ Reinstall the OS.
+ Go to Recovery mode of the OS and uninstall the Citrix Workspace app using the terminal.

« Boot through the live OS and removetherm -rf /etc/1ld.so.preload file fromthe
existing OS.

Installing the App Protection component

1. When you install the Citrix Workspace app using the tarball package, the following message
appears: Do you want to install the App Protection component? Warning: You can’t disable
this feature. To disable it, you must uninstall Citrix Workspace app. For more information,
contact your system administrator. [default SINSTALLER_N]:

2. EnterY to install the App Protection component. App Protection isn’t installed by default.

3. Restart your machine for the changes to reflect. App Protection works as expected only after
you restart your machine.

Installing the App Protection component on RPM packages Starting with Version 2104, App Pro-
tection is supported on the RPM version of Citrix Workspace app.

To install App Protection, do the following:

1. Install Citrix Workspace app.

2. Install the App Protection ctxappprotection<version>.rpm package from the Citrix
Workspace app installer.
3. Restart the system for the changes to reflect.

Installing the App Protection component on Debian packages Starting with Version 2101, App
Protection is supported on the Debian version of Citrix Workspace app.

To install the App Protection component, run the following command from the terminal before in-
stalling Citrix Workspace app:

export DEBIAN_FRONTEND="noninteractive"
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sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"

sudo debconf-show qicaclient
* app_protection/install_app_protection: yes

sudo apt 1install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

Starting with Version 2106, Citrix Workspace app introduces an option to configure the anti-
keylogging and anti-screen capturing functionalities separately for both the authentication manager

and self-service plug-in interfaces.

Configure

Configure the following App Protection features for Citrix Workspace app for Linux:

To configure Anti-keylogging and Anti-screen capture for Authentication screen, see Configure
using AuthManConfig.xml for authentication manager.

To configure Anti-keylogging and Anti-screen capture for the Self-Service Plug-in screen, see
Configure using AuthManConfig.xml for the Self-Service Plug-in interface.

To configure Anti-keylogging and Anti-screen capture for Virtual Apps and Desktops, see Config-
ure Anti-keylogging and Anti-screen capture for Virtual Apps and Desktops.

To configure App Protection Policy Tampering, see Configure App Protection Policy Tampering.
To configure App Protection Posture Check, see Configure App Protection Posture Check.

Citrix Workspace app for Mac

Configure the following App Protection features for Citrix Workspace app for Mac:

For configuring Anti-keylogging and Anti-screen capture for Authentication and Self-Service
Plug-in using Global App Configuration service Ul, see Configure Anti-keylogging and Anti-
screen capture for authentication and self-service plug-in using Global App Configuration
service UL.

For configuring Anti-keylogging and Anti-screen capture for Authentication and Self-Service
Plug-in using API, see Configure Anti-keylogging and Anti-screen capture for authentication and
self-service plug-in using GACS API.

To configure Anti-keylogging and Anti-screen capture for Virtual Apps and Desktops, see Config-
ure Anti-keylogging and Anti-screen capture for Virtual Apps and Desktops.

To configure Anti-keylogging and Anti-screen capture for Web and SaaS Apps, see Configure
Anti-keylogging and Anti-screen capture for Web and SaaS Apps.

To configure App Protection Policy Tampering, see Configure App Protection Policy Tampering.
To configure App Protection Posture Check, see Configure App Protection Posture Check.
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Recommendation

App Protection policies are primarily focused on enhancing the security and protection of an endpoint.
Review all other security recommendations and policies for your environment. You can use a Security
and Control policy template for a recommended configuration in environments with low tolerance
to risk. For more information, see Policy templates.

Configure Anti-keylogging and Anti-screen capture

March 18,2024

You can configure Anti-keylogging and Anti-screen capture for the following:

» Authentication and self-service plug-in
« Virtual Apps and Desktops
« Web and SaaS apps

Configure Anti-keylogging and Anti-screen capture for authentication and self-service
plug-in

You can configure Anti-keylogging and Anti-screen capture for authentication and self-service plug-in
using the following methods:

Citrix Workspace app Citrix Workspace app Citrix Workspace app

Configuration method  for Linux for Mac for Windows
Using Group Policy No No Yes

Object

Using Global App No Yes Yes
Configuration service

Using Yes No No
AuthManConfig.xml

Using Group Policy Object

1. Open the Citrix Workspace app Group Policy Object administrative template by running
gpedit.msc.

2. Under the Computer Configuration node, go to Administrative Templates > Citrix Compo-
nents > Citrix Workspace.
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3. Depending on whether you’re configuring App Protection for an authentication manager, or
self-service plug-in, use one of the following steps:

+ Authentication manager

To configure anti-keylogging and anti-screen-capturing for the authentication manager,
select User authentication > Manage App Protection policy.

+ Self-service plug-in interface

To configure anti-keylogging and anti-screen capturing for the self-service plug-in inter-
face, select Self Service > Manage App Protection policy.

4. Select one or both the following options:

+ Anti-key logging: Prevents keyloggers from capturing keystrokes.
+ Anti-screen capturing: Prevents users from taking screenshots and sharing their screen.

5. Click Apply and OK.

Expected Behavior:

The expected behavior depends upon the method by which you access the StoreFront that has the
protected resources.

Using Global App Configuration service Ul

Starting with Citrix Workspace app for Windows 2302 or Citrix Workspace app for Windows 2301 ver-
sions, Citrix Workspace app allows you to configure App Protection for authentication screens and
self-service plug-in using Global App Configuration service (GACS).

If you enable the anti-keylogging and the anti-screen capturing functionality using the GACS, they’re
applicable to both authentication and self-service plug-in screens.

Note:

+ Configuring anti-keylogging or anti-screen capture for authentication and self-service plug-
in using GACS is applicable for Citrix Workspace app for Windows and Citrix Workspace app
for Mac. Itisn’t applicable for Citrix Workspace app for Linux.

+ The GACS configurations don’t apply for Virtual App and Desktops, and web and Saa$S apps.
These resources continue to be controlled using the Delivery Controller and Citrix Secure
Private Access.

« Starting with the Citrix Workspace app for Mac 2311 version, you can configure App Pro-
tection for the Authentication and Self-Service plug-in using the Global App Configuration
service Ul for both cloud stores and on-premises. However, if you’re using Citrix Workspace
app for Mac earlier than the 2311 version, then you can configure it only for cloud stores.
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Administrators can configure App Protection using the Workspace Configuration Ul:

1. Sign in to your Citrix Cloud account and select Workspace Configuration.

B o low
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My Services v
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Identity and Access Management

Network Locations.

Resource Locations

Licensing

My Services (5)
Workspace Configuration
Support Tickets
Notifications Security, performance
System Log
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D1

oo

Library Offerings Resource Locations Domain Notifications
(View Library ) (CEditorAddNew ) (ChddNew ) CViewAll )
a0 536233 N a0 536283 5 36233
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Daas$ service profile xaccpl Remote Browser Isolation (&) Secure XAXD service profile xaccpl
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2. Select App Configuration > Security and Authentication > App Protection.

citrix

Home > Warkspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize  ServiceIntegrations  Sites | App Configuration

Workspace URL  hitps//arppauto.cloud.com

View configured settings

Updates and Plug-ins

Enterprise Browser

> App Experience

* Security and Authentication

App Protection

Authentication

Security Preferences

> Session Experience

» HOX and Multimedia

Anti Key Logging

Enables.

Anti Screen Capture

Enables. 3

Koystrokes.

0 Android

Production ©

Mac

(7] windows

O chromeos O Hmis 0 ws
scroens.
Enabled Configured

 Submit Feedback

Switch URL

1Configured, 0 Unsaved A

®

3. Click Anti Screen Capture and then select the relevant Operating System (Windows or Mac).

4. Click the Enabled toggle button and then click Publish Drafts.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

37



Citrix Workspace app

cifrix

Home > Workspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize  Servicelntegrations  Sites  Service Continuity  App Configuration

Workspace URL  hitpsi/techdummy.cloud.com

View configured settings

Search Configurati
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6. Click the Enabled toggle button and then click Publish Drafts.
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Sites i
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View configured settings
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(D producton @
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Updates and Plug-ins Anti Key Logging

Enterprise Browser

> App Experience
Mac Enabled

 Security and Authentication
App Protection

Windows
Authentication O window

Security Preferences

Configured

> Session Exper

> HDX and Multimedia

> Accessories Anti Sereen Capture

Reset all to default

Anti-DLL Injection

ibraries (OLU or "
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7. In the Publish Settings dialog box, click Yes.

& submit Feedback

0 Configured, 0 Unsaved
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Publish Settings

Do you want to publish these settings in Production?

Using Global App Configuration service API

The administrators can use the API to configure these App Protection features. The settings are as
follows:

+ Setting to enable or disable anti-screen capturing:

“name”: “enable anti screen capture for auth and ssp”
“value™ “true”or “false”

+ Setting to enable or disable anti-keylogging:

“name”: “enable anti key-logging for auth and ssp”
“value”: “true”or “false”

Example: Following is a sample JSON file to enable anti-screen capture and anti-keylogging features
for Citrix Workspace app in GACS:

1 {

2

3

4 "category": "App Protection",
5

6 "userOverride": true,

-

8 "assignedTo": [

o)

10 "AllUsersNoAuthentication"
11

12 1,

13
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"settings": [

{
"name": "enable anti screen capture for auth and ssp",
"value": true

}

)

{
"name": "enable anti key-logging for auth and ssp",
"value": true

}

13

Using AuthManConfig.xml for an authentication manager

Navigate to $ICAROOT /config/AuthManConfig.xml and edit the file as follows:

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeyLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

Using AuthManConfig.xml for the Self-Service Plug-in interface

Navigate to $ICAROOT /config/AuthManConfig.xml and edit the file as follows:

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice App Protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeylLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>
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<!--NeedCopy-->

Configure Anti-keylogging and Anti-screen capture for Virtual Apps and Desktops

Two policies provide anti-keylogging and anti-screen capturing functionality in a session. You can
configure Anti-keylogging and Anti-screen capture for Virtual Apps and Desktops as follows:

Note:

From version 2103, Citrix DaaS supports App Protection with StoreFront and Workspace.

Using Web Studio

To configure Anti-keylogging and Anti-screen capture for Citrix Virtual Apps or Desktops through Web
Studio, do the following steps:

1. App Protection requires XML trust. To enable XML trust, do the following steps:

a) Sign in to your Citrix Daa$S account and go to Manage > Settings > Enable XML trust.

= CilrX | paasPremium s o |® v

Manage Vv  Monitor All tenants v Downloads

@ rone Settings

Q searc The followin settings appiy o al resources

Enable DNS resolution

b) Turn on the Enable XML trust toggle.
2. To choose an App Protection method for a delivery group, do the following steps:

a) In Citrix DaaS, go to Manage > Delivery Groups.

b) Select a delivery group and then click Edit in the action bar.
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~ | Downloads

®co

PR oABNFrRaldd OB

c) Click App Protection and then select Anti-keylogging and Anti-screen capturing check-
boxes.

Edit Delivery Group %
TSVDA_1_Protected

Users App Protection
Desktops App Protection, an add-on feature for the Citrix Workspace app, provides enhanced security for Citrix
published The feat des anti-keylogging and anti-scr

capabilities for client sessions, helping protect data from keyloggers and screen scrapers Before using

Application Prelaunch
the feature, make sure that the system requirements are et

Application Lingering

Choose what to enable for this delivery group:
8 Antikeylogsing
loge

User Settings

StoreFront

App Protection

Scopes

the pi content is blank. This feature is active

ture is active whether a protected window is

minimized or not.

Access Policy

Restart Schedule

License Assignment

d) Click Save.

Using PowerShell

Note:

In a Citrix DaaS environment, use the cmdlets in the Citrix Virtual Apps and Desktops Remote
PowerShell SDK on any machine (apart from Citrix Cloud Connector machines) to issue the com-
mands in this section.

Enable the following properties for the App Protection Delivery Group using the Citrix Virtual Apps
and Desktops SDK on any installed Delivery Controller machine or on a machine with a stand-alone
Studio installed that has the FMA PowerShell snap-ins installed.

« AppProtectionKeylLoggingRequired: True
« AppProtectionScreenCaptureRequired: True

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 42


https://docs.citrix.com/en-us/citrix-daas/sdk-api.html#citrix-daas-remote-powershell-sdk
https://docs.citrix.com/en-us/citrix-daas/sdk-api.html#citrix-daas-remote-powershell-sdk
https://developer-docs.citrix.com/projects/citrix-virtual-apps-desktops-sdk/en/latest/
https://developer-docs.citrix.com/projects/citrix-virtual-apps-desktops-sdk/en/latest/

Citrix Workspace app

You can enable each of these policies individually per Delivery Group. For example, you can configure
keylogging protection only for DG1, and screen capture protection only for DG2. You can enable both
policies for DG3.

Example:

To enable both policies for a Delivery Group naming DG3, run the following command on any Delivery
Controller in the site:

Set-BrokerDesktopGroup —-Name DG3 -AppProtectionKeylLoggingRequired
$true -AppProtectionScreenCaptureRequired S$true

To validate the settings, run this cmdlet:

Get-BrokerDesktopGroup -Property Name, AppProtectionKeylLoggingRequired
, AppProtectionScreenCaptureRequired | Format-Table -AutoSize

Also, enable XML trust:
Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true

Make sure that you secure the network between the StoreFront and the Broker. For more information,
see Knowledge Center articles CTX236929 and Securing the XenApp and XenDesktop XML Service.

Configure Anti-keylogging and Anti-screen capture for Web and SaaS apps

Web and SaaS apps open in the Citrix Enterprise Browser for Citrix Workspace app for Windows and
Citrix Workspace app for Mac. If the apps are configured to have the App Protection policies via the
Citrix Secure Private Access, then App Protection is applied on a per tab basis.

Configure App Protection for Web and SaaS apps using the following:

+ To configure App Protection for Web and Saa$S apps for Workspace, see Citrix Secure Private
Access for Citrix Workspace.

« To configure App Protection for Web and SaaS apps for StoreFront, see Citrix Secure Private
Access support for StoreFront.

Configure Anti-DLL Injection

February 28, 2024

By default, the Anti-DLL Injection feature is disabled. You can enable this feature using the follow-
ing:

+ Group Policy Object (GPO)
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+ Global App Configuration service (GACS)

Configure using Group Policy Object

The following policies are added to configure the Anti-DLL Injection feature:

« Anti-DLL Injection
+ Anti-DLL Injection Module Allow List

Using the Anti-DLL Injection policy

Use this policy to enable or disable the Anti-DLL Injection feature. When this policy is not configured,
the Anti-DLL Injection feature is disabled. The possible values are:

+ Enabled -The Anti-DLL Injection feature is enabled for Citrix Authentication Manager, Citrix
Workspace app Ul, and Citrix Virtual Apps and Desktops. Administrators can select the required
components to enable the Anti-DLL Injection feature.

+ Disabled —The Anti-DLL Injection feature is disabled for Citrix Authentication Manager, Citrix
Workspace app Ul, and Citrix Virtual Apps and Desktops.

To enable the Anti-DLL Injection policy, do the following steps:

1. Open the Citrix Workspace app Group Policy Object administrative template by running the fol-

lowing command:
gpedit.msc

2. Under the Computer Configuration node, go to Administrative Templates > Citrix Compo-
nents > Citrix Workspace > App Protection > Anti-DLL Injection.
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3. Click the Anti-DLL Injection policy and select Enabled. All the components are selected. How-
ever, you can modify the selection of the components from the Options section.
& Anti-DLL Injection [m} X

E: Anti-DLL Injection Previous Setting ext Se

(O Not Configured Comment: a

© Enabled

) Disabled N
Supportedon: ) citriy Workspace supported platforms .

Options: Help:

. Citrix Auth Manager Use this policy to enable/disable Anti-DLL Injection for Citrix Auth | *

Manager, Citrix Workspace app Ul and Citrix Virtual Apps and
@ Citrix Workspace app Ul Desktops.

. ) By default Anti-DLL injection is disabled.
@ Citrix Virtual Apps and Desktops

When the policy is:
Not Configured - Anti-DLL injection is disabled.

Enabled - User can configure Anti-DLL injection individually for
Citrix Auth Manager, Citrix Workspace app Ul and Citrix Virtual
Apps and Desktops.

Disabled - Anti-DLL injection will be disabled for Citrix Auth
Manager, Citrix Workspace app Ul and Citrix Virtual Apps and
Desktops.

Cancel Apply

4. Click OK.
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Using the Anti-DLL Injection Module Allow List policy

As an Administrator, you can use this policy to exclude any DLL from the Anti-DLL Injection feature.
Citrix recommends you to use this policy only to handle any exceptional scenario. When this policy is
not configured, no DLL is part of the allow list. All the DLLs are included for the anti-DLL protection.
The possible values are:

« Enabled - Excludes DLLs that are added in the allow list from the anti-DLL protection.
+ Disabled - Clears the list of DLLs added to the allow list.

To enable the Anti-DLL Injection Module Allow List policy, do the following steps:

1. Open the Citrix Workspace app Group Policy Object administrative template by running the fol-
lowing command:

gpedit.msc

2. Under the Computer Configuration node, go to Administrative Templates > Citrix Compo-
nents > Citrix Workspace > App Protection > Anti-DLL Module Allow List.

Anti-DLL Injection

Select an ten to view its description.

3. Click the Anti-DLL Module Allow List policy and select Enabled.
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& Anti-DLL Module Allow List (m] X
[} Anti-DLL Module Allow List Next Setting

() Not Configured ~ Comment:

© Enabled

() Disabled

Supported on: ADMX Migrator encountered a policy that does not have a supportedOn value.

Options: Help:

The DLL Allow List policy allows admins to exclude any DLL from

Anti-DLL Injection Module Allow List
the Anti-DLL protection.

[
(s I When the policy is:

"filePath". " C\\Program Files (xB6)\\trusted\"

EEEEE—— Naot Configured - No DLL is part of the allow list. Includes all the

DLLs during the Anti-DLL protection.

Enabled - Excludes DLLs mentioned in the allow list from the
Anti-DLL protection.

Disabled - Clears the DLL allow list. DLLs need to be configured
again when policy is enabled.

The Module Allow List field allows admins to add DLL
information that can be excluded from the Anti-DLL protection.
Sample format to add DLL to the allow list:
[

{
“filePath™ " C:\\Program Files (x86)\\trusted\\messageboxdIl"

0K Cancel Apply

4. Add the list of modules that you want to exclude from the anti-DLL protection in the Anti-DLL
Injection Module Allow List field.
Sample format to add DLL to the allow list:

I

"filePath":"C:\\Program Files (x86)\\trusted\\messagebox.
dii"

"filePath":"%PROGRAMFILES%\\trusted\\logging.dll"

]
<!--NeedCopy-->

5. Click OK.

Configure using the Global App Configuration service

The Administrators can use GACS to configure the Anti-DLL Injection feature. The settings are as fol-

lows:
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« antidllinjection —Add the required modules that you want to enable the anti-DLL Injection fea-
ture

« anti dll module allow list —~Add the required DLLs that you want to exclude from the anti-DLL
protection

For more information, see Global App Configuration service.

The following is a sample JSON file for enabling anti dll injection and anti dll module allow list for
Citrix Workspace app for Windows in GACS:

{

"serviceURL": {

"url": "https://tuleshtest.cloudburrito.com:443"
}

)

"settings": {
"appSettings": {

"windows": [

{

"category": "App Protection",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"assignmentPriority": 0,
"settings": [
{

"name": "anti dll injection",
"value": [
"Citrix Auth Manager",
"Citrix Virtual Apps And Desktops",
"Citrix Workspace app UI"
]
}

"name": "anti dll module allow list",
"value": [

{

"filePath": "C:\\Program Files (x86)\\Citrix\\ICA
Client\\wfica32.exe"

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 48


https://developer-docs.citrix.com/en-us/server-integration/global-app-configuration-service/overview.html

Citrix Workspace app

"filePath": "C:\\Program Files (x86)\\Citrix\\ICA
Client\\AuthManager\\AuthManSvr.exe"

+
]
}
]
+
]
b
)
"name": '"name",
"description": "desc",
"useForAppConfig": true

}
}

<!--NeedCopy-->

Configure Policy Tampering Detection

February 28,2024

Prerequisites

To configure Policy Tampering Detection feature, make sure that you have the following:

« For cloud deployments - Cloud Desktop Delivery Controller version 115 or later

« For on-premises deployments - Citrix Virtual Apps and Desktops version 2308 or later
+ Windows Virtual Delivery Agent Installer version 2308 or later

« For Windows - Citrix Workspace app for Windows 2309 or later

« For Mac - Citrix Workspace app for Mac 2308 or later

« For Linux - Citrix Workspace app for Linux 2308 or later

To enable Policy Tampering Detection, the admin must start the Citrix AppProtection Service on the
TS/WS VDAs which are hosting the virtual apps and desktops configured with App Protection.

Do one of the following steps to enable Policy Tampering Detection:

+ Using the command prompt:
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1. On the leftmost of the taskbar, click the Search icon. Type emd and then click Run as
administrator. The Command Prompt screen appears.

2. Run the following commands:

sc config ctxappprotectionsvc start=auto
sc start ctxappprotectionsvc

<!--NeedCopy—-->

+ Using the user interface:

1. Onthe leftmost of the taskbar, click the Search icon. Type services.msc and press Enter.
The Services screen appears.

2. Select Citrix AppProtection Service and then click Start.
3. Right-click Citrix AppProtection Service and then select Properties.

4. Select General>Startup type >Automatic and then click OK to make sure thatthe service
starts automatically when the system starts.

Policy Tampering Detection feature is enabled successfully.

To detect and block prior versions of Citrix Workspace app that do not support Policy Tampering De-
tection, configure App Protection Posture Check. For more information about App Protection Posture
Check, see App Protection Posture Check.

Configure App Protection Posture Check

February 28,2024

To enable App Protection Posture Check, configure the new VDA Citrix Policy that is related to this
feature.

Prerequisites

Make sure that you have the following:

« For cloud deployments - Cloud Desktop Delivery Controller version 115 or later

+ For on-premises deployments - Citrix Virtual Apps and Desktops version 2308 or later
« Windows Virtual Delivery Agent Installer version 2308 or later

« For Windows - Citrix Workspace app for Windows 2309 or later

« For Mac - Citrix Workspace app for Mac 2308 or later
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+ For Linux - Citrix Workspace app for Linux 2308 or later

Configure the new VDA Citrix Policy for Posture Check as follows:

Note:

This new VDA Citrix Policy can be deployed using both Citrix Studio and Web Studio. The follow-
ing procedure is deployed via Citrix Studio and you can use the same procedure for Web Studio

also.

1. Open the Citrix Studio app on the Desktop Delivery Controller (DDC) for on-prem or Web Studio
for Cloud deployments and then select Policies.

2. Under Actions, select Policies > Create Policy.

3. Click the All Settings drop-down menu and select App Protection under ICA.

Create Policy

Studio

Settings
Users and Machines

Summary

Select settings

| (a1 Versions) - |

All Settings = ]| Search

Settings: 0 selected

b Accelerate folder mirro|

b Active Directory action|

¥ Active write back

} Active write back on se

b Active write back regisf

b Adaptive audio

» Advance warning frequ

All Settings

Computer setting - Profi
Not Configured (Defaul

Computer setting - Profi
Not Configured (Defaulq

Computer setting - Profi
Not Configured (Default

Computer setting - Profi
Not Configured (Default

Computer setting - Profi
Not Configured (Default

User setting - ICA\Audio
Mot Configured (Default

Computer setting - Conn

Connector for Configuration Manager 2012

ICA
Adobe Flash Delivery

Flash Redirection

Audio
Auto Client Reconnect
Bandwidth
Bidirectional Content Redirection
Client Sensors
Location
Desktop Ul
End User Menitoring
Enhanced Desktop Experience

File Redirection

7]

* Lelected only

0l

Select
Select
Select
Select
Select

Select

Cancel

4. Select Posture check for Citrix Workspace app and then click Select.
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Create Policy
StUdiO Select settings

(All Versions) - ” App Protection - ” Search £
Settings: 0 selected [ ] View selected only

Settings

y P Posture check for Citrix Workspace App
Users and Machines Computer setting - ICAVApp Protection
Summary Not Configured (Default: )

c a— Cancel

The Edit Setting window appears.
5. Clear the Use default value checkbox.

6. Click Add and enter the relevant values from the following:

« Windows-AntiScreencapture

Windows-AntiKeylogging

Linux-AntiScreencapture

Linux-AntiKeylogging

Mac-AntiScreencapture

Mac-AntiKeylogging

For example, If you’ve added “Windows-AntiScreencapture”and “Windows-AntiKeylogging”
, then the Citrix Workspace app for Windows that supports Posture Check and has these
capabilities is allowed to connect to the VDA.
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Edit Setting

Posture check for Citrix Workspace App

Values:

| Windows-AntiKeylogging

| Linux-AntiScreencapture

| Mac-AntiScreencaptu rel

O]
B

c|[<]l<]

[ ] Use default value:

¥ Applies to the following VDA versions
Virtual Delivery Agent: 2308 Multi-session 05, 2308 Single-session O3

¥ Description
App Protection Posture Check

where the specific App Protection controls can be enforced.

be blocked from accessing protected sessions,
features.htmi#posture-check

Important considerations while creating new policy

- Each line should have only one capability.

- No space is allowed in the name of capability.

- Ensure the values are spelt commectly. Incorrectly spelt values will cause session disconnects.

This allows you to block access to resources protected by App Protection unless they are on versions of Citrix Werkspace App

Mote: If this feature is applied, users on the Workspace app versions that do not support App Protection Posture Check will also

For more details on prerequisites and configuration refer to https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/

4

S KT

Note:

Each entry must have only one capability.

No space is allowed in the name of capability.

to terminate.

Values that don’t have the prefix Windows-, Linux-, or Mac- are ignored.

7. After adding all the required values, click OK.
8. Click Next.

9. Select Assign Policy to > Selected users and machine objects.

Make sure that the values are spelt correctly. Incorrectly spelt values cause the session
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Create Policy

- Assi licy to
Studio Sl
+ Settings User and machine objects: 0 selected
Users and Machines » Delivery Group
Applies to all settings
Summary

b Delivery Group type
Applies to all settings

3 Organizational Unit (OU)
Applies to all settings

b Tag
Applies to all settings

() All objects in the site

[_] View selected only

Assign

‘: ‘:
i i
[Ealf Fay
= =

=
in
[,
=

10. Select the required delivery groups where this policy must be deployed and then click OK.
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Assign Pelicy

Delivery Group

Applies to: Virtual Delivery Agent: 5.6 Feature Pack 1, 7.0 Server O5, 7.0 Desktop OS, 7.1 Server OS5, 7.1 Desktop OS5, 7.5
Server 05, 7.5 Desktop OFS, 7.6 Server 05, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server O3, 7.8 Desktop OS, 7.9
Server 05, 7.9 Desktop OS5, 7.11 Server OS5, 7.11 Desktop O3, 7.12 Server 05, 7.12 Desktop 05, 7.13 Server 05, 7.13 Desktop
08, 7.14 Server 05, 7.14 Desktop OS, 7.15 Server OS, 7.15 Desktop OS5, 7.16 Server O5, 7,16 Desktop OS5, 7.17 Server 0§, 7.17
Desktop OS, 7.18 Server OS, 7.18 Desktop OS5, 1808 Multi-session OS5, 1808 Single-session 05, 1811 Multi-session 05, 1811
Single-session 05, 1903 Multi-session 05, 1903 Single-session 05, 1906 Multi-session 05, 1906 Single-session O3, 1909
Multi-session 05, 1909 Single-session 05, 1912 Multi-session 05, 1912 Single-session 05, 2003 Multi-session 05, 2003
Single-session 05, 2008 Multi-session OS5, 2006 Single-session 05, 2009 Multi-session O5, 2009 Single-session 05, 2012
Multi-session 05, 2012 Single-session 05, 2103 Multi-session 05, 2103 Single-session 05, 2106 Multi-session 05, 2106
Single-session 0%, 2109 Multi-session 05, 2109 Single-session 05, 2112 Multi-session 05, 2112 Single-session O3, 2203
Multi-session OS5, 2203 Single-session 05, 2206 Multi-session 05, 2206 Single-session 05, 2209 Multi-session 05, 2209
Single-session 05, 2212 Multi-session 05, 2212 Single-session 05, 2303 Multi-session O5, 2303 Single-session O35, 2305
Multi-session 05, 2305 Single-session 05, 2308 Multi-session 05, 2308 Single-session O5

Apply policy based on the delivery group membership of the desktop running the session.

Delivery Group elements:

Maode | Controller Delivery Group |
awddc1-0001 bvtlocal:80 - —
[#] Enable RdsDesktopAndAppGroup

VdiDesktopGroup

=

11. Click Next.

12. Enter the policy name in the Policy name field and then select the Enable policy checkbox.
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Create Policy
Studio Summary
View a summary of the settings you configured and provide a name for your new policy.
Policy name: Policy1 ¥ Enabl li
¥ Settings il | nable policy
Description:

« Users and Machines

Summary

Settings configured: 1 Assigned to: 1 user and machine objects

Posture check for Citrix Workspace... » Delivery Group

Computer setting - ICAVApp Protection Applies to all settings
Windows-AntiKeylogging;Linux-

AntiScreencapture;Mac-
AntiScreencapture (Default: )

13. Click Finish.

A policy for posture check is created.

Expected behavior if App Protection Posture Check fails

« If the Posture Check VDA Citrix Policy is enabled and you’re using a Citrix Workspace app ver-
sion that does not support the Posture Check feature, then the session is terminated without
displaying any error message.

« If you’re using a Citrix Workspace app version that supports the Posture Check feature, then the
session is terminated displaying the following error messages respectively:

- Windows:
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Session is terminated as the App Protection posture check failed. Contact your systemn
administrator,

— Copy text to clipboard

Close

- Mac

Session is terminated as the App

Protection posture check failed.
Contact your system
administrator.

Please try again in a few minutes.

OK

- Linux

Citrix Workspace - X

Session terminated
Session is terminated as the App Protection posture check failed. Contact your system administrator.

OK
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Block DoubleHop Launch

February 28,2024

To block double hop launch, make sure that you’re running Citrix Workspace app for Windows 2309
or later on the first hop.

Deploy the following configurations to all VDAs on the first hop:

1. Update the latest GPO policies. For more information, see Update latest GPO policies.

2. Launch Group Policy Editor and then go to Computer Configuration > Administrative
Templates > Citrix Components > Citrix Workspace > App Protection > Block DoubleHop
Launch.

3. Select Enabled and then click OK.

Block DoubleHop Launch setting is enabled and you’re blocked if you try to do double hop
launch.

Note:

Windows Server OS doesn’t support App Protection. So, the Virtual Apps and Desktops that are
enabled with App Protection aren’t displayed if you’re running a Windows server OS on the first
hop.

Configure Screen Capture Allow List

April 12,2024

To add an app to the screen capture allow list, do the following steps:

1. Sign in to your Citrix Cloud account and select Workspace Configuration.

B i Clous

9 CF o~
10 2 @1 a0
Library Offerings Resource Locations Domain Notifications
Identity and Access Management (View Library ) (CEditor AddNew ) (CaddNew ) Cviewa )

My Services (5)

oA E20
[

Analytics
performance and usage

Support Tickets

Notifications

System Log

Learn more Lesrn more

Lesrn more

Available Services (15)
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2. Select App Configuration > Security and Authentication > Configure > App Protection.

citrix

Home > Workspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize  ServiceIntegrations  Sites | App Configuration

& Submit Feedback

Workspace URL  hitpsy//apppaute.cloud.com
Production © Switch URL
View configured settings

Q [0 Android O ctwomeos O HMLs 0 ios 0 Mac 0 Windows

Updatos and Plug-ins Anti Koy Logging
Enables koystrokes.

1 Configured, 0 Unsaved

Enterprise Browser

> i :
Aop Experience Anti Screen Capture
1 Configured, 0 Unsaved A

~ Security and Authentication Enables. screens.
App Protection
Authentication Mac Enabled Configured

Security Preferences

> Session Experience

(7] windows
> HDX and Multimedia

3. Click Screen Capture Allow List and select the Windows checkbox.

a 0 Andos O owomeos 0 s Ows O O vindons
AntiKey Loggine:
[P ————
AntiScreen Capture
— o
> HOX and Mutimedia v
" e
Resetllzodefutt LocalApp Protection .
Process Exclusion st
Screen Capture Allow it
R—r—
[
Yo e

4. Click the Edit option.
The Manage settings for Windows screen appears.
5. Add the information about the app that you want to add to the Screen Capture Allow List.

For example,

L
{

"name": "ScreenshotTool_1.exe",
"signature": "ScreenshotTool_1 Signature",

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 59



Citrix Workspace app

"publisher": "ScreenshotTool_1 Publisher"

}
b
{
"name": "Screenshottool_2.exe",
"signature": "",
"publisher": ""
}

]
<!--NeedCopy-->

Manage settings for Windows

[ -
{
"name": "ScreenshotTool 1.exe",
"signature": "ScreenshotTool_1_Signature"”,
"publisher": "ScreenshotTool_1_Publisher"
s
{
"name": "ScreenshotTool 2.exe",
"signature": "",
"publisher": ""
}
]
4 »
Note:

« The name has to be mandatorily filled. At the same time, the publisher and
signature aren’t mandatory. However, It’s recommended to add the rele-
vantpublisher and signature to ensure that only the allow listed app can take
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the screenshots.

« Without publisher and signaturevalues, a malicious application with the same
name can capture screenshots.

« Also, you can add multiple apps to the Screen Capture Allow-list by adding multiple
entries in this block.

To get the publisher and signature information, see Get the publisher and
signature information.
6. Click Save draft and then click Publish Drafts.

7. On the Publish Settings dialog box, click Yes.

Publish Settings

Do you want to publish these settings in Production?

Get the publisher and signature information

To get the publisher and signature information, do the following steps:

1. Open the file location where you have the relevant . exe file of the app.
2. Right-click on the . exe file and then click Properties. A properties pop-up screen appears.

3. Click Digital Signatures. The Name of signer is the publisher value.
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@ seirs SR

Security Details Previgus Version |
i General Compatibility Digital Signatures |
i ]
| Signature list

Name of signer:  |Digest ... Timestamp
Citrix Systems, Inc fsha256 10 Nove...

Details.

oK Cancel Apply

4. Click the first entry in the Name of signer and then click Details > View Certificate.

General Advanced

—r Digital Signature Information
%] This digital signature is OK.

Signer information

Name: Citrix Systems, Inc.
E-mail: Not available
Signing time: 10 November 2023 12:16:59
Countersignatures
Name of signer: E-mail .. Timestamp

DigiCert Timestamp 2023 Not av... 10 Novem...

5. Click Details > Thumbprint. The content that appears in the textbox is the signature.

| i Certificate x
General Details Certification Path
| Show: <All>

Field Value
DEnhanced Ke... Code Signing (...
&'CRL Distributi... [1]CRL Distrib...
Certificate Po... [1]Certificate P...
Authority Inf... [1]Authority In...
ey Usage  Digitel Signatu...

= Thumbprint  d2e052e9dag0...

I dze05203dadni7s2dla4absls7accc05ecbezrd I

Edit Properties. Copy to File...

oK
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Configure Process exclusion list

April 12, 2024

To add a process to the Process Exclusion List, do the following steps:

1. Sign in to your Citrix Cloud account and select Workspace Configuration.

Ciix Cioud ¥ Start Page
- Devendra Satram
bl cilrix L0 commsonsie ¥
Home
My Services v
\ e o~
1\ 4
10 12 1 20
Library . . . . .
Library Offerings Resource Locations Domain Notifications
Identity and Access Management (View Library ) (CEditor AddNew ) (ChaddNew ) Cviewar )

Network Locations.

Resource Locations

Licensing
My Services (5)
Workspace Configuration
o =L 590233 o a0 PPN -E ) [EE
Support Tikets it [a¥a) & & A
Analytics Daas$ service profile xaccpl Remote Browser Isolation () Secure Private Access XAXD service profile xaccpl
Notifications ctormance and usag Dsas servica proie accp! Frtet corpore newor fom e bsed aur e xacep!
System Log

Available Services (15)

2. Select App Configuration > Security and Authentication > Configure > App Protection.

citrix

Home > Workspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize  ServiceIntegrations  Sites | App Configuration

& Submit Feedback

Workspace URL  hittps//apppaute.cloud.com
(CED production @ Switeh URL
View configured settings

Qa O Android O crvomwos O wms O wos 0O mac O windows

Updates and Plug-ins Ani Key Logging 1Configured, 0 Unsaved

Enables. keystrokes.
Enterprise Browser

> rien '
Anp Exparience Anti Screen Capture
1Configured, 0 Unsaved A

* Security and Authentication Enabls. seroens.
App Protection
Authentication Mac Enablod Configured

Security Preferences
> Session Experience 0O
Windows
> HOX and Multimedia ®

3. Click Process Exclusion List and then select the Windows checkbox.
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Windows ea | Configured

4. Click the Edit option.

The Manage settings for Windows screen appears.

5. Add the information about the process that you want to add to the Process Exclusion List.

For example,

[

{
"name'": "sample_program.exe'",
"publisher": "sample_publisherl",
"signature": "sample_thumbprintl"
+

]

<!--NeedCopy-->
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Manage settings for Windows

[ -
{
"name": "sample_program.exe",
"publisher": "sample_publisherl”,
"signature": "sample_thumbprint1"
s
{
"name": "abc.exe",
"publisher": "sample publisher2",
"signature": "sample_thumbprint2"
¥
]
4 »
Note:

« The name has to be mandatorily filled. At the same time, the publisher and
signature aren’t mandatory. However, It’s recommended to add publisher
and signature to ensure that the correct process is added to the list.

+ Also, you can add multiple processes to the Process Exclusion List by adding multiple
entries in this block.

To get the publisher and signature information, see Get the publisher and
signature information.

6. Click Save draft and then click Publish Drafts.

7. On the Publish Settings dialog box, click Yes.
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Publish Settings

Do you want to publish these settings in Production?

8. Restart Citrix Workspace app.

Configure USB Filter Driver Exclusion List

April 12,2024
You can add a USB device to the USB Filter Driver Exclusion List using one of the following methods:

+ Using Group Policy Object
+ Using the Global App Configuration Service Ul

Using Group Policy Object
1. Open the Citrix Workspace app Group Policy Object administrative template by running
gpedit.msc. For more information, see Group Policy Object.

2. Under the Computer Configuration node, go to Administrative Templates > Citrix Compo-
nents > Citrix Workspace > App Protection > USB Filter Driver Exclusion List.
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[ Local Group Policy Editor - s x
File Action View Help
e 2nMm = Bm v

| Local Computer Policy ' App Protection
v #8 Computer Configuration
Software Settings.
Windows Settings
v (] Administrative Templates
v 1] Citrix Components
v 1] Citrix Workspace
App Protection
celp
Citrix Enterprise Brows
Citrix Secure Browser
Citrix Workspace Upd.
Client Engine
Compliance
Diagnostics
oPl
Fast Connect API Supp|
Global App Config Ser
Multi-Stream ICA
Network routing
Remoting client devic
SelfSenvice

Select an item to view its description.  Setting State Comment
Anti-DLL Injection
-] Block DoubleHop Launch Not configured No
2] USB Filter Driver Exclusion List Not configured No

StoreFront
User authentication
User experience
Control Panel
Network
Printers
Server
Start Menu and Taskbar
System
Windows Components
Al Settings
v ¥ User Configuration
Software Settings
Windows Settings
Admiristrative Templates

< > |\ Extended ( Standard /
2 setting(s)

3. Select Enabled and enter the Vendor ID and Product ID of the USB device you want to exclude
in the Options text box.
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W/ USB Filter Driver Exclusion List

E} USB Filter Driver Exclusion List

() Not Configured Comment:
(®) Enabled
() Disabled
Supported on:
Opticns:

Previous Setting N EXESEng

ADMX Migrator encountered a policy that does not have a supportedOn value.

Help:

IUSB Filter Driver Exclusion List

{ )
"deviceName": "Device1",

LS Lttt

This feature is to exclude the USB devices which have compatibilty
issues with App Protection feature.

When the policy is:
Not Configured - None of the USB devices are part of the exclusion
list. USB Filter attaches to all the USB devices if App Protection is

active.

Enabled - Excludes the USB devices(Pairs of vendor ID and product
ID) mentioned in the exclusion list from the App Protection.

Disabled - Clears device exclusion list.
The USB Filter Driver Exclusion List field allows admins to add pairs
of vendor ID and product ID information that can be excluded from

the App Protection.

Sample format to add vendor IDs and product IDs to the exclusion

Note:

Cancel Apply

list:

« The productID and vendorID must be mandatorily filled. At the same time, the

deviceName isn’t mandatory.

+ Also, you can add multiple USB devices to the exclusion list by adding multiple entries

in this block.

To get the productIDand vendorID, see Get the productIDand vendorID.

4. Click OK.

Using the Global App Configuration Service Ul

1. Sign in to your Citrix Cloud account and select Workspace Configuration.
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GirixCloua

P&l cilrix

Home.

My Services

Library

Identity and Access Management

Network Locations.

Resource Locations

Licensing

My Services (5)

Workspace Configuration

Support Tickets

Notifications

System Log

Analytics

Security, porformanco and usag

Learn more

10

Library Offerings

(ﬂz

Resource Locations

Domain

D1

¥¢ start page

2o

Notifications

(View Library )

(CEditor AddNew )

(CAddNew )

CViewAll )

=20 536233

DaaS service profile xacep!

Daas service profile xacep!

Learn more

Available Services (15)

o a0
)
Remote Browser Isolation (&)

Learn more

K from web based

5, 3623
&

Secure Private Access

XAXD service

XAXD servic

5 36233

profile xacep!

Devendra Satram
CCID: bxianSodmswe

a 0

2. Select App Configuration > Security and Authentication > Configure > App Protection.

Home > Warkspace Configuration > App Configuration

Workspace Configuration

Access

Authentication  Customize

Workspace URL  hitps//arppauto.cloud.com

View configured settings

Updates and Plug-ins.

Enterprise Browser

> App Experience

Service Integrations

* Security and Authentication

App Protection

Authentication

Security Preferences

> Session Experience

» HOX and Multimedia

Sites

Anti Key Logging

Q O Android

Enables.

Anti Screen Capture

Enables.

koystrokes.

Production ©

Mac

(7] windows

O ctwomeos O HMLs
scroens.
Enabled Configured

0 ios

 Submit Feedback

Switch URL

1Configured, 0 Unsaved

3. Click USB Filter Driver Exclusion List and then select the Windows checkbox.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

69



Citrix Workspace app

a O snirid 0 chramsos O Hmus Ows a'™ O Vindons.

s ensbea e

4. Click the Edit option.
The Manage settings for Windows screen appears.

5. Add the information about the process or app that you want to add to the USB Filter Driver
Exclusion List.

For example,

[
{
"deviceName": "Devicel",
"vendorID": "FFFF",
"productID": "FFFF"
}
]

<!--NeedCopy-->
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Manage settings for Windows

"deviceName": "Devicel",
"vendorID": "FFFF",
"productID": "FFFF"

"deviceName": "",
"vendorID": "1FFF",
"productID": "1FFF"

Note:

o The productID and vendorID must be mandatorily filled. At the same time, the

deviceName isn’t mandatory.

« Also, you can add multiple USB devices to the exclusion list by adding multiple entries

in this block.

To get the productIDand vendorID, see Getthe productIDand vendorID.
6. Click Save draft and then click Publish Drafts.

7. On the Publish Settings dialog box, click Yes.
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Publish Settings

Do you want to publish these settings in Production?

8. Restart Citrix Workspace app.

Get the productID and vendorID

To get the productIDand vendorID,do the following steps:

1. Open Device Manager and find the device that you want to add to the exclusion list.
2. Right-click on the device name and then click Properties. A properties pop-up screen appears.
3. Click Details and then select the Hardware Ids option from the Property list.

4. In the Value field, the value with prefix of VID_ is the vendorID and the value with prefix of
PID_isthe productID.
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USB Composite Device Properties X

General Driver Details Events

e 4 USB Composite Device

Property

Hardware Ids v

Value

USB\VID_046D&PID_C31C&REV_4920
USB\VID_046D&PID_C31C

OK Cancel

:

Troubleshoot

February 28,2024

This article explains how to troubleshoot App Protection on different platforms for Citrix Workspace

app.
For troubleshooting scenarios, see the following:
+ Generic troubleshooting scenarios

+ Policy Tampering Detection
» App Protection Posture Check
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Citrix Workspace app for Windows

1. Collect logs as described in log collection.
2. Press Win + R to open the Run box > type cmd > Select Enter.

3. Run the following commands:

« If you are using a Citrix Workspace app for Windows version before 2311, then run the fol-
lowing commands:

sc query appprotectionsvc

sc query entryprotectdrv

sSc query epinject6

sc query epusbfilter

« If you are using Citrix Workspace app for Windows version 2311 or later, then run the fol-
lowing commands:

- sc query appprotectionsvc
- sc query ctxapdriver

- sc query ctxapinject

- sc query ctxapusbfilter

Provide the results along with the traces collected from the log collection tool.

Citrix Workspace app for Mac

Provide the logs by collecting them as described in log collection.

Citrix Workspace app for Linux

1. Run the set log executable found in the util folder of the installation. For example, /opt/
Citrix/ICAClient/util/setlog.

2. Click Set All Disabled (This step is optional, and makes sure that only the required logs are
collected).

3. Go to App Protection logging.

4. Set App Protection log level to Verbose by right-clicking and selecting Verbose (only warnings
and errors are logged).

5. Expand the App Protection class and right-click its child element. Select Group > Inherited.
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6. Enable logs for wfica. Right-click wfica and select Verbose. If App Protection is not installed or
not detectable by wfica, then you get the log as [NCS] < P3563 > citrix-wfica: App Protection
is not installed.

7. Whenyou launch the session, the logs are recorded in the file that is mentioned in the Log output
Path of the set log.

Citrix Log Preferences

Class Level  Working Level | Expand Al

-2 wiica Verbose Verbose
—  Webhelper

- App Protection Verbome Verboss et All Defauk

App Protectson Service  Inherited Yerbose

Collapse All

Set All Disabled
App Protection Preload Inherited Verbose
— Ant-Keylogging 58 Inherted Verbose et All Inherived
Anti-Keylogging %11 Inherited Verbose
— Ant-Keylogqing XCB Inherted Verbose
Anti-Screencapture X11 Inherited Verbose
— AnteScreencapture XCB Inberied Verbose
Crypto Wrapper
B Date 8| Time B Name B | Process 1D st All Defaul
| Thread ID B session 1D _|UserID | | GroupID
All Di
M| Log Class | |LogLevel B | Funiction || Source File A iaDne
|__| Thread Name sat All Enabled
4 Log Cutput Path fearflogictrog1CACEent. log Apply Changes
Max Log Size (MiB) 200 Load Current [
Max Odd Log Files 2 Load Default E
Max Log Sessions 200

Generic troubleshooting

February 28, 2024
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Resources enabled with App Protection policies aren’t displayed on native apps

If the resources enabled with App Protection policies aren’t displayed on the native apps, then do the
following steps:

1. Update your Citrix Workspace app to any higher version if it’s older than the following:

« Citrix Workspace app 2108 for Linux

Citrix Workspace app 2203.1 LTSR for Windows
Citrix Workspace app 2002 for Windows

Citrix Workspace app 2305.1 for Windows (Store)
Citrix Workspace app 2001 for Mac

2. Make sure that you haven’t installed the Citrix Workspace app in a Windows Multisession Oper-
ating System such as Windows 2K16 or Windows 2K22.

3. Ifthe preceding conditions are met but still the resources aren’t displayed, then collect the logs
and contact Citrix Technical Support. For more information about collecting logs, see Log col-
lection.

Resources enabled with App Protection policies aren’t displayed on the browser while
using the on-premises store

If the resources enabled with App Protection policies aren’t displayed on the browser while using the
on-premises store, then do the following steps:

1. Make sure that your Delivery Controller version isn’t before version 1912.
Note:

App Protection isn’t supported if you’re using a Delivery Controller before version 1912.

2. If you’re using StoreFront versions between 1912 and 2203, verify if you’ve enabled the Store-
Front customization. For more information about enabling StoreFront customization, see En-

able StoreFront customization.

3. If you’re using StoreFront version 2308 or later, you don’t need to enable the StoreFront cus-
tomization. Verify if you’ve enabled App Protection for hybrid launch on StoreFront correctly
using Hybrid launch through StoreFront version 2308 or later.

4. Verify if you’ve enabled the App Protection features for the delivery group correctly.

5. Ifthe preceding conditions are met but the resources are still not displayed, collect the logs and
contact Citrix Technical Support. For more information about collecting logs, see Collect Logs
for Citrix Workspace app and Collect Logs for StoreFront.
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Unable to establish a secure environment when launching App Protection-enabled
resources

Forthe Citrix Workspace app for Windows, the Start App Protection after installation checkbox must
be enabled during the installation to make sure that the App Protection services are started and the
secure environment is established. If you didn’t enable the Start App Protection after installation
checkbox during the installation, the App Protection service starts automatically when you launch a
resource enabled with App Protection policies. Based on the system load, App Protection might take
time to start. Sometimes, it might start or time out. So, selecting the Start App Protection after
installation checkbox during installation is recommended. Usually, re-launch the resource enabled
with App Protection and the secure connection must be established. However, if you are still not able
to launch the resource enabled with App Protection, then do the following steps:

1. Open Command Prompt as Admin and run the following command and check if the App Protec-
tion service is running;:

sc query AppProtectionSvc
<!--NeedCopy—-->

2. Ifthe App Protection service is not running, then start the service by running the following com-
mand:

sc start AppProtectionSvc
<!--NeedCopy-->

3. If you continue to get the error, then collect the logs and contact Citrix Technical Support. For
more information about collecting logs, see Log collection.

Unable to enable or disable App Protection

If you aren’t able to enable or disable App Protection for a delivery group for On-premises or Cloud
using either Web Studio or PowerShell, then do the following steps:

1. Check if you have the required license. If the required licenses aren’t available, then you can’t
enable the App Protection.

2. Ifthe necessary licenses aren’t available, then fetch the required licenses and add the licenses.
3. After adding the licenses, restart the license server and try enabling App Protection again.

4. If valid licenses are available but still you aren’t able to enable or disable the App Protection,
thencheckifthe TrustRequestsSentToTheXmlServicePortisenabled by runningthe
following command:

Get-BrokerSite | Select-Object
TrustRequestsSentToTheXmlServicePort

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 77


https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/troubleshoot/log-collection

Citrix Workspace app

<!--NeedCopy-->

5. If the TrustRequestsSentToTheXmlServicePort isn’t enabled, then enable the XML
Trust using one of the following methods:

+ Using Web Studio:

a) Signin to your Citrix DaaS account and go to Manage > Settings > Enable XML trust.

=  CilriX | paasPremium

Manage ~  Monitor Alltenants v | Downloads

Settings
The folowing setings sopt

@ ror
Q e
B e
&

B8

ol
4 s
B Aan
& Hos
@ sor
) am
3]

Zones

b) Turn on the Enable XML trust toggle.
+ Using PowerShell: Run the following command to enable XML trust:

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true
<!--NeedCopy-->

6. After enabling the TrustRequestsSentToTheXmlServicePort, enable App Protection
again.

7. Ifthe preceding conditions are met but you’re still not able to enable or disable App Protection,
then contact Citrix Technical Support.

App Protection policies are not applied properly

1. Make sure that the following conditions are met:

+ You’re using a supported version of the Citrix Workspace app.

The Delivery Group has the proper features enabled.
» The feature is installed on the endpoint.

The Citrix Workspace app was installed with the /includeappprotection switch en-
abled.
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2. Ifthe preceding conditions are met but still App Protection policies aren’t applied properly, then
collect the logs and contact Citrix Technical Support. For more information about collecting
logs, see Collect Logs for Citrix Workspace app

Screenshots not working on non-Citrix windows:

+ Minimize or close the protected Citrix windows, including the Citrix Workspace app.

Troubleshoot Policy Tampering Detection

February 28,2024

The following section describes some of the issues that you might face and how to troubleshoot
them:

The ICA file is tampered and the session is still running

If the ICA file of a virtual app or desktop session that is enabled with the App Protection Policy Tam-
pering Detection feature is tampered with, then the session must be terminated displaying one of the
following error messages:

« Citrix Workspace app for Linux

Citrix Workspace

Session terminated
Session is terminated as App Protection has detected policy tampering. Contact your system administrator.

oK

« Citrix Workspace app for Mac
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Session is terminated as App
Protection has detected policy

tampering. Contact your system
administrator.

Please try again in a few minutes.

OK

« Citrix Workspace app for Windows

Citrix Workspace App bt

Session is terminated as App Protection has detected policy tampering. Contact your
Lo systern administrater,

—» Copy text to clipboard

However, if the session is running even if the ICAfile is tampered with and Policy Tampering Detection
is enabled, then do the following steps:

1. Inthe Virtual Delivery Agent, do the following:

a) Runthe following command and check if the ctxappprotectionsv serviceisrunning:
sc query ctxappprotectionsvc

b) Ifthe ctxappprotectionsvcserviceisn’t running, then do the following steps to start
the service:
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i. Change the startup type of the ctxappprotectionsvc service to automatic by
running the following command:

sc config ctxappprotectionsvc start=auto
ii. Start the service by running the following command:

sc start ctxappprotectionsvc
2. Inthe client, do the following:

a) Checkif the vdappp.dll file is in the installation location of the Citrix Workspace app. The
default installation location of the Citrix Workspace app is as follows:

+ Windows - C:\Program Files (x86)\Citrix\ICA Client
« Linux - fopt/Citrix/ICAClient
« Mac - Not applicable

b) For Citrix Workspace app for Windows, use procexp.exe and check if the vdappp.dil file is
loaded in wfica32.exe.

c) For Citrix Workspace app for Linux, check if the vdappp.dll file is loaded in wfica.exe.

3. Ifthesessionisstill running, then collect the logs and contact Citrix Technical Support. For more
information about collecting logs, see Log collection.

Policy Tampering Detection stops working after rebooting Virtual Delivery Agent

If you reboot the Virtual Delivery Agent and the Policy Tampering Detection feature stops working,
then it might be because the App Protection service isn’t running after reboot. Do the following steps
on the Virtual Delivery Agent:

1. Runthe followingcommand and checkifthe ctxappprotectionsvc serviceisrunningand
set to automatic:

sc query ctxappprotectionsvc

2. Ifthe ctxappprotectionsvc service isn’t running, then do the following steps to start the
service:

a) Change the startup type of the ctxappprotectionsvc service to automatic by run-
ning the following command:

sc config ctxappprotectionsvc start=auto
b) Start the service by running the following command:

sc start ctxappprotectionsvc
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3. If the Policy Tampering Detection feature is still not working, then collect the logs and contact
Citrix Technical Support. For more information about collecting logs, see Log collection.

Troubleshooting App Protection Posture Check

February 28, 2024

The following section describes some of the issues that you might face and how to troubleshoot

them:

The session terminated without any error message

If your virtual app or desktop session terminates abruptly without displaying any error message, then

do the following steps:
1. Check if your Citrix Workspace app version is earlier than one of the following versions:

« Citrix Workspace app for Windows 2309
« Citrix Workspace app for Mac 2308
« Citrix Workspace app for Linux 2308

Note:

If the Citrix Workspace app version is earlier than the versions listed in step 1 and the App
Protection Posture Check feature is enabled, then the virtual app or desktop session termi-
nates without displaying any error message. However, if the Citrix Workspace app version
is greaterthan orequalto the versions listed in step 1 and the App Protection Posture Check
feature is enabled, then the virtual apps or desktop session terminates displaying an error

message.

2. Check whether the App Protection Posture Check feature is enabled.

3. If the Citrix Workspace app version is greater than or equal to the preceding versions and the
Posture Check feature is also active, then collect the logs and contact Citrix Technical Support.
For more information about collecting logs, see Log collection.

App Protection Posture Check is enabled but the session is not terminated for older
versions

Generally, if the App Protection Posture Check feature is enabled and you are connecting through an
older version of Citrix Workspace app, then the session must be terminated.
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But if the session is not terminated, then do the following steps:
1. Inthe Virtual Delivery Agent, do the following:

a) Run the following command and check if the ctxappprotectionsvc service is run-
ning:

sc query ctxappprotectionsvc

b) Ifthectxappprotectionsvcserviceisnotrunning,thendothefollowingstepstostart
the service:

i. Change the startup type of the ctxappprotectionsvc service to automatic
by running the following command:

sc config ctxappprotectionsvc start=auto
ii. Startthe service by running the following command:

sc start ctxappprotectionsvc
2. Check if the Posture Check values that you have entered have one of the following prefixes:

« For Citrix Workspace app for Windows, windows—
« For Citrix Workspace app for Linux, Linux-
« For Citrix Workspace app for Mac, mac-

3. Check if the Posture Check values are correctly added as per the relevant platform as they are
platform-specific.

4. Check the reg location (Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies
\Citrix\AppProtectionPolicies) to verify if the Posture Check is synced with the
Virtual Delivery Agent.

5. If all the preceding conditions are met and the session is still connected for the older versions
of Citrix Workspace app, then collect the logs and contact Citrix Technical Support. For more
information about collecting logs, see Log collection.

App Protection Posture Check is working on one platform but not working on another

Sometimes, the App Protection Posture Check feature might work on one platform and not on an-
other. For example, the App Protection Posture Check feature is working on Citrix Workspace app for
Windows but not on Citrix Workspace app for Linux.

In scenarios like these, do the following steps:

1. Checkif the Posture Check values that you have entered have one of the following prefixes:
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+ For Citrix Workspace app for Windows, windows—

« For Citrix Workspace app for Linux, Linux-

« For Citrix Workspace app for Mac, mac—

2. Check if the Posture Check values are correctly added as per the relevant platform as they are

platform-specific.

3. Check the reg location (Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\
Citrix\AppProtectionPolicies) on the Virtual Delivery Agent to verify if the Posture

Check is synced with the Virtual Delivery Agent. They must match with what was configured on
Studio.

4. If all the preceding conditions are met and the session is still connected for the older versions

of Citrix Workspace app, then collect the logs and contact Citrix Technical Support. For more

information about collecting logs, see Log collection.

Log collection

February 28,2024

+ To collect logs for Citrix Workspace app for Windows, see Log collection for Windows.

« To collect logs for Citrix Workspace app for Mac, see Log collection for Mac.

+ To collect logs for Citrix Workspace app for Linux, do the following steps:

1.

Run the set log executable found in the util directory of the installation. For example, /op-
t/Citrix/ICAClient/util/setlog.

(Optional) Click Set All Disabled and make sure that only the required logs are collected.
Go to App Protection logging.

Set the App Protection log level to Verbose by right-clicking and selecting Verbose (only
warnings and errors are logged).

Expand the App Protection class and right-click its child element. Select Group > Inher-
ited.

Use the linux logging utility (from install dir, launch util/setlog) and change the logging
level for the virtual channel to Verbose.

Enable logs for wfica. Right-click wfica and select Verbose. If App Protection isn’t in-
stalled or not detectable by wfica, then you get the log as [NCS] < P3563 > citrix-wfica:
App Protection is not installed.
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8. Click wfica and change the logging level for winstation driver to Verbose.

9. When you launch the session, the logs are recorded in the file that is mentioned in the log
output Path of the set log.

Citrix Log Preferences

Class Level  Working Level 1 Expand Al

=2 Wihica Verbose Verbose
) — Webhelper

App Protection Verbose Verbose Set All Default

: App Protection Service  Inherited Verbose

Collapse Al

Set All Disabled
I App Protection Preload Inherited Verbose
— Anti-Keylogging 58 Inherited Verbose sat All Inherited
—  Anti-Keylogging X11 Inherited Verbose
— Anti-Keylogging XCB Inherited Verbose
: Anti-Screencapture X11 Inherited Verbose
—  Anti-Screencapture XCB Inherited Verbose
Crypto Wrapper
M| Date ||| Time | Name 8| Process 1D set All Default
|_ | Thread D B session ID _|userID | |GroupiD
! All Di
M| Log Class | |LogLevel B | Funiction [ | source File e
[_|Thread Name set All Enabled
4 Log Output Path Mearflogfcitro1CACEent. log Apply Changes
Max Log Size (MiB) 200 Load Current ]
Miax Ofd Log Files 2 Load Default i
Max Log Sessions 200

+ To collect logs for the Virtual Delivery Agent, do the following steps:

1. To get traces from the App Protection service through CDF control, select all the modules.
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Wl coFcomol
File View Tools Fiter Help

Everts Parsed:

Enter module name or select a

[T FopEpencnce_Gincipene WF _Lirory_MMPrathlarshal ] PE_ Loy _CorsensVelbDieA

[] AopExperionce CreateProcesshook MF_Libeary_SREventLog ] PE Lirary_M¥c_User_Mode
AppExperience iSve MF_Libeary (] PE_Lirary_MrVic_User_Modet
AppExperince_CuSenalicSve MF_Libeay_Twwatemmark (] PE Librasy_PreaSveQient
AppExpererce CxSmCardCen MF_Lbrary_VCTrace (] PE_Lteay_SerwVelb
AopExpedence_DataTrangesCommon vices_Vi MF_Service_Cp PE_Service_CixppProtectionSvc
oo _nd DrectorVdaPhugn 3 NF_Service_CulcalCiaSe PE_Servce_Crehudose
AopE Expltock FAS_CtViaualSmatCandAgent ] MF_DLL MerorCredentialProvider MF Service_SEMS. PE Service_CheCentMansgerSec
AppExpedence_GeolocSine FAS. L) z MF_Service_SEMSComPhogn PE_Service_CuCxMpSic
#ppExperience_Launchi FAS S LL_MMVD MF_Senvice _ServerFTA PE_Service_ChxDndSenvice
Ao Expenence JbCipboardSvcictor Grouph NF_Sesson_Cortrum PE_Service_CrGiaServce
AopExpererce_MiTouch Grouph MF_Session_CixPrelaunch PE_Service_CxMAiTouchSve
#opExpedence_SCardHock GroupPoicy_CoeClent NF_Session_Evemion PE_Service_CuxhissoSve
AppExpenence_SeHook 20 GroupPolcy_CaeEngne MF_Sesson_CACTLS PE_Service_CteRcpheberSie
ook Shel GrowpPokcy_Wh MF_Sesson_CAFT PE Service_CRcgSve.
AopExperence_TaskbaG HOXWI MF_Session_CASTEre. PES % Sve
AppExperience_TWI HOX | X MF_Session_Man PE_Service_CixSvcHont
AppExpenience_y HOX] _Har! MF_Sesmon_VertyVicModuie PE_Service_MricSvebd
opExpetence VDA ERtercestor HOX Mutreda WoRaveSveActor MF_Sesson_ Withal PE_Seeon_Sun!
#opExperience_\VdaRedrector HOX Mtmeda_MF s MF_Utity CMSTART Polcy_kca_Setings
Erokarigert HOX_Mitmeda_MFPiayer wer ) 2 ol ca W
Brok erAgertCommandOurues HOX_Mutimedia_Mu s wer_f MF_2c_Fort DM Portica_DLL_QudocmOmo:
BrokerAgertDatrbuted Tracng HOX_Mutimeds_PortForwardibrary x MF_2¢_Sult Potica_DLL_PICAGda:
BrokergertEverts HOX Mtmeda_PotForwardService ver S Nefwoding WebSocket Core Portica_DLLPICATW.
ErokerAgerthieathChack HOX_Mutmeds_RaveSenvice wer_Rod Netwosing WebSocket Datagram Portca_DLL_PICAWsapi
Brok erAgertLaunchStore HOX Mtmeda_TeamsService Metwoding WebSocket Hub Portica_DLL WinPlughh
ErokerAgertLoadBalancing HOX_Mkmeda_WebSocketAgert river_SMC Hetmocking Web Socket Foc Poica_Driver_Picadd
BrokerAgerthlonts HOX_Mameda_WebSocketPge e PE_DLL Culocatonipi Portica_Dnver_Td
BrokerAgertPloonProxy HOX_Mutimeda_WebSocket Service: PE_DLL_QixLocatonApid tca_Hook_Pica i TweakHook
BrokerAgertSessonortomg lea_fiutimeda_Drect Showers oL SCCMVDILog
BrokerAgertSessonP aameters lea_Mukmeda_MedaFoundationFiers PE_Dyniirk_Cierteti ivea Settng_UPS_Prrting
BrokerAgertSnancut Enmerator lea_Mutmecia_MFSourca Swt PE_OynLrk_CMPAPI ok Cortrol_Agart Totack:
BrokecAgertWakeOnlan fca_ Mt PE_DynLink_CMPAPIGS StackCortrol_Service
CdefrokerAgent Image, PE_DynLirk_CMPCOM StackCortrol_Stack ToAgent
CCaptureService Plgn PE_DynLrk_CMPCOMGS WACachaGeneratortielper
o o ety kaserion PE_DLrk_CMPEMUL UWACache Sevice:
CiiLocalUserSry_Clent Lik_CMPEMULE4 WALsuncher
CumLocalliserSv_Service ik CMPMI WM Prory
CemMontorPgn PE_DynLrk_CMPMRVCES
CtServicesMansger_ Clert PE_Dynlirk_CMPY
e ServicesManager_Service PE_DynLrk_CMPVDOBS
DesktoplfematenWhilLog PE_Ubasy_Cubhp,_KeyStorsgeblyy
DeskiopifoemationWMilkislog PE_Uibrary_Clrbip_Vabdator
Devices_ CdnControl PE_Lbrary_CMPS
Devices_CuRdr PE_Lbrary_CMPSr6a
Devices_icak2n PE_Libaary_OxCppBase
Devices_icak2neng PE_Lbrary_CoxGreh

e PE_Lbrary_CxbisapPro

Devices_Pealm PE_Libvary_CixbisapProved

H et e hepeetans

[) Devices_PrcaProvider PE_Lbrary_CixSensVeloDl

2. In certain cases, we might have to capture cdf traces from a different machine. To collect
cdf traces, see CTX237216.

Contextual App Protection for Workspace

February 28, 2024

Contextual App Protection provides the granular flexibility to apply the App Protection policies condi-
tionally for a subset of users - based on users, their device, and the network posture.

Implementing contextual App Protection

You can implement contextual App Protection using the connection filters defined in the Broker Ac-
cess policy rule. The Broker Access policies define the rules controlling a user’s access to delivery
groups. The policy comprises a set of rules. Each rule relates to a single delivery group, and has a set
of connection filters and access right controls.

Users gain access to a delivery group when their connection’s details match the connection filters of
one or more rules in the Broker Access policy. Users don’t have access to any delivery group within a
site by default. You can create more Broker Access policies based on requirements. Multiple rules can
apply to the same delivery group. For more information, see New-BrokerAccessPolicyRule.

The following parameters in the Broker Access policy rule provide the flexibility to enable App Protec-
tion contextually if the user’s connection matches the connection filters defined in the access policy
rule:
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« AppProtectionKeylLoggingRequired
+ AppProtectionScreenCaptureRequired

Use the Smart Access policies referenced in the Broker Access policy rules to further refine the connec-
tion filters. Refer to the scenarios explained in this article to understand how to use the Smart Access
policies to set up contextual App Protection.

Contextual App Protection scenarios

Following are some of the scenarios about how you can enable Contextual App Protection:

+ Enable App Protection for External users coming through the Access gateway
+ Enable App Protection for Untrusted Devices

» Enable App Protection based on Device Posture results

« Enable App Protection for specific user groups

Prerequisites

February 28,2024

Make sure that you have the following:

« Network location service (NLS) for scenarios based on the user’s network location
« Licensing requirements -

- App Protection for DaaS
- Adaptive Authentication entitlement for scenarios with Smart Access policies.

Scenario 1l

February 28,2024

This scenario covers how to enable App Protection for external users coming through the Access
Gateway.

1. Configure Adaptive Authentication.

2. Configure adaptive access based on your network location,
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a) Signin to Citrix Cloud and navigate to Network Locations.

Nl cilrix

Home

My ser v ‘ y; S P

i 11 43 @1 D27 o
Library Offerings Resource Locations Domain Notifications Open Tickets

(et ) (EatorhsdNew )  (Cdavew ) (VewAi )  (COvenatioker )

My Services (13)

Intelligent Traffic Management License Usage Insights

) v

b) Click Add Network location.

= | cifrix
Home > Network Locations

Network Locations

Network locations allow you to specify the internal networks in your organization. Subscribers who access their d deskiops through tothe
Q

Location name v Public P address range Network

Branch® e Internal

BrachA 32

Add a Network Location screen appears.

¢) Inthe Location name field, enter the relevant location name.

reducing latency for internal network traffic.

Add network location

d) Inthe PublicIP address range field, enter the network IP address or subnet that you want

to consider as an internal network.

e) Inthe Location tags field, enter location_internal. For more information about the loca-

tion tag, see Location tags.

f) Under Choose a network connectivity type, select Internal.
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Edit a Network Location X
Network locations correspor ranges of

nnnnnnnnnnnnnnnnnnnn

Public IP address range

Csaninance x]

If you sign in to the Cloud store from a device whose IP address is configured as Internal
under Choose a network connectivity type setting, then the connection is considered as
an internal connection.

3. Configure Broker Access policy rules

For every delivery group, two broker access policies are created by default. One policy is for
connections coming through the Access gateway, and the other policy is for direct connections.
You can enable App Protection only for the connections coming through the Access gateway,
which is the external connections. Use the following steps to configure the Broker Access policy
rules:

a) Install the Citrix PowerShell SDK and connect to the cloud API as explained in the Citrix
blog Getting started with PowerShell automation for Citrix Cloud.

b) Runthe command Get-BrokerAccessPolicyRule.

A list of all the broker access policies for all the delivery groups that are present is dis-
played.

c) Find the DesktopGroupUid for the delivery group that you want to change.
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d) Run the following command using the DesktopGroupUid to fetch policies applicable to
the delivery group. There are at least two policies, one where AllowedConnections has
ViaAG and another which has NotViaAG.

Get-BrokerAccessPolicyRule -DesktopGroupUid 15
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, Truel, [IfC

In the screenshot, you see two policies:

« App Protection_AG - AllowedConnections with ViaAG, which is the policy for connec-
tions via the access gateway

+ App Protection_Direct-AllowedConnections with NotViaAG, which is the policy for con-
nections not via the access gateway

4. Enable App Protection policies only for external connections and disable for internal connec-
tions using the following commands:

+ Set-BrokerAccessPolicyRule "App Protection_AG"-IncludedSmartAccessFilt
$true -IncludedSmartAccessTags Workspace:LOCATION_internal -

AppProtectionScreenCaptureRequired $false -AppProtectionKeylLoggingRequ
$false

+ New-BrokerAccessPolicyRule "App Protection_AG_Exclude"-ExcludedsmartAc
$true -ExcludedSmartAccessTags Workspace:LOCATION_internal -
AppProtectionScreenCaptureRequired $true -AppProtectionKeylLoggingRequ-i

$true -DesktopGroupUid 15 -AllowedConnections ViaAG -AllowedProtocols
HDX, RDP

+ Remove-BrokerAccessPolicyRule "App Protection_Direct”
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5. Verification:

Sign out of Citrix Workspace app and sign in again. Launch the protected resource from an
external connection. You see that the App Protection policies are applied. Launch the same
resource from an internal connection, a device from within the IP Address range configured in
the first step. You see that the App Protection policies are disabled.

Scenario 2

February 28, 2024
This scenario covers how to enable App Protection for untrusted devices.

There are many definitions for trusted and untrusted devices. For this scenario, let’s consider a device
trusted if the Endpoint analysis (EPA) scan is successful. All other devices are considered untrusted
devices.

1. Configure Adaptive Authentication.
2. Create an Authentication policy with the EPA scan using the following steps:

a) Sign in to Citrix ADC Administration Ul. In the Configuration tab, navigate to Security >
AAA-Application Traffic > Virtual Servers. Click the virtual server that you want to use,
auth_vs in this case.

CilrIX. ADC AZURE AA (100)

on -
affic
Virtual Servers

b) Navigate to Authentication Policies > Add Binding.
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v Authentication Virtual Server
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] semzed Seman
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-
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Authentication Policy

l Add Binding I Regenerate Priorities Noaction v

NEXT

NEXT

NeXT

c) Click Add to create a policy.

Authentication Policy > Policy Binding

Policy Binding

Select Policy*

Click to select > Add

Binding Details
Priority*
130

Goto Expression*

NEXT v

Select Next Factor

Click to select > Add

<

d) Createanauthentication policy based onthe EPAscan. Enterthe name ofthe policy. Select
Action Type as EPA. Click Add to create action.
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tication Policy > Policy Binding

Create Authentication Policy X

<

Create Authentication EPA Action screen appears.

Authentication Policy > PolicyBinding > Create Authentication Policy > Create Authentication

Create Authentication EPA Action X

[ J&=

e) On the Create Authentication EPA Action screen, enter the following details and click
Create to create an action:

+ Name: Name of the EPA action. In this case EPA_Action_FileExists.

+ Default Group: Enter the default group name. If the EPA expression is True, users are
added to the default group. The Default Group in this case is FileExists.

+ Quarantine Group: Enter the quarantine group name. If the EPA expression is
False, users are added to the quarantine group.

« Expression: Add the EPA expression that you want to scan. In this example, we con-
sider the EPA scan to be successful if a particular file is present: sys.client_expr
("file_0_C:\\\\\epa\\\\\avinstalled. txt")

You return to the Create Authentication Policy screen.

f) Enter true in the Expression editor, and click Create.
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Create Authentication Policy 23

» More

«» )

You return to the Policy Binding screen.

g) On the Policy Binding screen, do the following:
i. Select the Goto Expression as NEXT.

ii. Inthe Select Next Factor section, select the LDAP policy that you’ve configured for
the authentication in the Application Delivery Controller (ADC).

iii. Click Bind.

Policy Binding X

» More

(- &=

3. Create a Smart Access Policy for trusted devices:

a) Select Smart Access Policies on the Authentication Virtual Server page of the auth_vs
server.
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Dashboard Configuration Reporting

“ Authentication Virtual Server

Basic S
auth.v
Certificate

Advanced Authentication Policies

Basic Authentication Policies

the +

Form Based Virtual Servers

No

No

401 Based Virtual Servers

No

b) Click Add Binding.

Authentication Smart Access Policy

Add Binding

Q

Documentation

Downloads

20.85.136.176
443

Regenerate Priorities l

| Noaction v

o PRIORITY POLICY NAME
(m)] 110 SAPol_FileExists

(=] 120 SAPol_CertExists

(=) 130 SAPol_Loc_US

(m] 140 SAPol_Loc_RestofUSA
(m)] 150 SAPol Trusted

(=) 160 UntrustedPol

(m] 170 cwa

(m)] 180 non_cwa

EXPRESSION
AAAUSERIS_MEMBER_OF("FileExists")

AAA USERIS_MEMBER_OF("CertExists")
CLIENTIPSRC MATCHES_LOCATION(™*.US****") || CLIENTIPSRC.LOCATION.CONTAINS(" America")
CLIENTIP.SRC.MATCHES_LOCATION("*.US."* *.*").NOT && CLIENTIP.SRC.LOCATION.CONTAINS("America’).NOT
AAAUSER.IS_MEMBER_OF('FileExists") || AAA.USER IS_MEMBER_OF("CertExists")

AAA USER.IS_MEMBER_OF("FileExists") NOT && AAA USER IS_MEMBER_OF("CertExists").NOT
HTTPREQHEADER( User-Agent”) SET_TEXT_MODE(IGNORECASE) CONTAINS("iPhone™)

HTTPREQHEADER( User-Agent”) SET_TEXT_MODE(IGNORECASE) CONTAINS("iPhone") NOT

7 Hep

+ Loginsch
+ sstprofie
+ AAAGroup
+ 4

& 83

x

x
ACTION

SAProfile_FileExists

SAProfile_CertExists

SAProf_Location_US

SAProf_Location_NonUS

TrustedDevice

UntrustedProfile

cwa_profile

browser

c) On the Policy Binding screen, click Add in the Select Policy section.

Authentication Smart Access Policy > Policy Binding

Policy Binding

Select Policy

Click to select

Binding Details

Priority

> Add

The Create Authentication Smart Access Policy screen appears.

GOTO EXPRESSION
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Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy

Create Authentication Smart Access Policy X

X Please enter value

- Ja=»

d) On the Create Authentication Smart Access Policy screen, enter Name for the Smart
Access Policy and click Add to create a Smart Access Profile.

The Create Authentication Smart Access Profile screen appears.

e) Add Name for the action. Enter trusted in Tags. The tag is later referenced in the Broker
Access Policy rule for configuring. Click Create.

Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy > Create Authentication Smart Access Profile

Create Authentication Smart Access Profile

Name

X Please enter value

Tags

Comment

... J&=D

You return to the Create Authentication Smart Access Policy screen.

f) Inthe Expression section, enter the expression for which you want to push the tag. In this
case, since the tag is pushed for trusted devices, enter AAA.USER.IS_MEMBER_OF ("
FileExists"). Click Create.

Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy

Create Authentication Smart Access Policy x

Expression Exp
Select v elect v

AAAUSERIS_MEMBER_OF("FileExists"

[ Ja=»

You return to the Policy Binding screen.
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g) Select the Goto Expression as £nd and Click Bind.

Authentication Smart Access Policy > Policy Binding

Policy Binding X

> Add

Select Policy

Binding Details

4. Create a Smart Access Policy for untrusted devices:

a) Follow the instructions of the previous step, except sub-steps v and vi.

b) Forthesub-step v, onthe Create Authentication Smart Access Profile screen, add Name
for the action. Enter untrusted in Tags. The tag is later referenced in the Broker Access
Policy rule for configuring. Click Create.

c) For the sub-step vi, in the Expression section of the Create Authentication Smart
Access Policy screen, enter the expression for which you want to push the tag. Inthis
case, since the tag is pushed for untrusted devices, enter AAA.USER.IS_MEMBER_OF (
"FileExists") .NOT.

5. Configure the Broker Access policy rules:

a) Install the Citrix PowerShell SDK and connect to the cloud API as explained in the Citrix
blog Getting started with PowerShell automation for Citrix Cloud.

b) Runthe command Get-BrokerAccessPolicyRule.

A list of all the broker access policies for all the delivery groups which are present is dis-
played.

¢) Find the DesktopGroupUid for the delivery group that you want to change.
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d) Getthe policies that are applied only to a particular delivery group using the command:
Get-BrokerAccessPolicyRule -DesktopGroupUid 7

e) To filter users using trusted devices, create another Broker Access policy using the com-
mand:

New-BrokerAccessPolicyRule -Name CAP_Desktops_AG_Trusted-
DesktopGroupUid 7 - AllowedConnections ViaAG -AllowedProtocols
HDX, RDP -AllowedUsers AnyAuthenticated - AllowRestart $true

-Enabled $true-IncludedSmartAccessFilterEnabled $true

f) To disable App Protection for trusted devices and enable App Protection for untrusted de-
vices, use the following command:

Set-BrokerAccessPolicyRule CAP_Desktops_AG_trusted -IncludedSmartAcces
Workspace:trusted -AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false

Set-BrokerAccessPolicyRule CAP_Desktops_AG -IncludedSmartAccessTags
Workspace:untrusted -AppProtectionKeylLoggingRequired $true -
AppProtectionScreenCaptureRequired $true

6. Verification:
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Sign out of Citrix Workspace app and sign in again. Launch the protected resource from a trusted
device, one that meets the EPA scan condition. You see that the App Protection policies are not
applied. Launch the same resource from an untrusted device. You see that the App Protection
policies are applied.

Scenario 3

February 28,2024
This scenario covers how to enable App Protection based on Device Posture results.
1. Configure Device Posture service:
a) Signin to Citrix Cloud.

b) Navigate to Identity and Access Management > Device Posture and click Manage.

c) Click Create device policy.
Create devicy policy page appears.

d) Under Policy rules, click the Select Rule drop-down menu and select Citrix Workspace
app Version.

e) Click the Select a rule drop-down menu and select Greater or equal to >=.

f) Enter the Citrix Workspace app version that you want to set as the condition. In this exam-
ple, itis 23.7.0.19.

g) Under Policy result, select Compliant.

h) Inthe Name field, enter a name for the policy.

i) Inthe Priority field, enter the priority of the policy.

j) Select the Enable when created checkbox to enable the policy since you created it.

k) Click Create.

2. Configure the Broker Access policy rules:
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a) Install the Citrix PowerShell SDK and connect to the cloud API as explained in the Citrix
blog Getting started with PowerShell automation for Citrix Cloud.

b) Runthe command Get-BrokerAccessPolicyRule.

A list of all the broker access policies for all the delivery groups which are present is dis-
played.

c) Find the DesktopGroupUid for the delivery group that you want to change.

tIPFilterEnabled

d) Getthe policies that are applied only to a particular delivery group using the command:
Get-BrokerAccessPolicyRule -DesktopGroupUid 7
e) To apply App Protection to the compliant devices, run the following command:

Set-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG"-IncludedSmartAccessFilterEnabled $true -IncludedSmartAccess
Workspace:COMPLIANT

f) To apply App Protection to the non-compliant devices, run the following command:

New-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG_NonCompliant"-DesktopGroupUid 7 -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -Enabled $true -AllowRestart
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$true -ExcludedSmartAccessFilterEnabled $true -ExcludedSmartAccessTag
Workspace:COMPLIANT-IncludedSmartAccessFilterEnabled $true

3. Verification:

Sign out of Citrix Workspace app. Sign in from a Citrix Workspace app version that is compliant
with the device policy. You see that the App Protection policies are not applied. Again, sign
out from the Citrix Workspace app and sign in from a Citrix Workspace app version that is not
complaint with the device policy. You see that the App Protection policies are applied.

Scenario 4

February 28,2024
This scenario covers how to enable App Protection for specific user groups.

The following steps allow you to enable App Protection for users of a specific group:

1. Select the Active Directory user group for which you want to enable the App Protection policies
for the users. In this example, the Active Directory user group is ProductManagers.

2. Configure the Broker Access policy rules:

a) Install the Citrix PowerShell SDK and connect to the cloud API as explained in the Citrix
blog Getting started with PowerShell automation for Citrix Cloud.

b) Runthe command Get-BrokerAccessPolicyRule.

A list of all the broker access policies for all the delivery groups which are present is dis-
played.

¢) Find the DesktopGroupUid for the delivery group that you want to change.
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d) Getthe policies that are applied only to a particular delivery group using the command:
Get-BrokerAccessPolicyRule -DesktopGroupUid 7

e) To enable App Protection policies for the users in the ProductManagers user group, run
the following commands:

New-BrokerAccessPolicyRule "Example Rule Name_1"-DesktopGroupUid
7 -AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers
Filtered -AppProtectionScreenCaptureRequired $true -IncludedUserFilte
$true -IncludedUsers domain.com\ProductManagers

f) To disable App Protection policies for the users who are not a part of the the ProductMan-
agers user group, run the following commands

New-BrokerAccessPolicyRule "Example Rule Name_2"-DesktopGroupUid
7 -AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers
Filtered -AppProtectionScreenCaptureRequired $false-ExcludedUserFilte
$true -ExcludedUsers domain.com\ProductManagers

3. Verification:

Sign out of Citrix Workspace app, if already open. Sign in to Citrix Workspace app as a user in
the ProductManagers Active Directory user group. Launch the protected resource and you see
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that App Protection is disabled. Sign out of Citrix Workspace app and Sign in again as a user who
is not part of the ProductManagers Active Directory user group. Launch the protected resource
and you see that App Protection is enabled.

Contextual App Protection for StoreFront

February 28,2024

Contextual App Protection provides the granular flexibility to apply the App Protection policies condi-
tionally for a subset of users - based on users, their device, and the network posture.

Implementing Contextual App Protection

You can implement contextual App Protection using the connection filters defined in the Broker Ac-
cess policy rule. The Broker Access policies define the rules controlling a user’s access to delivery
groups. The policy comprises a set of rules. Each rule relates to a single delivery group, and has a set
of connection filters and access right controls.

Users gain access to a delivery group when their connection’s details match the connection filters of
one or more rules in the Broker Access policy. Users don’t have access to any desktop group within a
site by default. You can create more Broker Access policies based on requirements. Multiple rules can
apply to the same delivery group. For more information, see New-BrokerAccessPolicyRule.

The following parameters in the Broker Access policy rule provide the flexibility to enable App Protec-
tion contextually if the user’s connection matches the connection filters defined in the access policy
rule:

« AppProtectionKeylLoggingRequired
» AppProtectionScreenCaptureRequired

Use the Smart Access filters referenced in the Broker Access policies to refine the connection filters.
For information on configuring Smart Access filters, see this CTX227055. Refer to the following scenar-
ios to understand how to use the Smart Access policies to set up Contextual App Protection.

Note:

If App Protection is enabled on the Delivery Group, then Contextual App Protection cannot be ap-
plied by default. Disable App Protection on the Delivery Group by using the following command:
Set-BrokerDesktopGroup -Name "Admin Desktop" -

AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false
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<!--NeedCopy-->

Prerequisites

To enable Contextual App Protection for StoreFront, make sure that you meet the requirements men-
tioned in the Prerequisites section.

Enable Contextual App Protection

1. Download the Contextual App Protection policies (feature table) for your Citrix Virtual Apps and
Desktops version from the Citrix Downloads page.

2. Run the following PowerShell command in the delivery controller:

asnp Citrixx
Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true
<!--NeedCopy-->

3. Run the following command to enable contextual App Protection in the delivery controller:

Import-ConfigFeatureTable <path to the downloaded feature table>
<!--NeedCopy-->

For example,

Import-ConfigFeatureTable\Downloads\FeatureTable.OnPrem.
AppProtContextualAccess.xml
<!--NeedCopy—-->

Contextual App Protection scenarios

Following are some of the scenarios about how you can enable or disable Contextual App Protec-
tion:

+ Disable App Protection for certain device types

« Disable App Protection for connections started from browser-based access and enable App Pro-
tection for connections from Citrix Workspace app

+ Disable App Protection for users in a specific Active Directory group

» Enable App Protection for devices based on the EPA scan results

« Enable App Protection for specific user groups

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 105


https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/contextual-app-protection-storefront/prerequisites-storefront
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/contextual-app-protection-storefront/scenario-1-based-on-device-type
https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/contextual-app-protection-storefront/scenario-2-based-on-source-of-launch
https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/contextual-app-protection-storefront/scenario-2-based-on-source-of-launch
https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/contextual-app-protection-storefront/scenario-3-based-on-active-directory-group
https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/contextual-app-protection-storefront/scenario-4-based-on-epa-scan-result
https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/contextual-app-protection-storefront/scenario-5-based-on-specific-user-groups

Citrix Workspace app

Prerequisites

February 28,2024

Make sure that you have the following:

« Citrix Virtual Apps and Desktops version 2109 or later

« Delivery Controller version 2109 or later

+ StoreFront version 1912 LTSR or later

+ VPN virtual server or gateway and authentication virtual server configurations

« Successful connection between NetScaler and StoreFront. For more information, see Integrate
NetScaler Gateway with StoreFront

« XML table importis required up to Citrix Virtual Apps and Desktops version 2006

« Contextual App Protection feature tableimportis required up to Citrix Virtual Apps and Desktops
version 2209

+ Enable Smart Access on NetScaler Gateway, for scenarios that require Smart Access tags. For
more information, see this support article.

« Licensing requirements -

- App Protection On-premises license
- Citrix Gateway Universal license for scenarios with Smart Access tags

Scenario 1l

February 28, 2024
This scenario covers how to disable App Protection for certain device types.

The following are the steps to disable App Protection for iPhone users on a delivery group called
Winl0Desktop:

1. Create a Smart Access policy:

a) Signin to the Citrix ADC Administration Ul.
b) On the left navigation menu, go to Citrix Gateway > Virtual Servers.

Note the VPN Virtual Server name, which is needed to configure the Broker Access Policy
later on.

c) Click VPN Virtual Server. Scroll to the bottom of the page and click Session policies. A
list of session policies appears.
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d) Click Add Binding.

VPN Virtual Server Session Policy Binding

Add Binding

Regenarate Priorities

Mo action

Regensrate Pricrities

POLICY NAME

EXPRESSION

AL D5 1T230.200.010

[ 100 FLOOS1T2.30.200.M HTTRREQHEADER User-Agent”LCONTAINS[ CitrixRecelver)

|_ 10 PLOWE 172302000 HTTRREQHEADER Usar-Agant LCONTAINS[CitrixReceioer ). NOT AC_WB_172.30.200.11
] 130 workspace HTTRREQHEADE R User-Agent LCONTAIMNS[ ChirixRecebner™) workspace

[ 140 chinome_IPhione HTTRREQ HEADER["Usar-Agent” L CONTAINSPhane") chirome_iPhone

| 150 temp HTTRREQHEADER( User-Agent LLONTAINSPhane™) temp

Closa b

e) Click Add to create a session policy.

VPN Virtual Server Session Policy Binding > Policy Binding

Policy Binding

Select Policy*

Click to select > | | Add ‘ (i) x Please select value.

Binding Details
Priority*

160

« >

f) Enter a name for the session policy. In this scenario, it is temp.
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VPN Virtual Server Session Policy Binding > Peliey Binding > Create Citrix Gateway Session Policy

Create Citrix Gateway Session Policy

x
Mame*
temp |©
Profile*
172.30.200.111_443 e | Add | | Edit |
(@ Advanced Policy Classic Policy

Expression* Expression Editor

Select N Select ~ Select N &

Press Control+Space to start the expression and then type '." to get the next set of options

Evaluate

g) Click Add next to Profile to specify a Profile name. Click Create.

VPN Virtual Server Session Policy Binding > Policy Binding > Create Citrix Gateway Session Policy » Create Citrix Gateway Session Profile
Create Citrix Gateway Session Profile

Name*

temp | @

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters

Network Configuration Client Experience Security Published Applications Remote Desktop PColP

Override Global
DNS Virtual Server
Override Global
WINS Server IP
Override Global
Kill Connections®
Override Global

Advanced Settings

h) Click Expression Editor from the Session policy window.
i) Create the following expression to check for iPhone in the User Agent string:

HTTP.REQ.HEADER("User-Agent") .CONTAINS("1iPhone™")
<!--NeedCopy-->
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WPM Virtual Server Session Pebcy Binding > Policy Binding > Creste Citrix Gateway Session Policy > Expeassion Edor

Expression Editor *

j) Click Bind to create the session policy.

2. Create Broker access policy rules:

To apply the policy foriPhone users accessingWin10Desktop through the access gateway, do
the following steps:

a) Run the following command in the Delivery controller (DDC):

Get-BrokerAccessPolicyRule
<!--NeedCopy-->

which lists all the Broker Access policies defined in the DDC. In this scenario, the Broker
Access policies for the delivery group Winl@Desktop are Winl®@Desktop_AG and
WinlODesktop_Direct. Note the desktop group UID of the delivery group for the
next step.

b) Create a broker access policy rule for Winl10Desktop to filter iPhone users coming
through the access gateway using the following command:

New-BrokerAccessPolicyRule —-Name WinlODesktop_AG_iPhone -
DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -AllowedUsers
AnyAuthenticated -AllowRestart S$true -
AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false -Enabled $true -
IncludedSmartAccessFilterEnabled S$true

<!--NeedCopy-->

Uid_of_desktopGroup is the DesktopGroupUID of the delivery group got by running the
GetBrokerAccessPolicy Rule in step 1.

¢) To disable App Protection for Win10Desktop iPhone users coming through the access
gateway, reference the Smart Access tag temp created in Step 1. Create Smart Access policy
using the following command:

Set-BrokerAccessPolicyRule WinlODesktop_AG_iPhone -
IncludedSmartAccessTags Primary_HDX_Proxy:temp -
AppProtectionScreenCaptureRequired $false -
AppProtectionKeylLoggingRequired $false
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<!--NeedCopy-->

Primary_HDX_Proxy is the VPN virtual server name from earlier in Step 1, Create Smart

Access Policy.

d) To enable App Protection policies for the rest of the Winl0desktop users, use the fol-
lowing command:
Set-BrokerAccessPolicyRule Winl0Desktop_AG -
AppProtectionScreenCaptureRequired $true -

AppProtectionKeylLoggingRequired $true
<!--NeedCopy-->

3. Verification

ForiPhone: Sign out of the Citrix Workspace app, if already open on the iPhone. Sign in to Citrix
Workspace app externally through the access gateway connection. You can see the required
resources in StoreFront and App Protection has to be disabled.

For devices other than the iPhone: Sign out of the Citrix Workspace app, if already open on the
device. Sign in to Citrix Workspace app externally through an access gateway connection. You
can see the required resources in the StoreFront and App Protection has to be disabled.

Scenario 2

February 28, 2024

This scenario covers how to disable App Protection for connections started from browser-based
access and enable App Protection for connections started from Citrix Workspace app.

The following are the steps to disable App Protection for a delivery group called Win10Desktop
when connections are started from a browser and enable App Protection for connections from Citrix
Workspace app:

1. Create Smart Access policies:

a) Create a Smart Access policy to filter the connections started from the Citrix Workspace
app, as defined in the preceding scenario Disable App Protection for certain device
types. Create the following expression, to check for CitrixReceiver in the User Agent
string:

HTTP.REQ.HEADER("User-Agent") .CONTAINS("CitrixReceiver")
<!--NeedCopy—-->
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In this scenario, the Smart Access policy is cwa.

Expression*

Select Y Select Y Select ~

HTTR.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver”)

b) Create another Smart Access policy to filter the connections that aren’t started from
the Citrix Workspace app, HTTP.REQ.HEADER("User-Agent'").CONTAINS("
CitrixReceiver") .NOT. Inthis case, this Smart Access policy is browser.

Expression
Select ~ N4 Select ~

HTTPREQHEADER("User-Agent”). CONTAINS("CitrixReceiver”). NOT

2. Create Broker Access policy rules:

a) Run GetBrokerAccessPolicyRule to view the two broker access policies for
WinlODesktop. Forthe delivery group Winl0Desktop, the broker access policies are
WinlODesktop_AG and WinlODesktop_Direct. Note the Desktop Group UID of
WinlODesktop.

b) Create a Broker Access policy for Winl10Desktop to filter connections started from the
Citrix Workspace app by using the following command:

New-BrokerAccessPolicyRule -Name WinlODesktop_AG_CWA -
DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections
ViaAG —-AllowedProtocols HDX, RDP -AllowedUsers
AnyAuthenticated -AllowRestart $true -Enabled $true -
IncludedSmartAccessFilterEnabled S$true

<!--NeedCopy-->

Uid_of_desktopGroup is the DesktopGroupUID of the delivery group got by running the
GetBrokerAccessPolicy Rule in step 1.

¢) Usethefollowingcommand to enable App Protection policies only for connections coming
through CWA by referencing the Smart Access tag cwa:

Set-BrokerAccessPolicyRule Winl0Desktop_AG_CWA -
IncludedSmartAccessTags Primary_HDX_Proxy:cwa -
AppProtectionScreenCaptureRequired $true -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->
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Primary_HDX_Proxy is the VPN virtual server name noted down earlier in Step 1, Create
Smart Access Policy.

d) Use the following command to disable App Protection policies for the rest of the connec-
tions coming through the browser:
Set-BrokerAccessPolicyRule WinlODesktop_AG -
IncludedSmartAccessTags Primary_HDX_Proxy:browser -
AppProtectionScreenCaptureRequired $false -

AppProtectionKeylLoggingRequired $false
<!--NeedCopy-->

3. Verification

Sign out of Citrix Workspace app, if already open. Sign in to Citrix Workspace app again and
launch the required resource from an external connection through an access gateway. You can
see that the App Protection policies are enabled for the resource. Launch the same resource
from the browser through an external connection and you can see that the App Protection poli-
cies are disabled.

Scenario 3

February 28,2024

This scenario covers how to disable App Protection for users in a specific Active Directory
group.

Following are the steps to disable App Protection forWin10Desktop users who are part of the Active
Directory group xd.local\sales:

1. Run Get-BrokerAccessPolicyRule to view the two broker access policies for
WinlODesktop. For a delivery group WinlODesktop there are two broker access
policies, Win10Desktop_AG and Winl@Desktop_Direct. Make a note of the Desktop
Group UID of the Win10Desktop.

2. Create a Broker access policy rule for Win1l@Desktop to filter connections from users in the
Active Directory group xd. Llocal\sales.

New-BrokerAccessPolicyRule -Name Winl@GDesktop_AG_Sales_Group -
DesktopGroupUid <Uid_of_desktopGroup> —-AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -AllowedUsers Filtered -
AllowRestart S$Strue -Enabled S$true
<!--NeedCopy-->

Uid_of_desktopGroup is the DesktopGroupUID of the delivery group got by running the Get-
BrokerAccessPolicy Rule in step 1.
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3. Use the following command to disable App Protection policies for the Windows 10 Desktop
users, part of the AD group xd.local\sales:

Set-BrokerAccessPolicyRule Winl0Desktop_AG_Sales_Group -
AllowedUsers Filtered -IncludedUsers xd.local\sales -
IncludedUserFilterEnabled $true -
AppProtectionScreenCaptureRequired $false -
AppProtectionKeylLoggingRequired $false

<!--NeedCopy—-->

4. Use the following command to enable App Protection policies for the rest of the gateway con-
nections except for the users from xd.local\sales:

Set-BrokerAccessPolicyRule WinlODesktop_AG —-AllowedUsers
Anyauthenticated -ExcludedUserFilterEnabled S$true -
ExcludedUsers xd.local\sales -
AppProtectionScreenCaptureRequired $true -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->

5. Verification

Sign out of the Citrix Workspace app, if already open. Sign in to the Citrix Workspace app as a
user in the xd.local\sales Active Directory group. Launch the protected resource and you see
that App Protection is disabled.

Sign out of the Citrix Workspace app and sign in again as a user who is not part of xd.local\sales.
Launch the protected resource and you see that App Protection is enabled.

Scenario 4

February 28,2024

This scenario covers how to enable App Protection for devices based on the EPA scan results.
Following are the steps to enable App Protection for the devices that pass the EPA scans:
Prerequisites:

Make sure that you have the following:

+ Authentication, authorization, and auditing user groups (for default and quarantined user
groups) and associated policies
+ LDAP server configurations and associated policies

1. Signin to Citrix ADC and go to Configuration > Citrix Gateway > Virtual Servers.

2. Select the relevant Virtual Server and click Edit.
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N

10
11

12

13

14

15

. Edit the existing Authentication Profile.

. Select the relevant Virtual Server and click Edit.

. Click Authentication Policies > Add Binding.

. Under Select Policy, click Add.

. Inthe Name field, enter the name of the Authentication Policy.
. Inthe Action Type drop-down list, select EPA.

. In the Expression field, enter True.

. Under Action, click Add.
. In the Name field, enter the name of the EPA Action.

. Enter the Default Group and Quarantine Group names. In this scenario, Default Group name
is FileExists and Quarantine Group name is FileNotExists.

. Inthe Expression field, enter the following value:

1 sys.client_expr("file_0_c:\\\\epa\\\\compliance.txt") || sys.
client_expr("file_0_c:\\\\epa\\\\trusteddevice.txt") || sys.
client_expr("file_0_/tmp/compliance.txt") || sys.client_expr("
file_O_/tmp/trusteddevice.txt")

2 <!--NeedCopy-->

Configure Authentication EPA Action

NNNNN

ccccc

. Click Create and then click Bind.

. Click Session Policies > Add Binding.
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16.
17.

18.

19.
20.
21.
22.

23.

24,

Under Select Policy, click Add.
In the Name field, enter the name of the Session Policy.

In the Expression field, enter the following value:

AAA.USER.IS_MEMBER_OF("FileExists")
<!--NeedCopy-->

Configure Citrix Gateway Session Policy

Click Create and then click Bind.
On the leftmost side of the taskbar, click the Search icon.
Type Powershell and open Windows Powershell.

Use the following command to disable App Protection policies for devices that have passed the
EPA scans by referencing the Smart Access tag”EPA_GW:Trusted-Device-PC”:

Set-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG" -IncludedSmartAccessFilterEnabled Strue -
IncludedSmartAccessTags EPA_GW:Trusted-Device-PC -
AppProtectionScreenCaptureRequired $false

<!--NeedCopy-->

where, EPA_GWV is the VPN Virtual Server name.

Use the following command to enable App Protection policies for devices that have failed the
EPA scans by referencing the Smart Access tag”EPA_GW:Trusted-Device-PC”:

New-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG_NonCompliant"-DesktopGroupUid 17 -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -Enabled $true -AllowRestart
Strue -ExcludedSmartAccessFilterEnabled $true -
ExcludedSmartAccessTags EPA_GW:Trusted-Device-PC -
IncludedSmartAccessFilterEnabled $true -
AppProtectionScreenCaptureRequired S$Strue

<!--NeedCopy-->

Verification

Sign out of the Citrix Workspace app, if already open. Sign in to the Citrix Workspace app from
a trusted device. Launch the protected resource and you see that App Protection is disabled.
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Sign out of the Citrix Workspace app and Sign in again from an untrusted device. Launch the
protected resource and you see that App Protection is enabled.

Scenario 5

December 27,2023
This scenario covers how to enable App Protection for specific user groups.

To enable App Protection for users of a specific group, see Enable App Protection for specific user
groups

App Protection support for hybrid launch through Workspace

February 28,2024

Hybrid launches of Citrix Virtual Apps and Desktops are when you sign in to Citrix Workspace for Web
by typing the store URL in the native browser, and launching the virtual apps and desktops through
the native Citrix Workspace app and its HDX engine. The term hybrid is the result of using the combi-
nation of Citrix Workspace app for Web and the native Citrix Workspace app to connect and use the

resources.

Note:

When no native Citrix Workspace app components are installed on the endpoint, it’s a zero-install
configuration where both the Citrix Workspace store and the HDX engine are within the browser.
This scenario is known as the Citrix Workspace app for HTML5, which is hosted either on Citrix
Workspace or Citrix StoreFront. This document does not address that scenario.

Prerequisites

« Make sure that you’re on a browser that supports the Citrix Workspace Web extension.

« Make sure that the DNS suffix of your Workspace URL is cloud.com. Currently, custom domains
are not supported.

« Make sure that you’re on one of the following versions of Citrix Workspace app:

- Citrix Workspace app for Windows 2106 or later
- Citrix Workspace app for macOS 2106 or later
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Enable App Protection for hybrid launch

1. Install the Citrix Workspace Web extension for your browser before adding the store. Use one of
the following links based on your browser:

« Chrome
+ Edge Chromium

Once you install the extension, you see it in the extensions section of your browser.

h ¥ DN

Citrix Workspace Web
Workspace App Detected
Version 22.11...

Login Timeout

Actit work Offline

" Troubleshoot

(annlnad Lngs)

4

Read More

Broarracte

2. Signin to the store from your native browser.

3. Navigate to your Profile > Account Settings > Advanced.

Inthe Apps and Desktops Launch Preference section, you can see the current method in which
the apps and desktops currently launch in your web browser. Click Use Citrix Workspace app.
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Advanced
Apps and Desktops Launch Preference
Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your web browser.

(Lls.e Citriz Workispace App)

If you’re using the Citrix Workspace app to launch the resources, you see the following option.

In such a case, no changes are required.

Advanced

Apps and Desktops Launch Preference

Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your Citrix Workspace app on your device using Citrix Workspace Browser Extension

Use Web Browser

4. You can now launch your protected virtual app or desktop.

Common failure scenarios

Here are some scenarios to demonstrate failure in launches and how to fix them.

+ You get one of the following errors when you disable or uninstall the Citrix Workspace Web ex-
tension before launching the protected application. To avoid it, install the extension before you
log in to Citrix Workspace for Web.
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@ Citrix Workspace App )(:

You must use the Citrix Workspace web extension to
start this protected resource.

Lse Extension

Web Extension Required

You must use the Citrix Workspace web extension to start this protected
resource. Further assistance can be found on the Help page.

Help

+ You get one of the following errors when the launch preference is set as Web Browser. Change

the launch preference to Use Citrix Workspace app to resolve this error. For more information,
see this support article.

@ Citrix Workspace App )(:

This protected resource can't be launched. Further
assistance can be found on the Help page.

Help
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Unable to Launch Resource

This protected resource can't ba launched. Further assistance can be

found on the Help page.

Help

App Protection support for hybrid launch through StoreFront

February 28, 2024

Hybrid launch of Citrix Virtual Apps and Desktops is when you sign in to StoreFront for Web by typ-
ing the store URL in the native browser and launch the virtual apps and desktops through the native
Citrix Workspace app and its HDX engine. The term hybrid is the result of using the combination of
StoreFront for Web and the native Citrix Workspace app to connect and use the resources.

Note:

When no native Citrix Workspace app components are installed on the endpoint, it’s a zero-install
configuration where both the Citrix Workspace store and the HDX engine are within the browser.
This scenario is known as Citrix Workspace app for HTML5, which is hosted either on Citrix Work-
space or Citrix StoreFront. This document does not address that scenario.

App Protection support for hybrid launch through StoreFront provides the ability for App Protection
enabled resources to be displayed and launched from browsers.

Note:

If you select the options Use light version (which uses the HTML5 client) or Already installed,
then the App Protection enabled sessions are blocked as Citrix Workspace app isn’t detected
successfully in the browser.
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If you’re using StoreFront 2308 or later, then you can access the apps and desktops that are enabled
with App Protection policies using a web browser if StoreFront is configured appropriately and the
browser successfully detects the native Citrix Workspace app. If you’re using versions between Store-
Front 1912 and 2203, then you must apply the customization as described in the How to deploy sec-
tion.

Limitation:

StoreFront determines the Citrix Workspace app version when you sign in to the website for the
first time. If you later install a different version of Citrix Workspace app, then StoreFront isn’t
aware of the change. So, it might incorrectly allow or disallow the launching of virtual apps and
desktops enabled with App Protection policies. Citrix recommends configuring App Protection
Posture Check which blocks launching virtual apps and desktops from previous versions of Citrix
Workspace app that do not support App Protection. For more information about Posture Check,

see App Protection Posture Check.

Hybrid launch through StoreFront version 2308 or later

StoreFront versions 2308 and later automatically supports hybrid launch of virtual apps and desktops
enabled with App Protection policies. For more information about enabling App Protection for hybrid
launch on StoreFront 2308 or later, see App Protection for hybrid launch via StoreFront.

Hybrid launch through StoreFront versions between 1912 and 2203

StoreFront versions between 1912 and 2203 supports the enabling of hybrid launch of virtual apps
and desktops that are enabled with App Protection policies using a customization as follows:

Citrix recommends removing this customization when upgrading to StoreFront 2308 or later.

Prerequisites

For information about the required versions of Citrix components for App Protection, see System re-

quirements.

How to deploy

1. Download the Zip file named stf-customization-AppP.zip, which has all the required files that you
must deploy to the StoreFront server machine. Download the file from Citrix Downloads. The
file includes the following:

« DLLs that you must copy to the store’s bin folder
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« JavaScript files and other files required for the solution to work
« deploy-solution.ps1 PowerShell script, which the StoreFront admin uses to deploy the so-
lution

2. Unzip the stf-customization-AppP.zip file and open a new administrator PowerShell where the
files are extracted. Run the deploy-solution.psl command, which takes the following

arguments:
« —Action: The action that the script takes. The allowed values are as follows:

- The Deploy action deploys the solution in a seamless manner. It creates a backup
of files that this solution changes, copies the solution files, and restarts the services.
The following screenshot describes the command to deploy the solution on the Store-

Front server:

E¥ Administrator: Windows PowerShell - [m| X

P5 C:\Users\Administrator.E&3E7 stt-customization-AppP> .‘deploy-solution.psl A

d pipeline position 1
r the following parameters:

eBackup'Store

- The ApplyUICustomization action applies a customization on the store Ul so
that you don’t see the Already installed and Use light version options. This action
enforces detection of the native Citrix Workspace app in the browser and makes sure
that you bypass the blocked or unsupported scenarios.
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stomization-AppP (2)> .\deploy-solution.psi

trator. WC6PF\Downloads\stf-customization-AppP (2)= |

- TheRemoveUICustomizationactionundoestheactionof ApplyUICustomization
and the Already Installed and Use light version options appear again.

« —StoreName: The name of the store for which the action must be taken. This parameter
is mandatory and it must be passed along with the Deploy action.

« —BackupDir: Parameter that can be passed with the Deploy action to create a backup
at the required directory. If not passed, the backup is created on the desktop. This para-
meter is an optional parameter.

Note:

If there are any existing customizations in StoreCustomization_Input.dll or StoreCustomiza-
tion_Launch.dll, deploying this solution overrides them.

The App Protection enabled apps and desktops will only display after deploying the customizations.
Without the deployment, the apps and desktops don’t display.

How to revert StoreFront customization

Do the following steps to revert the preceding StoreFront customization:

1. Goto\Desktop\StoreBackup<store name>directory and copy the followingfiles to the respective
directories:

« StoreCustomization_Input.dil and StoreCustomization_Launch.dll files to the /ISINET-
Pub\Citrix<store name>\bin directory
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« web.config file to the lISINETPub\Citrix\StoreWeb directory
+ *js and style.css files to the IISINETPub\Citrix\StoreWeb\Custom directory
Note:

If there are customization files other than the preceding files in the \Desk-
top\StoreBackup<store name> directory, copy those files and directories to the
relevant directories as needed.

2. Open PowerShell.

3. Stop the IISADMIN and CitrixSubscriptionsStore services by running the following com-
mands:

sc stop IISADMIN
sc stop CitrixSubscriptionsStore
<!--NeedCopy-->

4. Startthe IISADMIN and CitrixSubscriptionsStore services again by running the following com-
mands:

sc start IISADMIN
sc start CitrixSubscriptionsStore
<!--NeedCopy-->

End user experience of hybrid launch for protected resources

1. After the deployment of the solution by the admin on the StoreFront server, sign in to your store
on the client side and then access StoreFront using the URL in a web browser.

2. To seeif Citrix Workspace app is successfully detected in the browser, check the Current status
in your Account Settings.
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@ Citrix Receiver x + v - =] x
< C 8 nsgepa.bvtlocal/Citrix/StoreWet T & i
O
DESKTOPS
Settings
About
Log off

Activate Citrix Receiver

Change Citrix Receiver

https//nigeps bvtlocal/Citrin/StoreWeb/s
H L Type here to search

After Citrix Workspace app is detected, you can see and launch all the virtual apps and desktops
that are enabled with App Protection.

Enable tracing on StoreFront

To enable tracing in StoreFront, see the StoreFront documentation. This trace can be used to verify
whether the configured NetScaler Gateway session policy labels are passed down to the store prop-

erly.

Troubleshooting

When you launch the App Protection enabled sessions, you might sometimes face the following er-

ror:
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\ o C @ nsgepabvtiocal X/St T A

The possible reasons for this error are as follows:

+ The apps and desktops are configured to open in a browser.

[

DESKTOPS

Settings

About

Log off

Activate Citrix Workspace app

Change Citrix Workspace app

You face this scenario if you clicked Use light version during Citrix Workspace app detection as
shown in the following screen:
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Just a moment, we're detecting if Citrix Receiver is already
installed.

5 detected, you ¥ 2 3 W w seconds
Launch Application
If no window appears, proceed to d

Workspace

W | agree with the

« The browser doesn’t detect Citrix Workspace app.

HOME

Settings um 3

ccount
About

Log off

Activate Citrix Workspace app
Downloads il that adds this workspace to your local Gitrix Workspace app.

Change Citrix Workspac
Gpensa page that checksfor 3 ocal

Current status: W

You face this scenario if you clicked Already installed during Citrix Workspace app detection as

shown in the following screen:
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@ Citrix Receiver x + ¢ = o x

<« Cc ovtlocal/Citrix/StoreWet " @ ¢

Just a moment, we're detecting if Citrix Receiver is already
installed

Solution: To correct the preceding scenarios and launch the App Protection enabled sessions,
click Change Citrix Workspace app in Account Settings and wait for Citrix Workspace app to be
detected.

Optimization

Citrix Workspace app detection is mandatory to launch the App Protection enabled sessions. To
avoid failures during hybrid launches for protected sessions, the StoreFront admins can use the
ApplyUICustomization action of the deploy-solution.psl command and hide the Use
light version and Already installed options.

Citrix Workspace app release timelines

June 21,2024

This release timeline illustrates the target release cadence and dates of Citrix Workspace app releases.
Although exact dates might change, we want to help you plan ahead. We also want to make it easier
for you to manage Citrix Workspace app deployments.

You can download new releases from the Citrix Workspace app Downloads page. Citrix Workspace
app for Android, Citrix Workspace app for iOS, and Citrix Workspace app for Windows (Store) are also
available for download from their respective app stores. If you have enabled Citrix Workspace Updates
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for Citrix Workspace app for Mac or Windows, you’re notified to accept the download and install the
update. Consider subscribing to our RSS feed to receive alerts when new releases become available.

For details about the features available in each Citrix Workspace app, see Citrix Workspace app feature

matrix.

For lifecycle information, see Lifecycle Milestones for Citrix Workspace app.

Target release cadence

The following Citrix Workspace app platforms follow a quarterly release cadence:

e Linux
« Mac
« Windows

The following Citrix Workspace app platforms follow a six-week interval release cadence:

o ChromeOS
o« HTML5

The following Citrix Workspace app platforms follow a monthly release cadence:

+ Android

+ i0S
Note:
Citrix Workspace app for Windows, Citrix Workspace app for Mac, Citrix Workspace app for An-
droid, and Citrix Workspace app foriOS going forward will be having major and minor releases in
a quarter. Minor releases will be denoted as .10’and these releases will include minor enhance-

ments around quality and performance improvements. The minor ¢.10’release isn’t expected to

have any major features.

Target release dates for desktop apps

Citrix

Work-

space Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
app 2024 2024 2024 2024 2024 2024 2024 2024 2024 2024 2024

Windows - o ] X - o X - o -
Window®X - o - X - - X - - X
LTSR
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Citrix Workspace app

Citrix

Work-

space Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
app 2024 2024 2024 2024 2024 2024 2024 2024 2024 2024 2024

Mac - - o X o - o ® - o -
Chrome@® - o ] o - o ® - o X
and

HTML5

Linux - ] - ] - - o - - ) -

Note: The @ symbol denotes major releases and the B symbol denotes minor releases. The K
symbol denotes cumilative updates (CUs).

Target release dates for mobile and tablet apps

Citrix Workspace app for Android and Citrix Workspace app for iOS follow a monthly release
cadence.

Citrix

Work-

space  Mar Apr May Jun Jul Aug Sep Oct Nov Dec
app 2024 2024 2024 2024 2024 2024 2024 2024 2024 2024

Android & X ) X o X o X o X
and

i0S

Note: The @ symbol denotes major releases and the B symbol denotes minor releases. Minor
releases are optional releases tailored to meet specific requirements or improvements.

Disclaimer:

The development, release, and timing described for our products remains at our sole discretion
and is subject to change without notice or consultation. The data provided is for informational
purposes only and is not a commitment, promise, or legal obligation to deliver any material,
code, or functionality and should not be relied upon in making purchasing decisions or incorpo-
rated into any contract.
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Citrix Workspace app

Citrix Workspace app feature matrix

June 26, 2024

Citrix Workspace app provides a gamut of features distributed across different platforms or operating
systems. With this feature matrix, you can clearly understand the availability of the features across
different platforms. In each section, along with the feature matrix, you can find the feature definition
table that describes every feature in brief.

Citrix Workspace
Windows
2403.1
and Win-
dows Windows
Store 2402 Linux Mac i0S Android  HTMLS5 ChromeQS
Feature  2403.1 LTSR 2405 2402.10 24.6.0 24.5.0 2404.1 2405
Citrix Yes Yes Yes Yes Yes Yes Yes Yes
Virtual
Apps
Citrix Yes Yes Yes Yes Yes Yes Yes Yes
Virtual
Desk-
tops
Citrix Yes Yes No Yes Yes Yes No No
Secure
Private
Access
CitrixEn-  Yes Yes(5) Yes Yes No No No No
terprise
Browser
(for-
merly
Citrix
Work-
space
Browser)
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https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/getting-started.html#connect
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/get-started.html#connect
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/system-requirements.html#connections-certificates-and-authentication
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/get-started.html#setup
https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/getting-started.html#connect
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/get-started.html#connect
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/system-requirements.html#connections-certificates-and-authentication
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/get-started.html#setup
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/configure.html#citrix-workspace-mobile-app-web-viewer
https://docs.citrix.com/en-us/citrix-enterprise-browser.html

Citrix Workspace app

Windows

2403.1

and Win-

dows Windows

Store 2402
Feature  2403.1 LTSR

Web/SaaS Yes Yes
apps

with

SSO

Citrix No No
Mobile

Apps

App Yes No
Person-

alization

service

Feature

Citrix Virtual Apps

Citrix Virtual Desktops

Citrix Secure Private Access

Citrix Enterprise Browser(5)

Web/Saa$S apps with SSO

Linux
2405

Yes

No

No

Mac i0S Android  HTML5 ChromeOS
2402.10 24.6.0 24.5.0 2404.1 2405
Yes Yes Yes Yes Yes

Yes Yes No No

Yes Yes No No

Definition

Access Citrix Virtual Apps through Citrix DaaS or
Citrix Virtual Apps and Desktops entitlement.
Access Citrix Virtual Desktops through Citrix
Daas or Citrix Virtual Apps and Desktops

entitlement.
With the Citrix Secure Private Access IT admins

can govern access to approved Saa$S apps. Also,
with a simplified single sign-on experience
admins can protect the organization’s network
and end-user devices from malware and data
leaks by filtering access to specific websites and
website categories.

Browser delivered with the Citrix Workspace app
to access SaaS and Web Apps securely.

Access SaaS/Web Apps configured using Secure
Workspace Access with SSO.
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https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#secure-saas-with-citrix-embedded-browser-experimental-feature
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/whats-new.html#22031
https://docs.citrix.com/citrix-workspace-app-for-ios/whats-new.html#support-for-an-enhanced-single-sign-on-sso-experience-for-web-and-saas-apps-technical-preview
https://developer.cloud.com/citrixworkspace/app-personalization/docs/overview

Citrix Workspace app

Feature

Citrix Mobile apps

Citrix Mobile App Upgrades

App Personalization service

Workspace Management

Windows

2403.1

and Win-

dows Windows

Store 2402 Linux
Feature  2403.1 LTSR 2405
Auto Yes Yes No
config-
ure
using
DNS for
email
discov-
ery
CentralizedYes Yes Yes
Manage-
ment
settings

Definition

Access Citrix Mobile Apps aggregated by Citrix
Endpoint Management formerly known as
XenMobile.

Access Citrix Mobile Apps aggregated by Citrix
Endpoint Management formerly known as
XenMobile.

Allows to have a personalized corporate
experience. You can have a custom app name
and a co-branded icon for your Citrix Workspace
app across the app workflow.

Mac i0S Android  HTML5 ChromeOS
2402.10 24.6.0 24.5.0 2404.1 2405

Yes Yes Yes No No

No No No No Yes
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https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/getting-started.html#adding-store-url-to-citrix-workspace-app
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/whats-new.html#2109
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/get-started.html#configure-email-based-account-discovery

Citrix Workspace app

Windows
2403.1
and Win-
dows Windows
Store 2402 Linux
Feature  2403.1 LTSR 2405
Global Yes Yes No
App
Config
service
(Work-
space)
Global Yes Yes No
App
Config
service
(Store-
Front)
App No No No
Store
updates
Citrix Yes Yes No
Auto
updates
Client Yes No No
App
Manage-
ment
Feature

Auto configure using DNS for email discovery

Centralized Management settings

Mac

i0S Android  HTML5 ChromeOS

2402.10 24.6.0 24.5.0 2404.1 2405

Yes

Yes

No

Yes

No

Yes Yes Yes Yes

Yes Yes Yes Yes

Yes Yes No No

No No No No

Not ap- Not ap- Not ap- Not ap-

plicable plicable plicable plicable
Definition

Enable Citrix Workspace app to be configured via
auto-discovered settings.

App setting from a centralized service, for
example, Google Chrome management or GPOs.
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https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/whats-new.html#22031
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/configure.html#global-app-configuration-service-channel-support
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/configure.html#migration-from-on-premises-to-cloud-account
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/update.html#advanced-configuration-for-automatic-updates-citrix-workspace-updates
https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/client-app-management.html

Citrix Workspace app

Feature Definition

Global App Config service (Workspace) The Global App Configuration service for Citrix
Workspace allows a Citrix administrator to
deliver Workspace service URLs and Citrix
Workspace app settings through a centrally
managed service.

Global App Config service (StoreFront) The Global App Configuration service for Citrix
StoreFront allows a Citrix administrator to
deliver Citrix Workspace app settings through a
centrally managed service.

App Store updates Updates from vendor application store

Citrix Auto updates Updates for Windows and Mac through Citrix
Auto-upgrade functionality

Client App Management Enables Citrix Workspace app to become a single
client app that is required on the end point to
install and manage agents such as Secure Access
Agent and End Point Analysis (EPA) plug-in. With
this feature, administrators can easily deploy
and manage required agents from a single
management console.

User interface

Windows

2403.1

and Win-

dows Windows

Store 2402 Linux Mac i0S Android  HTML5 Chrome0S
Feature  2403.1 LTSR 2405 2402.10 24.6.0 24.5.0 2404.1 2405
Desktop  Yes Yes Yes Yes Yes Yes Yes Yes
Viewer/-
Toolbar
Multi- Yes Yes Yes Yes Yes Yes Yes Yes
tasking
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https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/configure.html#desktop-viewer
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/get-started.html#preferences
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/hdx-multimedia/graphics-display#desktop-toolbar
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/configure.html#reposition-the-in-session-toolbar

Citrix Workspace app

Windows

2403.1

and Win-

dows Windows

Store 2402 Linux
Feature  2403.1 LTSR 2405
Follow Yes Yes Yes
Me
Sessions
(Work-
space
Control)
Feature

Desktop Viewer/Toolbar

Multi-tasking

Follow Me Sessions (Workspace Control)

HDX Host Core

Windows

2403.1

and Win-

dows Windows

Store 2402 Linux
Feature  2403.1 LTSR 2405
Adaptive Yes Yes Yes
trans-
port

Mac i0S Android  HTML5 ChromeOS
2402.10 24.6.0 24.5.0 2404.1 2405

Yes Yes Yes Yes Yes

Definition

Enables in session control of session functions
like sending Ctrl+Alt+Del via a toolbar.

Enables multiple apps and desktops to be used
at the same time.

Allows users to move between devices and
automatically connect to all of their sessions.

Mac i0S Android  HTML5 ChromeOS
2402.10 24.6.0 24.5.0 2404.1 2405

Yes Yes Yes No No
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https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/configure.html#keyboard-shortcuts
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/configure.html#workspace-control
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#audio
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/hdx-transport/adaptive-transport.html
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/hdx-transport/adaptive-transport.html

Citrix Workspace app

Windows
2403.1
and Win-
dows Windows
Store 2402 Linux Mac i0S Android  HTML5 ChromeQS
Feature  2403.1 LTSR 2405 2402.10 24.6.0 24.5.0 2404.1 2405
HDX Yes Yes No No No No No No
adap-
tive
through-
put
SDWAN  Yes Yes Yes Yes No No Yes Yes
support
Session  Yes Yes Yes Yes Yes Yes Yes Yes
reliabil-
ity
Auto- Yes Yes Yes Yes No Yes No No
client
Recon-
nect
Session  Yes Yes Yes Yes Yes Yes Yes Yes
sharing
Multi- Yes Yes Yes No No No No No
port ICA
Feature Definition
Adaptive transport Enables EDT transport for HDX for improved
throughput independent of network conditions.
SDWAN support Enables SDWAN acceleration for QoS, TCP,
compression, and de-duplication.
Session reliability Keeps sessions active and on the user’s screen
when network connectivity is interrupted.
Auto-client Reconnect Prompts and reconnects the session on
connection interruption.
Session Sharing Enables the published app to run over the same

connection as other published applications
when already running on the same server.
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https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/hdx-transport#hdx-adaptive-throughput
https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/hdx-transport#hdx-adaptive-throughput
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#session-reliability
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/session-experience#session-reliability-and-auto-client-reconnect
https://help-docs.citrix.com/en-us/citrix-workspace-app/ios/citrix-ready-workspace-hub.html
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#automatic-reconnection
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/session-experience#session-reliability-and-auto-client-reconnect
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/configure.html#session-sharing

Citrix Workspace app

Feature

Multi-port ICA

HDX 10 / Devices [ Printing

Feature

Local
printing
Generic
usB
redirec-
tion
Client
drive
map-
ping /
File
transfer
TWAIN
2.0

Feature

Windows
2403.1
and Win-
dows
Store
2403.1

Yes

Yes

Yes

Yes

Local printing

Windows
2402
LTSR

Yes

Yes

Yes

No

Generic USB redirection

Linux
2405

Yes

Yes

Yes

No

Client drive mapping / File Transfer

Definition

Allows support for multiple TCP ports for HDX

traffic to improve the Quality of Service.

Mac i0S
2402.10 24.6.0

Yes Yes
Yes Yes
Yes Yes
No No
Definition

Android
24.5.0

No

Yes

Yes

No

HTML5
2404.1

Yes

Yes

Yes

No

ChromeOS
2405

Yes

Yes

Yes

No

Enables users to print documents via shared or

local printers.

Enables use of USB devices inside the session.

For example, keyboard, mouse, external

webcam and so on.
Enables use of client drives inbuilt or attached

for data storage.
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https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#map-client-printers
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/devices/printing
https://docs.citrix.com/en-us/citrix-workspace-app-for-chrome/configure.html#support-for-network-printers
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#keyboard
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/devices/usb
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#client-drive-mapping
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/devices/client-drive-mapping
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/configure.html#client-drive-mapping-cdm
https://docs.citrix.com/en-us/citrix-workspace-app-for-chrome/configure.html#client-drive-mapping
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/twain-policy-settings.html

Citrix Workspace app

Feature Definition

TWAIN Allows mapping client TWAIN devices, such as
digital cameras or scanners.

HDX integration

Windows

2403.1

and Win-

dows Windows

Store 2402 Linux Mac i0S Android  HTML5 ChromeQS
Feature = 2403.1 LTSR 2405 2402.10 24.6.0 24.5.0 2404.1 2405
Local Yes Yes No No No No No No
App
Access
Multi- Yes Yes No No Yes Yes Yes Yes
touch
Mobility  Yes Yes No No Yes Yes Yes Yes
pack
HDX Yes Yes Yes Yes No No Yes Yes
Insight
HDX Yes Yes Yes Yes Yes (3) Yes (3) No No
Insight
with
NSAP VC
EUEM Yes Yes Yes Yes No Yes Yes Yes
experi-
ence
matrix
Bi- Yes Yes No No No No No No
directional
content
redirec-
tion
URL Yes Yes Yes Yes Yes Yes Yes Yes
redirec-
tion
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https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/configure.html#accessing-recent-apps-by-3d-touch-gesture
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/technical-overview/hdx.html#hdx-insight
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#support-for-netscaler-app-experience-nsap-virtual-channel
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#support-for-netscaler-app-experience-nsap-virtual-channel
https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/configure.html#bidirectional-content-redirection
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/configure.html#host-to-client-redirection

Citrix Workspace app

Windows
2403.1
and Win-
dows Windows
Store 2402 Linux
Feature  2403.1 LTSR 2405
Browser Yes No Yes
content
redirec-
tion
File Yes Yes Yes
openin
Citrix
Work-
space
app
Location Yes Yes No
Based
Services
(Loca-
tion
avail-
able via
API-

description)

Feature

Local App Access

Multi-touch

Mobility pack

HDX insight

Mac i0S Android

2402.10 24.6.0 24.5.0

No No No

No Yes Yes

No Yes Yes
Definition

HTML5
2404.1

No

No

No

ChromeOS
2405

Yes

Yes

No

Access the local application on a client device

inside the session.

Enables 10 finger multi-touch control of

Windows/Linux desktops and apps.

Enables native device experience features (for

example, auto popup keyboard and local device

Ul controls) and tablet-optimized desktops.

Provides visibility into the session startup/end

times using ICA network performance metrics.
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https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/configure.html#browser-content-redirection
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#browser-content-redirection
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#server-client-content-redirection
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/configure.html#customer-experience-improvement-program-ceip

Citrix Workspace app

Feature

HDX insight with NSAP VC

EUEM experience matrix

Bi-directional Content redirection

URL redirection

Browser content redirection

File open in Citrix Workspace app

Location Based Services (Location available via
API-description)

Definition

Provide visibility into the session startup/ end
time using the NetScaler App Experience or
NSAP Virtual channel to get HDX insights.
Provides Citrix admins visibility into the logon
duration metrics via the Citrix Virtual Desktop
that was formerly known as XenDesktop 7

Director.
Enables client to host and host to client URL

redirection.

Allows running of applications locally on the
client.

Enables an entire webpage (a browser’s
viewport) to be redirected to the endpoint for
local rendering, offloading the server.

Allows opening a local file in Citrix Workspace
app using a hosted application (Client to Server
Content Redirection).

Enables location information to be used by
applications delivered by Citrix Virtual Desktop
earlier known as XenDesktop.

HDX multimedia

Windows

2403.1

and Win-

dows Windows

Store 2402 Linux Mac i0S Android  HTML5 Chrome0S
Feature  2403.1 LTSR 2405 2402.10 24.6.0 24.5.0 2404.1 2405
Audio Yes Yes Yes Yes Yes Yes Yes Yes
play-
back
Bi- Yes Yes Yes Yes Yes Yes Yes Yes
directional
Audio
(VoIP)
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Citrix Workspace app

Windows

2403.1

and Win-

dows Windows

Store 2402 Linux

Feature 2403.1 LTSR 2405

Webcam Yes Yes Yes
redirec-

tion

Video Yes Yes Yes
play-

back

Microsoft VYes Yes Yes (x64
Teams only)

opti-

miza-

tion

Skype Yes Yes Yes
for Busi-

ness

Opti-

miza-

tion

Pack

Cisco Yes Yes Yes
Jabber

unified

commu-

nica-

tions

opti-

miza-

tion

Windows Yes Yes Yes
Multime-

dia

redirec-

tion

Mac
2402.10

Yes

Yes

Yes

Yes

No

No

i0S
24.6.0

Yes

Yes

No

No

No

No

Android
24.5.0

Yes

Yes

No

No

No

No

HTML5
2404.1

Yes

Yes

Yes

No

No

No

ChromeOS
2405

Yes

Yes

Yes

No

No

No
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https://docs.citrix.com/en-us/hdx-optimization/2-9-ltsr/overview.html
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/multimedia/windows-media-redirection.html
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/configure-xenapp.html#multimedia-performance

Citrix Workspace app

UDP Yes Yes Yes No No No No No
audio
Feature Definition

Audio Playback

Bi-directional audio (VolP)

Webcam redirection

Video playback

Microsoft Teams optimization

Skype for Business optimization

Cisco Jabber unified communications
optimization
Windows Multimedia redirection

Enables server rendered audio playback.

Enables use of hosted softphone / voice chat
collaboration applications.

Enables use of video chat collaboration
applications using a local webcam.

Enable viewing of recorded videos.

Offloads Microsoft Teams media processing from
the Citrix server to the user device.

Offloads Skype for Business media processing
from the Citrix server to the user device. For
Citrix Workspace app for Android, we support
only on Chrome devices.

Offloads Jabber media processing from the
Citrix server to the user device.

Enables Windows Multimedia to be rendered on
the user device, offloading the server.

UDP audio Support for audio input and output over UDP.
Security

Windows

2403.1

and Win-

dows Windows

Store 2402 Linux Mac i0S Android  HTML5 ChromeOS
Feature  2403.1 LTSR 2405 2402.10 24.6.0 24.5.0 2404.1 2405
TLS 1.2 Yes Yes Yes Yes Yes Yes Yes Yes
TLS Yes Yes Yes Yes Yes Yes Yes Yes
1.0/1.1
DTLS 1.0 Yes Yes Yes Yes Yes Yes No No
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https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/secure-communication.html#transport-layer-security
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Citrix Workspace app

Windows

2403.1

and Win-

dows Windows

Store 2402 Linux Mac i0S Android  HTML5 ChromeQS
Feature  2403.1 LTSR 2405 2402.10 24.6.0 24.5.0 2404.1 2405
DTLS 1.2 Yes Yes Yes Yes No No No No
SHA2 Yes Yes Yes Yes Yes Yes Yes Yes
Cert
Smart Yes Yes Yes Yes Yes Yes Yes Yes
Access
Remote  Yes(1) Yes Yes Yes Yes Yes Yes Yes
Access
via Citrix
Gateway
Workspace Yes Yes Yes Yes Via ICA Yes Yes Yes
for Web file
Access
IPV6 Yes Yes Yes Yes Yes Yes Yes Yes
App Pro- Yes Yes Yes Yes No No No No
tection
Feature Definition
TLS1.2 Successor to SSL, strong communication

channel security.

TLS1.0/1.1 Successor to SSL, strong communication

channel security.

DTLS 1.0 DTLS is a derivation of the SSL protocol. It
provides the same security services (integrity,
authentication, and confidentiality) but under
the UDP protocol.

DTLS 1.2 DTLS is a derivation of the SSL protocol. It
provides the same security services (integrity,
authentication, and confidentiality) but under
the UDP protocol.

SHA2 Cert Ability to use SHA2 certificates.
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Citrix Workspace app

Feature

Smart access

Remote access via Gateway

Workspace for Web access

IPV6
HDX graphics
Windows
2403.1
and Win-
dows Windows

Store 2402
Feature 2403.1 LTSR

H.264- Yes Yes
enhanced

Super-

Codec

Client Yes Yes
hard-

ware

acceler-

ation
3DPro Yes Yes

graphics

External Yes Yes
monitor

support

Desktop  Yes Yes
compo-

sition

redirec-

tion

Linux
2405

Yes

Yes

Yes

Yes

No

Mac

Definition

Controls access to available apps by using
Gateway policies and filters.

Provides users with secure access to enterprise
apps, virtual desktops, and data anywhere
without a VPN client.

Access to hosted applications or virtual desktops
using a browser.

Enables use on IPV6 networks.

i0S Android  HTML5 ChromeOS

2402.10 24.6.0 24.5.0 2404.1 2405

Yes

Yes

Yes

Yes

No

Yes Yes Yes Yes
No Yes No No
Yes Yes Yes Yes
Yes Yes Yes Yes
No No No No
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Citrix Workspace app

Windows

2403.1

and Win-

dows Windows

Store 2402 Linux
Feature  2403.1 LTSR 2405
True Yes Yes Yes
Multi-
monitor
Feature

H.264-enhanced SuperCodec

Client hardware acceleration

3DPro Graphics

External monitor support

Desktop composition redirection

True Multi-monitor

Authentication

i0S Android  HTML5
2402.10 24.6.0 24.5.0 2404.1
No No Yes
Definition

ChromeOS
2405

Yes

Enables streamlined delivery of applications

using XenApp/Desktop 7.X H264-enhanced

Supercodec.

Enables hardware acceleration for HDX features

like graphics, webcam. The use of hardware

capability varies with different Citrix Workspace

apps.
Enables use of 3D professional graphics
applications hosted in the data center.

Enables use of an external monitor.

Enables graphics command that is remote to the

client for rendering to make sure server

scalability. Deprecated in Receiver for Mac 12.9

version.

XenApp or XenDesktop creates the same number

of monitors as supported by the client.
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Windows

2403.1

and Win-

dows Windows
Store 2402

Feature 2403.1 LTSR 2405

Federated Yes Yes Yes
authen-

tication

(SAM-

L/Azure

AD)

ADCfull  Yes Yes Yes

VPN
RSAsoft No No No

token

Challenge Yes Yes No
re-

sponse

SMS

(Radius)

User No No No
Cert

Auth via

Gateway

(via

native

Work-

space

app)

User Yes (4)
Cert

Auth via

Gateway

Yes (4) No

(via
browser)

Linux

Mac
2402.10

Yes

Yes

No

Yes

No

Yes

i0S
24.6.0

Yes

No

Yes

No

Yes

No

Android
24.5.0

Yes

No

Yes

No

Yes

No

HTML5
2404.1

Yes

No

No

No

Yes

Yes

ChromeOS
2405

Yes

No

No

No

Yes

Yes
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Citrix Workspace app

Windows

2403.1

and Win-

dows Windows

Store 2402
Feature  2403.1 LTSR

Smart Yes Yes
card

(CAC,

PIV, and

soon)
Proximity/Qtestactless Yes

card
Credential Yes Yes

inser-

tion (for

exam-

ple, Fast

Connect,

Store-

browse)

Pass Yes Yes
through

authen-

tication
Savecre- Yes Yes

dentials
*On-
prem
and only
Store-

Front
ADC Yes Yes

nFactor
authen-

tication
ADC Yes Yes

Native
OTP

Linux
2405

Yes

Yes

Yes

No

No

Yes

Yes

Mac
2402.10

Yes

No

No

No

Yes

Yes

Yes

i0S
24.6.0

Yes

No

No

No

No

Yes

Yes

Android
24.5.0

Yes

No

No

No

No

Yes

Yes

HTML5
2404.1

No

No

No

No

No

Yes

Yes

ChromeOS
2405

Yes

Yes

Yes

No

No

Yes

Yes
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Citrix Workspace app

Windows
2403.1
and Win-
dows Windows
Store 2402 Linux
Feature  2403.1 LTSR 2405
Biometric No No No
authen-
tication
(Touch
ID, Face
ID)
Single No No No
sign-On
to Citrix
Mobile
apps
Anonymoudes Yes Yes
store
access
Feature

Federated Authentication (SAML/Azure AD)

ADC (NetScaler) Full VPN
RSA Soft Token

Challenge Response SMS (Radius)

User Cert Auth via Gateway (via browser only)

Mac i0S Android  HTML5 ChromeOS
2402.10 24.6.0 24.5.0 2404.1 2405
No Yes No No No

Yes Yes No No

Yes Yes Yes Yes

Definition

Enables the FAS server for the user
authentication that delegates the Microsoft
ADFS server (or other SAML-aware IdP) either by
Azure AD or SAML.

Builds full VPN tunnel for Gateway.

Enables simplified authentication when using
RSA Soft Tokens.

Enables a use of challenge response
authentication for example the use of SMS pass

codes.
Enables use of users certificates as one factor for

authentication with Gateway, which is for
browser-based authentication on Windows.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 149


https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/whats-new.html#support-for-an-enhanced-single-sign-on-sso-experience-for-web-and-saas-apps-technical-preview
https://docs.citrix.com/en-us/citrix-workspace-app-for-mac/system-requirements.html#connections-certificates-and-authentication
https://docs.citrix.com/en-us/citrix-workspace-app-for-ios/system-requirements.html#connections-certificates-and-authentication

Citrix Workspace app

Feature

Smart Card (CAC, PIV, and so on)

Proximity/Contactless Card

Credential insertion (for example, Fast Connect,
Storebrowse)

Pass through authentication

Save credentials *On-prem and only StoreFront

Gateway native OTP

NetScaler nFactor authentication

Biometric authentication (Touch ID, Face ID)

Single sign-on to Citrix Mobile apps

Anonymous store access

Input experience

Definition

Enables use of a standard PC/SC compatible
cryptographic smart card for authentication and
signing.

Enables users to use Citrix apps or desktops by
authenticating with proximity or contactless

smart card.
Enables users to use Citrix apps or desktops by

authenticating with a proximity or contactless
smart card. Storebrowse is a command-line
utility tool available with Citrix Workspace app
for Windows. You can use Storebrowse to
customize Citrix Workspace app by scripting the
Storebrowse utility.

Passes user credentials to a web interface site
and then to the Citrix Virtual Apps and Desktops
servers. This process prevents users to explicitly
authenticate at any point during the Citrix app
launch process.

Enables save credentials for on-prem and only
using Citrix StoreFront.

Gateway supports one-time passwords (OTPs)
without having to use a third-party server, by
keeping the entire configuration on the
NetScaler appliance.

nFactor authentication enables dynamic
authentication flows based on the user profile.
Sometimes, these flows can be simple flows to
be intuitive to the user. The minimum version of
NetScaler required is 12.1.49.x.

Enables Biometric authentications such as
Touch ID and Face ID.

Enables single sign-on to Citrix Mobile apps.

Support access for unauthenticated
(anonymous) users.
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Windows

2403.1

and Win-

dows Windows

Store 2402 Linux
Feature 2403.1 LTSR 2405

Keyboard Yes Yes Yes
layout

sync -

clientto

VDA

(Win-

dows

VDA)

Keyboard Yes Yes Yes
layout

sync -

client to

VDA

(Linux

VDA)

Keyboard No No No
layout

sync -

VDA to

client

(Win-

dows

VDA)

Keyboard No No No
layout

sync -

VDA to

client

(Linux

VDA)

Mac
2402.10

Yes

Yes

No

No

i0S
24.6.0

Yes

Yes

No

No

Android
24.5.0

Yes

Yes

No

No

HTML5
2404.1

No

No

No

No

ChromeOS
2405

No

No

No

No
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Windows
2403.1
and Win-
dows
Store
Feature  2403.1

Unicode No
key-

board

layout

map-

ping
Keyboard No
input

mode -
unicode
Keyboard Yes
input

mode -

scan-

code

Server Yes
IME

Generic  Yes
client

IME

(CTXIME)

for CJK

IMEs
Command Yes
linein-

terface
Keyboard Yes
sync

setting

Ul and
configu-
rations

Windows
2402
LTSR

No

No

Yes

Yes

Yes

Yes

Yes

Linux
2405

Yes

Yes

Yes

Yes

No

No

Yes

Mac
2402.10

Yes

Yes

Yes

Yes

Yes

No

Yes

i0S
24.6.0

Yes

Yes

No

Yes

Yes

No

Yes

Android
24.5.0

Yes

Yes

No

Yes

Yes

No

Yes

HTML5
2404.1

Yes

Yes

Yes

Yes

Yes

No

No

ChromeOS
2405

Yes

Yes

Yes

Yes

Yes

No

No
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Citrix Workspace app

Windows
2403.1
and Win-
dows Windows
Store 2402 Linux Mac i0S Android  HTML5 ChromeQS
Feature  2403.1 LTSR 2405 2402.10 24.6.0 24.5.0 2404.1 2405
Input No No Yes Yes Yes No No No
mode
setting
Ul and
configu-
rations
Language Yes Yes No Yes No No No No
bar
setting
Ul and
configu-
rations
Feature Definition

Keyboard layout sync - client to VDA (Windows
VDA)

Keyboard layout sync - client to VDA (Linux VDA)

Keyboard layout sync - VDA to client (Windows
VDA)

Enables users to synchronize active keyboard
layouts or switch among preferred keyboard
layouts on the client device. The keyboard
layout on the client device gets automatically set

on the Windows VDA.
Enables users to synchronize active keyboard

layouts or switch among preferred keyboard
layouts on the client device. The keyboard
layout on the client device gets automatically set

on the Linux VDA.
Enables users to synchronize active keyboard

layouts or switch among preferred keyboard
layouts on the Windows VDA. The keyboard
layout on the Windows VDA gets automatically
set on the client device.
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Citrix Workspace app

Feature

Keyboard layout sync - VDA to client (Linux VDA)

Unicode keyboard layout mapping

Keyboard input mode - unicode

Keyboard input mode - scancode

Server IME

Generic client IME (CTXIME) for CJK IMEs

Command line interface

Keyboard sync setting Ul and configurations

Input mode setting Ul and configurations

Language bar setting Ul and configurations

Keyboard layout sync GPO administrative
template

Definition

Enables users to synchronize active keyboard
layouts or switch among preferred keyboard
layouts on the Linux VDA. The keyboard layout
on the Linux VDA gets automatically set on the
client device.

Supports Unicode keyboard layout mapping for
Windows VDA with non-Windows Citrix
Workspace app.

Unicode input mode sends the key from the
client-side keyboard to VDA and VDA generates
the same character in the VDA. Applies
client-side keyboard layout.

Scancode input mode sends the key position
from the client-side keyboard to VDA and VDA
generates the corresponding character. Applies
server-side keyboard layout.

Provides service (or VDA) side Input Method
Editor (IME) usability and experience.

Provides enhanced Client IME usability and
improved seamless experience for East Asian
languages (Chinese, Japanese, Korean).

Users can enable or disable client IME using the
command-line interfaces.

Users can choose different keyboard layout
synchronization options using the GUI.

Users can choose different keyboard input mode
options using the GUI.

Users can choose to show or hide the remote
language bar in a VDA app session using the GUI.
The language bar displays the preferred input
language in a session.

Administrators can override the keyboard layout
synchronization configurations by deploying the
corresponding policies from the Citrix
Workspace app Group Policy Object
administrative template.
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Table indicators

Indicator

Description

StoreFront only

HDX 3D Pro reverts to JPEG for these Citrix
Workspace apps. 3 Mbps is recommended
compared to 1.5 Mbps with H.264 Deep
Compression.

For NSAP VC, the Workspace app for iOS/Android
supports, but for ADC/ADM, the support is still
pending.

User Cert Auth via Gateway (via browser only)
method of authentication doesn’t support Citrix
Workspace app client detection. You can open a
virtual app or desktop using Citrix Workspace
app only if the ICA file is downloaded.

Citrix Enterprise Browser can be used with Citrix
Workspace app LTSR as a compatible
component. However, it isn’t installed by
default. To install Citrix Enterprise Browser, add
install switch InstallEmbeddedBrowser=Y
or Addlocal parameter
CitrixEnterpriseBrowser as part of the
command-line installation.

Note:

The development, release, and timing of any features or functionality described for our prod-

ucts remains at our sole discretion. The information provided here is for informational purposes

only and is not a commitment, promise, or legal obligation to deliver any material, code, or func-

tionality and should not be relied upon in making purchasing decisions or incorporated into any

contract. The development, release, and timing of any features or functionality described for our

products remains at our sole discretion and are subject to change without notice or consultation.
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