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Secure Mail

Secure Mail overview

May 30, 2024

Citrix Secure Mail lets users manage their email, calendars, and contacts on their mobile phones and
tablets. To maintain continuity from Microsoft Outlook or IBM Notes accounts, Secure Mail syncs with
Microsoft Exchange Server and IBM Notes Traveler Server.

As part of the Citrix suite of apps, Secure Mail benefits from single sign-on (SSO) compatibility with
Citrix Secure Hub. After users sign on to Secure Hub, they can move seamlessly into Secure Mail with-
out having to reenter their user names and passwords. You can configure Secure Mail to be pushed
to users’devices automatically when the devices enroll in Secure Hub, or users can add the app from
the Store.

Note:

Support for Exchange Server 2010 ended on October 13, 2020.

Secure Mail is compatible with:

+ Exchange Server 2019 Cumulative Update 14
+ Exchange Server 2019 Cumulative Update 13
+ Exchange Server 2019 Cumulative Update 12
+ Exchange Server 2019 Cumulative Update 11
+ Exchange Server 2019 Cumulative Update 10
+ Exchange Server 2019 Cumulative Update 9
+ Exchange Server 2019 Cumulative Update 8
+ Exchange Server 2019 Cumulative Update 7
+ Exchange Server 2019 Cumulative Update 6
+ Exchange Server 2016 Cumulative Update 23
+ Exchange Server 2016 Cumulative Update 22
+ Exchange Server 2016 Cumulative Update 21
+ Exchange Server 2016 Cumulative Update 20
+ Exchange Server 2016 Cumulative Update 19
+ Exchange Server 2016 Cumulative Update 18
+ Exchange Server 2016 Cumulative Update 17
+ Exchange Server 2013 Cumulative Update 23
+ Exchange Server 2013 Cumulative Update 22
+ Exchange Server 2013 Cumulative Update 21
« HCL Domino version 12.0.2 FP2

+ HCL Traveler version 12.0.2.1 Build 202302010413_30
« HCL Domino 11 (formerly Lotus Notes)
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« HCL Domino 10.0.1 (formerly Lotus Notes)

« HCL Domino 9.0.1 FP10 HF197 (formerly Lotus Notes)

« HCL Domino 10.0.1.0 build 201811191126_20 (formerly Lotus Notes)
« HCL Domino 9.0.1.21 (formerly Lotus Notes)

+ Microsoft Office 365 (Exchange Online)

To begin, download Secure Mail and other Endpoint Management components from Citrix Endpoint

Management Downloads.
For Secure Mail and other mobility app system requirements, see System requirements.

For information about notifications in Secure Mail for iOS and Android when the app is runningin the
background or closed, see Push notifications for Secure Mail.

For iOS features supported on Secure Mail, see iOS features for Secure Mail.
For Android features supported on Secure Mail, see Android features for Secure Mail.

For iOS and Android features supported on Secure Mail, see iOS and Android features for Secure
Mail.

For user help documentation, see the Citrix Secure Mail page in the Citrix User Help Center.

What’s new in Secure Mail

June 11, 2024

The following sections list the new features in current and earlier releases of Secure Mail.

For user help documentation, see the Citrix Secure Mail page in the Citrix User Help Center.
Note:

Secure Mail doesn’t support Android 7.x and iOS 12.x as of September 2023.

What’s new in the current version
Secure Mail for i0S 24.3.0

This release addresses areas that improve overall performance and stability.
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What’s new in earlier versions
Secure Mail for iOS 24.2.0

This release addresses areas that improve overall performance and stability.

Secure Mail for Android 24.1.0

Support zoom-in feature for calendar events Starting with the release 24.1.0, Secure Mail for An-
droid supports the zoom-in feature for calendar events. This feature is enabled by default. Now, the
zoom-in feature applies to both messages and calendar events. The enhanced zoom-in feature pro-

vides a better user experience.
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Secure Mail for i0S 23.9.0

SupportforiOS 17 From this release onwards, Secure Mail is supported on devices running iOS 17.
Upgrading to Secure Mail version to 23.9.0 ensures continuous support for devices that are updated
toi0S 17.
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Support for HCL Domino 12 From this release onwards, Secure Mail for Android and iOS
includes support for HCL Domino version 12.0.2 FP2 and HCL Traveler version 12.0.2.1 Build
202302010413_30.

Note:

If you upgrade from HCL Domino 11 to HCL Domino 12, make sure to update the following user
agent in the notes.ini file in the Domino server. It ensures all ActiveSync 16.1 features in Secure
Mail such as draft sync and calendar attachments continue to function properly. For more infor-
mation, see How to enable Citrix Secure Mail clients for HCL Traveler Exchange ActiveSync 16.1
Support.

NTS_DEVICE_TYPE_USER_AGENT_APPLE=("Apple-(iPhone|iPod|iPad|Touchdown
)) | (*Mozilla. (iPhone|iPod|iPad)) | (*WorxMail. (iPhone|iPod|iPad))

Secure Mail for Android 23.8.2

View email attachments without watermark If you’re using Secure Mail for Android version 23.8.1
or earlier, you see a watermark when you view email attachments. To view email attachments without
the watermark, upgrade to Secure Mail for Android version 23.8.2 or later.

Note:

After October 31, 2023, upgrading to the version 23.8.1 doesn’t resolve the watermark issue in
email attachments. Hence, it’s recommended to update to the version 23.8.2.

Secure Mail for Android 23.8.1

View email attachments without watermark If you are using Secure Mail for Android version
23.8.0 or earlier, you might see a watermark when you view email attachments. To view email
attachments without the watermark, upgrade to Secure Mail for Android version 23.8.1 or later.

Support for HCL Domino 12 From this release onwards, Secure Mail for Android and iOS
includes support for HCL Domino version 12.0.2 FP2 and HCL Traveler version 12.0.2.1 Build
202302010413_30.

Note:

If you upgrade from HCL Domino 11 to HCL Domino 12, make sure to update the following user
agent in the notes.ini file in the Domino server. It ensures all ActiveSync 16.1 features in Secure
Mail such as draft sync and calendar attachments continue to function properly. For more infor-
mation, see How to enable Citrix Secure Mail clients for HCL Traveler Exchange ActiveSync 16.1

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 5


https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0082041
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0082041
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0082041
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0082041

Secure Mail

Support.

NTS_DEVICE_TYPE_USER_AGENT_APPLE=(*Apple-(iPhone | iPod | iPad | Touchdown
)) | (*Mozilla. (iPhone|iPod|iPad)) | (*WorxMail. (iPhone|iPod|iPad))

Secure Mail for Android 23.8.0

Support for Android 14 From this release onwards, Secure Mail is supported on devices running
Android 14. Upgrading to Secure Mail version to 23.8.0 ensures continuous support for devices that
are updated to Android 14.

Secure Mail for Android 23.7.0

Support for Microsoft Exchange Cumulative Update 13 Starting with the 23.7.0 release, Secure
Mail supports Microsoft Exchange Server 2019 Cumulative Update 13.

Support on Hybrid Modern Authentication with On-premises Exchange Secure Mail now sup-
ports Hybrid Modern Authentication (HMA) with the Cumulative update 8 for Exchange Server 2016,
and Cumulative update 19 for Exchange Server 2013.

Secure Mail for i0S 23.7.0

Support on Hybrid Modern Authentication with On-premises Exchange Secure Mail now sup-
ports Hybrid Modern Authentication (HMA) with the Cumulative update 8 for Exchange Server 2016,
and Cumulative update 19 for Exchange Server 2013.

Dark mode Starting with the 23.7.0 release, Secure Mail supports Dark mode. To view emails in the
Dark mode, go to app Settings > App theme > and select Dark mode.

Secure Mail for Android 23.6.0

Dark mode Starting with the 23.6.0 release, Secure Mail supports Dark mode. To view emails in the
Dark mode, go to app Settings > App theme > and select Dark mode.

Secure Mail for i0S 23.5.0

Multitasking in split view and slide over modes Starting with the 23.5.0 release, Secure Mail sup-
ports multitasking on iPad devices. Open Secure Mail and tap on the ellipsis (...) to select either Split
View or Slide Over options to multitask. This feature helps users to stay productive.
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Inbox v Full Screen m
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Close X

In Split View, the second app appears adjacent to the current app. In the Slide Over layout, the
second app opens in full-screen mode, and the current app shrinks to a smaller window that you can
move to the right or left of your screen.

Secure Mail 23.3.5

Secure Mail for Android This release includes bug fixes.

Secure Mail 23.2.0

Secure Mail for Android This release includes bug fixes.

Secure MailforiOS This release includes bug fixes.

Secure Mail 22.11.0

Secure Mail for Android This release includes bug fixes.

Secure Mail 22.9.0

Secure MailforiOS Secure Mail now supports iOS 16.

Secure Mail for Android Secure Mail now supports Android 13.

Secure Mail 22.6.2

Secure MailforiOS This release includes bug fixes.
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Secure Mail 22.6.0

From this release onward, Secure Mail includes support for Exchange Server 2016 Cumulative Update
23.

Secure Mail fori0OS This release includes bug fixes.

Secure Mail for Android This release includes bug fixes.

Secure Mail 22.3.0

Secure Mail for i0S Support for HCL Domino 11. From this release onward, Secure Mail for iOS
includes support for HCL Domino 11 (formerly Lotus Notes).

Google Analytics. Citrix Secure Mail uses Google Analytics for collecting app statistics and usage in-
formation analytics data toimprove product quality. Citrixdoes not collect or store any other personal
user information. For more information about disabling Google Analytics for Secure Mail, see Disable
Google Analytics

Secure Mail for Android Support for HCL Domino 11. From this release onward, Secure Mail for
Android includes support for HCL Domino 11 (formerly Lotus Notes).

Google Analytics. Citrix Secure Mail uses Google Analytics for collecting app statistics and usage in-
formation analytics data to improve product quality. Citrixdoes not collect or store any other personal
user information. For more information about disabling Google Analytics for Secure Mail, see Disable
Google Analytics

Secure Mail 22.2.0

Secure Mail for i0S The option to manage your feeds was deprecated in version 21.5.0. With this
release only the following default feed cards appear in Secure Mail for iOS:

+ Unread

+ Meeting invites

« Upcoming meetings
« From your manager

If you currently have this feature enabled and configured, the preferences are overridden with the
default cards.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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Secure Mail for Android The option to manage your feeds was deprecated in version 21.5.0. With
this release only the following default feed cards appear in Secure Mail for iOS:

+ Unread

+ Meeting invites

« Upcoming meetings
« From your manager

If you currently have this feature enabled and configured, the preferences are overridden with the
default cards.

Secure Mail 21.12.0

Secure Mail for i0OS Support for Custom user agent. From this release, you can use custom user
agents for authentication with Microsoft Office 365 for Active Directory Federation Services (AD FS) or
Identity Provider (IdP). To use this feature, you must enable and configure the Custom user agent for
modern authentication policy in the Citrix Endpoint Management console.

Secure Mail for Android This release includes bug fixes.

Secure Mail 21.11.0

Secure Mail for Android

Self-diagnostic tool You can now troubleshoot any issues that you might face in Secure Mail for
Android. Use the Troubleshoot button under the Support menu option in the app settings. To fix
issues, open the Secure Mail and navigate to Settings > Troubleshoot.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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< Troubleshoot

@ Is Secure Mail not functioning as you would expect?
Try restoring default settings for features related to
your issue, by using the suggestions.

Sync mail period

Click "Optimize now" to change sync mail period for
offline usage.

Recommended setting: 3 days

Optimize now

Sync inbox frequency
Click "Optimize now" to change sync inbox frequency.

Recommended setting: ON

Optimize now

Sync email
Click "Optimize now" to sync email.

Recommended setting: ON

Optimize now

Show pictures
Click "Optimize now" to display pictures.

Recommended setting: OFF

The following menu items appear to troubleshoot:

« Clear default app preference
« Default reminder Time

Ignore battery optimizations

Manage calendar notifications

Manage mail notifications

Show pictures

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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+ Sync calendar

« Sync contacts

« Sync email

« Syncinbox frequency
+ Sync mail period

If all these settings are restored to their defaults and you’re still facing issues with Secure Mail, contact
your admin.

< Troubleshoot

N

—~

Looks like there's nothing to fix here.

Contact your admin if you're still facing any issues.

Back to settings

Enhancement to subfolder notification You can now receive notifications for all your subfolders
by clicking the Select all option in the Select folders screen by navigating to Settings > Notifications
> Mail folders.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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< Select folders [Select all|
=4 Inbox
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1 Project
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You can click Unselect all to stop receiving notifications for all the subfolders.
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< Select folders |Unselect all
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Secure Mail 21.10.5

From this release onward, Secure Mail includes support for Exchange Server 2019 Cumulative Update
11 and Exchange Server 2016 Cumulative Update 22.

Secure Mail fori0OS This release includes bug fixes.

Secure Mail for Android This release includes bug fixes.
Note:

Support for Android 7 ends for Secure Mail as of October 2021.

Secure Mail 21.10.0

Secure Mail for Android

+ Supportfor Android 12. From this release onward, Secure Mail is supported on devices running
Android 12.

+ Secure Mail meets Google Play’s current target APl requirements (API level 30) for Android 11.
Secure Mail 21.9.1

Secure Mail for Android This release includes bug fixes.

Secure Mail 21.9.0

Secure Mail fori0OS This release includes bug fixes.

Secure Mail for Android This release includes bug fixes.

Secure Mail 21.8.5

Secure Mail for Android Support for Android 12 Beta 4 on already enrolled devices. Secure Mail
now supports Android 12 Beta 4. If you are considering upgrading to Android 12 Beta 4, ensure that
you update Secure Hub to version 21.7.1 first. Secure Hub 21.7.1 is the minimum version required to
upgrade to Android 12 Beta 4. This release ensures a seamless upgrade from Android 11 to Android
12 Beta 4 for already enrolled users.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14



Secure Mail

Note:

Citrix is committed to providing Day 1 support for Android 12. Subsequent versions of Secure
Mail receive further updates to fully support Android 12.

Secure Mail 21.8.0

Secure Mail for i0S

Email-based auto discovery of Exchange Server in hybrid environments In Secure Mail for iOS,
you can configure your Microsoft 365 Exchange account using your email address, which ensures a
smooth login experience for Hybrid Exchange servers. This feature is also available for on-premises
Exchange Servers.

Note:

Ensure that you enable the auto discovery feature for the Exchange Server.

Rich push notifications on setups running Modern authentication with Microsoft Office 365
With this release, Secure Mail supports push notifications when the network access policy is set to
Tunneled - Web SSO and the Exchange Web Services (EWS) host name is included in the Exclusion
List. If EWS and ActiveSync hosts are the same, ensure that the ActiveSync host is included in the
Exclusion List policy.

Dual mode for Secure Mail The mobile application management (MAM) SDK is available to replace
areas of MDX functionality that aren’t covered by the iOS platform. The MDX wrapping technology is
scheduled to reach end of life (EOL) in July 2023.

Citrix Secure Mail is released with both the MDX and MAM SDK frameworks to prepare for the MDX
EOL, scheduled for July 2023. To continue managing your enterprise applications, you must incorpo-
rate the MAM SDK. Citrix recommends that you switch to MAM SDK. The dual mode functionality is
intended to provide a way to transition the Secure Mail app to the new MAM SDK model.

The dual mode functionality allows you to either continue managing apps using MDX (now Legacy
MDX) or switch to the new MAM SDK. You get the following options for policy settings in the MDX or
MAM SDK policy container:

« MAM SDK
« Legacy MDX

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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=  Citrix Cloud Endpoint Management

File name Secure Ma

MDX
App Description Managed Enterprise Application
1 App Information
2 Platform App version
&8 05 Minimum OS5 version 110
Maximum 0% version
Excluded devices
Remove app if MDM profile is removed m
Skl
Prevent app data backup m":
Farce app to be managed ([ I )
loptionai} App deployed via Volume purchase
MDX or MAM SDK policy container MAM 50K

® Legacy MDX

* MDX Policies
Authentication

In the MDX or MAM SDK policy container policy, you can change your option from Legacy MDX to
MAM SDK.

It is recommended that you don’t switch from MAM SDK to Legacy MDX as the switch requires you
to reinstall the app. The default value is Legacy MDX. Ensure that you set the same policy mode for
both Secure Mail and Secure Web running on a device. You cannot have two different modes running
on the same device.

When you select MAM SDK mode, the apps automatically switch to the MAM SDK framework and the
device policies are refreshed without any further action from the administrators.

Note:

When you switch from the Legacy MDX to MAM SDK framework, the Network access policy must
be modified to either Tunneled -Web SSO or Unrestricted

Prerequisites
For a successful deployment of the dual mode feature, ensure that the following requirements are

met:

+ Update your Citrix Endpoint Management to versions 10.12 RP2 or later, or 10.11 RP5 or later.
+ Update your mobile apps to version 21.8.0 or later.

« If your organization uses third-party apps, ensure that you incorporate the MAM SDK into your

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16
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third-party apps before you switch to the MAM SDK framework. All of your managed apps must
be moved to MAM SDK at one time.

Limitations

« MAM SDK only supports platform-based encryption, and not MDX encryption.

+ Duplicate policy entries appear if you don’t update Citrix Endpoint Management to version
10.12 RP2 or later, or 10.11 RP5 or later. The duplicate entries are created if the policy files
are running on version 21.8.0 or later.

+ When you switch to the MAM SDK mode of app management, some features are not supported
or are unavailable. Also, interoperation between apps in different modes is not supported for
actions such as Open-in and Copy/Paste. For example, you can’t copy content from an app that
is managed in the Legacy MDX mode into an app thatis managed in the MAM SDK mode or the
other way around. See the following table for the features that are not available in the MAM SDK

mode:
Feature Legacy MDX MAM SDK
Shared devices Yes No
Intune Yes No
SMIME Shared Certificate vault  Yes No
Derived credentials Yes No
UlWebView Tunneling Yes No
Full VPN Yes No

+ The following policies are deprecated and are not available in the MAM SDK mode:

- Allowed Secure Web domains

- Allowed Wi-Fi networks

- Alternate Citrix Gateway

- Certificate label

- Citrix reporting

- Explicit logoff notification

- micro VPN session required

- micro VPN session required grace period (minutes)
- Report file cache maximum

- Require Wi-Fi

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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- Send reports over Wi-Fi only
- Upload token

Note:

If you are using a client certificate for authenticating to internal servers, the client certification
must be the same as the one used in the Access Gateway.
For more information about MAM SDK,; see the following articles:

« MAM SDK Overview
« Latest releases of MAM SDK
« Citrix Developer documentation about Mobile Application Integration

« Citrix blog post

Secure Mail for Android

This release includes bug fixes.

Secure Mail 21.7.0

Secure Mail fori0OS This release includes bug fixes.

Secure Mail for Android This release includes bug fixes.

Secure Mail 21.6.0

Secure Mail foriOS From this release onward, the following Network access policy options are no
longer supported:

+ Use Previous Settings
« Tunneled - Full VPN
+ Tunneled - Full VPN and Web SSO

If you’re using the Tunneled - Full VPN or the Tunneled - Full VPN and Web SSO policies, then you
must switch to the Tunneled - Web SSO policy. Your emails fail to sync if you continue to use the
deprecated policies.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18
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Note:

To use the Secure Ticket Authority (STA), Network Access policy must be set to Tunneled - Web
SSO.

Secure Mail for Android Support for self-diagnostics by using the Troubleshoot option. This fea-
ture allows you to review if the basic preferences and settings, crucial to the correct functioning of the
app, are set to default or not. If you are facing any errors regarding certain Secure Mail settings, use
this feature to troubleshoot the app.

To access this feature, open app settings and tap Troubleshoot under Support. The following menu
options appear for you to review and edit:

+ Sync mail period

+ Syncinbox frequency
« Sync email

+ Show pictures

+ Default reminder time
+ Sync calendar

« Sync contacts

To restore a setting to its default value, tap APPLY CHANGE. To restore all settings to their default
values, tap APPLY CHANGES TO ALL.

Secure Mail 21.5.0

From this release onward, Secure Mail includes support for Exchange Server 2019 Cumulative Update
9 and Exchange Server 2016 Cumulative Update 20.

Secure Mail for i0OS

« Create Microsoft Teams meetings in Secure Mail Calendar events. In Secure Mail foriOS, you
can create Microsoft Teams meetinginvites while creating calendar events. To create a Microsoft
Teams meeting, turn on the Microsoft Teams Meeting toggle. The meeting invite link and the
details are automatically sent with the event details. For more information, see Create Microsoft
Teams meetings in Secure Mail Calendar events

+ From this release onward, the following Network access policy options are deprecated and are
no longer supported from version 21.6.0:

- Use Previous Settings
- Tunneled - Full VPN

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19
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- Tunneled - Full VPN and Web SSO

If you’re using the Tunneled - Full VPN or the Tunneled - Full VPN and Web SSO policies, then
you must switch to the Tunneled - Web SSO policy. Your emails fail to sync if you continue to
use the deprecated policies.

Note:

If you are using Tunneled - FullVPN and Secure Ticket Authority (STA) is configured, then
the modern authentication screen fails to load.

Secure Mail for Android

+ With this release, the Disable Required Upgrade miscellaneous policy is no longer available in
the Citrix Endpoint Management console. Your app automatically upgrades to the latest version
available in the Play Store.

« In Secure Mail for Android, the Manage Feeds option is deprecated with this release. If you
currently have this feature enabled and configured, you continue to see feeds based on your
preferred settings in the Feeds window. If you are a new user or if you have previously removed
all feed cards, then the following default feed cards are available:

Unread

Meeting invites

Upcoming meetings

From your manager

Secure Mail 21.4.5

Secure Mail for Android Email based Autodiscover support. In Secure Mail for Android, you can
configure your Microsoft 0365 Exchange account using your email address, which ensures a smooth
login experience. This feature is also available for the on-premises users, if the AutoDiscovery is en-
abled in the hybrid environment

Note:

This feature is supported only on Exchange Server 2016 Cumulative Update 3 and later.

Secure Mail 21.4.0

Secure Mail for i0OS This release includes bug fixes.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20
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Secure Mail 21.3.5

Secure Mail for Android This release includes bug fixes.

Secure Mail 21.3.0

Secure Mail foriOS Deployment target for Secure Mail iOS changed to iOS 12.2. The Microsoft
Intune App SDK for iOS version 14.1.3 requires the target apps to have a minimum iOS deployment
version as i0S 12.2. The deployment target for Secure Mail is updated to iOS 12.2 to be in compliant
with this requirement.

Secure Mail for Android Create Microsoft Teams meetings in Secure Mail Calendar events.
In Secure Mail for Android, you can create Microsoft Teams meeting invites while creating calendar
events.

To create a Microsoft Teams meeting, turn on the Microsoft Teams meeting toggle. The meeting
invite link and the details are automatically sent with the event details. For more information, see
Create Microsoft Teams meetings in Secure Mail Calendar events

Secure Mail 21.2.0

From this release onward, Secure Mail includes support for Exchange Server 2019 Cumulative Update
8 and Exchange Server 2016 Cumulative Update 19.

Secure Mail for i0OS

« Color revamp for Secure Mail. Secure Mail is compliant with Citrix brand color updates.

Secure Mail for Android
« Color revamp for Secure Mail. Secure Mail is compliant with Citrix brand color updates.

« Support for Microsoft Intune. Secure Mail for Android supports the latest version of Microsoft
Intune 7.2.2.

« Steady functioning on foldable devices. Secure Mail for Android includes fixes for steady func-
tioning on foldable devices.

Secure Mail 21.1.5

Secure Mail fori0OS This release includes bug fixes.
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Secure Mail 21.1.0

This release includes bug fixes.

Secure Mail 20.12.0

Secure Mail fori0OS This release includes bug fixes.

Secure Mail 20.11.0
Note:

Support for Exchange Server 2010 ended on October 13, 2020.

Secure Mail 20.10.5

Secure Mail for i0OS This release includes bug fixes.

Secure Mail for Android Support for AndroidX libraries. As per Google’s recommendation,
Secure Mail supports the AndroidX libraries, which are a replacement for the android.support-
packaged libraries.

Secure Mail 20.10.0

From this release onward, Secure Mail includes support for Exchange Server 2019 Cumulative Update
7 and Exchange Server 2016 Cumulative Update 18.

Secure Mail foriOS Join Microsoft Teams meetings from Secure Mail. In Secure Mail foriOS, you
can join Microsoft Teams meetings directly from invitations in the Calendar. If the Microsoft Teams
app is installed, then the app opens and you join the meeting. When the app is not installed, you
see an option to go the App Store to install Microsoft Teams. For meetings in the https://teams
.microsoft.com/1/meetup-join/meetinglink format, the app opens and you join the
meeting directly.

Note:

Ensure that your admin includes +*msteams: in the Allowed URLs policy. For details, see App
interaction (outbound URL).
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Secure Mail for Android

+ Join Microsoft Teams meetings from Secure Mail. In Secure Mail for Android, you can join
Microsoft Teams meetings directly from invitations in the Calendar. If the Microsoft Teams app
is installed, then the app opens and you join the meeting. When the app is not installed, you
see an option to go the Google Play to install Microsoft Teams. For meetings in the https://
teams.microsoft.com/1l/meetup-join/>meetinglink format, the app opens and
you join the meeting directly.

Note:

Ensure that your admin includes { action=android.intent.action.VIEW
scheme=msteams package=com.microsoft.teams } inthe Restricted Open-In
exception list policy. For details, see App interaction.

+ Secure Mail supports Google Play’s current target API requirements for Android 10.

Secure Mail 20.9.5

Secure Mail for Android This release includes bug fixes.

Secure Mail 20.9.0

Support for Azure Government Cloud Computing. Secure Mail for iOS and Android supports Gov-
ernment Cloud Computing (GCC) High for modern authentication (OAuth) on the Azure Active Direc-
tory tenant. Secure Mail is registered as an endpoint on the GCC High, to meet the mandatory require-
ment by Microsoft for all the GCC High service. For details, see What’s new for Azure Active Directory
in Microsoft 365 Government.

With this change, you are routed to GCC High on the Azure Active Directory tenant for authentication.
And the admin is required to allow permissions for Secure Mail on the Azure Active Directory tenant.

Prerequisites Ensure that the global admin of Azure Active Directory performs the following:

« Download the latest version of Secure Mail on your device.
« Configure your Exchange account on the Secure Mail app, and allow app permission on Azure
Active Directory for all users to sign in. See the following screen.

Note:

These steps are specific only to the global admins as a one-time requirement. Once the app is
granted access, you can simply upgrade from the App Store.
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After theupgrade Afteranupgrade, areauthorization prompt appears after the expiry of the refresh
token, which redirects you to GCC High on Azure Active Directory. Validate the preceding workflow to
ensure that the authorization request is sent to GCC High on Azure Active Directory.

You can validate the workflow in one of the following ways:
+ Secure Mail with app name Secure Mail-GCC High appears on the sign-in page in your Azure
Active Directory tenant.

+ Check the Secure Mail logs to confirm whether the redirects occur via https://login.microsofto
nline.us after reauthentication.

Secure Mail 20.8.5

Secure Mail for Android Secure Mail for Android supports Android 11.

Secure Mail 20.8.0

From this release onward, Secure Mail includes support for Exchange Server 2019 Cumulative Update
6 and Exchange Server 2016 Cumulative Update 17.

Secure Mail for Android Dual mode for Secure Mail. A mobile application management (MAM)
SDK is available to replace areas of MDX functionality that aren’t covered by iOS and Android plat-
forms. The MDX wrapping technology is scheduled to reach end of life (EOL) in March 2022. To con-
tinue managing your enterprise applications, you must incorporate the MAM SDK.
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From version 20.8.0, Android apps are released with the MDX and MAM SDK to prepare for the MDX
EOL strategy mentioned earlier. The MDX dual mode is intended to provide a way to transition to new
MAM SDKs from the legacy MDX Toolkit. Using dual mode allows you to either continue managing
apps using MDX Toolkit (now Legacy MDX) or switch to the new MAM SDK for app management.

Once you switch to the MAM SDK for app management, Citrix implements further changes and it does
not require any action from the administrators.

For more details about the MAM SDK (Preview), see the following articles:
« MAM SDK Overview
+ Latest releases of MAM SDK
« Citrix Developer section on Device Management

« Citrix blog post

Prerequisites For a successful deployment of the dual mode feature, ensure the following:

« Update your Citrix Endpoint Management to versions 10.12 RP2 and later, or 10.11 RP5 and later.
+ Update your mobile apps to version 20.8.0 or later.

Update the policies file to version 20.8.0 or later.

« If your organization uses third-party apps, ensure that you incorporate the MAM SDK into your
third-party apps before switching to MAM SDK for your Citrix mobile productivity apps. All of
your managed apps must be moved to the MAM SDK at one time.

Note:

MAM SDK is supported for all cloud-based customers.

Limitations

+ MAM SDK supports only apps published under the Android Enterprise platform on your Citrix
Endpoint Management deployment. For the newly published apps, the default encryption is
platform-based encryption.

+ MAM SDK only supports platform-based encryption, and not MDX encryption.

« If you don’t update Citrix Endpoint Management, and the policy files are running on version
20.8.0 and later for the mobile apps, then duplicate Networking policy entries appear for Secure
Mail.

When you configure Secure Mail in Citrix Endpoint Management, the dual mode feature allows you to
either continue managing apps using the MDX Toolkit (now Legacy MDX) or switch to the new MAM
SDK for app management. Citrix recommends that you switch to MAM SDK, as MAM SDKs are more
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modular and intend to allow you to use only a subset of the MDX functionality that your organization
uses.

You get the following options for policy settings in the MDX or MAM SDK policy container:

« MAM SDK
. Legacy MDX

=  Citrix Cloud Endpoint Management

Apps

File name

MDX

App Description

1 App Information
2 Platform App version

Minimum O5 version

Excluded devices

Remove app if MDM profile is removed
Prevent app data backup

Force app to be managed

App deployed via Yolume purchase

MDX or MAM 5DK palicy container MAM 50K

« MDX Policies
In the MDX or MAM SDK policy container policy, you can only change your option from Legacy MDX
to MAM SDK. The option to switch from MAM SDK to Legacy MDX is not allowed, and you need to
republish the app. The default value is Legacy MDX. Ensure that you set the same policy mode for
both Secure Mail and Secure Web running on the same device. You cannot have two different modes
running on the same device.

Secure Mail for i0S Sync optimization for Mailbox. In Secure Mail for iOS, the Mailbox synchro-
nization is improved to provide a better user experience. The Calendar and the Contacts are synced
more quickly. Emails that are older than 3 weeks are truncated to reduce the sync time. You can view
the complete email when you open it.

Secure Mail 20.7.5
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Note:

Support for Android 6.x ended on June 30, 2020.

For latest information on mobile productivity apps, see the article Recent announcements.

Secure Mail 20.7.0

This release includes bug fixes.

Secure Mail 20.6.5

This release includes bug fixes.

Secure Mail 20.6.0

This release includes bug fixes.

Secure Mail 20.5.0

This release includes bug fixes.

Secure Mail 20.4.5

Secure Mail for Android From this release onward, Secure Mail includes support for Exchange
Server 2019 Cumulative Update 5 and Exchange Server 2016 Cumulative Update 16.

Secure Mail 20.4.0

From this release onward, Secure Mail includes support for Exchange Server 2016 Cumulative Update
15 and Exchange Server 2013 Cumulative Update 23.

Secure Mail 20.3.0

Secure Mail for Android Create folders in Contacts. In Secure Mail for Android, you can add, edit,
and delete folders in the Contacts section of your email account.
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Secure Mail fori0OS This release includes bug fixes.

Secure Mail 20.2.0

Secure Mail for Android
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Minimize drafts

In Secure Mail for Android, you can minimize a draft while you’re composing an email and navigate
within the app. For user help documentation on this feature, see the Citrix User Help Center article
Minimize a draft email.

Secure Mail 20.1.5

Secure Mail for i0OS From this release onward, Secure Mail includes support for Exchange Server
2019 Cumulative Update 4.

Secure Mail for Android

« Two-way contact sync. In Secure Mail for Android, you can create, edit, and delete Secure Mail
contacts from your local contacts list.

« Support for ICS files. In Secure Mail for Android, you can preview the ICS files that you receive
as attachments, and import it to your calendar as Events.

+ From this release onward, Secure Mail includes support for Exchange Server 2019 Cumulative
Update 4.

Secure Mail 20.1.0

From this release onward, Secure Mail includes support for Exchange Server 2016 Cumulative Update
14

Secure Mail 19.12.5

Secure MailforiOS This release includes bug fixes.

Secure Mail for Android Undo sent mails. In Secure Mail for Android you can undo a sent mail.
Once you tap the Send button, you get a toast message that allows you to undo the sent action. Tap
Undo to revert the sent action and edit the mail, mail recipients, attach or remove attachments, or
discard the mail.

Attachments sync in Drafts folder. In Secure Mail for Android, when the Drafts folder is synced, the
attachments are also synced and they are available across all your devices. This feature is available
on devices running Exchange ActiveSync version 16 or later.
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Secure Mail 19.11.5

Secure Mail for i0OS Contact picture in Secure Mail. In Secure Mail for iOS, view a picture of a
contact when you add recipients in emails or meeting invites. For user help documentation on this
feature, see the Citrix User Help Center article Show pictures of your contacts.

Secure Mail for Android In-app view of PDF files. In Secure Mail for Android, you can view PDF
files within the app, along with bookmarks and annotations. Also available is the enhanced view of
other Microsoft Office attachments.

Secure Mail for i0S 19.10.6

This release includes bug fixes.

Secure Mail 19.10.5

Secure Mail foriOS Minimize drafts. In Secure Mail for iOS, you can minimize a draft while you’re
composing an email and navigate within the app. This feature is available on devices running iOS 13
and later. For user help documentation on this feature, see the Citrix User Help Center article Minimize
a draft email.

Secure Mail for Android This release includes bug fixes.

Secure Mail 19.10.0

Use the Office 365 Exchange Server policy to define the Office 365 server address. In Secure Mail
iOS and Android, a new policy called Office 365 Exchange Server is added under the section OAuth
Support for Office 365. With this policy you can define the host name for the Office 365 mailbox
present on Cloud. This policy also enables support of Office 365 for Government agencies. The host
name is a single value such as outlook.office365.com. The default value is outlook.office365.com.

Secure Mail i0OS and Android support encryption management. Encryption management allows
you to use modern device platform security while also ensuring the device remains in a sufficient
state to use platform security effectively. By using encryption management, you eliminate local data
encryption redundancy since file system encryption is provided by the iOS or Android platform. To en-
able this feature, an admin must configure the Encryption type MDX policy to Platform encryption
with compliance enforcement in the Citrix Endpoint Management console.
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To use the encryption management feature, in the Citrix Endpoint Management console, set the En-
cryption type policy to Platform encryption with compliance enforcement. This enables encryp-
tion management and all the existing encrypted app data on users’devices seamlessly transition to
a state, encrypted by the device and not by MDX. During this transition, the app is paused for a one-
time data migration. Upon successful migration, responsibility for encryption of locally stored data is
transferred from MDX to the device platform. MDX continues to check compliance of the device upon
each app launch. This feature works in both MDM + MAM and MAM-only environments.

When you set the Encryption type policy to Platform encryption with compliance enforcement,
the new policy supersedes your existing MDX Encryption.

For details about the encryption management MDX policies for Secure Mail, see the Encryption sec-
tionin:

« MDX policies for mobile productivity apps for Android
« MDX policies for mobile productivity apps for iOS

When a device falls below the minimum compliance requirements, the Non-compliant device be-
havior policy allows you to select what action is taken:

+ Allow app —Allow the app to run normally.

« Allow app after warning -Warn the user that an app does not meet the minimum compliance
requirements and allows the app to run. This is the default value.

+ Block app —Block the app from running.

Devices running i0S The following criteria determine whether a device meets the minimum com-
pliance requirements for devices running iOS:

+ i0S 10-An app is running operation system version that is greater than or equal to the specified
version.

« Debugger access - An app does not have debugging enabled.

« Jailbroken device - An app is not running on a jailbroken device.

« Device passcode - Device passcode is ON.

+ Data sharing - Data sharing is not enabled for the app.

Devices running Android The following criteria determine whether a device meets the minimum
compliance requirements for devices running Android:

+ Android SDK 24 (Android 7 Nougat) - An app is running an operation system version that is
greater than or equal to the specified version.

« Debugger Access - An app does not have debugging enabled.

+ Rooted devices - An app is not running on a rooted device.
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+ Device lock - Device passcode is ON.
+ Device encrypted - An app is running on an encrypted device.

Secure Mail 19.9.5

Secure Mail foriOS Support for ICS files. In Secure Mail for iOS, you can import ICS files that you
receive as attachments to your calendar as an event.

Secure Mail for Android This release includes bug fixes.

Secure Mail 19.9.0

From this release onward, Secure Mail includes support for the following servers:

+ Exchange Server 2016 Cumulative Update 13
« IBM Lotus Notes Traveler version 10.0.1.0 build 201811191126_20
« IBM Domino Mail Server version 10.0.1

Secure Mail for iOS

+ Secure Mail for iOS supports iOS 13.

+ Reporting phishing emails with MIME headers. In Secure Mail for iOS, when a user reports a
phishing mail, an EML file is generated as an attachment corresponding to that mail. Admins re-
ceive this mail and can view the MIME headers associated with the reported mail. To enable this
feature, an admin must configure the Report Phishing Email Address policy and set the Report
Phishing Mechanism as Report Via Attachment in the Citrix Endpoint Management console. For
details, see Report phishing email as an attachment.

« Support for responsive emails. Secure Mail for iOS has been optimized to deliver responsive
email. Previously, email content with large tables or images were rendered incorrectly. This
feature delivers email content as more readable on all supported devices irrespective of the
email format and size.

+ Drag and drop calendar events. In Secure Mail for iOS, you can change the time of an existing
calendar event by dragging and dropping the event. Drag the event and drop it to the desired
time slot for the same day, or across days to update.

+ Auto Advance. In Secure Mail for iOS, when you delete a message in Conversations, you can
choose which message you return to. To use this feature, navigate to Settings > Auto Advance.
Then, select your preference from the available choices. For user help documentation on this
feature, see the Citrix User Help Center article Delete and auto advance to an email in Conver-
sations.
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+ Support for WkWebView. Secure Mail foriOS supports WkWebView. This feature improves the
way Secure Mail email and Calendar events are rendered on your device.

Secure Mail for Android From this release, Secure Mail for Android is only supported on devices
running Android 6 or later.

Secure Mail for Android 19.8.5

This release includes bug fixes.

Secure Mail 19.8.0

Secure Mail for i0OS This release includes performance enhancements and bug fixes.

Secure Mail for Android

 Support for Android Q.

« Support for 64-bit apps for Google Play. Secure Mail for Android supports 64-bit architec-
tures.

+ Improvements to the Pull to refresh Ul in Secure Mail for Android. In keeping with Material
Design guidelines, we have made minor improvements to the Pull to refresh feature. The sync
timestamp is available at the bottom of the screen when you tap the hamburger icon.

Secure Mail 19.7.5

Secure Mail for iOS

« Drafts folder auto-sync. In Secure Mail for iOS, the drafts folder is automatically synced and
your drafts are available across all your devices. This feature is available on setups running
Exchange ActiveSync v16 or later. For user help documentation on this feature, see the Citrix
User Help Center article, Drafts folder auto-sync.

+ Secure Mail for iOS supports single sign-on when you are using Microsoft Intune in MDM
+ MAM mode. To be able to use this feature, ensure that the Microsoft Authenticator app is
installed on your device. For more information about installing the Microsoft Authenticator app,
see Download and install the Microsoft Authenticator app on Docs.microsoft.com.

Secure Mail for Android
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Note:

Citrix recommends that you upgrade to Secure Mail version 19.7.5 before you upgrade your OS
to Android Q.

« Use Web SSO for tunneling policy for setups running Modern authentication with Mi-
crosoft Office 365. In Secure Mail for Android, a new policy called Use Web SSO for tunneling
is added. With this policy you can tunnel OAuth traffic to go over Tunneled -Web SSO. To do so:

- Set Use Web SSO for tunneling policy to On.
- Select the Tunneled - Web SSO option in the Network access policy.
- Exclude any host names related to OAuth from the Background services policy.

+ Secure Mail for Android supports single sign-on when you are using Microsoft Intune in
MDM + MAM mode. To be able to use this feature, ensure that the Intune Company Portal app
is installed on your device. Once you log in to the Intune Company Portal app, you are able to
use SSO in the MDM + MAM mode without having to reauthenticate in Secure Mail using your
credentials.

Secure Mail 19.6.5

Secure Mail for i0S Secure Mail for iOS version 19.6.5 includes performance enhancements and
bug fixes. For the list of fixed and known issues, see Known and fixed issues.

Secure Mail for Android

« Drag and drop calendar events. In Secure Mail for Android, you can change the time of an
existing calendar event by dragging and dropping the event. For user help documentation on
this feature, see the Citrix User Help Center article, Change a calendar event time.

+ Support for responsive emails. Secure Mail for Android has been optimized to deliver respon-
sive email. Previously, email content with large tables or images were rendered incorrectly.
This feature delivers email content is more readable on all supported devices irrespective of
the email format and size.

+ Contact picture in Secure Mail. In Secure Mail for Android, view image of the contact when
you add recipients in emails or meeting invites. The image of the contact is displayed next to
the name. If there are multiple people with the same name, the image helps identifying the
correct recipient when you add recipients in emails or meeting invites. To search for contacts
that are not saved locally, enter a minimum of four characters of the recipient’s name to display
the image.
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+ Widget for Calendar agenda. In Secure Mail for Android, the Calendar agenda is available as
a widget. From this widget, you can view the upcoming events in the Calendar for a week. This
feature allows you to create a Calendar event, view an existing event and edit the details. The
Block screen capture policy does not apply to the widget placed on the home screen. You can,

however, disable the widget using the Allow Calendar Agenda widget policy.
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Secure Mail 19.5.5

Secure Mail for Android Secure Mail for Android version 19.5.5 includes performance enhance-
ments and bug fixes. For the list of fixed and known issues, see Known and fixed issues.

Secure Mail for i0OS

+ Secure Mail for iOS supports single sign-on when you are using Microsoft Intune in MDM + MAM
mode. To be able to use this feature, ensure that the Microsoft Authenticator app is installed on
your device. The Microsoft Authenticator app is available in app stores.

+ Support for Slack EMM: The Slack EMM is for Slack customers with Enterprise Mobility Manage-
ment (EMM) enabled. Secure Mail for iOS supports the application Slack EMM, which allows
admins to choose the integration of Secure Mail with either the Slack app or the Slack EMM

app.

Secure Mail 19.5.0

Secure Mail for Android Manage your feeds. In Secure Mail for Android, you can organize your
Feeds card based on your requirements.
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Skip

Add custom folders to feeds

For more information about managing your feeds, see Manage your Feeds.
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Drafts folder auto-sync. In Secure Mail for Android, the drafts folder is automatically synced and
your drafts are available across all your devices. For user help documentation about this feature, see
the Citrix User Help Center article, Drafts folder auto-sync.

Secure Mail for Android 19.4.6, 19.4.5, and 19.3.5

These releases include performance enhancements and bug fixes.

For the list of fixed and known issues, see Known and fixed issues.

Secure Mail 19.3.0

From this release onward, Secure Mail includes support for the following servers:

+ Exchange Server 2019 Cumulative Update 1

+ Exchange Server 2016 Cumulative Update 12
+ Exchange Server 2013 Cumulative Update 22
Exchange Server 2010 SP3 Update Rollup 26

For more information about the complete list of Secure Mail server compatibility, see Secure Mail

overview.

Secure Mail for i0OS Manage your feeds. In Secure Mail for iOS, you can now organize your Feeds
card based on your requirements.

Note:

This feature is not available on iPads.
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Skip

Add custom folders to feeds

For more information about managing your feeds, see Manage your Feeds.
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Secure Mail for iOS and Android Internal Domains. You can identify and edit email recipients
that belong to external organizations. To use this feature, ensure that you have enabled the Internal
Domains policy in Citrix Endpoint Management.

When you create, reply to, or forward an email, external recipients are highlighted in the mailing list.
The Contacts icon appears as a warning at the bottom left of the screen. Tap the Contacts icon to
modify the mailing list.
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New Message

For more information about internal domains, see Internal domains.
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Ergonomic improvements. The action buttons are moved from the top of the screen to the bottom

for easy access. These changes are made to the Inbox, Calendar, and Contacts screens.
Note:

For devices running Android, the changes are made to Inbox and Calendar screens.

TestUser Two

Contact

FACETIME
FaceTime

NTERMNET

For more information about ergonomic improvements, see Ergonomic improvements.
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Secure Mail 19.2.0

Secure MailforiOS This release includes performance enhancements and bug fixes.

For the list of fixed and known issues, see Known and fixed issues.

Secure Mail for Android

« Enhancements to Contacts. In Secure Mail for Android, when you tap Contacts and select a
contact, the details of that contact appear under the Contact tab. When you tap the Organiza-
tion tab, the organization hierarchy details, such as MANAGER, DIRECT REPORTS, and PEERS,
appear. When you tap the moreicon on the top right of the screen, the following options appear:

- Attach to Mail
- Share
- Delete

In the Organization tab, tap the more icon to the right of MANAGER, DIRECT REPORTS, or
PEERS. Then, either create an email or calendar invite. The To: field of the email or calendar
event is automatically populated with the details of MANAGER, DIRECT REPORTS, or PEERS.

Prerequisites:
Ensure that Exchange Web Services (EWS) is enabled on your Exchange Server.

The contact details appear based on the organizational details fetched from Active Directory.
For the correct details to appear for your contacts, ensure that your admin has configured your
organizational hierarchy in Active Directory.

Note:

This feature is not supported on IBM Lotus Notes server.

« Network access policy. In Secure Mail for Android, a new option called Tunneled - Web SSO
is added to the Network Access MDX policy. Configuring this policy gives you the flexibility to
tunnelinternaltraffic over Tunneled -Web SSO and Secure Ticket Authority (STA) in parallel. You
can also allow Tunneled —-Web SSO connections for authentication services, like NTLM, Okta,
and Kerberos. When you initially configure STA, you must add individual FQDNs and ports of
service addresses to the Background network services policy. If you configure the Tunneled -
Web SSO option, however, you need not make these configurations.

To enable this policy for Secure Mail for Android in the Citrix Endpoint Management console:

1. Download and use the .mdx file for Android. For details see stepsin Add an MDX app.
2. Inthe Network access policy, click Tunneled -Web SSO option. For more information, see App
Network Access

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 45


https://docs.citrix.com/en-us/citrix-secure-mail/known-fixed-issues.html
https://docs.citrix.com/en-us/citrix-endpoint-management/apps.html#add-an-mdx-app
https://docs.citrix.com/en-us/mobile-productivity-apps/administrator-tasks/policies-android.html#app-network-access
https://docs.citrix.com/en-us/mobile-productivity-apps/administrator-tasks/policies-android.html#app-network-access

Secure Mail

Secure Mail for i0S 19.1.6

This release includes performance enhancements and bug fixes.

Secure Mail 19.1.5

From this release onward, Secure Mail includes support for the following servers:

+ Exchange Server 2016 Cumulative Update 11
« Exchange Server 2010 SP3 Update Rollup 24

For more information about the complete list of Secure Mail-server compatibility, see Secure Mail
overview.

Secure Mail 19.1.0

Secure Mail for i0S

« Enhancementsto Contacts. In Secure Mail foriOS, when you tap Contacts and select a contact,
the details of that contact appear under the Contact tab. When you tap the Organization tab,
the organization hierarchy details, such as Manager, Direct Reports, and Peers appear. When
you tap the more icon on the top right of the screen, the following options appear:

- Edit
- Add to VIP
- Cancel

In the Organization tab, you can tap the more icon to the right of Manager, Direct Reports, or
Peers. This action allows you to either create an email or a calendar event. The To: field of the
email or

calendar event is automatically populated with the details of Manager, Direct Reports, or
Peers. You can compose and send the email.

Prerequisites:
Ensure that Exchange Web Services (EWS) is enabled on your Exchange Server.

The contact details appear based on the organizational details (Outlook contact) fetched from
Active Directory. For the correct details to appear for your contacts, ensure that your admin has
configured your organizational hierarchy in Active Directory.

Note:

This feature is not supported on IBM Lotus Notes server.
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+ Export Meeting Time and Location to your native calendar. In Secure Mail for iOS, a new
value Meeting Time, Location is added to Export Calendar MDX policy. This enhancement
allows you to export meeting time and location of Secure Mail calendar events to your native
calendar.

+ Secure Mail for iOS supports rich push notifications on setups running Microsoft Enterprise Mo-
bility + Security (EMS)/Intune with modern authentication (0365).

To enable the rich push notifications feature, ensure that the following prerequisites are met:

In the Endpoint Management console, set Push netifications to ON.

The Network access policy is set to Unrestricted.

The Control locked screen notifications policy is set to Allow or Email sender or event
title.

Navigate to Secure Mail > Settings > Notifications and then enable Mail Notifications.

+ Secure Mail users can use the Zoom app to join meetings. For information about configuring
the required policies to use the Zoom app, see Joining meetings from calendar.

« This release includes support for iPad Pro 11 inch and iPad Pro 12.9 inch.

Secure Mail for Android

« Enhancement to attachments. In Secure Mail for Android, viewing attachments is simplified.
For a better experience, inessential steps are removed, while attachment options that existed
in the earlier releases are retained.

You can view attachments within Secure Mail app. The attachment opens directly, if it can be
viewed using Secure Mail. If the attachment cannot be viewed using Secure Mail, a list of apps
appears. You can select the required app to view the attachment. For details, see Viewing at-
tachments.

+ Secure Mail users can use the Zoom app to join meetings. For information about configuring
the required policies to use the Zoom app, see Joining meetings from calendar.

« Export Meeting Time and Location to your native calendar. In Secure Mail for Android, a
value Meeting Time, Location is added to Export Calendar MDX policy. This allows you to
export meeting time and location of Secure Mail calendar events to your native calendar.

Note:

Support for Android 5.x ended on December 31, 2018.

Secure Mail 18.12.0

This release includes performance enhancements and bug fixes.
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For the list of fixed and known issues, see Known and fixed issues.

Secure Mail 18.11.5

Secure Mail for Android

+ Report phishing emails with ActiveSync headers. In Secure Mail for Android, when a user
reports a phishing mail, an EML file is generated as an attachment corresponding to that mail.
Admins receive this mailand can view the ActiveSync headers associated with the reported mail.

To enable this feature, an admin must configure the Report Phishing Email Address policy
and set Report Phishing Mechanism to Report Via Attachment. The admin configures these
settings in the Citrix Endpoint Management console. For details about configuring MDX policies
for Secure Mail, see MDX policies for mobile productivity apps.

+ Print emails and calendar events. In Secure Mail for Android, you can print emails and cal-
endar events from your Android device. This print functionality uses Android Print framework.
For details, see Print emails and calendar events.

+ Feeds from your Manager. In Secure Mail for Android, you can view emails from your manager
in the Feeds screen. Up to five emails appear under the From Your Manager feeds, based on
your Sync mail period settings. To view more emails from your manager, tap See all.
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Feeds

Upcoming Meetings
TODAY

08:00

Cloud Conference

From Your Manager

Prerequisites:
Ensure that Exchange Web Services (EWS) is enabled on your Exchange Server.

The manager card appears based on the organizational details (Outlook contact) fetched from
Active Directory. For the correct details to appear in the manager feed, ensure that your admin

has configured your organizational hierarchy in Active Directory.

Note:

This feature is not supported on IBM Lotus Notes server.
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Secure Mail 18.11.1
Important:
The following issue is fixed in Secure Mail for Android 18.11.1

In Secure Mail for Android with connections to IBM Notes Traveler 9.0.1 SP 10, emails with attach-
ments remain in the Outbox. [CXM-58962]

Secure Mail 18.11.0

Secure Mail for Android

 Subfolder notifications. In Secure Mail for Android, you can receive mail notifications from
subfolders of your mail account. For details, see Subfolder notifications.

+ Updates to background services in Secure Mail for Android. To meet the Google Play Back-
ground Execution Limits requirement on devices running Android 8.0 (API level 26) or later, we
have upgraded Secure Mail background services. For uninterrupted mail sync and notifications
on your device, enable Firebase Cloud Messaging (FCM) service push notifications. For more
details about enabling FCM-based push notifications, see Push notifications for Secure Mail

Ensure that you turn on Mail netifications in Secure Mail settings on your device. For more details
about this update, see this Support Knowledge Center article.

Limitations:

« If you have not enabled FCM-based push notifications, background sync occurs once in every
15 minutes. This interval varies depending on whether the app is running in the background or
the foreground.

+ When users manually update the time from device settings, the date in the calendar widget does
not update automatically.

Secure Mail for iOS
+ Support for iOS 12.1. Secure Mail for iOS supports iOS version 12.1.

« Enhancements to rich push notification failure messages. In Secure Mail foriOS, appropriate
push notification failure messages appear in the notification center on your device based on the
type of notification failure. For details, see Push notification failure messages in Secure Mail for
i0S, see Push notification failure messages in Secure Mail for iOS.

+ Feeds from your Manager. In Secure Mail for iOS, you can view emails from your manager in
the Feeds screen. Up to five emails appear under the From Your Manager feeds, based on your
Sync mail period settings. To view more emails from your manager, tap See all.
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Feeds

Upcoming Meetings
TODAY

08:00

Cloud Conference

From Your Manager

Prerequisites:
Ensure that Exchange Web Services (EWS) is enabled on your Exchange Server.

The manager card appears based on the organizational details (Outlook contact) fetched from
Active Directory. For the correct details to appear in the manager feed, ensure that your admin
has configured your organizational hierarchy in Active Directory.

Note:

This feature is not supported on the IBM Lotus Notes server.
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Secure Mail 18.10.5

« Secure Mailintegration with Slack (Preview): You can now take your email conversation over
to the Slack app on devices running iOS or Android. For details, see Secure Mail integration with
Slack (Preview).

« Enhancements to Feeds folder: In Secure Mail for iOS, the following are enhancements to the
existing Feeds folder:

- View up to five upcoming meetings in your Feeds card.
- Upcoming meetings for the next 24-hour period appear in the Feeds card and are catego-
rized into Today and Tomorrow sections.

Secure Mail 18.10.0

+ Secure Mail notification channels for mail and calendar notifications: On devices running
Android O or later, you can use the notifications channel settings to manage how your email
and calendar notifications are handled. This feature allows you to customize and manage your
notifications. For details, see Notification channels.

+ Report phishing email (as a forward): In Secure Mail for iOS, you can use the Report as phish-
ing feature to report an email (as a forward) that you suspect of phishing. You can forward the
suspicious messages to email addresses that admins configure in the policy. To enable this fea-
ture, an admin must configure the Report Phishing Email Address policy and set the Report
Phishing Mechanism as Report Via Forward. For user help documentation on this feature,
see the Citrix User Help Center article, Report a phishing email.

Secure Mail 18.9.0

+ New version numbering scheme in the format “yy.mm.version.”For example, version 18.9.0

+ Report phishing email (as a forward): In Secure Mail for Android, you can use the Report as
phishing feature to report an email (as a forward) that you suspect of phishing. You can forward
the suspicious messages to email addresses that admins configure. To enable this feature, an
admin must configure the Report Phishing Email Address policy and set the Report Phishing
Mechanism as Report Via Forward. For user help documentation on this feature, see the Citrix
User Help Center article, Report a phishing email.

« Enhancements to Feed cards: The following enhancements have been made to the existing
Feeds folder, in Secure Mail for Android:

- Meeting invites from all auto-synced folders appear in your Feeds card.
- View up to five Upcoming meetings in your Feeds card.
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- Upcoming meetings now appear based on a 24-hour period starting from your current
time. These meeting invites are categorized into Today and Tomorrow.
In previous releases, upcoming meetings until the end of the day would appear in your
feeds.

« Export Secure Mail calendar events: Secure Mail for Android and iOS allow you to export Se-
cure Mail calendar events to your device’s native calendar app. To enable this feature, tap Set-
tings and drag the slider for Export Calendar Events to the right. For details, see Export Secure
Mail calendar events.

Secure Mail 10.8.65

« Available with iOS 12: In Secure Mail for iOS, we support the Group Notifications feature.
With this feature, conversations are grouped from a mail thread. You can quickly glance at
the grouped notifications on the lock screen of your device. Group Notification settings are
enabled by default on the device.

+ In Secure Mail for iOS, the Save draft and Delete draft buttons are larger. This enhancement
makes it easier for customers to distinguish one option from the other.

+ In Secure Mail for iOS, identify incoming calls from your contacts by enabling Secure Mail Caller
ID in device Settings. On enabling these settings, when you get an incoming call, the device
displays the App name with the Caller ID, such as “Secure Mail Caller ID: Joe Jay”. For details,
see Secure Mail Caller ID.

Secure Mail 10.8.60

« Secure Mail supports Android P.

+ Secure Mail is now available in Polish.

« In Secure Mail for iOS, you can attach files to your email from iOS native Files app. For details,
see iOS features.

Secure Mail 10.8.55

There are no new features in Secure Mail version 10.8.55. For fixed issues, see Known and fixed is-

sues.

Secure Mail 10.8.50

Photo attachment improvements. In Secure Mail for iOS, you can attach photos easily by tapping
the new Gallery icon. Tap the Gallery icon and select photos that you want to attach to your email.
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Attach multiple photos

more easily

Enter Secure Mail
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Secure Mail feeds screen. Secure Mail for iOS and Android feature all your unread emails, meeting
invites that require your attention, and your upcoming meetings in the Feeds screen.

Secure Mail 10.8.45

Folder sync. In Secure Mail for iOS and Android, you can tap the Sync icon to refresh all Secure Mail
content. The Sync icon is present in Secure Mail slide outs such as Mailboxes, Calendars, Contacts,
and Attachments. When you tap the Syncicon, those folders that you have configured to auto refresh,
such as Mailboxes, Calendars, Contacts, are updated. The timestamp of the last sync appears next to
the Syncicon.

Photo attachment improvements. In Secure Mail for Android, you can attach photos easily by tap-
ping the new Gallery icon. Tap the Gallery icon and select photos that you want to attach to your
email.
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Attach multiple photos

more easily

Enter Secure Mail

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

56



Secure Mail

Secure Mail 10.8.40

Support to search calendar. In Secure Mail foriOS, you can search the calendar for events, attendees,
or any other text.

Secure Mail 10.8.35

The version for Secure Mail for iOS is 10.8.36.

+ Notification response options. In Secure Mail for iOS, users can respond to meeting notifica-
tions, such as Accept, Decline, and Tentative. They can respond to message notifications with
Reply and Delete.
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« Secure Mail for Android back button enhancements. In Secure Mail for Android, you can tap
the back button on your device to dismiss the expanded options of the Floating Action Button.
If the Floating Action Button is in the expanded state, tapping the back button on your device
collapses the response options. This action takes you back to the message or event details view.
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+ In Secure Mail for Android, meeting response buttons appear within the email. When you

receive an email notification about meeting invites, you can respond to the invite by tapping on

one of the following options:

- Yes
- Maybe
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Secure Mail 10.8.25

Secure Mail for iOS now supports S/MIME for derived credentials: In order for this feature to work,
you need to do the following:

+ Select Derived Credential as the S/MIME certificate source. For details, see Derived credentials
foriOS.

+ Add the LDAP Attributes client property in Citrix Endpoint Management. Use the following in-
formation:

- Key: SEND_LDAP_ATTRIBUTES
- Value: userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme
=${ user.samaccountname } ,displayName=${ user.displayName }

,mail=${ user.mail }

For steps on how to add a client property, for XenMobile Server, see Client properties and for Endpoint
Management, see Client properties.

For more information about how devices enroll when using derived credentials, see Enrolling devices
by using derived credentials.

1. Onyour Endpoint Management Console, navigate to Configure > Apps.
2. Select Secure Mail and then click Edit.

3. Under the iOS platform, for the S/MIME certificate source, select Derived Credential.

Enable S/MIME during first Secure Mail startup

Secure Mail for iOS and Android have a revamped look and feel: We’ve made the user navigation
simpler and more efficient. We’ve realigned the menu and action buttons in the form of a navigation
bar.

The following figure shows the new navigation bar on iOS devices.
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Skip

A better way to navigate

between Mail, Calendar, Contacts & Attachments

The following figure shows the new navigation bar on Android devices.

Settings has a new home

inside the slide out

Skip
Select with tap & hold

in Mail, Contacts & Attachments

Skip

Easy attachment access

from the tab bar

Attachments

Skip

Skip

A better way to navigate

between Mail, Calendar, Contacts & Attachments

What’s changed:

Skip

Settings has a new home

inside the slide out

Mailbox

Skip

Easy attachment access
from the tab bar

Attachments

+ The grabbericon has been removed. Secure Mail features, such as Mail, Calendar, Contacts, and
Attachments, are now available as buttons in the footer tab bar. The following figure shows this

change.
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Note:

On Android devices, the footer tab bar is not available after you open a mail item. For
example, as shown in the following figure, if you open an email or a calendar event, the

footer tab bar is not available.
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+ The Settings menu is available within all menus, such as Mail, Calendar, Contacts, and Attach-
ments. To go to Settings, tap the hamburger icon and then tap the settings button available at
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the bottom right, as shown in the following figure.
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» The Search icon replaces the Search bar and is available in the Inbox, Contacts, and Attach-
ments views.
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+ OniOS devices, you can tap and hold on a mail item to select the item.

+ You can tap the Compose floating action button to compose a new email, as shown in the fol-
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lowing figure.

= Inbox O Q

® Avery Taylor 3:28 PM
Why Las Vegas Hotel Rooms For You
Las Viegas has more than 100,000 hotel rooms
to choose from. There is something for every

® Jorge Hogan 328 P
Global Resorts Network Grn Putting Timeshar...
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

Elsie Newton 1:28 PM
Become A Traval Pro In One Easy Lesson

Las Vegas has maore than 100,000 hotel rooms
ta choose from. There is something for every

Steven Todd 3:28 PM
Train Travel On Track For Safety

Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

@ Chris Herrera 528 PM
Motorhome Or Trailer
Las Vegas has more than 100,000 hotel rooms
ta choose from. There is something for every

@ Birdie Walton 3:28 PM
Coventry City Guide Including Coventry Hotels
Las Vegas has more than 100,000 hote
to choose from, There 15 something fos

= S =)

+ The following menu options are now available on the top right of your screen:
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- Syncoptions: Tap the overflow icon on the top right and navigate to More options > Sync
options to change your sync preferences.

Note:

This option is available on Android devices only.

- Search icon: Tap to search for an email.

+ Triage view icon: Tap for triage view of the conversation.

+ Respond floating action button: While viewing an email, tap to Forward, Reply All, or Reply,
as shown in the following figure.
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future.

Reply Sh

2. Literally fly through the
Synergy conference center
Get a virtual video tour of
Synergy as you fly in through < X
the front doors and

experience the Keynote area,
Ll Qarcial Hith Moat tha Evnarte |
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+ While viewing an email, the following menu options are available from the top right of your
screen:

Flag: Tap to flag the email.

Mark As Unread: Tap to mark email as unread.
Delete: Tap to delete the email.
More options: Tap the overflow icon to view other available actions, such as Move.
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Calendar changes

+ From the calendar, you can tap an event floating action button to create an event, as shown in
the following figure.
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+ The following menu options are now available from the top right of your screen:
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- Today: Tap to view today’s events.

- Search: Tap to search for an event.

- Respond floating action button: While viewing an event, tap to Forward, Reply All, or
Reply.

< [l

Synergy 2018 Keynote — This Is How
the Future Works

www.citrix.com/SynergyTV
Tuesday, 8 May 2018
9:30 PM to 11:30 PM

Maybe o

o000
Join Meeting Dial In Running Late
From: Communications at Citrix
Invitees: 1invitee Forward —~

Reply All &K
Reply “
X

~ ®m & B | m 2 B

When you view an event, the event response actions such as Yes, Maybe, and No are realigned and
available below the event details.

Contacts changes

+ You can tap a Create New Contact floating action button, as shown in the following figure.
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+ The Search menu option is now available from the top right of the screen. You can tap the option

to search for a contact.
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« While viewing a contact, the following menu options are available from the top right of your
screen:

On Android devices:

- Edit: Tap to edit the contact.
- More options: Tap the edit icon to view other available actions, such as Attach to Mail,
Share, and Delete.
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5

OniOS devices:

L
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- Edit: Tap to edit the contact.
- Share: Tap the shareiconto view other available actions, such as Share contact and Attach
to Mail.
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Note:

To delete a contact on iOS devices, select the contact, tap Edit, and tap Delete at the bot-
tom of the screen, as shown in the following figure.
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Attachments changes The following menu options for attachments are now available from the top
right of your screen:

« Sort: Tap the Sort icon and choose appropriate filters to sort attachments.
« Search: Tap to search for an attachment.

Secure Mail 10.8.20

+ Secure Mail for iOS now supports the use of derived credentials for enrollment and authentica-
tion. For more information on derived credentials, see Derived Credentials for iOS.

« Secure Mail for iOS supports rich push notifications. Rich notifications ensure that you receive
lock screen notifications for your inbox even when Secure Mailis not running in the background.
This feature is supported on password-based authentication and client-based authentication
setups. For details, see Rich push notifications.

Note:

Due to the change in architecture to support the rich push notifications feature, the VIP
Only mail notifications is no longer available.

+ Secure Mail for iOS now supports rich text signatures. You can use images or links in your email
signature. For details, see Rich text signatures.

Secure Mail 10.8.15

+ Secure Mail for iOS now supports rich text signatures. You can use images or links in your
email signature. For details, see Rich text signatures.

« Secure Mail supports Android Enterprise, formerly known as Android for Work. You can
create a separate work profile by using Android Enterprise apps in Secure Mail. For details, see
Android Enterprise in Secure Mail.

+ Secure Mail renders embedded resources while viewing an email. If the resources are
present in your internal network, such as mails with image URLs that are internal links, Secure
Mail connects to the internal network to fetch the content and render it.

« Secure Mail supports modern authentication. Modern authentication is OAuth token-based
authentication with user name and password. This support includes support for Office 365 for
internal and external Active Directory Federation Services (AD FS) or identity provider (IdP).

+ Performance enhancements to the Attachments repository. You can scroll through your At-
tachments repository much faster.
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Secure Mail 10.8.10

+ Support to print email attachments. Secure Mail for iOS supports printing email attachments.

« Modern authentication with Microsoft Office 365. Secure Mail for iOS supports modern au-
thentication. Modern authentication is OAuth token-based authentication with user name and
password. This supportincludes support for Office 365 for external and internal Active Directory
Federation Services (AD FS) and identity provider (IdP). For details, see Modern authentication
using Microsoft office 365.

Notes:

This release does not support modern authentication with Endpoint Management integration
with Microsoft Intune/EMS.

This release includes modern authentication in a scenario where AD FS is accessible externally.

Known and fixed issues

March 25,2024

Citrix supports upgrades from the last two versions of the mobile productivity apps.

Secure Mail for iOS 24.3.0
Fixed issues

+ Despite the successful installation and enrollment of Secure Mail, end users might get the fol-
lowing error message when configuring the app:

“The connection to the server timed out. Please try again in a few minutes”
[XMHELP-4538]

« After upgrading to Secure Mail for iOS version 24.2.0, existing end users might be unable to ac-
cess Secure Mail and they get the following error message:

“Secure Mail couldn’t reach the server. Try entering the server address again. If you still have
trouble, contact your IT administrator”

[XMHELP-4539]

+ Secure Mail stops responding when end users try to open the app on iPad devices. This issue is
specific to devices running iPad version 17.3.1 and later. [XMHELP-4541]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 80


https://docs.citrix.com/en-us/citrix-secure-mail/modern-authentication-office-365.html
https://docs.citrix.com/en-us/citrix-secure-mail/modern-authentication-office-365.html

Secure Mail

Known issues

There are no known issues in this release.

Secure Mail for iOS 24.2.0
Fixed issues

+ In Secure Mail for iOS, you might not be able to see the Add button (+) on the calendar page,
which prevents you from creating new calendar events. [XMHELP-4460]

+ Secure Mail is unable to sync emails on both iPhone and iPad devices due to a network connec-
tivity issue. [XMHELP-4473]

+ When you use dark mode in Secure Mail for iOS, you mightn’t be able to read your email mes-
sages. [XMHELP-4499]

Known issues

There are no known issues in this release.

Secure Mail for Android 24.1.0
Fixed issues

+ When you try to open email attachments that are larger than 10 MB, the Secure Mail for Android
becomes unresponsive. [XMHELP-4399]

+ When you try to open an email attachment that is in .docx format and has Arabic characters or
hyperlinks, Secure Mail for Android becomes unresponsive. The issue occurs when the Polaris
SDKisn’t updated. [XMHELP-4491]

Known issues

There are no known issues in this release.

Secure Mail for Android 23.10.0
Fixed issues

+ When you open any attachment from Secure Mail, you might find the Upload to Citrix Files
option under the More (B) > Open with option, even if the Citrix Files app isn’t installed on
your device. [XMHELP-4437]
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+ When you preview an .ics file that attached to a meeting invitation received in Secure Mail, you
might notice that the meeting time that shown in the .ics file preview is an hour behind the
original time. This issue occurs in daylight saving time regions. [XMHELP-4429]

+ Whenyou upgrade Secure Mail to version 23.8.2 and enable dark mode, you might encounteran
issue while previewing an email attachment. You might not be able to see the menu list when
you click the ellipsis (...) button. [CXM-112699]

Known issues

There are no known issues in this release.

Secure Mail for Android 23.8.2
Fixed issues

There are no fixed issues in this release.

Known issues

When you upgrade Secure Mail to version 23.8.2 and enable dark mode, you might encounter anissue
while previewing an email attachment. You might not be able to see the menu list when you click the
ellipsis (...) button. As a workaround, you can switch Secure Mail to light mode. [CXM-112699]

Secure Mail for Android and i0S 23.7.0
Fixed issues

There are no fixed issues in this release.

Known issues

There are no known issues in this release.

Secure Mail for Android 23.8.1
Fixed issues

There are no fixed issues in this release.
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Known issues

There are no known issues in this release.

Secure Mail for iO0S 23.9.0
Fixed issues

« Whenyou are using Secure Mail foriOS 23.2.0 version with HCL Domino 11 server, you might not
be able to send previously saved draft emails. The Secure Mail shows that the emails are sent
successfully, but the recipients never receive it. [XMHELP-4306]

Known issues

There are no known issues in this release.

Secure Mail for Android 23.8.0
Fixed issues

There are no fixed issues in this release.

Known issues

There are no known issues in this release.

Secure Mail for Android 23.7.0
Fixed issues

+ You might not receive reminder notifications for calendar events. The issue occurs when the
alarm and reminder permission is revoked for Secure Mail. [CXM-109036]

Known issues

There are no known issues in this release.
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Secure Mail for Android 23.6.0
Fixed issues

When you view email attachments, you might see a watermark that says “License expired.”The issue
occurs if you are using Secure Mail for Android version 23.3.5 or earlier. To view the email attachments
without the watermark, upgrade to Secure Mail for Android version 23.6.0 or later. [CXM-110137]

Known issues

There are no known issues in this release.

Secure Mail for iOS 23.5.0
Fixed issues

+ When you receive digitally signed emails and open them in Secure Mail, the email attachments
might not appear. [XMHELP-4247]

Known issues

There are no known issues in this release.

Known and fixed issues in older versions

For known and fixed issues in older versions of Secure Mail, see History of Secure Mail known and fixed
issues.

Deploying Secure Mail

November 30, 2023

To deploy Secure Mail with Citrix Endpoint Management (formerly, XenMobile), follow these general
steps:

1. You can integrate Secure Mail with an Exchange Server or IBM Notes Traveler Server to keep
Secure Mail in sync with Microsoft Exchange or IBM Notes. If you use IBM Notes, configure the
IBM Notes Traveler server. The configuration uses Active Directory credentials to authenticate
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to Exchange or the IBM Notes Traveler server. For details, see Integrating Exchange Server or
IBM Notes Traveler Server.

Important:

You cannot sync mail from Secure Mail with IBM Notes Traveler (formerly IBM Lotus Notes
Traveler). This Lotus Notes third-party capability is not currently supported. As a result,
when you delete a responded meeting mail from Secure Mail, the mail is not deleted on
the IBM Notes Traveler server. If users accept a calendar event, and then they decline the
event with a comment or they act on a comment, the comment is missing. [CXM-47936]

2. You can optionally enable SSO from Secure Hub. To do so, you configure Citrix Files account
information in the Endpoint Management console to enable Endpoint Management as a SAML
identity provider for Citrix Files. The configuration uses Active Directory credentials to authen-
ticate to Citrix Files.

Configuring the Citrix Files account information in Endpoint Management console is a one-time
setup used for all Citrix clients, Citrix Files clients, and non-MDX Citrix Files clients. For details,
see To configure Citrix Files account information in Endpoint Management console for SSO.

3. Download the Secure Mail .mdx file from the Citrix Downloads site.

4. Add Secure Mail to Endpoint Management and configure MDX policies. For details, see Add apps.

Note:

As of Secure Mail version 10.6.5, you can configure a new MDX analytics policy for Secure Mail for
iOS and Android. Citrix collects analytics data to improve product quality. The Google Analytics
level of detail policy lets you specify whether the data is associated with your company domain
oris collected anonymously. Selecting Anonymous opts users out of including the company do-
main with the data that is collected. This new policy replaces an earlier Google analytics policy.

When the policy is set to anonymous, we collect the following types of data. We have absolutely no
way to link this data to an individual user or company because we do not request user identifiable
information. No personally identifiable information is sent to Google.

+ Device statistics, such as the operating system version, app version, and device model

+ Platform information, such as ActiveSync version and Secure Mail server version

« Failure points for product quality, such as APNs registrations, mail sync and send, and attach-
ment download and calendar sync.

Other than company domain, no other identifiable information is collected when the policy is set to
Complete. Default is Complete.
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Configuring Secure Mail

October 3, 2023

The following features can be configured and integrated in Secure Mail:

« Modern authentication with Office 365

+ Hybrid Modern Authentication with On-premises Exchange
» Background services for Secure Mail

+ Integrate Exchange Server or IBM Notes Traveler Server

+ S/MIME for Secure Mail

+ SSO for Secure Mail

Modern authentication with Microsoft Office 365

November 30, 2023

Secure Mail supports modern authentication with Microsoft Office 365 for Active Directory Federa-
tion Services (AD FS) or Identity Provider (IDP). Modern authentication is OAuth token-based authen-
tication with user name and password. Secure Mail users with iOS devices can take advantage of
certificate-based authentication when connecting to Office 365. When they sign on to Secure Mail,
users authenticate by using a client certificate, instead of typing their credentials.

Before you proceed, do the following:

1. Enable modern authentication (OAuth) for Microsoft Office 365.
2. Enable Office 365 endpoints, URLS, and IP address ranges in your firewall to ensure optimum
network connectivity. For details, see the Microsoft documentation on Office 365 URLs and IP

address range.
Note:

« To migrate or create a hybrid Exchange mailbox solution, see Exchange ActiveSync device
settings with Exchange hybrid deployments from the Microsoft documentation.

Citrix Endpoint Management policy prerequisites

Enable the following policies in the Citrix Endpoint Management console:

For devices running iOS:
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« Office 365 authentication mechanism: Use this policy to indicate the OAuth mechanism used
for authentication while configuring an account on Office 365. This policy has the following
values that you must configure:

- Do not use OAuth: Use this policy for basic authentication during account configuration.

- Use OAuth with Username and Password: Use this policy for OAuth protocol during au-
thentication. Users must provide their username and password and optionally a multifac-
tor authentication code for the OAuth flow.

- User OAuth with client Certificate: Use this policy if Office 365 is configured to perform
certificate-based authentication. The default configuration is Do not use OAuth.

For devices running Android:

+ Use Modern authentication for 0365: Use this policy for OAuth protocol during authentica-
tion.

+ Web SSO for tunneling policy: Use this policy to tunnel the OAuth traffic to go over Tunneled
—Web SSO. To do so:

- Set Use Web SSO for tunneling policy to On.

- Select the Tunneled - Web SSO option in the Network access policy.
Note:

For information on enabling STA, see Connection to a mail server via the STA.

- Exclude any hostnames related to OAuth from the Background services policy.
Policies common to iOS and Android devices:

+ Custom user agent for modern authentication: Use this policy to change the default user
agent string for modern authentication.

+ Trusted Exchange Online Hostnames: Use this policy to define a list of trusted Exchange On-
line hostnames that use the OAuth mechanism for authentication while configuring an account.
This is a comma-separated format, such as server.company.com, server.company.co.uk. This
list can either contain a default value or vanity URLs, but cannot be empty. Default value is
outlook.office365.com.

« Trusted AD FS Hostnames: Use this policy to define a list of trusted AD FS hostnames for
webpages where the password populates during Office 365 OAuth authentication. This is a
comma-separated format, such as sts.companyname.com, sts.company.co.uk. If
the list is empty, Secure Mail does not auto-populate passwords. Secure Mail matches the
listed hostnames with the hostname of the webpage encountered during Office 365 authenti-
cation and checks if the page uses HTTPS protocol. For instance, when sts.company.com
is a listed hostname and the user navigates to https: , Secure
Mail populates the password, provided the page has a password field. The default value is
login.microsoftonline.com.
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+ Secure Mail Exchange Server: Use this policy to define the address of your Exchange Server.
You can use this policy to define either the on-premise server address or the Cloud server ad-
dress, based on your requirement.

+ Configure the HTTP 451 redirect: For more infomation on how to configure the redirects, see
Knowledge Center article Secure Mail ActiveSync redirect 451.

Secure Mail for iOS is now enabled with modern authentication after the policies are refreshed on the
device.

Limitations

« If you are using modern authentication in your environment, the rich push notifications feature
foriOS is not available. For details about rich push notifications, see Push notifications for Se-
cure Mail.

+ Multiple accounts are not supported on setups running certificate-based authentication.

Secure Mail policies

The following two tables list the Secure Mail policies that are required based on your Exchange infra-
structure:

Office 365
authentication
mechanism/ Use

Exchange Modern authentication  Trusted AD FS Online Trusted Exchange

Infrastructure for 0365 Hostnames Online Hostnames

On-premises OFF NA NA

Hybrid* ON AD FS/IDP Outlook.
office365.comor
vanity URL

Exchange online ON AD FS/IDP Outlook.
office365.comor
vanity URL
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Exchange Secure Mail Exchange  Background network Background network

Infrastructure Server services (i0S) services (Android)

On-premises Exchange on-premises  On-premises On-premises
Hostname

Hybrid* on-premises, On-premises, On-premises,
Exchange online Exchange on-premises  Exchange on-premises
Hostnames Hostname Hostname, AD FS/IDP

(Internal only)
Exchange online Outlook. Exchange Online Exchange on-premises
office365.com Hostnames Hostname, AD FS, IDP

*Secure Mail supports a hybrid Exchange infrastructure with migrated mailboxes.

If on-premises users’mailbox is migrated to Exchange online, Secure Mail automatically detects this
change and prompts the users for modern authentication without the need for reconfiguring their
account.

Secure Mail with OAuth support matrix

The following table lists the Secure Mail OAuth support matrix on iOS and Android devices:

Authentication IDP/External AD IDP/Internal AD

type FS FS Azure AD Intune
User name and Yes Yes Yes Yes
password

Client certificate  Yes Android only No No

Hybrid Modern Authentication with On-premises Exchange support for
iOS and Android

October 4, 2023

Hybrid Modern Authentication (HMA) is a user identity management solution that uses a more secure
way of user authentication and authorization methods. It is now available for Exchange server on-
premises hybrid deployments.
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HMA is an OAuth token-based authentication with username and password. It allows on-premises
mailbox users to access on-premises Exchange using OAuth tokens. OAuth tokens are obtained from
the cloud. Managing user identities with modern authentication gives administrators many different
tools to use in securing resources and offers more secure methods of identity management to on-
premises Exchange.

For more information about HMA, see Announcing Hybrid Modern Authentication for Exchange On-
Premises.

Changes required in MDX policies

For HMA to work on Secure Mail iOS and Android, perform the following changes in MDX policies under
the OAuth Support for Office 365 section:

« For Android, enable Use Modern authentication for 0365 option.
For iOS, set the Office 365 authentication mechanism to Use OAuth with Username and
Password.

+ Enter the Customer’s on-premises Exchange URL in the Trusted Exchange Online Hostnames
text field.

+ Enter the Customer’s on-premises Exchange URL in the Office 365 Exchange Server text field.

+ Click Next.

Note: Prior to doing the above-mentioned changes in MDX policies, ensure HMA settings on the Ex-
change are enabled. Otherwise, disable the Use Modern authentication for 0365 option.

OAuth Support for Office 365 section in Android:

[us:Muxernnmvwmm\mnvurOZﬁS [ on @) I
Trusted Exchange Online Hostnames. icea6s

eeeeeeeeeee

Slack workspace name

wwwwwwwwwwwwwwwwwwwwwwwwwwwwww

» Deployment Rules

» Store Configuration \
Back

OAuth Support for Office 365 section in iOS:
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OAuth Support for Office 365

Mail Redirection

Mail Redirection

SlackIntegration

enavlesiack @) @
Slack workspace name
Defoult Slack App | Slack

» Deployment Rules
» Store Configuration

» Volume purchase \

The following consent page appears after the successful user login for the first time. Click Accept.

3:05 G b 4}

Sign In

B% Microsoft

azl@smblr.com

Permissions requested

Secure Mail
fApp infg

This application is not published by Microsoft or your
organization.

This app would like to:
~/ Read and create your online meetings
v/ Access your mailboxes
v Read and write to your mal
‘Send mail as you

s

./ Read and write to your calendars
\~ Read and write to your contacts
~

Sign you in and read your profile
Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privac:
statement. The publisher has not provided links to their terms for

you to review. You can change these permissions at
https://myapps.microsoft.cam. Show details

Does this app look suspicious? Report it here

Termsofuse  Privacy & cookies - -

Optional: To stop getting this consent page, perform the following steps:

+ Open the Microsoft Azure portal.

+ From Dashboard, navigate to App registrations > HMA-App.

« Underthe Configured permissions section, enable the Grant admin consent for CRMC30nline
option.
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@l A2 Search resources, sarvices, and docs (G+) E 7 &  jmholz@CRMCOnine.. @

Dashboard » App registrations iMA-App

% HMA-App | APl permissions & - *
2 search (Ctri+) « (0 refresh | ot feedback?
B oveniew - - : -
A fou see editing permissianiz) to your spplication, users will have to consant even if they've sready done 20 previcusly.

& Quickstart
#  Integration assistant Configured permissions

Applications are sutheorized to call APIs when thay are granted parmissions by us mirs a5 part of the consent pracess. The st of configured permissions should
Manage o )

include all the permissions the application needs. Learn more 2t

permissions and consent

B ars
&= granding

T #dd a permission I ~" Grant admin consent for CRMC3Cnline I
D suthentication

AR Parmissions narme Type Description Admin consent req...  Stalus
Certificates B sacrets
" . “w Micrasoft Graph (1
M Token configuration
User.Read Delegated Sign in and read user profile No & Grantad for CRMC 2000

= AP penmissions

G Expose an A2

application  Use Exchange Web Ssrvices with full access to all ma... ves dh Mot granted for CAMCS | <o
L Approles

I Owners

Limitations

« To switch from HMA to basic authorization, you must delete the existing account and recreate a
new account on Secure Mail.
+ Users can’t sign in to Secure Mail if MDX policy and Exchange policy aren’t matching.

Background services for Secure Mail

November 27, 2023

To access your mail server via the Citrix Gateway, you need to configure background services for Se-
cure Mail. When you add Secure Mail to Citrix Endpoint Management (formerly, XenMobile), configure
background services in MDX app policies settings.

To configure background services for Secure Mail

1. Sign on to the Endpoint Management console using administrator credentials.

2. In the console, click the Configure tab, click Apps, select the Secure Mail app, and then click
Edit.
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Analyze Manage Configure

Device Policies Media Actions shareFile Enroliment Profiles Delivery Groups

Apps  show filter

= | & | ]
Add Category Expart

lcon App Name Type Category Cr
Eg& QE_aAndroid WD Default 8y
QE_ios MO Default 8/
SF_i0s MDX Default al
& ‘Weab Link Default 9]
m SecureWeb MO pefault 10
@ Citrix File Android WD Default 10
Securehail MDX Default 10
D = Securehail MDX Default 10
SecureWeb MDX Default 10

3. On the MDX policy settings page, in the Platform section, select the iOS or Android platform
as required.

4. In the App settings section, configure the policies.

Analyze Manage Configure
Dresice Policies Apps Media ALtiang Sharefile Enralimert Profiles Delroary Groups
MDX App Semtings ‘
- Secure Mall Exchange Server 7

1 App Information

2 Platform Sexure Mail user domain

05
Background network senvices

Android

Windows Phone Background services ticket expiration 1ea il

Windows Desktop/Tablet

Bactkground netwaork service gateway T

i Approvals (optional)
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MDX app policies for the background services configuration

The following MDX app policies affect Secure Mail communication with Citrix Gateway, Citrix Endpoint
Management server, Secure Ticket Authority (STA) servers, and the mail server.

Network access: The Network Access policy specifies if Secure Mail can use VPN to access background
network services or if all traffic goes unrestricted via that Internet.

+ Ifthe network access policy is set to Tunneled to the internal network, only URLs listed in back-
ground network services pass through Citrix Gateway. The rest of the traffic goes unrestricted
via the Internet. By default, Secure Mail access is Tunneled to the internal network.

« Ifthe network access policy is set to Unrestricted, all traffic originating from Secure Mail is sent
unrestricted via the Internet. VPN isn’t used to access background services.

MDX

1 App Informaticor

2 Platfarm

Secure Mail Exchange Server: Set the Secure Mail Exchange Server policy to the fully qualified
domain name (FQDN) for the mail server.

Background network service: The Background network service policy specifies the list of mail
servers that are allowed access through Citrix Gateway. List hostnames and the port number as a
comma-separated value. Ensure there are no leading and trailing spaces between the values. For
mail server addresses, include: hostnameFQDN:portnumber. For example: maill.example.
com:443,mail2.example.com:443 (no space between the comma).

Background network service gateway: The Background network service gateway policy specifies
the Citrix Gateway that Secure Mail uses to connect to the mail server. For the Citrix Gateway ad-
dress, include: citrixgatewayFQDN:portnumber. For example: gateway3.example.com
1443,

Background services ticket expiration: This policy specifies the validity of the background network
service ticket. When Secure Mail connects through Citrix Gateway to a mail server, Citrix Endpoint
Management issues a token that is used to connect to the internal mail server. This setting deter-
mines the duration until which Secure Mail can use this token. A new token for authentication and
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connection to the mail server is not required if the token is active. When the time limit expires, users
must log on again to generate a new token. Default value of this token is 168 hours (7 days).

For more information about MDX app policies for background services, see:

+ Secure Mail App settings policies for Android
» Secure Mail App settings policies for iOS

The following figure shows the communication flow and where these policies are applicable.

Background
network service

Citrix Gateway

Background
services ticket

Background

network services

gateway

Mail Server

expiration

XenMobile Server or
Endpoint Management

The following figures show the types of Secure Mail connections to a mail server. After each figure is
a list of the related policy settings.
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Direct connection to a mail server

Secure Mail direct ﬁ
Ito mail server

Mail Server

Policies for a direct connection to a mail server:

« Network access: Unrestricted

If network access is unrestricted, the following policies are not applicable:

« Background network services: N/A
+ Background services ticket expiration: N/A
» Background network service gateway: N/A
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Connection to a mail server via the STA

Secure Mail using .
STA to access mail ﬁ

server " Citrix Gateway

Maill Sarver

XenMobile Server or
Endpoint Managameant

Policies for connecting to a mail server via the STA:

+ Network access: Tunneled - Web SSO

« Background network services: mail.example.com:443,maill.examplel.com:443,
outlook.office365.com:443 or vanity URL:443

+ Background services ticket expiration: 168

+ Background network service gateway: gateway3.example.com:443

Note:

Citrix recommends that you use a STA connection for Secure Mail because a STA connection sup-
ports long-lived session connections.

For more information about the STA, see this Citrix Knowledge Center article.

Integrating Exchange Server or IBM Notes Traveler Server

November 30, 2023

To keep Secure Mail in sync with your mail servers, integrate Secure Mail with an Exchange Server or
IBM Notes Traveler Server that resides in your internal network or is behind Citrix Gateway.

« To configure background services for Secure Mail, see: Background services for Secure Mail.
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« To configure IBM Notes Traveler Server for Secure Mail, see: Configuring IBM Notes Traveler
Server for Secure Mail.

Important:

You cannot sync mail from Secure Mail with IBM Notes Traveler (formerly IBM Lotus Notes Trav-
eler). This Lotus Notes third-party capability is not currently supported. As a result, for example,
when you delete a meeting mail from Secure Mail, the mail is not deleted on the IBM Notes Trav-
eler server. [CXM-47936]

Syncingis also available for Secure Notes and Secure Tasks. Note, however, that Secure Notes and Se-
cure Tasks reached End of Life (EOL) status on December 31, 2018. For details, see EOL and deprecated

apps.

« To sync Secure Notes for iOS, integrate it with an Exchange Server.
« To sync Secure Notes and Secure Tasks for Android, use the Secure Mail for Android account.

When you add Secure Mail, Secure Notes, and Secure Tasks to Citrix Endpoint Management (formerly,
XenMobile), configure the MDX policies as mentioned in MDX app policies for the background services

configuration.
Note:

Secure Mail for Android and iOS support the full path specified for a Notes Traveler Server.
For example: https://mail.example.com/traveler/Microsoft-Server-

ActiveSync.

It is no longer necessary to configure your Domino Directory with web site substitution rules for
the Traveler Server.

Configuring IBM Notes Traveler Server for Secure Mail

In IBM Notes environments, you must configure the IBM Notes Traveler server before you deploy Se-
cure Mail. This section shows a deployment illustration of this configuration as well as system require-
ments.

Important:

If your Notes Traveler Server uses SSL 3.0, be aware that SSL 3.0 contains a vulnerability called
the Padding Oracle On Downgraded Legacy Encryption (POODLE) attack, which is a man-in-the-
middle attack affecting any app that connects to a server using SSL 3.0. To address the vulner-
abilities introduced by the POODLE attack, Secure Mail disables SSL 3.0 connections by default
and uses TLS 1.0 to connect to the server. As a result, Secure Mail cannot connect to a Notes Trav-
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eler Server that uses SSL 3.0. For details on a recommended workaround, see the Configuring
SSL/TLS Security Level section in Integrating Exchange Server or IBM Notes Traveler Server.

In IBM Notes environments, you must configure the IBM Notes Traveler server before deploying Secure
Mail.

The following diagram shows the network placement of IBM Notes Traveler servers and an IBM
Domino mail server in a sample deployment.

External Metwork DNZ rternal Network

KenMobile server

System requirements
Infrastructure server requirements

« IBM Domino Mail Server 9.0.1
« IBM Notes Traveler9.0.1

Authentication protocols

« Domino Database
« Lotus Notes Authentication Protocol
« Lightweight Directory Authentication Protocol
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Port requirements

+ Exchange: Default SSL port is 443.
« IBM Notes: SSL is supported on port 443. Non-SSL is supported, by default, on port 80.

Configuring SSL/TLS security level

Citrix made modifications to Secure Mail to address vulnerabilities introduced by the POODLE attack,
as described in the preceding Important note. If your Notes Traveler Server uses SSL 3.0, therefore, to
enable connections, the recommended workaround isto use TLS 1.2 on the IBM Notes Traveler Server
9.0.

IBM has a patch to prevent the use of SSL 3.0 in Notes Traveler secure server-to-server communica-
tion. The patch, released in November 2014, is included as interim fix updates for the following Notes
Traveler server versions: 9.0.1 IF7,9.0.0.1 IF8 and 8.5.3 Upgrade Pack 2 IF8 (and will be included in all
future releases).

As an alternative workaround, when you add Secure Mail to Endpoint Management, change the Con-
nection security level policy to SSLv3 and TLS. For the latest information about this issue, see SSLv3
Connections Disabled by Default on Secure Mail 10.0.3.

The following tables indicate the protocols that Secure Mail supports, by operating system, based
on the Connection security level policy value. Your mail server must also be able to negotiate the
protocol.

The following table shows supported protocols for Secure Mail when the connection security level is
SSLv3 and TLS.

Operating system type SSLv3 TLS
i0S 9 and later No Yes
Earlier than Android M Yes Yes
Android M and Android N Yes Yes
Android O No Yes

The following table shows supported protocols for Secure Mail when the connection security level is
TLS.

Operating system type SSLv3 TLS

i0S 9 and later No Yes
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Operating system type SSLv3 TLS
Earlier than Android M No Yes
Android M and Android N No Yes
Android O No Yes

Configuring Notes Traveler Server

The following information corresponds to the configuration pages in the IBM Domino Administrator
client.

+ Security: Internet authentication is set to Fewer name variations with higher security. This
setting is used to map UID to AD User ID in LDAP authentication protocols.

+ NOTES.INI Settings: Add NTS_AS_ENFORCE_POLICY=false. This allows Secure Mail policies
to be managed by Endpoint Management rather than Traveler. This setting may conflict with
current customer deployments, but will simplify the management of the device in Endpoint
Management deployments.

+ Synchronization protocols: SyncML on IBM Notes and mobile device synchronization are not
supported by Secure Mail at this time. Secure Mail synchronizes Mail, Calendar and Contacts
items through the Microsoft ActiveSync protocol built into Traveler servers. If SyncML is forced
as the primary protocol, Secure Mail cannot connect back through the Traveler infrastructure.

+ Domino Directory Configuration - Web Internet Sites: Override Session Authentication for
/traveler to disable form-based authentication.

S/MIME for Secure Mail

December 3, 2023

Secure Mail supports Secure/Multipurpose Internet Mail Extensions (S/MIME), enabling users to sign
and encrypt messages for greater security. Signing assures the recipient that the identified sender
sent the message not an imposter. Encryption allows only the recipients with a compatible certificate
to open the message.

For details about S/MIME, see Microsoft TechNet.

In the following table, X indicates that Secure Mail supports an S/MIME feature on a device OS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 101



Secure Mail

S/MIME Feature i0S

Digital identity provider X
integration: You can integrate
Secure Mail with a supported
third-party digital identity
provider. Your identity provider
host supplies certificates to an
identity provider app on user

devices. That app sends
certificates to the Endpoint
Management shared vault, a
secure storage area for

sensitive app data. Secure Mail

obtains certificates from the
shared vault. For more
information, see the
Integrating with a Digital
Identity Provider section.

Derived Credential support

Secure Mail supports the use of
derived credentials as a
certificate source. For more
information on derived
credentials, see the Derived
Credentials for iOS article in
the Citrix Endpoint
Management documentation.

Android
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S/MIME Feature i0S Android

Certificate distribution by X X
email: Distributing certificates
by email requires that you
create certificate templates and
then use those templates to
request user certificates. After
you install and validate the
certificates, you export the user
certificates and then email
them to users. Users then open
the email in Secure Mail and
import the certificates. For
details, see the Distributing
Certificates by Email section.

Auto-import of X
single-purpose certificates:
Secure Mail detects if a

certificate is only for signing or
encryption and then

automatically imports the
certificate and notifies the user.

If a certificate is for both

purposes, users are prompted

to import it.

Integrating with a digital identity provider

The following diagram shows the path that a certificate takes from the digital identity provider host to
Secure Mail. This happens when you integrate Secure Mail with a supported third-party digital identity
provider.
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User device

Identity provider Identity provider
app

o The identity provider host verifies user identity and sends
certificates to the identity provider app on the client device

o Using the Worx API, the identity provider app sends
certificates to the shared vault.

e Secure Mail gets certificate from the shared vault

The MDX shared vault is a secure storage area for sensitive app data such as certificates. Only app
enabled by Endpoint Management can access the shared vault.

Prerequisites

Secure Mail supports integration with Entrust IdentityGuard.

Configuring the integration

1. Prepare the identity provider app and provide it to users:

+ Contact Entrust to get the .ipa to wrap.
+ Use the MDX Toolkit to wrap the app.

If you deploy this app to users who already have a version of the app outside of the End-
point Management environment, use a unique app ID for this app. Use the same provision-
ing profile for this app and Secure Mail.

« Add the app to Endpoint Management and publish it to the Endpoint Management app
store.
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« Letyour users know that they must install the identity provider app from Secure Hub. Pro-
vide guidance, as needed, about any post-installation steps.

Depending on how you configure the S/MIME policies for Secure Mail in the next step, Se-
cure Mailmight prompt usersto install certificates or enable S/MIME in Secure Mail settings.
Steps for both of those procedures are in Enabling S/MIME on Secure Mail for iOS.

2. When you add Secure Mail to Endpoint Management, be sure to configure these policies:

+ Set the S/MIME certificate source policy to Shared vault. This setting means that Secure
Mail uses the certificates stored in its shared vault by your digital identity provider.

+ To enable S/MIME during the initial startup of Secure Mail, configure the Enable S/MIME
during first Secure Mail startup policy. The policy determines if Secure Mail enables
S/MIME when there are certificates in the shared vault. If no certificates are available,
Secure Mail prompts the user to import certificates. If the policy isn’t enabled, users
can enable S/MIME in the Secure Mail settings. By default, Secure Mail does not enable
S/MIME, which means that users must enable S/MIME through Secure Mail settings.

Using derived credentials

Instead of integrating with a digital identity provider, you can allow the use of derived credentials.

When you add Secure Mail to Endpoint Management, configure the S/MIME certificate source policy
to Derived Credentials. For more information on derived credentials, see Derived Credentials for
i0S.

Distributing certificates by email

Instead of integrating with a digital identity provider or using derived credentials, you can distribute
certificates to users by email. This option requires the following general steps, detailed in this sec-
tion.

1. Use Server Manager to enable web enrollment for Microsoft Certificate Services and to verify
your authentication settings in IIS.

2. Create certificate templates for signing and encrypting email messages. Use those templates to
request user certificates.

3. Install and validate the certificates, then export the user certificates and email them to users.

4. Users open the email in Secure Mail and import the certificates. The certificates are thus avail-
able only to Secure Mail. They do not appear in the iOS profile for S/MIME.
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Prerequisites

The instructions in this section are based on the following components:

« XenMobile Server 10 and later

« A supported version of Citrix Gateway, formerly NetScaler Gateway

« Secure Mail for iOS (minimum version 10.8.10); Secure Mail for Android devices (minimum ver-
sion 10.8.10)

+ Microsoft Windows Server 2008 R2 or later with Microsoft Certificate Services acting as the Root
Certificate Authority (CA)

+ Microsoft Exchange:

- Exchange Server 2016 Cumulative Update 4
- Exchange Server 2013 Cumulative Update 15
- Exchange Server 2010 SP3 Update Rollup 16

Complete the following prerequisites before configuring S/MIME:

+ Deliver the root and intermediate certificates to the mobile devices either manually or through
a credentials device policy in Endpoint Management. For details, see Credentials device policy.

« Ifyou are using private server certificates to secure the ActiveSync traffic to Exchange Server, do
the following: Have all the root and intermediate certificates installed on the mobile devices.

Enabling Web enrollment for Microsoft Certificate Services

1. Go to Administrative Tools and the select Server Manager.

2. UnderActive Directory Certificate Services, check to see if Certificate Authority Web Enroll-
ment is installed.

3. Select Add Role Services to install Certificate Authority Web Enrollment, if needed.

4. Check Certificate Authority Web Enrollment and then click Next.

5. Click Close or Finish when the installation is complete.

Verifying your authentication settingsin IS

« Ensure that the Web enrollment site used to request user certificates (for example, https:
) is secured with an HTTPS server certificate (private or public).
+ The Web enrollment site must be accessed through HTTPS.

1. Go to Administrative Tools and then select Server Manager.

2. In Web Server (1IS), look under Role Services. Verify that Client Certificate Mapping Authenti-
cation and IIS Client Certificate Mapping Authentication are installed. If not, install these role
services.
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Go to Administrative Tools and then select Internet Information Services (11S) Manager.

. In the left pane of the 1S Manager window, select the server running the IIS instance for web

enrollment.

5. Click Authentication.
6. Ensure that Active Directory Client Certificate Authentication is Enabled.
7. Click Sites > Default site for Microsoft Internet Information Services > Bindings in the right

pane.

8. Ifan HTTPS binding does not exist, add one.
9. Go to the Default Web Site Home.

10.

Click SSL Settings and then click Accept for Client Certificates.

Creating new certificate templates

To sign and encrypt email messages, Citrix recommends that you create certificates on Microsoft Ac-

tive Directory Certificate Services. If you use the same certificate for both purposes and archive the

encryption certificate, it is possible to recover a signing certificate and allow impersonation.

The following procedure duplicates the certificate templates on the Certificate Authority (CA)

server:

+ Exchange Signature Only (for Signing)

+ Exchange User (for Encryption)

1.

2.

Open the Certificate Authority snap-in.
Expand the CA and then go to Certificate Templates.
Right-click and then click Manage.

Search for the Exchange Signature Only template, right-click the template and then click Dupli-
cate Template.
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figent (Offfine request)

) R4S and 145 Server

-—_~ Bl E2cchange Signaty
| Exchange User
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5 Fsec (Offline req
3 Kerberos Autherit e
& Key Recovery At Help

# OCSP Resporse ST

3 Roct Certification Authority
3 Router (Offine request)

Windows 2000
Windows 2000
Windows 2000

‘Windaws Server 2003 Enk...
‘Windows Server 2003 Enk...
‘Windows Server 2008 Enk...
‘Windows Server 2003 Ent...

‘Windows 2000
‘Windows 2000

[ 5 Certificate Templates (ad.training.l [ T Display Mame = | Mrimuen Supported Cas Version |+

Adrainistrator windows 2000 4.1
E Buthenticated Session Windows 2000 31
3 BasicEFS Windows 2000 3.1
Hea Exchange Windows Server 2003 Enk... 1060
4 CEP Encryption Windows 2000 41
4 Code Signing Windows 2000 a1
H Computes Windows 2000 5.1
5 Cross Certification Autharity Windows Server 2003 Enk... 105.0
1 Directory Ernal Replication Windows Server 2003 Ent... 1150
) Domsin Controller Windaws 2000 4.1
E Domain Controller Authenkication Windows Server 2003 Enk...  110.0
F EFS Recovery Agent Windows 2000 6.1
H Ervollment Agant Windaws 2000 4.1
& Ervollment Agent (Computer) iWindows 2000 5.1
T Exchange Enraliment Windaws 2000

4.1

7.1
G.1
7.1
1100
105.0
1010
101.0
5.1
4.1

5. Assign any name.

6. Select the Publish certificate in Active Directory check box.

Note:

If you do not select the Publish certificate in Active Directory check box, users must pub-

lish the user certificates (for signing and encryption) manually. They can do this through
Outlook mail client > Trust Center > Email Security > Publish to GAL (Global Address

List).
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%M Exchange Signature Properties Ed

Superzeded Templates I E stenzions I Security | SErver
General | A equeszt Handling I Subject Name I |zzuance Feguirements

Template dizplay name;

|><I'-.-1 Exchange Signature
Minimum Supported Gz Windows Server 2003 Enterprize

I: ME schangesignature

W alidity periad, Renewal period:

[ Dfsems =] | 6fweeks =]

¥ Publish certificate in Active Directary

[ Do rot sutematicaly reemroll if & duplicate certificate eists in Active
Directary

For automatic renewal of smart card certificates, use the existing key
if & new key cannot be created

k. || Cancel I Spply Help

7. Click the Request Handling tab and then set the following parameters:

Purpose: Signature
Minimum key size: 2048
Allow private key to be exported check box: selected

Enroll subject without requiring any user input check box: selected
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Supenzeded Templates | Estensions | Securty | Sewver |
Genesal  Flequest Handing ISl.bie-:tNaml Izzuance Requiemerts

Fupese: | - |
I™ Delete revoked or expired certificates (do not archive)
I e T e e e I e TR e
I— Archrve s LS{Ects encyphon pnvate Kep

Mnirnum ke size: IQEHEI 'I

W Allows privabe key to be esported

Do the lalowing when the subject is enialled and when the piivale key
associsled vith the ceililicals is ussd:

= [Enml subject without requiing any uzer inpus

" Prompt the wser duing eneoliment

¢~ Prompt the wses duing ervollment and iequite user nput when the
prrvate key iz uged

T chooze which crptographic service pronaders
(CSPs) shoukd be used, cick CSPs. _Csps. |

ok |[ cameet | con | Hew |

8. Click the Security tab and, under Group or user names, ensure that Authenticated Users (or
any desired Domain Security Group) is added. Also ensure that, under Permissions for Authen-
ticated Users, the Read and Enroll check boxes are selected for Allow.
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™ Exchange Signabure Properties

Gereal ] Request Handlrg ] Subject Name | lssuence Aequrements
Supesseded Templobes | Extenions Secuiity I Server

Giliowg o LiEr names:

Adrmrrziiabor [AdrerssatonE@inaning lab)
B2 Doman Adming |TRAINING D coman Adming]
‘iri" Enterpriza &dming [T RAININGE rtemiise Adminz)

: |B

ooooo|f g

Penmizsiors: fon Authenlicated Llsers
Full Control

Read —_—
—_

Walnhe

Enrall

OoEOEO

Butoernol

Fan zpecial permissions or adwanced seftings. chick Advanced
Advanced.

Leam shout access conbiol snd permissions

L = T

9. For all other tabs and settings, leave the default settings.

10. In Certificate Templates, click Exchange User and then repeat steps 4 though 9.

] Certificate Templates (ad.tranng. | | Template Display Name = | Mirimum Supported CAs [ Wersion [«
| admiristrator Windows 000 .1
5 authenticated Sesson Windows 2000 a1
B Basic EF5 Windows 2000 a1
B ca Exchange Windows Server 2003 Ent... 1060
3 CEP Encryption Windows 2000 4.1
B code signing Windows 2000 a1
H computer Windows 2000 5.1
5 Cross Certfication Authariy Windows Server 2003 Ent..,  105.0
B Directory Emall Replication Windows Server 2003 Ent...  115.0
F pormain Cartreller Windesss 2000 4.1
) Damain Cortroller Authentication Windows Server 2003 Ent... 11010
5 eFs Recovery Agent Windows 2000 g1
H Ervolment Agent windows 2000 1
5 Enrolment Agent {Computer) Windows 2000 5.4
| Exchange Enroliment Agent (Offine reguest)  Windows 2000 4.1
| Exchange Sgnature Only Windows 2000 6.1

-____h . Exchanoe Windows A000 7.1
B 1psac Windows 2000 a1
HliPsec (OFF Al Tasks v Windosss 2000 7.1
F erberos ¢ - Windows Server 2003 Ent..,  110.0
Bl ey focy, Troperties windows Server 2003 Ent...  105.0
5 ocsp Res Halp Windows Server 200G Ent... 1010
FpAS and 1SS SErer Windows Server 2003 Ent...  101.0
B oot Certification Authosty Windows 2000 5.1
;'! Rauter (Offine request) Windeowss 2000 4.1

For the new Exchange User template, use the same default settings as for the original template.

11. Click the Request Handling tab and then set the following parameters:
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Purpose: Encryption

« Minimum key size: 2048

Allow private key to be exported check box: selected

Enroll subject without requiring any user input check box: selected

%M Exchange User Properties ﬂ E
Superzeded Templates I E xtenizions | Security I Servear

" General  Reguest Handing | Subject Name | lzzuance Requiements

Pupose: Encryption
™| Delete revoked o expired certificates [de ot archivel
[ Include symmetric algorithme allowed by the subject
[ Archive subject's encivphion private key

Minirnurn key size; | 2048 - I

[¥ Allow private key to be exported
Do the follovanag when the subject iz enmolled and when the private key
azzociated with thiz cestificate iz uzed:
* Eruoll subject without regquiring any wser input
™ Prompt the user dusing enialiment
Prompt the user duing ensoliment and require user input when the

private key is used
To choose which cryptographic service providers
[CSPs) should be used, click CSPs. CSPs... |

ok | Cancel |  cop | Hen |
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%M Exchange User Properties HE3

General | Request Handing | Subject Hame | lssuance Requeements
Supesseded Templates | Extensions Secuity | Server

[GFaUp OF USET R&mEs:

r:_-f-, thenticated L zars
Sadminestrator@iainivg. lab)
52 Domain Admirs (TRAININGA\Doman Admins)

‘ﬂ_‘ Enterprize Admins [TRAININGA\Enterprize Admins)

Add | Remove |
Permizsions for Authenticated sers Allow Denp
Full Contral O O
Read —H |
Write O O
Enroll —» O
Suitosniol O O

For special pemissions of advanced seftings. chok Advarcad |
Advanced,

ut 5 it

oK. | m Appl I 1y |

12. When both templates are created, be sure to issue both certificate templates. Click New and
then click Certificate Template to Issue.

:—. F‘e!'u:Iing Requests )| Directory Email Replication
] Faied Requests E Domain Conkroller Aukhentication

- M Manage ﬂ EFS Recovery Agent

L

Certificake Template to Issue

View b 2] Web Server
Cormpuker
Refresh User
ER0HE LB . Subordinate Certification Authority
Help Adrninistr ator

Requesting user certificates

This procedure uses “userl”to navigate to the Web enrollment page; for example, https://ad.
domain.com/certsrv/. The procedure requests two new user certificates for secure email: one
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certificate for signing and the other for encryption. You can repeat the same procedure for other do-
main users that require the use of S/MIME through Secure Mail.

Manual enrollment is used through the Web enrollment site (example, https://ad.domain.com
/certsrv/)onMicrosoft Certificate Services to generate the user certificates for signing and encryp-
tion. An alternative is to configure auto-enrollment through a Group Policy for the group of users who
would use this feature.

1. On a Windows-based computer, open Internet Explorer and go to the Web enrollment site to
request a new user certificate.

Note:

Be sure you log on with the correct domain user to request the certificate.

Connecting to ad. training. lab,

User name: (€ training\user1 =012

Password: [esssnnses

[~ Remember my password

| oK I Cancel

2. When logged in, click Request a certificate.
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Microsalf Active Directiony Cerific 3 — iraining-&0-CA

Welcome

Lise this Web site to request a cenificate for your Web browser, e-mail client, or other program. By
using a certificate, you can venify your idenfity to people you communicate with over the Web, sign and

encrypt messages, and, depending wpon the type of cerificate you request, perform other securnity
tasks

You can also use this Web site to download a cedificate authority (CA) cerificate, centificate chain, or
certificate revocation kst (CRL), or to view the status of a pending request

For more information about Active Directory Cerificate Senices, see Active Directory Cedificate
Senices Documentation

Select a task: 4 —
(]

Wiew the status of a pending cetificate request
Downioad a CA cedificate, cerificate chain, of CRL

3. Click Advanced Certificate Request.
4. Click Create and Submit a request to this CA.

5. Generate the user certificate for signing purposes. Select the appropriate template name and
type your user settings, and then next to Request Format, select PKCS10.

The request has been submitted.
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Microsoft Actre Direclony Cerihcale Senaces Lraming-a0-L8 Home

Advanced Certificate Request

Cerificate Template:
[ ¥M Exchange Signature | sf———
Identifying Information For (Mfline Template:

Mame ]useﬁ

E-Mal |us-ar‘|@|:ralmng lab

Campany |I:|Lrua

Department: {Supp-:ln Readnass

City: [FTL
Saate: [FL

Country/Region: JUS

Hey Options:

@ Create new key set  © Usa existing key set
CSP: |Microscl Enhanced Cryptographic Provider vi.0 =]
Key Usage: & Signature
Key Size W :,I:.,f:ﬁ toomimee ke sizes: 2048 4050 8192 10384 )

® Automatic key container name T User spacified key container name
¥ Mark keys as exportable
™ Enable strong private key protection

Additional Options:

Request Format: © CMC = & F‘KCSHF‘.__________.
Hash Algonthm: [shal 'I

Only used fo sign request.

™ Save reguest

6. Click Install this certificate.

7. Verify that the certificate is installed successfully.

Microsoff A ”lr-':l':ll'u:,.' Cerficate Ser 1 training ADCA,

Certificate Installed

Your new cerlificate has been successfully installed.

8. Repeat the same procedure but now for encrypting email messages. With the same user logged
on to the Web enrollment site, go to the Home link to request a new certificate.

9. Selectthe newtemplate forencryption and then type the same user settings you entered in step
5.
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Microsoft Active Directory Certificate Serices — training-Al

Advanced Certificate Request

Cerificate Template:

|AM Exchange User =] g

Identifying Information For Offline Template:

Mame: [usert

E-Mail: |user‘l@'lra|nmg.lah

Company: [Citris
Department: |Suppnrt Readiness

City: [FTL
State: [FL

Country/Region: |US

Hey Options:

® Create new key set T Use existing key set
CSP: |I'I.I'I|cro5|:|ﬂ Enhanced Cryptographic Provider v1.0 j
Key Usage: ® Exchange
Key Size: [2048 " 2% (common ke sizes: 2048 056 0152 18384
® Aulomatic key container nama
[+ Mark keys as exportable
[~ Enable strong private key protection

™ User specified kay containar name

Additional Options:
Request Format: © CMC & PKCS10 s
Hash Algonthm: | shal 1r|

Only used fo sign request.

" Save request

10. Ensureyouinstalled the certificate successfully and then repeat the same procedure to generate

a pair of user certificates foranother domain user. This example follows the same procedure and
generates a pair of certificates for “User2”.

Note:

This procedure uses the same Windows-based computer to request the second pair of cer-
tificates for “User2”.

Validating Published Certificates

1. To ensure that the certificates are properly installed in the domain user profile, go to Active
Directory Users and Computers > View > Advanced Features.
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- Active Directory Users and Computers

File  Action

a=|

| Active Direc Large Icons

[+ | | Savedi  Small Icans

=1 44 training  Lisk
] Bul e petal
[+ | | Cor
W 57 Do Users, Contacts, Groups, and Computers as containers
=l Fod v Advanced Features
| Los  Filter Opfions, .,
= Eirl Custamize. ..

2. Go to the properties of the user (Userl for this example) and then click the Published Certifi-
cates tab. Ensure that both certificates are available. You can also verify that each certificate
has a specific usage.

userl Propertbies

Secunty | Envirorment | Session: |
Remote conbrol I Remote Dezktop Services Profile
Petzonal Wirtual Deaklnp COk+ I Altribute E ditor

A::ﬂ.ﬂ | Profle | Telephores | Orgsnization |
Published Certificates 1h'|l:m|:u:r|:If | Password Relication | Diskin | Object

List of X509 certéicabes publzhed for the wser account

Caluzert frarngA0-Ca Secure Emal AT
—ﬁj uzerl trainirg-&0-Ca Secure Email F200
k1| | !
Wi el
Add from Store | Add from File [r— e

ITI Cancel ] Ay I Heln I

This figure shows a certificate to encrypt email messages.
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Certificate =

General Details |CertiFicatiDn Path I

Shaw: | “hll= j
quld | Yalus | :l
L4 || Authority Key Tdentifiar KeylD=f3cl 57 6a5d 77 b7 c...
i CRL Distribution Polrks [1]CRL Distribution Polrk: Cistr, ..
15 )| Autharity Information Accass  [1]Autharity Info Aocess: Ace,.,
0]

: Erhanced Key Usage Secure Emall (1.3.6,1.557.3.4)
: Palic. ..

kKey Encipherment (20)

= L al I
B e d‘l'gm TCFTTTT ST L

|| Thurnbprink fAc586 3497 aa b2 784730, =

k.ew Encipherment (20)

This figure shows a certificate to sign email messages.
Certificate

General Details |CertiFicatiDn Path I

Show: I«::F'.II} j

Field | Yalus | :I

4| Authiarity Key Tdentifier keylD=f3cl 57 6a5d 77 b7 €.,

41| CRL Distribution Pairts [1]CRL Distribution Palrts Diskr, .

4| Autharity Tnformation Access  [1)Autharity Infa Access: Ace, ..

1 | Enhaniced Key Usage Secure Emall (1.3.6,1.55.7.3.4)
#Mﬂwies [1]application Certificate Polic, .

5 Digital Signature (80}
-_: TRUMBPFIRE algorEhm shal
| Thumbprint BeCSB86 3337 94 c3blfFbE ... =

Digital Signature (300

Ensure that the correct encrypted certificate is assigned to the user. You can verify this informa-
tion under Active Directory Users and Computers > user properties.
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userl Properties El E
Secuuity ] Erwvitanment | Sessiong:
Remate canlrel | Remote Desklop Sewvices Profile

Perzonal Vrtual Deskiop | COM+ | Akfnbute E dibor
smecal | Addiess | Accourt | Profie | Telephones | Drganization
| Member 0F | Password Reglication | Diskin | Dbiect

Lesk ot #5089 certificabes published for the user account

gl uzent trainng-A0CA  Secure Emal T
ol userd ranmgADCA  Secure Emal A
4| | 2

View Cerhificate ..

Add from Stare I #dd fram File Remaove Capyto File

OF. | Cancel | Eonly I Help |

The way Secure Mail works is by checking the userCertificate user object attribute via LDAP
queries. You can read this value on the Attribute Editor tab. If this field is empty or has the
incorrect user certificate for encryption, Secure Mail cannot encrypt (or decrypt) a message.
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Publhed Cettiicales | Member0i | Passweed Replieation | Diakn | Obect |

Secupky | Envirormenk I Sessions
Remale contiel | Fremobe Desklop Services Proile
General | Addess | Account | Frofle | Telephones | Organiation |
Pessonal Vielusl Deskiep | COM=
Artiibutes:
Atibute | Vahue -
ud <ol st
udb umber <ral sel»
unauthOiig il gel:
unicodaPywd tral 3al
unisHomellinachony <rat sety
unisl sePazswand <l selx
urimeigeddils <l sel
ull <nol el

usapdecoumtCorind 0x10200 = [ MOAMAL_ACCOUMT [DOMT_E

P Ealpa
usei_abheale AEVOSVF 10N BN D SAA TR 2NN

psaiPaiameta ol el

uzarPassond Cnot sed
uzmPECS512 ot sty
1] |

o
_ Ea | _ fre |

Exporting the user certificates

This procedure exports both “Userl”and “User2”pair certificates in .PFX (PKCS#12) format with the
private key. When exported, the certificates are sent through email to the user using Outlook Web
Access (OWA).

1. Open the MMC console and go to the snap-in for Certificates - Current User. You see both
“Userl”and User2”pair of certificates.

= Console Root\Certificates - Current User\Personal|Certificates
| Console Raot [1ssuedTo = [issuedsy | Expiration

= E Certificates - Current User Epluser1 training-AD-CA 3/7/2016

[ | Personal r training-AD-CA
| Certificates luserz training-AD-CA 372016

[ [ Trusted Root Certification Authoriti luserz training-AD-CA 37/2016
] Enterprise Trust
[ | Intermediate Certification Authoritie

2. Right-click the certificate and then click All Tasks > Export.
3. Export the private key by selecting Yes, export the private key.

4. Select the Include all certificates in the certification path if possible and Export all
extended properties check boxes.
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Certificate Export Wizard 1'

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

| DER encoded binary ¥.509 (.CER)

| Base-p4 encoded ¥ 50000 CER)

' Cryprographic Message Syntax Standard - PRES #7 Certificetes [ PYE)
I™ | Include &l certficates i Hhe cerbfication peth F possible

% Personal Information Exchange - PKCS £12 (FFX)
¥ Indude all certificates in the certification path if possible ="
[~ Delete the private key if the expart is successfd

¥ Export all extended properties =

€ | IMicrosaft Secinlized Certfficate Sare (55T)

Learn more about cerfificate file formats

<Back [ mext> |  conce |

5. When you export the first certificate, repeat the same procedure for the remaining certificates
for users.

Note:

Clearly label which certificate is the signing certificate and which certificate is the encryp-
tion certificate. In the example, the certificates are labeled as userX-sign.pfx and “userX-

enc.pfx.

user 1-sign.pfx user 1-enc.pfx user2-sign.pfx user 2-enc.pfx

Sending certificates through email

When all certificates are exported in PFX format, you can use Outlook Web Access (OWA) to send them
through email. The logon name for this example is Userl the sent email contains both certificates.
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@ https: //mail. training.lab/owa?ae =Item&a =MNew &t =IPM, Mote Soc =MTQuMySMiMubydbi 1V ywOMikOOTY 3Mijk 1LER
send [ [} b @ & Yt 8 & V- Optons. [HTML ¥
Ta.. userl
Ce..,
Subject: User Cert for Sign and Encryption
Attached: ) userl-enc.pfx (4 KB) % ] userl-sign.pfx (4 KB) %
Tahoma viio¥ B I U =S EEP- A ¥

Repeat the same procedure for User2 or other users in your domain.

Enabling S/MIME on Secure Mail for iOS and Android

After the emailis delivered, the next step is to open the message using Secure Mail and enable S/MIME
with the appropriate certificates for signing and encryption.

To enable S/MIME with individual signing and encryption certificates

1. Open Secure Mail, navigate to the email containing the S/MIME certificates.
2. Tap on the signing certificate to download and import.

3. Type the password assigned to the private key when the signing certificate was exported from

the server.
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Certificate password
Enter certificate password

ur_t--ol

Cancel

q w e r

i

oy

..

asdfgh

J

.zxcvbnm.

..'L

space

J-
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Your certificate has been imported.

4. Tap Turn on signing
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Certificate Imported

Secure Mail has identified this as a
signing certificate.

Turn on Signing

Close
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5. Alternatively, you can navigate to Settings > and S/MIME and tap S/MIME to turn on signing
certificate.
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Settings Done

Out of Office Off
MAIL

Ask Before Deleting
Organize by Conversation

Load Attachments on WiFi

A

Show Pictures

Sync Mail Period 3 days
Check Spelling O
S/MIME >
Offline Files 0 MB
Signature

Swipe Options >
Preview Lines 1 Line
CALENDAR
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6. In the Signing screen, verify that the correct signing certificate is imported.

{ S/MIME Signing

Signing

v/ user1-sign.pfx

@

@

7. Go back to the email and tap on the encryption certificate to download and import.
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<

[ %

[ %

[#]

User1
To: User

Attachments (2)

user1-sign.pfx

user1-enc.pfx

Ny

N

17

& W

User1(test1) smime certificates for

signing and encryption
17 July 2018 at 2:09 PM

52

o0

B
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8. Type the password assigned to the private key when the encryption certificate was exported
from the server.
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Certificate password
Enter certificate password

TTTY

Cancel

space

b . o .. o o
.
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Your certificate has been imported.

9. Tap Turn on Encryption

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 133



Secure Mail

Certificate Imported

Secure Mail has identified this as an
encryption certificate.

Turn on Encryption

Close
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10. Alternatively, you can navigate to Settings > and S/MIME and tap S/MIME to enable Encrypt by

Default.

< S/MIME

S/MIME O

Signing On
Encrypt by Default On
11. In the Encryption screen, verify that the correct encryption certificate is imported.
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< S/IMIME Encryption

Encrypt by default O

v/ userl-enc.pfx @

Note:

a) If an email is digitally signed with S/MIME, has attachments, and the recipient does
not have S/MIME enabled, attachments are not received. This behavior is an Active
Sync limitation. To receive S/MIME messages effectively, turn on S/MIME in Secure
Mail settings.

b) The Encrypt by Default option allows you to minimize the steps required to encrypt
your email. If this featureis On, your email will be in the encrypted state while compos-
ing. If this feature is Off, your email will be in the unencrypted state while composing
and you must tap the Lock icon to encrypt.
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Cancel Testing smime Send
To: User1 | & +
Cc/Bcc:

Subject: Testing smime ©)

Writing a draft as normal message(without
encryption).

gwe r tyuionp

asdfghjkl

.zxcvbnm.
e — o e
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To enable S/MIME with a single sighing and encryption certificate

1. Open Secure Mail, navigate to the email containing the S/MIME certificate.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 138



Secure Mail

< < &

UserT
lo: User1 v

User1(test1) s/mime certificate
for both signing and encryption
in a single file

July 17,2018 05:24 PM

Y User1 -Sign-Enc.pfx

s/mime certificate for both signing and
encryption in a single file

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 139



Secure Mail

2. Tap on the S/SMIME certificate to download and import.

3. Type the password assigned to the private key when the certificate was exported from the
server.
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Certificate Password

Enter certificate password

Cancel
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4. Fromthe certificate options that appear, tap the appropriate option to import signing certificate
or encryption cerficate.
Tap Open certificate to view details about the certificate.
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Import certificate for Signing

Import certificate for Encryption
Open certificate

Cancel
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Your certificate has been imported.

You can view the imported certificates by navigating to Settings > S/MIME

Testing S/MIME on iOS and Android

Once you have performed the steps listed in the preceding section, your recipient can read your mail
which is signed and encrypted.

The following image shows an example of an encrypted message as read by the recipient.
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5) This message is encrypted

Userl.
To: Userl

Testing smime
17 July 2018 at 3:00 PM

%] N 7

< < & W

Testing smime for signing and encryption

58

00

Details

B
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The following image shows an example of verification of signed trusted certificate.
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<
User1

1 Save to Contacts

SIGNING

The sender has a trusted certificate
View Certificate

INTERNET

Work Email
test1@workxen.net

ALIAS

Alias

test

FACETIME

FaceTime

] & 7 S

[k

8

B
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Secure Mail searches the Active Directory domain for public encryption certificates of recipients. If a
user sends an encrypted message to a recipient who does not have a valid public encryption key, the
message is sent unencrypted. In a group message, if even one recipient doesn’t have a valid key, the
message is sent unencrypted to all recipients.
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Cancel Testingnonsmimeuser  ggong
Mot Encrypted

To: User2 & @ -+

Cc/Bcc:

Subject: Testing non smime user ©

Hi

gwer tyui owp

asdfghjkl

.zxcvbnm.
e o )
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Configuring public certificate sources

To use S/MIME public certificates, configure the S/MIME public certificate source, LDAP server address,
LDAP Base DN, and Access LDAP Anonymously policies.

In addition to the app policies, do the following.

« Ifthe LDAP servers are public, ensure that the traffic goes directly to LDAP servers. To do so, con-
figure the network policy for Secure Mail to be Tunneled to the internal network and configure
split DNS for Citrix ADC.

« If the LDAP servers are on an internal network, do the following:

- ForiOS, ensure that you don’t configure the Background network service gateway policy.
If you do configure the policy, users receive frequent authentication prompts.

- For Android, ensure that you add the LDAP server URL in the list for the Background net-
work service gateway policy.

SSO for Secure Mail

April 8,2019

You can configure Endpoint Management to enroll users automatically in Secure Mail when they enroll
in Secure Hub. Users don’t have to enter more information or take more steps to enroll in Secure Mail.
For users who enroll in Secure Hub with email credentials, this feature requires that autodiscovery
is enabled. If autodiscovery is not enabled, you can enable this feature for the following enrollment
methods:

« The Endpoint Management address is passed to Secure Mail from Secure Hub.
+ Users enter the Endpoint Management address when enrolling in Secure Hub.

To enable the automatic enrollment in Secure Mail

1. Inthe Endpoint Management client properties, on the Settings page, do the following:

a. Set the following values to true:

« ENABLE_PASSCODE_AUTH
« ENABLE_PASSWORD_CACHING
« ENABLE_CREDENTIAL_STORE

b. Add this configuration:
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» Display name: SEND_LDAP_ATTRIBUTES
« Value: userPrincipalName=${user.userprincipalname},sAMAccountNAme=5${user.samaccountname},
displayName= ${ user.displayName} ,mail= ${ user.mail}
2. On the Settings page, add this configuration to the server property:
MAM_MACRO_SUPPORT set to true

3. Configure these Secure Mail properties:

« Set Initial Authentication Mechanism to User email address.
« Set Initial Authentication Credentials to userPrincipalName.

4. Configure email-based AutoDiscovery Service for the user’s Exchange Server mailbox. For sup-
port, reach out to your Microsoft Exchange administrator. This article assumes that you config-
ure Autodiscovery Service by querying DNS for an SRV record.

To configure the Secure Mail app policy

Upload the Secure Mail app to Endpoint Management. Upload the .mdx file associated with the cor-
rect version of the Secure Mail app. Then, configure the following Secure Mail app settings:

1. InInitial authentication mechanism, click User email address.

2. In Initial authentication credentials, click userPrincipalName or sAMAccountName. Your
selection is based on the authentication type configured against the user’s Exchange Mail

Server.
3. Leave the Secure Mail Exchange Server and Secure Mail user domain fields empty.

4. Configure other policies of the Secure Mail app as required and make necessary delivery group

assignments.

The end-to-end Secure Mail SSO user experience with automatic provisioning

Ensure that you meet the following prerequisites.

1. Install Secure Hub from the Apple App Store (iOS) or the Google Play Store (Android).

2. Open Secure Hub and enter an email address and password for enrolling in Endpoint Manage-

ment.
3. Install Secure Mail from the Apple App Store (iOS) or the Google Play Store (Android).

4. Open Secure Mail and tap OK. This step allows Secure Hub to manage Secure Mail. Upon open-
ing, Secure Mail is automatically configured.
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The Exchange Server that corresponds to the user’s mailbox database is obtained from the Autodis-
covery Service you configured. The DNS SRV Record query makes use of the user’s email address
fetched from Secure Hub.

All the required details for account configuration, such as email address, userPrincipalName/sAMAc-
countName, and password are fetched from Secure Hub.

When the account is configured, users can view details on the device in Secure Mail > Settings > Ac-
count.

Troubleshoot issues

If any issues occur with the SSO configuration, you can try the following steps.

1. Ensure that the XenMobile Server version is 10.5 or later.

2. Ensurethat Endpoint Management is configured for AutoDiscovery Service and user enrollment
is configured for use with an email address.

3. Ensure that the Exchange Server domain is configured with autodiscovery. Make sure the query
for the SRV record returns the expected mail server details for ActiveSync mail clients.

4. In case of an issue with this functionality, collect the following information and contact Citrix
Technical Support:

+ Download Endpoint Management Diagnostic Logs.

+ Collect Secure Mail Diagnostic Logs with the highest log level.

+ Collect 1IS logs from the directory C:\inetpub\logs\LogFiles\W3SVC1 from the Exchange
Server hosting the Autodiscovery Service. For more details on Microsoft Autodiscovery
Service, see the Autodiscover service in Exchange Server.

Security considerations

December 4, 2023

This article discusses Secure Mail security considerations and specific settings that you can enable to
help increase data security.

Microsoft IRM and AIP email rights protection support

Secure Mail for Android and iOS support messages protected with Microsoft Information Rights Man-
agement (IRM) and the Azure Information Protection (AIP) solution. This support is subject to the
configured IRM policy on Citrix Endpoint Management.
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This feature allows organizations that use IRM to apply protection to messaging content. The feature
also allows mobile device users to be able to create and consume rights-protected content. By default
IRM support is Off. To enable IRM support, set the Information Rights Management policy to On.

To enable Information Rights Management in Secure Mail

1. Log on to Endpoint Management and navigate to Configure > Apps and click Add.
2. Inthe Add App screen, click MDX.
3. Inthe App Information screen, enter the app details and click Next.
4. Based on your device OS, select and upload the .mdx file.
5. Enable Information Rights Management under App Settings.
Allow offline documents If On, Secure Mail supports
Exchange Information Rights
Management (IRM) capabilities
Default value is Off
Information Rights Management
Note:

Enable Information Rights Management for both iOS and Android.
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When you receive a rights protected email

When users receive a mail with protected content, they see the following screen:

( | L4 M’ ]ET 0oco

@ This mail is restricted. Details
irm2
To: Test1, irm1 & 1 More e

Protected email, but
unprotected document

2 January 2019 at 1:54 PM
n unprotected doc.docx 671 KB
Test_lable_no_Reply

Content.

Document_Footer_test
&«

x = b Sy 3

To view details about the rights that user is entitled to, tap Details.
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Restrictions Done

Donot reply, Label to test copy,
paste etc..

OWNER
irm2@smblr.com
CONTENT EXPIRATION

Mo expiration
RESTRICTIONS
% Reply

< Reply All
Forward
Edit Content

Moaodify Recipients

When you compose a rights protected email

When users compose a mail, they can set restriction profiles to enable email protection.

To set restrictions to your email:

1. Login to Secure Mail and tap the Compose icon.

2. Inthe compose screen, tap the Email Restriction icon.
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Cancel New Message

o (=4

| Hi Hey
QWERTYUI OP

A SDFGHJ KL

4 ZXCVBNM<SE

123 & space return

3. In the Restriction Profiles screen, tap the desired restrictions to apply to the email and then

click back.
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4 Restriction Profiles
Do Not Forward @
Encrypt ®
Confidential \ All Emplo... (i)
Highly Confidential \ All... ()
Test_Donot_CopyPaste (1)
Test_DoNotFdd @®
Test_DonotPrint ®
Test_Sublabel3_view_re... (i)
Test_Viewer (D
Test Viewer - Test SubL... (1)

The applied restrictions appear below the subject field.
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Cancel New Message

(@ Do Mot Forward

Some organizations may require strict adherence to their IRM policy. Users with access to Secure Mail
may attempt to bypass the IRM policy by tampering with Secure Mail, the operating system, or even
the hardware platform.

Although Endpoint Management can detect certain attacks, consider the following precautionary
measures to increase security:

« Review the security guidance supplied by the device vendor.
« Configure devices accordingly, using Endpoint Management capabilities or otherwise.
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« Provide guidance to your users for the appropriate use of IRM features, including Secure Mail.
« Deploy additional third-party security software to resist this type of attack.

Email security classifications

Secure Mail for iOS and Android supports email classification markings, enabling users to specify se-
curity (SEC) and dissemination limiting markers (DLM) when sending emails. SEC markings include
Protected, Confidential, and Secret. DLM includes Sensitive, Legal, or Personal. When composing an
email, a Secure Mail user can select a marking to indicate the classification level of the email, as shown
in the following images.

Cancel

To: -}
Cec/Beo:

Subject @ (./2
Classification: UNOFFICIAL
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4 Classification
" UMNOFFICIAL

UNCLASSIFIED
For Official Use Only
Sensitive
Sensitive:Legal
Sensitive:Personal
PROTECTED
PROTECTED+Sensitive
PROTECTED+Sensitive:Lagal
PROTECTED+Sensitive:Personal
PROTECTED+Sensitive:Cabinat
COMFIDENTIAL
COMFIDENTIAL+Sensitive
COMNFIDENTIAL+Sensitive:Legal
COMFIDENTIAL+Sensitive:Personal
COMNFIDENTIAL+Sensitive:Cabinet
SECRET
SECRET+Sensitive
SECRET+Sensitive:Legal
SECRET+Sensitive:Personal
SECRET+Sensitive:Cabinet

TOP-SECRET

Recipients can view the classification marking in the email subject. For example:

+ Subject: Planning [SEC = PROTECTED, DLM = Sensitive]
+ Subject: Planning [DLM = Sensitive]
+ Subject: Planning [SEC = UNCLASSIFIED]
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Email headersinclude classification markings as an Internet Message Header Extension, shown in bold

text in this example:

Date:

Fri, 01 May 2015 12:34:50 +530

Subject: Planning [SEC = PROTECTED, DLM = Sensitive]

Priority: normal

X-Priority: normal X-Protective-Marking: VER-2012.3, NS=gov.au,SEC =
PROTECTED, DLM = Sensitive,ORIGIN=operations@example.com

From: operations@example.com

To: Team <mylist@example.com>

MIME-Version: 1.0 Content-Type: multipart/alternativejboundary="_com.example.
email_6428E5E4-9DB3-4133-9F48-155913E39A980"

Secure Mail only displays classification markings. The app does not take actions based on those mark-

ings.

When a user replies to or forwards an email that has classification markings, the SEC and DLM values

default to the marking of the original email. The user can choose a different marking. Secure Mail

does not validate such changes in relation to the original email.

You configure email classification markings through the following MDX policies.

Email classification: If On, Secure Mail supports email classification markings for SEC and DLM.
Classification markings appear in email headers as “X-Protective-Marking”values. Be sure to
configure the related email classification policies. Default value is Off.

Email classification namespace: Specifies the classification namespace that is required in the
email header by the classification standard used. For example, the namespace “gov.au”appears
in the header as “NS=gov.au”. Default value is empty.

Email classification version: Specifies the classification version that is required in the email
header by the classification standard used. For example, the version “2012.3”appears in the
header as “VER=2012.3”. Default value is empty.

Default email classification: Specifies the protective marking that Secure Mail applies to an
email if a user does not choose a marking. This value must be in the list for the Email classifica-
tion markings policy. Default value is UNOFFICIAL.

Email classification markings: Specifies the classification markings to be made available to
users. If the list is empty, Secure Mail does not include a list of protective markings. The mark-
ings list contains value pairs that are separated by semicolons. Each pair includes the list value
that appearsin Secure Mail and the marking value that is the text appended to the email subject
and header in Secure Mail. For example, in the marking pair “UNOFFICIAL,SEC=UNOFFICIAL;”,
the list value is “UNOFFICIAL”and the marking value is “SEC=UNOFFICIAL”.
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Default value is a list of classification markings that you can modify. The following markings are pro-
vided with Secure Mail.

« UNOFFICIAL,SEC=UNOFFICIAL

« UNCLASSIFIED,SEC=UNCLASSIFIED

« For Official Use Only,DLM=For-Official-Use-Only

« Sensitive,DLM=Sensitive

+ Sensitive:Legal,DLM=Sensitive:Legal

+ Sensitive:Personal,DLM=Sensitive:Personal
 PROTECTED,SEC=PROTECTED

+ PROTECTED+Sensitive,SEC=PROTECTED

+ PROTECTED+Sensitive:Legal,SEC=PROTECTED DLM=Sensitive:Legal

+ PROTECTED+Sensitive:Personal, SEC=PROTECTED DLM=Sensitive:Personal
+ PROTECTED+Sensitive:Cabinet,SEC=PROTECTED,DLM=Sensitive:Cabinet

« CONFIDENTIAL,SEC=CONFIDENTIAL

+ CONFIDENTIAL+Sensitive,SEC=CONFIDENTIAL,DLM=Sensitive

+ CONFIDENTIAL+Sensitive:Legal, SEC=CONFIDENTIAL DLM=Sensitive:Legal

« CONFIDENTIAL+Sensitive:Personal, SEC=CONFIDENTIAL,DLM=Sensitive:Personal
« CONFIDENTIAL+Sensitive:Cabinet,SEC=CONFIDENTIAL DLM=Sensitive:Cabinet
o SECRET,SEC=SECRET

+ SECRET+Sensitive,SEC=SECRET,DLM=Sensitive

+ SECRET+Sensitive:Legal, SEC=SECRET,DLM=Sensitive:Legal

« SECRET+Sensitive:Personal, SEC=SECRET,DLM=Sensitive:Personal

+ SECRET+Sensitive:Cabinet,SEC=SECRET,DLM=Sensitive:Cabinet

o TOP-SECRET,SEC=TOP-SECRET

« TOP-SECRET+Sensitive,SEC=TOP-SECRET,DLM=Sensitive

+ TOP-SECRET+Sensitive:Legal, SEC=TOP-SECRET DLM=Sensitive:Legal

+ TOP-SECRET+Sensitive:Personal, SEC=TOP-SECRET DLM=Sensitive:Personal
+ TOP-SECRET+Sensitive:Cabinet,SEC=TOP-SECRET DLM=Sensitive:Cabinet

iOS data protection

Enterprises that must meet Australian Signals Directorate (ASD) data protection requirements can use
the Enable iOS data protection policies for Secure Mail and Secure Web. By default, the policies are
Off.

When Enable iOS data protection is On for Secure Web, Secure Web uses Class A protection level for
all files in the sandbox. For details about Secure Mail data protection, see Australian Signals Direc-
torate Data Protection. If you enable this policy, the highest data protection class is used so there is
no need to also specify the Minimum data protection class policy.
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To change the Enable iOS data protection policy

1. Use the Endpoint Management console to load the Secure Web and Secure Mail MDX files to
Endpoint Management: For a new app, navigate to Configure > Apps > Add and then click MDX.
For an upgrade, see Upgrade MDX or enterprise apps.

2. For Secure Mail, browse to the App settings, locate the Enable iOS data protection policy, and
set it to On. Devices running older operating system versions are not affected when this policy
is enabled.

3. For Secure Web, browse to the App settings, locate the Enable iOS data protection policy, and
set it to On. Devices running older operating system versions are not affected when this policy
is enabled.

4. Configure the app policies as usual and save your settings to deploy the app to the Endpoint
Management app store.

Australian Signals Directorate Data Protection

Secure Mail supports Australian Signals Directorate (ASD) data protection for those enterprises that
must meet ASD computer security requirements. By default, the Enable iOS data protection policy is
Off and Secure Mail provides Class C data protection or uses the data protection setin the provisioning
profile.

If the policy is On, Secure Mail specifies the protection level when creating and opening files in the
app sandbox. Secure Mail sets Class A data protection on:

« Outboxitems

+ Photos from the camera or camera roll
+ Images pasted from other apps

« Downloaded file attachments

Secure Mail sets Class B data protection on:

+ Stored mail

+ Calendaritems

« Contacts

« ActiveSync policy files

Class B protection enables a locked device to sync and enables downloads to complete if a device is
locked after the download starts.

With data protection enabled, queued outbox items are not sent when a device is locked because the
files cannot be opened. If the device terminates and then restarts Secure Mail when a device is locked,
Secure Mail cannot sync until the device is unlocked and Secure Mail starts.
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Citrix recommends that, if you enable this policy, you enable Secure Mail logging only when needed

to avoid the creation of log files with Class C data protection.

Obscure screen contents

Secure Mail for Android and iOS supports screen obscuring when the app enters the background. This

feature enhances user privacy, protects sensitive data, and prevents unauthorized access. To enable

this feature for Secure Mail on iOS or Android devices, see the following sections.

OniOS devices:

1.

Sign in to the Citrix Endpoint Management console using administrator credentials.

. Navigate to Configure > Apps > MDX.

Select the i0S option under the Platform section.

Enable the Obscure screen contents option under the App Restrictions section.
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Device Policies Apps Med

MDX

1 App Information
2 Platform
} i0s
(] Android (legacy DA)
(] Android Enterprise

(] Windows Desktop/Tablet

3 Approvals (optional)

Manage
a Actions
App Restrictions

Configure

Content Collaboration

Enrollment Profiles Delivery Groups

Block camera

Block Photo Library

Block mic record

Block dictation

Block location services

Block SMS compose

Block iCloud

Block look up

Block file backup

Block AirPrint

Block AirDrop

Block file attachments

Block Facebook and Twitter APls

v O

v . @

v . @

v . @

v . @

B8 8B BB
o U

Obscure screen contents

Block third-party keyboards (i0S 11+ only)

Onceyou enable the Obscure screen contents option, Secure Mail shows a gray screen when the app

goes into the background.
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vy

Shortcuts Home

v B

Stocks Translate

© O

Fitness Watch
Qutlook
Teams GoToMeeting

&

Secure Hub Secure Mail Secure Web
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On Android devices:

To obscure the Secure Mail app content, you can use the policy we use for restricting screen capture,
known as the Allow screen capture policy. Disabling this policy also obscures app content when the
app goes into the background. For more information on disabling the Allow screen capture policy,
see the Android settings in the Citrix Endpoint Management documentation.

iOS features

June 13,2024

This article discusses the iOS features that are supported in Secure Mail.

Create Microsoft Teams meetings in Secure Mail Calendar events

In Secure Mail for iOS, you can create Microsoft Teams meeting invites while creating calendar events.
To create a Microsoft Teams meeting, turn on the Microsoft Teams Meeting toggle. The meetinginvite
link and the details are automatically sent with the event details. For more information, see Create
Microsoft Teams meetings in Secure Mail Calendar events

Prerequisites:

Ensure that the global admin of the Azure Active Directory performs the following:

+ Enable modern authentication (OAuth), and ensure that you are an Exchange Online mailbox
user with a valid Microsoft Teams license.

+ Provides tenant wide admin consent to the Secure Mail app.

«+ Configure your Exchange account on the Secure Mail app, and allow app permission for all users
to sign in. See the following screen:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 167


https://docs.citrix.com/en-us/citrix-endpoint-management/policies/restrictions-policy#android-settings
https://docs.citrix.com/en-us/citrix-secure-mail/ios-features.html#create-microsoft-teams-meetings-in-secure-mail-calendar-events
https://docs.citrix.com/en-us/citrix-secure-mail/ios-features.html#create-microsoft-teams-meetings-in-secure-mail-calendar-events

Secure Mail

Dashboard > Enterprise applications > Secure Mail

o Secure Mail | Permissions - X

Enterprise Application

« O Refresh /' Review permissions Q Got feedback?

B Overview

Deployment Plan

Permissions
Manage Applications can be granted permissions to your tenant by an admin consenting to the application for all users
e Properties (Admin consent), a user consenting to the application for him or herself (User consent), or an admin

integrating an application and enabling self-service access or assigning users directly to the application. As an

2 Owners administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be
required to consent when using the application. Click the button below to grant admin consent.

as» Roles and administrators (Preview)

As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not
be required to consent when using the application. Click the button below to grant admin consent.

&8 Users and groups

D Single sign-on Grant admin consent for Citrix

D Provisioning
Admin consent  User consent
Security _—

| P Search permissions

=] . .
i« Permissions

APl Name ™, Permission ™ Type Ty  Granted through

Iokaon ancn/ntion

+ Enable the Microsoft Teams integration policy.

Microsoft Teams integration ) (3

Limitations:

For meetings created on Secure Mail, currently the feature has the following limitations on the Mi-
crosoft Outlook Calendar:

« The Join online option is not available
+ The Meeting has started notification is not available

Minimize drafts

In Secure Mail for iOS, you can minimize a draft while you’re composing an email and navigate within
the app. This feature is available on devices running iOS 13 and later. For user help documentation
on this feature, see the Citrix User Help Center article Minimize a draft email.
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Reporting phishing emails with MIME headers

In Secure Mail for iOS, when a user reports a phishing mail, an EML file is generated as an attachment
corresponding to that mail. Admins receive this mail and can view the MIME headers associated with
the reported mail. To enable this feature, an admin must configure the Report Phishing Email Ad-
dress policy and set the Report Phishing Mechanism as Report Via Attachment in the Citrix Endpoint
Management console. For details, see Report phishing email as an attachment.

Support for WkWebView

Secure Mail for iOS supports WkWebView. This feature improves the way Secure Mail email and Cal-
endar events are rendered on your device.

Support for Slack EMM

Slack EMM is for Slack customers with Enterprise Mobility Management (EMM) enabled. Secure Mail
foriOS supports the application Slack EMM, which allows admins to choose the integration of Secure
Mail with either the Slack app or the Slack EMM app.

Group notifications

With the Group notification feature, conversations in an email thread are grouped. You can quickly
glance at grouped notifications on the lock screen of your device. Group notification settings are en-
abled by default on the device. The feature requires iOS 12.

Notification response option

In Secure Mail for iOS, users can respond to meeting notifications, such as Accept, Decline, and Tenta-
tive. They can respond to message notifications with Reply and Delete.
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P )|
@ SECLIRE bAoA APMNS X

Harshith 57
asf
07/06/18, 12:30 PM

_— =

Accept

Decline

Enhancements to rich push notification failure messages

In Secure Mail for iOS, appropriate push notification failure messages appear in the notification center
on your device based on the type of notification failure. For details, see Secure Mail notifications.
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Support for rich push notifications on Microsoft setups

Secure Mail for iOS supports rich push notifications on setups running Microsoft Enterprise Mobility
+ Security (EMS)/Intune with modern authentication (0365). To enable the rich push notifications
feature, ensure that the following prerequisites are met:

+ In the Endpoint Management console, set Push notifications to ON.

+ The Network access policy is set to Unrestricted.

+ The Control locked screen notifications policy is set to Allow or Email sender or event title.
+ Navigate to Secure Mail > Settings > Notifications and then enable Mail Notifications.

Support for S/MIME for derived credentials

Secure Mail for iOS supports S/MIME for derived credentials. For this feature to work, you need to do
the following:

+ Select Derived Credential as the S/MIME certificate source. For details, see Derived credentials
foriOS.

+ Add the LDAP Attributes client property in Citrix Endpoint Management. Use the following in-
formation:

- Key: SEND_LDAP_ATTRIBUTES

- Value: userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme
=${ user.samaccountname } ,displayName=${ user.displayName }
,mail=${ user.mail }

For steps on how to add a client property, for XenMobile Server, see Client properties and for Endpoint
Management, see Client properties.

For more information about how devices enroll when using derived credentials, see Enrolling devices
by using derived credentials.

1. Onyour Endpoint Management Console, navigate to Configure > Apps.
2. Select Secure Mail and then click Edit.
3. Under the iOS platform, for the S/MIME certificate source, select Derived Credential.
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Push notifications region Americas -

5/MIME certificate source Derived Credentia -

Enable S/MIME during first Secure Mail startup

Calendar Web and Audio Options GoToMeeting and User Entered s

S/MIME public certificate source Exchange ~

Ldap server address

Ldap Base DN

Rich text signatures

You can use images or links in your email signature. To update your signature, simply copy and paste
images or links in the signature field.
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Tireel of plain (a1 SlgRaTures”

- - .

L=

To add arich text signature

1. Copy the image or URL you want to use.
2. Navigate to Secure Mail > Settings > Signature.

3. Paste the image or URL.

Alternatively, you can long press in the signature field and tap Insert Picture to select an image from
your gallery.

Secure Mail Caller ID

In Secure Mail for iOS, you can identify incoming calls from your Secure Mail contacts by enabling Se-
cure Mail Caller ID in your device settings. You must enable the following administrative prerequisite:
In Citrix Endpoint Management, ensure that the CallerIDSupportEnabled MDX policy is enabled.

For user help documentation on this feature, see the Citrix User Help Center article, Set up caller ID.
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Set colors in Calendars

For user help documentation on this Calendar feature, see the Citrix User Help Center article, Set col-

ors for synchronized Secure Mail calendars.

Attach files from the Files app

In Secure Mail for iOS, you can attach files from the iOS native Files app. For more information about

the iOS Files App, see the Apple article, Files App. For user help documentation on this feature, see

the Citrix User Help Center article, View and attach files.

Spellcheck feature

Secure Mail spellcheck interacts with the device Auto-Capitalization and Check Spelling settings under

General > Keyboard in the following ways:

Auto-Correction on
Device

ON

OFF

ON

OFF

ON

Check Spelling on
Device

ON

OFF

ON

OFF

OFF

Check Spelling in
Secure Mail

ON

ON

OFF

OFF

ON

Behavior

Red underline shows.
When tapped, the
word is highlighted in
pink and a suggestion
appears.

Red line shows. When
tapped, no suggestion
appears.

No red underline
shows. When tapped,
the word is highlighted
in pinkand a
suggestion appears
No red underline,
highlighting, or
suggestion appear.
Red underline shows.
When tapped, the
word is highlighted in
pink and a suggestion
appears.
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Auto-Correction on
Device

OFF

ON

OFF

Mailboxes screen

Check Spelling on
Device

ON

OFF

ON

Check Spelling in
Secure Mail

ON

OFF

OFF

Behavior

Red underline shows.
When tapped, the
word is highlighted in
pink and a suggestion
appears.

No red underline
shows. When tapped,
the word is highlighted
in pink and a
suggestion appears.
No red underline
shows. When tapped,
the word is highlighted
in pinkand a
suggestion appears.

The Mailboxes screen displays all the accounts you have configured and has the following views:

+ All Accounts: Contains emails from all Exchange accounts that you have configured.

« Individual accounts: Contains emails and folders of an individual account. These accounts

appear as a list that you can expand to view the subfolders.

The All Accounts mailbox is the global view by default. This view contains attachments and emails

from all Exchange accounts that you have configured on your device.

The All Accounts mailbox has the following menu items:

« All attachments

« Inbox

- Unread

- Flagged

« Drafts
o Sent Items
« Outbox

+ Deleted Items
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Although the All Accounts view displays your emails from multiple accounts collectively, the following
actions use the email address of the default or primary account:

+ New message
* New event

To change the email address of the sender while composing a new mail from the All Accounts view,
tap the default address in the From: field and select a different account from the mail accounts that

appear.
Note:

Composing an email from the conversation view auto-populates the From: field with the email
address that conversation is addressed to.

Individual accounts

All the accounts you have configured appear as a list below All Accounts. The default or the primary
account always appears first followed by the other accounts in alphabetical order.

The individual accounts display any subfolders you might have created. You can view the subfolders
folders by tapping the Vicon next to the folder.

The following actions are limited to individual accounts only:

« Moving items.

« Composing emails from conversation view.
+ Importing vCard.

« Saving contacts.

Calendar

The calendar displays all events pertaining to the multiple accounts on your device. You can set colors
to individual accounts to differentiate calendars events pertaining to individual accounts.

To set colors to calendar events

1. Tap the Calendar icon in the footer bar and then tap the hamburger icon in the top left.
The Calendar screen displays all the accounts you have configured.

2. Tap on the default color displayed on the right of an Exchange account.
The Colors screen displays the available colors for that account.

3. Select a color of your choice and then tap Save.
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4. To return to the previous screen, tap Cancel.
The selected color is set for all calendar events pertaining to that Exchange account.

When you are creating a calendar invitation or event, the Organizer field auto-populates with the
email address of the default account. To change the mail account, tap this email address and select
another account.

Note:

When you exit and then launch Secure Mail, the app restores the last configured calendar settings

on your device.

Search

You can perform a global search from the Mailboxes or the Contacts view. This action displays the
appropriate results after searching all the accounts in the app.
All searches from within an individual account displays results pertaining to that account only.

Print emails, calendar events, or inline images on iOS

You can now print emails, calendar events, or inline images from your iOS device.

Prerequisites

Before you begin, ensure that the following requirements are met:

« The Block AirPrint option is set to OFF.
» The Allow viewers to print option is disabled in IRM.

By default, the print feature is enabled in Secure Mail for iOS. The printing feature might be con-
trolled by your administrator through administrative policies via Apple AirPrint or Microsoft Informa-
tion Rights Management (IRM). In these scenarios, printing an email, calendar event, or inline image
will not work and an error message might appear.

To print emails
1. Open the email item you want to print.
2. Tap the More icon on the top left of the screen. The following options appear:

 Move
o Print
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1

L unilied product portiolio

3. Tap Print.
The Printer Options screen appears.
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4. To select a printer, tap Select Printer.
The Printer screen appears.
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{ Printer Options

HP Deskjet 2510 serias

5. Select the printer you want to print to.
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6. Tap —or + to decrease or increase the number of copies you want to print.

7. To print a specific page or a range of pages, tap Range.
The Page Range screen appears. By default, All Pages is selected.
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£ Printer Options

A1 Pages

Pages 1-2

8. To change the page selection, swipe the page numbers up or down.
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£ Printer Options

Al Pages

Paga 2

9. Tap Printer Options to go back to the Printer Options screen.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 183



Secure Mail

Black & White

The printes i paiasd

10. To printin black and white, tap the Black & White button. By default, Secure Mail printsin color.
11. Tap Print on the top right to print the email.
12. To cancel the print job, tap Cancel on the top left.

To print a calendar event

1. Navigate to calendar and select an event.
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2. Tap the Print icon and follow the same instructions as mentioned in the preceding section To
print emails.
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4 | .
Skype Meeting1

-+ Yes Maybe # MNo
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Install Skype Dial In Running Late
From: tarakg
Invitees: 1 invitee

a Join Skype Meeting

Join by phone

India Toll Free Number +000 800 040 1296 (India Dial-in
Mumbsr) English (United Kingdom)

Find a local pumbeér
Conference ID: 5044538
Forgot yvour dial-in PIN? |Help

To print inline images:
1. Open the email item with the inline image.

2. Tap the More icon. The following options appear:

« Move
o Print
« Cancel
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Re: Image attached inline

IMG-20171028-WADD0R.ipg
Regards,
Vijay
From:
Sent: Monday, October 30, 2017 2:42 PM
To:

Subject: Image attached inline

Hi

Here's s the image from last week...

3. Tap Print and follow the instructions as mentioned in the proceeding section To print emails.

Multiple conference codes (Dial-In to a meeting)

Secure Mail for iOS supports multiple conference codes. You can now select a conference code, from

a list of available conference codes, to join a meeting.
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To dial-in to a meeting

1. Open a meeting invite and tap Dial In.

2. From the list of phone numbers that appear, select one to dial in.

3. From the list of conference codes that appear, select one to join the meeting.
4. Tap Call to join the meeting.

Support to print email attachments

Secure Mail for iOS supports printing email attachments.

Android features

August 2, 2022

This article discusses the Android features that are supported in Secure Mail.

Create Microsoft Teams meetings in Secure Mail Calendar events

In Secure Mail for Android, you can create Microsoft Teams meeting invites while creating calendar
events. To create a Microsoft Teams meeting, turn on the Microsoft Teams Meeting toggle. The meet-
ing invite link and the details are automatically sent with the event details.
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Cancel MNew Event save

Weekly sync up meeting

Microsoft Teams.l

% | ®

[&] None
Mone

(GMT+5:20) India Standard Time

Fri, Mar 5, 2021 12:00 PM

Fri, Mar 5, 20271  1:00 PM

Prerequisites:

Ensure that the global admin of the Azure Active Directory performs the following:

+ Enable modern authentication (OAuth), and ensure that you are an Exchange Online mailbox
user with a valid Microsoft Teams license.

» Provides tenant wide admin consent to the Secure Mail app.

+ Configure your Exchange account on the Secure Mail app, and allow app permission for all users
to sign in. See the following screen:
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Dashboard > Enterprise applications > Secure Mail

o Secure Mail | Permissions - X

Enterprise Application
« O Refresh /' Review permissions Q Got feedback?
B Overview

Deployment Plan

Permissions
Manage Applications can be granted permissions to your tenant by an admin consenting to the application for all users
e Properties (Admin consent), a user consenting to the application for him or herself (User consent), or an admin

integrating an application and enabling self-service access or assigning users directly to the application. As an

2 Owners administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be
required to consent when using the application. Click the button below to grant admin consent.

as» Roles and administrators (Preview)

As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not
be required to consent when using the application. Click the button below to grant admin consent.

&8 Users and groups
D Single sign-on Grant admin consent for Citrix
D Provisioning
Admin consent  User consent
Security _—
L | L Search permissions
Permissions

APl Name ™, Permission ™ Type Ty  Granted through

Iokaon ancn/ntion

+ Enable the Microsoft Teams integration policy.

Microsoft Teams integration ?

Limitations:

For meetings created on Secure Mail, currently the feature has the following limitations on the Mi-
crosoft Outlook Calendar:

« The Join online option is not available
+ The Meeting has started notification is not available

Two-way contact sync

In Secure Mail for Android, you can create, edit, and delete Secure Mail contacts from your local con-
tacts list.

Undo sent mails

In Secure Mail for Android you can undo a sent mail. Once you tap the Send button, you get a toast
message that allows you to undo the sent action. Tap Undo to revert the sent action and edit the mail,
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mail recipients, attach or remove attachments, or discard the mail

Attachments sync in Drafts folder

In Secure Mail for Android, when the Drafts folder is synced, the attachments are also synced and they
are available across all your devices. This feature is available on devices running Exchange ActiveSync
version 16 or later.

In-app view of PDF files

In Secure Mail for Android, you can view PDF files within the app, along with bookmarks and annota-
tions. Also available is the enhanced view of other Microsoft Office attachments.

Use Web SSO for tunneling policy for setups running Modern authentication with
Microsoft Office 365

In Secure Mail for Android, a new policy called Use Web SSO for tunneling is added. With this policy
you can tunnel OAuth traffic to go over Tunneled —~Web SSO. To do so:

+ Set Use Web SSO for tunneling policy to On.
+ Select the Tunneled - Web SSO option in the Network access policy.
+ Exclude any host names related to OAuth from the Background services policy.

Drag and drop calendar events

In Secure Mail for Android, you can change the time of an existing calendar event by dragging and
dropping the event. For user help documentation on this feature, see the Citrix User Help Center
article, Change a calendar event time.

Support for 64-bit apps for Google Play

Secure Mail for Android supports 64-bit architectures.

Improvements to the Pull to refresh Ul in Secure Mail for Android

In keeping with Material Design guidelines, we have made minor improvements to the Pull to refresh
feature. The sync timestamp is available at the bottom of the screen when you tap the hamburger
icon.
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Widget for Calendar agenda

In Secure Mail for Android, the Calendar agenda is available as a widget. From this widget, you can
view the upcoming events in the Calendar for a week. This feature allows you to create a Calendar
event, view an existing event and edit the details. The Block screen capture policy does not apply to
the widget placed on the home screen. You can, however, disable the widget using the Allow Calen-
dar Agenda widget policy.

W OAMPFH o eview bou

AP Curlomer Cladicason Call

R Dy Plarns Feechach B sciaslen

L=

BUP GalTes Talk

Network access policy

In Secure Mail for Android, a new option called Tunneled - Web SSO is added to the Network Access
MDX policy. Configuring this policy gives you the flexibility to tunnel internal traffic over Tunneled —
Web SSO and Secure Ticket Authority (STA) in parallel. You can also allow Tunneled -Web SSO con-
nections for authentication services, like NTLM, Okta, and Kerberos. When you initially configure STA,
you must add individual FQDNs and ports of service addresses to the Background network services
policy. If you configure the Tunneled - Web SSO option, however, you need not make these configu-
rations.

To enable this policy for Secure Mail for Android in the Citrix Endpoint Management console:

1. Download and use the .mdx file for Android. For details see steps in Add an MDX app.
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2. Inthe Network access policy, click Tunneled -Web SSO option. For more information, see App
Network Access

Enhancements to Feed cards

The following enhancements have been made to the existing Feeds folder, in Secure Mail for An-
droid:

+ Meeting invites from all auto-synced folders appear in your Feeds card.

+ View up to five Upcoming meetings in your Feeds card.

« Upcoming meetings now appear based on a 24-hour period starting from your current time.
These meeting invites are categorized into Today and Tomorrow. In previous releases, upcom-
ing meetings until the end of the day would appear in your feeds.

Viewing attachments

In Secure Mail for Android, viewing mail and calendar attachments is easy. For user help documenta-
tion on this feature, see the Citrix User Help Center article, View and attach files.

Print emails and calendar events

In Secure Mail for Android, you can print emails and calendar events from your Android device. This
print functionality uses Android Print framework.

Prerequisites

« Ensure that an administrator has set the Block Printing policy to OFF in the Citrix Endpoint
Management console. For information about this policy for Android, see Block Printing policy.
« If an email is IRM protected, ensure you enable the Allow viewers to print option in the email.

You cannot print an email or a calendar event if these policies are set inappropriately.
Note:
This print capability has the following known limitations:
+ Inline images print only if you have downloaded images by tapping Show Pictures. If you
don’t tap Show Pictures, only the image placeholders print.
+ In Secure Mail, large-sized emails are truncated. Before printing, tap Download complete

message to print the complete email. If the complete message doesn’t download, a trun-
cated email prints.
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+ No metadata from an email or event is added while printing these items.

To print an email

1. Open the email that you want to print.

2. Tap the More icon on the top left of the screen. The following options appear:

« Move
* Print
Move
Print
Video Library - New

Content!

Show Pictures

Video Library
NEW CONTENT ADDED

Demo 15

—
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Note:

On tablets, you can directly use the printicon on the top left of the screen to print an email.

]

-

-

T

'
=

1. Tap Print. A preview of your email appears.

2. Tap the list and the following options appear:

» Save as PDF
« All printers
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Letter

All printers...

3. Tap Save as PDF to save your email in a PDF format.

4. Tap All printers. Install the printer as per your requirement.

5. Once the printer is installed, tap Select Printer to select a printer. The Printer screen appears.
Note:

Print options vary based on the printer selected. The followingimage is from a Canon E480
printer and is used for representational purpose only.
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(=) E480 series(192...

Colour Landscape

Range of 4

MORE OPTIONS

6. Select the printer you want to print to. Use the following print options:

Manually enter the number of copies you want to print.

Select the paper size from the list.

Select the color from the list.

Choose the page orientation as required.
Select a page or a range of pages and manually enter the page range.

7. After setting up the print options, tap the Print icon on the screen.

To print an inline image

+ Tap Show pictures within the email and follow the instructions as mentioned in the preceding
section To print an email.
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To print a calendar event

1. Navigate to calendar and tap an event.

Aug2018 ~ [l O

26 27 28 29 € 3

lest Meetl

Skype Meeting

& % B

Sun Mon T Wed Thau Fri Sat

THURSDAY S0 ALIGLUST

1:00 AM 0m

1:30 AM 30 min

2. Tap the Printicon and then follow the same instructions as mentioned in the preceding section

To print an email.
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< =,
Skype Meeting

fies Maybe < Mo
8
Install Skype Lial In Running Late
From:
nvitegs 1 invitee
a Join Skype Meeting
Join by phone
India Toll Free Mumber [India Dial-im

Mumber) English {United Kingdom)
Find a local number

Conference ID:

Forgot your dial=in PIN? |Help

Report phishing emails with ActiveSync headers

In Secure Mail for Android, when a user reports a phishing mail, an EML file is generated as an at-
tachment corresponding to that mail. Admins receive this mail and can view the ActiveSync headers
associated with the reported mail.

To enable this feature, an admin must configure the Report Phishing Email Address policy and set the
Report Phishing Mechanism as Report Via Attachment in the Citrix Endpoint Management console.
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For details about configuring MDX policies for Secure Mail, see MDX policies for mobile productivity
apps.

Subfolder notifications

In Secure Mail for Android, you can receive mail notifications from subfolders of your mail account.

Note:

+ Ensure that the FCM-based push notification is enabled in the Endpoint Management con-
sole to get notifications for subfolders. For steps to configure FCM-based push notifications,
see Push notifications for Secure Mail.

« The subfolder notification feature is not available for Lotus Notes Server.

To enable notifications for subfolders

1. Go to Settings and then under General, tap Notifications.
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4 Settings
Add account
Integrations
+> Slack
General
Motifications P
Out of office >
Mail
Ask before deleting ®
Organize by conversation .

Load attachments on WiFi

Show pictures $
Synec inbox frequency Auto
Sync mail period 3 days
Sync email @
S/MIME 2

2. Inthe Notifications screen, tap Mail folders. A list of subfolders within the inbox appears.
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¢ MNotifications
Mail
Mail notifications .
Mail Type All Mail
Mail folders p!
Mail Sound Default
Vibrate Never
Calendar
Calendar notifications .
Calendar sound Default
Vibrate Mever

3. Tap to select the subfolders you want to receive notifications from. Inbox is selected by default.
Note:

Enabling notifications for subfolders enables auto sync.
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4 Select folders

(<

£ Inbox

Y

] AutomationReports

BitBucket

]

.| Bug Bash

__| Crashlystics

8O0 O

] From Me
] imp
L] support

[}

Conversation History

™1 Junk Email

O O 0O O 0O

RSS Feeds

[

] Unwanted

To disable subfolder notifications, clear the check boxes for subfolders you do not want to receive
notifications from.

Notification channels

On devices running Android O or later, you can use the notifications channel settings to manage how
your email and calendar notifications are handled. This feature allows you to customize and manage
your notifications.

To configure notifications for mail or calendar reminders, open Secure Mail and navigate to Settings
> Notifications and select the desired notification option.
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Motifications
Mail
Manage mail notifications
Mail Type All Mail

Calendar

Manage calendar notifications

You can then navigate to either Manage mail notifications or Manage calendar notifications to man-
age your email or calendar notifications respectively.
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\ Maotifications
@ Mail ﬂ

On .
Importance

Sound

Vibrate

Show notification dot .'

On the lock screen

Owverride Do Mot Disturb
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Motifications

@ Calendar reminders ﬂ

0n -'

Importance

Sound

Vibrate
Show notification dot ®

On the lock screen

Override Do Not Disturb

Alternatively, you can long press on the Secure Mail app icon on your device, select App info and then
tap Notifications.

If your Vibrate setting was previously set to Only when silent, the Vibrate setting will change to the
default vibrate setting (Off) with this feature.

Note:

The notifications on the lock screen are available based on how your admin has configured the
Control locked screen notifications MDX policy.
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Meeting response buttons within the email

In Secure Mail for Android, meeting response buttons appear within the email. When you receive
an email notification about meeting invites, you can respond to the invite by tapping on one of the
following options:

* Yes
« Maybe
* No
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Message view

Monday, May 14, 2018
130 PM — 2230 P
Timezone: (GMT+5:30) India Standard Tirme

lanility

Chalukya Rogm

Enhancement to attachments

In Secure Mail for Android, viewing attachments is simplified. For a better experience, inessential
steps are removed, while attachment options that existed in the earlier releases are retained.
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You can view attachments within Secure Mail app. The attachment opens directly, if it can be viewed
using Secure Mail. If the attachment cannot be viewed using Secure Mail, a list of apps appears. You
can select the required app to view the attachment. For user help documentation on this feature, see
the Citrix User Help Center article, View and attach files.

Back button enhancements

In Secure Mail for Android, you can tap the back button on your device to collapse the expanded op-
tions of the Floating Action button. This action takes you back to the message or event details view.
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Forward

Regly All

Reply

<]

Admin steps to enable file attachments from the Gallery in Android

In Secure Mail versions 10.3.5 and later, users can’t attach images directly from the Gallery app if the
Inbound document exchange (Open-in) policy is set to Restricted. If you want to keep this policy
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set to Restricted, but allow users to add photos from the Gallery, follow these steps in the Endpoint

Management console.

1. Set Block gallery to Off.

2. Get the Gallery package ID for devices. Some examples:

LG Nexus 5:

com.google.android.gallery3d, com.google.android.apps.photos

Samsung Galaxy Note 3:

com.sec.android.gallery3d, com.sec.android.gallery3d.panorama360view, com.google.android.apps.|
Sony Expire:

com.sonyericsson.album, com.google.android.apps.photos

HTC:

com.google.android.apps.photos, com.htc.album

Huawei:

com.android.gallery3d, com.google.android.apps.photos

3. Make the hidden policy InboundDocumentExchangeWhitelist visible:

Download the WorxMail APK file and wrap the file with the MDX Toolkit.
Find the .mdx file on your computer and change the file suffix to .zip.
Open the .zip file and find the policy_metadata.xml file

Search for and change InboundDocumentExchangeWhitelist from PolicyHidden>
true</PolicyHidden> to <PolicyHidden>false</PolicyHidden>.

Save the policy_metadata.xml file.
Select all the files in that folder and compress to create the .zip file.
Note:

Don’t zip the outer folder. Select all files inside the folder and compress the selected

files.

Click the resulting compressed file.

Choose Get Info and change the file suffix back to .mdx.

4. Upload the modified .mdx file to the Endpoint Management console and add the list of Gallery

package IDs to the now-visible Inbound document exchange whitelist policy.
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Restricted Open-in exception list

Inbound dolument exchange Open In) Urngsindted -

nbound dotument exchange whitelist

Connection security level ns b

Ensure that the package IDs are comma-separated:

com.sec.android.gallery3d, com.sec.android.gallery3d.panorama360view, com.google.android.apps.photc

5. Save and deploy Secure Mail.

Android users can now attach an image from the Gallery app. For user help documentation on this

feature, see the Citrix User Help Center article, View and attach files.

Supported file formats

An X indicates a file format that can be attached, viewed, and opened in Secure Mail.

Format

Video: H.263 AMR NB
codec_Mp4

Video: H.263 AMR NB
codec_3gp

Video: H.264 AAC codec_3gp

Video: H.264 AAC codec_mp4
Video: H.264 Acclc codec_mp4
GTM recorded_wmv

AVI

WAV

MP4

3GP

Flac

i0S Android
X
X
X X
X X
X X
X
X
X X
X X
X X
X
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Format i0S Android

AAC
M4A
3GP(AMR-NB)
MP3

< X X X X

WAV
0GG
ICO
JPEG

< X X X X X X X X

PNG
TIF (single-page only)
BMP

< X X X X X

GIF
WebP
DOT X
DOTX

PDF X
PPT X
PPTX X
PPS
PPSX
DOC
DOCX
XLS
XLSM
XLSX
TXT

< X X X X X X

POT
POTX

<X X X X X X X X X X X X X X X X X XxX Xx

HTM X
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Format i0S Android
HTML X X

ZIP X X

EML X X
Calendar

The calendar displays all events pertaining to the multiple accounts on your device. You can set colors
to individual accounts to differentiate calendars events pertaining to individual accounts.

Note:

The Personal calendar feature is always associated with your primary or default account if en-
abled.
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Calendars
@8 work
@8 Personal

Hide All Calendars

i -~ .ﬁ\.
| Lastsync: Today at 3:47 PM L3
* 2 s ¥ o

To set colors to calendar events

1. Tap the Calendar icon in the footer bar and then tap the hamburger icon in the top left.

The Calendars screen displays all the accounts you have configured.

2. Tap on the default color displayed on the right of an Exchange account.
The Colors screen displays the available colors for that account.

3. Select a color of your choice and then tap Save.
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4. To return to the previous screen, tap Cancel.
The selected color is set for all calendar events pertaining to that Exchange account.

Cancel Colors Save

Work
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Calendars

B8 work

@8 Personal
e

Hide All Calendars

ST o

(3 Last sync: Today at 3:53 PM {0

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 217



Secure Mail

= Aug 2018 ~ F30]
Sun Mon Tue Wed Thu Fri Sat

1 2 3 4

12 13 14 15 16 17 18

19 20 21 22 23 24 23

26 27 28 29 @ 31

TODAY ALGUST 30
10:30 AM 7
Test Meetl
11:00 AM
Skype Meeting

[r— il [ b
= 20 [ 28

Fspcls LR Calendar Contacts  Alachments

When you are creating a calendar invitation or event, the Organizer field auto-populates with the
email address of the default account. To change the mail account, tap this email address and select
another account.
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Cancel New Event Save

Work

Mone

MNone

(GMT+5:30) India Standard Time
Thu, Aug 30, 2018 4:30 PM

Thu, Aug 30,2018 5:30 PM
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Select organizer

Work

Personal

Cancel

Search

You can perform a global search from the Mailboxes or the All Contacts view. This action displays the
appropriate results after searching all the accounts in the app.

All searches from within an individual account displays results pertaining to that account only.
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Updates to background services

To meet the Google Play Background Execution Limits requirement on devices running Android 8.0
(API level 26) or later, we have upgraded Secure Mail background services. For uninterrupted mail
sync and notifications on your device, enable Firebase Cloud Messaging (FCM) service push notifi-
cations. For more details about enabling FCM-based push notifications, see Push notifications for
Secure Mail

Ensure that you turn on Mail netifications in Secure Mail settings on your device. For more details
about this update, see this Support Knowledge Center article.

Limitations:

« If you have not enabled FCM-based push notifications, background sync occurs once in every
15 minutes. This interval varies depending on whether the app is running in the background or
the foreground.

+ When users manually update the time from device settings, the date in the calendar widget does
not update automatically.

Android Enterprise in Secure Mail

Secure Mail and Secure Web for Android is compatible with Android Enterprise, formerly known as
Android for Work.

Prerequisites

« To be able to use this feature, ensure that your device is running Android 5.0 or later.
+ For on-premises deployments, the afw.accounts Endpoint Management property must be set
to TRUE.

After you have set up Android Enterprise in Endpoint Management, the mobile productivity apps are
available on your device. The Android Enterprise icon identifies the apps, as highlighted in the follow-
ing image.
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Features that are compatible with Android Enterprise

The following table lists the Secure Mail features that are compatible with Android Enterprise.

Feature Support

Exchange Server auto discovery

Secure Ticket Authority (STA)

Export contacts

Microsoft Information Rights Management
Lock-screen notifications

Mail sync

Email classification

< X X X X X X X

S/MIME signing and encryption

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 222



Secure Mail

Feature Support

Firebase Cloud Messaging (FCM) service X
Modern authentication (OAuth)

Multiple Exchange accounts X
Personal calendar

Export mail settings X
Shared devices

Endpoint Management integration with
Microsoft Intune/EMS
Office 365 X

LDAP Exchange Server 2010, 2013, and 2016 X
Certificate based authentication (CBA)
Go ToMeeting X

Skype for Business

Personal distribution list X
Citrix Files compatibility X
Email enrollment with single sign-on X

The following table below lists the Secure Web features that are compatible with Android Enter-
prise.

Feature Support

Tunneled -Web SSO mode
Full VPN mode

All app features

< X X X

Compatibility with Secure Mail

Limitations

« If Allow use of the status bar device restrictions policy is set ON for Android Enterprise in Work
profile mode then calendar export progress and push notifications in Secure Mail for Android
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is not displayed in the status bar. However, these notifications are seen on the locked screen
when allowed. For more information, see Android Enterprise settings.

iOS and Android features for Secure Mail

May 14,2024

This article describes the i0OS and Android features that are supported on Secure Mail.

Support for Azure Government Cloud Computing

Secure Mail supports Government Cloud Computing (GCC) High for modern authentication (OAuth)
on the Azure Active Directory tenant. Secure Mail is registered as an endpoint on the GCC High, to
meet the mandatory requirement by Microsoft for all the GCC High service. For details, see What’s
new for Azure Active Directory in Microsoft 365 Government.

With this change, you are routed to GCC High on the Azure Active Directory tenant for authentication.
And the admin is required to allow permissions for Secure Mail on the Azure Active Directory tenant.

Prerequisites

Ensure that the global admin of Azure Active Directory performs the following:

« Download the latest version of Secure Mail on your device.
« Configure your Exchange account on the Secure Mail app, and allow app permission on Azure
Active Directory for all users to sign in. Refer to the following screen.

Note:

These steps are specific only to the global admins as a one-time requirement. Once the app is
granted access, you can simply upgrade from the App Store.
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lome
1|1 Secure Mail | Properties
] Delete  Got feedback?
B oveniew
Enabled for users to sign-in? [ ves ]
A Diagnose and solve problems
Manage
Properties Homepage URL
ab Owners Logo
28 Users and groups
Provisioning
S Self-service
Application 1D
Security
Object 1D
- C CORS:
S Perm User assignment required? Yes m
Visible to users? No

After the upgrade

After an upgrade, you are prompted for reauthorization after the expiration of the refresh token, which
redirects you to GCC High on Azure AD. Validate the preceding workflow to ensure that the authoriza-
tion request is sent to GCC High on Azure AD.

You can validate the workflow in one of the following ways:
+ Secure Mail with app name Secure Mail-GCC High appears on the sign-in page in your Azure
Active Directory tenant.

+ Check the Secure Mail logs to confirm whether the redirects occur via https://login.microsofto
nline.us after reauthentication.

Support for ICS files

In Secure Mail, you can preview the ICS files that you receive as attachments, and import it to your
calendar as Events.

Contact picture in Secure Mail

In Secure Mail, view a picture of a contact when you add recipients in emails or meeting invites. For
user help documentation on this feature, see the Citrix User Help Center article Show pictures of your
contacts.
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Manage your feeds

In Secure Mail, you can now organize your Feed card based on your requirements. For user help doc-
umentation on this feature, see the Citrix User Help Center article, Organize your email.

Use the Office 365 Exchange Server policy to define the Office 365 server address

In Secure Mail, a new policy called Office 365 Exchange Server is added under the section OAuth
Supportfor Office 365. With this policy you can define the host name for the Office 365 mailbox present
on Cloud. This policy also enables support of Office 365 for Government agencies. The host name is
a single value such as outlook.office365.com. The default value is outlook.office365.com.

Support for encryption management

Encryption management allows you to use modern device platform security while also ensuring the
device remains in a sufficient state to use platform security effectively. By using encryption manage-
ment, you eliminate local data encryption redundancy since file system encryption is provided by the
iOS or Android platform. To enable this feature, an admin must configure the Encryption type MDX
policy to Platform encryption with compliance enforcement in the Citrix Endpoint Management
console.

To use the encryption management feature, in the Citrix Endpoint Management console, set the En-
cryption type policy to Platform encryption with compliance enforcement. This enables encryp-
tion management and all the existing encrypted application data on users’devices seamlessly tran-
sition to a state that is encrypted by the device and not by MDX. During this transition, the app is
paused for a one-time data migration. Upon successful migration, responsibility for encryption of lo-
cally stored data is transferred from MDX to the device platform. MDX continues to check compliance
of the device upon each app launch. This feature works in both MDM + MAM and MAM-only environ-
ments.

When you set the Encryption type policy to Platform encryption with compliance enforcement,
the new policy supersedes your existing MDX Encryption.

For details about the encryption management MDX policies for Secure Mail, see the Encryption sec-
tionin:

« MDX policies for mobile productivity apps for Android
» MDX policies for mobile productivity apps foriOS

When a device falls below the minimum compliance requirements, the Non-compliant device be-
havior policy allows you to select what action is taken:

+ Allow app —Allow the app to run normally.
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+ Allow app after warning —Warn the user that an app does not meet the minimum compliance
requirements and allows the app to run. This is the default value.
+ Block app —Block the app from running.

Devices running iOS

The following criteria determine whether a device meets the minimum compliance requirements for
devices running iOS:

+ i0S10-An app is running operation system version that is greater than or equal to the specified
version.

« Debugger access - An app does not have debugging enabled.

« Jailbroken device - An app is not running on a jailbroken device.

« Device passcode - Device passcode is ON.

+ Data sharing - Data sharing is not enabled for the app.

Devices running Android

The following criteria determine whether a device meets the minimum compliance requirements for
devices running Android:

+ Android SDK 24 (Android 7 Nougat) - An app is running operation system version that is greater
than or equal to the specified version.

« Debugger Access - An app does not have debugging enabled.

+ Rooted devices - An app is not running on a rooted device.

Device lock - Device passcode is ON.
+ Device encrypted - An app is running on an encrypted device.

Support for responsive emails

Secure Mail has been optimized to deliver responsive email. Previously, email content with large ta-
bles or images were rendered incorrectly. This feature delivers email content as more readable on all
supported devices irrespective of the email format and size.

Drag and drop calendar events

In Secure Mail, you can change the time of an existing calendar event by dragging and dropping the
event. For user help documentation on this feature, see the Citrix User Help Center article, Change a
calendar event time.
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Manage your feeds

In Secure Mail, you can now organize your Feed card based on your requirements. For user help doc-
umentation on this feature, see the Citrix User Help Center article, Organize your email.

Auto Advance

In Secure Mail, when you delete a message in Conversations, you can choose which message you
return to. To use this feature, navigate to Settings > Auto Advance. Then, select your preference from
the available choices. For user help documentation on this feature, see the Citrix User Help Center
article Delete and auto advance to an email in Conversations.

Drafts folder auto-sync

The drafts folder is automatically synced and your drafts are available across all your devices. This
feature is available on devices running Office 365 or Exchange Server 2016 and later.

Note:

If your Secure Mail draft contains attachments, the attachments are not synced to the server.

For user help documentation on this feature, including a video, see the Citrix User Help Center article,
Drafts folder auto-sync.

Support for single sign-on while using Microsoft Intune in MDM + MAM mode

For devices running iOS:

To be able to use this feature, ensure that Microsoft Authenticator app is installed on your device. For
more information about installing the Microsoft Authenticator app, see Download and install the
Microsoft Authenticator app on Docs.microsoft.com.

For devices running Android:

To be able to use this feature, ensure that Intune Company Portal app is installed on your device. Once
you log in to the Intune Company Portal app, you are able to use SSO in the MDM + MAM mode without
having to reauthenticate in Secure Mail using your credentials

Enhancements to Contacts

In Secure Mail, when you tap Contacts and select a contact, the details of that contact appear under
the Contact tab. When you tap the Organization tab, the organization hierarchy details, such as Man-
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ager, Direct Reports, and Peers appear. When you tap the more icon on the top right of the screen,
the following options appear:

« Edit
« Add to VIP
« Cancel

In the Organization tab, you can tap the more icon to the right of Manager, Direct Reports, or Peers.
This action allows you to either create an email or a calendar event. The To: field of the email or
calendar eventis automatically populated with the details of Manager, Direct Reports, or Peers. You
can compose and send the email.

Prerequisites

Ensure that Exchange Web Services (EWS) is enabled on your Exchange Server.

The contact details appear based on the organizational details (Outlook contact) fetched from Active
Directory. For the correct details to appear for your contacts, ensure that your admin has configured
your organizational hierarchy in Active Directory.

Note:

This feature is not supported on IBM Lotus Notes server.

Export Meeting Time and Location to your native calendar

In Secure Mail, a new value Meeting Time, Location is added to Export Calendar MDX policy. This
enhancement allows you to export meeting time and location of Secure Mail calendar events to your
native calendar.

Multiple Exchange accounts

From Settings within Secure Mail, you can add multiple Exchange email accounts and switch between
them. This feature allows you to monitor all your mails, contacts, and calendars in one place. The
admin prerequisites are as follows:

+ A user name and password is required to configure more accounts. Automatic enrollment or
credential store configurations applies only to the first account setup in the app. Type the user
name and password for all additional accounts.

« If the first account you create is certificate-based, you cannot add further certificate-based ac-
counts. Additional accounts must use authentication based on Active Directory. Secure Mail
does not support certificate-based authentication when configuring multiple accounts.
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« To allow more accounts to connect to a domain or Exchange Server in an external network, you
must set split tunneling to ON in Citrix ADC.
+ Secure Mail for iOS supports Exchange and Office 365 mail servers only.

For user help documentation on this feature, see the Citrix User Help Center article, Add Exchange
accounts.

Contacts

For user help documentation on Contacts, see the Citrix User Help Center article, View and sync your
contacts.

Set colors in Calendars

For user help documentation on this Calendar feature, see the Citrix User Help Center article, Set col-
ors for synchronized Secure Mail calendars.

Internal domains

You can identify and edit mail recipients that belong to external organizations.

Prerequisite: Ensure that you have enabled the Internal Domains policy in Citrix Endpoint Manage-
ment, and restarted the application.

When you create, reply to, or forward an email, external recipients are highlighted in the mailing list.
The Contacts icon appears as a warning at the bottom left of the screen. Tap the Contacts icon to
modify the mailing list.

On devices running iOS:
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New Message

On devices running Android:
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Cance Cﬂmpﬂse Send

|- nnfcitny. com

When you tap the Contacts icon, a pop-up window appears with options to edit list or remove all. Tap

Edit list to choose the recipients that you want to remove. After selecting the recipients, tap the Bin
icon.

On devices running iOS:
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Cancel External recipients Select all

john

johiriout| ok com

. john
john@yahoo.com

©
abc@gmall.com

On devices running Android:
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External recipients

Some recipients belong to external
organizations.

REMOWVE ALL | EDIT LIST
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{ External recipients  Select all

~ John
" John@outlook.com

G John
John@yahoo.com

Abc
Abc@gmail.com

Ergonomic improvements

With this enhancement, the action buttons are moved from the top of the screen to the bottom for
easy access. These changes are made to the Inbox, Calendar, and Contacts screens.

Note:

For Android, the changes are made to the Inbox and Calendar screens.

On devices running iOS
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TestUser Two

FACETIME
FaceTirme

NTERNET

On devices running Android
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TestUser One

SubjecttestO1_CXM_2249/7 NonRecurr
iNng6EBYDY/5-6BB5-4F0B-B2EB-
D6 /AD3ECEAFA

|III:|1|',-, 15 February 2019
1:30 PM to 230 PR

L, il

LacationtastDl XM 228597 NanHscurn ng

Bodytest01_CXM_22497 NonRecurringGEBSDA7
5=-0BES=-4FOB-B2ZEB-DEG/ADIECEAFA

The Respond floating action button is enhanced to align with Citrix branding and style guide.

Also, with this enhancement the option to access the buttons on the main Inbox screen from an open
email is removed. You have to exit from the opened email to access items such as Feeds, Calendar,
Contacts, and Attachments.

The options in the footer bar of iOS have been changed, which helps maintain uniformity between
both iOS and Android.
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Secure Mail integration with Slack (Preview)

You can now take your email conversation over to Slack app on devices running iOS or Android. For
details, see Secure Mail integration with Slack (Preview).

Report phishing email (as a forward)

In Secure Mail, you can use the Report as phishing feature to report an email (as a forward) that you
suspect of phishing. You can forward the suspicious messages to email addresses that admins config-
ure in the policy. To enable this feature, an admin must configure the Report Phishing Email Address
policy and set the Report Phishing Mechanism as Report Via Forward. For user help documenta-
tion on this feature, see the Citrix User Help Center article, Report a phishing email.

Report a phishing email

You can report a phishing email based on the policy an admin configures. For user help documenta-
tion on this feature, including details on admin settings, see the Citrix User Help Center article, Report
a phishing email.

Export Secure Mail calendar events

Using Secure Mail for iOS and Android, you can export Secure Mail calendar events to your device’
s native calendar app. For user help documentation on this feature, see the Citrix User Help Center
article, Export your Secure Mail calendar events.

The following MDX policy values are available for the calendar event fields that appearin your personal
calendar:

« None (Don’t Export)

« Meeting Time

» Meeting Time, Location

+ Meeting Time, Subject, Location

+ (For Android) Meeting Time, Availability, Attendees, Subject, Location, Notes
+ (ForiOS) Meeting Time, Subject, Location, Notes

Android options:
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ForiOS

Although calendar events exported from Secure Mail are read/write, changes made to events outside
of Secure Mail are not available.

Important:

+ This feature is visible but disabled in Secure Mail if one of the following is true:
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- The Export Calendar policy is set to OFF.
- Your MDX version does not contain the policy

« This feature does not work if email accounts are already configured in your personal calendar
app and your iCloud account is disabled. This feature works if no other account is configured in

your personal calendar app.
« Tolaunchthe URL and edit the Secure Mail calendar events from your personal calendar, ensure
that the value “ctxevent:” is included in the App URL Schemes MDX policy.

For Android

Calendar events that are exported from Secure Mail are read-only. To edit Secure Mail events, tap the
Secure Mail Event link in your calendar event.

Important:
« This feature is visible but disabled in Secure Mail if one of the following is true:

- The Export Calendar policy is set to OFF.
- Your MDX version does not contain the policy.

+ Ensure that the Inbound Document Exchange MDX policy is set to Unrestricted.
+ The Secure Mail Event link is not available on Samsung and Huawei devices.

Feed folders

Secure Mail features all your unread emails, meeting invites that require your attention, and your up-
coming meetings in the Feeds folder.

To view your feed cards

Tap the Feeds icon at the bottom right in the footer tab bar.
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See all important items

in auto curated buckets

Enter Secure Mail

The following feed cards appear:

+ Unread
+ Meeting invites
« Upcoming meetings
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By default, Secure Mail displays feeds from your primary account only. If you have configured more
than one account, you can view feeds from another account. To view feeds from other account, tap
Feeds, tap the hamburger icon, and then select the respective account.

Feeds

=1 All Accounts
€[]
3=

" 2 ey
L, Last sync: Today at 2:38 pm {:;r

Feeds are sorted based on the timestamp of the item and appear with the following upper limit:
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+ Five unread emails
« Two meeting invites
+ Three upcoming meetings
To view all the items in a feed card, tap See all.

Note:

The number of feeds displayed in each card depends on the sync mail period you have set on
your device.

Enhancements to the Feeds folder

Following are the enhancements to the existing Feeds folder:

+ Meeting invites from all auto-synced folders appear in your Feeds card.

+ View up to five upcoming meetings in your Feeds card.

+ Upcoming meetings for the next 24-hour period appear in the Feeds card and are categorized
into Today and Tomorrow sections.
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Feeds

Meeting invites

Daily sync up

Wednesday, October 24, 2018

planning for

Upcoming meetings

11:45 AM 15m

Liaily
planning for

2:00 PM .
Planning
Room (&)
3:00 PM 1h
Demd series
Roorm [(20)

u - '-:
Foads

Feeds from your Manager

In Secure Mail, you can view emails from your manager in the Feeds screen. Up to five emails appear
under the From Your Manager feeds, based on your Sync mail period settings. To view more emails
from your manager, tap See all.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 245



Secure Mail

Feeds

Upcoming Meetings
TODAY

08:00

Cloud Conferance

From Your Manager

Prerequisites:
Ensure that Exchange Web Services (EWS) is enabled on your Exchange Server.

The manager card appears based on the organizational details (Outlook contact) fetched from Active
Directory. For the correct details to appear in the manager feed, ensure that your admin has config-
ured your organizational hierarchy in Active Directory.

Note:

This feature is not supported on IBM Lotus Notes server.
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Joining meetings from calendar

In Secure Mail, users can join meetings directly from invitations in Calendar. The following tables list

which meeting types and phone number formats are supported, and dial-in requirements for each.

Supported meeting types

Meeting type

Microsoft Teams

GoToMeeting (GTM)

WebEx

Identification requirements

One of the following in the
meeting content: 1) This type
of URL: https:

;2) GTM access
code in any of these formats:
GTM: 123456789, GTM —
123456789, G2M —123456789,
G2M: 123456789

Action after tapping Join
Meeting

If the Microsoft Teams app is
installed, the app opens and
the user joins meeting. If the
app is not installed, the user
sees an option to install
Microsoft Teams from the app

store.
If the GTM app is installed, the

app opens and user joins
meeting. If the app is not
installed, the user sees an
option to go the app store to
install GTM. For GTMs in the
gotomeet.me/username
format, the app opens and the
user joins the meeting.

Citrix Secure Web opens and
opens the unwrapped WebEx
app, ifinstalled on the device.
WebEx must be added as an
exception in the Secure Web
Restricted Open-in exception
list on Android and in the
Allowed URLs policy on iOS.
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Action after tapping Join
Meeting type Identification requirements Meeting

Skype for Business Users can click a link that opens
in Secure Web, which then
opens the unwrapped Skype
for Business app if installed on
the device. Add the Skype for
Business app as an exception in
the Secure Web Restricted
Open-In exception list policy on
Android. Add the exception in
the Allowed URLs policy on iOS.

Configuring the following list of policies allows users to tap a meeting link to open the relevant app.

Microsoft Teams app

o **i0S - “Allow URLs”Policy”: *msteams:
+ **Android - “Open-in Exclusions”Policy: {action=android.intent.action.VIEW scheme=msteams

package=com.microsoft.teams}

Zoom app

« i0S - “Allow URLs”Policy”: +"zoomus:
« Android - “Open-in Exclusions”Policy:{action=android.intent.action.VIEW scheme=zoomus
package=us.zoom.videomeetings}

Webex (unwrapped app)
+ i0S-“Allow URLs”Policy”: + wbx: Example policy stringis *http:,Ahttps:,Amailto:=ctxmail:,+ citrixreceiver
g2m-2:,+ col-g2w-2:,+ wbx:,+*maps:ios_addr:
« Android - “Open-in Exclusions”Policy: {action=android.intent.action.VIEW scheme=wbx

package=com.cisco.webex.meetings}

Skype for Business

+ i0S - “Allow URLs”Policy”: +*lync:
+ Android - “Open-in Exclusions”Policy:{action=android.intent.action.VIEW scheme=lync pack-

age=com.microsoft.office.lync15}
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Skype

+ i0S - “Allow URLs”Policy”: +"skype:
« Android - “Open-in Exclusions”Policy: {action=android.intent.action.VIEW scheme=skype
package=com.skype.raider}

Dial-in specifications

The following list indicates the type of meeting and the respective supported phone number format
and conference code format for each.

GoToMeeting (GTM):

Supported phone number formats:

« Any phone number in GTM formats. Examples:

- India (toll-free): 000 800 100 7855
- United States (toll-free): 1 877 309 2073

+ Any phone number that satisfies RFC 3966 format standards. For details, see the Internet stan-
dards track protocol document.

Supported conference code formats:

The conference code is picked up from any of the following formats in the meeting body:

+ URL (*.gotomeeting.com/join/123456789)

+ URL (gotomeet.me/username format)

« “GTM”formats, such as “GTM:123456789”

« “G2M”formats such as “G2M:123456789”

+ Formats, such as “Access Code: 123456789”

WebEx:
Supported phone number formats:
« Any phone number in WebEx Call-in formats. Examples (both Verizon and U.S.):

- 1-866-652-5088
- 1-517-466-3109

+ Any phone number in WebEx Audio Connection formats. Example:
- 1-650-479-3207 (US toll)

« Any phone number that satisfies RFC 3966 format standards.
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Supported conference code formats:

The meeting content must contain one of these formats:

+ Meeting number: 123 456 789
« Access code: 123 456 789

Note:

For conference codes that are nine digits or fewer, the # key is added automatically to dial in to
the meeting.

Skype for Business

Supported phone number formats:

+ Any phone number in RFC 3966 formats. For details, see the Internet standards track protocol
document.

Supported conference code formats:
The meeting body contains this text: “Conference ID: 123456789”
Note:

The # key is added automatically for Skype for Business meetings.

Generic audio conference information

Supported phone number formats:

« Any phone number in RFC 3966 formats For details, see the Internet standards track protocol
document. Examples:

5555555555

(555) 555-5555

555-555-5555

555-555-555-5555 (in case of country code)
1-555-555-5555

+1-555-555-5555

Note:

Use a single separator between digits in the phone number. For example, “) —’can cause the
number not to be recognized.
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Supported conference code formats:

Recommended format: “(phone number)”,”(code)”

You can specify up to four commas and provide the # key if necessary. See the table later in this doc-

ument for a list of supported formats.

Foran audio conference, the following formats let users tap Dial In. If they tap the phone number from

the body of the calendar meeting, however, they can dial into the meeting. They must then type con-

ference codes manually. The following phone number and conference code formats are supported.

Supported phone number
formats Conference code separator

Any phone numberin RFC 3966 Participant Code
formats. Examples:
5555555555; (555) 555-5555;
555-555-5555;
555-555-555-5555 (in case of
country code); 1-555-555-
5555;+1-555-555-5555
Participant PIN

Guest Code

Guest PIN

Participant/Guest Code

Chair Code

Chair PIN

Chairperson Code

Chairperson PIN

Host PIN

PIN

Access Code

Example

1-888-999-9999 Participant
Code: 9999999

1-888-999-9999 Participant PIN:
99999999

1-888-999-9999 Guest Code:
99999999

1-888-999-9999 Guest
PIN:99999999
1-888-999-9999
Participant/Guest
Code:99999999
1-888-999-9999 Chair
Code:99999999
1-888-999-9999 Chair
PIN:99999999
1-888-999-9999 Chairperson
Code:99999999
1-888-999-9999 Chairperson
PIN:99999999
1-888-999-9999 Host
PIN:99999999
1-888-999-9999 PIN:99999999

1-888-999-9999 Access
Code:99999999
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Supported phone number
formats

Personal calendar overlay

Conference code separator

Code

Conference Code

Conference ID

)
»
”)

”»

passcode

ext

ext.

;ext=

extn

HC

xtn

xt

PC

pc

Example

1-888-999-9999 Code:99999999

1-888-999-9999 Conference
Code:99999999
1-888-999-9999 Conference
1D:99999999

+1 (631) 992-3240,958209234#

+1 (631) 992-3240, 9582092344
+1 (631) 992-3240,,958209234#
+1 (631) 992-3240,,,958209234#

+1(631) 992-3240 passcode
958209234#

+1(631) 992-3240
ext:958209234#

+1 (631) 992-3240 ext.
958209234#

+1 (631) 992-3240; ext.
958209234#

+1 (631) 992-3240 extn
958209234#

+1(631) 992-3240 HC
958209234#

+1 (631) 992-3240 xtn
958209234#

+1 (631) 992-3240 xt
958209234+#

+1(631) 992-3240 x 958209234#

+1(631) 992-3240 PC
9582092344
+1 (631) 992-3240 pc
9582092344

OniOS and Android devices, you can import your personal calendar from the native calendar app and

view your personal events in Secure Mail. For user help documentation on this feature, see the Citrix
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User Help Center article, View your personal calendar events.

Insert an inline image

The following procedure describes how to insert an inline image.

1. To attach an inline image to your email, long press in the mail body. From the options that
appear, tap Insert Picture.

Carrier + 9:34 PM [ #

Cancel Inserting a picture

Cc/Bec:

Select

Bre's a picture from last week!

2. Secure Mail may prompt you for access to your Photos. The Photos gallery appears. Navigate
to the gallery and tap picture you want to insert.
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Carrier + 9:35 PM (. #

< Photos Moments Cancel

Point Reyes Natl Seashore
Mar 13, 2011 - Point Reyes Station, CA

Mordurland eystra
Aug 8, 2012 - lceland

August 8, 2012

August 8, 2012

3. The mail now contains the image you selected.
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Carrier + 9:35 PM [ #

Cancel Inserting a picture

Here's a picture from last week!

Swiping actions

OniOS and Android devices, you perform actions by swiping an email either left or right. For user help
documentation on this feature, see the Citrix User Help Center article, Use swipe actions.

Join Skype for Business meetings on iOS and Android

You can join Skype for Business meetings seamlessly through Secure Mail. This feature requires the
Skype for Business app to be installed on your device.

To join a Skype for Business meeting

1. Tap on the Skype for Business meeting reminder or calendar event.
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2. Inthe Event Details screen, tap the Skype Join Meeting. The Skype for Business meeting starts
in a new window.

If you have not installed Skype for Business on your device, tap Install Skype to install the app.

In-app preview of attachments and other enhancements to attachments

You can now preview attachments (MS Office and images) in Secure Mail in-app, rather than by open-
ing it by using third-party apps, such as QuickEdit.

You can perform the following actions when viewing attachments:

« Select an existing message from your mailboxes to attach the file to.
+ Select a new message to attach the file to.

« Save attachment for offline access.

« Delete attachment from offline files.

+ Open attachment using a different application.

+ View the source email or calendar event of the attachment.

Note:

You can view the source email or calendar event when viewing attachments from the Attach-
ments repository only.
You can also preview attachments in the following cases:

+ Viewing a message.

« Composing a new message.
+ Attachments folder.

« Calendar events.

To select a message to attach the file to

1. Open the email with the attachment.
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Dave

RE: Citrix Flow images and doc
December 14,2017 11:27 AM

m File associations.docx

'f security-boundaries.jpg

h Lync-optimized-architecture.jpg

2. Tap the attachment.
3. Tap the Attachicon.

The Inbox appears.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 257



Secure Mail

Attach to Mail

Citrix Cloud

TPRS g iy

4. Select an existing message to attach this file to or tap New message to attach this file to a new
message.
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— Inbox

Select a message for this attachment

E Mew message

® Dave
RE: Citrix Flow images and doc
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Cancel Compose

security-boundaries.jpg X

To save the attachment for offline access

1. Open the attachment.
2. Tap the More icon on the top right of the page and tap Save for Offline Access to save the
attachment for offline access.
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Save for Offline Access

Citrix Cloud

TPRE o iy

To delete the attachment from offline files

1. Open the attachment.
2. Tap the More icon on the top right of the page and tap Remove from Offline Files to delete the
attachment from the offline files.
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Remave from Offline Files

Citrix Cloud

TPRE o iy

To open the attachment by using a different application

1. Open the attachment.

2. Tap the More icon on the top right of the page and tap Open with. to open the attachment
using a different application.
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Open with different application

3. From the options that appear, tap on the one you want to open the attachment with.
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Complete action using

&) Gallery

rl Photos

@ Samsung Print...ervice Plugin

& Secure Image View

@ Upload to ShareFile

To view the source email or calendar event of the attachment

1. Tap the Attachments icon in the bottom right of your screen.

2. Tap OFFLINE.
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Attachments

RECENT OFFLINE

y  Security-boundaries.jpg

0

Fepcls bda Calendar Contacts  Aftachme

3. Tap the attachment and then tap the More icon on the top right of the screen.
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4 View Original Email

Remove from Offline Files

View "security-boundaries.jpg”

4. The source email appears.
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LEd ]

Dave

RE: Citrix Flow images and doc

n File associations.docx

.Y
security-boundaries.|pg

| ™

Lync-optimized-architecture.|pg

Migrating user names to email addresses (UPN)
In Secure Mail foriOS and Android, you can migrate from an Exchange user name and password based
authentication to a UPN and password based authentication.

With this feature enabled, you do not have to do any of the following:

 Reinstall Secure Mail.
« Delete and add the account in Secure Mail.
+ Change the user name in Secure Mail.
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Prerequisites

Before you proceed with this migration, ensure that users are running Secure Mail version 10.7.25 or
later.
To use this feature, you must enable the Attempt Username Migration On Auth Failure policy.

To migrate to UPN-based authentication

1. Enable the Attempt Username Migration On Auth Failure policy in Endpoint Management.

2. Migrate your Exchange user account to a new UPN that matches the user’s primary SMTP email
address.
This triggers an Authentication Failure. Secure Mail attempts authentication by using the pri-
mary SMTP email address.

On successful authentication, the user account is migrated to the updated UPN.

To verify the migration

OniOoS devices: Go to Settings and then tap the account to view the details. On successful migration,
the primary SMTP email address appears in the User Name field in the ACCOUNT screen.

On Android devices: Go to Settings and then tap the account to view the details. On successful
migration, the primary SMTP email address appears in the Username field in the Account details
screen.

Personal distribution lists

Prerequisites

« Exchange Web Services (EWS) is enabled on your Exchange Server.
+ Microsoft Exchange Server version 10 SP1 or later.

Secure Mail for iOS and Android supports Personal Contact Groups. You can view contact groups that
you have created on your Outlook desktop client in Secure Mail. The contact groups that you have
created appear in Contacts in Secure Mail.

Note:

You cannot view members of a nested contact group in Secure Mail.

You can use the Personal distribution lists when you compose an email or create a calendar event. If
you have created a Personal Contact Group (Distribution List) using Exchange, you can view the list in
Secure Mail.
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To view a personal distribution list

1. In Secure Mail, open Contacts.

2. Type the name of the contact group.
The group appears in the search result.

3. Tap the contact group to view the members.

o S = F4ZPM #

TestContactGroup

MEMBERS

Note:

You cannot edit a contact group in Secure Mail.

To compose a mail to a contact group

1. Open Secure Mail and tap the Edit floating action button to compose a mail.

2. Inthe New Message screen, type the contact group’s name in the To: field.

3. From the list of contacts that appear, select the contact group.
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Ho S & J3:44ZPM #
Cance Mew Message

To: te
Tescg
TestContactGroup

test? testd

Test

S 72 X v bnm @

123 @ space @ . return

Contact groups are denoted by the following icon:

To send a calendar invite to a contact group

1. Open Secure Mail and navigate to Calendar.
2. Tap the +icon to create a calendar event.

3. Inthe New Event screen, tap Invitees to add members.

4. Type the contact group’s name to send the invite to the group.
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Ho 5B & 1% 343 PM ¥

£ Invitees

1]

Tescg

TestContactGroup

test? testd

Test

S 72 X v bnm @

123 @ space @ . return

5. From the list of contacts that appear, select the contact group.

Folder sync

In Secure Mail for iOS and Android, you can tap the Sync icon to refresh all Secure Mail content. The
Sync icon is present in Secure Mail slide outs, such as Mailboxes, Calendars, Contacts, and Attach-
ments. When you tap the Sync icon, those folders that you have configured to auto refresh such as
Mailboxes, Calendars, Contacts are updated. The timestamp of the last sync appears next to the Sync

icon.

To sync your folders

1. Open Secure Mail.

2. From the available folders at the footer tab bar, tap the folder you want to sync.
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- Inbox O Q

® Avery Taylor T30 PM
Why Las Vegas Hotel Rooms For You

® Jorge Hogan 3:28 PM
Global Resorts Network Grn Putting Timeshar...

Elsie Newton
Become A Travel Pro In One Easy Lesson

Steven Todd
Train Travel On Track For Safety

& Chris Herrera 3:28 P
Motorhome Or Trailer

® Birdie Walton 2:28 PM
Coventry City Guide Including Coventry Hotels

a P
= [} 24 B

3. Tap the hamburger icon in the top left of your screen.
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4. Tap the Syncicon in the bottom left of your screen.

Mailboxes

s

Inbox 1
Drafts
== Sent ltems
4 Qutbox
Deleted Items

Junk Email

Last syng: Today at £:03 pm
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Mailboxes Q
€
£ Inbox 1 ~
Drafts

= Sent Items

Outbox

—_

=h

Deleted Items

Junk Email

« ) Syncing

5. The folder is synced and your content is refreshed. The timestamp appears next to the Sync

icon.
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Photo attachment improvements

In Secure Mail for iOS and Android, you can attach photos easily by tapping the new Gallery icon.

To attach photos to your email

1. Open Secure Mail.

2. Tap Compose to create a mail or tap the Respond floating action button to respond to an email.

3. Tap the Gallery icon next to the Attachments icon in the bottom right of your screen.
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Cancel Compose

4. Your gallery appears at the bottom of your screen along with the Camera and Recent icons.

5. Navigate and select the images you want to attach from your gallery or tap the Camera icon to
take a picture.
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Cancel Compose

Note:

When you tap the Attachments icon, the following options appear:

« Files
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« ShareFile (now, Citrix Files)
« From Mail Attachments

Complete action using

O Files

@ ShareFile

@ From Mail Attachments
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Secure Mail renders embedded resources while viewing an email

If the resources are present in your internal network, such as mails with image URLs that are internal
links, Secure Mail connects to the internal network to fetch the content and render it.

Support for modern authentication

Modern authentication is OAuth token-based authentication with user name and password. This sup-
portincludes support for Office 365 for internal and external Active Directory Federation Services (AD
FS) or identity provider (IdP).

Allow Secure Web domains MDX policy for Secure Mail

In Secure Mail, some external URLs must open in a native browser rather than in Secure Web. As a
result, by default, all URLs open in a native browser. You can, however, create a list of URLs that you
specifically want to open in Secure Web. To do so, you configure an MDX policy in the Citrix Endpoint
Management console called Allowed Secure Web Domains.

After you deploy the policy, a list of comma-separated URL host domains are matched against the host
name portion of any URL the application would normally send to an external handler. Typically, you
configure this policy as a list of internal domains for Secure Web to handle.

If you leave the policy blank, which is the default setting, all web traffic is sent to Secure Web, until
you explicitly exclude the URLs from filtering or otherwise redirect the URLs. To redirect the URLs,
you configure the Exclude URL filter for domains MDX policy. This policy indicates the URLs that must
open in the native browser. This policy takes priority over the Secure Web domains policy.

You can configure these MDX policies for Android and iOS.

Example configuration of Secure Web domains policy

The following procedures show how to prompt users with Secure Mail for Android to open URLs in the
native Chrome browser or Secure Web. On iOS, the steps show that URLs that would normally open
in a Safari browser open automatically in Secure Web.

For Secure Mail for Android

1. IntheApp Interaction policy list, in Restricted Open-In exception list, enter {package=com.android.chrome}.
2. Inthe App Interaction (Outbound URL) policy list, in Allow Secure Web domains, add the DNS
suffix of the internal site.
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For other third-party browsers, use the following format, accordingly:

{ package=<packageID of the browser> }
For Secure Mail for iOS
1. Inthe App Interaction (Outbound URL) policy list, in Allowed URLs, add +*safari:

2. In App URL schemes, add safari:
3. In Allow Secure Web domains, add the DNS suffix of the internal site.

Secure Mail integration with Slack

June 13, 2024

Citrix Secure Mail and its integration with Slack is not created by, affiliated with, or supported

by Slack Technologies, Inc.

You can now take your email conversation over to the Slack app on devices running iOS or Android.

Once you enable this feature, you can do the following:

« Seamlessly switch from mail to a Slack conversation.
+ Create a Slack group conversation with your mail recipients.
+ Create a direct message in Slack with your mail recipient.

Prerequisites

« Foradmins:

- Ensure that you have installed Secure Mail to your Slack workspace. Click Add to Slack

3% Add to Slack

button below.
- Ensure the Enable Slack policy is turned On. For policy details see:

* Enable Slack policy foriOS
* Enable Slack policy for Android

+ For users: Before you proceed, ensure that you have a Slack account and the Slack app is in-
stalled on your device.
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To enable this feature on your device

1. Open Secure Mail and tap the hamburger icon.

2. In the Mailboxes screen, tap the settings icon on the bottom right of the screen.
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Mailboxes Q

@s
Inbox 41 v

Drafts

Sent Items

vV O [

Outbox

Deleted Items
Conversation History
Junk E-Mail

Sent Messages

0000 = B

Unwanted

C Last sync: Today at 2:08 PM
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3. Inthe Settings screen, tap Slack listed under Integrations.
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Settings Done

ACCOUNTS
ER

+ Add Exchange Account

INTEGRATIONS

9= Slack (Preview)

GENERAL

Notifications >
Auto Refresh On
Out of Office Off
MAIL

Ask Before Deleting

ole

Organize by Conversation
Load Attachments on WiFi

Show Pictures

Sync Mail Period 3 days
Check Spelling 0
S/MIME >
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4. Provide your workspace Slack URL and then tap Continue.

< Settings
4 slack | Menu |
Sign in to your workspace

Enter yvour workspace's Slack URL.

citrix ' .slack.com

Continue =

Don't know your workspace URL? Find your
WOrkspace

5. Provide your credentials and then tap Sign In.
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< Settings

Signing in to Slack - citrix.slack.com
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6. When requested to authorize Secure Mail access to information, tap Authorize.
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< Settings
7y « P

On Citrix, Secure Mail would like to:

Confirm your identity on Citrix

Modify information about your A

direct messages

View email addresses of people on b

your workspace

ﬂ\ Access your workspace’s profile >
information
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You are now connected to Slack.

To use this feature

1. Open any email conversation in Secure Mail and then tap the floating action button.
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Happy Birthday..!!

Always show pictures from this sender

- P
itha, Surya, Antony, Chetna,

S
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2. From the available options, tap Chat in Slack.
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<

Chat in Slack

Forward

Reply All

Reply
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3. The conversation switches over to Slack with the recipients in your email.
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r 3 : .
< CItrix

@ Chetna , Kavitha , Antony ...

ILIEY

Chetna , Kavitha
, Antony ,
Surya

This is the very beginning of your group message.

© ©® ®m ¥ U @

Message group >
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Keep in mind the following:

+ On devices running Secure Mail for iOS or Android, you can create a Slack conversation with a
maximum of eight recipients from your email. If you have more than eight recipients in your
email, by default, Secure Mail picks the first eight recipients present in your email conversation.

Notifications and synchronization

April 28,2021

This article discusses notification and email synchronization functionality and configurations for Se-
cure Mail.

Secure Mail for iOS background app refresh

If Secure Mail for iOS is configured to provide notifications through iOS background app refresh (and
not APNs), Secure Mail email refresh works in the following ways:

« When users enable Background App Refresh on the device from the Settings menu and Secure
Mail is running in the background, mail is synced with the server. The sync frequency depends
on various factors.

« Ifthe user disables Background App Refresh, the app never receives email while runningin the
background.

+ When users move Secure Mail to the background, the app continues to run within a grace period
before the app is suspended.

+ While running in the foreground, Secure Mail shows real-time email activity, regardless of the
Background App Refresh setting.

Secure Mail and ActiveSync

Secure Mail syncs with Exchange Server via the ActiveSync messaging protocol. This functionality
gives users real-time access to their Outlook mail, contacts, calendar events, automatically generated
mailboxes, and user-created folders.

Note:

ActiveSync doesn’t support the synchronization of Exchange public folders. In Exchange Server
2013, ActiveSync doesn’t sync the Drafts folder.

To sync user-created folders, follow these steps:
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i0S

1. Go to Settings > Auto Refresh.

2. Set Auto Refresh to On.

3. Tap On. A list of all mailboxes appears.
4. Tap the folders you want to sync.

Android
1. Go to the Mailboxes list.
2. Tap the mailbox you want to sync.
3. Tap the More icon in the lower-right corner.
4. Tap Sync options.
5. Under Check frequency, select how often you want the folder to sync.

Exporting contacts in Secure Mail

Secure Mail users can continuously sync their contacts with the phone address book, do a one-time ex-
port of an individual contact to the phone address book, or share a contact as a vCard attachment.

To allow these features, set the Export Contacts policy for Secure Mail in the Endpoint Management
console to ON.

When the policy is ON, the following options are enabled in Secure Mail:

+ Sync with Local Contacts in Settings
+ Exporting individual contacts
« Share contacts as vCard attachments

When the Export Contacts policy is set to OFF, those options do not appear in the app.

When the policy is enabled, to sync contacts from the mail server to the phone address book continu-
ously, users need to set Sync with Local Contacts to ON. As long as Sync with Local Contacts is ON,
any updates to contacts in Exchange or Secure Mail triggers an update to local contacts.

Due to Android limitations, if any Exchange or Hotmail account is already set to sync with local con-
tacts, Secure Mail is unable to sync contacts.

On i0S, Secure Mail contacts can be exported and synced with the phone contacts. The contacts can
be exported and synced even if users have Hotmail or Exchange set up on the device. You configure
this feature in Endpoint Management through the Override Native Contacts Check policy for Secure
Mail. This policy determines if Secure Mail overrides the check for contacts from an Exchange/Hotmail
Account configured in the native Contacts app. If On, the app syncs contacts to the device even if the
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native Contacts app is configured with Exchange/Hotmail Account. If Off, the app continues to block

contacts sync. Default is On.

Limitation:

When you enable Sync with local contacts, only the default contacts folder syncs. Any subfolders

you may have are not included to the synced contacts.

Secure Mail notifications

The following table lists how notifications are handled for supported mobile devices when Secure Mail

is running in the foreground or background.

With Secure Mail running in the
foreground or background

Foreground

Background (or terminated)

Notifications are handled for
i0S

Secure Mail maintains a
persistent ActiveSync
connection to sync email and
calendar activity.

Secure Mail receives
notifications through the iOS
background app refresh

Notifications are handled for
Android

Secure Mail maintains a
persistent ActiveSync
connection to sync email and
calendar activity.

Secure Mail maintains a
persistent ActiveSync
connection.

functionality or, if configured,
APNs.

For configuration details, see Push notifications for Secure Mail for iOS.

Push notifications for Secure Mail

June 13,2024

Secure Mail for iOS and Secure Mail for Android can receive notifications about email and calendar
activity when the app is running in the background or is closed. Secure Mail for iOS supports notifi-
cations provided through Remote Push Notifications provided through the Apple Push Notification
service (APNs). Secure Mail for Android supports notifications provided through the Firebase Cloud
Messaging service (FCM).
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How push notifications work

To provide push notifications for iOS and Android, Citrix hosts a listener service on Amazon Web Ser-
vices (AWS) to perform the following functions:

« Listen for Exchange Web Services (EWS) push notifications sent by Exchange Servers when there
is Inbox activity. Exchange does not send any mail content to the Citrix service.

No personally identifiable information is stored by the Citrix service. Instead, a device token
and subscription ID identifies the specific device and Inbox folder to be updated within Secure
Mail.

+ Send APNSs notifications, containing only badge counts, to Secure Mail on iOS devices.

« Send FCM notifications to Secure Mail on Android devices.

The Citrix listener service does not impact mail data traffic, which continues to flow between user
devices and Exchange Servers through ActiveSync. The listener service, which is configured for high
availability and disaster recovery, is available in three regions:

« Americas
« Europe, Middle East and Africa (EMEA)
« Asia Pacific (APAC)

System requirements for push notifications

If your Citrix Gateway configuration includes Secure Ticket Authority (STA) and split tunneling is off,
Citrix Gateway must allow traffic (when tunneled from Secure Mail) to the following Citrix listener ser-
vice URLs:

Region URL IP Address

Americas https: 52.7.65.6;52.7.147.0

EMEA https: 54.154.200.233; 54.154.204.192
APAC https: 52.74.236.173;52.74.25.245
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Configuring Secure Mail for push notifications

To set up Apple Push Notifications or FCM for Secure Mail for app store distribution, in the Endpoint
Management console, set Push notifications to ON and then select your region. The following figure

shows the setting for iOS.

MDX

1 App Information

2 Platform

Enable auto population of the usemame

For Android, the following figure shows the same Push notification setting as for iOS. In addition, if
the EWS is hosted in a different region from where the mail server resides, complete the EWS Host-
Name setting. The default setting is empty. If you leave the setting empty, Endpoint Management
uses the host name of the mail server.

Push notifications

EW5S HostName

Push notifications region AMmercas -

Configure Exchange and Citrix ADC to allow traffic to flow to the listener service.

Exchange Server configuration

Allow outbound SSL (over port 443) from your firewall to the Citrix listener service URL for the region

where your Exchange Server is located. For example:
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Region URL IP Address

Americas https://us-east-1. 52.6.252.176;52.4.180.132
mailboxlistener.xm.

citrix.com

EMEA https://eu-west-1. 54.77.174.172;52.17.147.220
mailboxlistener.xm.

citrix.com

APAC https://ap-southeast 52.74.231.240; 54.169.87.20
-1.mailboxlistener.xm
.citrix.com

If you have a proxy server between Exchange Web Services (EWS) and the Citrix listener device, you
can do one of the following.

« Send EWS traffic through the proxy and then on to the listener device.
+ Bypass the proxy and route EWS traffic to the listener device directly.

To send EWS traffic through the proxy server, configure the EWS web.config file in the ClientAc-
cess\exchweb\ews folder, as follows.

<configuration>

<system.net>

<defaultProxy>

<proxy usesystemdefault="true" bypassonlocal="true" />
</defaultProxy>

</system.net>

</configuration>

For more details about configuring proxies, see Proxy Configuration.

For Exchange 2013 environments, you must add the system. net section to the web.config file man-
ually. Otherwise, configurations described in this article should work for Exchange 2013. For trou-
bleshooting, contact your Exchange administrator.

To bypass the proxy server, configure the bypass list to allow Exchange to make connections to the
Citrix listener service.

When Secure Hub is enrolled with certificate-based authentication, you must also configure Exchange
Server for certificate-based authentication. For details, see Endpoint Management Advanced Con-
cepts article.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 300


https://learn.microsoft.com/en-us/dotnet/fundamentals/networking/http/httpclient#http-proxy
https://docs.citrix.com/en-us/citrix-endpoint-management/advanced-concepts/certificate-based-authentication-ews-securemail.html
https://docs.citrix.com/en-us/citrix-endpoint-management/advanced-concepts/certificate-based-authentication-ews-securemail.html

Secure Mail

Citrix Gateway configuration

Although the Exchange Server needs to allow traffic to the listener service, Citrix ADC must allow traffic
to the registration service. In this way, devices can connect to register for push notifications.

If your EWS and ActiveSync servers are different, configure your Citrix ADC traffic policy to allow EWS
traffic. For more information about integrating Citrix Endpoint Management with Citrix Gateway, see
the section Integrating with Citrix Gateway and Citrix ADC.

Troubleshooting

To troubleshoot outbound connections, check the Exchange event logs, which include log entries
when a subscription request or the notification for a subscription is invalid or fails. You can also run
Wireshark traces on the Exchange Server to track outbound traffic to the Citrix listener service.

Secure Mail Push Notifications FAQs
When does Android deliver notifications to Secure Mail?

In Android, notifications are always delivered to Secure Mail.

How does FCM affect email notifications that appear on the lock screen?

New mail notifications that appear on the device lock screen are generated based on data that is
synced down to the device by Secure Mail. Importantly, this information does not come from the
listener service.

To show new mail notifications, Secure Mail must be able to sync data from Exchange so that Secure
Mail has the information available to create the notifications.

When you receive a new mail, the You have new messages FCM notification appears. Once the email
sync completes in the background, the new mail appears in Secure Mail.

How does APNs affect email notifications that appear on the lock screen?

New mail notifications that appear on the device lock screen are generated based on data that is
synced down to the device by Secure Mail. Importantly, this information does not come from the
listener service.

In order to show new mail notifications, Secure Mail needs to be able to sync data from Exchange so
that Secure Mail has the information available to create the notifications.
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If APNs notifications are not delivered to Secure Mail in the background, Secure Mail does not detect
the notifications and hence does not sync new data. Because no new data is available to Secure Mail,
no email notifications are generated on the device lock screen, even when APNs notifications are not
delivered.

How does Background App Refresh affect Secure Mail and APNs?

If the user turns off Background App Refresh, the following situations occur:
+ Secure Mail does not receive notifications when Secure Mail is in the background app.
Note:

This situation occurs only if Rich Push notifications are disabled. For more information
about Rich push notifications, see Rich push notifications for Secure Mail for iOS.

+ Secure Mail does not update the lock screen with new email notifications.

Disabling Background App Refresh has a major effect on the behavior of Secure Mail. As stated earlier,
badge updates based on APNs still occur, but no email is synced to the device in this mode.

How does Low Power Mode affect Secure Mail and APNs?

The behavior of the system with respect to Secure Mail is the same in Low Power Mode as it is when
Background App Refresh is disabled. In Low Power Mode, the device does not wake up apps for peri-
odic refresh and does not deliver notifications to apps in the background. The side effects are there-
fore the same as those listed in the Background App Refresh section above. Note that in Low Power
Mode, badge updates still occur, based on APNs notifications.

What other issues can cause FCM-driven sync to fail in the background?

Various issues can cause FCM-driven sync requests to fail, including the following:

+ Aninvalid STA ticket.
« When Secure Mail is woken in the doze mode, the app has 10 seconds to sync all data from the
server.

If any of the preceding conditions occurs, Secure Mail cannot sync data. As a result, lock screen noti-
fications do not appear.
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What other issues can cause APNs-driven sync to fail in the background?

A number of issues can cause APNs-driven sync requests to fail, including the following:

+ Aninvalid STA ticket.

+ Aslow network connection. When Secure Mail is woken in the background, the app has 30 sec-
onds to sync all data from the server.

« If the data protection policy is enabled and Secure Mail is woken by an APNs notification, when
the device is locked, Secure Mail cannot access the data store and sync does not occur. Note
that thisis only the case in which the system is attempting to cold start Secure Mail. If a user has
already started Secure Mail at some point after unlocking the device, APNs-driven sync succeeds
even when the device is locked.

If any of the preceding conditions occur, Secure Mail cannot sync data and hence cannot display locks
screen notifications.

How else does Secure Mail generate lock screen notifications when notifications are not
delivered or APNs is not in use?

If APNs is disabled, Secure Mail is still woken by periodic Background App Refresh events from iOS,
assuming that Background App Refresh is enabled and assuming that Low Power Mode is off.

During these wakeup events, Secure Mail syncs new email from the Exchange Server. This new email
can then be used to generate email notifications on the lock screen. Thus, even when APNs notifica-
tions are not delivered or APNs is disabled, Secure Mail can sync data in the background.

It’s important to note that this will occur less in real time than when APNs is in use and when APNs
notifications are delivered to Secure Mail. When iOS routes APNs notifications to Secure Mail, the app
immediately syncs data from the server and the lock screen notifications appear to be real time.

Inthe event that Background App Refresh wakeups are required, lock screen notifications do not occur
in real time. In this case, Secure Mail is woken up at a frequency that iOS completely determines. As
such, some time may elapse between these two situations:

« When an email arrives in a user’s Inbox on Exchange.
« When Secure Mail syncs that message and generates the lock screen notification.

Also note that Secure Mail receives these periodic wakeups even when APNs is in use. In all cases
in which Background App Refresh wakes up Secure Mail, Secure Mail attempts to sync data from Ex-
change.
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How does Secure Mail differ from other apps that show content on the lock screen?

An important difference, that may lead to confusion, is that Secure Mail does not always show new
email in real time on the lock screen. This behavior differs from Gmail, Microsoft Outlook, and other
apps. The primary reason for this difference is security. To align with the behavior of the other apps,
the Citrix listener service requires the user credentials to authenticate with Exchange. The creden-
tials are required to get the email content. The credentials are also required to pass this email con-
tent through the Citrix listener service and to the Apple APNs service. The approach by Citrix to APNs
notifications does not require the Citrix listener service to acquire or store the users’password. The
listener service has no access to the users’mailbox or password.

Anote about the native iOS mail app: iOS allows its own email app to maintain a persistent connection
with the mail server, which ensures that notifications are always delivered. Third-party apps outside
of the native mail are not allowed this capability.

Gmail app behavior: Google owns and controls both the Gmail app and the Gmail server. This be-
havior means that Google can read message content and include that message content in the APNs
notification payload. When iOS receives this APNs notification from Gmail, iOS does the following:

+ Sets the application badge to the value that is specified in the notification payload.
+ Displays the lock screen notification using the message text that is contained in the notification
payload.

Thisis a critical difference: ItisiOS, not the Gmail app, that displays the lock screen notification, based
on the data contained in the payload. In fact, iOS may never wake the Gmail app, similar to the way
that i0OS may not wake Secure Mail when a notification arrives. However, because the payload con-
tains the message snippet, iOS can display the lock screen notification without any mail data having
to be synced to the device.

In Secure Mail, this situation is different. Secure Mail must first sync message data from Exchange
before the app can show the lock screen notification.

Outlook for i0S app behavior: Microsoft controls Outlook for iOS. The organization to which the
user belongs, however, controls the Exchange Servers from which data is obtained. Despite this setup,
Outlook can display lock screen notifications based on data that Microsoft provides in the APNs noti-
fication. The reason is that Outlook for iOS makes use of a model in which Microsoft stores user cre-
dentials. Microsoft then directly accesses the user’s mailbox from its cloud service and determines
the existence of new mail.

If new mail is available, the Microsoft cloud service generates an APNs notification that contains the
new mail data. This model operates in a similar way to the Gmail model. In the Gmail model, iOS
simply takes the data and generates a lock screen notification based on that data. The Outlook iOS
app is not involved in the process.
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Important security note on Outlook for iOS: There are clear security implications in the Outlook for
iOS approach. Organizations need to trust Microsoft with passwords for their users. This trust allows
Microsoft to access the user’s mailbox, which poses a security risk.

For more FAQs specific to administrators on push notifications, see this Support Knowledge Center
article. For more user-specific FAQs, see this Support Knowledge Center article.

Rich push notifications for Secure Mail for i0OS

May 26, 2020

Secure Mail for iOS supports rich push notifications. Rich notifications ensure that you receive lock
screen notifications for your Inbox even when Secure Mail is not running in the background. This
feature is supported on password-based authentication and client-based authentication setups.

Note:

Due to the change in architecture to support this feature, the VIP Only mail notifications feature

is no longer available.

To enable the rich push notifications feature, ensure that the following prerequisites are met:

+ Inthe Endpoint Management console, set Push notifications to ON.

« Network access policy is set to Unrestricted or Tunnel to internal network. If your Network ac-
cess policy is set to Tunnel to internal network, ensure that Exchange Web Services (EWS) host
is configured in the Background network services policy. If EWS and ActiveSync hosts are the
same, then ensure that the ActiveSync host is configured in the Background network services
policy.

« The Control locked screen notifications policy is set to Allow or Email sender or event title.

+ Navigate to Secure Mail > Settings > Notifications and then enable Mail Notifications.

This feature is not supported if you are running any of the following setups:

« Modern authentication with Microsoft Office 365
+ Apps managed by Endpoint Management integration with Microsoft InTune/EMS
+ Devices enrolled by using derived credentials

How push notifications work in Secure Mail i0OS

Secure Mail receives push notifications for the following Inbox activities:
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+ New mail, meeting requests, meeting cancellations, meeting updates: When APNs pushes
remote notifications to iOS Secure Mail and Secure Mail updates all folders marked for auto
refresh.

Note:

By default, the Inbox, Calendar, and Contact folders are marked for auto refresh. Users can
select any other mail folder for auto refresh from Secure Mail > Settings > Auto Refresh.

+ The Secure Mail icon shows the total count of unread and new messages in the Exchange In-
box folder only. Secure Mail updates the icon after users read emails on a desktop or laptop
computer.

+ Duringaninstallation or upgrade, Secure Mail for iOS prompts users to allow push notifications.
Users can also allow push notifications later by using iOS Settings.

Push notifications behavior without rich push notifications support

For configurations that are not supported by the rich push notifications feature for iOS, Secure Mail
still provides the count of unread Inbox emails for the sync period. If the Control locked screen noti-
fications policy is On, push notifications appear on a locked device screen after iOS wakes up Secure
Mail to perform a sync.

Secure Mail iOS push notifications FAQs

When does iOS deliver notifications to Secure Mail?

When the rich push notification feature is enabled, iOS delivers remote notifications to Secure Mail.
These notifications happen even if the app is not running in background or is in low power mode.

Note:

When rich push notifications is not enabled, notifications may not be delivered to Secure Mail
when Secure Mail is not active: This situation occurs for many reasons, such as the following

reasons:

« If the device is in Low Power Mode and Secure Mail is in the background: This is the most com-
mon case in which notifications are not delivered.

« |If Background App Refresh is Off for Secure Mail and if Secure Mail is in the background: Note
that users control this setting.

« If the device has poor network connectivity: This situation depends on the iOS device.
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Reasons for the “You have new mail”’notification to appear on iOS devices

The “You have new mail”notification appears on iOS devices when Secure Mail does not receive a
response from Exchange Web Services (EWS) within the specified time. The time required to fetch the
message details is 30 seconds.
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You may also experience this behavior on your device based on poor Wi-Fi or data connectivity.

Other than the delayed EWS response, Secure Mail displays the “You have new mail”notification in
the following situations:

« When Secure Mail fails to read the required information from the secure container. This scenario
generally occurs after you restart your device and before you unlock the device.

« When Secure Mail fails to connect to or set up a secure channel with Citrix Gateway or EWS.

« When your credentials have expired or you have modified the credentials, but they are not up-
dated in Secure Mail. The following figure shows the way the notification appears in this sce-
nario.
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« When Secure Mail receives an unexpected response from the Exchange Server for a valid request
from Secure Mail. For details about EWS response codes, see the Microsoft developer documen-
tation.

Push notification failure messages in Secure Mail for iOS

In Secure Mail for iOS, appropriate push notification failure messages appear in the notification center
on your device. These notifications appear based on the type of notification failure.

The following notification messages appear based on different failure scenarios as follows:

« Secure Mail is unable to connect to your organization’s network. This notification appears
when Secure Mail fails to establish a SOCKS5 connection with Citrix Gateway.

+ Secure Mail is unable to connect to your organization’s network. Please contact your ad-
ministrator. This notification appears Citrix Gateway is unreachable. Ensure that your Citrix
ADC is configured correctly and is reachable from external networks.

+ Secure Mail is unable to connect securely to your organization’s network. Please contact
your administrator. This notification appears when Secure Mail fails to establish an SSL con-
nection with the Citrix Gateway. Ensure that your SSL certificate is valid.

+ Secure Mail is unable to connect securely to your mail server. Please contact your admin-
istrator. This notification appears when Secure Mail fails to establish an SSL connection with
the Exchange Server. Ensure that the SSL certificate on your Exchange Server is valid. If you
want the app to connect to the Exchange Server despite having an invalid certificate, ensure
that you have enabled the Accept all SSL certificates MDX policy.

+ Secure Mail is unable to fetch message due to a mail server error. Please contact your ad-
ministrator. This notification appears when Secure Mail cannot parse the EWS response from
the Exchange Server.

+ Secure Mail is unable to fetch message due to a request timeout. This notification appears
when Secure Mail fails to receive a response from the server within 30 seconds. This notification
could appear due to poor data or Wi-Fi connection on your device. Try again after waiting a few
minutes.

« Unable to fetch message. Please open Secure Mail. This notification appears when Secure
Mail cannot read your credentials from the secure container. This notification could appear
when your device has been restarted, but not unlocked. Unlock your device to automatically
allow Secure Mail access to the secure container. If you are still receiving this notification, then
open Secure Mail to automatically update your credentials in the secure container.
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Secure Mail interactivity with other mobile productivity apps and Citrix
Files

July 11,2023

Secure Mail interactivity with other mobile productivity apps and Citrix Files lets users access, edit,
share, and save documents seamlessly, without leaving the secure environment set by your organi-
zation’s policies. For example, tapping a link in Secure Mail opens the site in Secure Web. Users can
open and edit attachments with Citrix QuickEdit for Endpoint Management. Attachments are down-
loaded into the user’s Citrix Files for Endpoint Management space.

For a full list of Secure Mail features for each platform, see Features by platform.

Note:

« Citrix Files for XenMobile reached EOL on July 1, 2023. For more information, see EOL and
deprecated apps

Testing and troubleshooting Secure Mail

June7,2024

When Secure Mail isn’t working properly, connection issues are typically the cause. This article de-
scribes how to avoid connection issues. If issues occur, this article describes to troubleshoot the is-
sues.

Testing ActiveSync connections, user authentication, and APNs configuration

You can use Endpoint Management Analyzer to conduct Secure Mail autodiscovery service checks. It
guides you in downloading the Endpoint Management Exchange ActiveSync Test application. The
Mail test option checks basic connection settings to the mail server. The tool also helps you trou-
bleshoot the ActiveSync servers for their readiness to be deployed within an Endpoint Management
environment.

The Mail test option in the Analyzer verifies the following:

+ i0S and Android device connections with Microsoft Exchange or IBM Traveler servers.
« User authentication.
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« Push notification configuration for i0OS, including Exchange Server, Exchange Web Services
(EWS), Citrix Gateway, APNs certificates, and Secure Mail. For information about configuring
push notifications, see Push Notifications for Secure Mail for iOS.

The tool provides a comprehensive list of recommendations for correcting issues.
Note:

The Mail Test App, MailTest.ipa, is deprecated. Instead, access the same functionality in Endpoint
Management Analyzer.

Prerequisites for testing

« Ensure that the Network Access policy is not blocked.
+ Set the Block Email Compose policy to Off.

Using Secure Mail logs to troubleshoot connection issues

To obtain Secure Mail logs, do the following.

1. Go to Secure Hub > Help > Report Issue.
2. Select Secure Mail from the list of apps.
An email addressed to your organization help desk opens.
3. Fillin the subject line and body with a few words describing your issue.
4. Select the time when it happened.
5. Change log settings only if your support team has instructed you to do so.
6. Click Send.
The completed message opens with zipped log files attached.
7. Click Send again.
The zip files sent include the following logs:

CtxLog_ApplInfo.txt (i0S), Device_And_ApplInfo.txt (Android), logx.txt, and WH_logx.txt (Win-
dows Phone)

App info logs include information about the device and app. Verify that the hardware model and plat-
form version in use are supported. Verify that the versions of Secure Mail and MDX Toolkit in use are
the latest and are compatible. For details, see System Requirements for Secure Mail and Endpoint
Management compatibility.

+ CtxLog_VPNConfig.xml (i0S) and VpnConfig.xml (Android)
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The VPN configuration logs are provided for Secure Hub only. Check the Citrix ADC version
ServerBuildVersion to ensure the latest Citrix ADC release is in use. Check the Sp1itDNS and
SplitTunnel settings as follows:

« If Split DNS is set to Remote, Local, or Both, verify that you are correctly resolving the mail
server FQDN through DNS. (Split DNS is available for Secure Hub on Android.)

« If Split Tunnelis set to On, ensure that mail server is listed as one of the Internet apps accessible
on the backend.

+ CtxLog_AppPolicies.xml (i0S), Policy.xml (Android and Windows Phone)

The policies logs provide the values of all MDX policies applied to Secure Mail as of the time you ob-
tained the log. For connection issues, verify the values for the <BackgroundServices> and <
BackgroundServicesGateway> policies.

+ Diagnostic logs (in the diagnostics folder)

For initial configurations of Secure Mail, the most common issue is “Your Company Network Is Not
Currently Available.”To use the diagnostic logs to troubleshoot connection issues, do the following.

The key columns in the diagnostic logs are Timestamp, Message Class, and Message. When an error
message appears in Secure Mail, make note of the time so you can quickly locate related log entries
in the Timestamp column.

To determine whether the connection from the device to Citrix Gateway succeeded: Review the AG
Tunneler entries. The following messages indicate successful connection:

+ AG policy Intercepting FQDN:443 for STA tunneling
« New TCP proxy connection to (null):443 established

To determine whether the connection from Citrix Gateway to Endpoint Management succeeded (and
thus can validate the STA ticket), do the following: Go to the Secure Hub diagnostic log and review the
INFO (4) entries under Message Class for the time the device was enrolled. The following messages
indicate that Secure Hub obtained a STA ticket from Endpoint Management:

+ Getting STA Ticket.
» Got STA Ticket response.
+ STATicket —Success obtaining STA ticket for App —Secure Mail.

Note:

During enrollment, Secure Hub sends a request to Endpoint Management for a STA ticket. End-
point Management sends the STA ticket to the device, where it is stored and added to the End-
point Management STA ticket list.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 314



Secure Mail

To determine if Endpoint Management issued a STA ticket to a user, check the UserAuditLogFile.log,
included in the support bundle. It lists for each ticket, the issue time, user name, user devices, and
result. For example:

Time: 2015-06-30T 12:26:34.771-0700

User: user2

Device: Mozilla/5.0 (iPad; CPU OS 8_1_2 like macOS)

Result: Successfully generated STA ticket for user ‘user2’for app ‘Secure Mail’

To check the communication from Citrix Gateway to the mail server: Check if DNS and networking
are configured correctly. To do so, use Secure Web to access Outlook Web Access (OWA). Like Secure
Mail, Secure Web can use a micro VPN tunnel to establish a connection to Citrix Gateway. Secure Web
acts as a proxy to the internal or external resource the app is accessing. Usually and particularly in an
Exchange environment, OWA is hosted on the mail server.

To test the configuration, open Secure Web and enter the FQDN of the OWA page. That request takes
the same route and DNS resolution as communication between Citrix Gateway and the mail server. If
the OWA page opens, you know that Citrix Gateway is communicating with the mail server.

If the preceding checks indicate successful communications, you know that the issue isn’t with your
Citrix setup. Instead, the issue is with the Exchange or Traveler servers.

You can collect information for your Exchange or Traveler server administrators. First check for HTTP
issues on the Exchange or Traveler servers by searching the Secure Mail diagnostic log for the word
Error. Ifthe errorsinclude HTTP codes and you have multiple Exchange or Traveler servers, investigate
each server. Exchange and Traveler have HTTP logs that show HTTP requests and responses from
client devices. The log for Exchange is C:\inetpub\LogFiles\W3SVC1\U_EX.log. The log for Traveler is
IBM_TECHNICAL_SUPPORT>HTTHR.log.

To obtain crash logs from a device for Secure Mail for iOS

1. Onyour iOS device, go to Settings > Privacy > Analytics > Analytics Data.
2. Inthe Data list, click the name of the app and the relevant time stamp. The logs appear.

Troubleshooting issues with email, contacts, or calendar

You can troubleshoot Secure Mail issues, such as an email or emails stuck in drafts, missing contacts,
or calendar items out-of-sync. To troubleshoot these issues, use Exchange ActiveSync mailbox logs.
The logs show incoming requests sent by the devices and the outgoing responses from the mail
server.
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Unlimited sync best practices

When users set their sync mail period to All, they have unlimited sync. With unlimited sync, the as-
sumption is that users manage their mailbox size, which is the Inbox and all synced subfolders. Here
are a few points to keep in mind for best performance.

1. If the mailbox size exceeds 18,000 messages or 600 MB in total size, email sync can slow down.

2. Itis not recommended to enable Load Attachments on WiFi with unlimited sync. This option
can cause the mail size to bloat quickly on the device.

3. Topreventunlimited sync as an option for users, set the Max syncinterval app policy to a value
other than All.

4. ltis not recommended to set All as the Default sync interval for users.
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