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Citrix Cloud

November 14, 2023

Note:

Citrix Virtual Apps Essentials and Citrix Virtual Desktops Essentials have reached End of Sales
and End of Life. For more information, see CTX583004.

CitrixCloud is aplatformthathosts andadministersCitrix cloudservices. It connects toyour resources
through connectors on any cloud or infrastructure you choose (on‑premises, public cloud, private
cloud, or hybrid cloud). It allows you to create, manage, and deploy workspaces with apps and data
to your end‑users from a single console.

What’s new

Visit Citrix Cloud Updates to stay up‑to‑date on new and upcoming features in Citrix Cloud and for the
following services:

• Citrix Analytics
• Citrix DaaS
• Citrix Workspace

Try Citrix Cloud

Experience a full production environment in a proof‑of‑concept for one or more Citrix Cloud services.
After signing up for Citrix Cloud, you can request service trials right inside the console. When the trial
ends, you can convert to a production environment so you retain all your configurations. For more
information, see Citrix Cloud Service Trials.

Citrix Cloud service documentation

Looking for information about setting up or managing Citrix Cloud services? Go to Citrix Cloud Ser‑
vices to find links to the product documentation for all cloud services.

Architectural and deployment resources

Citrix Tech Zone contains awealth of information to help you learnmore about Citrix Cloud and other
Citrix products. Here you’ll find reference architectures, diagrams, and technical papers that provide
insights for designing, building, and deploying Citrix technologies.
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To learn more about key service components in Citrix Cloud, see the following resources:

• Citrix Workspace conceptual diagram: Provides an overview of key areas such as identity, work‑
space intelligence, and single sign‑on.

• Reference Architectures: Provides comprehensive guides for planning your Citrix Workspace
implementation, including use cases, recommendations, and related resources.

• Citrix DaaS reference architectures: Provides in‑depth guidance for deploying Citrix DaaS (for‑
merly Virtual Apps and Desktops service) with related services.

Education resources

The Citrix Cloud Learning Series portal offers educationmodules to get you up and runningwith Citrix
Cloud and its services. You can viewall of themodules sequentially, fromoverviews throughplanning
and building services. Start your cloud journey with the following courses:

• Fundamentals of Citrix Cloud
• Intro to Citrix Identity and Authentication
• Moving from StoreFront to Workspace

The Citrix Education video library offers online video lessons that walk you through key deployment
tasks and troubleshooting the components that you usewith Citrix Cloud services. Learnmore about
tasks like installing Cloud Connectors and registering VDAs, as well as troubleshooting these compo‑
nents.

Service Level Agreement

June 19, 2024

Effective date: October 30, 2020

Citrix Cloud is designed using industry best practices to achieve a high degree of service availability.

This Service Level Agreement (SLA) describes Citrix’s commitment for Citrix Cloud Service availabil‑
ity. This SLA is part of the Cloud Software Group end user agreement (EULA) for covered services (
“Services”).

Citrix’s service commitment (“Service Commitment”) is to maintain at least 99.9%monthly uptime (
“Monthly Uptime”) on Services. Monthly Uptime is calculated by subtracting from 100% the percent‑
age of minutes during a full month of a Service in which the Service instance was in the state of “Un‑
available.”Services and the measure of availability for each are set forth in the table below. Monthly
Uptime percentage measurements exclude downtime resulting from:
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• Regularly scheduled maintenance windows.
• Customer’s failure to followconfiguration requirements for theServiceasdocumentedonhttps:
//docs.citrix.com, or abusive behavior, or faulty input.

• Customer’s use of a Service after Citrix advised Customer to modify Customer’s use of the Ser‑
vice, if Customer did not modify use.

• Caused by any component not managed by Citrix including, but not limited to, Customer con‑
trolled physical and virtual machines, Customer installed and maintained operating systems,
Customer installed and controlled software, networking equipment or other hardware; Cus‑
tomer defined and controlled security settings, group policies and other configuration policies;
public cloud provider failures, Internet Service Provider failures; or other Customer support fac‑
tors external to Citrix’control.

• Customer’s employees, agents, contractors, or vendors, or anyone gaining access by means of
Customer’s passwords or equipment, or otherwise resulting from Customer’s failure to follow
appropriate security practices.

• Customer’s attempts to perform operations that exceed Service entitlements.
• Service disruption due to Force Majeure, including, but not limited to, natural disasters, war or
acts of terrorism, or government actions.

No Service Commitment is offered for any Citrix trial, tech preview, Labs or Beta service.

Citrix offers Service Commitments to customers that:

• Have purchased the Services using a term based subscription (1 year minimum subscription
period).

• Haveat least a100unit subscription (1,000minimumforCitrixServiceProviders), per the license
model applicable to the Service, during the claim period.

Citrix Service Providers (CSPs) are eligible on October 1, 2018.

Per Service Availability Measures

Service Measure for Monthly Uptime

Citrix Analytics for Performance Time users can access and improve apps and
desktops performance.

Citrix Analytics for Security Time users can detect andmitigate user access
and activity risks.

NetScaler Console service Average time the Service is available across all
POPs.
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Service Measure for Monthly Uptime

Citrix Endpoint Management Time users can access their Citrix delivered
mobile apps and enrolled devices through the
Service.

Citrix Gateway Service for HDX Proxy Time users can access their app or desktop
session through the Service.

NetScaler Intelligent Traffic Management Time users can access traffic management
functionality through DNS queries or HTTP API
calls.

NetScaler SD‑WAN Orchestrator Time users can access their SD‑WAN
Orchestrator account andmanage their SD‑WAN
network through the Service.

Citrix Secure Private Access Time users can access their SaaS or internal web
app through the Service.

Citrix DaaS Time users can access their app or desktop
session through the Service.

Citrix Workspace Same as above for component services, but
includes availability for each. Credits may be
prorated if a claim relates to less than all
components.

Note:

Citrix DaaS is the new name for Citrix Virtual Apps service, Citrix Virtual Desktops service, and
Citrix Virtual Apps and Desktops service.

Service Commitment and Remedies

In the event Citrix fails tomeet the Service Commitment in at least 3 out of any 5 consecutivemonths
on or after the SLA Effective Date, the exclusive remedy is a 10% Service credit on amonth‑for‑month
basis, for those months that Citrix fails to meet the Service Commitment, applied to Customer’s next
annual Service extension in the immediate renewal period for the same Service and same number of
units as impacted.

• Monthly Uptime Percentage: > 99.9%
• Service Credit: 10% off for applicable months (presented to the Customer as a voucher)

To receive the above remedy, the customermust be in compliancewith the EULA and the failuremust
be reportedby the customerwithin thirty (30) days of the endof the lastmonthof the consecutive five‑
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month period for which a credit claim is to be made. For instructions to report possible violations of
this SLA, see CTX237141.

The requestmust identify the Service(s), define thedates, times anddurations ofUnavailability, along
with supporting logs or records that corroborate the Unavailability, and identify the affected users
and their locations, as well any technical support requested or remediation implemented. Only one
service credit will be issued per Service, for the applicable number of months, with a maximum of a
single 10% service credit for all months of the extension. Customer must present the voucher upon
purchase of the extension.

If you purchase the extension through a reseller, you will receive a credit through the reseller. The
credit we apply for a direct purchase, or pass to your reseller for an indirect purchase, will be based
on the pro‑rated, blended suggested retail price of the extension for the same number of units. Citrix
does not control resale pricing or resale credits. Credits do not include a right of offset on payments
due to Citrix or a reseller. Citrix will occasionally update these terms. When updates occur, Citrix will
also revise the publication date at the top of the Service Level Agreement. Any changes apply only to
your new Service purchases or Service extensions on or after the current publication date.

Third Party Notifications

October 20, 2023

• Citrix Cloud Third Party Notifications (PDF)
• Citrix Analytics Service Third Party Notifications (PDF)
• Citrix DaaS Third Party Notifications (PDF)
• Citrix DaaS Standard for Azure Third Party Notifications (PDF)
• Remote Browser Isolation (formerly Secure Browser) (PDF)
• Citrix Endpoint Management Third Party Notifications (PDF)
• Citrix Cloud Linux VDA Image Service Third Party Notices (PDF)
• Connector Appliance for Cloud Services Third Party Notices (PDF)
• Citrix Gateway Service Third Party Notices (PDF)
• Citrix Device Posture Service Third Party Notices (PDF)

Note:

Citrix DaaSwas formerly Citrix Virtual Apps and Desktops service. Citrix DaaS Standard for Azure
was formerly Citrix Virtual Apps and Desktops Standard for Azure.
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How to get help and support

March 19, 2024

This article describes how to troubleshoot and get help if you experience a problemwhen creating an
account or signing in to Citrix Cloudor another Citrixwebsite. This article also includes other self‑help
resources and guided support options.

Important:

If you experience an issue with signing in to Citrix website or enrolling in multifactor authentica‑
tion (MFA), review this article first for troubleshooting resources. If these resources don’t help
you resolve your issue, contact Citrix Customer Service at https://www.citrix.com/contact/cus
tomer‑service.html.

Creating an account

A Citrix account is required to access certain resources on the Citrix website, such as Citrix discussion
forums, training courses, certain product downloads, and Citrix Technical Support.

To create a new Citrix account for your company, contact Citrix using one of the followingmethods:

• Contact Citrix Customer Service.
• Contact a Citrix Partner or Citrix Sales office in your area.

If you already have a Citrix account, you can create a Citrix Cloud account and complete the onboard‑
ing process by completing the tasks described in Create a Citrix Cloud account.

If you encounter an issue when signing up for Citrix Cloud, contact Citrix Customer Service.

Signing in to Citrix websites and Citrix Cloud

If you’re having trouble signing in to a Citrix website with your Citrix account, use the following re‑
sources to troubleshoot:

• CTX228792: Troubleshooting login issues on Citrix websites
• CTX283814: Sign in issue after setting up Citrix account

I can’t set up MFA or I can’t authenticate with MFAwhen signing in tomy Citrix account

Refer to the following articles for troubleshooting information:

• CTX461297: How to Enroll into Multi Factor Authentication (MFA)

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 10

https://www.citrix.com/contact/customer-service.html
https://www.citrix.com/contact/customer-service.html
https://www.citrix.com/contact/customer-service.html
https://www.citrix.com/buy/partnerlocator/
https://www.citrix.com/contact/sales.html
https://docs.citrix.com/en-us/citrix-cloud/overview/signing-up-for-citrix-cloud/signing-up-for-citrix-cloud.html
https://www.citrix.com/contact/customer-service.html
https://support.citrix.com/article/CTX228792/troubleshooting-login-issues-on-citrix-websites
https://support.citrix.com/article/CTX283814/sign-in-issue-after-setting-up-citrix-account
https://support.citrix.com/article/CTX461297/how-to-enroll-into-multi-factor-authentication-mfa


Citrix Cloud

• CIX463758: How to recover access to your account

If you still can’t sign in with MFA, contact Citrix Customer Service at https://www.citrix.com/contact
/customer‑service.html.

How do I findmy Citrix account user name or reset my Citrix password?

Use the following steps to verify your Citrix account user name and reset your password.

1. Visit https://www.citrix.com/welcome/request‑password.html.
2. To verify your Citrix account user name:

a) Under Findmy account by, select Email.
b) Enter the email address associated with your Citrix account.

3. To reset your Citrix account password:

a) Under Findmy account by, selectUser name.
b) Enter your Citrix account user name.

4. Click Findmy account.

If Citrix finds your account using your email address, Citrix sends you an email with the user names
and company names associated with your email address. If Citrix finds your account using your Citrix
user name, Citrix sends you an email with instructions to reset your password.

If you don’t receive an email after several minutes, see Citrix emails aren’t appearing in my email
inbox in this article.

I can’t sign in to Citrix Cloud

• Make sure you sign in with the correct account credentials. To verify your account user name,
visit https://citrix.cloud.com/, select Forgot your username?, and enter your email address.
Citrix sends you an email with your account username.

• You might need to reset your password. Citrix Cloud prompts you to change your password if
you haven’t signed in recently or if your password isn’t strong enough. For more information,
see Changing your password in this article.

• Youmight need to sign in using a custom sign‑in URL. If your Citrix Cloud account uses Azure AD,
GoogleCloud Identity or SAML toauthenticate administrators, selectSign inwithmycompany
credentials and enter your company’s sign‑in URL. You can then enter your company creden‑
tials to access your company’s Citrix Cloud account. If you don’t know your company’s sign‑in
URL, contact your company’s administrator for assistance.

If you still can’t sign in to Citrix Cloud, contact Citrix Customer Service.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 11

https://support.citrix.com/article/CTX463758/how-to-recover-access-to-your-account
https://www.citrix.com/contact/customer-service.html
https://www.citrix.com/contact/customer-service.html
https://www.citrix.com/welcome/request-password.html
https://citrix.cloud.com/
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management/google-identity
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management/saml-identity.html
https://www.citrix.com/contact/customer-service.html


Citrix Cloud

Citrix emails aren’t appearing inmy email inbox

WhenCitrix sends you emails to verify your identity forMFA,when finding your Citrix account, orwhen
changing your password, the email typically arrives within a few minutes. If you don’t receive these
emails:

• Check the email address that’s registered for your Citrix account and verify that it’s correct. If
you recently changed your email address, the verification email might be sent to your old ad‑
dress.

• Theemailmighthavebeenaccidentally filtered. Check theSpamandTrash folders in youremail
client. Youcanalsosearchyouremail account foremails fromdonotreplynotifications@citrix
.com or cloud@citrix.com.

• Your firewall might have blocked the email. Ensure that the following addresses are listed as
trusted senders:

– donotreplynotifications@citrix.com
– cloud@citrix.com
– CustomerService@citrix.com

If you don’t receive the email after several minutes or you experience another issue with signing in,
contact Citrix Customer Service.

Multifactor authentication for Citrix and Citrix Cloud accounts

Citrix customers are required to sign in to their Citrix account and Citrix Cloud using MFA. Enrolling in
MFA occurs when:

• A new customer signs in to their Citrix account for the first time.
• A Citrix customer onboards a new Citrix Cloud account but hasn’t yet enrolled in MFA.
• A new administrator joins an existing Citrix Cloud account.

If you’re prompted to enroll in MFA when you sign in to your Citrix account or Citrix Cloud, follow the
steps in CTX461297: How to Enroll into Multi Factor Authentication (MFA).

Formore informationaboutMFA forCitrix accounts, seeCTX463482: Frequentlyaskedquestionswhen
setting up Multi‑Factor Authentication (MFA) on Citrix properties.

Account recovery

If you need help recovering your Citrix account credentials, see How do I find my Citrix account user
name or reset my Citrix password? in this article.
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If you need help recovering access to your Citrix Cloud account, you can use the recovery methods
you configured when you enrolled in MFA. These recovery methods include:

• A one‑time code that Citrix sends to your recovery email address.
• A backup code from the list that you generated during MFA enrollment.
• A phone call fromCitrix Support to your recovery phone number to verify your identity and help
you access your account. Setting up a recovery phone number is required during MFA enroll‑
ment.

To sign in with a recovery method:

1. From the Citrix account or Citrix Cloud sign‑in page, enter your user name and password and
then select Sign in.

2. When prompted for the code from your primary MFAmethod, selectUse a recoverymethod.

3. Select the recovery method you want to use, if applicable. If you have only one other recovery
method configured, besides a recovery phone number, Citrix prompts you to use that method
automatically.

4. If using your recovery email address, enter the one‑time code that Citrix sends and selectVerify.
If youdon’t receive the code for some time, selectRe‑sendemail. After verification, Citrix Cloud
signs you in.
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5. If using a backup code, enter the code when prompted and select Verify and continue. Citrix
Cloud signs you in and sends you an email to notify you that a backup code has been used and
the number of remaining valid backup codes. Note or delete the used backup code to ensure
that you don’t use it again.

6. If you’re not able to use your recovery email or backup codes:

a) Select Contact Citrix Support.
b) Complete the formwith the details of your issue. A Citrix Support representative contacts

you using your recovery phone number to verify your identity. Afterward, the representa‑
tive sends you a recovery code you can use to sign in.

c) Return to the Citrix Cloud sign‑in page and sign in using your Citrix Cloud credentials.
d) When prompted for a code, enter the recovery code you received from Citrix Support and

select Verify.

After you sign in, be sure to update your account recovery methods to avoid future sign‑in delays.

Update your MFA settings

You can update yourMFA access and recovery settings through yourMysettingspage. You can access
this page through your Citrix account or through Citrix Cloud.

To access yourMy settings page:

1. Sign in to your Citrix account or to Citrix Cloud.

2. From your Citrix account, visit https://accounts.cloud.com/core/profile.

3. In Citrix Cloud, selectMy settings from the top‑right menu.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 14

https://accounts.cloud.com/core/profile


Citrix Cloud

To change your MFA settings, refer to the following sections:

• Manage your primary MFAmethod
• Manage your MFA recovery methods

Changing your password

If you’ve forgotten your account password, select Forgot password? and enter your account user‑
name when prompted. Citrix sends an email to the email address on your account with a link to set
up a new password. If you don’t receive this email after several minutes, or if you need further assis‑
tance, contact Citrix Customer Service.

CitrixCloudmightpromptyou to reset yourpasswordwhenyouattempt to sign in. Thispromptoccurs
if:

• Your password doesn’t meet Citrix Cloud’s complexity requirements.
• Your password includes dictionary words.
• Your password is listed in a known database of compromised passwords.
• You haven’t signed in to Citrix Cloud in the last 60 days.

Passwords must be between 8 and 128 characters long and include:
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• At least one number
• At least one upper‑case letter
• At least one symbol: ! @ # $% ^ * ? + = ‑

When prompted, select Reset Password to create a new strong password for your account.

Cloud service health

The Citrix Cloud Health Dashboard (https://status.cloud.com) provides an overview of real‑time
availability of the Citrix Cloud platform and services in each geographical region. If you experience
any issues with Citrix Cloud, check the Cloud Health Dashboard to verify that Citrix Cloud or specific
services are operating normally.

For more information about the Cloud Health Dashboard, see Service health.

Citrix Cloud support forums

On theCitrix Cloud support forums you can get help, provide feedback and improvement suggestions,
view conversations from other users, or start your own topics.

Citrix support staffmembers track these forums and are ready to answer your questions. Other Citrix
Cloud community members can also offer help or join the discussion.

You don’t need to sign in to read forum topics. However, you must sign in to post or reply to a topic.
To sign in, use your existing Citrix account credentials, or use the email address and password you
provided when you created your Citrix Cloud account.

Support articles and documentation

Citrix provides substantial product and support content to help you get the most out of Citrix Cloud
and resolve issues youmight experience with Citrix products.

Citrix Support Knowledge Center

The Knowledge Center provides troubleshooting content as well as security bulletins and software
update notices for all Citrix products. Simply enter a search string to find relevant content. You can
filter results based on product and article type.
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Citrix Tech Zone

Citrix Tech Zone contains a information to help you learn more about Citrix Cloud and other Citrix
products. Here, you can find reference architectures, diagrams, videos, and technical papers that
provide insights for designing, building, and deploying Citrix technologies.

User Help Center

The Citrix User Help Center provides Citrix product documentation just for the end‑users in your or‑
ganization. The User Help Center provides instructions in an easy‑to‑read format for end‑user‑facing
products such as Citrix Workspace app and Citrix SSO. For end‑user documentation for ShareFile, see
Citrix Files apps on the ShareFile product documentation web site.

Technical Support

If you’re experiencing an issue that requires technical help, you can access the My Support portal to
open a support case or chat with a Citrix Technical Support representative.

To access the My Support portal, visit https://support.citrix.com/case/manage.

To access the portal from Citrix Cloud, you must have the Support Tickets permission. For more
information about administrator permissions, see Modify administrator permissions.

From the Citrix Cloud management console, you can access My Support using the following meth‑
ods:

• From theHelp icon near the top‑right of the screen, selectOpen a Ticket.
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• From the Citrix Cloudmenu at the top‑left of the screen, select Support Tickets.
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After selecting either of these options, select Go to My Support and then sign in with your Citrix ac‑
count credentials.
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After signing in, contact Citrix Technical Support using one of the following methods:

• Start a support case: SelectOpen a Case and then provide the details of the issue you’re expe‑
riencing.

• By telephone: Select Contact Support to view a list of local phone numbers you can use to call
Citrix Technical Support.

• Live Chat: Select Start chat in the lower‑right corner of the page to chat with a Citrix Technical
Support representative.
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Citrix Cloud service health

November 9, 2023

The Citrix Cloud Health Dashboard provides an overview of real‑time availability of the Citrix Cloud
platform and services in each geographical region. If you experience any issues with Citrix Cloud,
check the Cloud Health Dashboard to verify that Citrix Cloud or specific services are operating nor‑
mally.
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You can access the Cloud Health Dashboard using the following methods:

• Navigate to https://status.cloud.com through your web browser.

• Select Service Health from the Help menu in Citrix Cloud.
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Use the dashboard to learn more about the following conditions:

• The current health status of all Citrix Cloud services, grouped by geographical region
• The health history of each service for the last seven days
• Maintenance windows for specific services

You can also subscribe to notifications about events like maintenance windows and service
incidents.

View health andmaintenance status

Select Current Status to display the current health status of all Citrix Cloud services and platform
components in each geographical region.
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SelectHistory to display thehealth status of all Citrix Cloud services andplatformcomponents for the
last seven days. Select Show Affected Only to display only the services that have had maintenance
or health events in the last seven days.

SelectMaintenance to display a calendar view of servicemaintenance windows. SelectNext to view
maintenance events that are scheduled for futuremonths. SelectPrevious to return to events for the
current month.
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View service incident details

To viewmore detailed information about the service health incident for an affected service:

• From the History view, click the icon next to the service indicator to view more detailed infor‑
mation about the service health incident.
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• From the Maintenance view, click the service entry to view the status page for the scheduled
maintenance window.

Incident notification frequency

If a service health incident occurs, Citrix considers the following characteristics when posting to sta‑
tus.cloud.com:

• Duration of impact
• Frequency of impact
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As the incident is being addressed, Citrix posts the following types of notifications to the CloudHealth
Dashboard:

• Investigating: This notification indicates that Citrix has identified the issue as urgent and is
investigating the issue.

• Monitoring: This notification indicates that Citrix has identified the root cause and ismitigating
the issue.

• Resolved: This notification indicates that Citrix has resolved the issue and the service is re‑
stored to a healthy state.

While investigating and monitoring an incident, Citrix posts updates at 60 to 120 minute intervals.
These updates may include information such as:

• Additional details about the incident.
• A description of the actions Citrix is taking to resolve the incident.
• An indication that no new changes occurred since the last update.

When an incident is resolved, Citrix posts a final update. This update might indicate the incident has
been resolved and the service has been restored to a healthy state.

Subscribe to notifications

You can receive notifications about service health events using the following methods:

• Select Subscribe in the upper‑right of the dashboard and select the notification method you
want to use. You can select from several methods, including email and phone (as a text mes‑
sage).

• Enter the following URLs in your RSS reader to subscribe to the Citrix Cloud Health RSS feed:
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– To receive service incident and maintenance notifications in a single feed, subscribe to
https://status.cloud.com/?format=atom.

– To receive only service incident notifications, subscribe to https://status.cloud.
com/atom/incidents.

– To receive only maintenance notifications, subscribe to https://status.cloud.
com/atom/maintenances.

Subscribe to specific services in a region

1. Select Subscribe in the upper‑right corner of the dashboard and then select the notification
method you want to use.

2. Enter the contact details or URL for the chosen subscription method and select I accept terms
& services. Select Next. The Customizations page appears with Selected services selected
by default.

3. On the Customizations page, select the services in the regions that you want from the multi‑
page list.
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4. To receive only the first and last notifications for each incident, selectOnly sendme themini‑
mum number of notifications per incident.

5. Click Save.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 29



Citrix Cloud

Subscribe to specific groups of services

You can subscribe to notifications for all cloud services (for example, Analytics and DaaS) or all plat‑
form services (for example, the control plane and cloud APIs) in all regions.

1. Select Subscribe in the upper‑right corner of the dashboard and then select the notification
method you want to use.

2. Enter the contact details or URL for the chosen subscription method and select I accept terms
& services. Select Next. The Customizations page appears with Selected services selected
by default.

3. On the Customizations page, select Aggregate by groups.

4. Select either Citrix Cloud Services or Platform Services.

5. To receive only the first and last notifications for each incident, selectOnly sendme themini‑
mum number of notifications per incident.

6. Click Save.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 30



Citrix Cloud

Unsubscribe from notifications

Dependingon the subscriptionmethod, links tounsubscribeor changeyour subscriptionare included
in the confirmationmessage you receive (for example, when subscribing to phone notifications) or in
each notification message (for example, when you subscribe to email notifications). For example:

• Phone notification with subscription options:

• Notification email with subscription options

To unsubscribe from all notifications and remove all subscription methods:

1. Locate your subscription confirmation message or an existing notification and select the link
to unsubscribe. Some subscription methods might provide a single link to edit or cancel your
subscription.

2. Dependingonyour subscriptionmethod, useoneof the followingoptionson theEditSubscrip‑
tions page:

• Select Remove all subscriptions.
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• SelectUnsubscribe. From theUnsubscribemethods page, select Remove all subscrip‑
tions.

To unsubscribe from all notifications for a specific subscription method:

1. Locate your subscription confirmation message or an existing notification and select the link
to unsubscribe. Some subscription methods might provide a single link to edit or cancel your
subscription.

2. Dependingonyour subscriptionmethod, useoneof the followingoptionson theEditSubscrip‑
tions page:

• Select the subscription method you want to remove. Your subscription is removed imme‑
diately.

• Select Unsubscribe. From the Unsubscribe methods page, select the subscription
method you want to remove. Your subscription is removed immediately.

Change service notifications

1. Locate your subscription confirmationmessage or an existing notification and select the link to
edit your subscription. Some subscriptionmethodsmight provide a single link to edit or cancel
your subscription.

2. From the Edit Subscriptions page, select the subscription method that you want to manage.
3. On the Customizations page, select the services you want to be notified about or clear the ser‑

vices you no longer want notifications for, as needed.
4. Select Save.

System and Connectivity Requirements

June 19, 2024

Citrix Cloud provides administrative functions (through a web browser) and operational requests
(from other installed components) that connect to resources within your deployment. This article
describes the system requirements, required contactable Internet addresses, and considerations for
establishing connectivity between your resources and Citrix Cloud.

System requirements

Citrix Cloud requires the following minimum configuration:

• An Active Directory domain
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• Two physical or virtual machines, joined to your domain, for the Citrix Cloud Connector. For
more information, see Citrix Cloud Connector Technical Details.

• Physical or virtual machines, joined to your domain, for hosting workloads and other compo‑
nents suchasStoreFront. Formore informationabout systemrequirements for specific services,
refer to the Citrix documentation for each service.

For information about scale and size requirements, see Scale and size considerations for Cloud Con‑
nectors.

Supported web browsers

• Latest version of Google Chrome
• Latest version of Mozilla Firefox
• Latest version of Microsoft Edge
• Latest version of Apple Safari

Transport Layer Security requirements

Citrix Cloud supports Transport Layer Security (TLS) 1.2 for TCP‑based connections between compo‑
nents. Citrix Cloud doesn’t allow communication over TLS 1.0 or TLS 1.1.

To access Citrix Cloud, youmust use a browser that supports TLS 1.2 and have accepted cipher suites
configured. For more information, see Encryption and key management.

Citrix Cloudmanagement console

The Citrix Cloud management console is a web‑based console that you can access after signing in at
https://citrix.cloud.com. The web pages that make up the console might require other resources on
the Internet, either when signing in or at a later point when carrying out specific operations.

Proxy configuration

If you’re connecting through a proxy server, the management console operates using the same con‑
figuration applied to your web browser. The console operates within the user context, so any config‑
uration of proxy servers that require user authentication should work as expected.

Firewall configuration

For themanagement console tooperate, youmust haveport 443open for outboundconnections. You
can test general connectivity by navigating within the console. For more information about required
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ports, see Inbound and outbound ports configuration.

Console notifications

Themanagement console uses Pendo to display critical alerts, notifications about new features, and
in‑product guidance for some features and services. To ensure you can viewPendo contentwithin the
management console, Citrix recommends that the address https://citrix-cloud-content
.customer.pendo.io/ is contactable.

Services that display Pendo content include:

• Citrix Analytics
• Citrix DaaS
• Citrix Workspace

Pendo is a third‑party sub‑processor that Citrix uses to provide cloud and support services to Citrix
customers. For a complete list of these sub‑processors, see Sub‑Processors for Citrix Cloud& Support
Services and Citrix Affiliates.

Session time‑outs

After an administrator signs in to Citrix Cloud, the management console session times out after 72
hours have elapsed. This time‑out occurs regardless of console activity.

Configurable inactivity timeout for console

As a full‑access administrator, you can configure the duration of inactivity on the Citrix Cloud console
before administrators are automatically signed out. Once configured, the specified timeout period
will be applied to all administrators of the Citrix Cloud account.

When the feature is enabled, administratorswill be loggedout after the configuredperiodof inactivity,
and the session timeout will reset upon each subsequent login.
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When the feature is disabled, there is no inactivity timer, and administrators will be logged out only
when the 72‑hour session limit is reached.

Note:

• By default this feature is disabled.
• The configurable inactivity timeout is 10 minutes to 12 hours.
• The default inactivity timeout is 60 minutes.

License Server registration with Citrix Cloud

If you are registering your on‑premises Citrix License Server with Citrix Cloud to monitor usage of on‑
premises deployments, ensure that the following addresses are contactable:

• https://trust.citrixnetworkapi.net (for retrieving a code)
• https://trust.citrixworkspacesapi.net/ (for confirming the license server is reg‑
istered)

• https://cis.citrix.com (for data upload)
• https://core-eastus-release-a.citrixworkspacesapi.net
• https://core.citrixworkspacesapi.net
• ocsp.digicert.com port 80
• crl3.digicert.com port 80
• crl4.digicert.com port 80
• ocsp.entrust.net port 80
• crl.entrust.net port 80

If you are using a proxy server with Citrix License Server, ensure that the proxy server is configured as
described in Configure a proxy server in the Licensing product documentation.

Citrix Cloud Connector

The Citrix Cloud Connector is a software package that deploys a set of services that run on Microsoft
Windows servers. Themachine hosting the Cloud Connector resides within the networkwhere the re‑
sources that you use with Citrix Cloud reside. The Cloud Connector connects to Citrix Cloud, allowing
it to operate andmanage your resources as needed.

For requirements for installing the Cloud Connector, see System requirements. To operate, the Cloud
Connector requires outbound connectivity on port 443. After installation, the Cloud Connectormight
have additional access requirements depending on the Citrix Cloud service with which it is being
used.
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The machine hosting the Cloud Connector must have stable network connectivity with Citrix Cloud.
Networking components must support HTTPS and long‑lived secure web sockets. If a timeout is con‑
figured in the networking components, it must be greater than 2minutes.

For help with troubleshooting connectivity between the Cloud Connector and Citrix Cloud, use the
Cloud Connector Connectivity Check Utility. This utility runs a series of checks on the Cloud Connec‑
tor machine to verify it can reach Citrix Cloud and related services. If you use a proxy server in your
environment, all connectivity checks are tunneled through your proxy server. To download the utility,
see CTX260337 in the Citrix Support Knowledge Center.

Cloud Connector common service connectivity requirements

Connecting to the Internet fromyourdata centers requiresopeningport 443 tooutboundconnections.
However, to operate within environments containing an Internet proxy server or firewall restrictions,
further configurationmightbeneeded. Formore information, seeCloudConnectorProxyandFirewall
Configuration.

The addresses for each service in this article must be contactable to properly operate and consume
the service. The following list includes theaddresses that are common tomostCitrix Cloud services:

• https://*.citrixworkspacesapi.net (provides access to Citrix Cloud APIs that the
services use)

• https://*.cloud.com (provides access to the Citrix Cloud sign‑in interface)
• https://*.blob.core.windows.net (provides access to Azure Blob Storage, which
stores updates for Citrix Cloud Connector)

• https://*.servicebus.windows.net (provides access to Azure Service Bus, which is
used for logging and the Active Directory agent)

These addresses are provided only as domain names because Citrix Cloud services are dynamic and
their IP addresses are subject to routine changes.

As a best practice, use Group Policy to configure and manage these addresses. Also, configure only
the addresses that are applicable to the services that you and your end‑users are consuming.

If you are using Citrix Cloud with Citrix License Server to register your on‑premises products, see
License Server registration with Citrix Cloud in this article for additional required contactable ad‑
dresses.

Allowed FQDNs for Cloud Connector

To help you ensure that all the required fully qualified domain names (FQDNs) are allowed through
your firewall, Citrix provides the following resources:
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• allowlist.json
• CTX270584: Citrix Gateway Service –Points of Presence (PoPs)

When configuring your firewall, consult both of these resources to verify that the FQDNs that your
service deployment requires are allowed.

Local Host Cache (High Availability Service) When using Local Host Cache (LHC) in Connec‑
tors, ensure that the Connectors can reach the election endpoint of every other connector in
the resource location. The election endpoint is on port 80 and can be accessed through the
following URL: http://<FQDN_OR_IP_OF_PEER_CONNECTOR>/Citrix/CdsController
/ISecondaryBrokerElection.

If Connectors are unable to communicate at this address, multiple brokers are elected during an LHC
event, which can result in intermittent virtual app and desktop launch failures. Formore information,
see Resource Locations with Multiple Cloud Connectors.

Adaptive Authentication When using the Cloud Connector for connectivity to an Adaptive Authen‑
tication service, you must allow your Citrix Cloud Connector to access the domain or URL you’ve re‑
served for the Adaptive Authentication instance. For example, allow https://aauth.xyz.com.
For more information, see Adaptive Authentication.

Allowlist.json The allowlist.json file is located at https://fqdnallowlistsa.blob.core.windows.net/
fqdnallowlist‑commercial/allowlist.json and lists the FQDNs that the Cloud Connector accesses. This
list is grouped by product and includes a change log for each group of FQDNs.

Some of these FQDNs are specific to a customer and include templated sections in angular brackets.
These templated sections must be replaced with the actual values before use. For example, for <
CUSTOMER_ID>.xendesktop.net, you replace <CUSTOMER_ID> with the actual customer ID
for your Citrix Cloud account. You can find the customer ID in the following console locations:

• In the top‑right corner of the screen, beneath the customer name for your Citrix Cloud account.

• On the Account Settings page, under Citrix Cloud Customer ID (CCID).
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• On the Secure Clients tab Identity and Access Management > API Access > Secure Clients.

Gateway Service Points of Presence Some of the FQDNs included in the allowlist.json file are also
included in CTX270584: Citrix Gateway Service –Points of Presence (PoPs). However, CTX270584 also
includes FQDNs that clients access, such as the following:

• global‑s.g.nssvc.net
• azure‑s.g.nssvc.net

Certificate validation

Cloud Connector binaries and endpoints that the Cloud Connector contacts are protected by X.509
certificates that are verified when the software is installed. To validate these certificates, each Cloud
Connector machine must meet certain requirements. For a full list of these requirements, see Certifi‑
cate validation requirements.
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SSL Decryption

Enabling SSL decryption on certain proxies might prevent the Cloud Connector from connecting suc‑
cessfully to Citrix Cloud. For more information about resolving this issue, see CTX221535.

Citrix Connector Appliance for Cloud Services

The Connector Appliance is an appliance that you can deploy in your hypervisor. The hypervisor host‑
ing the Connector Appliance resides within the network where the resources that you use with Citrix
Cloud reside. The Connector Appliance connects to Citrix Cloud, allowing it to operate and manage
your resources as needed.

For requirements for installing the Connector Appliance, see System requirements.

Tooperate, theConnectorAppliance requiresoutboundconnectivityonport 443. However, tooperate
within environments containing an Internet proxy server or firewall restrictions, further configuration
might be needed.

To properly operate and consume the Citrix Cloud services, the following addresses must be con‑
tactable:

• https://*.cloud.com

• https://*.citrixworkspacesapi.net

• https://*.citrixnetworkapi.net

• https://*.*.nssvc.net

Customers who can’t enable all sub‑domains can use the following addresses instead

– https://*.g.nssvc.net
– https://*.c.nssvc.net

• https://*.servicebus.windows.net

• https://iwsprodeastusuniconacr.azurecr.io

• https://iwsprodeastusuniconacr.eastus.data.azurecr.io

Network requirements

Ensure that your Connector Appliance environment has the following configuration:

• Either the network allows the Connector Appliance to use DHCP to get DNS andNTP servers, an
IP address, a host name, and a domain name or you can manually set the network settings in
the Connector Appliance console.
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• The network is not configured to use the link‑local IP ranges 169.254.0.1/24, 169.254.64.0/18 or
169.254.192.0/18, which are used internally by the Connector Appliance.

• Either the hypervisor clock is set to Coordinated Universal Time (UTC) and is synchronizedwith
a time server or DHCP provides NTP server information to the Connector Appliance.

• If you use a proxy with Connector Appliance, the proxy must be unauthenticated or use basic
authentication.

Citrix Analytics service connectivity

• For in‑product messages including new features and critical communications: https://
citrix-cloud-content.customer.pendo.io/

• Additional requirements: Prerequisites

For more information about onboarding data sources to the service, see Supported data sources.

Console service connectivity

For complete Internet connectivity requirements, see Supported ports in the NetScaler product doc‑
umentation.

Citrix DaaS service connectivity

Citrix resource location / Cloud Connector:

• Cloud Connector common service connectivity requirements
• https://[customerid].xendesktop.net, where [customerid] is the customer ID
parameter displayed on the Secure Clients tab (Identity and Access Management > API Ac‑
cess > Secure Clients) of the Citrix Cloudmanagement console.

– Customers using Citrix Virtual Apps Essentials need to use https://*.xendesktop.
net instead.

• Customers using Quick Deploy to install Citrix DaaS need to make these additional addresses
contactable:

– https://*.apps.cloud.com
– The AzureCloud service tag

• https://*.*.nssvc.net

– Customers who can’t enable all subdomains can use the following addresses instead:

* https://*.g.nssvc.net
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* https://*.c.nssvc.net

For an overview of how the Cloud Connector communicates with the service, refer to the Citrix DaaS
diagram on the Citrix Tech Zone website.

Administration console:

• https://*.citrixworkspacesapi.net (Not required for Rendezvous protocol)
• https://*.citrixnetworkapi.net (Not required for Rendezvous protocol)
• https://*.cloud.com (Not required for Rendezvous protocol)
• https://[customerid].xendesktop.net, where [customerid] is the customer ID
parameter displayed on the Secure Clients tab (Identity and Access Management > API Ac‑
cess > Secure Clients) of the Citrix Cloudmanagement console.

– Customers using Citrix Virtual Apps Essentials need to use https://*.xendesktop.
net instead.

• https://*.*.nssvc.net (Not required for Citrix DaaS Standard for Azure)

– Customers who can’t enable all sub‑domains can use the following addresses instead:

* https://*.g.nssvc.net

* https://*.c.nssvc.net

• For in‑product messages including new features and critical communications: https://
citrix-cloud-content.customer.pendo.io/

Rendezvous protocol

When using the Citrix Gateway Service, the Rendezvous protocol allows VDAs to bypass the Citrix
Cloud Connectors to connect directly and securely with the Citrix Cloud control plane.

Regardless of theprotocol version you’re using, VDAsmust be able to contact the addresses for the ad‑
ministration console listed above, unless otherwise noted. For a complete list of the requirements for
the Rendezvous protocol, refer to the following sections of the Citrix DaaS product documentation:

• Rendezvous V1
• Rendezvous V2

Local Host Cache requirement

If your firewall performs packet inspection and you want to use the Local Host Cache feature, ensure
that your firewall accepts XMLandSOAP traffic. This feature requires the ability todownloadMDF files,
which occurs when the Cloud Connector synchronizes configuration data with Citrix Cloud. These
files are delivered to the Cloud Connector through XML and SOAP traffic. If the firewall blocks this
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traffic, the synchronization between the Cloud Connector and Citrix Cloud fails. If an outage occurs,
users can’t continue working because the configuration data residing on the Cloud Connector is out‑
of‑date.

For more information about this feature, see Local Host Cache in the Citrix DaaS product documenta‑
tion.

VDA upgrade requirement

Using the Full Configuration interface of Citrix DaaS, you can upgrade VDAs on a per‑catalog or a per‑
machine basis. You can upgrade them immediately or at a scheduled time. For more information
about the VDA upgrade feature, see Upgrade VDAs using the Full Configuration interface.

When using the feature, make sure that youmeet the following connectivity requirements:

• The following Azure CDN URLs have been added to the allow list. The feature downloads the
VDA installers from the Azure CDN endpoints.

– Production ‑ United States (US): https://prod-us-vus-storage-endpoint.
azureedge.net/*

– Production ‑ European Union (EU): https://prod-eu-vus-storage-endpoint.
azureedge.net/*

– Production ‑ Asia Pacific South (APS): https://prod-aps-vus-storage-
endpoint.azureedge.net/*

– Production ‑ Japan (JP):https://prod-jp-vus-storage-endpoint.azureedge
.net/*

• The feature verifies that the VDA installer is signed by a valid certificate. Make sure that the
following URLs have been added to the allow list for certificate validity and revocation check:

– http://crl3.digicert.com/*
– http://crl4.digicert.com/*
– http://ocsp.digicert.com/*
– http://cacerts.digicert.com/*

• The feature requires VDA Upgrade Agent to work. The VDA Upgrade Agent running on the VDA
communicateswithCitrixDaaS.Make sure that the followingURLshavebeenadded to theallow
list:

– https://[customerId].xendesktop.net/citrix/VdaUpdateService/*,
where [customerid] is the customer ID parameter displayed on the Secure Clients
tab (Identity and Access Management > API Access > Secure Clients) of the Citrix Cloud
management console.

– http://xendesktop.net/citrix/VdaUpdateService/*
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Endpoint Management service connectivity

Citrix resource location / Cloud Connector:

• Cloud Connector common service connectivity requirements
• Additional requirements: /en‑us/citrix‑endpoint‑management/endpoint‑management.html

Administration console:

• https://*.citrix.com
• https://*.citrixworkspacesapi.net
• https://*.cloud.com
• https://*.blob.core.windows.net
• Additional requirements: /en‑us/citrix‑endpoint‑management/endpoint‑management.html

Citrix Gateway service connectivity

• Cloud Connector common service connectivity requirements
• https://*.*.nssvc.net

– Customers who can’t enable all subdomains can use the following addresses instead:

* https://*.g.nssvc.net

* https://*.c.nssvc.net

Important:

SSL interception cannot be performed on Citrix Gateway addresses. Enabling SSL interception
on certain proxies might prevent the Cloud Connector from connecting successfully to Citrix
Cloud.

NetScaler Intelligent Traffic Management service connectivity

• https://*.cedexis-test.com
• https://*.citm-test.com
• https://cedexis.com
• https://cedexis-radar.net

SD‑WAN Orchestrator service connectivity

For complete Internet connectivity requirements, see Prerequisites for Citrix SD‑WAN Orchestrator
service usage.
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Remote Browser Isolation (formerly Secure Browser) service connectivity

Citrix resource location / Cloud Connector:

Cloud Connector common service connectivity requirements

Administration console:

• https://*.cloud.com
• https://*.citrixworkspacesapi.net
• https://browser-release-a.azureedge.net
• https://browser-release-b.azureedge.net

Citrix Secure Private Access service connectivity

• https://*.netscalergateway.net
• https://*.*.nssvc.net

– Customers who can’t enable all subdomains can use the following addresses instead:

* https://*.g.nssvc.net

* https://*.c.nssvc.net

Citrix Workspace service connectivity

• https://*.cloud.com
• https://*.citrixdata.com
• For in‑product messages including new features and critical communications: https://
citrix-cloud-content.customer.pendo.io/

Global App Configuration service connectivity

https://discovery.cem.cloud.us

For more information about this service, refer to the following resources:

• Customize Workspace app settings ‑ Citrix Workspace product documentation
• Global App Configuration service ‑ Citrix Developer documentation

Citrix Workspace app connectivity

Add the following URLs to your allow list:
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• https://*.cloud.com
• Identity provider address. Refer to instructions in the corresponding identity provider docu‑
mentation.

• https://*.wsp.cloud.com

For specific URLs, allow access to the following addresses:

• <yourcustomer>.cloud.com

Citrix Secure Private Access

• ngspolicy.netscalergateway.net
• config.netscalergateway.net
• app.netscalergateway.net
• http://tunnel.netscalergateway.net/

Global App Configuration Service

Refer to Global App Configuration service connectivity in this article.

Authentication

• accounts.cloud.com
• accounts-dsauthweb.cloud.com

Ensure that your identity provider URLs are also accessible from your end user devices.

Citrix Analytics Service

• locus.analytics.cloud.com

Enable access to the appropriate URL from the following list, depending on your location:

• US: citrixanalyticseh.servicebus.windows.net
• EU: citrixanalyticseheu.servicebus.windows.net
• APS: citrixanalyticsehaps.servicebus.windows.net

Workspace graphical interface assets

• ctx-ws-assets.cloud.com
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Personalization, notifications, and feature rollout

• customer-interface-personalization.us.wsp.cloud.com
• user-personalization.us.wsp.cloud.com
• admin-notification.us.wsp.cloud.com
• customer-interface-personalization.eu.wsp.cloud.com
• user-personalization.eu.wsp.cloud.com
• admin-notification.eu.wsp.cloud.com
• customer-interface-personalization.ap-s.wsp.cloud.com
• user-personalization.ap-s.wsp.cloud.com
• admin-notification.ap-s.wsp.cloud.com
• feature-rollout.us.wsp.cloud.com
• feature-rollout.eu.wsp.cloud.com
• feature-rollout.ap-s.wsp.cloud.com

Device registration service

• device-registration.us.wsp.cloud.com
• device-registration.eu.wsp.cloud.com
• device-registration.ap-s.wsp.cloud.com

Push notification service

• push-events-signalr.us.wsp.cloud.com
• push-events-signalr.eu.wsp.cloud.com
• push-events-signalr.ap-s.wsp.cloud.com

Citrix Gateway service

• https://*.g.nssvc.net

Workspace single sign‑on with Citrix Federated Authentication Service (FAS)

The console and FAS service access the following addresses using the user’s account and theNetwork
Service account, respectively.

• FAS administration console, under the user’s account:

– https://*.cloud.com
– https://*.citrixworkspacesapi.net
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– https://*.citrixnetworkapi.net/
– Addresses required by a third party identity provider, if one is used in your environment

• FAS service, under the Network Service account:

– https://*.citrixworkspacesapi.net
– https://*.citrixnetworkapi.net/

If your environment includes proxy servers, configure the user proxy with the addresses for the FAS
administration console. Also, ensure that the address for the Network Service account is configured
as appropriate for your environment.

If you are using Active Directory or Active Directory and a time‑based one‑time password (TOTP) as
your identity provider for the Citrix Workspace app, you must also whitelist login.cloud.com. If
you are using other identity providers, allow identity provider URLs separately.

CAS event hub URLs are also geo specific. citrixanalyticseh‑alias.servicebus.windows.net

Workspace Environment Management service connectivity

Citrix resource location / Cloud Connector / Agent:

https://*.wem.cloud.com

For complete requirements, see Connectivity prerequisites in the Workspace Environment Manage‑
ment service documentation.

Plan your deployment

September 21, 2023

For a customer journey perspective, go to the Citrix Success Center. The Success Center provides
guidance for the five key stages of your Citrix journey: plan, build, roll out,manage, and optimize. The
Success Center articles and guides are a companion to this documentation, offering a broad solution‑
based perspective.

Service trials and subscriptions

Citrix Cloud offers trials for most cloud services. Trials have the same features and functions as paid
services, so they’re suitable for a proof‑of‑concept or pilot deployment. For more information, see
Citrix Cloud Service Trials.
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In general, paid service entitlements can have a monthly, annual, or termed duration. As the entitle‑
ment nears its end, Citrix Cloud sends reminders and provides a grace period so you can renew your
entitlement without undue service interruptions. For more information about renewing your entitle‑
ments, see Extend Citrix Cloud service subscriptions.

Regions and service presence

Citrix Cloud provides services in three regions: United States, EuropeanUnion, and Asia Pacific South.
When you sign up for Citrix Cloud, you must choose the region that best suits your performance and
business needs.

To learn more about selecting a region and the services that are available in each region, see Geo‑
graphical Considerations.

Deployment resources

• Citrix Cloud Resiliency
• Tech Zone Proof of Concept guides
• Tech Zone Reference Architectures
• Scale and size considerations for Cloud Connectors
• Scale and size considerations for Local Host Cache
• On‑premises StoreFront Authentication Reference Architectures for Citrix DaaS

Migration resources

• Proof of Concept: Automated Configuration Tool
• Migrating Citrix Virtual Apps and Desktops on‑premises to Citrix Cloud
• Migrating Citrix Virtual Apps and Desktops from VMware vSphere to Citrix DaaS on Microsoft
Azure

• Migration from Android Device Administrator to Android Enterprise with Citrix Endpoint Man‑
agement

More information

• Citrix Discussions: Citrix Cloud: Community support forums for Citrix Cloud and Citrix cloud
services

• Citrix Training:

– Fundamentals of Citrix Cloud
– Introduction to Citrix Identity and Authentication
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Citrix Cloud Service Trials

June 7, 2024

Trials for individual Citrix Cloud services are delivered through the Citrix Cloudmanagement console.
The functionality in a service trial is the same as the purchased service, so they’re suitable for a proof‑
of‑concept (POC) or pilot deployment.

When you’re ready to buy Citrix Cloud services, your trial is converted to a production service. There’
s no need to reconfigure anything or create a separate production account.

Service trial overview

The information in this section applies to most Citrix Cloud service trials. Services with different trial
terms are described in separate sections.

Citrix Cloud Trial

Number of subscribers allowed 25

Maximum length of trial 60 calendar days

Grace period 14 days after trial expiration

Data retention period 90 calendar days after trial
expiration

Availability Restricted availability

Resource location Customer provided and
configured

User session length Unlimited

Local Microsoft Active Directory
integration

Yes

Choice of resource locations Yes

Deploy to on‑premises Yes

Citrix DaaS (formerly Citrix
Virtual Apps and Desktops
service)

Full feature set

Endpoint Management Full feature set

Customizable Yes
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Requesting a service trial

Citrix Cloud trial access is managed on a per‑service basis. For some services, you can request a trial
as described in Request a service trial in this article. For other services, you must request a demo
before you receive trial access, as described in Request a service demo in this article.

Service trial period

Formost services, you have 60 days to try out the service after your trial request is approved. You can
request a trial for a service only once.

Purchasing service subscriptions

You can buy a service subscription at any time during your trial or during the data retention period.
For more information, see Buy Citrix Cloud services.

After you buy a subscription, your trial is converted to a production service. Administrators and users
can access the service and any data that you added during the trial remains intact.

Citrix DaaS Standard for Azure

This section describes the following types of trials for Citrix DaaS Standard for Azure (formerly Citrix
Virtual Apps and Desktops Standard for Azure):

• Auto‑approved trial: After you request the trial through the Citrix Cloudmanagement console,
the trial is approved automatically and ready to use.

• Sales‑approved trial: After you contact a Citrix sales representative to request a trial, the sales
representative approves the trial. After approval, the trial is ready to use.

Auto‑approved trial Sales‑approved trial

Maximum length of
trial

7 calendar days 14 calendar days

Grace period 1 calendar day after
trial expiration

14 calendar days after
trial expiration

Data retention period 30 calendar days after
trial expiration

90 calendar days after
trial expiration

Depending on the trial type, you have seven or 14 days to use the service. You can request a trial for
the service only once.
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Trials include a grace period for accessing the service after the trial period expires. This grace period
allows you to buy a subscription to the service or remove any data that you added. After the grace
period ends, Citrix blocks access to the service for both administrators and users.

Depending on the trial type, Citrix retains any data that you add to the service for 30 days or 90 days
after the trial expires. If you buy a subscription to the service during this retention period, administra‑
tors and users can access the service with your data intact.

You can buy a subscription to the service through the Azure Marketplace or by contacting your Citrix
sales representative.

Request a service demo

For some services, youmust request a demo from a Citrix sales representative before you can try out
the service. Requesting a demo allows you to discuss your organization’s cloud service needs with a
Citrix sales representative. Also, the sales representative ensures youhave all the information needed
to use the service successfully.

1. Sign in to your Citrix Cloud account.
2. From the management console, select Request Demo for the service that you want. The ser‑

vice’s demo request page appears.
3. Complete and submit the form. A Citrix sales representative contacts you to providemore infor‑

mation and walk you through using the service.

Request a service trial

1. Sign in to your Citrix Cloud account.
2. From themanagement console, select Request Trial for the service that you want to try out.

When your trial is approved and ready to use, Citrix sends you an email notification.

Note:

To provide the best customer experience, Citrix reserves the right to approve trials for a limited
number of participants at any given time.

Buy Citrix Cloud services

When you’re ready to convert your trial to a production service, visit https://www.citrix.com/buy/ to
find a local Citrix partner.
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To buy the service, you need your Organization ID (OrgID). Your OrgID appears on the customermenu
in the top‑right corner of the Citrix Cloud management console. Your OrgID also appears on the Ac‑
count Settings page.

More information

• Terms of Service for Citrix Cloud services
• The Fundamentals of Citrix Cloud course includes a short video that walks you through request‑
ing a trial. The full course also covers the components of the Citrix Cloud platform and its ser‑
vices.

Extend Citrix Cloud service subscriptions

June 7, 2024

This article describes how purchased subscriptions for Citrix Cloud services expire and how you can
extend your subscription.

In this article,monthly subscriptions refer to services that are purchased on a month‑to‑month basis.
Annual subscriptions refer to services that are purchased on a yearly basis. Multiannual subscriptions
refer to services that are purchased on amulti‑yearly basis.

Note:

Citrix Service Providers (CSPs) can extend their subscriptions by submitting a zero‑dollar pur‑
chase order to their CSP distributor. For more information about CSP product renewals and li‑
censing, refer to the Citrix Service Provider Licensing Guide for Citrix Cloud, available through the
Citrix Partner Central web site.

Before expiration

For monthly subscriptions, Citrix Cloud does not send notifications prior to expiration.
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For annual and multiannual subscriptions, Citrix Cloud notifies you at certain intervals when your
existing subscription approaches expiration. These notifications alert you to extend the subscription
and avoid service interruption. The following notifications appear in the Citrix Cloud management
console:

• 90 days before expiration: A yellow banner appears, showing the services that need to be ex‑
tended and their expiration dates. This notification appears in the console every seven days or
until the service is extended.

• Seven days before expiration: A red banner appears, showing the services that need to be ex‑
tended and their expiration dates. This notification appears in the console until the service is
extended or the 30‑day expiration grace period elapses.

You candismiss these notificationswhen they appear; however, theywill reappear after sevendays.

Citrix also sends you an email notification that includes a list of the services that need to be extended
and their expiration dates. Citrix sends this notification at the following intervals:

• 90 days before expiration
• 60 days before expiration
• 30 days before expiration
• Seven days before expiration
• One day before expiration

After expiration: Service block and data retention

If the service subscription is not extended during the grace period, Citrix blocks access to the service
in the following manner:

• For expired monthly subscriptions, administrators and users are blocked from access after five
days past the expiration date.

• For expired annual and multiannual subscriptions, administrators and users are blocked from
access after 30 days past the expiration date.

Citrix retains any data that you added to the service for 90 days after the service expiration date. If you
extend your subscription before the 90‑day retention period ends, your administrators and users can
access the service with your data intact. Your extended subscription starts as follows:

• For monthly subscriptions, the start date of your first month’s subscription is the date you pur‑
chase the extension. Afterward, your subscription automatically renews on the first day of each
subsequent month.

• For annual and multiannual subscriptions, the start date of your extended subscription is the
day immediately following the date of expiration. For example, if your subscription expires on
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September 30, and you extend the subscription on October 23, the start date of the extended
subscription is October 1.

If you don’t extend your subscription before the 90‑day retention period ends, Citrix resets the service
and deletes any data that you added. If you agreed to allow Citrix to manage your cloud deployment
(for example, when using Citrix Essentials services or the Azure Quick Deploy option in Citrix DaaS),
Citrix performs the following actions after the 90‑day retention period ends:

• Removes all customer‑related data from Citrix databases.
• Deletes all resources related to Citrix Cloud services, including Citrix‑managed VMs, that Citrix
provisioned in your cloud environment. For a description of the Citrix‑managed components
that are included in specific Citrix Cloud services, refer to the service’s documentation.

Customer‑managed Azure subscriptions

If you are using your own Azure subscription with a Citrix Cloud service, the service installs an app
when you connect your Azure subscription to the service. If you don’t extend your Citrix Cloud service
subscription, Citrix does not remove this app from your Azure subscription after the 90‑day retention
period ends. Youmust delete this app to remove the service completely from your Azure subscription.
You can delete the app using one of the following methods:

• If administrators are not yet blocked from accessing the service, delete this app fromwithin the
service.

• If administrators are blocked from accessing the service, delete this app from within the Azure
portal.

Purchase service extensions

To extend your subscription to Citrix Cloud services, contact your Citrix sales representative. To find
your sales representative, use the following steps:

1. Sign in to your Citrix account.
2. SelectQuoting (DOTI) and then select Transactions. Your sales representative and their email

address are displayed near the top of this view.

Alternatively, visit the Citrix Customer Service page for contact information in your geographical re‑
gion.

To complete the purchase, your sales representative needs the Organization ID for your Citrix Cloud
account. To find your Organization ID, sign in to your Citrix Cloud account. Your Organization ID is
displayed in the following places:

• In the customer menu, in the upper‑right corner of the Citrix Cloud console.
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• On the Account Settings page.

Geographical Considerations

June 20, 2024

This article discusses the commercial regions that Citrix Cloud uses and the presence of Citrix Cloud
commercial services within each region.

For more information about the geographical regions and service presence for Citrix’s public‑sector
and dedicated cloud platforms, see Other cloud platforms from Citrix.

Choose a region

When your organization is onboarded to Citrix Cloud and you sign in for the first time, you are asked
to choose one of the following regions:

• United States
• European Union
• Asia Pacific South

When you select a region, services hosted in that geographic region are used for actions associated
with the organization where possible. Pick a region that maps to where most of your users and re‑
sources are located.
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Important notes:

• You can choose a region only once, when your organization is onboarded. You cannot
change your region later.

• If you are located in one region and use a service in another region, any performance im‑
pacts are minimal. Citrix Cloud services are designed to be used on a global basis. For
example, customers in the US that have users and connectors in Australia will see minimal
impact from latency.

• If Citrix Cloud is not supported in your region, pick a region that is closest to wheremost of
your users and resources are located.

Service presence in each region

Most Citrix Cloud services are globally replicated. The region you select indicates a preference for
where connections must be made. However, connections might still be made to other geographical

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 56



Citrix Cloud

regions. When a service is globally replicated, all the data of that service is stored in all regions.

Similarly, your data might be processed on a global basis by Citrix affiliates or subprocessors as nec‑
essary to perform the services.

Certain services have dedicated regional instances. Some services have US‑based instances only. In
these cases, connections and data are contained within the geographic region.

Where a service is not available in the region that you selected for your organization, certain informa‑
tion (such as authentication data) might be transferred between regions as needed.

Service US EU Asia Pacific South Notes

Citrix Cloud
control plane

Yes Yes Yes

Citrix Analytics
for Security

Yes Yes Yes

Citrix Analytics
for Performance

Yes Yes Yes

NetScaler
Console (formerly
Application
Delivery
Management)

Yes Yes Yes See Low‑touch
onboarding of
NetScaler
instances using
Console Advisory
Connect in this
article.
For Console
on‑prem
telemetry
program, see
here.

Citrix DaaS
(formerly Virtual
Apps and
Desktops service)

Yes Yes Yes Service uses the
Citrix Cloud
region.

Citrix DaaS
Standard for
Azure (formerly
Virtual Apps and
Desktops
Standard for
Azure)

Yes Yes Yes Service uses the
Citrix Cloud
region.
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Service US EU Asia Pacific South Notes

Citrix DaaS
Standard for
Google Cloud
(formerly Virtual
Apps and
Desktops
Standard for
Google Cloud)

Yes No (Uses US
region)

No (Uses US region)

Citrix DaaS
Premium for
Google Cloud
(formerly Virtual
Apps and
Desktops
Premium for
Google Cloud)

Yes No (Uses US
region)

No (Uses US region)

Citrix Endpoint
Management

Yes Yes Yes Select from
multiple
locations across
multiple regions.
See Endpoint
Management
service locations
in this article.

Remote Browser
Isolation Service

Yes Yes Yes Service uses the
Citrix Cloud
region.

SD‑WAN
Orchestrator

Yes Yes Yes

Citrix Secure
Internet Access
Nodes/POP

Multiple WW
nodes; traffic
routed as needed
to ensure the
best experience

Multiple WW
nodes; traffic
routed as needed
to ensure the
best experience

Multiple WW
nodes; traffic
routed as needed
to ensure the
best experience

See Secure
Internet Access
service locations
in this article.
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Service US EU Asia Pacific South Notes

Citrix Secure
Private Access

Globally
replicated

Globally
replicated

Globally
replicated

See Secure
Private Access
points of
presence in this
article.

Session
Recording service

Yes Yes Yes

Citrix Virtual Apps
Essentials

Yes Yes Yes Service uses the
Citrix Cloud
region.

Citrix Virtual
Desktops
Essentials

Yes Yes Yes Service uses the
Citrix Cloud
region.

Web App Firewall Yes Yes No (Uses US region)

Workspace
Environment
Management;
Citrix
Optimization
Pack

Yes Yes Yes

Networking
services

Yes No (Uses US
region)

No (Uses US region)

License Usage
Insights (CSPs
only)

Globally
replicated

Globally
replicated

Globally replicated

Citrix Gateway
Service Access
Nodes/POP

Multiple WW
nodes; traffic
routed as needed
to ensure the
best experience

Multiple WW
nodes; traffic
routed as needed
to ensure the
best experience

Multiple WW
nodes; traffic
routed as needed
to ensure the
best experience

You can configure
resource
locations to
enable user
traffic routed to
specific regions.
For more
information, see
Geo‑location
Routing ‑ Preview
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Note:

Certain regional Services may be delivered with entitlements to non‑regional component Ser‑
vices set forth elsewhere in the table above, andmay be used at the customer’s election.

Citrix Cloud Services use the customer’s designated region to store Customer Content and Logs,
except with select Logs collected by Citrix sub‑processors or for which non‑regional storage is
necessary for performance of the service, including for support or troubleshooting, monitoring
performance, security, auditing, and to allow for cross‑region authentication (such as when an
EU‑based support engineer needs to access a US‑based environment). Customer Content and
Logs may be accessed on a global basis as necessary to perform the services.

For more information about the data stored by individual services, refer to the Technical Security
Overview for each service.

Low‑touch onboarding of NetScaler Console instances using Console Advisory Connect

As a part of Console Advisory Connect‑based low‑touch onboarding of Console instances:

• If you are an existing Citrix Cloud customer, the Console service tenant is created in the same
geographical region that you selected when you created your Citrix Cloud account.

• If you are not an existing Citrix Cloud customer, the addressmentioned for that customer in the
Citrix.comportal is referred. Aplaceholder Console service tenant is created in the geographical
region that corresponds to the region of this referred address. If you choose to onboard to Citrix
Cloud in the future, a new Console service tenant is created in the same region that you select
when you create your Citrix Cloud account. Also, the data is migrated from the placeholder
Console service tenant to the new Console service tenant.

Endpoint Management service locations

You can select one of the following EndpointManagement service locations fromyour home region:

• US East
• US West
• EU West
• SE Asia
• Sydney

Secure Internet Access service locations

Traffic is routed to the following Secure Internet Access service locations based on availability and
end‑user proximity to ensure the best experience.
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North America

• Sterling, VA, USA
• Toronto, Canada
• Los Angeles, CA, USA
• Irvine, CA, USA
• Seattle, WA, USA
• Denver, CO, USA
• Charlotte, NC, USA
• Dallas, TX, USA
• Allen, TX, USA
• Miami, FL, USA
• Chicago, IL, USA
• New York, NY, USA
• Boston, MA, USA
• Vancouver, Canada

South America

• Queretaro, Mexico
• Sao Paulo, Brazil
• Buenos Aires, Argentina
• Bogota, Colombia

Asia‑Pacific

• Perth, Australia
• Sydney, Australia
• Tokyo, Japan
• Singapore, Singapore
• Mumbai, India
• Delhi, India

Africa

Johannesburg, South Africa
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Middle East

• Dubai, United Arab Emirates
• Istanbul, Turkey

Western Europe

• London, UK
• Manchester, UK
• Frankfurt, Germany
• Düsseldorf, Germany
• Mannheim, Germany
• Paris, France

Europe

• Helsinki, Finland
• Amsterdam, Netherlands
• Stockholm, Sweden
• Warsaw, Poland
• Madrid, Spain
• Sofia, Bulgaria
• Zurich, Switzerland
• Milan, Italy

Secure Private Access points of presence

For a list of thepoints of presence (PoPs) that SecurePrivateAccessuses to ensure continuity andqual‑
ity of service for customers, see What are all the Secure Private Access PoP locations? in the Secure
Private Access service documentation.

Other cloud platforms from Citrix

In addition toCitrix Cloud, Citrix offers other clouds that are isolated and separate fromCitrix Cloud.

Citrix Cloud Government

Citrix Cloud Government allows US government agencies and other public‑sector customers in the
US to use Citrix cloud services according to regulatory and compliance requirements. Citrix Cloud
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Government is a geographical boundary within which Citrix operates, stores, and replicates services
and data for delivery of Citrix Cloud Government services. Citrix may use multiple public or private
clouds located in one or more states within the US to provide services.

Citrix Cloud Government and offered services are available only in the US region.

For more information, see the Citrix Cloud Government product documentation.

Citrix Cloud Japan

Citrix CloudJapanallows Japanese customers touse certainCitrix Cloud services in adedicatedCitrix‑
managed environment. Citrix Cloud Japan and offered services are available only in Japan.

For more information, see the Citrix Cloud Japan product documentation.

Secure Deployment Guide for the Citrix Cloud Platform

June 19, 2024

The Secure Deployment Guide for Citrix Cloud provides an overview of security best practices when
using Citrix Cloud and describes the information Citrix Cloud collects andmanages.

Technical security overviews for services

Consult the following articles formore information about data security within Citrix cloud services:

• Analytics Technical Security Overview
• Endpoint Management Technical Security Overview
• Remote Browser Isolation Technical Security Overview
• Citrix DaaS technical security overview
• Citrix DaaS Standard for Azure technical security overview

Guidance for administrators

• Use strong passwords and regularly change your passwords.
• All administrators within a customer account can add and remove other administrators. Ensure
that only trusted administrators have access to Citrix Cloud.

• Administrators of a customer have, by default, full access to all services. Some services provide
a capability to restrict the access of an administrator. Consult the per‑service documentation
for more information.
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• Two‑factor authentication for Citrix Cloud administrators is achieved using the default Citrix
identity provider. When administrators sign up for Citrix Cloud or are invited to a Citrix Cloud
account, they are required to enroll in multifactor authentication (MFA). If a customer uses Mi‑
crosoftAzure toauthenticateCitrix Cloudadministrators,multifactor authentication canbecon‑
figuredasdescribed inConfigure AzureADMulti‑Factor Authentication settings on theMicrosoft
website.

• By default, Citrix Cloud automatically terminates administrator sessions after 24 hours, regard‑
less of console activity. This time‑out cannot be changed.

• Administrator accounts can be associated with a maximum of 100 customer accounts. If an ad‑
ministrator needs to manage more than 100 customer accounts, they must create a separate
administrator account with a different email address to manage the additional customer ac‑
counts. Alternatively, they can be removed as an administrator from customer accounts that
they no longer need to manage.

Password compliance

Citrix Cloud prompts administrators to change their passwords if one of the following conditions ex‑
ists:

• The current password hasn’t been used to sign in for more than 60 days.
• The current password has been listed in a known database of compromised passwords.

New passwords must meet all of the following criteria:

• At least 8 characters long (128 characters maximum)
• Includes at least one upper‑case and lower‑case letter
• Includes at least one number
• Includes at least one special character: ! @ # $% ^ * ? + = ‑

Rules for changing passwords:

• The current password can’t be used as a new password.
• The previous 5 passwords can’t be reused.
• The new password can’t be similar to the account user name.
• The new password must not be listed in a known database of compromised passwords. Citrix
Cloud uses a list provided by https://haveibeenpwned.com/ to determine if new passwords
violate this condition.

Encryption and keymanagement

The Citrix Cloud control plane does not store sensitive customer information. Instead, Citrix Cloud
retrieves information such as administrator passwords on‑demand (by prompting the administrator
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explicitly).

For data‑at‑rest, Citrix Cloud storage is encryptedusing keys that are AES‑256bit or higher. These keys
are managed by Citrix.

For data‑in‑flight, Citrix uses industry standard TLS 1.2 with the strongest cipher suites. Customers
cannot control the TLS certificate in use, as Citrix Cloud is hosted on the Citrix‑owned cloud.com do‑
main. To access Citrix Cloud, customers must use a browser capable of TLS 1.2, and must have ac‑
cepted cipher suites configured.

• If accessing the Citrix Cloud control plane fromWindows Server 2016, Windows Server 2019, or
WindowsServer2022, the followingstrongciphersare recommended: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

• If accessing the Citrix Cloud control plane fromWindows Server 2012 R2, the strong ciphers are
notavailable, so the followingciphersmustbeused: TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256, TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

Formore information about howCitrix Cloud services data is protected, see Citrix Cloud Services Data
Protection Overview on the Citrix web site.

For more information about encryption and key management within each cloud service, consult the
service’s documentation.

For more information about TLS 1.2 configuration, consult the following articles:

• Enforce use of TLS 1.2 on client machines: CTX245765, Error: “The underlying connection was
closed: An unexpected error occurred on a send.”when querying Monitoring Service’s OData
endpoint

• Update and configure the .NET Framework to support TLS 1.2 on the Microsoft Docs web site.

Data sovereignty

The Citrix Cloud control plane is hosted in the United States, the European Union, and Australia. Cus‑
tomers do not have control over this.

The customer owns and manages the resource locations that they use with Citrix Cloud. A resource
location can be created in any data center, cloud, location, or geographic area the customer desires.
All criticalbusinessdata (suchasdocuments, spreadsheets, andsoon)are stored in resource locations
and are under customer control.

Other services may have an option to store data in different regions. Consult the Geographical Con‑
siderations topic or the Technical Security Overviews (listed at the beginning of this article) for each
service.
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Security issues insight

Thewebsite status.cloud.comprovides transparency into security issues that have anongoing impact
on the customer. The site logs status and uptime information. There is an option to subscribe for
updates to the platform or individual services.

Citrix Cloud Connector

Installing the Cloud Connector

For security and performance reasons, Citrix recommends that customers do not install the Cloud
Connector software on a domain controller.

Also, Citrix strongly recommends that the machines on which the Cloud Connector software is in‑
stalled be inside the customer’s private network and not in the DMZ. For network and system require‑
ments and instructions for installing the Cloud Connector, see Citrix Cloud Connector.

Configuring the Cloud Connector

The customer is responsible for keeping the machines on which the Cloud Connector is installed up‑
to‑date with Windows security updates.

Customers can use antivirus alongside the Cloud Connector. Citrix tests with McAfee VirusScan En‑
terprise + AntiSpyware Enterprise 8.8. Citrix supports customers who use other industry standard AV
products.

In the customer’s Active Directory (AD) Citrix strongly recommends that the Cloud Connector’s ma‑
chine account be restricted to read‑only access. This is the default configuration in Active Directory.
Also, the customer can enable AD logging and auditing on the Cloud Connector’smachine account to
monitor any AD access activity.

Logging on to themachine hosting the Cloud Connector

The Cloud Connector allows sensitive security information to pass through to other platform compo‑
nents in Citrix Cloud services, but also stores the following sensitive information:

• Service keys for communicating with Citrix Cloud
• Hypervisor service credentials for power management in Citrix DaaS (formerly Citrix Virtual
Apps and Desktops service)
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This sensitive information is encrypted using the Data Protection API (DPAPI) on the Windows server
hosting the Cloud Connector. Citrix strongly recommends allowing only the most privileged admin‑
istrators to log on to Cloud Connector machines (for example, to perform maintenance operations).
In general, there is no need for an administrator to log on to these machines to manage any Citrix
product. The Cloud Connector is self‑managing in that respect.

Do not allow end users to log on to machines hosting the Cloud Connector.

Installing other software on Cloud Connector machines

Customers can install antivirus software and hypervisor tools (if installed on a virtualmachine) on the
machineswhere theCloudConnector is installed. However, Citrix recommends that customers donot
install any other software on thesemachines. Other software creates possible security attack vectors
andmight reduce the security of the overall Citrix Cloud solution.

Inbound and outbound ports configuration

TheCloudConnector requiresoutboundport 443 tobeopenwithaccess to the internet. Citrix strongly
recommends that the Cloud Connector have no inbound ports accessible from the Internet.

Customers can locate the Cloud Connector behind a web proxy for monitoring its outbound Internet
communications. However, the web proxy must support SSL/TLS encrypted communication.

The Cloud Connector might have other outbound ports with access to the Internet. The Cloud Con‑
nector negotiates across a wide range of ports to optimize network bandwidth and performance if
other ports are available.

TheCloudConnectormust have awide rangeof inboundandoutboundports openwithin the internal
network. The following table lists the base set of open ports required.

Client Port Server Port Service

49152 ‑65535/UDP 123/UDP W32Time

49152 ‑65535/TCP 135/TCP RPC Endpoint Mapper

49152 ‑65535/TCP 464/TCP/UDP Kerberos password change

49152 ‑65535/TCP 49152‑65535/TCP RPC for LSA, SAM, Netlogon (*)

49152 ‑65535/TCP/UDP 389/TCP/UDP LDAP

49152 ‑65535/TCP 3268/TCP LDAP GC

53, 49152 ‑65535/TCP/UDP 53/TCP/UDP DNS

49152 ‑65535/TCP 49152 ‑65535/TCP FRS RPC (*)
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Client Port Server Port Service

49152 ‑65535/TCP/UDP 88/TCP/UDP Kerberos

49152 ‑65535/TCP/UDP 445/TCP SMB

The Cloud Connector uses LDAP signing and sealing to secure connections to the domain controller.
This means that LDAP over SSL (LDAPS) is not required. For more information on LDAP signing, see
How to enable LDAP signing in Windows Server and Microsoft Guidance for Enabling LDAP Channel
Binding and LDAP Signing.

Each of the services used within Citrix Cloud extends the list of open ports required. For more infor‑
mation, consult the following resources:

• Technical Security Overviews for each service (listed at the beginning of this article)
• Internet Connectivity Requirements for Citrix Cloud services
• Console service port requirements
• Endpoint Management port requirements

Monitoring outbound communication

TheCloudConnector communicatesoutbound to the Internetonport 443, both toCitrix Cloud servers
and to Microsoft Azure Service Bus servers.

The Cloud Connector communicates with domain controllers on the local network that are inside the
Active Directory forest where the machines hosting the Cloud Connector reside.

During normal operation, the Cloud Connector communicates only with domain controllers in do‑
mains that are not disabled on the Identity and Access Management page in the Citrix Cloud user
interface.

Each service within Citrix Cloud extends the list of servers and internal resources that the Cloud Con‑
nector might contact during normal operations. Also, customers cannot control the data that the
Cloud Connector sends to Citrix. For more information about services’internal resources and data
sent to Citrix, consult the following resources:

• Technical Security Overviews for each service (listed at the beginning of this article)
• Internet Connectivity Requirements for Citrix Cloud services

Viewing Cloud Connector logs

Any information relevant or actionable to an administrator is available in the Windows Event Log on
the Cloud Connector machine.
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View installation logs for the Cloud Connector in the following directories:

• %AppData%\Local\Temp\CitrixLogs\CloudServicesSetup
• %windir%\Temp\CitrixLogs\CloudServicesSetup

Logsofwhat theCloudConnector sends to thecloudare found in%ProgramData%\Citrix\WorkspaceCloud\Logs.

The logs in the WorkspaceCloud\Logs directory are deleted when they exceed a specified size
threshold. The administrator can control this size threshold by adjusting the registry key value for
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CloudServices\AgentAdministration\MaximumLogSpaceMegabytes.

SSL/TLS Configuration

The Windows Server hosting the Cloud Connector must have the ciphers detailed in Encryption and
key management enabled.

The Cloud Connector must trust the certification authority (CA) that the Citrix Cloud SSL/TLS certifi‑
cates and Microsoft Azure Service Bus SSL/TLS certificates use. Citrix and Microsoft might change
certificates and CAs in the future, but always use CAs that are part of the standard Windows Trusted
Publisher list.

Each service within Citrix Cloud might have different SSL configuration requirements. For more in‑
formation, consult the Technical Security Overviews for each service (listed at the beginning of this
article).

Security compliance

To ensure security compliance, the Cloud Connector self‑manages. Do not disable reboots or put
other restrictions on the Cloud Connector. These actions prevent the Cloud Connector fromupdating
itself when there is a critical update.

The customer is not required to take any other action to react to security issues. The Cloud Connector
automatically applies any security fixes.

Citrix Connector Appliance for Cloud Services

Installing the Connector Appliance

The Connector Appliance is hosted on a hypervisor. This hypervisor must be inside your private net‑
work and not in the DMZ.

Ensure that the Connector Appliance is within a firewall that blocks access by default. Use an allow
list to allow only expected traffic from the Connector Appliance.
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Ensure that thehypervisors that host yourConnector Appliances are installedwithup‑to‑date security
updates.

For network and system requirements and instructions for installing the Connector Appliance, see
Connector Appliance for Cloud Services.

Logging on to the hypervisor hosting a Connector Appliance

The Connector Appliance contains a service key for communicating with Citrix Cloud. Allow only the
mostprivilegedadministrators to logon toahypervisorhosting theConnectorAppliance (for example,
to perform maintenance operations). In general, there is no need for an administrator to log on to
these hypervisors to manage any Citrix product. The Connector Appliance is self‑managing.

Inbound and outbound ports configuration

The Connector Appliance requires outbound port 443 to be open with access to the internet. Citrix
strongly recommends that the Connector Appliance have no inbound ports accessible from the inter‑
net.

You can locate theConnector Appliancebehindawebproxy formonitoring its outbound internet com‑
munications. However, the web proxy must support SSL/TLS encrypted communication.

TheConnectorAppliancemighthaveotheroutboundportswithaccess to the internet. TheConnector
Appliance negotiates across a wide range of ports to optimize network bandwidth and performance
if other ports are available.

The Connector Appliance must have a wide range of inbound and outbound ports open within the
internal network. The following table lists the base set of open ports required.

Connection Direction
Connector Appliance
Port External Port Service

Inbound 443/TCP Any Local Web UI

Outbound 49152‑65535/UDP 123/UDP NTP

Outbound 53,
49152‑65535/TCP/UDP

53/TCP/UDP DNS

Outbound 67/UDP 68/UDP DHCP and broadcast

Outbound 49152 ‑65535/UDP 123/UDP W32Time

Outbound 49152 ‑65535/TCP 464/TCP/UDP Kerberos password
change

Outbound 49152 ‑65535/TCP/UDP 389/TCP/UDP LDAP
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Connection Direction
Connector Appliance
Port External Port Service

Outbound 49152 ‑65535/TCP 3268/TCP LDAP GC

Outbound 49152 ‑65535/TCP/UDP 88/TCP/UDP Kerberos

Outbound 49152 ‑65535/TCP/UDP 445/TCP SMB

Outbound 137/UDP 137/UDP NetBIOS Name Service

Outbound 138/UDP 138/UDP NetBIOS Datagram

Outbound 139/TCP 139/TCP NetBIOS Session

Each of the services used within Citrix Cloud extends the list of open ports required. For more infor‑
mation, consult the following resources:

• Technical Security Overviews for each service (listed at the beginning of this article)
• System and Connectivity Requirements for Citrix Cloud services

Monitoring outbound communication

The Connector Appliance communicates outbound to the Internet on port 443 to Citrix Cloud
servers.

Each service within Citrix Cloud extends the list of servers and internal resources that the Connector
Appliance might contact during normal operations. Also, customers cannot control the data that the
Connector Appliance sends toCitrix. Formore informationabout services’internal resources anddata
sent to Citrix, consult the following resources:

• Technical Security Overviews for each service (listed at the beginning of this article)
• System and Connectivity Requirements for Citrix Cloud services

Viewing Connector Appliance logs

You candownload adiagnostic report for your Connector Appliance that includes various log files. For
more information about getting this report, see Connector Appliance for Cloud Services.

SSL/TLS Configuration

The Connector Appliance does not need any special SSL/TLS configuration.
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The Connector Appliance trusts the certification authority (CA) used by Citrix Cloud SSL/TLS certifi‑
cates. Citrix might change certificates and CAs in the future, but always use CAs that the Connector
Appliance trusts.

Each service within Citrix Cloud might have different SSL configuration requirements. For more in‑
formation, consult the Technical Security Overviews for each service (listed at the beginning of this
article).

Security compliance

To ensure security compliance, the Connector Appliance self‑manages and you cannot log in to it
through the console.

You are not required to take any other action to react to connector security issues. The Connector
Appliance automatically applies any security fixes.

Ensure that thehypervisors that host yourConnector Appliances are installedwithup‑to‑date security
updates.

In your Active Directory (AD) we recommend that the Connector Appliance machine account be re‑
stricted to read‑only access. This is the default configuration in Active Directory. Also, the customer
can enable AD logging and auditing on the Connector Appliance machine account to monitor any AD
access activity.

Guidance for handling compromised accounts

• Audit the list of administrators in Citrix Cloud and remove any who are not trusted.
• Disable any compromised accounts within your company’s Active Directory.
• Contact Citrix and request rotating the authorization secrets stored for all the customer’s Cloud
Connectors. Depending on the severity of the breach, take the following actions:

– Low Risk: Citrix can rotate the secrets over time. The Cloud Connectors continue to func‑
tion normally. The old authorization secrets become invalid in 2‑4 weeks. Monitor the
Cloud Connector during this time to ensure that there are no unexpected operations.

– Ongoing high risk: Citrix can revoke all old secrets. The existing Cloud Connectorswill no
longer function. To resume normal operation, the customer must uninstall and reinstall
the Cloud Connector on all applicable machines.

Create a Citrix Cloud account

November 27, 2023
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This article walks you through the process of creating a Citrix Cloud account and completing the re‑
quired tasks for onboarding your account successfully.

Customers with an existing relationship with Citrix and are new to Citrix cloud services can use the
tasks in this article to complete the onboarding process.

Sign‑up process for new Citrix customers

If you’re new to Citrix and Citrix Cloud, youmust contact Citrix to create a new Citrix account for your
company. Use one of the following contact methods:

• Contact Citrix Customer Service.
• Contact a Citrix Partner or Citrix Sales office in your area.

When you contact Citrix, you can discuss your business needs with a Citrix representative. The rep‑
resentative helps you complete the sign‑up process and provides you with your Citrix sign‑in creden‑
tials.

After you receive your Citrix account credentials, you can use the tasks in this article to sign in and get
started with Citrix Cloud.

What is a Citrix account?

A Citrix account, also known as a Citrix.com account or My Citrix account, enables you to manage
access to the licenses you have purchased. Your Citrix account uses an organization ID (OrgID) as a
unique identifier. You can access your Citrix account by logging in at https://www.citrix.com with a
user name (also known as a web login) or your email address, if one is linked to your account.

Important:

A user name maps to a single, unique Citrix account, but an email address can map to multiple
Citrix accounts.

What is an OrgID?

An OrgID is the unique identifier assigned to your Citrix account. Your OrgID is associatedwith a phys‑
ical site address, typically your company’s business address. Companies usually have a single OrgID.
However, in some cases, such as having different branch offices or having different departmentsman‑
aging their assets separately, Citrix may allow a single company to have multiple OrgIDs.

Citrix routinely cleans up certain OrgIDs, merging duplicates in some cases. If your company has
OrgIDs that you want to merge with a valid and active OrgID, you can contact Citrix Customer Sup‑
port with the OrgIDs you want merged.
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Note:

Companies have already set up OrgIDs based on how theywant tomanage their assets, so if you
don’t knowwhatOrgIDyouneed touseorhowmanyOrgIDs youhave, contact the ITdepartment
or Citrix administrator in your company. If you need help, contact Citrix Customer Service at
https://www.citrix.com/support/ to locate your OrgID.

What is a Citrix Cloud account?

A Citrix Cloud account enables you to use one or more Citrix cloud services to securely deliver your
appsanddata. ACitrix Cloudaccount is identifiedbya customer IDand is associatedwith anOrgID. An
OrgID can be associatedwithmultiple Citrix Cloud customer IDs, but a customer ID can be associated
with only one OrgID.

It’s important to use the right Citrix Cloud account, based onhowyour organization has set upOrgIDs,
so that your purchases and administrator access can continue on the same OrgIDs. For example,
if a company’s design department using OrgID 1234 has been using Virtual Apps and Desktops on‑
premises and wants to try Citrix Cloud, one of the administrators of OrgID 1234 can sign up for Citrix
Cloud on that OrgID using their Citrix account sign‑in credentials or an email address associated with
thatOrgID.When the companydecides topurchaseaCitrixDaaS subscription, theorder canbeplaced
correctly on OrgID 1234.

Important:

Users who have access to a particular Citrix account do not automatically have access to the
Citrix Cloud account associated with that Citrix account’s OrgID. Because Citrix Cloud access en‑
ables users to potentially impact service, it’s important to control who accesses the Citrix Cloud
account.
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Multifactor authentication

To keep your Citrix Cloud account safe and secure, Citrix requires all customers to enroll inmultifactor
authentication (MFA). To enroll, you need only a device, such as a computer or mobile device, and
an authenticator app installed, such as Citrix SSO. If using a device with an authenticator app isn’t
possible, you can use an email address instead.

If you’re not already enrolled in MFA, Citrix prompts you to enroll when you sign in with your Citrix
account credentials. For requirements and instructions, see Step 2: Set upmultifactor authentication
in this article.

Step 1: Visit the Citrix Cloud web site

1. Using a web browser, visit https://onboarding.cloud.com.

2. Select Create account.

3. Enter your user name and password or the email address and password associated with your
Citrix.com account.
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What happens if the account is already in use?

If you see amessage indicating a Citrix Cloud account for your organization is already in use, it means
that another administrator from your Citrix account has already created the Citrix Cloud account. Be‑
fore you can access the account, an existing administrator needs to invite you to be an administrator,
even if you’re already a member of the Citrix account.

Since aCitrix Cloudaccount allows administratorsmuchgreater control on the service, we expect that
the first administrator who creates the Citrix Cloud account has to explicitly give access to another
administrator, even if the other administrator is already a member of the Citrix account.

To request an invitation to join the Citrix Cloud account, selectRequest Approval. All existing admin‑
istrators on the account receive an email notifying themof your request. If the existing administrators
are no longer with your organization, please contact Citrix Support.

When an administrator receives your approval request, they invite you to be an administrator as de‑
scribed in Invite individual administrators.

When you receive the invitation email, click the Sign in link to accept the invitation. When your
browser opens, Citrix Cloud prompts you to create a password and sign in to the Citrix Cloud
account.

Step 2: Set upmultifactor authentication

If you’re not enrolled in MFA, Citrix Cloud prompts you to enroll before signing in. You can choose to
enroll in MFA using an authenticator app (recommended) or your email address.

Notes:

• Only administrators under the Citrix identity provider can set up MFA through Citrix Cloud.
If you use Azure AD to manage Citrix Cloud administrators, you can configure MFA using
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the Azure portal. For more information, see Configure Azure Multi‑Factor Authentication
settings on the Microsoft web site.

• After you complete the setup process, MFA is used for all customer organizations that you
belong to in Citrix Cloud. You can’t disable MFA after completing the setup process.

• You can enroll only one device. If you enroll a different device later, Citrix Cloud deletes the
current device enrollment and replaces it with the new device. For more information, see
Manage your primary MFAmethod.

Email as an authenticationmethod

If you can’t use an authenticator app to access Citrix Cloud, MFA using email is a convenient alterna‑
tive. However, Citrix strongly recommends that you take precautions to ensure access to your email
address is secure.

MFA requirements

To set up MFA with an authenticator app, you must install an app that follows the Time‑Based One‑
Time Password standard on your device, such as a smartphone or desktop computer. Depending on
the device you’re enrolling, the app might need to access your device’s camera to scan a QR code. If
your device doesn’t have a camera, you can enter a key that Citrix Cloud provides.

To set upMFAwith an email address, youmust use an email address thatmeets the following require‑
ments:

• The email address is different from the email address you’re using for your Citrix account.
• The email address is an address that you can access to receive verification emails from Citrix.

To enroll in multifactor authentication

1. When prompted to enroll in MFA, select Enroll now.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 77

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#manage-your-primary-mfa-method
https://tools.ietf.org/html/rfc6238
https://tools.ietf.org/html/rfc6238


Citrix Cloud

2. When prompted, enter your email address and select Send email. Citrix Cloud sends you an
email with a verification code.

3. Enter the verification code from the email and your Citrix account password. Click Verify and
continue.

4. Select the authentication method you want to use, either authenticator app or email.

5. If you selected Authenticator app, perform the following actions:

a) From your authenticator app, scan the QR code or enter the key manually. Your authenti‑
cator app displays an entry for Citrix Cloud and generates a 6‑digit code.
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b) Under Verify your authenticator app, enter the code from your authenticator app and
select Verify code.

6. ClickNext: Recovery Methods.

7. Select Add recovery phone and enter a recovery phone number that Citrix Support can use
to call you and verify your identity. Citrix recommends using a landline phone number. When
finished, click Save recovery phone number.

8. SelectNext.

9. SelectAdd recovery email and enter an email address that you can access that’s different from
theoneyouusewithCitrixCloud. Citrix uses this address to sendyouaverificationcode toverify
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your identity.

If you don’t have a different email address, select Don’t have a recovery email? to generate
a list of backup codes instead. Backup codes aren’t recommended because they can be lost
easily. If you choose this option, download the codes and keep them in a location where you
can access themwhen needed.

10. Select Finish to complete the enrollment.

The next time you sign in with your Citrix Cloud administrator credentials, Citrix Cloud prompts you
for the verification code from your chosen MFAmethod.

Manage your MFA enrollment

To change your device, switch to a different MFA method, or update your recovery methods, see the
following articles:

• Manage your primary MFAmethod
• Manage your MFA recovery methods

Step 3: Verify your OrgID

Before you start using Citrix Cloud, take a moment to verify your OrgID.
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Make sure your account OrgID matches the OrgID that you use to place orders. One of the benefits of
Citrix Cloud is that if you try a service and decide to purchase it, then all the configurations youmade
in the trial are retained in the purchased service, since the purchase occurs in the same account. So,
making sure that the trial starts in the right OrgID saves effort when you decide to purchase.

Your OrgID appears in the following locations in the management console:

• In themenu beneath your customer name. Click on your customer name in the top‑right corner
to reveal the menu.

• On your Account Settings page. Select Account Settings from the customer menu.
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Next steps

After onboarding, you canmove on to the following tasks:

• Add an identity provider to authenticate administrators or workspace users.
• Add administrators to your Citrix Cloud account. Even if your other administrators have access
to your Citrix account on Citrix.com, you still need to add them to your Citrix Cloud account.

• Request cloud service trials. Trials are designed to be tested with your choice of on‑premises
infrastructure or public cloud, your applications, and your Microsoft Active Directory.

More information

• Citrix Training: Fundamentals of Citrix Cloud
• Citrix channel on YouTube: Citrix Cloud Master Class

Verify your email for Citrix Cloud

September 27, 2023

From time to time, Citrix might ask you to verify your Citrix Cloud account. Some reasons why you
might be asked to verify your email:

• You haven’t logged in to Citrix Cloud in a while.
• You changed your email address.
• You added a new administrator to your Citrix Cloud account.
• Due to security system updates to Citrix Cloud, you are required to re‑verify your Citrix Cloud
account.

FAQ

How oftenwill I be asked for verification?

Verifying your account is a one‑time event. Citrix Cloud won’t ask you for verification every time you
sign in or when something in your account changes. If you’re asked to verify frequently, contact Citrix
Technical Support.
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Has something happened tomy account?

No, being asked to verify your account doesn’t mean that anything is wrong with either your account
or any of your Citrix Cloud services. It’s simply a part of how Citrix keeps your information safe and
secure.

I haven’t received a verification email. What do I do?

Perform the following steps:

1. Search your inbox for a verification email from ‘Citrix’. The verification email expires after 24
hours. To trigger anewverificationemail, sign in toCitrixCloudagain. This is aone‑timeprocess
for each web login.

2. If it’s not in your inbox, check your folders. If a spam filter or email rule moved the email, it
might be in your spam or junk folders. Check any firewalls.

3. Ensure that you’re checking the correct email account. Citrix sends the verification email to the
email address currently on file for your account. Often, this is the email address you originally
signed up with for Citrix Cloud or the one with which you were invited to join the Citrix Cloud
account.

4. Confirm that the email address on record is valid by signing in to your Citrix account at
{https://www.citrix.com/account}(https://www.citrix.com/account). If the email is invalid,
update your email address and sign in to Citrix Cloud again to trigger a new verification email.
For more information, see CTX126336 or CTX130452 in the Citrix Support Knowledge Center.

5. If you still have not received a verification email, contact Citrix Support to open a support case.
For education sites (seePartner Services Delivery > eLearning > Citrix Training), open a case
with the education team for further investigation. To open a case, requestGeneral Support on
the Contact Us page.

If you have successfully verified your email but you are still unable to sign in to Citrix Cloud, see Trou‑
bleshooting login issues on Citrix websites.

Contact Citrix Support

If you are experiencing an issue that’s not covered here, contact Citrix Support to open a support
case.

Connect to Citrix Cloud

September 21, 2023
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Connecting your resources to Citrix Cloud involves deploying connectors in your environment and
creating resource locations.

Resource locations contain the resources required to deliver cloud services to your subscribers. You
manage these resources from theCitrix Cloud console. Resource locations contain different resources
depending on which Citrix Cloud services you are using and the services that you want to provide to
your subscribers.

To create a resource location, install at least two connectors in your domain. Depending on the cloud
servicesyou’reusing, eitherCloudConnectorsorConnectorAppliancesare required forenablingcom‑
munication between Citrix Cloud and your resources. For more information about deploying connec‑
tors, see the following articles:

• Cloud Connector Technical Details
• Connector Appliance for Cloud Services

Resource types

Resource locations containdifferent resourcesdependingonwhichCitrix Cloud services youareusing
and the services that you want to provide to your subscribers. Different resources use different types
of connector. Most services make use of the Citrix Cloud Connector, but some specific services need
a Connector Appliance.

Services that use Citrix Cloud Connector

• Citrix DaaS (formerly Citrix Virtual Apps and Desktops service) requires the Cloud Connector
for publishing apps anddesktops andprovisioningmachine catalogs in your resource locations.
For an overview of how the Cloud Connector communicates with this service, refer to the Citrix
DaaS diagram in Citrix Tech Zone.

• Citrix DaaS Standard for Azure (formerly Citrix Virtual Apps and Desktops Standard for Azure)
requires the Cloud Connector for delivering Citrix‑hosted Azure virtual desktops and apps from
multi‑session machines.

• Endpoint Management requires the Cloud Connector for managing app and device policies
and delivering apps to users.

Services that use Connector Appliance

• ImagePortability Service simplifies themanagement of images across platforms. This feature
is useful for managing images between an on‑premises resource location and one in a public
cloud. The Citrix Virtual Apps and Desktops REST APIs can be used to automate the administra‑
tion of resources within a Citrix Virtual Apps and Desktops site.
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The Image Portability workflow begins when you use Citrix Cloud to initiate themigration of an
image from your on‑premises location to your public cloud subscription. After preparing your
image, Image Portability Service helps you transfer the image to your public cloud subscription
and prepare it to run. Finally, Citrix Provisioning or Machine Creation Services provisions the
image in your public cloud subscription.

For more information, see Image Portability Service.

• Citrix Secure Private Access enables administrators to provide a cohesive experience that in‑
tegrates single sign‑on, remote access, and content inspection into a single solution for end‑to‑
end access control. For more information, see Secure Private Access with Connector Appliance.

There might be other services in preview that also depend on the Connector Appliance.

Location of resources

Your resource location is wherever your resources reside, whether that’s a public or private cloud, a
branch office, or a data center. If you already have resources in your own cloud or data center, your
resources remain where they are. There’s no need to move them elsewhere to use them with Citrix
Cloud.

Your choice of location might be impacted by the following factors:

• Proximity to subscribers
• Proximity to data
• Scale requirements
• Security attributes

Example of a resource location deployment

• Build your first resource location in your data center for the head office based on subscribers
and applications that need to be close to the data.

• Add a second resource location for your global users in a public cloud. Alternatively, build sep‑
arate resource locations in branch offices to provide the applications best served close to the
branch workers.

• Add another resource location on a separate network that provides restricted applications. This
provides restricted visibility to other resources and subscribers without the need to adjust the
other resource locations.

Resource location limits

You can have a maximum of 50 resource locations in your Citrix Cloud account.
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Naming restrictions

Names that you assign to resource locations must conform to the following restrictions:

• Maximum length: 64 characters
• Disallowed characters:

– #, $, %, ^, &, ?, +
– Braces: [], { }
– Pipes (|)
– Less‑than symbol (<) and greater‑than symbol (>)
– Forward and backward slashes (/, \)

• Must notmatch any other resource location name (case‑insensitive) in the Citrix Cloud account

Primary resource locations

A primary resource location is a resource location that you designate as “most preferred”for certain
communications between your domain andCitrix Cloud. The Cloud Connectors in a primary resource
location are used for user logons and provisioning operations. The resource location you select as
“primary”should have Cloud Connectors that have the best performance and connectivity to your
domain. This enables your users to log on quickly to Citrix Cloud.

For more information, see Select a primary resource location.

Citrix Cloud Connector

November 18, 2023

TheCitrix CloudConnector is aCitrix component that serves as a channel for communicationbetween
Citrix Cloud and your resource locations, enabling cloudmanagementwithout requiring any complex
networking or infrastructure configuration. This removes all the hassle of managing delivery infra‑
structure. It enables you to manage and focus on the resources that provide value to your users.

Note:

Do not install the Remote PowerShell SDK on a Citrix Cloud Connector machine. It can be in‑
stalled on any domain joinedmachine within the same resource location.

Citrix recommends that you do not run this SDK’s cmdlets on Cloud Connectors. The SDK’s op‑
eration does not involve the Cloud Connectors.
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Services that require the Cloud Connector

Citrix DaaS (formerly Citrix Virtual Apps and Desktops service) requires the Cloud Connector. For an
overviewof how theCloudConnector communicateswith the service, refer to theCitrix DaaSdiagram
in Citrix Tech Zone.

Citrix EndpointManagement requires theCloudConnector for enterprise connectivity to theEndpoint
Management service. The Remote Browser Isolation service requires the Cloud Connector for authen‑
ticated external web apps.

Cloud Connector functions

• Active Directory (AD): Enables AD management, allowing the use of AD forests and domains
within your resource locations. It removes the need for adding any additional AD trusts.

• Virtual apps and desktops publishing: Enables Citrix DaaS publishing from resources in your
resource locations.

• Endpoint Management: Enables a mobile device management (MDM) andmobile application
management (MAM) environment for managing device and app policies and delivering apps to
users.

• Machine catalog provisioning: Enables provisioning of machines directly into your resource
locations.

Note:

Although operational, functionality might be reduced for the period of time that the connection
to Citrix Cloud is unavailable. You canmonitor the health of the Cloud Connector from the Citrix
Cloud console.

Cloud Connector communication

The Cloud Connector authenticates and encrypts all communication between Citrix Cloud and your
resource locations. Once installed, the Cloud Connector initiates communication with Citrix Cloud
through an outbound connection. All connections are established from the Cloud Connector to the
cloud using the standard HTTPS port (443) and the TCP protocol. No incoming connections are ac‑
cepted.

Cloud Connector availability and loadmanagement

For continuous availability and to manage load, install multiple Cloud Connectors in each of your re‑
source locations. At least two Cloud Connectors in each resource location are required for ensuring a
highly available connection with Citrix Cloud. If one Cloud Connector is unavailable for any period of
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time, the other Cloud Connectors can maintain the connection. Since each Cloud Connector is state‑
less, the load can be distributed across all available Cloud Connectors. There is no need to configure
this load balancing function. It is completely automated.

As long as there is one Cloud Connector available, there will be no loss in communication with Citrix
Cloud. The end user’s connection to the resources in the resource location does not rely on a connec‑
tion to Citrix Cloud, wherever possible. This enables the resource location to provide users access to
their resources regardless of a connection being available to Citrix Cloud.

Where to obtain the Cloud Connector

You can download the Cloud Connector software fromwithin Citrix Cloud.

1. Sign in to Citrix Cloud.
2. From themenu in the top‑left of the screen, select Resource Locations.
3. If you have no existing resource locations, click Download on the Resource Locations page.

When prompted, save the cwcconnector.exe file.
4. If you have a resource location but no Cloud Connectors installed in it, click the Cloud Connec‑

tors bar and then click Download. When prompted, save the cwcconnector.exe file.

Howmany Cloud Connectors do I need?

Aminimumof two (2) Cloud Connectors are required to create a highly available connection between
Citrix Cloud and your resource location. Depending on your environment and the workloads you’re
supporting, youmight needmore Cloud Connectors to ensure the best experience for your users.

Asabestpractice, Citrix recommendsusing theN+1 redundancymodelwhendetermining thenumber
of Cloud Connectors you need to deploy. Determine the number of Cloud Connectors that you need
in a resource location based on your environment, workloads, Active Directory configuration, and
services. To this number, add at least one more Cloud Connector to provide resiliency. For example,
if you determine that you need five Cloud Connectors, add onemore to this total and install six Cloud
Connectors in your resource location.

For additional scale and sizing guidelines, see Scale and size considerations for Cloud Connectors.

Where to install the Cloud Connector

Review the system requirements for supported platforms, operating systems, and versions.

Install the Cloud Connector on a dedicated machine running Windows Server 2016, Windows Server
2019, orWindowsServer 2022. Thismachinemust be joined to your domain andable to communicate
with the resources that you want to manage from Citrix Cloud.
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Important:

• Do not install the Cloud Connector, or any other Citrix components, on an Active Directory
domain controller.

• Do not install the Cloud Connector on machines that are part of other Citrix deploy‑
ments (for example, delivery controllers in an on‑premises Virtual Apps and Desktops
deployment).

For more deployment information, see the following articles:

• Deployment scenarios for Cloud Connectors in Active Directory
• Cloud Connector Installation

Citrix Cloud Connector Technical Details

June 20, 2024

The Citrix Cloud Connector is a component that establishes a connection between Citrix Cloud and
your resource locations. This article describes deployment requirements and scenarios, Active Direc‑
tory and FIPS support, and troubleshooting options.

System requirements

Themachines hosting the CloudConnectormustmeet the following requirements. At least twoCloud
Connectors in each resource location are required to ensure high availability. As a best practice, Citrix
recommendsusing theN+1 redundancymodelwhendeployingCloudConnectors tomaintainahighly
available connection with Citrix Cloud.

Hardware requirements

Each Cloud Connector requires of minimum of:

• 2 vCPU
• 4 GBmemory
• 20 GB disk space

More vCPUmemory enables a Cloud Connector to scale up for larger sites. For recommended config‑
urations, see Scale and size considerations for Cloud Connectors.
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Operating systems

The following operating systems are supported:

• Windows Server 2022
• Windows Server 2019
• Windows Server 2016

The Cloud Connector is not supported for use with Windows Server Core.

.NET requirements

Microsoft .NET Framework 4.7.2 or later is required. Download the latest version from the Microsoft
website.

Note:

Do not use Microsoft .NET Core with the Cloud Connector. If you use .NET Core instead of .NET
Framework, installing the Cloud Connector might fail. Use only .NET Framework with the Cloud
Connector.

Server requirements

If you’re using Cloud Connectors with Citrix DaaS (formerly Citrix Virtual Apps and Desktops service),
refer to Scale and size considerations for Cloud Connectors for machine configuration guidance.

The following requirements apply to all machines where the Cloud Connector is installed:

• Use dedicatedmachines for hosting the Cloud Connector. Do not install any other components
on these machines.

• The machines are not configured as Active Directory domain controllers. Installing the Cloud
Connector on a domain controller is not supported.

• Server clock is set to the correct UTC time.
• If you are using the graphical installer, youmust have abrowser installed and thedefault system
browser set.

Windows Update guidance

Citrix strongly recommends enabling Windows Update on all machines hosting the Citrix Cloud Con‑
nector. The Citrix Cloud Connector performs regular checks for pending reboots, which can be trig‑
gered by various factors, including Windows Updates, every five minutes. Any detected reboot is
promptly executed, irrespective of the preferred day schedule set on the Resource location. This
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proactive approach ensures that the Citrix Cloud Connector isn’t left in a pending update state for
an extended period, thereby maintaining system stability.

The Citrix Cloud platform manages restarts to maintain availability, permitting only one Citrix Cloud
Connector to restart at a time. When setting up Windows Update, ensure that Windows is set to auto‑
matically download and install updates during non‑business hours. However, the automatic restarts
are not allowed for at least four hours to allow the Citrix Cloud Connector ample time to manage the
restart process. Additionally, you can establish a fallback restart mechanism using Group Policy or a
systemmanagement tool for situations where a machine must be restarted following an update. For
more information, see Manage device restarts after updates.

Note:

• If the customer does not intend their Citrix Cloud Connector to reboot during business
hours, we suggest that the customer schedule Windows Updates accordingly outside of
business hours.

• EachCitrix CloudConnector requires approximately 10minutes to reboot, and this includes
the timeneeded to synchronizewith the Citrix CloudPlatform to ensure that only one Citrix
Cloud Connector reboots at any given point of time. Hence, the recommended minimum
delayof fourhours for automatic restarts, asmentionedearlier, canbeadjustedaccordingly
to a lesser or greater duration depending on the number of Citrix Cloud Connectors in the
tenant.

Certificate validation requirements

Cloud Connector binaries and endpoints that the Cloud Connector contacts are protected by X.509
certificates issued by widely respected enterprise certificate authorities (CAs). Certificate verification
in Public Key Infrastructure (PKI) includes the Certificate Revocation List (CRL). When a client receives
a certificate, the client checks whether it trusts the CA that issued the certificates and whether the
certificate is on a CRL. If the certificate is on a CRL, the certificate is revoked and cannot be trusted,
even though it appears valid.

The CRL servers use HTTP on port 80 instead of HTTPS on port 443. Cloud Connector components,
themselves, do not communicate over external port 80. The need for external port 80 is a byproduct
of the certificate verification process that the operating system performs.

The X.509 certificates are verified during the Cloud Connector installation. So, all Cloud Connector
machines must be configured to trust these certificates to ensure that the Cloud Connector software
can be installed successfully.

Citrix Cloud endpoints are protected by certificates issued byDigiCert or by one of the Root Certificate
Authorities used by Azure. For more information on the Root CAs used by Azure, see https://docs.mic
rosoft.com/en‑us/azure/security/fundamentals/tls‑certificate‑changes.
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To validate the certificates, each Cloud Connector machinemust meet the following requirements:

• HTTP port 80 is open to the following addresses. This port is used during Cloud Connector in‑
stallation and during the periodic CRL checks. For more information about how to test for CRL
andOCSP connectivity, see https://www.digicert.com/kb/util/utility‑test‑ocsp‑and‑crl‑access‑
from‑a‑server.htm on the DigiCert website.

– http://cacerts.digicert.com/
– http://dl.cacerts.digicert.com/
– http://crl3.digicert.com
– http://crl4.digicert.com
– http://ocsp.digicert.com
– http://www.d-trust.net
– http://root-c3-ca2-2009.ocsp.d-trust.net
– http://crl.microsoft.com
– http://oneocsp.microsoft.com
– http://ocsp.msocsp.com

• Communication with the following addresses is enabled:

– https://*.digicert.com

• The following root certificates are installed:

– https://cacerts.digicert.com/DigiCertAssuredIDRootCA.crt
– https://cacerts.digicert.com/DigiCertGlobalRootG2.crt
– https://cacerts.digicert.com/DigiCertGlobalRootCA.crt
– https://cacerts.digicert.com/DigiCertTrustedRootG4.crt
– https://cacerts.digicert.com/BaltimoreCyberTrustRoot.crt
– https://www.d-trust.net/cgi-bin/D-TRUST_Root_Class_3_CA_2_2009
.crt

– https://www.microsoft.com/pkiops/certs/Microsoft%20RSA%20Root
%20Certificate%20Authority%202017.crt

– https://www.microsoft.com/pkiops/certs/Microsoft%20EV%20ECC
%20Root%20Certificate%20Authority%202017.crt

– https://www.microsoft.com/pkiops/certs/Microsoft%20ECC%20Root
%20Certificate%20Authority%202017.crt

• The following intermediate certificates are installed:

– https://cacerts.digicert.com/DigiCertTrustedG4CodeSigningRSA4096SHA3842021CA1
.crt

– https://cacerts.digicert.com/DigiCertSHA2AssuredIDCodeSigningCA
.crt
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If any certificate is missing, the Cloud Connector installer will download it from http://cacerts.
digicert.com.

For complete instructions for downloading and installing the certificates, see CTX223828.

Citrix DaaS Utilizing the Cloud Connector for connectivity to DaaS resources necessitates the in‑
stallation of additional certificates and granting access to extended PKI infrastructure. Each Cloud
Connector machine is required to fulfill the following requirements:

• HTTP port 80 is open to the following addresses:

– crl.*.amazontrust.com
– ocsp.*.amazontrust.com
– *.ss2.us

• Communication with the following addresses is enabled

– https://*.amazontrust.com
– https://*.ss2.us

• The following root certificates are installed:

– https://www.amazontrust.com/repository/AmazonRootCA1.cer
– https://www.amazontrust.com/repository/AmazonRootCA2.cer
– https://www.amazontrust.com/repository/AmazonRootCA3.cer
– https://www.amazontrust.com/repository/AmazonRootCA4.cer
– https://www.amazontrust.com/repository/SFSRootCAG2.cer

• The following intermediate certificates are installed:

– https://www.amazontrust.com/repository/G2-RootCA4.orig.cer
– https://www.amazontrust.com/repository/R3-ServerCA3A.cer
– https://www.amazontrust.com/repository/SFC2CA-SFSRootCAG2.cer
– https://www.amazontrust.com/repository/SFC2CA-SFSRootCAG2.v2.
cer

– https://www.amazontrust.com/repository/G2-RootCA1.orig.cer
– https://www.amazontrust.com/repository/R1-ServerCA1A.cer
– https://www.amazontrust.com/repository/G2-RootCA3.cer
– https://www.amazontrust.com/repository/R3-ServerCA3A.orig.cer
– https://www.amazontrust.com/repository/G2-RootCA2.orig.cer
– https://www.amazontrust.com/repository/G2-RootCA4.cer
– https://www.amazontrust.com/repository/R2-ServerCA2A.cer
– https://www.amazontrust.com/repository/R4-ServerCA4A.cer
– https://www.amazontrust.com/repository/R1-ServerCA1A.orig.cer
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– https://www.amazontrust.com/repository/G2-RootCA1.cer
– https://www.amazontrust.com/repository/G2-RootCA2.cer
– https://www.amazontrust.com/repository/G2-RootCA3.orig.cer
– https://www.amazontrust.com/repository/R4-ServerCA4A.orig.cer
– https://www.amazontrust.com/repository/G2-ServerCA0A.cer
– https://www.amazontrust.com/repository/G2-ServerCA0A.orig.cer
– https://www.amazontrust.com/repository/SFSRootCA-SFSRootCAG2.
cer

If any certificate is missing, the Cloud Connector will download it from https://www.amazontrust.co
m

For complete instructions for downloading and installing the certificates, see CTX223828.

Active Directory requirements

• Joined to an Active Directory domain that contains the resources and users that you use to
create offerings for your users. For multi‑domain environments, see Deployment scenarios for
Cloud Connectors in Active Directory in this article.

• Each Active Directory forest you plan to use with Citrix Cloudmust always be reachable by two
Cloud Connectors.

• The Cloud Connector must be able to reach domain controllers in both the forest root domain
and in the domains that you intend to use with Citrix Cloud. For more information, see the
following Microsoft support articles:

– How to configure domains and trusts
– “Systems services ports”section in Service overview and network port requirements for
Windows

• Use universal security groups instead of global security groups. This configuration ensures that
user groupmembership can be obtained from any domain controller in the forest.

Network requirements

• Connected to a network that can contact the resources you use in your resource location. For
more information, see Cloud Connector Proxy and Firewall Configuration.

• Connected to the Internet. Formore information, see the following sections in System and Con‑
nectivity Requirements:

– Cloud Connector common service connectivity requirements
– Allowed FQDNs for Cloud Connector
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Supported Active Directory functional levels

The Citrix Cloud Connector supports the following forest and domain functional levels in Active Direc‑
tory.

Forest Functional Level Domain Functional Level Supported Domain Controllers

Windows Server 2008 R2 Windows Server 2008 R2 Windows Server 2008 R2,
Windows Server 2012, Windows
Server 2012 R2, Windows
Server 2016

Windows Server 2008 R2 Windows Server 2012 Windows Server 2012, Windows
Server 2012 R2, Windows
Server 2016

Windows Server 2008 R2 Windows Server 2012 R2 Windows Server 2012 R2,
Windows Server 2016

Windows Server 2008 R2 Windows Server 2016 Windows Server 2016

Windows Server 2012 Windows Server 2012 Windows Server 2012, Windows
Server 2012 R2, Windows
Server 2016

Windows Server 2012 Windows Server 2012 R2 Windows Server 2012 R2,
Windows Server 2016

Windows Server 2012 Windows Server 2016 Windows Server 2016

Windows Server 2012 R2 Windows Server 2012 R2 Windows Server 2012 R2,
Windows Server 2016

Windows Server 2012 R2 Windows Server 2016 Windows Server 2016

Windows Server 2016 Windows Server 2016 Windows Server 2016, Windows
Server 2019, Windows Server
2022

Federal Information Processing Standard (FIPS) support

The Cloud Connector currently supports the FIPS‑validated cryptographic algorithms that are used
on FIPS‑enabled machines. Only the latest version of the Cloud Connector software available in Cit‑
rix Cloud includes this support. If you have existing Cloud Connector machines in your environment
(installed before November 2018) and youwant to enable FIPSmode on thesemachines, perform the
following actions:

1. Uninstall the Cloud Connector software on eachmachine in your resource location.
2. Enable FIPSmode on eachmachine.
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3. Install the latest version of the Cloud Connector on each FIPS‑enabled machine.

Important:

• Do not attempt to upgrade existing Cloud Connector installations to the latest version. Al‑
ways uninstall the old Cloud Connector first and then install the newer one.

• Do not enable FIPS mode on a machine hosting an older Cloud Connector version. Cloud
Connectors older than Version 5.102 do not support FIPS mode. Enabling FIPS mode on
a machine with an older Cloud Connector installed prevents Citrix Cloud from performing
regular maintenance updates for the Cloud Connector.

For instructions to download the latest version of the Cloud Connector, seeWhere to obtain the Cloud
Connector.

Cloud Connector installed services

This section describes the services that are installed with the Cloud Connector and their system privi‑
leges.

During installation, the Citrix Cloud Connector executable installs and sets the necessary service con‑
figuration to the default settings required to function. If the default configuration is manually altered,
the Cloud Connector might not perform as expected. In this case, the configuration resets to the de‑
fault state when the next Cloud Connector update occurs, assuming the services that handle the up‑
date process can still function.

Citrix Cloud Agent System facilitates all elevated calls necessary for the other Cloud Connector ser‑
vices to function and does not communicate on the network directly. When a service on the Cloud
Connector needs to perform an action requiring Local System permissions, it does so through a pre‑
defined set of operations that the Citrix Cloud Agent System can perform.

Service Name Description Runs As

Citrix Cloud Agent System Handles the system calls
necessary for the on‑premises
agents. Includes installation,
reboots, and registry access.
Can only be called by Citrix
Cloud Services Agent
WatchDog.

Local System

Citrix Cloud Services Agent
WatchDog

Monitors and upgrades the
on‑premises agents
(evergreen).

Network Service
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Service Name Description Runs As

Citrix Cloud Services Agent
Logger

Provides a support logging
framework for the Citrix Cloud
Connector services.

Network Service

Citrix Cloud Services AD
Provider

Enables Citrix Cloud to
facilitate management of
resources associated with the
Active Directory domain
accounts in which it is installed.

Network Service

Citrix Cloud Services Agent
Discovery

Enables Citrix Cloud to
facilitate management of
XenApp and XenDesktop legacy
on‑premises Citrix products.

Network Service

Citrix Cloud Services Credential
Provider

Handles storage and retrieval
of encrypted data.

Network Service

Citrix Cloud Services WebRelay
Provider

Enables HTTP Requests
received fromWebRelay Cloud
service to be forwarded to
On‑Premises Web Servers.

Network Service

Citrix CDF Capture Service Captures CDF traces from all
configured products and
components.

Network Service

Citrix Config Synchronizer
Service

Copies brokering configuration
locally for high availability
mode.

Network Service

Citrix Connection Lease
Exchange Service

Enables Connection Lease files
to be exchanged between
Workspace app and Cloud
Connector for Service
Continuity for Workspace

Network Service

Citrix High Availability Service Provides continuity of service
during outage of central site.

Network Service

Citrix ITSM Adapter Provider Automates provisioning and
management of virtual apps
and desktops.

Network Service
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Service Name Description Runs As

Citrix NetScaler CloudGateway Provides Internet connectivity
to on‑premises desktops and
applications without the need
to open in‑bound firewall rules
or deploying components in
the DMZ.

Network Service

Citrix Remote Broker Provider Enables communication to a
remote Broker Service from
local VDAs and StoreFront
servers.

Network Service

Citrix Remote HCL Server Proxies communications
between the Delivery
Controller and the Hypervisors.

Network Service

Citrix WEM Cloud
Authentication Service

Provides authentication service
for Citrix WEM agents to
connect to cloud infrastructure
servers.

Network Service

Citrix WEM Cloud Messaging
Service

Provides service for Citrix WEM
cloud service to receive
messages from cloud
infrastructure servers.

Network Service

Deployment scenarios for Cloud Connectors in Active Directory

You canusebothCloudConnector andConnector Appliance to connect to ActiveDirectory controllers.
The type of connector to use depends on your deployment.

For more information about using Connector Appliances with Active Directory, see Deployment sce‑
narios for Connector Appliances in Active Directory

Install Cloud Connector within your secure, internal network.

If youhavea singledomain ina single forest, installingCloudConnectors in thatdomain is all youneed
to establish a resource location. If youhavemultiple domains in your environment, youmust consider
where to install the Cloud Connectors so your users can access the resources youmake available.

If the trust between the domains is not Parent/Child, you might have to install Cloud Connectors for
each separatedomainor forest. This configurationmight be required tohandle resource enumeration
when using security groups to assign resources or for registrations for VDAs from either domain.
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Note:

The below resource locations form a blueprint that you might have to repeat in other physical
locations depending on where your resources are hosted.

Single domain in a single forest with a single set of Cloud Connectors

In this scenario, a single domain contains all the resource and user objects (forest1.local). One set
of Cloud Connectors is deployed within a single resource location and joined to the forest1.local do‑
main.

• Trust relationship: None ‑ single domain
• Domains listed in Identity and Access Management: forest1.local
• User logons to Citrix Workspace: Supported for all users
• User logons to an on‑premises StoreFront: Supported for all users

Note:

If you have a hypervisor instance in a separate domain, you can still deploy a single set of Cloud
Connectors as long as the hypervisor instance and the Cloud Connectors are reachable through
the same network. Citrix Cloud uses the hosting connection and an available network to estab‑
lish communication with the hypervisor. So, even though the hypervisor resides in a different
domain, you don’t need to deploy another set of Cloud Connectors in that domain to ensure
that Citrix Cloud can communicate with the hypervisor.

Parent and child domains in a single forest with a single set of Cloud Connectors

In this scenario, a parent domain (forest1.local) and its child domain (user.forest1.local) reside within
a single forest. The parent domain acts as the resource domain and the child domain is the user do‑
main. One set of Cloud Connectors is deployed within a single resource location and joined to the
forest1.local domain.

• Trust relationship: Parent/child domain trust
• Domains listed in Identity and Access Management: forest1.local, user.forest1.local
• User logons to Citrix Workspace: Supported for all users
• User logons to an on‑premises StoreFront: Supported for all users

Note:

Youmight need to restart the Cloud Connectors to ensure Citrix Cloud registers the child domain.
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Users and resources in separate forests (with trust) with a single set of Cloud Connectors

In this scenario, one forest (forest1.local) contains your resource domain and one forest (forest2.local)
contains your user domain. A one‑way trust exists where the forest containing the resource domain
trusts the forest containing the user domain. One set of Cloud Connectors is deployed in a single
resource location and joined to the forest1.local domain.

• Trust relationship: One‑way forest trust
• Domains listed in Identity and Access Management: forest1.local
• User logons to Citrix Workspace: Supported for forest1.local users only
• User logons to an on‑premises StoreFront: Supported for all users

Note:

The trust relationship between the two forests needs to permit the user in the user forest to be
able to log on to machines in the resource forest.

Because Cloud Connectors can’t traverse forest‑level trusts, the forest2.local domain is not displayed
on the Identity and Access Management page in the Citrix Cloud console and can’t be used by any
cloud‑side functionality. This carries the following limitations:

• Resources can only be published to users and groups located in forest1.local in Citrix Cloud.
However, if you’re using StoreFront stores, forest2.local users may be nested into forest1.local
security groups to mitigate this issue.

• Citrix Workspace can’t authenticate users from the forest2.local domain.
• The Monitor console in Citrix DaaS can’t enumerate the users from the forest2.local domain.

To work around these limitations, deploy the Cloud Connectors as described in Users and resources
in separate forests (with trust) with a set of Cloud Connectors in each forest.

Users and resources in separate forests (with trust) with a set of Cloud Connectors in each
forest

In this scenario, one forest (forest1.local) contains your resource domain and one forest (forest2.local)
contains your user domain. A one‑way trust exists where the forest containing the resource domain
trusts the forest containing the user domain. One set of Cloud Connectors is deployed within the
forest1.local domain and a second set is deployed within the forest2.local domain.

• Trust relationship: One‑way forest trust
• Domains listed in Identity and Access Management: forest1.local, forest2.local
• User logons to Citrix Workspace: Supported for all users
• User logons to an on‑premises StoreFront: Supported for all users
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In this scenario Connector Appliances can been used in place of Cloud Connectors in user forests with
no resources to reduce cost andmanagement overheads, particularly if there aremultiple user forests.
For more information see Users and resources in separate forests (with trust) with a single set of Con‑
nector Appliances for all forests

View the health of the Cloud Connector

The Resource Locations page in Citrix Cloud displays the health status of all the Cloud Connectors
in your resource locations. You can also view advanced health check data for each individual Cloud
Connector. For more information, see Cloud Connector advanced health checks.

Eventmessages

TheCloudConnector generates certain eventmessages that you can view through theWindowsEvent
Viewer. If you want to enable your preferredmonitoring software to look for thesemessages, you can
download them as a ZIP archive. The ZIP download includes these messages in the following XML
files:

• Citrix.CloudServices.Agent.Core.dll.xml (Connector Agent Provider)
• Citrix.CloudServices.AgentWatchDog.Core.dll.xml (Connector AgentWatchDog Provider)

Download Cloud Connector event messages.

Event logs

Bydefault, event logs are located in theC:\ProgramData\Citrix\WorkspaceCloud\Logs directory of the
machine hosting the Cloud Connector.

Troubleshooting

The first step in diagnosing any issues with the Cloud Connector is to check the event messages and
event logs. If youdon’t see theCloudConnector listed inyour resource locationor it is “not in contact,”
the event logs provide some initial information.

Cloud Connector connectivity

If theCloudConnector is “disconnected,”theCloudConnector Connectivity CheckUtility canhelp you
verify that the Cloud Connector can reach Citrix Cloud and its related services.
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The Cloud Connector Connectivity Check Utility runs on themachine hosting the Cloud Connector. If
you use a proxy server in your environment, the utility can help you verify connectivity through your
proxy server by tunneling all connectivity checks. If needed, the utility can also add anymissing Citrix
trusted sites to the Trusted Sites zone in Internet Explorer.

For more information about downloading and using this utility, see CTX260337 in the Citrix Support
Knowledge Center.

Installation

If the Cloud Connector is in an “error”state, there might be a problem hosting the Cloud Connector.
Install the Cloud Connector on a new machine. If the issue persists, contact Citrix Support. To trou‑
bleshoot common issues with installing or using the Cloud Connector, see CTX221535.

Deploying Cloud Connectors as Secure Ticket Authority servers

If using multiple Cloud Connectors as Secure Ticket Authority (STA) servers with NetScaler Console,
the ID for each STA servermight be displayed as CWSSTA in both the NetScaler Consolemanagement
and the ICA file for application and desktop launches. As a result, STA tickets are not routed correctly
and launching sessions fails. This issue can occur if the Cloud Connectors are deployed under sepa‑
rate Citrix Cloud accounts with different customer IDs. In this scenario, a ticketing mismatch occurs
between the separate accounts that prevents sessions from being created.

To resolve this issue, ensure the Cloud Connectors that you bind as STA servers belong to the same
Citrix Cloud account with the same customer ID. If you need to support multiple customer accounts
from the same NetScaler Console deployment, create a Gateway virtual server for each account. For
more information, refer to the following articles:

• Creating Gateway virtual servers: Create virtual servers
• Configuring the Secure Ticket Authority on Citrix Gateway
• Deployment Guide: Migrating Citrix Virtual Apps andDesktops fromon‑premises to Citrix Cloud
• CTX232640: How do I configure Citrix Gateway to use a Cloud Connector as a STA

Cloud Connector Proxy and Firewall Configuration

March 20, 2024

The Cloud Connector supports connection to the Internet through an unauthenticated web proxy
server. Both the installer and the services it installs need connections to Citrix Cloud.
Internet access needs to be available at both of these points.
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Connectivity requirements

Use port 443 for HTTP traffic, egress only. For a list of required contactable addresses, see the follow‑
ing resources:

• System and Connectivity Requirements
• Cloud Connector common service connectivity requirements

The required contactable addresses for Citrix Cloud are specified as domain names, not IP addresses.
Because IP addresses might change, allowing domain names ensures that the connection to Citrix
Cloud remains stable.

For a list of required ports, see Inbound and outbound ports configuration.

Important:

• Enabling SSL interception on certain proxies might prevent the Cloud Connector from con‑
necting successfully to Citrix Cloud.

• SSL interception cannot be performed on Citrix Gateway addresses. For more information,
see Citrix Gateway Services connectivity requirements.

• SSL interception must not impact the network connectivity or stability. For more informa‑
tion, see Citrix Cloud Connector

• If you are using a proxy, it is recommended that the following traffic flows bypass the proxy:

– Communication between Connectors (for example, during LHC events).
– Communication between Connectors and VDA (WCF connection).
– Communication between Connectors and Domain Controllers (AD requests).

Furthermore, it is important to note that the connector utilizes the WinHTTP proxy settings. For con‑
figuration settings, see CTX222727.

Check Cloud Connector connectivity

The Cloud Connector Connectivity Check Utility helps you verify connectivity between the Cloud Con‑
nector and Citrix Cloud using a series of connectivity checks. If you use a proxy server in your envi‑
ronment, the utility can help you configure proxy settings on the Cloud Connector and test connectiv‑
ity through the proxy server. When a proxy server is configured, the connectivity tests are tunneled
through the proxy server.

Note:
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CloudConnector Connectivity Check utility is for usewith commercial Citrix Cloud accounts only.
Do not use it with Citrix Cloud Government or Citrix Cloud Japan.

For more information about downloading and using the Cloud Connector Connectivity Check utility,
see CTX260337.

Installer

The installer uses the settings configured for Internet connections. If you canbrowse the Internet from
themachine then the installer should also function.

Services at Runtime

The runtime service operates in the context of a local service. It does not use the settings defined for
the user (as described above).

You can configure the proxy settings during the installation process.

After the installer starts, before logging into Citrix Cloud, click Configure Proxy. You are prompted
to add the proxy information and addresses to bypass the proxy. Both fully qualified domain names
(FQDNs) and wildcard addresses are supported when specifying bypass addresses.

Note:

If youareusingaproxy server, youmustusemanualproxy setup. Automaticproxy setup, through
either automatic detection or PAC/setup scripts, is not supported.

Cloud Connector Installation

March 6, 2024
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You can install the Cloud Connector software interactively or using the command line.

The installation occurs with the privileges of the user who begins the install. The Cloud Connector
requires access to the cloud to:

• Authenticate the user that performs the installation
• Validate the installer’s permissions
• Download and configure the Cloud Connector services

Information to review before installation

• System requirements: To prepare the machines for hosting the Cloud Connector.
• Antivirus Exclusions section of the Endpoint Security and Antivirus Best Practices Tech Zone
article: Provides guidelines to help you determine the appropriate balance between security
and performance for the Cloud Connectors in your environment. Citrix strongly recommends
reviewing these guidelines with your organization’s antivirus and security teams, and perform‑
ing rigorous lab‑based testing before applying them to a production environment.

• System and Connectivity Requirements: To ensure all machines hosting the Cloud Connector
can communicate with Citrix Cloud.

• Cloud Connector Proxy and Firewall Configuration: If you’re installing the Cloud Connector in
an environment that has a web proxy or strict firewall rules.

• Scale and size considerations for Cloud Connectors: Provides details of testedmaximum capac‑
ities and best practice recommendations for configuringmachines to host the Cloud Connector.

Installation considerations and guidance

• Don’t install the Cloud Connector on an Active Directory domain controller or any other ma‑
chine critical to your resource location infrastructure. Regular maintenance on the Cloud Con‑
nector performsmachine operations that cause an outage to these additional resources.

• Don’t download or install other Citrix products on the machines hosting the Cloud Connector.
• Don’t upgrade individual components of the Cloud Connector separately.
• Don’t download or install the Cloud Connector onmachines that belong to other Citrix product
deployments (for example, delivery controllers in an on‑premises Citrix Virtual Apps and Desk‑
tops deployment).

• Don’t upgrade a previously installed Cloud Connector with a newer version. Instead, uninstall
the old Cloud Connector and then install the new one.

• The Cloud Connector installer is downloaded from Citrix Cloud. So, your browser must allow
downloading executable files.

• If you are using the graphical installer, youmust have abrowser installed and thedefault system
browser set.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 105

https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html#system-requirements
https://docs.citrix.com/en-us/tech-zone/build/tech-papers/antivirus-best-practices.html#antivirus-exclusions
https://docs.citrix.com/en-us/tech-zone/build/tech-papers/antivirus-best-practices.html
https://docs.citrix.com/en-us/citrix-cloud/overview/requirements/internet-connectivity-requirements.html
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/proxy-firewall-configuration.html
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops-service/install-configure/install-cloud-connector/cc-scale-and-size.html
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-resource-locations/connector-updates.html


Citrix Cloud

Post‑deployment guidance

After installation, keep all Cloud Connectors powered on continuously to ensure an always‑on con‑
nection to Citrix Cloud.

Renamingmachines

After installation, don’t rename the machine hosting the Cloud Connector. If you need to change the
server name later on, perform the following tasks:

1. Remove the machine from the resource location:

a) From the Citrix Cloudmenu, select Resource Locations.
b) Locate the resource location you want to manage and then select the Cloud Connectors

tile.
c) Locate themachine youwant tomanage and then click the ellipsis menu. Select Remove

Connector.

2. Uninstall the Cloud Connector software.
3. Rename the machine.
4. Install the latest version of the Cloud Connector software, as described in this article.

Movingmachines to a different domain

After installation, don’t move the machine hosting the Cloud Connector into a different domain. If
you need to join the machine to a different domain later on, perform the following tasks:

1. Remove the machine from the resource location.
2. Uninstall the Cloud Connector software.
3. Unjoin the machine from its current domain and rejoin the machine to the new domain.
4. Install the latest version of the Cloud Connector software, as described in this article.

Considerations for clonedmachines

Each machine hosting the Cloud Connector must have a unique SID and connector ID so that Citrix
Cloud can communicate reliably with the machines in your resource location. If you intend to host
the Cloud Connector onmultiple machines in your resource location and you want to use clonedma‑
chines, perform the following steps:

1. Prepare the machine template according to the requirements for your environment.
2. Provision the number of machines that you intend to use as Cloud Connectors.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 106



Citrix Cloud

3. Install the Cloud Connector on each machine, either manually or using the silent installation
mode.

Installing the Cloud Connector on amachine template (before cloning) isn’t supported. If you clone a
machinewith theCloudConnector installed, theCloudConnector serviceswon’t runand themachine
can’t connect to Citrix Cloud.

Considerations for services

The installation steps in this article describe the process for deploying Cloud Connectors, regardless
of the service for which they are used.

When deploying Cloud Connectors for Citrix DaaS, verify that the AD domains where the connectors
reside are active and are not showing as “unused”in the Citrix Cloud console. If you specify an unused
domain duringmachine catalog setup in Citrix DaaS, an error might occur. Formore information, see
Add a resource type or activate an unused domain in Citrix Cloud in the Citrix DaaS product documen‑
tation.

For additional considerations for other services, consult the service’s documentation.

Default resource locations

If you have no resource locations in your Citrix Cloud account and you install Cloud Connectors in
your domain, the resource location that Citrix Cloud creates becomes the default resource location.
You can have only one default resource location in your account. If needed, you can create additional
resource locations inCitrix Cloudand then select the one youwantwhen you install CloudConnectors
in other domains.

Alternatively, you can first create the resource locations you need in the console, before you install
Cloud Connectors in your domains. The Cloud Connector installer prompts you to select the resource
location you want during installation.

Interactive installation

You can download and install Cloud Connectors using the graphical installer interface. Before you do
this, you must create one or more resource locations in the Citrix Cloud management console to de‑
ploy Cloud Connectors on. For more information on resource locations, see Location of resources.

To create a resource location

1. Sign in as aWindows administrator to themachine you intend to install Citrix Cloud Connectors
on.
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2. Visit https://citrix.cloud.com and sign in to your administrator account.

3. In the Citrix Cloud console, navigate toResource Locations from themainmenu, or select Edit
or Add New under Resource Locations at the top of the page.

4. In Resource Locations, select +Resource Location at the top of the page and save a new,mean‑
ingful name for it.

Download the Citrix Cloud Connector software

1. Locate the resource location you want to manage and select + Cloud Connectors.
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2. SelectDownload in the window that opens. Save the cwcconnector.exe file to a local file loca‑
tion on your connector machine.

Install the Citrix Cloud Connector software

1. Right‑click the cwcconnector.exe installer file and select Run as administrator. The installer
performs an initial connectivity check to ensure you can connect to Citrix Cloud.

2. (Optional) If required, click Configure proxy to add a proxy server. You are prompted to add
the proxy information and addresses to bypass the proxy. Both fully qualified domain names
(FQDNs) and wildcard addresses are supported when specifying bypass addresses.

3. Click Sign in and install to sign in to Citrix Cloud.
4. To install and configure the Cloud Connector, follow the wizard instructions. When the installa‑

tion finishes, the installer performs a final connectivity check to verify communication between
the Cloud Connector and Citrix Cloud.

5. Repeat these steps on other machines you want to use as Citrix Cloud Connectors. For high
availability, Citrix recommends that you install at least twoCloudConnectors for every resource
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location.

Citrix Cloud displays the newly installed Cloud Connector on the Connectors page for your resource
location.

After installation, Citrix Cloud also registers your domain in Identity and Access Management > Do‑
mains. For more information, see Identity and access management.

Activate unused domains

If you’re creating resource locations and deploying Cloud Connectors for Citrix DaaS, verify that the
ADdomains that you’re usingwithCitrix DaaS are active andare not consideredunused. If you specify
an unused domain when setting upmachine catalogs in Citrix DaaS, an error could occur.

For more information, see Add a resource type or activate an unused domain in Citrix Cloud in the
Citrix DaaS product documentation.

Create additional resource locations

1. From the Citrix Cloud management console, click the menu button and select Resource Loca‑
tions.

2. Click + Resource Location and enter a meaningful name.
3. Click Save. Citrix Cloud displays a tile for the new resource location.
4. Click Cloud Connectors and then click Download to acquire the Cloud Connector software.
5. On each prepared machine, install the Cloud Connector software using either the installation

wizard or the command‑line installation. Citrix Cloud prompts you to select the resource loca‑
tion you want to associate with the Cloud Connector.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 110

https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management.html
https://docs.citrix.com/en-us/citrix-daas/install-configure/resource-location.html#add-a-resource-type-or-activate-an-unused-domain-in-citrix-cloud


Citrix Cloud

Installation withmultiple customers and existing resource locations

If you’re an administrator for multiple customer accounts, Citrix Cloud prompts you to select the cus‑
tomer account you want to associate with the Cloud Connector.

If your customer account has multiple resource locations already, Citrix Cloud prompts you to select
the resource location you want to associate with the Cloud Connector.

Command‑line installation

Silent or automated installation is supported. However, using the same installer for repeated instal‑
lations isn’t recommended. Download a new Cloud Connector from the Resource Locations page in
the Citrix Cloud console.

Requirements

To use the command line installation with Citrix Cloud, you need to supply the following informa‑
tion:

• The customer ID of the Citrix Cloud account for which you are installing the Cloud Connector.
This ID appears at the top of the API Access tab in Identity and Access Management.

• The client ID and secret of the secure API client you want to use to install the Cloud Connector.
To acquire these values, you must first create a secure client. The client ID and secret ensures
that your access to theCitrix CloudAPI is securedappropriately. Whenyoucreatea secure client,
the client operates with the same level of administrator permissions that you have. To install a
Cloud Connector, youmust use a secure clientwhichwas created by a Full Access administrator,
which means the secure client that also has full access permissions.

• The resource location ID for the resource location that you want to associate with the Cloud
Connector. To retrieve this value, select the ID button located beneath the resource location
name on the Resource Locations page. If you don’t supply this value, Citrix Cloud uses the ID
of the default resource location.

Create a secure client

When creating a secure client, Citrix Cloud generates a unique client ID and secret. You must supply
these values when you invoke the API through the command line.

1. From the Citrix Cloud menu, select Identity and Access Management and then select API Ac‑
cess.

2. From the Secure Clients tab, enter a name for your client and selectCreate Client. Citrix Cloud
generates and displays a client ID and secret for the secure client.
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3. Select Download to download the client ID and secret as a CSV file and store it in a secure loca‑
tion. Alternatively, select Copy to manually acquire each value. When finished, select Close to
return to the console.

Supported parameters

To ensure the security of the secure client details, a JSON configuration file must be provided to the
installer. This file must be deleted after the installation has completed. Supported values for the con‑
figuration file are:

• customerName Required. The customer ID shown on the API Access page in the Citrix Cloud
console (within Identity and Access Management).

• clientId Required. The secure client ID an administrator can create, located on the API Access
page.

• clientSecret Required. The secure client secret that can be downloaded after the secure client
is created. Located on the API Access page.

• resourceLocationIdRecommended. Theunique identifier for an existing resource location. Se‑
lect the IDbutton to retrieve the resource location IDon theResourceLocationspage in theCitrix
Cloud console. If no value is specified, Citrix Cloud uses the ID of the first resource location in
the account.

• acceptTermsOfService Required. Must be set to true.

Sample configuration file

1 {
2
3 "customerName": "*CustomerID*",
4 "clientId": "*ClientID*",
5 "clientSecret": "*ClientSecret*",
6 "resourceLocationId": "*ResourceLocationId*",
7 "acceptTermsOfService": "true"
8 }
9

10 <!--NeedCopy-->

Sample command

The following command silently installs the Cloud Connector software using a JSON configuration
file:

1 CWCConnector.exe /q /ParametersFilePath:c:\cwcconnector_install_params.
json

2 <!--NeedCopy-->
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Use /q to specify a silent install.

UseStart /Wait CWCConnector.exe /ParametersFilePath:value to examine a potential error code in
the case of a failure. You can use the standard mechanism of running echo %ErrorLevel% after the
installation completes.

Note:

Usingparameters topass theClient IDandClient Secret is no longer supported, the configuration
file must be used for automated installations.

Next steps

1. Set up the Citrix Cloud Connector update schedule. For information on Citrix Cloud Connector
updates andmanaging update schedules, visit Connector updates

2. Set up an identity provider to authenticate your workspace subscribers. You can change the
defaultCitrix identityprovider toyourActiveDirectoryorother identityproviders in the Identity
andAccessManagement console. Formore information, visit To connect your Active Directory
to Citrix Cloud.

Troubleshooting installation issues

This section details some ways of diagnosing and fixing problems youmight encounter during instal‑
lation. For more guidance about troubleshooting installation issues, see the Citrix Cloud Connector
Troubleshooting Guide.

Installation logs

You can troubleshoot issues encountered with installation by first consulting the available log files.

Events that occurred during installation are available in theWindows Event Viewer. You can also re‑
viewCloudConnector installation logs,whichare locatedat%LOCALAPPDATA%\Temp\CitrixLogs\CloudServicesSetup.
Logs are also added to%ProgramData%\Citrix\WorkspaceCloud\InstallLogs after installation.

Exit codes

The following exit codes might be returned depending on the success or failure of the installation
process:

• 1603 ‑ An unexpected error occurred
• 2 ‑ A prerequisite check failed
• 0 ‑ Installation completed successfully
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Installation error

If you install the Citrix Cloud Connector software by double‑clicking the installer, you might receive
the following error message:

Can't reach this page.

This error can occur even if you are logged in to the machine as an administrator to install the Citrix
Cloud Connector. To avoid this error, run the Citrix Cloud Connector software as an administrator by
right‑clicking the installer and selecting Run as administrator.

Connectivity failures

To ensure that the Cloud Connector can communicate with Citrix Cloud, confirm that the following
Citrix services are in a Started state:

• Citrix Cloud AD Provider
• Citrix Cloud Agent Logger
• Citrix Cloud Agent System
• Citrix Cloud Agent Watchdog
• Citrix Cloud Credential Provider
• Citrix Config Synchronizer Service
• Citrix High Availability Service
• Citrix NetScaler CloudGateway
• Citrix Remote Broker Provider
• Citrix Remote HCL Server
• Citrix Session Manager Proxy

For more information about these services, see Installed Services.

If you continue toexperience connectivity failures, use theCloudConnectorConnectivityCheckUtility
available from the Citrix Support Knowledge Center. For more information, see CTX260337 on the
Knowledge Center website.

The tool can be used to perform the following tasks:

• Test whether Citrix Cloud and its related services are reachable.
• Check for commonly misconfigured settings.
• Configure proxy settings on the Citrix Cloud Connector.

Formore information on how to resolve a failed connectivity check, see CTX224133: Cloud Connector
Connectivity Check Failed.
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Cloud Connector advanced health checks

November 27, 2023

Before and after updates, Cloud Connector performs health checks to ensure that updates cause no
unnecessary downtime for providers. You can see the connectivity and health status of the Connector
and of each service or provider on the Connector.

View Connector health check data

1. From the Citrix Cloudmenu, select Resource Locations.
2. Select the Connector for which you want to view health check data.
3. On the Connectors page, go to the ellipsismenu next to the Connector and selectViewConnec‑

tor data.

The Connector Data page appears, showing the following information.

• Service Connection Status. This area of the Connector data page shows:

– Whether your Connector is connected to the Cloud

– For the Connector and its components, the currently installed version and the target ver‑
sion to be installed in the next update

• Service connection history. 24 status indicators show the health status of the Connector over
time. By default, service connection history shows status for the previous 24 hours, in one‑hour
intervals. To seemorehistory, select24days from thedrop‑downmenu. The view shows status
for the previous 24 days, in one‑day intervals.

– A green dot indicates healthy status during the time interval.
– A red dot indicates a failure or exception status during the time interval. Hover over the
dot for more information.

– A wrench icon indicates that an update occurred during the time interval. Hover over the
wrench icon for more information.

– A gray dot indicates that no health status information was received during the time inter‑
val.
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• Services. This area lists each service running on the Connector.

– The dot next to each service indicates the current status of the service.
– Use Alerts On and Alerts Off to control whether you are notified of alerts from the ser‑
vice. If alerts are set to On, failures in the service cause a failure in the overall Connector
connection status.

– Select View Details to view details of health status the service over time.

• Connector Metrics. This area shows Connector usage of memory usage, CPU, network data,
and disks space for the previous 24 hours or 24 days. Use the drop‑down menu in the Service
connection history area to control the time period shown.

View service details

To view connection status history andmetric for each service:

1. Use the drop‑down menu in the Service connection history section to select the time period.
You can view the previous 24 hours, in one‑hour intervals, or the previous 24 days, in one‑day
intervals.

2. On the Connector Data page, select View Details next to the service.

The page that appears shows:

• 24 status indicators that show the health status of the service over time.

– A green dot indicates healthy status during the time interval.
– A red dot indicates a failure or exception status during the time interval. Hover over the
dot for more information.

– A wrench icon indicates that an update occurred during the time interval. Hover over the
wrench icon for more information.

– A gray dot indicates that no health status information was received during the time inter‑
val.
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• Charts that showmemory and processor usage for the service during the specified time period.

Connector notifications

October 31, 2022

Your connectors generate notifications within 2 hours of a warning or error condition occurring. You
can see new notifications on the bell icon in the Citrix Cloud header.

Click this icon to view the notifications or selectNotifications from the console menu.

For more information, see Notifications.

Cloud Connector

The following table lists the notifications that Cloud Connector can raise:

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 117

https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/notifications.html


Citrix Cloud

Alert message Alert Type Details Resolution

Connector
CONNECTOR_NAME is
offline and out of date
after failing to perform
regular maintenance.
Outdated connectors
will impact service
availability and
prevent maintenance.

Error If a connector has
been offline for a long
time and later comes
back online, it might
be an old version that
cannot be updated to
the latest version.
Outdated connectors
cannot perform
maintenance andmay
impact the
maintenance process
of other connectors in
the environment.

How to Update an
Outdated Cloud
Connector

Connector
CONNECTOR_NAME is
not in sync with UTC
time. Connectors in
this state may impact
service availability,
functionality, or
performance.

Error How Do I Synchronize
the Cloud Connector
Time

Maintenance on
connector
CONNECTOR_NAME has
failed. Failed
maintenance on this
connector will prevent
maintenance for other
connectors in the
environment.
Connectors with failed
maintenance may
impact service
availability,
functionality or
performance.

Error A connector upgrade
or other maintenance
operation has failed on
this connector.

How Do I Resolve a
Failed Cloud
Connector
Maintenance
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Alert message Alert Type Details Resolution

Connector
CONNECTOR_NAME has
been offline for
NUMBER or more
hours. Offline
connectors will impact
service availability and
prevent maintenance.

Warning If the connector has
been uncontactable
for a certain number of
hours, it is considered
offline.

How Do I Restore an
Offline Cloud
Connector to an
Online State

Connector
CONNECTOR_NAME has
failed a recent
connectivity check. A
failed connectivity
check may impact
service availability or
functionality.

Warning A connectivity check
has failed with error
code
HEALTH_CHECK_CODE.
This connector was
unable to contact
certain web or IP
addresses that are
listed in the
notification message.

Cloud Connector
Connectivity Check
Failed

Connector
CONNECTOR_NAME is
experiencing high CPU
utilization. Connectors
operating with
constrained resources
may impact service
availability,
functionality, or
performance.

Warning This connector has
exceeded 80% CPU
utilization over a one
hour sample period.

How Do I Resolve a
Cloud Connector
Resource Availability
Alert

Connector
CONNECTOR_NAME is
low on free disk space.
Connectors operating
with constrained disk
space will impact
service performance
andmaintenance.

Warning This connector has less
than 2 GB free disk
space.

How Do I Resolve a
Cloud Connector
Resource Availability
Alert
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Alert message Alert Type Details Resolution

Connector
CONNECTOR_NAME has
detected a critical
process or service is no
longer running. This
state may impact
service availability,
functionality, or
performance.

Warning

Log Collection for Citrix Cloud Connector

September 21, 2023

CDF logs are used for troubleshooting purposeswithin Citrix products. Citrix Support uses CDF traces
to identify issues with application and desktop brokering, user authentication, Virtual Delivery Agent
(VDA) registration. This article discusses how to capture Cloud Connector data that can be used to
troubleshoot and resolve issues youmight experience in your environment.

Important notes:

• Enable logging on all Cloud Connector machines in your resource locations.
• To ensure that you’re capturing the full spectrum of data, Citrix recommends using the CD‑
FControl capturing tool that resides on the VDA. For more information, see CTX111961 in
the Citrix Support Knowledge Center. For more information about log collection for Citrix
Workspace app, CTX141751.

• To submit CDF traces to Citrix, you must have an open Citrix Support case. Citrix Support
technicians can’t review CDF traces that are not attached to an existing support case.

Step 1: Recreate the issue

In this step, recreate the issue you’re experiencing in your environment. If the issue is related to app
launches or brokering, recreate the launch failure. If the issue is related to VDA registration, recreate
the VDA registration attempt bymanually restarting the Citrix Desktop Service on the VDAmachine.
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Step 2: Collect CDF traces

In this step, you collect CDF flush traces from each Cloud Connector in your resource location.

1. Access the Cloud Connectormachine by initiating an RDP connection using a Domain Admin or
Local Administrator account.

2. On the Cloud Connector machine, open the File Explorer and navigate to C:\logs.

3. Run Flush CDF. An icon appears briefly on the Taskbar of the Cloud Connector machine and
then disappears.

4. From the File Explorer, navigate to C:\logs\CDF and identify the most recent folder ending in !–
FLUSH–!.

5. Perform Steps 1‑5 on every Cloud Connector machine in your resource location and combine
all Cloud Connector flush traces into a single ZIP archive. If you don’t create a ZIP archive of
the flush traces from all your Cloud Connector machines, you will need to submit them one at
a time to Citrix.

Step 3: Submit data to Citrix

In this step, you attach your traces to your Citrix support case and submit them for review.

1. Visit https://cis.citrix.com/ and sign in using your Citrix.com credentials.
2. Select Diagnostics.
3. Select Tools and then selectUpload Data.
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4. In Case Number, enter the Citrix Support case number of the existing support case. Citrix Sup‑
port technicians can’t review CDF traces appropriately without a case number attached to the
data upload.

5. In Description (optional), you can enter a brief description or leave this field blank.
6. Select Upload File and select the ZIP archive you created earlier. If you didn’t create a ZIP

archive of flush traces from all your Cloud Connectormachines, repeat Steps 3‑6 to attach each
flush trace you want to submit.

After you submit your flush traces, Citrix Insight Services processes them and attaches them to the
support case you specified. This process can take up to 24 hours, depending on the size of the files.

Select a primary resource location

September 21, 2023

If you have multiple resource locations in your domain, you can choose one to be the “primary”or
“most preferred”location for Citrix Cloud. The primary resource location provides the best perfor‑
mance and connectivity between Citrix Cloud and your domain, enabling users to sign in quickly.

When you select a primary resource location, the Cloud Connectors in that resource location are used
for user logons and provisioning operations where possible. If the Cloud Connectors in the primary
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resource location are unavailable, these operations are performed using another Cloud Connector
in the domain. Logons using a User Principal Name (UPN) might not contain the domain name and
might not use the primary resource location.

Note:

To ensure that Cloud Connectors are always available in any resource location, install at least
two Cloud Connectors in each resource location.

To decide which resource location you want to use for your primary resource location, consider the
following:

• Does the resource location have the best connectivity to your domain?
• Is the resource location the closest to the geographical region in which you use the Citrix Cloud
management console? For example, if your Citrix Cloud console is at https://us.cloud.com, the
resource location you choose would be the closest one to the US region.

To select a primary resource location

1. From the Citrix Cloudmanagement console, click themenu button and select Identity and Ac‑
cess Management.

2. Click Domains and then expand the domain containing the resource location you want to use.
3. Click Set Primary Resource Location and then select the resource location you want to desig‑

nate as primary.
4. Click Save. Citrix Cloud displays “Primary”next to the resource location you selected.

Note:

Be sure to save your selections in one domain before expanding a different domain. When you
expand a domain and then expand another domain, the previously expanded domain collapses
and discards any unsaved selections.

Select a different primary resource location

1. From the Citrix Cloudmanagement console, click themenu button and select Identity and Ac‑
cess Management.

2. Click Domains and then expand the domain that contains the primary resource location you
want to change.

3. Click Change Primary Resource Location and then select the resource location you want to
use.

4. Click Save.
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Reset a primary resource location

Resetting the primary resource location allows you to remove the “Primary”designation from a re‑
source location without selecting a different one. When you remove the “Primary”designation, any
of the Cloud Connectors in the domain can handle user logon operations. As a result, some users
might experience slower logons.

1. From the Citrix Cloud management console, click the menu button and choose Identity and
Access Management.

2. ChooseDomains and then expand the domain that contains the primary resource location you
want to change.

3. Choose Change Primary Resource Location and then choose Reset. A notification appears,
warning you that logon performancemight be affected.

4. Select I understand the potential impact to subscribers and then click Confirm Reset.

Connector Appliance for Cloud Services

November 28, 2023

The Connector Appliance is a Citrix component hosted in your hypervisor. It serves as a channel for
communication between Citrix Cloud and your resource locations, enabling cloudmanagementwith‑
out requiring any complex networking or infrastructure configuration. Connector Appliance enables
you to manage and focus on the resources that provide value to your users.

The Connector Appliance provides the following functions:

• Connecting Active Directory to Citrix Cloud enables ADmanagement, allowing the use of AD
forests and domains within your resource locations. It removes the need for adding any addi‑
tional AD trusts. For more information, see Active Directory with Connector Appliance.

• ImagePortability Service simplifies themanagement of images across platforms. This feature
is useful for managing images between an on‑premises resource location and one in a public
cloud. The Citrix Virtual Apps and Desktops REST APIs can be used to automate the administra‑
tion of resources within a Citrix Virtual Apps and Desktops site.

The Image Portability workflow begins when you use Citrix Cloud to initiate themigration of an
image from your on‑premises location to your public cloud subscription. After preparing your
image, the Image Portability Service helps you transfer the image to your public cloud subscrip‑
tion and prepare it to run. Finally, Citrix Provisioning or Machine Creation Services provisions
the image in your public cloud subscription.

For more information, see Image Portability Service.
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• Citrix Secure Private Access enables administrators to provide a cohesive experience that in‑
tegrates single sign‑on, remote access, and content inspection into a single solution for end‑to‑
end access control. For more information, see Secure Private Access with Connector Appliance.

There might be other services in preview that also depend on the Connector Appliance.

The Connector Appliance platform is part of Citrix Cloud Platform and Citrix Identity Platform and can
process data, including the following information:

• IP addresses or FQDNs
• Device, user, and resource location identifiers
• Timestamps
• Event data
• User and group details from Active Directory (for example, used for authenticating and search‑
ing for users and groups)

Details of specific information processed by the Connector Appliance are available in the Data Col‑
lected by Citrix Cloud Platform table in the Citrix Cloud Services Data Protection Overview.

Connector Appliance availability and loadmanagement

For continuous availability and tomanage load, install multiple Connector Appliances in each of your
resource locations. Citrix recommends at least two Connector Appliances in each resource location.
If one Connector Appliance is unavailable for any time, the other Connector Appliances canmaintain
the connection. Since each Connector Appliance is stateless, the load can be distributed across all
available Connector Appliances. There is no need to configure this load balancing function. It is auto‑
mated. If at least one Connector Appliance is available, there is no loss in communication with Citrix
Cloud.

If you have only one connector configured for a resource location, Citrix Cloud shows a warning on
both the Resource Locations and the Connectors page.

Connector Appliance updates

TheConnector Appliance is updated automatically. You are not required to take any actions to update
your connector.

You can configure your resource location to apply updates either immediately as they become avail‑
able or during a specific maintenance window.

For more information about configuring updates, see Connector updates

As part of the update, the Connector Appliance becomes temporarily unavailable. Updates are ap‑
plied to only one Connector Appliance in a resource location at a time. For this reason, register at
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least two Connector Appliances in each resource location to ensure that at least one Connector Appli‑
ance is always available.

Connector Appliance communication

The Connector Appliance authenticates and encrypts all communication between Citrix Cloud and
your resource locations. Once installed, the Connector Appliance initiates communication with Citrix
Cloud through an outbound connection. All connections are established from the Connector Appli‑
ance to the cloud using the standard HTTPS port (443) and the TCP protocol. No incoming connec‑
tions are allowed.

The following table lists the ports that the Connector Appliance requires access to:

Service Port
Supported Domain
Protocol Configuration details

DNS 53 TCP/UDP This port must be open
to the local setup

NTP 123 UDP This port must be open
to the local setup

HTTPS 443 TCP Connector Appliance
requires outbound
access to this port

To configure the Connector Appliance, IT administrators must be able to access the administration
interface on port 443 (HTTPS) of the Connector Appliance.

Note:

Youmust include https:// at the start of the IP address.

The Connector Appliance can communicate with both on‑premises systems in your resource location
andwith external systems. If youdefine oneormorewebproxies duringConnector Appliance registra‑
tion, only traffic from the Connector Appliance to external systems is routed through this web proxy.
If your on‑premises system is located in a private address space, traffic from Connector Appliance to
this system is not routed through the web proxy.

The Connector Appliance defines private address spaces as the following IPv4 address ranges:

• 10.0.0.0 –10.255.255.255
• 172.16.0.0 –172.31.255.255
• 192.168.0.0 –192.168.255.255
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Internet connectivity requirements

Connecting to the Internet fromyourdata centers requiresopeningport 443 tooutboundconnections.
However, to operate within environments containing an Internet proxy server or firewall restrictions,
further configuration might be needed.

To properly operate and consume the Citrix Cloud services, the following addresses must be con‑
tactable with unmodified HTTPS connections:

• https://*.cloud.com
• https://*.citrixworkspacesapi.net
• https://*.citrixnetworkapi.net
• https://*.nssvc.net

– Customers who can’t enable all subdomains can use the following addresses instead:

* https://*.g.nssvc.net

* https://*.c.nssvc.net

• https://*.servicebus.windows.net
• https://iwsprodeastusuniconacr.azurecr.io
• https://iwsprodeastusuniconacr.eastus.data.azurecr.io

Network requirements

Ensure that your environment has the following configuration:

• Either the network allows the Connector Appliance to use DHCP to get DNS andNTP servers, an
IP address, a host name, and a domain name or you can manually set the network settings in
the Connector Appliance console.

• The network is not configured to use the link‑local IP ranges 169.254.0.1/24, 169.254.64.0/18 or
169.254.192.0/18, which are used internally by the Connector Appliance.

• Either the hypervisor clock is set to Coordinated Universal Time (UTC) and is synchronizedwith
a time server or DHCP provides NTP server information to the Connector Appliance.

• If you use a proxy with Connector Appliance, the proxy must be unauthenticated or use basic
authentication.

System requirements

The Connector Appliance is supported on the following hypervisors:

• Citrix Hypervisor 8.2 CU1 LTSR
• VMware ESXi version 7 update 2
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• Hyper‑V on Windows Server 2016, Windows Server 2019, or Windows Server 2022.
• Nutanix AHV
• Microsoft Azure
• AWS
• Google Cloud Platform

Your hypervisor must provide the following minimum capabilities:

• 20 GB root disk
• 2 vCPUs
• 4 GBmemory
• An IPv4 network

You can host multiple Connector Appliances on the same hypervisor host. The number of Connector
Appliances on the same host is only constrained by the hypervisor and hardware limitations.

Note:

Cloning, suspending, and taking snapshots of the Connector Appliance VM are not supported.

Obtain the Connector Appliance

Download the Connector Appliance software fromwithin Citrix Cloud.

1. Sign in to Citrix Cloud.

2. From themenu in the top left of the screen, select Resource Locations.

3. If you do not already have a resource location, click the plus icon (+) or select Add a Resource
Location.

4. In the resource location where youwant to register the Connector Appliance, click the Connec‑
tor Appliances plus icon (+).

The Add a Connector Appliance task opens.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 128



Citrix Cloud

5. From theHypervisor list inStep1, choose the type of hypervisor or cloudprovider that youuse
to host your Connector Appliance.

• For on‑premises hypervisors and cloud environments, you can download the Connector
Appliance within Citrix Cloud:

a) Click Download Image.
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b) Review theCitrix EndUserServiceAgreementand, if youagree, selectAgreeandCon‑
tinue.

c) When prompted, save the provided Connector Appliance file.

The file name extension of the Connector Appliance file depends on the hypervisor
that you choose.

• For somecloudenvironments, you canget theConnector Appliance from themarketplace:

– AWS
– Microsoft Azure
– Google Cloud

6. Keep the Install Connector Appliance task open. After installing the Connector Appliance, you
input your registration code into Step 2.

You can also get to the Install Connector Appliance task from the Connectors page. Select the plus
icon (+) to add a connector and choose to add a Connector Appliance.

Install Connector Appliance on your hypervisor

• Citrix Hypervisor
• VMware ESXi
• Hyper‑V
• Nutanix AHV
• Microsoft Azure
• Google Cloud Platform
• AWS

Citrix Hypervisor

This section describes how to import the Connector Appliance to a Citrix Hypervisor server by using
XenCenter.

1. Connect to your Citrix Hypervisor server or pool by using XenCenter on a system that has access
to the downloaded Connector Appliance XVA file.

2. Select File > Import.
3. Specify or browse to the path where the Connector Appliance XVA file is located. Click Next.
4. Select the Citrix Hypervisor server where you want to host the Connector Appliance. Alterna‑

tively, you can select the pool to host the Connector Appliance in and Citrix Hypervisor chooses
a suitable available server. Click Next.

5. Specify the storage repository to use for your Connector Appliance. Click Import.
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6. Click Add to add a virtual network interface. From the Network list, select the network for the
Connector Appliance to use. Click Next.

7. Review the options to use to deploy the Connector Appliance. If any are incorrect, usePrevious
to change these options.

8. Ensure that Start the newVM(s) automatically as soon as the import is complete is selected.
Click Finish.

After the Connector Appliance is deployed and has successfully started up, its console displays a land‑
ing page that contains the Connector Appliance IP address. Use this IP address to connect to the
Connector Appliance administration page and complete the registration process.

By default, the Connector Appliance uses DHCP to set its network configuration. If DHCP is not avail‑
able in your environment, youmust set thenetwork configuration at theConnector Appliance console
before you can access the Connector Appliancemanagement console. For more information, see Set
the network configuration by using the Connector Appliance console.

Next step: Register your Connector Appliance with Citrix Cloud.

VMware ESXi

This sectiondescribeshow todeployConnector ApplianceonaVMwareESXi host byusing theVMware
vSphere Client.

1. Connect to your ESXi host by using the vSphere Client on a system that has access to the down‑
loaded Connector Appliance OVA file.

2. Select File > Deploy OVF Template….
3. Specify or browse to the path where the Connector Appliance OVA file is located. Click Next.
4. Review the template details. Click Next.
5. You can specify a unique name for your Connector Appliance instance. By default, the name is

set to Connector Appliance. Ensure that you choose a name that distinguishes this instance of
the Connector Appliance from other instances hosted on this ESXi host. Click Next.

6. Specify the destination storage for your Connector Appliance. Click Next.
7. Choose the format to store the virtual disks in. Click Next.
8. Review the options to use to deploy the Connector Appliance. If any are incorrect, use Back to

change these options.
9. Select Power on after deployment. Click Finish.

After the Connector Appliance is deployed and has successfully started up, its console displays a land‑
ing page that contains the Connector Appliance IP address. Use this IP address to connect to the
Connector Appliance administration page and complete the registration process.

By default, the Connector Appliance uses DHCP to set its network configuration. If DHCP is not avail‑
able in your environment, youmust set thenetwork configuration at theConnector Appliance console
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before you can access the Connector Appliance UI. For more information, see Set the network config‑
uration by using the Connector Appliance console.

Next step: Register your Connector Appliance with Citrix Cloud.

Hyper‑V

This section describes how to deploy Connector Appliance on a Hyper‑V host. You can deploy the VM
by using the Hyper‑V Manager or by using the included PowerShell script.

Deploy the Connector Appliance by using the Hyper‑V Manager

1. Connect to your Hyper‑V host.

2. Copy or download the Connector Appliance ZIP file to the Hyper‑V host.

3. Extract the contents of the ZIP file. The ZIP file contains a PowerShell script and the connector‑
appliance.vhdx file.

4. Copy theVHDX file towhereyouwant tokeepyourVMdisks. Forexample,C:\ConnectorApplianceVMs
.

5. Open Hyper‑V Manager.

6. Right‑click on your server name and selectNew > Virtual Machine.

7. In theNewVirtual MachineWizard, on the Specify Name and Location panel, enter a unique
name to identify your Connector Appliance. Click Next.

8. On the Specify Generation panel, select Generation 1. Click Next.

9. On the Assign Memory panel, configure the following settings and then clickNext:

a) Assign 4 GB of RAM.
b) Disable dynamic memory.

10. On the Configure Networking panel, select a switch from the list (for example, Default Switch).
ClickNext.

11. On the Connect Virtual Hard Disk panel, selectUse an existing virtual hard disk.

12. Browse to the location of the connector‑appliance.vhdx file and select it. Click Next.

13. On the Summary panel, review the values you have chosen and click Finish to create the VM.

14. On the Virtual Machines panel, right‑click on the Connector Appliance VM and select Settings.

15. In the Settingswindow, selectHardware > Processors and perform the following actions:

a) InNumber of virtual processors, change the value to 2.
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b) Click Apply.
c) ClickOK.

16. On the Virtual Machines panel, right‑click on the Connector Appliance VM and select Start.

17. Right‑click on the Connector Appliance VM and select Connect to open the console.

After the Connector Appliance is deployed and has successfully started up, connect to the console
using the Hyper‑V Manager. The console displays a landing page that contains the Connector Appli‑
ance IP address. Use this IP address to connect to the Connector Appliance administration page and
complete the registration process.

By default, the Connector Appliance uses DHCP to set its network configuration. If DHCP is not avail‑
able in your environment, youmust set thenetwork configuration at theConnector Appliance console
before you can access the Connector Appliance UI. For more information, see Set the network config‑
uration by using the Connector Appliance console.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance by using a PowerShell script The connector‑appliance.zip file
contains a PowerShell script that creates and starts a new VM.

Note:

To run this unsigned PowerShell script, you might have to change the execution policies on the
Hyper‑V system. For more information, see https://go.microsoft.com/fwlink/?LinkID=135170.
Alternatively, you can use the provided script as the basis to create or amend your own local
script.

1. Connect to your Hyper‑V host.

2. Copy or download the Connector Appliance ZIP file to the Hyper‑V host.

3. Extract the contents of the ZIP file: A PowerShell script and a VHDX file.

4. In a PowerShell console, change the current directory to where the ZIP file contents are located
and run the following command:

1 .\connector-appliance-install.ps1
2 <!--NeedCopy-->

5. When prompted, type a name for your VMor select Enter to accept the default value of Connec‑
tor Appliance.

6. When prompted, type a destination for the root disk or press Enter to use the system default
directory for VHDs.

7. When prompted, type a file name for the root disk or select Enter to accept the default value of
connector‑appliance.vhdx.
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8. When prompted, select the switch to use. Select Enter.

9. Review the summary of the VM import information. If the information is correct, select Enter to
continue. The script creates and starts the Connector Appliance VM.

After the Connector Appliance is deployed and has successfully started up, its console displays a land‑
ing page that contains the Connector Appliance IP address. Use this IP address to connect to the
Connector Appliance and complete the registration process.

Next step: Register your Connector Appliance with Citrix Cloud.

Nutanix AHV

This section describes how to deploy Connector Appliance from the connector-appliance.
vhdx file onto a Nutanix AHV host by using the Nutanix Prism web console.

1. On the main menu of the Nutanix Prism web console, select the Storage view.

2. Click + Storage Container to create a storage container to hold the Connector Appliance image
file. Alternatively, you can use an existing storage container.

3. Upload the connector-appliance.vhdx file to your storage container.

a) On the main menu of the web console, select Settings.
b) Select the Image Configuration tab and click + Upload Image
c) In Create Image, specify a Name for your image.
d) From the Image Type list, select DISK.
e) From the Storage Container list, select the storage container you created.
f) SelectUpload a file.
g) Click Choose file and navigate to the connector-appliance.vhdx file on your local

system.
h) Click Save.

4. Wait until the image is created and its state shows as ACTIVE in the Image Configuration page.

5. Select theNetwork Configuration tab.

6. Click + Create Network to create a network for the Connector Appliance to use.

7. In the Create Network page, specify the following information:

• The network name.
• The network VLAN ID.

8. On the main menu of the web console, select the VM view.

9. Click + Create VM to create a Connector Appliance instance.
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10. In Create VM, specify the following information:

• The VM name
• The number of vCPUs
• The amount of memory in GiB

11. Select to use Legacy BIOS.

12. Click + Add New Disk to add a disk to the VM.

13. In Add Disk, complete the following information:

a) For Type, select DISK.
b) ForOperation, select Clone from Image Service.
c) For Bus Type, select SCSI
d) For Image, select the image you createdwhen you uploaded the Connector Appliance file.

14. Click Add to finish adding the disk.

15. In Create VM, click + Add NewNIC.

16. In Create NIC, select the network to add the VM to.

17. For Network Connection State, select Connected.

18. Click Add to finish adding the NIC.

19. Click Save to create the VM.

By default, the new VM is powered off.

20. In the VM view, select the VM and click Power on.

21. Wait for the VM to start up. This process can take several minutes.

After the Connector Appliance is deployed andhas successfully started up, you can find the Connector
Appliance IP address in one of the following places:

• In the VM view of the Nutanix Prism web console.
• In the Connector Appliance console.

Use this IP address to connect to the Connector Appliance administration page and complete the reg‑
istration process.

Next step: Register your Connector Appliance with Citrix Cloud.

Microsoft Azure

This section describes how to deploy Connector Appliance in Microsoft Azure. You can deploy the
Connector Appliance from the Azure Marketplace or from the downloaded disk image by using the
included PowerShell script.
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Deploy theConnectorAppliance fromtheAzureMarketplace Todeploy theConnector Appliance
from the Azure Marketplace complete the following steps:

1. Go to the Connector Appliance in the Azure Marketplace. (Azure Marketplace)

Alternatively, you can search for “Connector Appliance for Cloud Services”in the marketplace
search.

2. Click Get It Now and then Create.

3. On the Create Citrix Connector Appliance for Cloud Services page, complete the following
information:

• Select the Subscription to use.
• Select the Resource group to use.
• Select the Region to locate the Connector Appliance in.
• Specify a VM name.
• Select a Virtual network to add the Connector Appliance to. This network is used to ac‑
cess Citrix Cloud, the local resources, and the Connector Appliance administration page.
This network cannot be changed later.

• Specify a value for Subnet.

ClickNext : Tags >.

4. On the Tags tab, add required tags if needed.

ClickNext : Review + create >.

5. After you have reviewed the deployment details, click Create.

After the Connector Appliance is deployed and has successfully started up, its console displays a land‑
ing page that contains the Connector Appliance IP address. Use this IP address to connect to the
Connector Appliance administration page and complete the registration process.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance VM by using a PowerShell script The connector-
appliance-azure.zip file contains a PowerShell script that creates and starts a new VM.
You can use the provided script as the basis to create or amend your own local script.

Before running the script ensure that you have the following prerequisites:

• Install the Az PowerShell module into your local PowerShell environment.
• Run the PowerShell script in the directory where the VHD file is located.

Complete the following steps:

1. Copy or download the Connector Appliance ZIP file to your Windows system.
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2. Extract the contents of the ZIP file: A PowerShell script and a VHD file.

3. Open a PowerShell console as Administrator.

4. Change the current directory to where the ZIP file contents are located and run the following
command:

1 .\connector-appliance-upload-Azure.ps1

5. A dialog appears, prompting you to log into Microsoft Azure. Enter your credentials.

6. When prompted by the PowerShell script, select the subscription to use. Press Enter.

7. Follow the prompts in the script, which guide you through uploading the image and creating a
virtual machine.

8. After you have created the first VM, the script asks if you want to create another VM from the
uploaded image.

• Type y to create another VM.
• Type n to exit the script.

After the Connector Appliance is deployed and has successfully started up, its console displays a land‑
ing page that contains the Connector Appliance IP address. Use this IP address to connect to the
Connector Appliance administration page and complete the registration process.

Next step: Register your Connector Appliance with Citrix Cloud.

AWS

This section describes how to deploy Connector Appliance in AWS. Connector Appliance is available
as an AMI in the AWSmarketplace and we recommend that you install the Connector Appliance from
the AMI. Alternatively, you can deploy a downloaded disk image by using the AWS UI or by using the
included PowerShell script.

Networkingprerequisites Todeploy theConnectorApplianceonAWS, ensure that youhaveaccess
to Citrix Cloud from the subnet in which the Connector Appliance is created.

We recommend using a private IP address for the appliance, which requires specific configuration
to provide access to Citrix Cloud. To achieve this configuration, complete the following steps in the
AWSManagement Console:

1. Create the NAT gateway.

a) In the top navigation bar, select Services > VPC > NAT Gateways.

b) On the top right, click Create NAT Gateway. Enter the following information:
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• Enter Name.
• Select subnet from the list.
• Set Connectivity type as Public.
• Select an Elastic IP allocation ID from the list. If there is no available Elastic IP, click
Allocate Elastic IP and follow the instructions to create one.

c) Click Create NAT Gateway.

2. Create a route table entry including the NAT gateway.

a) In the top navigation bar, select Services > VPC > Route Tables.

b) On the top right, click Create route table. Enter the following information:

• Enter Name.
• From the list, select the VPC that contains the subnet you selected when creating the
NAT gateway.

c) Click Create route table.

d) In the Routes tab of the route table you created, click Edit routes > Add route.

e) Input the Destination and Target for the new route entry.

• Set the destination as 0.0.0.0/0.
• For the target, select theNAT Gateway you created from the list.

f) Click Save change.

3. Attach the subnet to be used for the Connector Appliance to this route table.

a) In the top navigation bar, Select Services > VPC > Route Tables.
b) Select the route table that contains the NAT gateway.
c) In the display page, go to the Subnet Associations tab.
d) Click Edit subnet associations.
e) Select the subnet or subnets to attach to the route table.
f) Click Save Associations.

Deploy the Connector Appliance from the AWSMarketplace Before beginning, ensure youmeet
the following prerequisites:

• You have permissions to operate EC2 resources.

• You have completed the configuration in Networking prerequisites.

• (Optional) You can create a security group that restricts which IP addresses are permitted to
access your Connector Appliance.
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Complete the following steps:

1. Log in to the AWSManagement Console.

2. Find the Connector Appliance AMI in the AWSmarketplace. You can do this in one of the follow‑
ing ways:

• Follow the marketplace link provided in Citrix Cloud. (AWS Marketplace)

• Search for the AMI in the AWS Management Console:

a) Go to Services > Compute > EC2 > AMIs
b) Ensure that you are in the US East (Ohio) region.
c) In Public images, search for “Citrix Connector Appliance”or for the AMI ID “ami‑

026eaf9b3b232577f”.

3. Verify that youhave the correct AMI by checking theAMI ID (ami‑026eaf9b3b232577f) andowner
ID (414337923189).

4. Copy the AMI to your subscription:

a) Go to Actions > Copy AMI.
b) In the Copy AMI dialog, you can select the Destination Region that you require.
c) Click Copy AMI

5. From your copied AMI summary page, click Launch instance from AMI.

6. In the Launch an instance dialog, complete the following steps:

a) Select the number of instances to create. For resiliency, we recommend that you have two
or more Connector Appliances in each resource location.

b) Specify a name for the instance.
c) For the Instance type, select t2.medium. The instance type must have at least 4 GB and

2 CPUs.
d) For the Key pair (login), select Proceed without a key pair. SSH login to the Connector

Appliance is not permitted, so a key pair is not needed.
e) For the Network settings, in the Firewall (security group) section, configure the follow‑

ing settings:
i. Choose whether to Create security group or Select existing security group.
ii. Deselect Allow SSH traffic from the internet
iii. Select Allow HTTPs traffic from the internet
iv. Select Allow HTTP traffic from the internet

Click Launch instance.

7. After the instance is created, in the Success section, click the instance ID link to view your Con‑
nector Appliance instance.
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Alternatively, you can click the View All Instances button on this page or go to Services > EC2
>Instances in the AWS Management Console to see a list of your instances.

8. When your Instance state has changed to Running, go into the instance details and use the
Private IPv4address to connect to theConnector Applianceadministrationpageandcomplete
the registration process.

You might need to use a bastion host to go to the Connector Appliance administration page at the
internal IP address from your browser and complete the registration process.

By default, the Connector Appliance uses DHCP to set its network configuration. You can edit this
network configuration using the Connector Appliance web interface. For more information, see Con‑
figuring network settings on the Connector Appliance administration page.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance by using the AWS UI Before beginning, ensure youmeet the fol‑
lowing prerequisites:

• You have permissions to operate S3 and EC2 resources.

• You have created a service role and policy that has VM import access. Formore information, see
https://docs.aws.amazon.com/vm‑import/latest/userguide/required‑permissions.html#vmi
mport‑role.

Note:

To create a service role, youmust create an S3 bucket. When creating the policy, set the S3
bucket you have created with VM import access.

• You have access to AWS CloudShell. It is only available in certain regions. For the list of regions
where AWS CloudShell is supported, see https://docs.aws.amazon.com/cloudshell/latest/user
guide/supported‑aws‑regions.html.

• You have completed the configuration in Networking prerequisites.

Complete the following steps:

1. On your local system, extract the contents of connector-appliance-aws.zip.

2. Log in to the AWSManagement Console.

3. Create a storage bucket by completing the following steps. (Alternatively, you can skip these
steps and use an existing storage bucket.)

a) In the top navigation bar, select Services > S3 > Create bucket.
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b) Enter a unique name for your bucket. For naming conventions for buckets in Amazon S3,
see https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.ht
ml.

c) Select the region for your bucket. Ensure that you choose the same region as your AWS
Region, because you cannot use the files in the bucket if these regions are different.

d) Keep the remaining settings set to the defaults, then click Create bucket.

4. Click the name of the bucket that you have created. Click Upload > Add files, then select the
connector-appliance.vhd file. Keep the remaining settings set to the defaults then click
Upload.

5. Click the file you uploaded. Click Copy S3 URI.

6. Click the AWS CloudShell icon in the top navigation bar and run the following commands:

a) Create a task to convert your VHD file to a snapshot:

1 aws ec2 import-snapshot --disk-container Format=VHD,Url="<
S3_URI>"

Replace the placeholder value with your S3 URI that you copied from the previous step.
For example, aws ec2 import-snapshot --disk-container Format=VHD,
Url="s3://my-aws-bucket/connector-appliance.vhd".

This command is complete when the following command returns a JSON string contain‑
ing "Status": "completed". Make note of the ImportTaskId value in the JSON
output.

b) Run the following command:

1 aws ec2 describe-import-snapshot-tasks --import-task-ids <
ImportTaskId>

Replace the placeholder value with the ImportTaskId copied from the previous step.
For example, aws ec2 describe-import-snapshot-tasks --import-task
-ids import-snap-0273h2836153itg5.

7. On the AWSManagement Console, in the top navigation bar, select Services > EC2.

8. From themenu on the left of the screen, click Snapshots.

9. Right‑click on the snapshot that you created and click Create Image.

10. In the pane that opens, complete the following steps:

a) Enter a name for your AMI.
b) SelectHardware‑assisted virtualization.

Click Create.
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11. From themenu on the left of the screen, click AMIs.

12. Right‑click on the AMI that you created and click Launch.

13. In the pane that opens, complete the following steps:

a) Choose the instance type.
b) (Optional) Customize the network on the Configure Instance tab.
c) (Optional) Attach another volume on the Add Storage tab.
d) Set security group rules on the Configure Security Group tab.

After you have reviewed the instance launch, click Review and Launch.

After the Connector Appliance is deployed and has successfully started up, go to Services > EC2 >
Instances and select the instance you have created. Use the Private IPv4 address to connect to the
Connector Appliance administration page and complete the registration process. You might need to
use a bastion host to go to the Connector Appliance administration page at the internal IP address
from your browser to continue the installation process.

By default, the Connector Appliance uses DHCP to set its network configuration. You can edit this
network configuration using the Connector Appliance web interface. For more information, see Con‑
figuring network settings on the Connector Appliance administration page.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance by using a PowerShell script The connector-appliance-
aws.zip file contains a PowerShell script that creates and starts a new VM. Before running the script
ensure that you have the following prerequisites:

• You have either AWS.Tools, AWSPowerShell.NetCore or AWSPowerShell installed on your sys‑
tem. For more information, see https://docs.aws.amazon.com/powershell/latest/userguide/
pstools‑getting‑set‑up.html.

• You have created a service role and policy that has VM import access. Both the service role and
the policymust be namedvmimport for this PowerShell script to work. Formore information,
see https://docs.aws.amazon.com/vm‑import/latest/userguide/required‑permissions.html#v
mimport‑role.

Note:

To create a service role, youmust create an S3 bucket. When creating the policy, set the S3
bucket you have created with VM import access.

• You have created an Amazon EC2 security group.

• You have S3 permissions and API access.
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• You have completed the configuration in Networking prerequisites.

Complete the following steps:

1. On your local system, extract the contents of connector-appliance-aws.zip to a folder.

2. In PowerShell, run the following commands:

a) To be able to run an AWS cmdlet in your local environment, run the following command
to add a new profile to the AWS SDK store:

1 Set-AWSCredential -AccessKey <access_key_ID> -SecretKey <
secret_key> -StoreAs MyProfile

Replace the placeholder values with your access key and secret key. Provide a unique pro‑
file name. In the example we have provided, it is MyProfile.

b) Set the profile to the default:

1 Initialize-AWSDefaultConfiguration -ProfileName MyProfile

c) Change the current directory to the folder where the extracted files are located and run
the following command:

1 .\connector-appliance-upload-aws.ps1

3. Follow the prompts in the script, which guide you through selecting the region for your Connec‑
tor Appliance deployment, uploading the image to your chosen bucket, and entering a name
for your VM.

• Youmust use the bucket with VM import access that you created earlier.
• When asked to select the VPC to use, select the VPC where the NAT gateway and route
tables are configured.

• When asked to select the subnet to use, select the subnet attached to the route table con‑
taining the NAT gateway.

For more information, see Networking prerequisites.

After the Connector Appliance is deployed and has successfully started up, the script displays the pri‑
vate IP address of the Connector Appliance. You might need to use a bastion host to go to the Con‑
nector Appliance administration page at the internal IP address from your browser and complete the
registration process.

By default, the Connector Appliance uses DHCP to set its network configuration. You can edit this
network configuration using the Connector Appliance web interface. For more information, see Con‑
figuring network settings on the Connector Appliance administration page.

Next step: Register your Connector Appliance with Citrix Cloud.
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Google Cloud Platform

This section describes how to deploy Connector Appliance on the Google Cloud Platform. You can
install the Connector Appliance from the Google Cloud Marketplace. Alternatively, you can deploy a
downloaded disk image by using the Google Cloud Platform Console or by using the included Power‑
Shell script.

The file connector-appliance-gcp.zip contains:

• connector-appliance.tar.gz, which is a disk image of the Connector Appliance
• connector-appliance-upload-gcp.ps1, which is a PowerShell script that canbeused
to automatically deploy the Connector Appliance

Deploy the Connector Appliance from the Google Cloudmarketplace

1. Log in to your Google account.

2. Follow the marketplace link provided in Citrix Cloud. (Google Cloud Marketplace)

Alternatively, you can search for “Connector Appliance for Cloud Services”in the marketplace
search.

3. Click Launch.

4. On the New Citrix Connector Appliance for Cloud Services deployment page, complete the
following information:

• Specify a Deployment name for the deployment job.
• Select the Zone to locate the Connector Appliance in.
• Select theMachine family, Series, andMachine type to use.
• Select the Boot disk type and Boot disk size in GB to use.
• In the Networking section, specify the networking interface to be used by the Connector
Appliance. If you want to be able to connect to the administration page from a public net‑
work, specify an External IP.

Click Deploy. You are directed to the Deployment Manager page.

Note:

After the Connector Appliance is deployed and has successfully started up, you receive an
email to confirm that the Connector Appliance is deployed on Google Cloud Platform.

5. On the Deployment Manager page, click on the instance name. Alternatively, you can search
for the Connector Appliance instance that you created in the Compute Engine.

6. If you previously specified an External IP when setting up the networking interface for your
Connector Appliance, copy the External IP address in the Network interfaces section in the
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Details tab. Use this IP address to connect to the Connector Appliance administration page and
complete the registration process. Alternatively, you can use the Primary internal IP address
to visit the Connector Appliance administration page from another machine that is in the same
subnet as your Connector Appliance.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance by using the Google Cloud Platform console

1. On your local system, extract the contents of connector-appliance-gcp.zip.

2. In your Google Cloud Platform project, create a storage bucket. (Alternatively, you can use an
existing storage bucket.)

a) From themain menu, select Cloud Storage.
b) On the main pane, select Create bucket.
c) Specify a name for your bucket.
d) Configure the data storage and access settings that you require. You can leave these set‑

tings as the defaults.
e) Click Create.

3. Inside your storage bucket, select Upload files and choose the file connector-appliance
.tar.gz. Wait while the file uploads.

4. Select the uploaded file to view its details. Copy the value of gsutil URI to the clipboard.

5. Open the Cloud Shell by clicking the Activate Cloud Shell icon in the header bar.

6. In your Cloud Shell, run the following command to create an image:

1 gcloud compute images create "Image name" --guest-os-features=
MULTI_IP_SUBNET --source-uri="gsutil URI of uploaded connector-
appliance.tar.gz file"

7. From themain menu, select Compute Engine > VM Instances.

8. Select Create Instance. In the pane that opens, specify the following information:

a) In theName field, specify a name for the Connector Appliance instance.
b) Choose a region to locate the Connector Appliance in.
c) Choose the machine configuration.
d) In the Boot disk section, click Change.
e) In the section that opens, go to the Custom images tab.
f) From the Image list, select the image you created.
g) Click Select.
h) In the Firewall section, enable HTTPS traffic to allow access to the Connector Appliance

administration page.
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i) Specify any additional configuration required. For example, youmight notwant to use the
default networking configuration.

Click Create.

9. In the VM Instances section, select your newly created VM to view its details.

After the Connector Appliance is deployed and has successfully started up, the VM Instances section
displays the Connector Appliance IP addresses.

If the Connector Appliance has an external IP address, you can use this IP address to go to the Con‑
nector Appliance administration page from your browser and complete the registration process.

If the Connector Appliance has only an internal IP address, use a bastion host to go to the Connector
Appliance administration page from your browser and complete the registration process. For more
information, see https://cloud.google.com/compute/docs/connect/ssh‑using‑bastion‑host.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance by using a PowerShell script To use the provided PowerShell
script to deploy the Connector Appliance, youmust have the Google Cloud SDK installed on your sys‑
tem.

1. On your local system, extract the contents of connector-appliance-gcp.zip to a folder.

2. In PowerShell, change the directory to the folder where the extracted files are located.

3. Run the command .\connector-appliance-upload-GCP.ps1.

4. In the browser window that opens, authenticate with the Google Cloud SDK with an account
that has access to the project you want to deploy the Connector Appliance to.

5. In Google Cloud Tools for PowerShell, when prompted by the PowerShell script, select the
project to use. Press Enter.

6. Followtheprompts in the script,whichguideyou throughuploading thedisk, creatingan image,
and creating a virtual machine.

7. After you have created the first VM, the script asks if you want to create another VM from the
uploaded image.

• Type y to create another VM.
• Type n to exit the script.

After the Connector Appliance is deployed and has successfully started up, the script displays the in‑
ternal IP address of the Connector Appliance. Alternatively, you can go to the Google Cloud Platform
console to find the Connector Appliance internal IP address. The Compute Engine > VM Instances
section displays the Connector Appliance IP address.
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Use a bastion host to go to the Connector Appliance administration page at the internal IP address
from your browser and complete the registration process. For more information, see https://cloud.
google.com/compute/docs/connect/ssh‑using‑bastion‑host.

Next step: Register your Connector Appliance with Citrix Cloud.

Register your Connector Appliance with Citrix Cloud

Register a Connector Appliance with Citrix Cloud to provide a channel for communication between
Citrix Cloud and your resource locations.

After you install your Connector Appliance on the hypervisor and start it, the console displays the IP
address of the Connector Appliance. The console also displays an SSL fingerprint that you can use to
validate your connection to the Connector Appliance UI.

1. Copy the Connector Appliance IP address to your browser address bar.

Note:

Youmay have to include https:// at the start of the IP address.

The Connector Appliance UI uses a self‑signed certificate, which is valid for five years. As a re‑
sult, youmight see amessage about the connection not being secure. To verify the connection
to your Connector Appliance, you can compare the SSL fingerprint in the console with the fin‑
gerprint the browser receives from the webpage.

For example, in the Google Chrome browser, complete the following steps:
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a) Click theNot Securemarker next to the address bar.

b) Select Certificate. The Certificatewindow opens.

c) Go to the Details tab and find the Thumbprint field.

If the value of theThumbprint field and the SSL fingerprint provided in the consolematch,
you can confirm that your browser is connecting directly to the Connector Appliance UI.

You can replace this self‑signed certificate with one of your own that is signed by your orga‑
nization or generated by using your organization’s chain of trust. For more information, see
Managing certificates.

2. If your browser requires an extra step to confirm that youwant to continue to the site, complete
this step now.

The Create new passwordwebpage opens.

3. Create a password for your Connector Appliance UI and click Set password.
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The password you set must meet the following requirements:

• 8 or more characters long
• Contains both upper and lower case letters
• Contains at least one non‑alphabetic character

Ensure that you store this password in a safe place for future use.

4. Sign in with the password you set. The Connector administration page opens.
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5. (Optional) If you use one or more web proxies, you can add the proxy addresses in the Proxy
servers section. Both unauthenticated and authenticated proxies are supported. To add an
unauthenticated proxy, provide a valid Proxy IP Address and Port. To add an authenticated
proxy, provide a validUsername and Password as well.

Note:

Only basic proxy authentication is supported. Other forms of authentication are not sup‑
ported.

Only traffic to external systems is routed through the web proxy. For more information, see
Connector Appliance communication.

6. (Optional) If your network uses TLS intercepting web proxies to access the internet you may
require your Connector to trust its Root Certificate Authority to successfully communicate with
the cloud.

a) Under Root certificate authorities, select Add certificate.

b) Copy the contents of the certificate in PEM format:

1 -----BEGIN CERTIFICATE-----
2 <certificate-base64-bytes>
3 -----END CERTIFICATE-----
4 <!--NeedCopy-->
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c) In Full Certificate Details, paste the certificate contents.

d) Select Add Certificate.

To add a RootCA using the Connector Appliance APIs, see Managing root certificate authorities
in the Citrix Developer documentation.

Note:

Certificates which are expired or will expire in the next 30 days will show a warning.

7. Click Register Connector to open the registration task.

8. Choose a name for your Connector Appliance. This name can help you distinguish between
the various Connector Appliances that exist in your resource location. After you register your
Connector Appliance, the name cannot be changed.

Enter the name in the Connector Appliance name field and clickNext.

The webpage provides a code to use to register with Citrix Cloud. This code expires in 15 min‑
utes.
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9. Use the Copy button to copy the code to the clipboard.

10. Return to the Resource Locationswebpage.

11. Paste the code into Step 2 of the Install Connector Appliance task. Click Confirm Details.

Citrix Cloud verifies that the Connector Appliance is present and can be contacted. If the regis‑
tration code has expired, you are prompted to generate a new code.

12. Click Register.

The page shows whether the registration was successful. If the registration failed, you are
prompted to try again.

13. Click Close.
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TheConnector Appliance administrationpage also enables you to download a diagnostic report for
the Connector Appliance. For more information, see Generating a diagnostic report.

After registering your Connector Appliance

For each resource location, we advise that you install and register two ormore Connector Appliances.
This configuration ensures continuous availability and enables the connectors to balance the load.

You cannot directly manage your Connector Appliance.

TheConnector Appliance is updated automatically. You are not required to take any actions to update
your connector. You can specify the time and day that you want Connector Appliance updates to be
applied in your resource location. For more information, see Connector updates.

Do not clone, suspend, or take a snapshot of your Connector Appliance VMs. These actions are not
supported.

You are only presented with the Create new password page the first time that you connect to the
Connector Appliance UI. Ensure that you store this password in a safe place for future use. This pass‑
word cannot be reset. If you forget the password, you must reinstall the Connector Appliance. On
subsequent connections to the UI, you are asked to input the password you set when registering the
Connector Appliance.

Generating a diagnostic report

You can generate and download a diagnostic report from the Connector Appliance administration
page.
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1. From the Connector Appliance console in your hypervisor, copy the IP address to your browser
address bar.

2. Enter the password that you set when you registered your Connector Appliance.
3. In the Diagnostic report section of the page, click Download Report.

The diagnostic reports are provided in a .zip file.

Verify your network connection

You can check your network connection from the Connector Appliance administration page by us‑
ing the TCP Capture diagnostic check.

1. On the Connector Appliance administration page, click your account name in the header bar
and selectNetwork Diagnostics.

2. (Optional) In the TCPCapture section, enter the target IP address, host name, or port to restrict
the TCP capture.

3. From the Trace Durationmenu, select the duration for which you want your trace to run.

4. (Optional) Enable Packet Tracing to capture the contents of the packets.

When packet tracing is disabled, the TCP capture functionality uses a best‑effort approach to
capture the headers for diagnosis. This best‑effort approach captures the first 94 bytes of each
packet. However, as headers are not a fixed size, this approach might not capture all of the
header.

5. Click Start trace.

6. Wait until the trace has completed. After the trace has completed, you can download a trace
report or start a new trace.

• Click Download to download the trace report. The trace report is provided in a .pcap
file.

• Click Start new trace to begin another trace.

Connecting Active Directory to Citrix Cloud

You can use Connector Appliance to connect a resource location to forests which do not contain Citrix
Virtual Apps and Desktops resources. For example, in the case of Citrix Secure Private Access cus‑
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tomers or Citrix Virtual Apps and Desktops customers with some forests only used for user authenti‑
cation.

For more information, see Active Directory with Connector Appliance.

Validating your Kerberos configuration

If you use Kerberos for single sign‑on, you can verify that the configuration on your Active Directory
controller is correct from the Connector Appliance administration page. The Kerberos validation
feature enables you to validate a Kerberos realm‑only mode configuration or a Kerberos Constrained
Delegation (KCD) mode configuration.

Validate Kerberos realm‑only configuration:

1. Go to the Connector Appliance administration page.
2. From the Connector Appliance console in your hypervisor, copy the IP address to your browser

address bar.
3. Enter the password that you set when you registered your Connector Appliance.
4. Tovalidate your realm‑onlyKerberos configuration select theKerberosValidationRealm‑Only

in the Active Directory domains section.
5. Specify the Active Directory Domain.

• If you’re validating a Kerberos realm‑only mode configuration, you can specify any Active
Directory domain. This mode doesn’t depend on being joined to the domain.

6. Specify the Service FQDN. The default service name is assumed to be “https”. If you specify
“computer.example.com”, this value is considered the same as “https://computer.example.c
om”.

7. Specify theUsername.
8. Specify the Password.
9. Click Test Kerberos.
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Validate Kerberos Contrained Delegation (KCD) configuration:

1. Go to the Connector Appliance administration page.
2. To validate Kerberos Constrained Delegation (KCD)mode for domains to which the Connec‑

tor Appliance has been joined, select Kerberos validation from the ellipsis menu (…) of the
relevant domain.

3. Specify the Active Directory Domain.

• If you’re validating aKerberosConstrainedDelegation configuration, youmust select from
a list of joined domains.

4. Specify the Service FQDN. The default service name is assumed to be “https”. For example,
specify “computer.example.com”, this value is considered the same as “https://computer.exa
mple.com%E2%80%9D.

5. Specify theUsername.

• For the Kerberos Constrained Delegation mode, you can also validate the kerberos setup
using service accounts by selecting the Service Accounts tab.

6. Click Test Kerberos.
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If the Kerberos configuration is correct, you see themessage “Successfully validated Kerberos setup”.
If the Kerberos configuration is not correct, you see an errormessage that provides information about
how the validation failed.

For more information about Kerberos, see the Microsoft documentation.

Network settings for your Connector Appliance

By default, the IP address and network settings of your Connector Appliance are automatically as‑
signed by using DHCP.

After registering your Connector Appliance by using DHCP, you can edit its network settings in the
Connector Appliance administration page.

However, if DHCP is not available in your environment or if you do not have access to the Connector
Appliance administration page, you can set the network configuration directly on the Connector
Appliance console.

Configuring network settings on the Connector Appliance administration page

After registering your Connector Appliance by using DHCP, you can edit its network settings in the
Connector Appliance administration page.

To manually configure your network settings:

1. In the Connector Summary section, select Edit network settings.
2. In theNetwork settings dialog, choose Configure your own network settings.
3. Enter the IP address, Subnetmask, and Default gateway.
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4. Add one or more DNS servers.
5. Add one or moreNTP servers.
6. Click Save.

When you save changes to your network settings, theConnector Appliance restarts. During the restart,
the Connector Appliance is temporarily unavailable. You are logged out of the Connector Appliance
administration page and the URL of this page changes. You can find the new URL in the Connector
Appliance console or by looking at the network information in your hypervisor.

To change your network configuration to use automatically assigned values:

1. In the Connector Summary section, select Edit network settings.
2. In theNetwork settings dialog, chooseObtain IP address automatically.
3. Click Save.

When you save changes to your network settings, theConnector Appliance restarts. During the restart,
the Connector Appliance is temporarily unavailable. You are logged out of the Connector Appliance
administration page and the URL of this page changes. You can find the new URL in the Connector
Appliance console or by looking at the network information in your hypervisor.

Set the network configuration by using the Connector Appliance console

By default, the IP address and network settings of your Connector Appliance are automatically as‑
signed by using DHCP. However, if DHCP is not available in your environment or if you do not have
access to the Connector Appliance administration page, you can set the network configuration di‑
rectly on the Connector Appliance console.

To set the network configuration:

1. In your hypervisor, restart the Connector Appliance.

2. While the Connector Appliance starts up, watch the console for the message Welcome to
GRUB!.

3. When you see this message, press Esc to enter the GRUBmenu.

4. To edit the boot parameters, press e.

You see a view that looks like the following image:
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5. Edit the line that begins with linux to include your required network configuration.

• To specify DHCP networking, append network=dhcp to the end of the line.

• To specify static networking, append the following parameters to the end of the line:

1 network=static:ip=<static_ip_address>:netmask=<netmask>:route
=<default_gateway>:dns=<dns_server_1>,<dns_server_2>:ntp=<
ntp_server_1>,<ntp_server_2>

2 <!--NeedCopy-->

Replace the placeholder values with the values for your configuration.

6. Press Ctrl+X to start the Connector Appliance with the new configuration.

Change the administrator user password for the Connector Appliance

1. From the user menu in the top‑right of the console, select Change password.

The change password page is displayed.

2. Enter your current password and then enter and confirm the newpassword. The newpassword
you set must meet the following requirements:

• 8 or more characters long
• Contains both upper and lower case letters
• Contains at least one non‑alphabetic character
• Must not be the same as current password

3. Select Change password to save your changes.
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Citrix Cloud signs you out automatically and redirects you to the sign‑in page.

Active Directory with Connector Appliance

November 28, 2023

You can use Connector Appliance to connect a resource location to forests which do not contain Citrix
Virtual Apps and Desktops resources. For example, in the case of Citrix Secure Private Access cus‑
tomers or Citrix Virtual Apps and Desktops customers with some forests only used for user authenti‑
cation.

When using multi‑domain Active Directory with Connector Appliance, the following restrictions ap‑
ply:

• Connector Appliance cannot be used in place of Cloud Connectors in forests that contain VDAs.

Requirements

Active Directory requirements

• Joined to an Active Directory domain that contains the resources and users that you use to cre‑
ate offerings for your users. For more information, see Deployment scenarios for Connector
Appliances in Active Directory in this article.

• Each Active Directory forest that you plan to use with Citrix Cloudmust always be reachable by
two Connector Appliances.

• The Connector Appliance must be able to reach domain controllers in both the forest root do‑
main and in the domains that you intend to use with Citrix Cloud. For more information, see
the following Microsoft support articles:

– How to configure domains and trusts
– “Systems services ports”section in Service overview and network port requirements for
Windows

• Use universal security groups instead of global security groups. This configuration ensures that
user groupmembership can be obtained from any domain controller in the forest.

Network requirements

• Connected to a network that can contact the resources you use in your resource location.
• Connected to the Internet. For more information, see System and Connectivity Requirements.
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In addition to the ports listed in Connector Appliance communication, the Connector Appliance re‑
quires an outbound connection to the Active Directory domain via these ports:

Service Port Supported Domain Protocol

Kerberos 88 TCP/UDP

End Point Mapper (DCE/RPC
Locator Service)

135 TCP

NetBIOS Name Service 137 UDP

NetBIOS Datagram 138 UDP

NetBIOS Session 139 TCP

LDAP 389 TCP/UDP

SMB over TCP 445 TCP

Kerberos kpasswd 464 TCP/UDP

Global Catalog 3268 TCP

Dynamic RPC Ports 49152–65535 TCP

The Connector Appliance uses LDAP signing to secure connections to the domain controller. This
means that LDAP over SSL (LDAPS) is not required. Formore information on LDAP signing, see How to
enable LDAP signing in Windows Server and Microsoft Guidance for Enabling LDAP Channel Binding
and LDAP Signing.

Supported Active Directory functional levels

Connector Appliance has been tested and is supported with the following forest and domain func‑
tional levels in Active Directory.

Forest Functional Level Domain Functional Level Supported Domain Controllers

Windows Server 2016 Windows Server 2016 Windows Server 2019

Other combinations of domain controller, forest functional level, and domain functional level have
not been tested with the Connector Appliance. However, these combinations are expected to work
and are also supported.
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Connect an Active Directory domain to Citrix Cloud by using Connector Appliance

When you connect to the Connector Appliance administrationwebpage, the Active Directory domains
section displays two tabs.

• Joined Domains –Used for joining the Connector Appliance to AD Domains by creating a ma‑
chine account for the appliance in theDomain. Kerberos canbe validatedby clicking the ellipsis
menu on the right‑hand side of the joined domain. Machine account presence in the domain is
required.

• Service Accounts –Used as part of a Secure Private access (SPA) solution to achieve Kerberos
SSOusing a service account instead of themachine account created by joining the domain. Ker‑
beros can be validated by clicking the ellipsis menu on the right‑hand side of the service ac‑
count. Having a specific domain associated with the machine isn’t mandatory. However, even
if the Connector Appliance isn’t connected to the domain, it can still connect to the domain
controller.

To configure Active Directory to connect to Citrix Cloud through the Connector Appliance, complete
the following steps.

1. Install a Connector Appliance in your resource location.

You can follow the information in the Connector Appliance product documentation.

2. Connect to the Connector Appliance administration webpage in your browser by using the IP
address provided in the Connector Appliance console.

3. In the Active Directory domains section, navigate to the Joined domains tab.

4. Click + Add Active Directory domain, a new pop‑up window displays to enter the domain
name.

The Connector Appliance checks the domain. If the check is successful, the Join Active Direc‑
tory dialog opens. This new window allows you to input the user name and password to join
the domain.
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5. Click Add.

6. Provide the user name and password of an Active Directory user with join permission for the
domain.

7. The Connector Appliance suggests a machine name. You can choose to override the suggested
name and provide your ownmachine name that is up to 15 characters in length.

This machine name is created in the Active Directory domain when the Connector Appliance
joins it.

8. Click Join.

The domain is now listed in the Active Directory domains section of the Connector Appliance
UI.

9. To addmore Active Directory domains, select + Add Active Directory domain and repeat the
preceding steps.

10. Go to the domains page in Citrix Cloud Console and select Connector Appliance to service
your domains.

11. If you have not already registered your Connector Appliance, continue with the steps as de‑
scribed in Register your Connector Appliance with Citrix Cloud.

If you receive an error when joining the domain, verify that your environment fulfills the Active Direc‑
tory requirements and the network requirements.

What’s next

• You can addmore domains to this Connector Appliance.

Note:

The Connector Appliance is tested with up to 10 forests.

• For resilience, add each domain to more than one Connector Appliance in each resource loca‑
tion.

Viewing your Active Directory configuration

You can view the configuration of the Active Directory domains and Connector Appliances in your re‑
source locations in the following places:

• In Citrix Cloud:

1. In the menu, go to the Identity and Access Management page.
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2. Go to the Domains tab.

Your Active Directory domains are listed with the resource locations that they are part of.

• In the Connector Appliance webpage:

1. Connect to the Connector Appliancewebpage by using the IP address provided in the Con‑
nector Appliance console.

2. Log in with the password you created when you first registered.
3. In theActiveDirectorydomains sectionof thepage, youcansee the listofActiveDirectory

domains this Connector Appliance is joined to.

Removing an Active Directory domain from a Connector Appliance

To leave an Active Directory domain, complete the following steps:

1. Connect to theConnectorAppliancewebpagebyusing the IPaddressprovided in theConnector
Appliance console.

2. Log in with the password you created when you first registered.
3. In the Active Directory domains section of the page, find the domain you want to leave in the

list of joined Active Directory domains.
4. Note the name of the machine account created by your Connector Appliance.
5. Click the delete icon (trashcan) next to the domain. A confirmation dialog appears.
6. Click Continue to confirm the action.
7. Go to your Active Directory controller.
8. Delete the machine account created by your Connector Appliance from the controller.

Deployment scenarios for using Connector Appliance with Active Directory

You canusebothCloudConnector andConnector Appliance to connect to ActiveDirectory controllers.
The type of connector to use depends on your deployment.

Formore information about using Cloud Connectors with Active Directory, see Deployment scenarios
for Cloud Connectors in Active Directory

Use the Connector Appliance to connect your resource location to the Active Directory forest in the
following situations:

• You are setting up Secure Private Access. For more information, see Secure Private Access with
Connector Appliance.

• You have one or more forests that are only used for user authentication
• You want to reduce the number of connectors required to support multiple forests
• You need a Connector Appliance for other use cases
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Only users in one ormore forests with a single set of Connector Appliances for all forests

This scenario applies to Workspace Standard customers or customers using Connector Appliance for
Secure Private Access.

In this scenario, there are several forests that contain only user objects (forest1.local,forest2
.local). These forests donot contain resources. One set of Connector Appliances is deployedwithin
a resource location and joined to the domains for each of these forests.

• Trust relationship: None
• Domains listed in Identity and Access Management: forest1.local, forest2.local
• User logons to Citrix Workspace: Supported for all users
• User logons to an on‑premises StoreFront: Supported for all users

Users and resources in separate forests (with trust) with a single set of Connector Appliances
for all forests

This scenario applies to Citrix Virtual Apps and Desktops customers with multiple forests.

In this scenario, some forests (resourceforest1.local,resourceforest2.local) contain
your resources (for example, VDAs) and some forests (userforest1.local, userforest2.
local) contain only your users. A trust exists between these forests that allows users to log on to
resources.

One set of Cloud Connectors is deployed within the resourceforest1.local forest. A separate
set of Cloud Connectors is deployed within the resourceforest2.local forest.

One set of Connector Appliances is deployed within the userforest1.local forest and the same
set is deployed within the userforest2.local forest.

• Trust relationship: Bi‑directional forest trust, or uni‑directional trust from the resource forests
to the user forests

• Domains listed in Identity and Access Management: resourceforest1.local,
resourceforest2.local, userforest1.local, userforest2.local

• User logons to Citrix Workspace: Supported for all users
• User logons to an on‑premises StoreFront: Supported for all users

Connector updates

July 24, 2023
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Periodically, Citrix releases updates to increase the performance, security, and reliability of the Cloud
Connector or Connector Appliance. By default, Citrix Cloud installs updates on each connector, one
at a time, as soon as these updates become available. To ensure updates are installed timely without
unduly affecting your users’Citrix Cloud experience, you can control connector updates as follows:

• Schedule updates for a preferred time of day and a preferred day of the week.
• Perform a one‑time delay, so the connectors you specify update two weeks later than sched‑
uled.

• If an update fails due to an issueon thehostmachine, restart the update after the issuehas been
addressed.

Also, you can verify your connectors are up‑to‑date by comparing the current connector version in
your resource location with the target version in Citrix Cloud.

Note:

This article describes how to schedule connector updates using the Citrix Cloud management
console. For information about scheduling connector updates using Citrix Cloud APIs, see Citrix
Cloud ‑ Maintenance Schedules in the Citrix Developer documentation.

Preferred time of day

When you specify a preferred time of day, Citrix Cloud installs updates 24 hours after they become
available, at your preferred time. For example, if your preferred time of day is 2:00 AMUS Pacific time
and an update becomes available on Tuesday, Citrix Cloud waits for 24 hours and then installs the
update at 2:00 AM the next day.

Preferred day of the week

When you specify a preferred day of the week, Citrix Cloud waits for seven days before installing up‑
dates on your preferred day. This seven‑daywaiting period gives you enough time to choosewhether
to install the update on demand or wait for Citrix Cloud to install it on your preferred day. Depending
on the day of theweek you select and the day onwhich updates become available, Citrix Cloudmight
wait to install updates for up to 13 days.

Example of an 8‑day waiting period

On Monday, you configure Tuesdays at 6:00 PM as your preferred day for updates. Later that day,
Citrix Cloud notifies you that there’s an update available and displays theUpdate button. If you don’
t initiate the update, Citrix Cloud waits for seven days and then installs the update the next day, on
Tuesday at 6:00 PM.
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Example of a 13‑day waiting period

YouconfiguredMondays at 6:00PMas yourpreferred timeofday for updates. OnTuesday, Citrix Cloud
notifies you that there’s an update available and displays theUpdate button. If you don’t initiate the
update, Citrix Cloudwaits for seven days and then installs the update six days later, onMonday at 6:00
PM.

Update notifications and on‑demand updates

When updates are available, Citrix Cloud informs you with an alert in your Notifications. Also, each
connector displays the date and time when the update will be installed.

After Citrix Cloud notifies you of an available update, each connector displays an Update button so
you can install the update sooner than your preferred time or day. After you select Update for each
connector, Citrix Cloud queues the updates and installs them one at a time. You can’t cancel updates
after you initiate them.

After the update finishes, Citrix Cloud displays the date of the last update. If some updates cannot be
completed, a notification is sent informing you.

Choose an update schedule

Use the steps in this section to schedule connector updates through the Citrix Cloud management
console. For information about scheduling updates using Citrix Cloud APIs, see Citrix Cloud ‑ Mainte‑
nance Schedules in the Citrix Developer documentation.

1. From the Citrix Cloudmenu, select Resource Locations.

2. Locate the resource location you want to modify and, from the ellipsis menu, select Manage
Resource Location.

3. Under Choose your updatemethod, select Set amaintenance start time and choose the pre‑
ferred day, time, and time zone for installing updates.
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• To specify only a preferred time of day, select the hour and time zone that you want up‑
dates to be installed. Citrix Cloud installs updates 24 hours after they become available, at
your preferred time.

• To specify a preferred day of the week, select the hour, day, and time zone. Citrix Cloud
waits for seven days after updates become available before installing them on your pre‑
ferred day.

After you configure your update schedule, Citrix Cloud displays it next to the resource location
name.

The start time you select is applied to all connectors regardless of the time zone in which they are
located. If you have connectors in different time zones, Citrix Cloud installs updates at your selected
time and time zone. For example, if you schedule updates for 2:00 AM in the US Pacific time zone, and
you have connectors in London, Citrix Cloud starts to install the update on those connectors at 2:00
AM US Pacific time.

Restart updates

If the connector experiences an issueduring update installation, the installationpauses until the issue
is resolved. Because updates are installed on each connector, one at a time, a paused update on one
connector can prevent updates on all remaining Cloud Connectors in your Citrix Cloud account. After
the issue is resolved, you can restart the update.

1. From the Citrix Cloudmenu, select Resource Locations.

2. Locate the resource location youwant tomanage and select the Cloud Connectors or Connec‑
tor Appliances tile.

3. Locate the connector you want to manage and select Restart updates.
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Delay updates

You can delay a scheduled update so it occurs twoweeks later for the connectors you specify. You can
delay a scheduled update only once. After you delay the update once, you can’t delay it again. Also,
you can’t change the default two‑week period.

1. From the Citrix Cloudmenu, select Resource Locations.

2. Locate the resource location youwant tomanage and select the Cloud Connectors or Connec‑
tor Appliances tile.

3. Locate the connector you want to manage and select Delay updates.

The scheduled date changes to a date two weeks later than the originally scheduled date.

Unscheduled updates

Even if you schedule updates for a later date and time, Citrix Cloudmight still install an update as soon
as possible after it becomes available. Unscheduled updates occur when:

• The update can’t be installed at the preferred time within 48 hours of its availability. For exam‑
ple, if your preferred time is 2:00 AM and the connector is offline for three days following the
update release, Citrix Cloud installs the update immediately when the connector is back online.

• The update contains a fix for a critical security or feature issue.

Compare Cloud Connector versions

You can check to see which version of the Cloud Connector is running in your resource location and
whether it’s the latest version. This information helps you verify that the Cloud Connector is updating
successfully.
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Note:

This information is not available for Connector Appliances.

From the Resource Locations page, select the Cloud Connectors tile for the resource location you
want to manage. Locate the Cloud Connector you want to examine and select View Connector Data
from the ellipsis menu.

The Current version number is the version of the Cloud Connector software currently running on the
Cloud Connector machine. The Target version number is the latest version of the Cloud Connector
software that Citrix released. If themachinewas updated successfully, the Current and Target version
numbers match.

Troubleshooting update failures

Conflicting software installed on your Cloud Connector machine or unexpected errors during main‑
tenance can result in the Cloud Connector failing to update and service outages. For information on
dealingwith a failedupdate followingCloudConnectormaintenance, visit Resolve a FailedCloudCon‑
nector Maintenance.

If the Cloud Connector isn’t updating successfully, you can start troubleshooting issues by verifying
the following conditions:
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• The Cloud Connector is powered on and connected to Citrix Cloud using the Cloud Connector
Connectivity Check utility.

• Proxy and firewalls are configured correctly.
• Required Windows services are in the Started state.
• Advanced logging is enabled on the Cloud Connector.

For instructions for troubleshooting CloudConnector update failures, see CTX270718 in the Citrix Sup‑
port Knowledge Center.

For troubleshooting assistance, you can send Citrix Cloud Connector logs to Citrix. For information,
see Log Collection for Citrix Cloud Connector.

Identity and access management

June 24, 2024

Identity and Access Management defines the identity providers and accounts used for Citrix Cloud
administrators and workspace subscribers.

Identity providers

Identity providers supported for Citrix Cloud can be used to authenticate Citrix Cloud administrators,
workspace subscribers, or both.

Identity provider Administrator Authentication Subscriber Authentication

Citrix identity provider Yes No

On‑premises Active Directory No Yes

Active Directory plus token No Yes

Azure Active Directory Yes Yes

Citrix Gateway No Yes

Google Cloud Identity Yes Yes

Okta No Yes

SAML 2.0 Yes (AD groups only) Yes

By default, Citrix Cloud uses the Citrix identity provider to manage your Citrix Cloud account. Citrix
identity provider authenticates Citrix Cloud administrators only.
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Citrix identity provider

CitrixCloud includes thebuilt‑inCitrix identityprovider toauthenticateadministratorswhen they sign
in. In the Citrix Cloud console, the Citrix identity provider is labeled Citrix Identity.
If you use a different identity provider for administrator authentication, Citrix recommends having at
least one full access administrator under the Citrix identity provider. This condition ensures that:

• You won’t be locked out of your Citrix Cloud account if your primary identity provider becomes
unavailable.

• You can access your Citrix Cloud account to perform certain operations that can’t be completed
when signed in under another identity provider, such as Azure AD. For example, If Azure AD is
your selected identity provider, and you need to reinitiate the connection between your Azure
AD and Citrix Cloud, you can perform this task after signing in using the Citrix identity provider.

Remove the Citrix identity provider

The Citrix identity provider is connected by default for all new Citrix Cloud accounts. If you choose
not to use the Citrix identity provider, you can remove the connection, if needed. For example, you
might choose to remove this connection to conformwith your organization’s policies for security and
administrator management.

Removing this connectiondisables theCitrix identity provider so it can’t beused toauthenticateCitrix
Cloud administrators.

Before you can remove the Citrix identity provider connection, you must have another identity
provider configured in Citrix Cloud. Citrix Cloud doesn’t allow you to remove this connectionwithout
the presence of another configured identity provider.

Important

If you lose access to your chosen identity provider, you must contact Citrix Support to recover
your Citrix Cloud account. This process might require several days to complete.

To remove the Citrix identity provider connection:

1. From the Citrix Cloudmenu, select Identity and Access Management.

2. On the Authentication tab, locate the Citrix identity provider.

3. Click the ellipsis menu and select Delete identity provider.
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4. When prompted to confirm the removal, select I understand that deleting this identity
provider also deletes the configuration data for this identity provider in Citrix Cloud.

5. Click Delete identity provider.

Citrix Federated Authentication Service

Citrix Cloud also supports using the Citrix Federated Authentication Service to provide single sign‑on
access for workspace subscribers. For more information, refer to the following articles:

• Connect FAS to Citrix Cloud: Enable single sign‑on forworkspaceswith Citrix Federated Authen‑
tication Service

• Citrix Tech Zone:

– Reference Architecture: Federated Authentication Service
– Tech Insight: Federated Authentication Service

Administrators

Administrators use their identity to access Citrix Cloud, perform management activities, and install
the Citrix Cloud Connector.

A Citrix identity mechanism provides authentication for administrators using an email address and
password. Administrators can also use their My Citrix credentials to sign in to Citrix Cloud.

Multifactor authentication

Citrix Cloudprovidesmultifactor authenticationmethods for both administrators andworkspace sub‑
scribers.

For administrators, multifactor authentication is required when signing in to Citrix Cloud. Adminis‑
trators can enroll their device when they onboard their Citrix Cloud account or after accepting an
invitation from another administrator. For more information, see the following articles:

• Set upmultifactor authentication
• Manage your primary MFAmethod
• Manage your MFA recovery methods

For workspace subscribers, multifactor authentication is enabled when administrators configure the
Active Directory plus token authentication method. Active Directory plus token is the default iden‑
tity provider for Citrix Workspace. After configuration, subscribers enroll their device for multifactor
authentication. For more information, see the following articles:

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 173

https://docs.citrix.com/en-us/citrix-workspace/workspace-federated-authentication.html
https://docs.citrix.com/en-us/citrix-workspace/workspace-federated-authentication.html
https://docs.citrix.com/en-us/tech-zone/design/reference-architectures/federated-authentication-service.html
https://docs.citrix.com/en-us/tech-zone/learn/tech-insights/federated-authentication-service.html
https://docs.citrix.com/en-us/citrix-cloud/overview/signing-up-for-citrix-cloud/signing-up-for-citrix-cloud.html#step-2-set-up-multifactor-authentication
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#manage-your-primary-mfa-method
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#manage-your-mfa-recovery-methods


Citrix Cloud

• Enable Active Directory plus token authentication
• Enroll a device for two‑factor authentication
• Re‑enroll a device

Alternatively, you can use Azure AD multifactor authentication for both Citrix Cloud administrators
and workspace subscribers. For more information about deployment methods, see Microsoft Azure
MFA deployment methods.

Add new administrators

During theaccountonboardingprocess, an initial administrator is created. As the initial administrator,
youcanaddother administrators to yourCitrix Cloudaccount. Thesenewadministrators canuse their
existingCitrix account credentials or set up anewaccount if needed. You can also fine‑tune the access
permissionsof theadministrators that youadd. Setting thesepermissionsallowsyou toalign the level
of access with the administrator’s role in your organization.

For more information about adding administrators and setting access permissions, see Manage ad‑
ministrator access.

Reset your password

If you forget or want to reset your password, click Forgot your username or password? on the Citrix
Cloud sign in page. After you enter your email address or username to find your account, Citrix sends
you an email with a link to reset your password.

Citrix requires you to reset your password under certain conditions to help you keep your account
password safe and secure. For more information about these conditions, see Changing your pass‑
word.

Note:

Add customerservice@citrix.com to your list of allowed email addresses to ensure that Citrix
Cloud emails don’t land in your spam or trash folders.

Remove administrators

You can remove administrators from your Citrix Cloud account on the Administrators tab. When you
remove an administrator, they can no longer sign‑in to Citrix Cloud.

If an administrator is logged in when you remove the account, the administrator remains active for a
maximum of oneminute. Afterward, access to Citrix Cloud is denied.
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Note:

• If there’s only one administrator in the account, you can’t remove that administrator. Citrix
Cloud requires at least one administrator for each customer account.

• Citrix Cloud Connectors are not linked to administrator accounts. So, Cloud Connectors
continue operating even if you remove the administrator who installed them.

Subscribers

A subscriber’s identity defines the services to which they have access in Citrix Cloud. This identity
comes from Active Directory domain accounts provided from the domains within the resource loca‑
tion. Assigning a subscriber to a Library offering authorizes the subscriber to access that offering.

Administrators can control which domains are used to provide these identities on the Domains tab.
If you plan to use domains from multiple forests, install at least two Citrix Cloud Connectors in each
forest. Citrix recommends at least two Citrix Cloud Connectors tomaintain a high availability environ‑
ment. For more information about deploying Cloud Connectors in Active Directory, see Deployment
scenarios for Cloud Connectors in Active Directory.

Note:

• Disabling domains prevents new identities only from being selected. It does not prevent
subscribers from using identities that are already allocated.

• Each Citrix Cloud Connector can enumerate and use all the domains from the single forest
in which it is installed.

Manage subscriber usage

Youcanaddsubscribers toofferingsusing individual accountsorActiveDirectory groups. UsingActive
Directory groups does not require management through Citrix Cloud after you assign the group to an
offering.

When an administrator removes an individual subscriber or group of subscribers from an offering,
those subscribers canno longer access the service. Formore information about removing subscribers
fromspecific services, refer to the service’s documentation on theCitrix Product Documentationweb‑
site.

Primary resource locations

A primary resource location is a resource location that you designate as “most preferred”for commu‑
nications between your domain and Citrix Cloud. For your primary resource locations, select the re‑
source location that has Citrix Cloud Connectors that have the best performance and connectivity to
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your domain. Making this resource location your primary resource location enables your users to log
on quickly to Citrix Cloud.

For more information, see Select a primary resource location.

More information

• Learn more about supported identity providers with the Introduction to Citrix Identity and Au‑
thentication education course on the Citrix Training web site.

• Citrix Tech Zone:

– Tech Brief: Workspace Identity
– Tech Brief: Workspace Single Sign‑On
– Tech Insight: Mobile SSO

Manage administrator access to Citrix Cloud

March 19, 2024

Administrators are managed from the Citrix Cloud console. Depending on the identity provider you
use to authenticate administrators, you can add administrators individually or using groups.

All administrators are required to use tokens as a second factor of authentication when signing in to
Citrix Cloud. After you add an administrator, they can enroll their device inmultifactor authentication
and generate tokens using any app that follows the Time‑Based One‑Time Password standard, such
as Citrix SSO.

Add new administrators

Citrix Cloud supports the following identity providers for authenticating administrators:

• Citrix identityprovider: Thedefault identityprovider inCitrixCloud. Supports adding individual
administrators only.

• Azure AD: Supports adding administrators individually and through AAD groups. Administra‑
tors in AAD groups are limited to custom access roles only. For more information, see Manage
administrator groups.

• SAML 2.0: Supports adding administrators through AD groups only. For more information, see
Connect SAML as an identity provider to Citrix Cloud

Adding new administrators uses the following workflow:
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1. Select the identity provider that you want to use for authenticating administrators.
2. Depending on the identity provider, invite individual administrators or select the groups that

the administrators belong to.
3. Specify theaccesspermissions that alignwith theadministrators’roles in yourorganization. For

more information, see Modify administrator permissions in this article.

Invite individual administrators

Adding individual administrators involves inviting them to join your Citrix Cloud account. When you
add an administrator, Citrix sends theman invitation email. Before the administrator can sign in, they
must accept the invitation. Administrators that you add through groups don’t receive invitations and
can sign in immediately after you add them.

Invitation emails are sent from cloud@citrix.com and explain how to access the account. The
invitation is valid for five consecutive days from the day that you send it. After five days have elapsed,
the invitation link expires. If the invited administrator uses the expired link, Citrix Cloud displays a
message indicating the link is not valid.

Citrix Cloud also displays the status of the invitation so you can see whether the administrator ac‑
cepted it and signed in to Citrix Cloud.
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Note

Administrator accounts can be associated with up to 100 customer accounts. If an administrator
needs to manage more than 100 customer accounts, they must create a separate administrator
account with a different email address to manage the additional customers. Alternatively, you
can remove the administrator from customer accounts that they no longer need to manage.

To invite an administrator

1. Sign in to Citrix Cloud and then select Identity and Access Management from themenu.

2. On the Identity and Access Management page, select Administrators. The console shows all
the current administrators in the account.
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3. Select Add administrator/group.

4. In Administrator details, select the identity provider you want to use. If using Azure AD, Citrix
Cloudmight prompt you to sign in first.

5. If Citrix Identity is selected, enter the user’s email address and then selectNext.

6. If Azure Active Directory is selected, type the name of the user you want to add and then click
Next. Inviting AAD guest users is not supported.

7. In Set access, configure the appropriate permissions for the administrator. Full access (se‑
lected by default) allows control of all Citrix Cloud functions and subscribed services. Custom
access allows control of the functions and services that you select.

8. Review the administrator details. Select Back to make any changes.

9. Select Send invitation. Citrix Cloud sends an invitation to the user you specified and adds the
administrator to the list.

Resend an invitation

To resend the invitation, select Resend Invite Email from the ellipsis menu at the far‑right of the
console. Resending an invitation doesn’t affect the five‑day time limit before the invitation expires.

Resend an invitation with a new sign‑in link

If the original invitation email expires, you can send a new one to the administrator. Perform the
following steps:

1. Delete the administrator from Citrix Cloud: On the Administrators page, locate the administra‑
tor in the list and then select Delete Administrator from the ellipsis menu.

2. Wait several minutes to ensure Citrix Cloud completes the deletion. In some cases, inviting the
administrator again immediately afterdeletion could result in sendingan invitationwitha faulty
sign‑in link.

3. Invite the administrator again as described in To invite an administrator.
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Accept an administrator invitation

If you are invited to a Citrix Cloud account, Citrix sends you an email that includes the organization ID
and the customer name of the account.

To accept the invitation, click Sign In. Afterwards, a browser window opens. If you don’t already
have a Citrix Cloud account, the browser displays a page where you can create your password. If you
already have an account, Citrix Cloud prompts you to use your existing password to sign in.

During sign‑in, youmight be prompted to enroll inmultifactor authentication. For enrollment instruc‑
tions, see Set upmultifactor authentication.

Add administrator groups

You can add administrators using AD groups (for SAML authentication) or Azure AD groups (for Azure
AD authentication). For more information, see Manage administrator groups.

Approve requests to join Citrix Cloud

From time to time, you might receive an approval request from Citrix Cloud on behalf of someone in
your organization who would like to join your Citrix Cloud account as an administrator.
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To approve these requests, you invite the person requesting access to be an administrator, as de‑
scribed in Invite individual administrators in this article. You must use the same email address that
appears in the approval request email.

After receiving the invitation, the person requesting access clicks the Sign in link to accept the invita‑
tion. The person can then create a password for Citrix Cloud and sign in to your account.

For more information about how approval requests are generated, see What happens if the account
is already in use?.

Change your email address

You can change your own email address in Citrix Cloud. Your new address must be different from
your recovery email address formultifactor authentication (MFA).When changing your email address,
Citrix Cloud sends you a verification email to the new address. After verification, Citrix Cloud signs
you out so the change can be completed. After a few minutes, you can sign in again with your new
email address.

1. From the top‑right menu, selectMy settings.

2. In Email address, select Change email.

3. Enter the new email address and then select Send verification email.
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4. Enter the 6‑digit verification code from the email and then select Verify and complete.

5. Select Yes, changemy email address to confirm the change.

After confirming your changes, Citrix Cloud signs you out. After a few minutes you can sign in again
with your new email address.

Modify administrator permissions

When you add administrators to your Citrix Cloud account, you define the administrator permissions
that are appropriate for their role in your organization. By default, new administrators are assigned
full access permissions to all Citrix Cloud account functions and available services. If youwant to limit
access to certain areas of themanagement console or specific services, you can define custom access
permissions.

Only Citrix Cloud administrators with full access can define permissions for other administrators.

To change existing administrator permissions:

1. Sign in to Citrix Cloud at https://citrix.cloud.com.

2. From the Citrix Cloud menu, select Identity and Access Management and then select Admin‑
istrators.

3. Select the identity provider you want to manage: Citrix Identity (default), Active Directory (if
using SAML as your identity provider) or Azure AD (if connected).

4. Locate the administrator or group youwant tomanage, click the ellipsis button, and select Edit
access.

5. To allow or disallow specific permissions, select Custom access. To allow access to all Citrix
Cloud functions, select Full access.

6. To locate servicepermissionsquickly, start typing in the searchbox. Citrix Clouddisplaysmatch‑
ing permissions as you type. For example, if you start typing “readonly,”permissionswith “read
only”in the title are displayed. Searching permissions is case‑insensitive.

7. To define custom access permissions for the Citrix Cloud management console, expand Gen‑
eral.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 182

https://citrix.cloud.com/


Citrix Cloud

8. To define custom access permissions for a specific service, expand the service.
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9. For each permission, select or clear the check mark as needed.

10. Select Save.

Console permissions

This section describes the custom access permissions that are available for the Citrix Cloud manage‑
ment console. For more information about the custom access permissions for a specific service, con‑
sult the service’s documentation.

• CustomerDashboard (ViewOnly): For Citrix Service Providers (CSPs) only. Grants viewaccess
to the Customer Dashboard.

• Domains: Grants access to the Identity and Access Management > Domains tab. Administra‑
tors can add an Active Directory domain by downloading the Citrix Cloud Connector software
from this tab and installing it on a server in the domain.

• Library: Grants access to the Library console page. Depending on the services that administra‑
tors have permission to access, administrators can assign to users to delivery groups for Citrix
DaaS, add Intune managed apps from Endpoint Management, or allow read‑only administra‑
tors to view app details for Secure Private Access.

• Licensing: Grants access to theCloudServices andLicensedDeployments tabs of the Licens‑
ing console page.

• Notifications: Grants access to the Notifications console page. Administrators can view and
dismiss Citrix Cloud notifications.

• Resource Locations: Grants access to the Resource Locations console page. Administrators
can add new resource locations and add FAS servers for Citrix Workspace single sign‑on. They
can also manage connector updates.

• Secure Client: Grants access to the Identity and Access Management > API Access > Secure
Clients tab. Administrators can create and manage their own secure clients for use with Citrix
Cloud APIs. This permission doesn’t include access to the Identity and AccessManagement >
APIAccess>ProductRegistrations tab. Only full accessadministrators canaccess theProduct
Registrations tab.

• Support Tickets: Grants access to the Support Tickets console menu option and the Open a
Ticket Help menu option. Selecting either of these options sends the administrator to the My
Support portal. For more information, see Technical Support.

• System Log: Grants access to the System Log console page. Administrators can view system
log events and export events to a CSV file.

• Workspace Configuration: Grants access to theWorkspace Configuration console page. Ad‑
ministrators can changeauthenticationmethods, customizeworkspace appearance andbehav‑
ior, enable and disable services, and configure site aggregation. For more information, see the
Citrix Workspace product documentation.
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• Workspace OAuth Clients (preview): Grants access to the Identity and Access Management
> API Access > Workspace API tab. Administrators can create and manage their own OAuth
client to interact with Citrix Workspace platform APIs. OAuth clients are used exclusively for
Workspace APIs and include the option to create private clients that expire automatically.

Note:

It is recommended to assign theWorkspaceOAuth clients custom rolewith caution. The access
privileges associated with this role might enable administrators to access end user’s resources
(VDAsorapplications)on theWorkspaceplatform. It is also important tonote thatadministrators
with Full accesswill automatically have access permissions equivalent to that of an administra‑
tor with theWorkspace OAuth clients permission.

Manage your primary MFAmethod

To sign in to Citrix Cloud with multifactor authentication (MFA), you can use an authenticator app or
you can use your email address. This section describes how to change your device enrollment forMFA
or switch to a different MFAmethod.

Change your device for MFA

If you lose your enrolled device, want to use a different device with Citrix Cloud, or reset your authen‑
ticator app, you can re‑enroll in Citrix Cloud MFA.

Notes

• Changing your device deletes the current device enrollment and generates a new authenti‑
cator app key.

• If you are re‑enrolling with the same authenticator app from your original enrollment,
delete the Citrix Cloud entry from your authenticator app before you re‑enroll. The codes
displayed in this entry will no longer work after you complete re‑enrollment. If you don’t
delete this entry before or after re‑enrollment, your authenticator app displays two Citrix
Cloud entries with differing codes which can cause confusion when signing in to Citrix
Cloud.

• If you are re‑enrolling with a new device and don’t have an authenticator app, download
and install one from your device’s app store. For a smoother experience, Citrix recom‑
mends installing an authenticator app before you re‑enroll your device.

1. Sign in to Citrix Cloud and enter the code from your authenticator app.
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If youdon’t have your authenticator app, clickDon’t haveyour authenticator app? and select
a recovery method to help you sign in. Depending on the recovery method selected, enter the
recovery code you received or an unused backup code and select Verify.

2. If you are an administrator for multiple customer organizations, select any customer organiza‑
tion.

3. From the top‑right menu, selectMy settings.
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4. In Authenticator app, select Add new device.

5. When prompted to confirm changing your device, select Yes, changemy device.

6. Verify your identity by entering a verification code from your authenticator app. If you don’t
have an authenticator app, selectUse a recoverymethod to verify your identitywith the recov‑
erymethodof your choice. Dependingon the recoverymethod you select, enter the verification
code or recovery code you receive or an unused backup code. Select Verify and continue.

7. If you are using the device you originally enrolled and your original authenticator app, delete
the existing Citrix Cloud entry from your authenticator app.

8. If you are enrolling a newdevice and don’t have an authenticator app, download one from your
device’s app store.

9. From your authenticator app, scan the QR code with your device or enter the key manually.

10. Enter the 6‑digit verification code from your authenticator app and select Verify code.

After you change your device, Citrix strongly recommends checking that the verification methods in
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your My Profile page are up‑to‑date.

Change your MFAmethod

If you enrolled in MFA using an authenticator app and youwant to switch to using your email address,
be aware that changing your authentication method deletes your device enrollment. If you want to
go back to using an authenticator app for MFA, you’ll need to re‑enroll your device.

1. From the top‑right menu of the Citrix Cloud console, selectMy settings.
2. UnderMultifactorAuthentication (MFA), select theauthenticationmethodyouwant to switch

to.
3. If switching to email MFA:

a) Select Yes, change to email to confirm you want to change your MFAmethod.
b) Enter the code fromyour authenticator appor use a recoverymethod to confirmyour iden‑

tity.
c) Select Verify and continue to complete the change.

4. If switching to an authenticator app:

a) When prompted, enter the verification code that Citrix Cloud sends to your email address
and selectVerifyandcontinue. Alternatively, use a recoverymethod to confirmyour iden‑
tity.

b) Using your authenticator app, scan the QR code with your device’s camera or enter the
alphanumeric key.

c) UnderVerify your authenticator app, enter the 6‑digit code fromyour authenticator app.
d) Click Verify code to complete the device enrollment.

Manage your MFA recoverymethods

Important:

To ensure your Citrix Cloud account remains secure, keep your verification methods up‑to‑date
with accurate information. If you lose access to your authenticator app or MFA email address,
these verification methods are the only way you can recover access to your account.
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Add or change your recovery email

1. From the top‑right menu, selectMy settings.
2. Under Recovery methods, in Recovery email, select Add recovery email if you haven’t yet

added a recovery email address. If you’ve already added a recovery email address, select
Change recovery email.

3. When prompted, enter the verification code from your authenticator app or the code sent to
your email address.

4. Enter the new email address you want to use and then select Send verification email. This
email address must be different from the email address you use for your Citrix Cloud account.
Citrix Cloud sends you a verification email to the email address you entered.

5. Enter the code from the verification email and then click Verify code and complete.

Generate new backup codes

You can generate a new set of backup codes at any time. When you use backup codes, Citrix Cloud
records the number that have been used in your My Profile page.

After you generate new backup codes, be sure to store them in a safe place.

1. From the top‑right menu, selectMy settings.
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2. UnderRecoverymethods, inBackup codes, selectGenerate newbackup codes if you haven’
t generated backup codes before. If you previously generated backup codes, select Replace
backup codes.

3. When prompted to replace your backup codes, select Yes, replacemy codes.
4. Verify your identity by entering a verification code from your authenticator app or the code sent

to your email address.
5. Select Verify and continue. Citrix Cloud generates and displays a new set of backup codes.
6. SelectDownload codes to download your new codes as a text file. Then, select I’ve storedmy

backup codes.
7. Select I’ve storedmy backup codes to finish replacing your backup codes.

Change your recovery phone number

1. From the top‑right menu, selectMy settings.
2. Under Recoverymethods, in Recovery phone, select Change recovery phone.
3. Enter the verification code from your authenticator app or the code sent to your email address.

Select Verify and continue.
4. Enter the new phone number you want to use. Then, re‑enter the phone number to confirm.
5. Select Save recovery phone number.

Note:

You can modify the permissions of Citrix Endpoint Management (CEM) administrators only after
the administrator has accepted an administrator invitation and clickedManage on the CEM tile.
Like all Citrix Cloud administrators, CEM administrators have Full access by default.

Manage administrator groups

January 31, 2024

You can add administrators to your Citrix Cloud account using groups in your Active Directory, Azure
Active Directory (AD), or Google Cloud Identity. You can then manage service access permissions for
all administrators in the group.

AD prerequisites

Citrix Cloud supports AD group authentication through SAML 2.0. Before adding members of your
AD administrator groups to Citrix Cloud, you need to configure a connection between Citrix Cloud
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and your SAML provider. For more information, see Connect SAML as an identity provider to Citrix
Cloud.

If youalreadyhaveaSAMLconnection inCitrix Cloud, youmust reconnect your SAMLprovider toCitrix
Cloud before adding AD administrator groups. If you don’t reconnect SAML, adding AD administrator
groups might fail. For more information, see Using an existing SAML connection for administrator
authentication.

Azure AD prerequisites

Using Azure AD group authentication requires the latest version of the Azure AD application for con‑
necting your Azure AD to Citrix Cloud. Citrix Cloud acquired this applicationwhen you connected your
Azure AD for the first time. If you connected your Azure AD toCitrix CloudbeforeMay 2019, Citrix Cloud
might not be using the most current application to connect with Azure AD. Citrix Cloud can’t display
your Azure AD groups if your account isn’t using the most current application.

Before using Azure AD groups in Citrix Cloud, perform the following tasks:

1. Verify that you’reusing the latest application for yourAzureADconnection. CitrixClouddisplays
a notification if you’re not using the most current application.

2. If the application must be updated, reconnect your Azure AD to Citrix Cloud. By reconnecting
to your Azure AD, you grant application‑level read‑only permissions to Citrix Cloud and allow
Citrix Cloud to reconnect to your Azure AD on your behalf. During reconnection, a list of these
permissions is displayed for your review. For more information about the permissions Citrix
Cloud requests, see Azure Active Directory Permissions for Citrix Cloud.

Important:

To complete this task, youmust be a Global Admin in Azure AD. Also, youmust be signed in
to Citrix Cloud using a Full Access administrator account under the Citrix identity provider.
If you sign in with your Azure AD credentials, the reconnection fails. If you don’t have any
administrators using the Citrix identity provider, you can add one temporarily to perform
this task and then delete it afterward.

To verify your connection to Azure AD

1. Sign in to Citrix Cloud using a Full Access administrator account under the Citrix identity
provider.

2. From the Citrix Cloudmenu, select Identity and AccessManagement and then select Authen‑
tication.
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3. Locate Azure Active Directory. A notification appears if Citrix Cloud must update the applica‑
tion for your Azure AD connection.

If Citrix Cloud is already using the most current application, no notification appears.

To reconnect to Azure AD

1. From the Azure AD notification in the Citrix Cloud console, click the reconnect link. A list of the
requested Azure permissions appears.

2. Review the permissions and then select Accept.

Google Cloud Identity

Citrix Cloud supports administrator group authentication through Google Cloud Identity. Before
adding your administrator groups to Citrix Cloud, you must configure a connection between Citrix
Cloud and Google Cloud Identity. For more information, see Connect Google Cloud Identity as an
identity provider to Citrix Cloud.

Supported services

The following services support custom access permissions for administrator groups:

• Citrix Analytics
• NetScaler Console
• Citrix DaaS
• Workspace Environment Management service
• License Usage Insights

Supported permissions

Youcanassigncustomaccesspermissionsonly for supported servicesandcertain featuresof theCitrix
Cloud platform. Full access permissions are not supported.

For Citrix Cloud platform features, the following custom access permissions are supported:

• Domains
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• Licensing
• Resource Locations
• Support Tickets
• System Log
• Workspace Configuration

For more information about these permissions, see Console permissions.

Administrator groups don’t have access to any other service. They can only manage the supported
services for which they have permission to access.

Permission changes for an administrator group member who’s already signed in will take effect only
after they sign out and sign in again.

Resultant permissions for administrators with Citrix, AD, Azure AD, and Google Cloud
identities

When an administrator signs in to Citrix Cloud, only certain permissions might be available if the ad‑
ministrator has both a Citrix identity (the default identity provider in Citrix Cloud) and a single‑user
or group‑based identity through AD, Azure AD, or Google Cloud Identity. The table in this section de‑
scribes the permissions that are available for each combination of these identities.

Single‑user identity refers toAD,AzureAD,orGoogleCloud Identitypermissions that aregranted to the
administrator through an individual account. Group‑based identity refers to AD, Azure AD, or Google
Cloud Identity permissions that are granted as a member of a group.

Citrix identity
Single‑user AD or
Azure AD identity

Group‑based AD
or Azure AD
identity

Single‑user or
group‑based
Google Cloud
Identity

Permissions
available after
authentication

X X Administrator has
cumulative
permissions of
both identities
after successful
authentication
with either the
Citrix identity, the
AD identity, or the
Azure AD identity.
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Citrix identity
Single‑user AD or
Azure AD identity

Group‑based AD
or Azure AD
identity

Single‑user or
group‑based
Google Cloud
Identity

Permissions
available after
authentication

X X Each identity is
treated as an
independent
entity. Available
permissions
depends on
whether the
administrator
authenticates
using the Citrix
identity or the
Azure AD identity.

X X Each identity is
treated as an
independent
entity. Available
permissions
depends on
whether the
administrator
authenticates
using the Citrix
identity or Google
Cloud Identity.

X X Administrator has
cumulative
permissions of
both identities
when
authenticating to
Citrix Cloud with
AD or Azure AD.
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Citrix identity
Single‑user AD or
Azure AD identity

Group‑based AD
or Azure AD
identity

Single‑user or
group‑based
Google Cloud
Identity

Permissions
available after
authentication

X X Each identity is
treated as an
independent
entity. Available
permissions
depends on
whether the
administrator
authenticates
using the Citrix
identity or Google
Cloud Identity.

X X Each identity is
treated as an
independent
entity. Available
permissions
depends on
whether the
administrator
authenticates
using the Citrix
identity or Google
Cloud Identity.
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Citrix identity
Single‑user AD or
Azure AD identity

Group‑based AD
or Azure AD
identity

Single‑user or
group‑based
Google Cloud
Identity

Permissions
available after
authentication

X X X When
authenticating
with their Citrix
identity, the
administrator has
cumulative
permissions of
both the Citrix
identity and the
single‑user Azure
AD identity. When
authenticating
with Azure AD,
the administrator
has cumulative
permissions of all
three identities.

Sign‑in experience for administrators

After you add a group to Citrix Cloud and define the service permissions, administrators in the group
simply sign in by selecting Sign in with my company credentials on the Citrix Cloud sign‑in page
and entering their sign‑in URL for the account (for example, https://citrix.cloud.com/go/
mycompany). Unlike adding individual administrators, administrators in the group aren’t explicitly
invited, so they won’t receive any emails to accept an invitation to be Citrix Cloud administrators.

After signing in, administrators select Manage from the service tile to access the service’s manage‑
ment console.
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Administrators who are granted permissions only as members of groups can access the Citrix Cloud
account using the sign‑in URL for the Citrix Cloud account.

Administrators who are granted permissions through an individual account and as a member of a
group can choose the Citrix Cloud account they want to access. If the administrator is a member of
multiple Citrix Cloud accounts, they can select a Citrix Cloud account from the customer picker after
authenticating successfully.

Limitations

Access to platform and service features

Custom access permissions for the following Citrix Cloud platform features are not available to mem‑
bers of administrator groups:

• Library
• Notifications
• Secure clients

For more information about available permissions, see Supported permissions in this article.
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Citrix DaaS features that rely on Citrix Cloud platform capabilities such as Quick Deploy user assign‑
ment are not available.

Impact of multiple groups on application performance

Citrix recommends that a single administrator belongs to no more than 20 groups that have been
added to Citrix Cloud. Membership in a larger number of groups might result in reduced application
performance.

Impact of multiple groups on authentication

If a group‑based administrator is assigned tomultiple groups in AD or Azure AD, authenticationmight
fail because the number of groups is too large. This issue occurs due to a limitation in Citrix Cloud’s
integration with AD and Azure AD. When the administrator attempts to sign in, Citrix Cloud attempts
to compress the number of groups that are retrieved. If Citrix Cloud can’t apply the compression
successfully, all groups can’t be retrieved and the authentication fails.

This issue might also affect users who authenticate to Citrix Workspace through AD or Azure AD. If
a user belongs to multiple groups, authentication might fail because the number of groups is too
large.

To resolve this issue, review the administrator or user account and verify that they belong only to the
groups that are required for their role in the organization.

Adding groups fails due to toomany assigned role/scope pairs

When adding a group with multiple role/scope pairs, an error might occur that indicates the group
can’t be created. This error occurs because the number of role/scope pairs that are assigned to the
group is too large. To resolve this error, divide the role/scope pairs among two or more groups and
assign the administrators to those groups.

Add an administrator group to Citrix Cloud

1. From the Citrix Cloud menu, select Identity and Access Management and then select Admin‑
istrators.

2. Select Add administrator/group.
3. In Administrator details, select the identity provider you want to use. If Azure AD is selected,

sign in to your Azure, if needed. SelectNext.
4. If needed, select the domain you want to use.
5. Search for the group you want to add and select the group.
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6. In Set access, select the roles youwant to assign to the group. Youmust select at least one role.
7. When you’re finished, select Save.

Modify service permissions for an administrator group

1. From the Citrix Cloud menu, select Identity and Access Management and then select Admin‑
istrators.

2. Locate the administrator group you want to manage and, from the ellipsis menu, select Edit
Access.

3. Select or clear the check marks next to one or more role and scope pairs as needed.
4. When you’re finished, select Save.

Delete an administrator group

1. From the Citrix Cloud menu, select Identity and Access Management and then select Admin‑
istrators.

2. Locate the administrator group you want to manage and, from the ellipsis menu, select Delete
Group.

A confirmation message appears.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 199



Citrix Cloud

3. Choose I understand deleting this groupwill prevent administrators in the group from ac‑
cessing Citrix Cloud. to confirm you’re aware of the effects of deleting the group.

4. Select Delete.

Switch betweenmultiple Citrix Cloud accounts

Note:

This section describes a scenario that affects members of Azure AD administrator groups only.

By default, members of Azure AD administrator groups can’t switch between other Citrix Cloud ac‑
counts that they can access. For these administrators, the Change Customer option, shown in the
image below, doesn’t appear in the Citrix Cloud user menu.
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To enable this menu option and allow Azure AD groupmembers to switch between other Citrix Cloud
accounts, youmust link the accounts that you want to change between.

Linking Citrix Cloud accounts involves a hub‑and‑spoke‑approach. Before linking accounts, decide
which Citrix Cloud account will act as the account from which the other accounts are accessed (the
“hub”) and which accounts you want to have listed in the customer picker (the “spokes”).

Before linking accounts, ensure youmeet the following requirements:

• You have full access permissions in Citrix Cloud.
• You have access to the Windows PowerShell Integrated Scripting Environment (ISE).
• You have the customer IDs for the Citrix Cloud accounts you want to link. The customer ID ap‑
pears in the top‑right corner of the management console for each account.

• You have the Citrix CWSAuth bearer token for the Citrix Cloud account you want to link as the
hub account. To retrieve this bearer token, follow the instructions in CTX330675. You need to
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supply this information when linking your Citrix Cloud accounts.

To link Citrix Cloud accounts

1. Open the PowerShell ISE and paste the following script into the working pane:

1 $headers = @{
2 }
3
4 $headers.Add("Accept","application/json")
5 $headers.Add("Content-Type","application/json")
6 $headers.Add("Authorization","CWSAuth bearer=XXXXXXX")
7
8 $uri = "https://trust.citrixworkspacesapi.net/HubCustomerID/links"
9

10 $resp = Invoke-RestMethod -Method Get -Uri $uri -Headers $headers
11 $allLinks = $resp.linkedCustomers + @("SpokeCustomerID")
12
13 $body = @{
14 "customers"=$allLinks }
15
16 $bodyjson = $body | ConvertTo-Json
17
18 $resp = Invoke-WebRequest -Method Post -Uri $uri -Headers $headers

-Body $bodyjson -ContentType 'application/json'
19 Write-Host "Citrix Cloud Status Code: $($resp.RawContent)"
20 <!--NeedCopy-->

2. On Line 4, replace CWSAuth bearer=XXXXXXX with your CWSAuth value (for example,
CWSAuth bearer=AbCdef123Ghik…). This value is a long hash that resembles a
certificate key.

3. On Line 6, replace HubCustomerIDwith the customer ID of the hub account.

4. On Line 9, replace SpokeCustomerIDwith the customer ID of the spoke account.

5. Run the script.

6. Repeat Steps 3‑5 to link additional accounts as spokes.

To unlink Citrix Cloud accounts

1. Open the PowerShell ISE. If the PowerShell ISE is already open, clear the working pane.

2. Paste the following script into the working pane:

1 $headers = @{
2 }
3
4 $headers.Add("Accept","application/json")
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5 $headers.Add("Content-Type","application/json")
6 $headers.Add("Authorization","CWSAuth bearer=XXXXXXX")
7
8 $uri = "https://trust.citrixworkspacesapi.net/HubCustomerID/links/

SpokeCustomerID"
9

10 $resp = Invoke-WebRequest -Method Delete -Uri $uri -Headers
$headers

11 Write-Host "Response: $($resp.RawContent)"
12 <!--NeedCopy-->

3. On Line 4, replace CWSAuth bearer=xxxxxxx1 with your CWSAuth value (for example,
CWSAuth bearer=AbCdef123Ghik…). This value is a long hash that resembles a
certificate key.

4. On Line 6, replace HubCustomerIDwith the customer ID of the hub account.

5. On Line 6, replace SpokeCustomerIDwith the customer ID of the spoke account.

6. Run the script.

7. Repeat Steps 4‑6 to unlink additional accounts.

Register on‑premises products with Citrix Cloud

September 21, 2023

You can easily register your on‑premises Citrix product using short‑code activation through Citrix
Cloud. Depending on your product, this 8‑digit code might be generated during the product installa‑
tion process or when you run the product’s management console. When the product prompts you
to register, the product requests the code from Citrix Cloud and displays it. You can then copy and
paste this code or enter it manually in Citrix Cloud.

After registration, the Product Registrations page (Identity and Access Management > API Access >
Product Registrations) displays the servers where your registered products reside.
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On‑premises products that you can register with Citrix Cloud include:

• Citrix Connector Appliance for Cloud Services
• Citrix Federated Authentication Service
• Citrix License Server
• Citrix Virtual Apps and Desktops, when registering a site with Citrix Analytics for Performance

Note:

This article describes the steps for registering an on‑premises product with Citrix Cloud. For
product‑specific requirements, refer to the documentation for that product.

Register a product

1. From the Citrix Cloudmenu, select Identity and Access Management.
2. Select API Access > Product Registrations and then select Register.
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3. Enter the 8‑character alphanumeric code for your Citrix product and click Continue.
4. Review the registration details and then click Register.

Remove a product registration

If you remove servers running a registered Citrix product from your environment, the Product Regis‑
trations page still displays the servers. Use the following steps to remove the servers fromCitrix Cloud.
If needed, you can register the product again later to display the servers on the Product Registrations
page.

1. From the Product Registrations page, locate the server you want to remove.
2. Click the ellipsis button and select Remove registration.

3. When prompted, select Remove.
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Connect Active Directory to Citrix Cloud

September 21, 2023

Citrix Cloud supports using your on‑premises Active Directory (AD) to authenticate workspace sub‑
scribers. Also, some workspace authentication methods require a connection between your AD and
Citrix Cloud. For more information, see Choose or change authentication methods.

Citrix Cloud also supports using tokens as a second factor of authentication for subscribers signing in
to their workspaces through Active Directory. Workspace subscribers can generate tokens using any
app that follows the Time‑Based One‑Time Password standard, such as Citrix SSO.

For more information about authenticating workspace subscribers with Active Directory plus tokens,
see Active Directory plus token.

Tip:

Learn more about supported identity providers with the Introduction to Citrix Identity and Au‑
thentication education course. The “Planning Citrix Identity and Access Management”module
includes short videos thatwalk you through connecting this identity provider to Citrix Cloud and
enabling authentication for Citrix Workspace.

Connecting Active Directory

Connecting your Active Directory to Citrix Cloud involves installing connectors in your domain. You
can choose to use either Cloud Connectors or Connector Appliances as your connectors for Active Di‑
rectory. To choose which type of connector to use for your environment, see the following articles:

• Deployment scenarios for Cloud Connectors in Active Directory
• Deployment scenarios for Connector Appliances in Active Directory

Connecting Active Directory through Connector Appliances

You can use Connector Appliance to connect a resource location to forests which do not contain Citrix
Virtual Apps and Desktops resources. For example, in the case of Citrix Secure Private Access cus‑
tomers or Citrix Virtual Apps and Desktops customers with some forests only used for user authenti‑
cation.

For more information, see Active Directory with Connector Appliance
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Connecting Active Directory through Cloud Connectors

At least twoCloudConnectors are required to ensure a highly available connection to Citrix Cloud. For
more information, see the following articles:

• Cloud Connector Technical Details: For system requirements and deployment recommenda‑
tions.

• Cloud Connector Installation: For installation instructions using either the graphical interface
or the command line.

Connecting your Active Directory to Citrix Cloud involves the following tasks:

1. Install Cloud Connectors in your domain. Citrix recommends installing two Cloud Connectors
for high availability.

2. If applicable, enable tokens for user devices. Subscribers can enroll only one device at a time.

Important:

If you are deploying Cloud Connectors for use with Citrix DaaS, additional steps might be re‑
quired to ensure your AD domains are registered and active after Cloud Connector deployment.
Verifying that your AD domains are active in Citrix Cloud ensures that machine catalog setup oc‑
curs smoothly. For more information about post‑deployment steps for Citrix DaaS, see Add a
resource type or activate an unused domain in Citrix Cloud in the Citrix DaaS product documen‑
tation.

To connect your Active Directory to Citrix Cloud

1. From the Citrix Cloudmenu, select Identity and Access Management.
2. From the Authentication tab, in Active Directory, click the ellipsis menu and select Connect.
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3. Click Install Connector to download the Cloud Connector software.
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4. Launch the Cloud Connector installer and follow the installation wizard.
5. From the Connect to Active Directory page, click Detect. After verification, Citrix Cloud dis‑

plays a message that your Active Directory is connected.
6. Click Return to Authentication. The Active Directory entry is marked Enabled on the Au‑

thentication tab.

To enable Active Directory plus token authentication

1. Connect Active Directory to Citrix Cloud by using either Connector Appliances or Cloud Connec‑
tors.

2. In theCitrix Cloud IdentityandAccessManagement section, on theAuthentication tab, check
that the Active Directory entry is marked Enabled.

3. Click Next. The Configure Token page appears and the Single device option is selected by
default.

4. Click Save and Finish to complete the configuration. On the Authentication tab, the Active
Directory + Token entry is marked as Enabled.

5. Enable token authentication for workspaces:

a) From the Citrix Cloudmenu, selectWorkspace Configuration.
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b) From the Authentication tab, select Active Directory + Token.

After enabling Active Directory plus token authentication, Workspace subscribers can register their
device and use an authenticator app to generate tokens. Subscribers can register only one device at
a time. For instructions to register subscribers’devices, see Two‑factor authentication (optional).

For options to re‑enroll subscribers’devices, see Re‑enroll a device.

More information

Citrix Tech Zone:

• Tech Insight: Authentication ‑ TOTP
• Tech Insight: Authentication ‑ Push
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Connect Azure Active Directory to Citrix Cloud

May 2, 2024

Citrix Cloud supports usingAzureActiveDirectory (AD) toauthenticateCitrix Cloudadministrators and
workspace subscribers.

By using Azure AD with Citrix Cloud, you can:

• Leverage your own Active Directory, so you can control auditing, password policies, and easily
disable accounts when needed.

• Configure multifactor authentication for a higher level of security against the possibility of
stolen sign‑in credentials.

• Use a branded sign‑in page, so your users know they’re signing in at the right place.
• Use federation to an identity provider of your choice including ADFS, Okta, and Ping, among
others.

Azure AD app and permissions

Citrix Cloud includes an Azure AD app that allows Citrix Cloud to connect with Azure AD without the
need for you to be logged in to an active Azure AD session. Since the introduction of this app, Citrix
released updates that improve performance and support new features and permissions.

If you have an existing Azure AD connection to Citrix Cloud and want to use the latest updated app,
you need to update your Azure AD connection in Citrix Cloud. For more information, see Reconnect
to Azure AD for the updated app in this article. If you choose not to update the app, your existing
connection continues to function normally.

Formore information about the Azure AD apps and permissions that Citrix Cloud uses to connectwith
your Azure AD, see Azure Active Directory permissions for Citrix Cloud.

Tip:

Learn more about supported identity providers with the Introduction to Citrix Identity and Au‑
thentication education course. The “Planning Citrix Identity and Access Management”module
includes short videos thatwalk you through connecting this identity provider to Citrix Cloud and
enabling authentication for Citrix Workspace.

Authentication withmultiple Citrix Cloud accounts

This article describes how to connect your Azure AD as an identity provider to a single Citrix Cloud
account. If you have multiple Citrix Cloud accounts, you can connect each one to the same Azure AD
tenant. Perform the following tasks:
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1. Sign in to your Citrix Cloud account and select the appropriate customer ID from the customer
picker.

2. If the selected customer is the first one that you’re connecting to your Azure AD, follow all the
steps in this article for syncing your AD and Azure AD, connecting the customer to Citrix Cloud,
and adding administrators.

3. To connect another customer, click the user menu in the top‑right corner of the Citrix Cloud
console, select Change customer, and select the next customer ID you want to connect.

4. Connect the customer to your Azure AD as described in Connect Citrix Cloud to Azure AD in this
article.

5. Repeat Steps 3 and 4 for each customer ID.

Prepare your Active Directory and Azure AD

Before you can use Azure AD, be sure youmeet the following requirements:

• You have a Microsoft Azure account. Every Azure account comes with Azure AD free of charge. If
you don’t have an Azure account, sign up at https://azure.microsoft.com/en‑us/free/?v=17.36.

• Youhave theGlobal admin role inAzureAD.This role is required togiveCitrix Cloudyour consent
to connect with Azure AD.

• Administrator accounts have their “mail”property configured in Azure AD. To do this, you can
sync accounts from your on‑premises Active Directory into Azure AD using Microsoft’s Azure AD
Connect tool. Alternatively, you can configure non‑synced Azure AD accounts with Office 365
email.

Sync accounts with Azure AD Connect

1. Ensure that the Active Directory accounts have the Email user property configured:

a) Open Active Directory Users and Computers.
b) In the Users folder, locate the account you want to check, right‑click and select Proper‑

ties. On theGeneral tab, verify the Email field has a valid entry. Citrix Cloud requires that
administrators added from Azure AD have different email addresses than administrators
who sign in using a Citrix‑hosted identity.

2. Install and configure Azure AD Connect. For complete instructions, see Getting started with
Azure AD Connect using express settings on the Microsoft Azure website.

Connect Citrix Cloud to Azure AD

When connecting your Citrix Cloud account to your Azure AD, Citrix Cloud needs permission to access
your user profile (or the profile of the signed‑in user) in addition to the basic profiles of the users in
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your Azure AD. Citrix requests this permission so it can acquire your name and email address (as the
administrator) and enable you to browse for other users and add them as administrators later. For
more information about the app permissions that Citrix Cloud requests, see Azure Active Directory
permissions for Citrix Cloud.

Important:

Youmust be aGlobal admin in Azure AD to complete this task or ask anyGlobal admin to perform
the prerequisites before signing in to Citrix Cloud.

1. ClickMenu on the top‑left corner of the page and select Identity and Access Management.
2. Locate Azure Active Directory and select Connect from the ellipsis menu.
3. Whenprompted, enter a short, URL‑friendly identifier for your company and clickConnect. The

identifier you choose must be globally unique within Citrix Cloud.
4. When prompted, sign in to the Azure account with which you want to connect. Azure shows

you the permissions that Citrix Cloud needs to access the account and acquire the informa‑
tion required for connection. Most of these permissions are read‑only and allow Citrix Cloud
to gather basic information from your Microsoft Graph such as groups and user profiles. If you
integrated Citrix Endpoint Management or XenMobile Server with Microsoft Intune, you must
grant Microsoft Intune‑related read‑write permissions. For more information, see Azure Active
Directory Permissions for Citrix Cloud.

5. Click Accept to accept the permissions request.

Alternative connectionmethod

You can separate connection flow in the following two phases:

1. Azure AD (Entra ID) app creation in Azure.
2. Citrix Cloud connection to the Azure AD (Entra Id) app in Citrix Cloud.

First, you need to construct a URL that the Global admin can use to add the enterprise apps into the
tenant. For more information, see Construct the URL for granting tenant‑wide admin consent.

Here is the explanation of the constructed URL.
https://login.microsoftonline.com/<tenant url>/adminconsent?client_id
=f9c0e999-22e7-409f-bb5e-956986abdf02&redirect_uri=https://portal.
azure.com

where:
tenant url is your tenant URL or ID.
f9c0e999-22e7-409f-bb5e-956986abdf02 is the client ID for Citrix Cloud.
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Add administrators to Citrix Cloud from Azure AD

Citrix Cloud supports adding administrators either individually or as Azure AD groups.

To add individual administrators from Azure AD, see Manage administrator access.

To add Azure AD administrator groups to Citrix Cloud, see Manage administrator groups.

Sign in to Citrix Cloud using Azure AD

After the Azure AD user accounts are connected, users can sign in to Citrix Cloud using one of the
following methods:

• Navigate to the administrator sign‑in URL that you configured when you initially connected the
Azure AD identity provider for your company. Example: https://citrix.cloud.com/go
/mycompany

• From the Citrix Cloud sign‑in page, click Sign inwithmy company credentials., type the iden‑
tifier you createdwhen you initially connected Azure AD (for example, “mycompany”), and click
Continue.

Enable Azure AD authentication for workspaces

After you connect Azure AD to Citrix Cloud, you can allow your subscribers to authenticate to their
workspaces through Azure AD.

Important:

Before enabling Azure AD workspace authentication, review the Azure Active Directory section
for considerations for using Azure AD with workspaces.

1. In Citrix Cloud, click the menu button in the top‑left corner and selectWorkspace Configura‑
tion.

2. From the Authentication tab, select Azure Active Directory.
3. Click Confirm to accept the workspace experience changes that will occur when Azure AD au‑

thentication is enabled.

Enable advanced Azure AD capabilities

Azure AD provides advanced multifactor authentication, world‑class security features, federation to
20 different identity providers, and self‑service password change and reset, among many other fea‑
tures. Turning these features on for your Azure AD users enables Citrix Cloud to leverage those capa‑
bilities automatically.
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To compare Azure AD service level capabilities and pricing, see https://azure.microsoft.com/en‑
us/pricing/details/active‑directory/.

Reconnect to Azure AD for the updated app

Citrix Cloud includes an Azure AD app that allows Citrix Cloud to connect with Azure AD without the
need for you to be logged in to an active Azure AD session. Since the introduction of this app, Citrix
has updated the app as follows:

• In August 2018, the app was updated to improve performance and allow you to be ready for
future releases.

• In May 2019, the app was updated to support adding Azure AD administrator groups to Citrix
Cloud.

• In April 2022, the app was updated to use the GroupMember.Read.All permission, which re‑
places the Group.Read.All permission.

If youconnectedyourAzureAD toCitrix Cloudbefore theseupdateswere releasedandyouwant touse
the latest updated app, you need to disconnect your Azure AD from Citrix Cloud and then reconnect
it. Using the latest app is optional. If you choose not to update the app, your existing connection still
functions normally.

Requirements

Before you reconnect your Azure AD, verify that youmeet the following requirements:

• You must be an administrator with full access permissions under the default Citrix identity
provider. If you are signed in to Citrix Cloud with your Azure AD credentials, the reconnection
fails. If you don’t have any administrators using the Citrix identity provider in your account,
you can temporarily add one and delete it after reconnecting your Azure AD. For instructions,
see Invite individual administrators.

• If you are using Azure AD to authenticate workspace subscribers, select a different identity
provider temporarily. Citrix Cloud doesn’t allow you to disconnect your Azure AD if it’s also
used as an authentication method for Citrix Workspace. For more information, see Choose or
change authentication methods in the Citrix Workspace documentation.

To reconnect Azure AD

1. Sign in to Citrix Cloud as an administrator with full access permissions under the Citrix identity
provider.
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2. From the Citrix Cloudmenu, select Identity and AccessManagement and then select Authen‑
tication.

3. Locate Azure Active Directory and select Disconnect from the ellipsis menu at the far right of
the page.

4. From the ellipsis menu, select Connect.

Note:

If you are disconnecting the Azure Active Directory as mentioned in step 3, Citrix Cloud requests
the admin to delete all the admin profiles under this Identity Provider.
To bypass this effort, the admin can follow the steps below to reconnect the Azure AD Identity
provider.

1. As a Global admin, navigate to Azure and delete the App.
2. Login to Citrix Cloud and navigate to Identity and Access Management and click Authen‑

tication. From the Authentication tab, you can notice that Azure AD is still connected.
3. Add a new Administrator in Citrix Cloud for Azure AD.

This will trigger the recreation of the app and the reconnection without deleting the administra‑
tors.

Azure Active Directory Permissions for Citrix Cloud

November 29, 2023

This article describes the permissions that Citrix Cloud requests when connecting and using Azure
Active Directory (AD). Depending on how Azure AD is used with the Citrix Cloud account, one or more
enterprise applicationsmightbe created in the target AzureAD tenant. YoucanconnectmultipleCitrix
Cloud accounts to one Azure AD tenant and use the same enterprise applications, without creating a
set of applications for each account.

Note:

As of April 2022, the Azure AD app that Citrix Cloud uses to connect your Azure AD was updated
to use the GroupMember.Read.All permission instead of the Group.Read.All permission. If you
have an existing Azure AD connection (before April 2022) and you want the app to use the new
permission, you must disconnect and then reconnect your Azure AD to Citrix Cloud. This action
ensures your account is using the latest Azure AD app in Citrix Cloud. For more information, see
Reconnect to Azure AD for the upgraded app.

If you choose not to update the app, your existing connection still functions normally.
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Enterprise applications

The following table lists the Azure AD enterprise applications that Citrix Cloud uses when connecting
and using Azure AD and the purpose for which each application is used.

Name Application ID Usage

Citrix Cloud e95c4605‑aeab‑48d9‑9c36‑
1a262ef8048e

Workspace subscriber login

Citrix Cloud f9c0e999‑22e7‑409f‑bb5e‑
956986abdf02

Default connection between
Azure AD and Citrix Cloud

Citrix Cloud 1b32f261‑b20c‑4399‑8368‑
c8f0092b4470

Administrator invitations and
logins

Citrix Cloud 5c913119‑2257‑4316‑9994‑
5e8f3832265b

Default connection between
Azure AD and Citrix Cloud with
Citrix Endpoint Management

Citrix Cloud e067934c‑b52d‑4e92‑b1ca‑
70700bd1124e

Legacy connection between
Azure AD and Citrix Cloud with
Citrix Endpoint Management

Permissions

The permissions in Citrix Cloud’s enterprise applications allow Citrix Cloud to access certain data in
your Azure AD tenant. Citrix Cloud uses these data to perform specific functions such as connecting to
your Azure AD tenant, enabling administrators to sign in to Citrix Cloud using a dedicated sign‑in URL,
and connecting your Azure AD tenant with Endpoint Management. Citrix Cloud can only access these
data with your consent. These permissions represent the least amount of privilege that Citrix Cloud
needs to functionwith your Azure AD. Formore information about Azure AD permissions and consent,
see Permissions and consent in theMicrosoft identity platformon theMicrosoft Azure documentation
web site.

In this article, each set of Azure AD application permissions includes the following information:

• API Name: The resource applications fromwhich Citrix Cloud requests permissions. These ap‑
plications are Microsoft Graph and Windows Azure Active Directory. Citrix Cloud requests the
same permissions from both of these resource applications.

• Type: The levels of access that Citrix Cloud requests for a given permission. Permissions in a
given enterprise application can have one of the following access levels:

– Delegated permissions are used to act on behalf of a signed‑in user, such as when query‑
ing the profile of the user.
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– Application permissions are used when the application performs an action without the
user’s presence, such as querying users within a particular group. This permission type
requires consent of a Global Administrator in Azure AD.

• ClaimValue: The stringof information thatAzureADassigns toagivenpermission. Permissions
in a given enterprise application can have one of the following claim values:

– User.Read: Allows Citrix Cloud administrators to add users from the connected Azure AD
as administrators on the Citrix Cloud account.

– User.ReadBasic.All: Gathers basic info from the user’s profile. It’s a subset from
User.Read.All but the permission itself remains for backwards compatibility.

– User.Read.All: Citrix Cloud calls List users in Microsoft Graph to enable browsing and se‑
lection of users from the customer’s connected Azure AD. For example, users from Azure
AD canbe given access to a Citrix DaaS resourcewith theworkspace. Citrix Cloud can’t use
User.ReadBasic.All as Citrix Cloud needs to access properties outside of the basic
profile such as onPremisesSecurityIdentifier.

– GroupMember.Read.All: Citrix Cloud calls List groups in Microsoft Graph to allow brows‑
ing and selection of groups from the customer’s connected Azure AD. For example, groups
from Azure AD can also be granted access to Citrix DaaS applications.

– Directory.Read.All: Citrix Cloud calls List memberOf in Microsoft Graph to get the user’s
groupmembership as Groups.Read.All is not sufficient.

– DeviceManagementApps.ReadWrite.All: Allows Citrix Cloud to read and write the prop‑
erties, group assignments, status of apps, app configurations, and app protection policies
managed by Microsoft Intune.

– Directory.AccessAsUser.All: Allows Citrix Cloud to have the same access to information
in the directory as the signed‑in user.

Note:

TheDirectory.Read.All is applicable only forDefault connectionbetweenAzureADandCitrix
Cloudwith Endpoint Management.

Workspace subscriber login

This Citrix Cloud application (ID: e95c4605‑aeab‑48d9‑9c36‑1a262ef8048e) uses the following permis‑
sions:

API Name Claim Value Permission Name Type

Microsoft Graph User.Read Sign in and read user
profile

Delegated
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Default connection between Azure AD and Citrix Cloud

This Citrix Cloud application (ID: f9c0e999‑22e7‑409f‑bb5e‑956986abdf02) uses the following permis‑
sions:

API Name Claim Value Permission Type

Microsoft Graph GroupMember.Read.All Read all groups Delegated

Microsoft Graph User.ReadBasic.All Read all users’basic
profiles

Delegated

Microsoft Graph User.Read.All Read all users’full
profiles

Delegated

Microsoft Graph User.Read Sign in and read user
profile

Delegated

Microsoft Graph GroupMember.Read.All Read all groups Application

Microsoft Graph User.Read.All Read all users’full
profile

Application

Microsoft Graph User.Read Sign in and read user
profile

Application

Administrator invitations and logins

This Citrix Cloud application (ID: 1b32f261‑b20c‑4399‑8368‑c8f0092b4470) uses the following permis‑
sions:

API Name Claim Value Permission Name Type

Microsoft Graph User.Read Sign in and read user
profile

Delegated

Microsoft Graph User.ReadBasic.All Read all users’basic
profiles

Delegated

Default connection between Azure AD and Citrix Cloud with Endpoint Management

This Citrix Cloud application (ID: 5c913119‑2257‑4316‑9994‑5e8f3832265b) uses the following permis‑
sions:

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 219



Citrix Cloud

API Name Claim Value Permission Name Type

Microsoft Graph GroupMember.Read.All Read all groups Delegated

Microsoft Graph User.ReadBasic.All Read all users’basic
profiles

Delegated

Microsoft Graph User.Read Sign in and read user
profile

Delegated

Microsoft Graph Directory.Read.All Read directory data Application

Microsoft Graph Directory.Read.All Read directory data Delegated

Microsoft Graph DeviceManagementApps.ReadWrite.AllRead and write
Microsoft Intune apps

Delegated

Microsoft Graph Directory.AccessAsUser.AllAccess directory as the
signed‑in user

Delegated

Legacy connection between Azure AD and Citrix Cloud with Endpoint Management

This Citrix Cloud application (ID: e067934c‑b52d‑4e92‑b1ca‑70700bd1124e) uses the following per‑
missions:

API Name Claim Value Permission Name Type

Microsoft Graph GroupMember.Read.All Read all groups Delegated

Microsoft Graph User.ReadBasic.All Read all users’basic
profiles

Delegated

Microsoft Graph User.Read Sign in and read user
profile

Delegated

Microsoft Graph DeviceManagementApps.ReadWrite.AllRead and write
Microsoft Intune apps

Delegated

Microsoft Graph Directory.AccessAsUser.AllAccess directory as the
signed‑in user

Delegated

Connect an on‑premises Citrix Gateway as an identity provider to Citrix
Cloud

September 21, 2023
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Citrix Cloud supports using an on‑premises Citrix Gateway as an identity provider to authenticate sub‑
scribers signing in to their workspaces.

By using Citrix Gateway authentication, you can:

• Continue authenticating users through your existing Citrix Gateway so they can access the re‑
sources in your on‑premises Virtual Apps and Desktops deployment through Citrix Workspace.

• Use the Citrix Gateway authentication, authorization, and auditing (AAA) functions with Citrix
Workspace.

• Use features such as pass‑through authentication, smart cards, secure tokens, conditional ac‑
cess policies, federation, and many others while providing your users access to the resources
they need through Citrix Workspace.

Tip:

Learn more about supported identity providers with the Introduction to Citrix Identity and Au‑
thentication education course. The “Planning Citrix Identity and Access Management”module
includes short videos thatwalk you through connecting this identity provider to Citrix Cloud and
enabling authentication for Citrix Workspace.

Supported versions

Citrix Gateway authentication is supported for use with the following on‑premises product ver‑
sions:

• Citrix Gateway 12.1 54.13 Advanced edition or later
• Citrix Gateway 13.0 41.20 Advanced edition or later

Prerequisites

Cloud Connectors

Youneedat least two (2) servers onwhich to install theCitrix CloudConnector software. These servers
must meet the following requirements:

• Meets the system requirements described in Cloud Connector Technical Details.
• Does not have any other Citrix components installed, is not an Active Directory domain con‑
troller, and is not a machine critical to your resource location infrastructure.

• Joined to thedomainwhere yourSite resides. If users access yourSite’s applications inmultiple
domains, youmust install at least two Cloud Connectors in each domain.

• Connected to a network that can contact your Site.
• Connected to the Internet. For more information, see System and Connectivity Requirements.
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• At least two Cloud Connectors are required to ensure a highly available connection with Citrix
Cloud. After installation, the Cloud Connectors allow Citrix Cloud to locate and communicate
with your Site.

For more information about installing the Cloud Connector, see Cloud Connector Installation.

Active Directory

Before enabling Citrix Gateway authentication, perform the following tasks:

• Verify that your workspace subscribers have user accounts in Active Directory (AD). Subscribers
without AD accounts can’t sign in to their workspaces successfully.

• Ensure that the user properties in your subscribers’AD accounts are populated. Citrix Cloud
requires these properties to establish the user context when subscribers sign in. If these prop‑
erties aren’t populated, subscribers can’t sign in to their workspace. These properties include:

– Email address
– Display name
– Common name
– SAM account name
– User Principal Name
– OID
– SID

• Connect your Active Directory (AD) to your Citrix Cloud account. In this task, you install the
Cloud Connector software on the servers you prepared, as described in the Cloud Connectors
section. The Cloud Connectors enable Citrix Cloud to communicate with your on‑premises en‑
vironment. For instructions, see Connect Active Directory to Citrix Cloud.

• If you are performing federation with Citrix Gateway authentication, synchronize your AD users
to the federation provider. Citrix Cloud requires the AD user attributes for your workspace sub‑
scribers so they can sign in successfully.

Requirements

Citrix Gateway advanced policies

Citrix Gateway authentication requires the use of advanced policies on the on‑premises Gateway due
to deprecation of classic policies. Advanced policies support multifactor authentication (MFA) for Cit‑
rix Cloud, including options such as Identity Provider Chaining. If you currently use classic policies,
you must create new advanced policies to use Citrix Gateway authentication in Citrix Cloud. You can
reuse the Action portion of the classic policy when you create the advanced policy.
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Certificates for signature

Whenconfiguring theGateway for authenticating subscribers toCitrixWorkspace, theGatewayacts as
an OpenID Connect provider. Messages between Citrix Cloud and Gateway conform to the OIDC pro‑
tocol, which involves digitally signing tokens. Therefore, you must configure a certificate for signing
these tokens. This certificate must be issued from a public Certificate Authority (CA). Using a certifi‑
cate issued by a private CA is not supported as there is no way to provide Citrix Cloud with the private
root CA certificate. So, the certificate chain of trust cannot be established. If you configure multiple
certificates for signature, these keys are rotated for eachmessage.

Keys must be bound to vpn global. Without these keys, subscribers can’t access their workspace
successfully after signing in.

Clock synchronization

Because digitally signed messages in OIDC carry a timestamp, the Gateway must be synchronized to
NTP time. If the clock isn’t synchronized, Citrix Cloud assumes that tokens are stale when checking
their validity.

Task overview

To set up Citrix Gateway authentication, you perform the following tasks:

1. In Identity and AccessManagement, start configuring the connection to your Gateway. In this
step, you generate the client ID, secret, and redirect URL for the Gateway.

2. On theGateway, create anOAuth IdP advanced policy using the generated information fromCit‑
rix Cloud. This enables Citrix Cloud to connectwith your on‑premisesGateway. For instructions,
see the following articles:

• Citrix Gateway 12.1: Use an on‑premises Citrix Gateway as the identity provider for Citrix
Cloud

• Citrix Gateway 13.0: Use an on‑premises Citrix Gateway as the identity provider for Citrix
Cloud

3. InWorkspace Configuration, enable Citrix Gateway authentication for subscribers.

To enable Citrix Gateway authentication for workspace subscribers

1. From the Citrix Cloudmenu, select Identity and Access Management.
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2. From the Authentication tab, in Citrix Gateway, click the ellipsis menu and select Connect.

3. Enter the FQDN of your on‑premises Gateway and click Detect.
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After Citrix Cloud detects it successfully, click Continue.
4. Create a connection with your on‑premises Gateway:

a) Copy the Client ID, Secret, and Redirect URL that Citrix Cloud displays.
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Also, download a copy of this information and save it securely offline for your reference.
This information is not available in Citrix Cloud after it’s generated.

b) On the Gateway, create anOAuth IdP advanced policy using the client ID, Secret, and Redi‑
rect URL from Citrix Cloud. For instructions, see the following articles:

• For Citrix Gateway 12.1: Use an on‑premises Citrix Gateway as the identity provider
for Citrix Cloud

• For Citrix Gateway 13.0: Use an on‑premises Citrix Gateway as the identity provider
for Citrix Cloud

c) Click Test and Finish. Citrix Cloud verifies that your Gateway is reachable and configured
correctly.

5. Enable Citrix Gateway authentication for workspaces:

a) From the Citrix Cloudmenu, selectWorkspace Configuration.
b) From the Authentication tab, select Citrix Gateway.
c) Select I understand the impact on subscriber experience and then click Save.
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Troubleshooting

As a first step, review the Prerequisites and Requirements sections in this article. Verify you have
all the required components in your on‑premises environment and that you have made all required
configurations. If any of these items are missing or misconfigured, workspace authentication with
Citrix Gateway does not work.

If you experience an issue establishing a connection between Citrix Cloud and your on‑premises Gate‑
way, verify the following items:

• The Gateway FQDN is reachable from the Internet.
• You have entered the Gateway FQDN correctly in Citrix Cloud.
• You have entered theGatewayURL correctly in the-issuerparameter of theOAuth IdP policy.
Example: -issuer https://GatewayFQDN.com. The issuer parameter is case sensi‑
tive.

• The client ID, secret, and redirectURL values fromCitrix Cloud are entered correctly in theClient
ID, Client Secret, Redirect URL, and Audience fields of the OAuth IdP policy. Verify that the cor‑
rect client ID has been entered in the Audience field of the policy.

• The OAuth IdP authentication policy is configured correctly. For instructions, see the following
articles:

– Citrix Gateway 12.1: Use an on‑premises Citrix Gateway as the identity provider for Citrix
Cloud

– Citrix Gateway 13.0: Use an on‑premises Citrix Gateway as the identity provider for Citrix
Cloud

• Verify the policy is bound correctly to the AAA authentication server as described in Binding
Authentication Policies.

Global catalog servers

In addition to retrieving user account details, Gateway retrieves users’domain name, AD NETBIOS
name, and the root AD domain name. To retrieve the AD NETBIOS name, Gateway searches the AD
where the user accounts reside. NETBIOS names are not replicated on global catalog servers.

If you use global catalog servers in your AD environment, LDAP actions configured on these servers
do not work with Citrix Cloud. Instead, you must configure the individual ADs in the LDAP action. If
you have multiple domains or forests, you can configure multiple LDAP policies.

AD search for single sign‑on with Kerberos or IdP chaining

If you use Kerberos or an external identity provider that uses SAML or OIDC protocols for subscriber
sign‑in, verify that AD lookup is configured. Gateway requires AD lookups to retrieve subscribers’AD
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user properties and AD configuration properties.

Ensure that youhaveLDAPpolicies configured, even if authentication ishandledby thirdparty servers.
To configure these policies, you add a second authentication factor to your existing login schema pro‑
file by performing the following tasks:

1. Create an LDAP authentication server that performs only attribute and group extraction from
Active Directory.

2. Create an LDAP advanced authentication policy.
3. Create an Authentication Policy Label.
4. Define the Authentication Policy Label as the next factor, after the primary identity provider.

To add LDAP as a second authentication factor

1. Create the LDAP authentication server:

a) Select System > Authentication > Basic Policies > LDAP > Servers > Add.
b) On the Create Authentication LDAP Server page, enter the following information:

• In Choose Server Type, select LDAP.
• InName, enter a friendly name for the server.
• Select Server IP and then enter LDAP server’s IP address.
• In Security Type, select your required LDAP security type.
• In Server Type, select AD.
• In Authentication, do not select the check box. This check box must be cleared be‑
cause this authentication server is only for extracting user attributes and groups from
Active Directory, not authentication.

c) UnderOther Settings, enter the following information:
• In Server Logon Name Attribute, enter UserPrincipalName.
• In Group Attribute, selectmemberOf.
• In Sub Attribute Name, select cn.

2. Create the LDAP advanced authentication policy:

a) SelectSecurity > AAA ‑ ApplicationTraffic >Policies > Authentication >AdvancedPoli‑
cies > Policy > Add.

b) On the Create Authentication Policy page, enter the following information:
• InName, enter a friendly name for the policy.
• In Action Type, select LDAP.
• In Action, select the LDAP authentication server you created earlier.
• In Expression, enter TRUE.

c) Click Create to save the configuration.

3. Create the Authentication Policy Label:
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a) SelectSecurity >AAA –ApplicationTraffic >Policies > Authentication >AdvancedPoli‑
cies > Policy Label > Add.

b) InName, enter a friendly name for the authentication policy label.
c) In Login Schema, select LSCHEMA_INT.
d) Under Policy Binding, in Select Policy, select the LDAP advanced authentication policy

you created earlier.
e) In GoTo Expression, select END.
f) Click Bind to finish the configuration.

4. Define the LDAP Authentication Policy Label as the next factor, after the primary identity
provider:

a) Select System > Security > AAA ‑ Application Traffic > Virtual Servers.
b) Select the virtual server that contains the binding for your primary identity provider and

select Edit.
c) Under Advanced Authentication Policies, select the existing Authentication Policy

bindings.
d) Select the binding for your primary identity provider and then select Edit Binding.
e) On the Policy Binding page, in Select Next Factor, select the LDAP Authentication Policy

Label you created earlier.
f) Click Bind to save the configuration.

Default password for multifactor authentication

If you use multifactor authentication (MFA) for workspace subscribers, Gateway uses the last factor’
s password as the default password for single sign‑on. This password is sent to Citrix Cloud when
subscribers sign in to their workspace. If LDAP authentication is followed by another factor in your
environment, you must configure the LDAP password as the default password that is sent to Citrix
Cloud. Enable SSOCredentials on the login schema corresponding to the LDAP factor.

More information

Citrix Tech Zone: Tech Insight: Authentication ‑ Gateway

Connect Google Cloud Identity as an identity provider to Citrix Cloud

September 21, 2023
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Citrix Cloud supports using Google Cloud Identity as an identity provider to authenticate subscribers
signing in to their workspaces. By connecting your organization’s Google account to Citrix Cloud, you
can provide a unified sign‑in experience for accessing Citrix Workspace and Google resources.

Requirements for domain‑joined and non‑domain‑joined configuration

You can configure Google Cloud Identity as an identity provider in Citrix Cloud using a machine that’
s domain‑joined or non‑domain‑joined.

• Domain‑joined means machines are joined to a domain in your on‑premises Active Directory
(AD) and authentication uses the user profiles that are stored there.

• Non‑domain‑joined means machines aren’t joined to an AD domain and authentication uses
the user profiles that are stored in your Google Workspace directory (also known as Google‑
native users).

The following table lists the requirements for each configuration type.

Requirement Domain‑joined Non‑domain‑joined More information

On‑premises AD Yes No See Prepare Active
Directory and Citrix
Cloud Connectors in
this article.

Citrix Cloud
Connectors deployed
in your resource
location

Yes No; Cloud Connectors
aren’t needed to
access
non‑domain‑joined
machines.

Prepare Active
Directory and Citrix
Cloud Connectors in
this article.

AD synchronization
with Google Cloud

Optional only if using
Gateway service and
no other services.
Otherwise, this task is
required.

No See Sync Active
Directory with Google
Cloud Identity in this
article.

Developer account
with access to the
Google Cloud Platform
console. Used for
creating a service
account and key, and
enabling the Admin
SDK API.

Yes Yes See Create a service
account, Create a
service account key,
and Configure
domain‑wide
delegation in this
article.
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Requirement Domain‑joined Non‑domain‑joined More information

An administrator
account with access to
the Google Workspace
Admin console. Used
for configuring
domain‑wide
delegation and a
read‑only API user
account.

Yes Yes See Configure domain‑
wide‑delegation and
Add a read‑only API
user account in this
article.

Authentication withmultiple Citrix Cloud accounts

This article describes how to connect Google Cloud Identity as an identity provider to a single Citrix
Cloud account. If you have multiple Citrix Cloud accounts, you can connect each one to the same
Google Cloud account using the same service account and read‑only API user account. Simply sign in
to Citrix Cloud and select the appropriate customer ID from the customer picker.

Prepare Active Directory and Citrix Cloud Connectors

If you are using adomain‑joinedmachinewithGoogleCloud Identity, use this section toprepare your
on‑premises AD. If you are using a non‑domain‑joinedmachine, skip this task and continue to Create
a service account in this article.

You need at least two (2) servers in your Active Directory domain on which to install the Citrix Cloud
Connector software. Cloud Connectors are required for enabling communication between Citrix
Cloud and your resource location. At least two Cloud Connectors are required to ensure a highly
available connection with Citrix Cloud. These servers must meet the following requirements:

• Meets the requirements described in Cloud Connector Technical Details.
• Does not have any other Citrix components installed, is not an Active Directory domain con‑
troller, and is not a machine critical to your resource location infrastructure.

• Joined to your Active Directory (AD) domain. If your workspace resources and users reside in
multiple domains, you must install at least two Cloud Connectors in each domain. For more
information, see Deployment scenarios for Cloud Connectors in Active Directory.

• Connected to a network that can contact the resources that users access through Citrix Work‑
space.

• Connected to the Internet. For more information, see System and Connectivity Requirements.

For more information about installing Cloud Connectors, see Cloud Connector Installation.
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Sync Active Directory with Google Cloud Identity

If you are using adomain‑joinedmachinewithGoogleCloud Identity, use this section toprepare your
on‑premises AD. If you are using a non‑domain‑joinedmachine, skip this task and continue to Create
a service account in this article.

Synchronizing your AD with Google Cloud Identity is optional if you are using only Citrix Gateway ser‑
vice, with no other services enabled. For these services alone, you can use Google‑native users with‑
out needing to synchronize with your AD.

If you are using other Citrix Cloud services, synchronizing your AD with Google Cloud Identity is re‑
quired. Google Cloudmust pass the following AD user attributes to Citrix Cloud:

• SecurityIDentifier (SID)
• objectGUID
• userPrincipalName (UPN)

To sync your ADwith Google Cloud

1. Download and install the Google Cloud Directory Sync utility from the Google web site. For
more information about this utility, see the Google CloudDirectory Sync documentation on the
Google web site.

2. After installing the utility, launch the Configuration Manager (Start > Configuration Manager).
3. Specify the Google domain settings, and LDAP settings as described in Set up your sync with

Configuration Manager of the utility documentation.
4. In General Settings, select Custom Schemas. Leave the default selections unchanged.
5. Configure a custom schema to apply to all user accounts. Enter the required information using

the exact casing and spelling specified in this section.

a) Select the Custom Schemas tab and then select Add Schema.
b) SelectUse rules defined in “User Accounts”.
c) In Schema Name, enter citrix‑schema.
d) Select Add Field and then enter the following information:

• Under Schema field template, in Schema Field, select userPrincipalName.
• Under Google field details, in Field Name, enter UPN.

e) Repeat Step 4 to create the following fields:
• objectGUID: Under Schema field template, select objectGUID. Under Google field
details, enter objectGUID.

• SID:UnderSchema field template, selectCustom. UnderGoogle fielddetails, enter
SID.

• objectSID: Under Schema field template, select Custom. Under Google field de‑
tails, enter objectSID.
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f) SelectOK to save your entries.

6. Finish configuring any remaining settings for your organization and verify synchronization set‑
tings as described in Set up your sync with ConfigurationManager of the utility documentation.

7. Select Sync & apply changes to synchronize your Active Directory with your Google account.

After the sync finishes, the User Information section in Google Cloud displays users’Active Directory
information.

Create a service account

To complete this task, you need a Google Cloud Platform developer account.

1. Sign in to https://console.cloud.google.com.
2. From the Dashboard sidebar, select IAM & Admin and then select Service Accounts.
3. Select Create service account.
4. Under Service account details, enter the service account name and service account ID.
5. Select Done.

Create a service account key

1. On the Service Accounts page, select the service account you just created.
2. Select the Keys tab and then select Add key > Create new key.
3. Leave the default JSON key type option selected.
4. Select Create. Save the key to a secure location that you can access later. You enter the private

key in the Citrix Cloud console when you connect Google Cloud Identity as an identity provider.

Configure domain‑wide delegation

1. Enable the Admin SDK API:

a) From the Google Cloud Platformmenu, selectAPIs & Services > Enabled APIs & services.
b) Select Enable APIs and services near the top of the console. The API Library home page

appears.
c) Search for Admin SDK API and select it from the results list.
d) Select Enable.

2. Create an API client for the service account:

a) From the Google Cloud Platformmenu, select IAM& Admin > Service Accounts and then
select the service account you created earlier.

b) From the service account’s Details tab, expand Advanced settings.
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c) Under Domain‑wide Delegation, copy the Client ID and then select View Google Work‑
space Admin Console.

d) If applicable, select the Google Workspace administrator account you want to use. The
Google Admin console appears.

e) From theGoogle Admin sidebar, selectSecurity >Access anddata control >API controls.

f) Under Domain wide delegation, clickManage Domain Wide Delegation.

g) Select Add new.

h) In Client ID paste the client ID for the service account that you copied in Step C.

i) InOAuth scopes, enter the following scopes in a single comma‑delimited line:

1 https://www.googleapis.com/auth/admin.directory.user.readonly,
https://www.googleapis.com/auth/admin.directory.group.
readonly,https://www.googleapis.com/auth/admin.directory.
domain.readonly

2 <!--NeedCopy-->

j) Select Authorize.

Add a read‑only API user account

In this task, you create aGoogleWorkspace user account that has read‑only API access for Citrix Cloud.
This account is not used for any other purpose and has no other privileges.

1. From the Google Adminmenu, select Directory > Users.
2. Select Add new user and enter the appropriate user information.
3. Select Add new user to save the account information.
4. Create a custom role for the read‑only user account:

a) From the Google Adminmenu, select Account > Admin roles.
b) Select Create new role.
c) Enter a name for the new role. Example: API‑ReadOnly
d) Select Continue.
e) Under Admin API privileges, select the following privileges:

• Users > Read
• Groups > Read
• Domain Management

f) Select Continue and then select Create role.

5. Assign the custom role to the read‑only user account you created earlier:

a) From the custom role details page, in the Admins pane, select Assign users.
b) Start typing the name of the read‑only user account and select it from the user list.
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c) Select Assign role.
d) To verify the role assignment, return to the Users page (Directory > Users) and select the

read‑only user account. The custom role assignment is displayed under Admin roles and
privileges.

Connect Google Cloud Identity to Citrix Cloud

1. Sign in to Citrix Cloud at https://citrix.cloud.com.
2. From the Citrix Cloudmenu, select Identity and Access Management.
3. Locate Google Cloud Identity and then select Connect from the ellipsis menu.
4. When prompted, enter a short, URL‑friendly identifier for your company and select Save and

Continue. The identifier you choose must be globally unique within Citrix Cloud.
5. Select Import File and then select the JSON file you savedwhen you created the key for the ser‑

vice account. This action imports your private key and the email address for the Google Cloud
service account that you created.

6. In Impersonated User, enter the name of the read‑only API user account.
7. SelectNext. Citrix Cloud verifies your Google account details and tests the connection.
8. Review the associated domains that are listed. If they’re correct, select Confirm to save your

configuration.

Add administrators to Citrix Cloud

You can add individual Citrix Cloud administrators and administrator groups through Google Cloud.
For more information, see the following articles:

• For individual administrators: Manage administrator access to Citrix Cloud
• For administrator groups: Manage administrator groups

After you add administrators to Citrix Cloud, they can sign in using one of the following methods:

• Navigate to the administrator sign‑in URL that you configured when you initially condigured
Google Cloud as an identity provider. Example: https://citrix.cloud.com/go/
mycompany

• From the Citrix Cloud sign‑in page, select Sign in with my company credentials, enter the
unique identifier for your company (for example, “mycompany”), and click Continue.

Enable Google Cloud Identity for workspace authentication

1. From the Citrix Cloudmenu, selectWorkspace Configuration > Authentication.
2. Select Google Cloud Identity. When prompted, select I understand the impact on the sub‑

scriber experience and then click Save.
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Connect Okta as an identity provider to Citrix Cloud

November 27, 2023

Citrix Cloud supports using Okta as an identity provider to authenticate subscribers signing in to their
workspaces. By connecting your Okta organization to Citrix Cloud, you can provide a common sign‑in
experience for your subscribers to access resources in Citrix Workspace.

After enabling Okta authentication in Workspace Configuration, subscribers have a different sign‑in
experience. Selecting Okta authentication provides federated sign‑in, not single sign‑on. Subscribers
sign in to workspaces from an Okta sign‑in page, but they may have to authenticate a second time
when opening an app or desktop from Citrix DaaS (formerly Citrix Virtual Apps and Desktops service).
To enable single sign‑on and prevent a second logon prompt, you need to use the Citrix Federated
Authentication Service with Citrix Cloud. Formore information, see Connect Citrix Federated Authen‑
tication Service to Citrix Cloud.

Prerequisites

Cloud Connectors or Connector Appliances

Either Cloud Connectors or Connector Appliances are required for enabling communication between
Citrix Cloud and your resource location. At least two Cloud Connectors or Connector Appliances are
required to ensure a highly available connection with Citrix Cloud. You need at least two Connectors
joined to your Active Directory domain. These can be either Cloud Connectors or Connector Appli‑
ances.

The connectors must meet the following requirements:

• Meet the requirements described in their respective documentation
• Joined toyourActiveDirectory (AD)domain. If yourworkspaceusers reside inmultipledomains,
the Connector Appliance multi‑domain feature can be used to join multiple domains.

• Connected to a network that can contact the resources that users access through Citrix Work‑
space.

• Connected to the Internet. For more information, see System and Connectivity Requirements.

For more information about installing Cloud Connectors, see Cloud Connector Installation.
Formore information about installing Connector Appliances, see Connector Appliance Installation.

Okta domain

When connecting Okta to Citrix Cloud, youmust supply the Okta domain for your organization. Citrix
supports the following Okta domains:
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• okta.com
• okta‑eu.com
• oktapreview.com

You can also use Okta custom domains with Citrix Cloud. Review the important considerations for
using custom domains in Customize the Okta URL domain on the Okta web site.

Formore information about locating the custom domain for your organization, see Finding Your Okta
Domain on the Okta web site.

Okta OIDCweb application

To use Okta as an identity provider, you must first create an Okta OIDC web application with client
credentials you can use with Citrix Cloud. After you create and configure the application, note the
Client ID and Client Secret. You supply these values to Citrix Cloud when you connect your Okta orga‑
nization.

To create and configure this application, see the following sections in this article:

• Create an Okta OIDC web app integration
• Configure the Okta OIDC web application

Workspace URL

When creating theOkta application, youmust supply yourWorkspaceURL fromCitrix Cloud. To locate
the Workspace URL, select Workspace Configuration from the Citrix Cloud menu. The Workspace
URL is shown on the Access tab.

Important:

If you modify the workspace URL later on, you must update the Okta application configuration
with the new URL. Otherwise, your subscribers might experience issues with logging off from
their workspace.

Okta API token

Using Okta as an identity provider with Citrix Cloud requires an API token for your Okta organization.
Create this token using a Read‑Only Administrator account in yourOkta organization. This tokenmust
be able to read the users and groups in your Okta organization.

To create the API token, see Create an Okta API token in this article. For more information about API
tokens, see Create an API Token on the Okta website.
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Important:

When you create the API token, make a note of the token value (for example, copy the value
temporarily to a plain text document). Okta displays this value only once, so you might create
the token just before you perform the steps in Connect Citrix Cloud to your Okta organization.

Sync accounts with the Okta AD agent

To use Okta as an identity provider, you must first integrate your on‑premises AD with Okta. To do
this, you install the Okta AD agent in your domain and add your AD to your Okta organization. For
guidance for deploying the Okta AD agent, see Get started with Active Directory integration on the
Okta web site.

Afterward, you import yourADusersandgroups toOkta. When importing, include the followingvalues
associated with your AD accounts:

• Email
• SID
• UPN
• OID

Note:

If you are using Citrix Gateway service with Workspace, you don’t need to synchronize your AD
accounts with your Okta organization.

To synchronize your AD users and groups with your Okta organization:

1. Install and configure theOktaADagent. For complete instructions, refer to the followingarticles
on the Okta website:

• Install the Okta Active Directory agent
• Configure Active Directory import and account settings
• Configure Active Directory provisioning settings

2. Add your AD users and groups to Okta by performing amanual import or an automated import.
For more information about Okta import methods and instructions, refer to Manage Active Di‑
rectory users and groups on the Okta website.

Create an Okta OIDCweb app integration

1. From the Okta management console, under Applications, select Applications.
2. Select Create App Integration.
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3. In Sign inmethod, selectOIDC ‑ OpenID Connect.
4. In Application type, selectWeb Application. SelectNext.
5. In App Integration Name, enter a friendly name for the app integration.
6. In Grant type, select Authorization Code (selected by default).
7. In Sign‑in redirect URIs, enter https://accounts.cloud.com/core/login-okta.
8. In Sign‑out redirect URIs, enter your Workspace URL from Citrix Cloud.
9. Under Assignments, in Controlled access, select whether to assign the app integration to

everyone in your organization, only groups that you specify, or to assign access later.
10. Select Save. After you save the app integration, the console displays the application configura‑

tion page.
11. In the Client Credentials section, copy the Client ID and Client Secret values. You use these

values when you connect Citrix Cloud to your Okta organization.

Configure the Okta OIDCweb application

In this step, you configure your Okta OIDC web application with the settings required for Citrix Cloud.
Citrix Cloud requires these settings to authenticate your subscribers through Okta when they sign in
to their workspaces.

1. (Optional) Update client permissions for the implicit grant type. You might choose to perform
this step if you prefer to allow the least amount of privilege for this grant type.

a) From the Okta application configuration page, on the General tab, scroll to the General
Settings section and select Edit.

b) In the Application section, in Grant type, under Client acting on behalf of a user, clear
the Allow Access Tokenwith implicit grant type setting.

c) Select Save.

2. Add application attributes. These attributes are case‑sensitive.

a) From the Okta console menu, select Directory > Profile Editor.
b) Select the OktaUser (default) profile. Okta displays the User profile page.
c) Under Attributes, select Add attribute.
d) Enter the following information:

• Display Name: cip_email
• Variable Name: cip_email
• Description: AD User Email
• Attribute Length: Select Greater than and then enter 1.
• Attribute Required: Yes

e) Select Save and Add Another.
f) Enter the following information:
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• Display Name: cip_sid
• Variable Name: cip_sid
• Description: AD User Security Identifier
• Attribute Length: Select Greater than and then enter 1.
• Attribute Required: Yes

g) Select Save and Add Another.
h) Enter the following information:

• Display Name: cip_upn
• Variable Name: cip_upn
• Description: AD User Principal Name
• Attribute Length: Select Greater than and then enter 1.
• Attribute Required: Yes

i) Select Save and Add Another.
j) Enter the following information:

• Display Name: cip_oid
• Variable Name: cip_oid
• Description: AD User GUID
• Attribute Length: Select Greater than and then enter 1.
• Attribute Required: Yes

k) Select Save.

3. Edit attribute mappings for the application:

a) From the Okta console, select Directory > Profile Editor.
b) Locate the active_directory profile for your AD. This profile might be labelled using the

format myDomain User, where myDomain is the name of your integrated AD domain.
c) SelectMappings. TheUser ProfileMappings page for your ADdomain appears and the tab

for mapping your AD to Okta User is selected.
d) In theOktaUser User Profile column, locate the attributes you created in Step 2 andmap

as follows:
• For cip_email, select email from the User Profile column for your domain. When
selected, the mapping appears as appuser.email.

• For cip_sid, select objectSid from the User Profile column for your domain.
When selected, the mapping appears as appuser.objectSid.

• Forcip_upn, selectuserName fromtheUserProfile column for yourdomain. When
selected, the mapping appears as appuser.userName.

• For cip_oid, select externalId from the User Profile column for your domain.
When selected, the mapping appears as appuser.externalId.

e) Select Save Mappings.
f) Select Apply updates now. Okta starts a job to apply the mappings.
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g) Sync Okta with your AD.

i. From the Okta console, select Directory > Directory Integrations.
ii. Select your integrated AD.
iii. Select the Provisioning tab.
iv. Under Settings, select To Okta.
v. Scroll to theOkta Attribute Mappings section and then select Force Sync.

Create an Okta API token

1. Sign in to the Okta console using a Read‑Only Administrator account.
2. From the Okta console menu, select Security > API.
3. Select the Tokens tab and then select Create Token.
4. Enter a name for the token.
5. Select Create Token.
6. Copy the token value. You supply this value when you connect your Okta organization to Citrix

Cloud.

Connect Citrix Cloud to your Okta organization

1. Sign in to Citrix Cloud at https://citrix.cloud.com.
2. From the Citrix Cloudmenu, select Identity and Access Management.
3. LocateOkta and select Connect from the ellipsis menu.
4. InOkta URL, enter your Okta domain.
5. InOkta API Token, enter the API token for your Okta organization.
6. InClient ID andClient Secret, enter the client ID and secret from theOIDCweb app integration

you created earlier. To copy these values from the Okta console, select Applications and locate
your Okta application. Under Client Credentials, use the Copy to Clipboard button for each
value.

7. Click Test and Finish. Citrix Cloud verifies your Okta details and tests the connection.

After the connection is verified successfully, you can enable Okta authentication for workspace sub‑
scribers.

Enable Okta authentication for workspaces

1. From the Citrix Cloudmenu, selectWorkspace Configuration > Authentication.
2. SelectOkta.
3. When prompted, select I understand the impact on the subscriber experience.
4. Select Save.
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After switching toOktaauthentication, CitrixCloud temporarilydisablesworkspaces for a fewminutes.
When workspaces are re‑enabled, your subscribers can sign in using Okta.

More information

• Citrix Tech Zone:

– Tech Insight: Authentication ‑ Okta
– Tech Brief: Workspace Identity
– Tech Brief: Workspace SSO

Connect SAML as an identity provider to Citrix Cloud

February 27, 2024

Citrix Cloud supports using SAML (Security Assertion Markup Language) as an identity provider to
authenticate Citrix Cloud administrators and subscribers signing in to their workspaces. You can use
the SAML 2.0 provider of your choice with your on‑premises Active Directory (AD).

About this article

This article describes the required steps for configuring a connection between Citrix Cloud and your
SAML provider. Some of these steps describe actions that you perform in your SAML provider’s ad‑
ministration console. The specific commands you use to perform these actions might vary from the
commands described in the article, depending on your chosen SAML provider. These SAML provider
commands are provided as examples only. Refer to your SAML provider’s documentation for more
information about the corresponding commands for your SAML provider.

SAML provider configurations

Citrix provides the following configuration guides to ensure your SAML provider interacts smoothly
with Citrix Cloud:

• SAML with Active Directory Federated Services (ADFS): See Configure SAML authentication in
Citrix Cloud using ADFS.

• SAML with Azure Active Directory identities: See Sign in to workspaces with SAML using Azure
Active Directory identities.

• Citrix CloudSAMLSSOapp for AzureAD: SeeTutorial: AzureActiveDirectory single sign‑on (SSO)
integration with Citrix Cloud SAML SSO on the Microsoft Azure AD app documentation website.
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• SAML with Citrix Workspace custom domains: See Sign in to workspaces with SAML using cus‑
tom domains

• SAML with Okta: See Configure Okta as a SAML provider for workspace authentication

Supported SAML providers

SAML providers that support the official SAML 2.0 specification are supported for use with Citrix
Cloud.

Citrix has tested the following SAML providers for authenticating Citrix Cloud administrators and
for authenticating Citrix Workspace subscribers using Single Sign‑on (SSO) and Single Logout (SLO).
SAML providers that don’t appear in this list are also supported.

• Microsoft ADFS
• Microsoft Azure AD
• Duo
• Okta
• OneLogin
• PingOne SSO
• PingFederate

When testing these providers, Citrix used the following settings to configure the SAML connection in
the Citrix Cloud console:

• Binding Mechanism: HTTP Post
• SAML Response: Sign Either Response or Assertion
• Authentication Context: Unspecified, Exact

The values for these settings are configured by default when you configure your SAML connection
in Citrix Cloud. Citrix recommends using these settings when configuring the connection with your
chosen SAML provider.

For more information about these settings, see Add SAML provider metadata to Citrix Cloud in this
article.

Support for scoped Entity IDs

This article describes how to configure SAMLauthenticationusing a single SAMLapplication andCitrix
Cloud’s default generic Entity ID.

If your SAML authentication requirements include the need for multiple SAML applications within a
single SAML provider, refer to Configure a SAML application with a scoped Entity ID in Citrix Cloud.
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Prerequisites

Using SAML authentication with Citrix Cloud has the following requirements:

• SAML provider that supports SAML 2.0.
• On‑premises AD domain.
• Two Cloud Connectors deployed to a resource location and joined to your on‑premises AD do‑
main. The Cloud Connectors are used to ensure Citrix Cloud can communicate with your re‑
source location.

• AD integration with your SAML provider.

Cloud Connectors

You need at least two (2) servers on which to install the Citrix Cloud Connector software. Citrix rec‑
ommends at least two servers for Cloud Connector high availability. These servers must meet the
following requirements:

• Meets the system requirements described in Cloud Connector Technical Details.
• Does not have any other Citrix components installed, is not an AD domain controller, and is not
a machine critical to your resource location infrastructure.

• Joined to the domain where your resources reside. If users access resources in multiple do‑
mains, you need to install at least two Cloud Connectors in each domain.

• Connected to a network that can contact the resources that subscribers access through Citrix
Workspace.

• Connected to the Internet. For more information, see System and Connectivity Requirements.

For more information about installing the Cloud Connector, see Cloud Connector Installation.

Active Directory

Before configuring SAML authentication, perform the following tasks:

• Verify that your workspace subscribers have user accounts in your AD. Subscribers without AD
accounts can’t sign in to theirworkspaces successfullywhenSAMLauthentication is configured.

• Connect your AD to your Citrix Cloud account by deploying Cloud Connectors in your
on‑premises AD.

• Synchronize your AD users to the SAML provider. Citrix Cloud requires the AD user attributes for
your workspace subscribers so they can sign in successfully.

AD user attributes The following attributes are required for all Active Directory user objects and
must be populated:
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• Common name
• SAM account name
• User Principal Name (UPN)
• Object GUID
• SID

Citrix Cloud uses the Object GUID and SID attributes from your AD to establish the user context when
subscribers sign in to Citrix Workspace. If either of these properties isn’t populated, subscribers can’
t sign in.

The following attributes aren’t required for using SAML authentication with Citrix Cloud, but Citrix
recommends populating them to ensure the best user experience:

• Email address
• Display Name

Citrix Cloud uses the Display Name attribute to show subscribers’names correctly in CitrixWorkspace.
If this attribute isn’t populated, subscribers can still sign in, but their names might not be displayed
as expected.

SAML integration with Active Directory

Before enabling SAML authentication, you must integrate your on‑premises AD with your SAML
provider. This integration allows the SAML provider to pass the following required AD user attributes
to Citrix Cloud in the SAML assertion:

• objectSID (SID)
• objectGUID (OID)
• userPrincipalName (UPN)
• Mail (email)
• Display Name (displayName)

You can configure a subset of these attributes, provided either the SID or UPN attributes are included
in the SAML assertion. Citrix Cloud retrieves the other attributes from your AD as needed.

Note:

To ensure the best performance, Citrix recommends configuring all of the attributes mentioned
in this section.

Although the precise integration steps vary among SAML providers, the integration process typically
includes the following tasks:
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1. Install a synchronization agent in your AD domain to establish a connection between your do‑
main and your SAML provider. If you’re using ADFS as your SAML provider, this step isn’t re‑
quired.

2. Create custom attributes and map them to the required AD user attributes mentioned earlier
in this section. For reference, the general steps for this task are described in Create and map
custom SAML attributes in this article.

3. Synchronize your AD users to your SAML provider.

Formore informationabout integrating your ADwith your SAMLprovider, consult your SAMLprovider’
s product documentation.

Administrator authentication with SAML 2.0

CitrixCloudsupportsusingSAML2.0 toauthenticatemembersof administratorgroups inAD. Formore
information about adding administrator groups to Citrix Cloud, see Manage administrator groups.

Using an existing SAML connection for administrator authentication

If you already have a SAML 2.0 connection in Citrix Cloud and want to use it to authenticate adminis‑
trators, youmust first disconnect SAML2.0 in Identity andAccessManagement and then reconfigure
the connection. If you’re using your SAML connection to authenticate Citrix Workspace subscribers,
you must also disable the SAML authentication method inWorkspace Configuration. After reconfig‑
uring the SAML connection, you can add administrator groups to Citrix Cloud.

If you attempt to add administrator groups without first disconnecting and reconnecting SAML 2.0,
the Active Directory identity option described in Add an administrator group to Citrix Cloud doesn’t
appear.

Task overview for setting up a new SAML connection

To set up a new SAML 2.0 connection in Citrix Cloud, you perform the following tasks:

1. In IdentityandAccessManagement, connect your on‑premisesAD toCitrix Cloudasdescribed
in Connect Active Directory to Citrix Cloud.

2. Integrate your SAML provider with your on‑premises AD as described in SAML integration with
Active Directory in this article.

3. Configure the sign‑in URL that administrators can use to sign in to Citrix Cloud.
4. In Identity and Access Management, configure SAML authentication in Citrix Cloud. This task

involves configuring your SAML provider with the SAML metadata from Citrix Cloud and then
configuring Citrix Cloudwith themetadata from your SAML provider to create the SAML connec‑
tion.
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Task overview for using an existing SAML connection for Citrix Cloud administrators

If you already have a SAML 2.0 connection in Citrix Cloud and want to use it for administrator authen‑
tication, perform the following tasks:

1. If applicable, disable SAML 2.0 workspace authentication: In Workspace Configuration >
Authentication, select a different authentication method and then select Confirm when
prompted.

2. Disconnect your existing SAML 2.0 connection: In Identity andAccessManagement > Authen‑
tication, locate the SAML connection. From the ellipsismenu at the far right, selectDisconnect.
Select Yes, disconnect to confirm the action.

3. Reconnect SAML 2.0 and configure the connection: From the ellipsis menu for SAML 2.0, select
Connect.

4. Whenprompted, enter a unique identifier for the sign‑inURL that administratorswill use to sign
in.

5. Configure the SAML connection as described in Configure the SAML provider metadata in this
article.

After configuring your SAML connection, you can add your AD administrator groups to Citrix Cloud as
described in Manage administrator groups. You can also reenable SAML for workspace subscribers as
described in this article.

Create andmap custom SAML attributes

If you already have customattributes for the SID, UPN, OID, email, and displayName attributes config‑
ured in your SAML provider, you don’t have to perform this task. Proceed to Create a SAML connector
application and use your existing custom SAML attributes in Step 5.

Note:

The steps in this section describe actions that you perform in your SAML provider’s administra‑
tion console. The specific commands you use to perform these actionsmight vary from the com‑
mands described in this section, depending on your chosen SAML provider. The SAML provider
commands in this section are provided as examples only. Refer to your SAML provider’s docu‑
mentation for more information about the corresponding commands for your SAML provider.

1. Sign in to the administration console of your SAML provider and select the option for creating
custom user attributes. For example, depending on your SAML provider’s console, you might
selectUsers > CustomUser Fields > NewUser Field.

2. Add attributes for the following AD properties. Name the attributes using the default values
shown.
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AD Property Required or optional Default value

userPrincipalName Required if not adding an
attribute for SID
(recommended).

cip_upn

objectSID Required if not adding an
attribute for UPN.

cip_sid

objectGUID Optional for authentication cip_oid

mail Optional for authentication cip_email

displayName Required by the Workspace UI displayName

givenName Required by the Workspace UI firstName

sn Required by the Workspace UI lastName

AD Forest Optional for authentication cip_forest

AD Domain Optional for authentication cip_domain

3. Select the AD that you connected with Citrix Cloud. For example, depending on your SAML
provider’s console, youmight selectUsers > Directories.

4. Select the option for adding directory attributes. For example, depending on your SAML
provider’s console, youmight select Directory Attributes.

5. Select the option for adding attributes and map the following AD attributes to the custom user
attributes you created in Step 2:

• If you added the attribute for SID in Step 2 (for example, cip_sid), select objectSid and
map to the attribute that you created.

• If you added the attribute for UPN in Step 2 (for example, cip_upn), select userPrinci‑
palName andmap to the attribute that you created.

• If you added the attribute for ObjectGUID in Step 2 (for example, cip_oid), select Ob‑
jectGUID andmap to the attribute that you created.

• If you added the attribute for Mail in Step 2 (for example, cip_email), selectmail and
map to the attribute that you created.

• If you added the attribute for DisplayName in Step 2 (for example,displayName), select
displayName andmap to the attribute that you created.

Configure the administrator sign‑in URL

1. Sign in to Citrix Cloud at https://citrix.cloud.com.
2. From the Citrix Cloudmenu, select Identity and Access Management.
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3. Locate SAML 2.0 and select Connect from the ellipsis menu.
4. When prompted, enter a short, URL‑friendly identifier for your company and select Save and

continue. The Configure SAML page appears.
5. Proceed to the next section to configure the SAML connection to Citrix Cloud.

Configure the SAML provider metadata

In this task, you create a connector application using SAMLmetadata fromCitrix Cloud. After you con‑
figure the SAMLapplication, youuse theSAMLmetadata fromyour connector application to configure
the SAML connection to Citrix Cloud.

Note:

Some steps in this section describe actions that you perform in your SAMLprovider’s administra‑
tion console. The specific commands you use to perform these actionsmight vary from the com‑
mands described in this section, depending on your chosen SAML provider. The SAML provider
commands in this section are provided as examples only. Refer to your SAML provider’s docu‑
mentation for more information about the corresponding commands for your SAML provider.

Create a SAML connector application

1. From your SAML provider’s administration console, add an application for an identity provider
with attributes and sign response. For example, depending on your provider’s console, you
might select Applications > Applications > Add App and then select SAML Test Connector
(IdP w/ attr w/ sign response).

2. If applicable, enter a display name and save the app.

3. From the Configure SAML screen in Citrix Cloud, in SAML Metadata, select Download. The
metadata XML file appears in another browser tab.

Note:

If needed, you can also download this file from https://saml.cloud.com/saml/
metadata.xml. This endpoint might be more friendly to some identity providers when
importing andmonitoring the SAML provider metadata.

4. Enter the following details for the connector application:

• In the Audience field, enter https://saml.cloud.com.
• In the Recipient field, enter https://saml.cloud.com/saml/acs.
• In the field for ACS URL validator, enter https://saml.cloud.com/saml/acs.
• In the field for ACS URL, enter https://saml.cloud.com/saml/acs.
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5. Add your custom SAML attributes as parameter values in the application:

Create this field Assign this custom attribute

cip_sid The custom attribute you created for SID.
Example: cip_sid

cip_upn The custom attribute you created for UPN.
Example: cip_upn

cip_oid The custom attribute you created for
ObjectGUID. Example: cip_oid

cip_email The custom attribute you created for Mail.
Example: cip_email

displayName The custom attribute you created for Display
Name. Example: displayName

6. Add your Workspace subscribers as users to allow them to access the application.

Add SAML provider metadata to Citrix Cloud

1. Acquire the SAML metadata from your SAML provider. The following image is an example of
what this file might look like:
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2. In the Configure SAML screen in Citrix Cloud, enter the following values from your SAML
provider’s metadata file:

• In Identity Provider Entity ID, enter the entityID value from the EntityDescriptor ele‑
ment in the metadata.

• In Sign Authentication Request, select Yes to allow Citrix Cloud to sign authentication
requests, certifying they came fromCitrix Cloud andnot amalicious actor. SelectNo if you
prefer to add the Citrix ACS URL to an allow list that your SAML provider uses for posting
SAML responses safely.

• In SSO Service URL, enter the URL for the binding mechanism you want to use. You can
use either HTTP‑POST or HTTP‑Redirect binding. In the metadata file, locate the Single‑
SignOnService elements with Binding values of either HTTP‑POST orHTTP‑Redirect.
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• In Binding Mechanism, select the mechanism that matches the binding for the SSO Ser‑
vice URL you chose from themetadata file. By default,HTTP Post is selected.

• In SAML Response, select the signing method your SAML provider uses for the SAML Re‑
sponse and SAML Assertion. By default, Sign Either Response or Assertion is selected.
Citrix Cloud rejects any responses that aren’t signed as specified in this field.

3. In your SAML provider’s administration console, perform the following actions:

• Select SHA‑256 for the SAML signing algorithm.
• Download the X.509 certificate as a Base64‑encoded PEM, CRT, or CER file.

4. On theConfigure SAMLpage in Citrix Cloud, inX.509Certificate, selectUpload File and select
the certificate file you downloaded in the previous step.

5. Select Continue to complete the upload.

6. In Authentication Context, select the context you want to use and how strictly you want Citrix
Cloud to enforce this context. Select Minimum to request authentication at the selected con‑
text without enforcing authentication at that context. Select Exact to request authentication
at the selected context and enforce authentication only at that context. If your SAML provider
doesn’t support authentication contexts or you choosenot touse them, selectUnspecifiedand
Minimum. By default, Unspecified and Exact are selected.

7. For Logout URL (optional), decide whether or not you want users signing out of Citrix Work‑
space or Citrix Cloud to also sign out of all web applications that they previously signed in to
through the SAML provider.

• If youwant users to stay signed in to their web applications after signing out of CitrixWork‑
space or Citrix Cloud, leave the Logout URL field blank.

• If you want users to sign out of all web applications after signing out of Citrix Workspace
or Citrix Cloud, enter the SingleLogout (SLO) endpoint from your SAML provider. If you’re
using Microsoft ADFS or Azure Active Directory as your SAML provider, the SLO endpoint is
the same as the single sign‑on (SSO) endpoint.

8. Verify that the following default attribute values in Citrix Cloud match the corresponding at‑
tribute values configured in your SAML provider. For Citrix Cloud to find these attributes within
the SAML assertion, the values entered here must match those in your SAML provider. If you
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didn’t configure a certain attribute in your SAML provider, you can use the default value in Cit‑
rix Cloud or leave the field blank, unless noted otherwise.

• Attribute name for User Display Name: Default value is displayName.
• Attribute name for User Given Name: Default value is firstName.
• Attribute name for User Family Name: Default value is lastName.
• Attribute name for Security Identifier (SID): You must enter this attribute name from
your SAMLprovider if youdidn’t create anattribute forUPN. Thedefault value iscip_sid
.

• Attribute name forUser Principal Name (UPN): Youmust enter this attribute name from
your SAML provider if you didn’t create an attribute for SID. The default value iscip_upn.

• Attribute name for Email: Default value is cip_email.
• Attribute name for AD Object Identifier (OID): Default value is cip_oid.
• Attribute name for AD Forest: Default value is cip_forest.
• Attribute name for AD Domain: Default value is cip_domain.

9. Select Test and Finish to verify you configured the connection successfully.

Add administrators to Citrix Cloud from AD

For instructions for adding and managing AD groups in Citrix Cloud, see Manage administrator
groups.

Enable SAML authentication for workspaces

1. From the Citrix Cloudmenu, selectWorkspace Configuration.
2. Select the Authentication tab
3. Select SAML 2.0.

Troubleshooting

Attribute errors

Attribute errors might arise under any of the following conditions:

• The required attributes in your SAML configuration are not encoded correctly.
• The cip_sid and cip_upn attributes are missing from SAML assertion.
• Thecip_sidorcip_oidattributes aremissing fromtheSAMLassertionandCitrix Cloud can’
t retrieve them from Active Directory due to a connectivity issue.
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When an attribute error occurs, Citrix Cloud displays an error message that includes the faulty attrib‑
utes.

To resolve this type of error:

1. Ensure that your SAML provider sends the required attributes with the correct encoding, as
shown in the following table. At a minimum, either the SID or UPN attribute must be included.

Attribute Encoding Required

cip_email Must be in String format (user@domain)

cip_oid Must be in Base64 or String format

cip_sid Must be in Base64 or String
format

Yes, if not using cip_upn

cip_upn Must be String format
(user@domain)

Yes, if not using cip_sid

2. Verify the Cloud Connectors are online and healthy so Citrix Cloud can retrieve any missing at‑
tributes that it needs. For more information, see Cloud Connector advanced health checks.

Unexpected errors

Citrix Cloudmight experience an unexpected error when:

• A user initiates a SAML request using an IDP‑initiated flow. For example, the request is made by
selecting a tile through the identity provider’s app portal instead of navigating directly to the
workspace URL (customer.cloud.com).

• The SAML certificate is invalid or has expired.
• The authentication context is invalid.
• SAML assertion and response signature is mismatched.

When this error occurs, Citrix Cloud displays a generic error message.
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If this error results from navigating to Citrix Cloud through an identity provider’s app portal, you can
use the following workaround:

1. Create a bookmark app in the identity provider’s app portal that references your workspace
URL (for example, https://customer.cloud.com).

2. Assign users to both the SAML app and the bookmark app.
3. Change the visibility settings of the SAML app and the bookmark app so that the bookmark app

is visible and the SAML app is hidden in the app portal.
4. Disable the Federated Identity Provider Sessions setting in Workspace Configuration to re‑

move additional password prompts. For instructions, see Federated identity provider sessions
in the Citrix Workspace product documentation.

Debugging recommendations

Citrix recommends the use of the SAML‑tracer browser extension for all SAML debugging. This exten‑
sion is available for most common web browsers. The extension decodes Base64‑encoded requests
and responses into SAML XML, which renders them human‑readable.

This tool allows you, as an administrator, to check the value of SAML attributes that are sent for the
user and to look for the presence of signatures in SAML requests and responses. In the event you need
assistance with a SAML‑related issue, Citrix Support requests the SAML‑tracer file to understand the
issue and resolve your support case.
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More information

• Microsoft Docs: Tutorial: Azure Active Directory single sign‑on (SSO) integration with Citrix
Cloud SAML SSO

• SAML with Active Directory Federated Services (ADFS): Configure SAML authentication in Citrix
Cloud using ADFS

• Citrix Tech Zone: Tech Insight: Authentication ‑ SAML

Configure a SAML application with a scoped Entity ID in Citrix Cloud
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This article describes how to provisionmultiple SAML applications within the same SAML provider.

Some SAML providers, such as Azure Active Directory (AD), Active Directory Federation Services
(ADFS), PingFederate, and PingSSO, prohibit reusing the same Service Provider (SP) Entity ID within
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multiple SAML applications. As a result, administrators who create two or more different SAML
applications within the same SAML provider can’t link them to the same, or differing, Citrix Cloud
tenants. Attempting to create a second SAML application using the same SP Entity ID, such as
https:\\saml.cloud.com, when an existing SAML application is already using it triggers an
error at the SAML provider, indicating the Entity ID is already in use.

The following images illustrate this error:

• In Azure Active Directory:

• In PingFederate:

The scoped Entity ID feature in Citrix Cloud addresses this limitation so you can createmore than one
SAML application within the SAML provider (such as an Azure AD tenant) and link it to a single Citrix
Cloud tenant.

What is an Entity ID?

A SAML Entity ID is a unique identifier that is used to identify a specific entity in the SAML authentica‑
tion and authorization protocol. Typically, the Entity ID is a URL or URI that’s assigned to the entity
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and used in SAML messages and metadata. Each SAML application that you create within your SAML
provider is considered a unique entity.

Within a SAML connection between Citrix Cloud and Azure AD, for example, Citrix Cloud is the Service
Provider (SP) and Azure AD is the SAML provider. Both have an Entity ID that must be configured on
the opposite side of the SAML connection. This means Citrix Cloud’s Entity ID must be configured
within Azure AD, and Azure AD’s Entity ID must be configured within Citrix Cloud.

The following Entity IDs are examples of a generic Entity ID and a scoped Entity ID in Citrix Cloud:

• Generic: https://saml.cloud.com
• Scoped: https://saml.cloud.com/67338f11-4996-4980-8339-535f76d0c8fb

Generic and scoped SP Entity IDs by region

ExistingSAMLconnections inCitrix Cloud (createdbeforeNovember 2023) use the samegeneric Entity
ID for eachSAMLconnectionandCitrix Cloud tenant. Only newCitrix CloudSAMLconnectionsprovide
the option of using a scoped Entity ID.

If you elect to use scoped Entity IDs for new connections, any existing SAML connections continue to
function using their original generic Entity IDs.

The following table lists the generic and scoped SP Entity IDs for each Citrix Cloud region:

Citrix Cloud region Generic SP Entity ID Scoped Entity ID

United States, European Union,
Asia Pacific‑South

https://saml.cloud.
com

https://saml.cloud.
com/67338f11
-4996-4980-8339-535
f76d0c8fb

Japan https://saml.
citrixcloud.jp

https://saml.
citrixcloud.jp/
db642d4c-ad2c-4304-
adcf-f96b6aa16c29

Government https://saml.cloud.us https://saml.cloud.us
/20f1cf66-cfe9-4dd3
-865c-9c59a6710820

Generating unique SP Entity IDs for new and existing SAML connections

When you create a new SAML connection, Citrix Cloud generates a unique ID (GUID). To generate a
scoped Entity ID, you enable the Configure scoped SAML Entity ID setting when you create the new
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connection.

If youwant to update an existing SAML connection to use scoped Entity IDs, youmust disconnect and
then reconnect your SAML provider from the Identity and Access Management > Authentication
page in Citrix Cloud. Citrix Cloud doesn’t allow you to edit existing SAML connections directly. How‑
ever, you can clone the configuration andmodify the clone.

Important:

Closing the SAML connection process before completing it discards the Entity ID that Citrix Cloud
automatically generates. When you restart the SAML connection process, Citrix Cloud gener‑
ates a new scoped Entity ID GUID. Use this new scoped Entity ID when you configure the SAML
provider. If you’re updating an existing SAML connection to use scoped Entity IDs, you must
update the SAML application for that connection with the scoped Entity ID that Citrix Cloud gen‑
erates.

Frequently asked questions about scoped Entity IDs

Can I createmore than one Azure AD SAML application within the same Azure AD tenant and
link it to one ormore Citrix Cloud tenants?

Citrix Cloud’s scoped Entity ID feature addresses the limitation of preventing duplicate Entity IDs that
some SAML providers impose. With this feature, you can provision more than one SAML application
within your Azure AD tenant and configure each one with a scoped Entity ID from a single Citrix Cloud
tenant.

Can I still link the same Azure AD SAML application tomultiple Citrix Cloud tenants?

This scenario is a common one among Citrix Cloud customers and Citrix continues to support it. To
implement this scenario, youmust meet the following requirements:

• Use a generic Entity ID, such as https://saml.cloud.com.
• Don’t enable scoped Entity IDs for your SAML connection.

How do I decide whether or not to use a scoped Entity ID withinmy SAML provider?

Scoped Entity IDs in Citrix Cloud offer the flexibility to use a generic or a scoped Entity ID, depending
on your requirements. Consider the number of SAML applications you need and the number of Citrix
Cloud tenants you have. Also, consider whether or not each tenant might share an existing SAML
application or require its own scoped SAML application.
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Important:

If your SAML provider already allows you to create multiple SAML applications with the same
Entity ID (such as https://saml.cloud.com), you don’t need to enable scoped Entity IDs
ormake any changes to your existing SAML configuration. You don’t need to update any settings
either in Citrix Cloud or in your SAML application.

Affected SAML providers

The following table lists the SAML providers that allow or limit the use of duplicate Entity IDs.

SAML Provider Supports duplicate Entity IDs

Azure AD (cloud) No

ADFS (on‑premises) No

PingFederate (on‑premises) No

PingOneSSO (cloud) No

Okta (cloud) Yes

Duo (cloud) Yes

OneLogin (cloud) Yes

Affected use cases

The following table indicates whether a generic or scoped Entity ID is supported based on the SAML
applications that your use case requires and whether your SAML provider supports duplicate Entity
IDs.

Use case requirement
SAML provider supports
duplicate Entity IDs? Supported configuration

Only one SAML application Yes Generic or scoped Entity ID

Only one SAML application No Generic or scoped Entity ID

Two or more SAML applications Yes Generic or scoped Entity ID

Two or more SAML applications No Scoped Entity ID

Workspace custom URL and
SAML application pairs

Yes Generic or scoped Entity ID
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Use case requirement
SAML provider supports
duplicate Entity IDs? Supported configuration

Workspace custom URL and
SAML application pairs

No Scoped Entity ID

Link the same SAML application
to multiple Citrix Cloud tenants

Yes Generic Entity ID

Link the same SAML application
to multiple Citrix Cloud tenants

No Generic Entity ID

Configure the primary SAML connection with a scoped Entity ID

In this task, you create aSAMLconnection inCitrix Cloudusing a scopedEntity ID for theprimary SAML
application (SAML App 1).

1. From the Citrix Cloudmenu, select Identity and Access Management.
2. On the Authentication tab, locate SAML 2.0 and select Connect from the ellipsis menu.
3. When prompted to create your unique sign‑in URL, enter a short URL‑friendly identifier for your

company (for example, https://citrix.cloud.com/go/mycompany) and select Save
and continue. This identifier must be unique across Citrix Cloud.

4. Under Configure SAML Identity Provider, select Configure scoped SAML Entity ID. Citrix
Cloud automtically generates scoped Entity IDs and populates the fields for Entity ID, Assertion
Consumer Service, and Logout URL.

5. Under Configure a SAML Connection to Citrix Cloud, enter the connection details from your
SAML provider.

6. Accept the default SAML attribute mappings.
7. Select Test and Finish.

Configure the primary SAML connection with a generic Entity ID

In this task, you create a SAML connection in Citrix Cloud using the default, generic Entity ID for the
primary SAML application (SAML App 1).

1. From the Citrix Cloudmenu, select Identity and Access Management.
2. On the Authentication tab, locate SAML 2.0 and select Connect from the ellipsis menu.
3. When prompted to create your unique sign‑in URL, enter a short URL‑friendly identifier for your

company (for example, https://citrix.cloud.com/go/mycompany) and select Save
and continue. This identifier must be unique across Citrix Cloud.

4. Under Configure SAML Identity Provider, verify that Configure scoped SAML Entity ID is dis‑
abled.
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5. Under Configure a SAML Connection to Citrix Cloud, enter the connection details from your
SAML provider.

6. In Service Provider SAML Metadata, click Download to acquire a copy of the generic SAML
metadata, if needed.

7. Accept the default SAML attribute mappings.
8. Select Test and Finish.

Configure a SAML connection using Citrix Workspace custom domains

This section includes for configuring a SAML connection using a customWorkspace URL with either a
scoped or generic Entity ID.

The tasks in this section are applicable only if you have an existing custom Workspace URL that you’
re using with SAML. If you’re not using a custom Workspace URL with SAML authentication, you can
skip the tasks in this section.

For more information, refer to the following articles:

• Configure a custom domain
• Sign in to workspaces with SAML using custom domains

Configure a SAML connection with a Workspace customURL and a generic Entity ID

In this task, the Configure scoped Entity ID setting is disabled.

1. From the Citrix Cloudmenu, selectWorkspace Authentication.
2. In CustomWorkspace URL, select Edit from the ellipsis menu.
3. SelectUse both [customerName].cloud.comURL and custom domain URL.
4. Enter the generic Entity ID, SSO URL and optional SLO URL for SAML App 2 and upload the sign‑

ing certificate that you downloaded earlier from your SAML provider.
5. If needed, inServiceProvider SAMLMetadata for customdomain, clickDownload to acquire

a copy of the generic SAMLmetadata for the Workspace custom URL SAML application.
6. Click Save.

Configure a SAML connection with a Workspace customURL and a scoped Entity ID

In this task, the Configure scoped Entity ID setting is enabled.

1. From the Citrix Cloudmenu, selectWorkspace Authentication.
2. In CustomWorkspace URL, select Edit from the ellipsis menu.
3. SelectUse both [customerName].cloud.comURL and custom domain URL.
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4. Enter the scoped Entity ID, SSOURL, and optional SLOURL for SAMLApp 2 andupload the SAML
signing certificate that you downloaded earlier from your SAML provider.

5. Click Save.

After you save the configuration, Citrix Cloud generates the scoped SAML metadata containing the
correct GUID. If needed, you can obtain a copy of the scopedmetadata for theWorkspace customURL
SAML application.

1. On the Identity and Access Management page, locate the SAML connection and select View
from the ellipsis menu.

2. In Service Provider SAMLMetadata for custom domain, click Download.

View the SAML configuration of both the primary and customWorkspace URL SAML
applications

When viewing the configuration details for your scoped SAML connection, Citrix Cloud displays the
scoped Entity ID settings for both the primary SAML application and the Workspace custom domain
SAML application.

For example, when scoped Entity IDs are enabled, the Service Provider Entity ID and Service
Provider Entity ID for custom domain fields contain the scoped Entity IDs that Citrix Cloud
generates.
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When scoped Entity IDs are disabled, the Service Provider Entity ID and Service Provider Entity ID
for custom domain fields contain the generic Entity IDs.
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You canupdate existing SAML applicationswithin your SAMLprovider by appending the scopedEntity
ID to the existing Entity ID value.

SAML provider configuration with scoped Entity IDs

After configuring the SAML connection in Citrix Cloud with scoped Entity IDs, you can add the scoped
Entity ID to your SAML provider.

This section includes configuration examples from Azure AD and PingFederate.

Azure AD SAML configuration with scoped Entity ID

In this example, the scoped Entity ID from Citrix Cloud is entered in the Identifier field in Azure AD.
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PingFederate SAML configuration with scoped Entity ID

In this example, the scoped Entity ID and the generic Entity ID from Citrix Cloud are populated in the
Partner’s Entity ID field and the Base URL field, respectively.
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Troubleshooting

Citrix recommends using the SAML‑tracer browser extension to troubleshoot any issues with your
SAML configuration. This extension decodes Base64‑encoded requests and responses into SAML XML,
rendering the information human‑readable. You can use the SAML‑tracer extension to examine both
the SSO and SLO SAML requests that Citrix Cloud (the Service Provider) generates and sends to your
SAML provider (the identity provider). The extension can show whether the Entity ID scope (GUID) is
included in both requests.

1. From the Extensions panel in your web browser, install and enable the SAML‑tracer extension.

2. Performa SAML sign‑in and sign‑out operation and capture the entire flowwith the SAML‑tracer
extension.

3. Locate the following line within either the SAML SSO request or SLO request.

1 <saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">
https://saml.cloud.com/cfee4a86-97a8-49cf-9bb6-fd15ab075b92</
saml:Issuer>

2 <!--NeedCopy-->

4. Verify that the Entity ID matches the configured Entity ID in your SAML provider application.

5. Verify that the scoped Entity ID is present in the Issuer field and verify that it’s configured cor‑
rectly in your SAML provider.

6. Export and save the SAML‑tracer JSON output. If you’re working with Citrix Support to resolve
an issue, upload the output to your Citrix support case.

Azure AD troubleshooting

Issue: Signing out of Azure AD fails when SLO is configured. Azure AD displays the following error to
the user:
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If scoped Entity IDs are enabled for the SAML connection in Citrix Cloud, the scoped Entity IDmust be
sent in both the SSO and SLO requests.

Cause: The scoped entity is configured but the Entity ID is missing from the SLO request. Verify the
scoped Entity ID is present in the SLO request in the SAML‑tracer output.

On‑premises PingFederate troubleshooting

Issue: Signing in or signing out of PingFederate fails after enabling the scoped Entity ID setting.

Cause: The PingFederate administrator added the scoped Entity ID to the SP connection base URL.

To correct this issue, add the scoped Entity ID to thePartner’s EntityID field only. Adding the scoped
Entity ID to the base URL results in a malformed SAML endpoint. If the Citrix Cloud base URL is in‑
correctly updated, all other SAML endpoint relative URLs that are derived from the base URL produce
sign‑in failures.

The following endpoints are examples of malformed Citrix Cloud SAML endpoints that might appear
in the SAML‑tracer output:

• https://saml.cloud.com/<GUID>/saml/acs
• https://saml.cloud.com/<GUID>/saml/logout/callback

The following image shows amisconfigured PingFederate SAML application. The correctly configured
field is shown in green. The incorrectly configured field is shown in red.
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SAML using Azure AD and AAD identities for workspace authentication

February 27, 2024

Author:
Mark Dear

This article describes how you can configure SAML for workspace authentication using Azure Active
Directory (AD) identities instead of AD identities. Use this configuration if your Azure AD users can’t
enumerate Windows 365 Cloud PCs or Azure AD domain‑joined VDAs after signing in to Citrix Work‑
space with the default SAML behavior. After completing the configuration, your users can sign in to
Citrix Workspace using SAML authentication to access both HDX apps and desktops through Citrix
DaaS and Windows 365 Cloud PCs through Azure.

The default behavior for Citrix Cloud and SAML authentication to Citrix Workspace is to assert against
an AD user identity. For the configuration described in this article, using Azure AD Connect to import
your AD identities to your Azure AD is required. The AD identities contain the user’s SID, which Citrix
Workspace can send to Citrix DaaS and allows the HDX resources to be enumerated and launched.
Because the Azure AD version of users’identities is used, users can also enumerate and launch Azure
resources like Windows 365 Cloud PCs fromwithin Citrix Workspace.

Important:

Enumeration refers to the list of resources that users see after they sign in to Citrix Workspace.
The resources that a given user is allowed to access depends on their user identity and which
resources are associated with that identity in Citrix DaaS. There is an associated article that pro‑
vides instructions on utilizing Azure AD andAD identities as the SAMLprovider for authenticating
into Workspace. You can find detailed instructions in SAML using Azure AD and AD identities for
Workspace authentication

Feature scope

This article applies to users who use the following combination of Citrix Cloud and Azure features:

• SAML for workspace authentication
• CitrixDaaSandHDXresourceenumerationof resourcespublishedusingADdomain‑joinedVDAs
• Azure AD domain‑joined VDA resource enumeration
• Azure hybrid domain‑joined VDA resource enumeration
• W365 Cloud PC enumeration and launch
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Important:

Do not use this AAD SAML flow for SAML login to Citrix Cloud as this requires the Citrix Cloud ad‑
min user to be a member of an AD group and therefore an AD user identity should be used. You
can find detailed instructions in SAML using Azure AD and AD identities for Workspace authenti‑
cation

What’s best: AD identities or Azure AD identities?

Todeterminewhether yourworkspace users should authenticate using either SAMLADor SAMLAzure
AD identities:

1. Decide which combination of resources you intend to make available to your users in Citrix
Workspace.

2. Use the following table todeterminewhich typeof user identity is appropriate for each resource
type.

Resource type (VDA)

User identity when
signing in to Citrix
Workspace

Needs SAML identity
using Azure AD?

FAS provides single
sign‑on (SSO) to VDA?

AD joined AD, Azure AD imported
from AD (contains SID)

No. Use default SAML. Yes

Hybrid joined AD, Azure AD imported
from AD (contains SID)

No. Use default SAML. Yes, for AD as an
identity provider. FAS
isn’t required if Azure
AD is selected for VDA.

Azure AD joined Azure AD native user,
Azure AD imported
from AD (contains SID)

Yes, use SAML through
Azure AD.

SSO works with Azure
ADmodern
authentication. FAS
isn’t required.

Windows 365 Cloud
PCs

Azure AD native user,
Azure AD imported
from AD (contains SID)

Yes, use SAML through
Azure AD.

SSO works with Azure
ADmodern
authentication. FAS
isn’t required.

AD joined, Azure AD
joined, Windows 365
Cloud PCs

Azure AD imported
from AD (contains SID)

Yes, use SAML through
Azure AD.

Yes, for AD joined. No,
for Azure AD joined
and Windows 365
Cloud PCs.
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More information

• Citrix DaaS documentation:

– Machine identities
– Citrix HDX Plus for Windows 365

• Citrix FAS documentation: Install and configure
• Microsoft Azure documentation: What is Azure AD Connect?

Requirements

• Your Azure AD tenant must be connected to your Citrix Cloud tenant. In the Citrix Cloud con‑
sole, you can find your Azure AD connection by selecting Identity and Access Management >
Authentication.

• The workspace authentication method must be set to SAML 2.0. Don’t use Azure AD as the
authentication method. To change the workspace authentication method, go to Workspace
Configuration > Authentication in the Citrix Cloud console.

• The UPN suffix @yourdomain.commust be imported and verified within Azure AD as a cus‑
tom domain name. In the Azure portal, this is located under Azure Active Directory > Custom
Domain Names.

• Azure AD user identities must be imported from AD using Microsoft Azure AD Connect. This en‑
sures user identities are correctly imported andhave the correctUPNsuffix. Azure ADuserswith
@yourtenant.onmicrosoft.com UPN suffixes aren’t supported.

• Citrix FAS must be deployed and connected to the Citrix Cloud tenant and resource lo‑
cation. FAS provides single sign‑on to HDX desktops and applications that are launched
from Citrix Workspace. You don’t have to configure AD shadow accounts because the UPN
user@customerdomain for both the AD and Azure AD user identities must match. FAS
generates the necessary user certificates with the correct UPN and performs a smart card
sign‑in when HDX resources are launched.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 271

https://docs.citrix.com/en-us/citrix-daas/install-configure/machine-identities.html
https://docs.citrix.com/en-us/citrix-hdxplus-w365
https://docs.citrix.com/en-us/federated-authentication-service/current-release/install-configure.html
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/whatis-azure-ad-connect


Citrix Cloud

Configure the custom Azure AD Enterprise SAML application

By default, the behavior for SAML sign‑in to workspaces is to assert against an AD user identity. The
cip_directory SAML attribute is a hardcoded string value that’s the same for all subscribers and acts
as a switch. Citrix Cloud and Citrix Workspace detect this attribute during sign‑in and trigger SAML
to assert against the Azure AD version of the user identity. Using the azuread parameter with this
attribute overrides the default SAML behavior, triggering the use of SAML in Azure AD instead.

Although the steps in this section are for Azure AD, you can create a similar SAML application using a
different SAML 2.0 provider (for example, ADFS, Duo, Okta, OneLogin, PingOneSSO, and so on), pro‑
vided you perform the same tasks. Your SAML provider must allow you to configure a hardcoded
SAML attribute (cip_directory = azuread) within the SAML application. Simply create the same SAML
attribute mappings as described in this section.

1. Sign in to the Azure portal.

2. From the portal menu, select Azure Active Directory.

3. From the left pane, underManage, select Enterprise Applications.

4. From the command bar in the working pane, selectNew Application.

5. From the command bar, select Create your own application. Don’t use the Citrix Cloud SAML
SSOenterpriseapplication template. The templatedoesn’t allowyou tomodify the listof claims
and SAML attributes.

6. Enter a name for the application and then select Integrate any other application you don’t
find in the gallery (Non‑gallery). Click Create. The application overview page appears.

7. From the left pane, select Single sign‑on. From the working pane, select SAML.

8. In the Basic SAML Configuration section, select Edit and configure the following settings:

a) In the Identifier (Entity ID) section, select Add identifier and then enter the value asso‑
ciated with the region in which your Citrix Cloud tenant is located:

• For European Union, United States, and Asia‑Pacific South regions, enter https://
saml.cloud.com.

• For the Japan region, enter https://saml.citrixcloud.jp.
• For the Citrix Cloud Government region, enter https://saml.cloud.us.

b) In the Reply URL (Assertion Consumer Service URL) section, select Add reply URL and
thenenter the value associatedwith the region inwhich yourCitrix Cloud tenant is located:

• For European Union, United States, and Asia‑Pacific South regions, enter https://
saml.cloud.com/saml/acs.

• For the Japan region, enter https://saml.citrixcloud.jp/saml/acs.
• For the Citrix Cloud Government region, enter https://saml.cloud.us/saml
/acs.
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c) In the Logout URL (Optional) section, enter the value associatedwith the region inwhich
your Citrix Cloud tenant is located:

• For European Union, United States, and Asia‑Pacific South regions, enter https://
saml.cloud.com/saml/logout/callback.

• For the Japan region, enter https://saml.citrixcloud.jp/saml/logout
/callback.

• For the Citrix Cloud Government region, enter https://saml.cloud.us/saml
/logout/callback.

d) From the command bar, select Save.

9. In the Attributes & Claims section, select Edit to configure the following claims. These claims
appear in the SAML assertion within the SAML response.

a) For the Unique User Identifier (Name ID) claim, leave the default value of user.
userprincipalname.

b) From the command bar, select Add new claim.

c) InName, enter cip_directory.

d) In Source, leave Attribute selected.

e) InSource attribute, enter azuread. This value appears in quotationmarks after you enter
it.

f) From the command bar, select Save.

g) Create additional claims with the following values in the Name and Source attribute
fields:
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Name Source attribute

cip_fed_upn user.userprincipalname

displayName user.displayname

firstName user.givenname

lastName user.surname

Important:

You can create these additional claims by either repeating Steps b‑f for each claim or
by modifying the default claims in the Additional claims section that already have
the source attributes listed in the table above. The default claims include the name‑
space http://schemas.xmlsoap.org/ws/2005/05/identity/claims.

If you modify the default claims, you must remove the namespace from each claim.
If you create new claims, you must delete the claims that include the namespace. If
claims with this namespace are included in the resulting SAML assertion, the asser‑
tion will be invalid and will include incorrect SAML attribute names.

h) In the Additional claims section, for any remaining claims with the http://schemas
.xmlsoap.org/ws/2005/05/identity/claims namespace, click the ellipsis (…
) button and click Delete.
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When finished, the Attributes & Claims section appears as illustrated below:

10. Obtain a copy of the Citrix Cloud SAML signing certificate using this third party online tool.

11. Enter https://saml.cloud.com/saml/metadata into the URL field and click Load.

12. Scroll to the bottom of the page and click Download.
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13. Configure the Azure Active Directory SAML application Signing Settings.

14. Upload the production SAML signing certificate obtained in step 10 within the Azure Active Di‑
rectory SAML application.

• Enable Require verification certificates.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 276



Citrix Cloud

Troubleshooting

1. Verify your SAML assertions contain the correct user attributes using a SAML networking tool,
such as the SAML‑tracer browser extension.

2. Locate the SAML response shown in yellow and compare to this example:

3. Click on the SAML tab in the bottom pane to decode the SAML response and view as XML.

4. Scroll to the bottom of the response and verify that the SAML assertion contains the correct
SAML attributes and user values.
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If your subscribers still can’t sign in to their workspace, contact Citrix Support and provide the follow‑
ing information:

• SAML‑tracer capture
• Date and time the sign‑in to Citrix Workspace failed
• The affected user name
• The caller IP address of the client computer that you used to sign in to Citrix Workspace. You
can use a tool like https://whatismyip.com to get this IP address.

SAML using Azure AD and AD identities for Workspace authentication

May 10, 2024

Author:
Mark Dear

This article describes how you can configure SAML for workspace authentication using Active Direc‑
tory (AD) identities. Thedefault behavior forCitrix CloudandSAMLauthentication toCitrixWorkspace
or Citrix Cloud, regardless of the SAML provider used, is to assert against an AD user identity. For the
configuration described in this article, using Azure AD Connect to import your AD identities to your
Azure AD is required.

Important:

It is crucial to determine the appropriate SAML flow for your Workspace end users, as it directly
impacts their sign‑in process and resource visibility. The chosen identity influences the types of
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resources accessible to a Workspace end user.
There is an associated article that provides instructions on utilizing Azure AD as the SAML
provider for authenticating into Workspace using AAD identities. You can find detailed instruc‑
tions in SAML using Azure AD and AAD identities for workspace authentication.
Usually, Workspace end users typically need to open apps and desktops provided by AD domain
joined VDAs. It is essential to carefully review the use cases outlined in both articles before
deciding on the most suitable SAML flow for your organization. If uncertain, Citrix recommends
using the AD SAML flow and following the instructions in this article, as it aligns with the most
common DaaS scenario.

Feature scope

This article applies to users who use the following combination of Citrix Cloud and Azure features:

• SAML for workspace authentication using AD identities
• SAML for Citrix Cloud admin login using AD identities
• CitrixDaaSandHDXresourceenumerationof resourcespublishedusingADdomain‑joinedVDAs
• AD domain‑joined VDA resource enumeration

What’s best: AD identities or Azure AD identities?

Todeterminewhether yourworkspace users should authenticate using either SAMLADor SAMLAzure
AD identities:

1. Decide which combination of resources you intend to make available to your users in Citrix
Workspace.

2. Use the following table todeterminewhich typeof user identity is appropriate for each resource
type.

Resource type (VDA)

User identity when
signing in to Citrix
Workspace

Needs SAML identity
using Azure AD?

FAS provides single
sign‑on (SSO) to VDA?

AD joined AD, Azure AD imported
from AD (contains SID)

No. Use default SAML. Yes

Configure the custom Azure AD Enterprise SAML application

By default, the behavior for SAML sign‑in to workspaces is to assert against an AD user identity.

1. Sign in to the Azure portal.
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2. From the portal menu, select Azure Active Directory.

3. From the left pane, underManage, select Enterprise Applications.

4. In the searchbox, enterCitrix Cloud SAML SSO to locate theCitrix SAMLapplication tem‑
plate.

5. Enter a suitable name for the SAML application such as Citrix Cloud SAML SSO
Production

6. From the left navigation pane, select Single sign‑on and from the working pane, click SAML.
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7. In the Basic SAML Configuration section, click Edit and configure the following settings:

a) In the Identifier (Entity ID) section, select Add identifier and then enter the value asso‑
ciated with the region in which your Citrix Cloud tenant is located:

• For Europe, United States, and Asia‑Pacific South regions, enter https://saml.
cloud.com.

• For the Japan region, enter https://saml.citrixcloud.jp.
• For the Citrix Cloud Government region, enter https://saml.cloud.us.

b) In the Reply URL (Assertion Consumer Service URL) section, select Add reply URL and
thenenter the value associatedwith the region inwhich yourCitrix Cloud tenant is located:

• For Europe, United States, and Asia‑Pacific South regions, enter https://saml.
cloud.com/saml/acs.

• For the Japan region, enter https://saml.citrixcloud.jp/saml/acs.
• For the Citrix Cloud Government region, enter https://saml.cloud.us/saml
/acs.

c) In the Sign on URL section, enter your Workspace URL.
d) In the Logout URL (Optional) section, enter the value associatedwith the region inwhich

your Citrix Cloud tenant is located:

• For Europe, United States, and Asia‑Pacific South regions, enter https://saml.
cloud.com/saml/logout/callback.

• For the Japan region, enter https://saml.citrixcloud.jp/saml/logout
/callback.

• For the Citrix Cloud Government region, enter https://saml.cloud.us/saml
/logout/callback.

e) From the command bar, click Save. The Basic SAML Configuration section appears as
follows:

8. In the Attributes & Claims section, click Edit to configure the following claims. These claims
appear in the SAML assertionwithin the SAML response. After SAML app creation, configure the
following attributes.
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a) For the Unique User Identifier (Name ID) claim, leave the default value of user.
userprincipalname.

b) For cip_upn claim, leave the default value of user.userprincipalname.
c) For cip_email claim, leave the default value of user.mail.
d) Forcip_sidclaim, leave thedefault valueofuser.onpremisesecurityidentitier

.
e) Forcip_oid claim, edit theexistingclaimandselectSourceattribute. Search for the string

object and select user.onpremisesimmutableid.

a) For displayName, leave the default value of user.displayname.
b) In the Additional claims section, for any remaining claims with the http://schemas

.xmlsoap.org/ws/2005/05/identity/claims namespace, click the ellipsis (…
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) button and click Delete. No need to include these claims as they are duplicates of the
above user attributes.

When finished, the Attributes & Claims section appears as illustrated below:

a) Obtain a copy of the Citrix Cloud SAML signing certificate using this third party online tool.
b) Enter https://saml.cloud.com/saml/metadata in the URL field and click Load.

9. Scroll to the bottom of the page and click Download.
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10. Configure the Azure Active Directory SAML application Signing Settings.

11. Upload the production SAML signing certificate obtained in step 10 within the Azure Active Di‑
rectory SAML application

a) Enable Require verification certificates.
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Troubleshooting

1. Verify your SAML assertions contain the correct user attributes using a SAML networking tool,
such as the SAML‑tracer browser extension.

1. Locate the SAML response shown in yellow and compare to this example:
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2. Click on the SAML tab in the bottom pane to decode the SAML response and view as XML.

3. Scroll to the bottom of the response and verify that the SAML assertion contains the correct
SAML attributes and user values.

If your subscribers still can’t sign in to their workspace or they can’t see their Citrix HDX Plus for Win‑
dows 365 desktops, contact Citrix Support and provide the following information:

• SAML‑tracer capture
• Date and time the sign‑in to Citrix Workspace failed
• The affected user name
• The caller IP address of the client computer that you used to sign in to Citrix Workspace. You
can use a tool like https://whatismyip.com to get this IP address.

Configure Simplified SAML for use with Native and Guest SAML Users

July 1, 2024

Author:
Mark Dear, Javier Lopez Santacruz

It is essential you understand whether “Simplified SAML”is appropriate for your authentication use
case before following this article. Read the use case descriptions and FAQ thoroughly before deciding
to implement this particular special case SAML solution. Before proceeding, make sure you fully un‑
derstand the scenarios where Simplified SAML is appropriate and which types of identities you need
to use. Most SAML use cases can be achieved by following other SAML articles and by sending all four
cip_* attributes for authentication.
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Note:

Using “Simplified SAML”increases the load placed on the Citrix Cloud connectors as they have
to lookup the user email, SID andOID for eachWorkspace end user logon instead of these values
being provided by the SAML assertion. Sending all four cip_* attributes in the SAML assertion
is preferable from a Citrix Cloud connector performance perspective if Simplified SAML is not
actually required.

Prerequisites

• ASAMLapplication specifically configured for usewithSimplifiedSAML thatonly sends cip_upn
for authentication within the SAML assertion.

• FrontEnd users within your SAML provider.
• A resource location containing a pair of Citrix Cloud connectors joined to the AD forest and do‑
main where the AD shadow accounts are created.

• Alternative UPN suffixes added to the backend AD forest where the AD shadow accounts are
created.

• Backend AD shadow accounts with matching UPNs.
• DaaS or CVAD resources mapped to the AD shadow account users.
• One or more FAS servers linked to the same resource location.

FAQ

Why should I use Simplified SAML?

It is very common for large organisations to invite contractors and temporary employees into their
identity platform. The goal is to grant the contractor temporary access to Citrix Workspace using the
user’s existing identity such as a contractor email address, or an email address outside of your organ‑
isation. Simplified SAML allows the use of native or guest frontend identities that do not exist inside
the AD domain where DaaS resources are published.

What is Simplified SAML?

Typically, when signining into Citrix Workspace, four SAML attributes cip_* and their corresponding
AD user attributes are used to authenticate the end user. These four SAML attributes are expected to
be present in the SAML assertion and populated using AD user attributes. Simplified SAML refers to
the fact that only the cip_upn SAML attribute is required for authentication to succeed.
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AD Attribute Default Attribute Name in the SAML Assertion

userPrincipalName cip_upn

Mail cip_email

objectSID cip_sid

objectGUID cip_oid

The other three ADuser attributes objectSID, objectGUID, andmail required for authentication are ob‑
tainedusing the Citrix Cloud connectors joined to the ADdomainwhere the AD shadowaccount exists.
They no longer need to be included in the SAML assertion during a SAML sign‑in flow for Workspace
or Citrix Cloud.

AD Attribute Default Attribute Name in the SAML Assertion

userPrincipalName cip_upn

Important:

It is still necessary to send the displayName for all SAML flows including Simplified SAML. The
displayName is required by theWorkspace UI to correctly show theWorkspace user’s full name.

What is a native SAML user identity?

A native SAML user is a user identity that only exists within your SAML provider directory, e.g. Entra
ID or Okta. These identities do not contain on‑prem user attributes as they are not created via AD
synching tools like Entra ID Connect. They requirematching AD backend shadow accounts to be able
to enumerate and launch DaaS resources, the native SAML user must be mapped to a corresponding
account within Active Directory.
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What is an AD backed SAML user identity?

An AD backed SAML user is a user identity that exists within your SAML provider directory like Entra ID
or Okta and also within your on premise AD forest. These identities contain on‑prem user attributes
as they are created via AD synching tools like Entra ID Connect. AD backend shadow accounts are not
required for these users as they contain on premise SIDs and OIDs and so can enumerate and launch
DaaS resources.
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What is a FrontEnd Identity?

A frontend identity is the identity used to sign‑in to both the SAML provider and Workspace. Fron‑
tend identities have different user attributes depending on how they were created within the SAML
provider.

1. Native SAML user identity
2. AD backed SAML user identity

Your SAML providermay have amixture of these two types of identities. For example, if you have both
contractors and permanent employees within your identity platform, the Simplified SAML will work
for both types of Frontend identities but is onlymandatory if you have some accounts that are of type
native SAML user identity.

What is a Backend AD shadow account?

A backend AD shadow account is an AD account used by DaaS, which is mapped to a corresponding
frontend identity within your SAML provider.

Why are Backend AD shadow accounts needed?

In order to enumerate DaaS or CVAD resources published using AD domain joined VDAs, AD accounts
within the Active Directory forest that the VDAs are joined to are required. Map resources within your
DaaS delivery group to shadow account users, and to AD groups containing shadow accounts within
the AD domain which you joined your VDAs to.

Important:

Only native SAML users with no AD Domain attributes require matching AD shadow accounts. If
your FrontEnd Identities are imported from Active Directory then you do not need to use Simpli‑
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fied SAML, and do not need to create Backend AD shadow accounts.

How dowe link the FrontEnd Identity to the corresponding Backend AD shadow account?

The method used to link the FrontEnd identity and the Backend identity is by using matching UPNs.
The two linked identities should have identical UPNs so that Workspace can tell that they represent
the sameenduser that needs to sign in toWorkspace, and toenumerate and launchDaaS resources.

Is Citrix FAS needed for Simplified SAML?

Yes. FAS is required for SSON to the VDA during launch when using any federated authentication
method to sign in to Workspace.

What is the “SIDmismatch problem”andwhen can it occur?

The “SID mismatch problem”is caused when the SAML assertion contains a SID for a FrontEnd user,
which does not match the SID of the AD Shadow Account user. This can happen when the account
signing into your SAML provider has an on premise SID, which is not the same as the shadow account
user’s SID. This can only occur when the Frontend identity is provisioned by AD synchronisation tools
like Entra ID Connect and from a different AD Forest than where the shadow account was created.

Simplified SAML prevents the “SID mismatch problem”from occurring. The correct SID is always
fetched for the shadowaccount user via the Citrix Cloud connectors joined to the backend ADdomain.
The shadow account user lookup is performed using the UPN of the FrontEnd user, which is then
matched to its corresponding backend shadow account user.

Example of the SID Mismatch Problem:
FrontEnd userwas created by Entra ID Connect and is synced from AD forest 1.
S-1-5-21-000000000-0000000000-0000000001-0001

Backend shadow account userwas created within AD forest 2 andmapped to DaaS resources
S-1-5-21-000000000-0000000000-0000000002-0002

TheSAMLassertioncontainsall four cip_*attributesandcip_sidcontains thevalueS-1-5-21-000000000-0000000000-0000000001-0001
, which does not match the shadow account’s SID and triggers an error.

Configure Simplified SAML using Entra ID for external guest accounts

1. Sign‑in to the Azure portal.

2. From the portal menu, select Entra ID.
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3. From the left pane, underManage, select Enterprise Applications.

4. Select Create your own application.

5. Enter a suitable name for the SAML application such as Citrix Cloud SAML SSO
Production Simplified SAML.

6. From the left navigation pane, select Single sign‑on and from the working pane, click SAML.

7. In the Basic SAML Configuration section, click Edit and configure the following settings:

a) In the Identifier (Entity ID) section, select Add identifier and then enter the value asso‑
ciated with the region in which your Citrix Cloud tenant is located:

• For Europe, United States, and Asia‑Pacific South regions, enter https://saml.
cloud.com.

• For the Japan region, enter https://saml.citrixcloud.jp.
• For the Citrix Cloud Government region, enter https://saml.cloud.us.

b) In the Reply URL (Assertion Consumer Service URL) section, select Add reply URL and
thenenter the value associatedwith the region inwhich yourCitrix Cloud tenant is located:

• For Europe, United States, and Asia‑Pacific South regions, enter https://saml.
cloud.com/saml/acs.

• For the Japan region, enter https://saml.citrixcloud.jp/saml/acs.
• For the Citrix Cloud Government region, enter https://saml.cloud.us/saml
/acs.
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c) In the Sign on URL section, enter your Workspace URL.

d) In the Logout URL (Optional) section, enter the value associatedwith the region inwhich
your Citrix Cloud tenant is located:

• For Europe, United States, and Asia‑Pacific South regions, enter https://saml.
cloud.com/saml/logout/callback.

• For the Japan region, enter https://saml.citrixcloud.jp/saml/logout
/callback.

• For the Citrix Cloud Government region, enter https://saml.cloud.us/saml
/logout/callback.

e) From the command bar, click Save. The Basic SAML Configuration section appears as
follows:

8. In the Attributes & Claims section, click Edit to configure the following claims. These claims
appear in the SAML assertionwithin the SAML response. After SAML app creation, configure the
following attributes.

a) For the Unique User Identifier (Name ID) claim, leave the default value of user.
userprincipalname.

b) For cip_upn claim, leave the default value of user.userprincipalname.

c) For displayName, leave the default value of user.displayname.

d) In the Additional claims section, for any remaining claims with the http://schemas
.xmlsoap.org/ws/2005/05/identity/claims namespace, click the ellipsis (…
) button and click Delete. No need to include these claims as they are duplicates of the
above user attributes.

When finished, the Attributes & Claims section appears as illustrated below:
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e) Obtain a copy of the Citrix Cloud SAML signing certificate using this third party online tool.

f) Enter https://saml.cloud.com/saml/metadata in the URL field and click Load.

9. Scroll to the bottom of the page and click Download.
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10. Configure the Azure Active Directory SAML application Signing Settings.

11. Upload the production SAML signing certificate obtained in step 10 within the Azure Active Di‑
rectory SAML application

a) Enable Require verification certificates.

Configure the Citrix Cloud Simplified SAML Connection

By default, Citrix Cloud will expect cip_upn, cip_email, cip_sid and cip_oid to be present in the SAML
assertion and will fail the SAML sign‑in if these attributes are not sent. To prevent this, remove the
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checks for these attributes when you create your new SAML connection.

1. Create a new SAML connection using the default settings.
2. Navigate to the SAML Attribute Mappings Configuration section at the bottom and make

changes before saving the new SAML configuration.
3. Remove the SAML attribute name from each of the cip_email, cip_sid, and cip_oid fields.
4. Do not remove cip_upn from its field.
5. Donot removeanyotherattributes fromtheir respective fields. ThedisplayName is still needed

by the Workspace UI and should not be changed.

Configure your AD Shadow Account Resource Location and Connectors

A resource location and connector pair within the backend shadow account AD forest are required.
Citrix Cloud requires connectors within this AD forest to look up shadow account user identities and
attributes such as cip_email, cip_sid, and cip_oid when only cip_upn is provided directly within the
SAML assertion.

1. Create a new Resource Locationwhich will contain Citrix Cloud connectors joined to the back‑
end shadow account AD forest.
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2. Name the Resource Location to match the AD forest, which contains the backend AD shadow
accounts you wish to use.

3. Configure a pair of Citrix Cloud connectors within the newly created resource location.

For example
ccconnector1.shadowaccountforest.com
ccconnector2.shadowaccountforest.com

Configure FASwithin the Backend AD Forest

Contractor Frontend users will definitely require FAS. During DaaS launches contractor users will not
be able tomanually enterwindows credentials to complete the launch as theywill likely not know the
AD shadow account password.

1. Configure one or more FAS servers within the backend AD forest where your shadow accounts
were created.

2. Link the FAS servers to the same Resource Location that contains a pair of Citrix Cloud connec‑
tors joined to the backend AD forest where your shadow accounts were created.

Configure alternative UPN Suffixes within your AD Domain

Important:

A UPN is not the same as the user’s email address. In many cases they are the same value for
ease of use, but UPN and email have different internal uses and are defined in different active
directory attributes.

TheUserPrincipalName (UPN) suffix is part of the sign‑onname inAD.Whenyoucreateanewaccount,
it will use the implicit UPN suffix of your AD forest by default such as yourforest.com. You will need
to add amatching alternative UPN suffix for every external FrontEnd user you wish to invite into your
Okta or Azure AD tenants.
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For example, if you invite an external user “contractoruser@hotmail.co.uk”and you wish to associate
thiswith a backendAD shadowaccount “contractoruser@yourforest.com”then add “yourforest.com”
as an ALT UPN Suffix within your AD forest.

Add Alternative UPN Suffixes in Active Directory using Active Directory Domains and Trusts UI

1. Sign in to a domain controller within your backend AD forest.

2. Open the Run dialog, and then type in domain.msc, and then clickOK.

3. On the Active Directory Domains and Trusts window, right‑clickActive Directory Domains and
Trusts, and then select Properties.

4. On theUPNSuffixes tab, in the AlternativeUPNSuffixes box, add an alternativeUPN suffix, and
then select Add.

5. ClickOK.

Manage your Backend AD Forest’s UPN Suffixes using PowerShell

Youmay need to add a large number of new UPN suffixes to your backend AD forest in order to create
the necessary shadow account UPNs. The number of alternative UPN suffixes you will be required to
add to your backend AD forest will depend on howmany different external users you choose to invite
into your SAML Provider tenant.

Here is some PowerShell to achieve this if a large number of new alternative UPN suffixes need to be
created.

1 # Get the list of existing ALT UPN suffixes within your AD Forest
2 (Get-ADForest).UPNSuffixes
3
4 # Add or remove ALT UPN Suffixes
5 $NewUPNSuffixes = @("yourforest.com","externalusers.com")
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6
7 # Set action to "add" or "remove" depending on the operation you wish

to perform.
8 $Action = "add"
9 foreach($NewUPNSuffix in $NewUPNSuffixes)

10
11 {
12
13 Get-ADForest | Set-ADForest -UPNSuffixes @{
14 $Action=$NewUPNSuffix }
15
16 }
17
18
19 ## Configure an AD Shadow Account within your Backend AD Forest
20
21 1. Create a new AD shadow account user.
22 1. The AD forest implicit UPN such as `yourforest.local` is selected

by default for new AD users. Select the appropriate alternative UPN
suffix you created earlier. For example, select `yourforest.com` as
the shadow account user ’ s UPN Suffix.

23
24 ![New object user](/en-us/citrix-cloud/media/new-object-user.png)
25
26 The shadow account user ’ s UPN can also be updated through

PowerShell.
27
28 <!--NeedCopy-->

1 Set-ADUser "contractoruser" -UserPrincipalName "
contractoruser@yourforest.com"

2 ```

1. The shadow account user’s UPN should exactly match the external FrontEnd identity user’s
UPN.

2. Test the FrontEnd user’s sign in to Workspace.
3. Verify all expected resources are enumerated in Workspace after the sign‑in has succeeded. Re‑

sources mapped to the AD shadow account should appear.

Configure the Guest Entra ID User UPN tomatch the AD Shadow Account UPN

When external guest users are invited to an Entra ID tenant, an auto generated UPN is created indi‑
cating that the user is external. The external Entra ID user will be automatically assigned the @Entra
IDtenant.onmicrosoft.com UPN suffix, which is unsuitable for use with simplified SAML and will not
match your AD shadow account. This will need to be updated to match an imported DNS domain
within Entra ID and the alternative UPN suffix you created within your AD forest.

1. Import a Custom Domain into Entra ID that matches the alternative UPN suffix you added to
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your AD forest.

2. Invite a guest user such ascontractoruser@hotmail.co.uk and ensure the invited gues
user accepts the Microsoft invitation to the Entra ID tenant.

Example external guest user UPN format generated by Microsoft.
contractoruser_hotmail.co.uk#EXT#@yourEntra IDtenant.onmicrosoft.
com

Important:

Citrix Cloud and Workspace cannot use UPNs containing the # character for SAML authen‑
tication.

3. Install the necessary Azure PowerShell Graphmodules to allow you to manage Entra ID users.

1 Install-Module -Name "Microsoft.Graph" -Force
2 Get-InstalledModule -Name "Microsoft.Graph"

4. Sign in to your Entra ID tenant using a global admin account and with the Directory.
AccessAsUser.All scope.
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Important:

If you use a less privileged account or do not specify the Directory.AccessAsUser.
All scope you will not be able to complete Step 4 and update the Guest user’s UPN.

1 $GuestUserId = (Get-MgUser -UserId "contractoruser_hotmail.co.uk#
EXT#@yourentraidtenant.onmicrosoft.com").Id

2 Update-MgUser -UserId $GuestUserId -UserPrincipalName "
contractoruser@your.com"

5. Get the entire list of external guest users within your Entra ID tenant (optional).

1 Get-MgUser -filter \"userType eq 'Guest'\" | Select Id,DisplayName
,UserPrincipalName,Mail

6. Get the Guest user identity that needs its UPN updated and then update its UPN suffix.

1 $GuestUserId = (Get-MgUser -UserId "contractoruser_hotmail.co.uk#
EXT#@yourEntra IDtenant.onmicrosoft.com").Id

2
3 Update-MgUser -UserId $GuestUserId -UserPrincipalName "

contractoruser@yourforest.com"

7. Check the Guest user identity can be found using its newly updated UPN.

1 Get-MgUser -UserId "contractoruser@yourforest.com"

Testing the Simplified SAML Solution

Once all documented steps have been completed in AD, Citrix Cloud and your SAMLprovider then you
need to test the sign‑in and verify that the correct list of resources are shown for the guest user within
Workspace.

Citrix recommends the use of the SAML‑tracer browser extension for all SAML debugging. This exten‑
sion is available for most common web browsers. The extension decodes Base64‑encoded requests
and responses into SAML XML, which renders them human‑readable.
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Example of a Simplified SAML assertion using just cip_upn for authentication captured using SAML
tracer.

1. Map the correct DaaS resources to AD backed and shadow account users or groups that contain
them.

2. Start the SAML tracer browser extension and capture the entire logon and logoff flow.

3. Log intoWorkspace using the attribute specified in the table for the frontend user type youwish
to test.
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Guest Entra ID user logon: The contractor user you invited to your Entra ID tenant as a guest
user has the email address contractoruser@hotmail.co.uk.

Enter the guest user’s email addresswhen prompted by Entra ID.

OR

AD backed Entra ID user/Native Entra ID user logon: These Entra ID users will have UPNs in
the format of adbackeduser@yourforest.com or nativeuser@yourforest.com.

Enter the user’sUPNwhen prompted by Entra ID.

4. Check the assertion only contains the cip_upn attribute for authentication and that it also con‑
tains the displayName attribute required by the Workspace UI.

5. Check the user can see the required DaaS resources in the UI.

Troubleshooting the Simplified SAML Solution

Missing cip_* Attribute Errors

Cause 1: The SAML attribute is not present in the SAML assertion but Citrix Cloud is configured to ex‑
pect to receive it. You have failed to remove the unnecessary cip_* attributes from the Citrix Cloud
SAML connection within the SAML Attributes section. Disconnect and reconnect SAML to remove ref‑
erences to the unnecessary cip_* attributes.

Cause 2: This error can also occur if there is no corresponding AD shadow account for the Citrix Cloud
connectors to look up in your backend AD forest. You may have correctly configured the frontend
identity but the backend AD shadow account identity with a matching UPN does not exist or cannot
be found.

Logon succeeds but no DaaS resources are shown after the user has logged into Workspace

Cause: This is most likely caused by incorrect frontend to backend identity UPNmappings.

Ensure the 2 UPNs for the frontend and backend identities exactlymatch and represent the same end
user that is logging into Workspace. Check that the DaaS delivery group contains mappings to the
correct AD shadow account users or AD groups that contain them.
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During Launch of DaaS Resources FAS SSON to the AD domain joined VDAs is failing

When attempting to launch DaaS resources the Workspace end user is prompted to enter their win‑
dows credentials within the GINA. Also Event ID 103 is appearing within the windows event logs on
your FAS servers.

[S103]Server [CC:FASServer] requestedUPN[frontenduser@yourforest.com]SID S-1-5-21-000000000-0000000000-0000000001-0001
, but lookup returned SID S-1-5-21-000000000-0000000000-0000000001-0002.
[correlation: cc#967472c8‑4342‑489b‑9589‑044a24ca57d1]

Cause: Your simplified SAML deployment is suffering from the “SID mismatch problem”. You have
frontend identities which contain SIDs from an AD forest which is different from the backend shadow
account AD forest.
Do not send cip_sid in the SAML assertion.

Logon fails for AD Backed Users when the same UPN suffix exists in multiple connected AD
forests

Citrix Cloud hasmultiple resource locations and connectors joined to different AD forests. Logon fails
when AD backed users imported into Entra ID from a different AD forest than the shadow accountAD
forest are used.

ADForest1 is synched toEntra ID tocreate frontenduserswithUPNssuchasfrontenduser@yourforest
.com.

ADForest2contains thebackendshadowaccountswithUPNssuchasfrontenduser@yourforest
.com.

Cause: Your simplified SAMLdeployment is suffering from the “UPNambiguity problem”. Citrix Cloud
cannot determine which connectors to use to look up the user’s backend identity.

Do not send cip_sid in the SAML assertion.
Your user’s UPN exists in more than one AD forest connected to Citrix Cloud.
“‘

Configure an On‑Premise PingFederate Server as the SAML Provider for
Workspaces and Citrix Cloud

March 25, 2024

Author:
Mark Dear

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 305



Citrix Cloud

This article was written by collaboration between both Citrix and Ping engineers and has been re‑
viewed by both parties to ensure technical accuracy at the time of writing. Refer to Ping documenta‑
tion for instructions on how to provision, configure and licence an on premise PingFederate server for
use as a SAML provider as this is beyond the scope of this article.

This document was written using PingFederate versions 11.3 and 12.

Prerequisites

This article specifically addresses SAML configuration and ensure that the following conditions are
fulfilled.

• You have already provisioned an on‑premise PingFederate server within your organization and
obtained the necessary license. For more information, see PingFederate Installation.

• You need to have installed a supported version of Java on to the PingFederate server. Refer to
Ping Identity documentation for the supported Java versions. For more information, see Java
PingFederate Requirement.

• You have configured the required networking and firewall rules to allow Citrix Cloud and Work‑
space to redirect to the on premise PingFederate server during the Workspace/Citrix Cloud ad‑
min console SAML logon process. For more information, see PingFederate Network Require‑
ments.

• You have imported a publicly signed x509 certificate onto your PingFederate server that can act
as server certificate for the PingFederate server.

• You have imported a publicly signed x509 certificate onto your PingFederate server that can act
as a SAML signing certificate for the IdP. This certificatemust be uploaded to Citrix Cloud during
the SAML connection process.

• You have connected your on‑premise Active Directory to PingFederate. For more information,
see PingFederate LDAP Datastore

Note:

While configuring PingFederate for use with Citrix Cloud and Workspace, refer to PingFederate
documentation to understand what individual SAML settings do and to help supplement the in‑
structions provided here.

Configure an Active Directory Connection to your AD domain using a DataStore within
PingFederate

1. Configure an Active Directory connection within Data Stores.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 306

https://docs.pingidentity.com/r/en-us/pingfederate-120/pf_installing_pf
https://docs.aws.amazon.com/corretto/latest/corretto-17-ug/downloads-list.html
https://docs.aws.amazon.com/corretto/latest/corretto-17-ug/downloads-list.html
https://docs.pingidentity.com/r/en-us/pingfederate-120/pf_port_requirement
https://docs.pingidentity.com/r/en-us/pingfederate-120/pf_port_requirement
https://docs.pingidentity.com/r/en-us/pingfederate-120/help_datasourcetasklet_ldapconfigstate


Citrix Cloud

2. Select Type as Directory (LDAP).

3. Configure yourdomain controllers for LDAPSconnectionsandaddyour list of domain controller
FQDNs within the hostnames field. Then click Test Connection.
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4. Once configured, the Active Directory Connection should resemble the following example:

Upload the Citrix Cloud SAML Signing Certificate

1. Click the Security tab

2. Upload the SAML signing certificate youwish PingFederate to usewithin Signing&Decryption
Keys and Certificates.
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Note:

The certificate used is a publicly signedDigicertpingfederateserver.domain.com
certificate in this example.

3. Upload any CA certificates used to sign your PingFederate server SAML signing certificate.

Note:

The PingFederate server certificate and SAML signing certificate can be the same SSL cert or you
can use different SSL certs. You need to provide a copy of the SAML signing certificate to Citrix
Cloud when you configure the SAML connection.

Upload the Citrix Cloud Metadata

1. Provide a name for the Citrix Cloudmetadata and enter themetadata URL corresponding to the
Citrix Cloud region where your Citrix Cloud tenant is located.

• https://saml.cloud.com/saml/metadata ‑ Commercial EU, US and APS
• https://saml.citrixcloud.jp/saml/metadata ‑ Japan
• https://saml.cloud.us/saml/metadata ‑ Governement
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2. Once configured, the Citrix Cloudmetadata configuration should resemble the following exam‑
ple.

Configure a password credential validator within PingFederate

For more information, see PingFederate Password Credential validator

1. Configure the password credential validator type as LDAP username and password.

2. Configure the Instance Configuration. Select the AD domain connection and data store that
you configured earlier Configure an Active Directory Connection to your AD domain using a
DataStore within PingFederate. Enter a suitable LDAP filter as shown in the example.
(((sAMAccountName=${ username } )(userPrincipalName=${ username }
))
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Note: The example filtermatches both sAMAccountNameanduserPrincipalNameADuser‑
name formats, enabling the end users to sign in toWorkspace or Citrix Cloudwith either of
these. The example filter accommodates both sAMAccountName and userPrincipalName
AD username formats, enabling end users to sign in to Workspace or Citrix Cloud using
either of these formats.

3. Configure the Extended Contract.

4. The Password Credential Validator summary should resemble this example.
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Configure the IDP Adapter within PingFederate

For more information, see PingFederate HTML form adapter

1. Create a new IDP adapter of type HTML Form IdP Adapter.
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2. Select the existingPasswordCredential Validator you configuredearlier and configure the IDP
Adapter. For more information, see Configure a password credential validator within PingFed‑
erate.

3. Configure the Extended Contractwith SAML attributes that are passed to Citrix Cloud or Work‑
spaces during SAML logon.
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4. Configure the Adapter Attributes.

5. Configure the Adapter Contract Mappingwhere SAML attributes are mapped to LDAP user at‑
tributes from AD identities. Click Configure the adapter contract.

6. Configure Attribute Sources & User Lookup.

7. Configure Adapter Contract Fulfilment. Select LDAP and the name of your active directory
data store as the source of the user attribute data. Value is the active directory attribute for the
user such as objectGUID or objectSid.
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Configuring the Service Provider Connection (SAML application) for Citrix Cloud or
Workspaces

The sample PingFederate configuration provided below assumes the following SAML authentication
requirements within your organisation.

• SAML authentication requests sent from Workspace/Citrix Cloud admin console MUST be
signed.

• SAML HTTP POST bindings will be used for both SSO and SLO requests.

• Single Logout (SLO) is a requirement within your organisation. When an end user signs out of
Workspace or the Citrix Cloud admin console, a SAML SLO request is sent from Citrix Cloud to
the SAML provider (IdP) to sign out the user.

• PingFederate requires signed HTTP POST requests to initiate sign out. SAML provider requires
Signed SLO requests.
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For more information, see PingFederate SP Management

Procedure

1. Configure the Connection Template.

2. Configure the Connection Type and select Browser SSO profiles and SAML 2.0.

3. Configure the Connection Options.

4. Import theCitrix CloudMetadata. SelectURLand theCitrixCloudProdMetadataURLyou
created earlier and click Load Metadata
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5. Configure General Info. Set the Service Provider Connection Entity ID, Base URL and Connec‑
tion Name to the Citrix Cloud SAML endpoint for your Citrix Cloud customer region.

• https://saml.cloud.com ‑ Commercial EU, US and APS
• https://saml.citrixcloud.jp ‑ Japan
• https://saml.cloud.us ‑ Gov

6. Configure Protocol Settings.

7. Use the default Assertion Lifetime settings.
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8. Configure SAML Assertion Creation.

a) Click Configure Assertion Creation

b) Select Standard.

9. Configure Attribute Contract.
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10. Configure Adapter Instance.

11. ConfigureMapping Method.
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12. Configure Attribute Contract Fulfilment.

13. Configure Issuance Criteria as the defaults with no conditions.

14. The completed IDP Adapter Mapping appears as follows:

15. Configure Protocol Settings. SAML paths required by Citrix Cloud will be appended to your
PingFederate server base URL. It is possible to override the base URL by entering a full path
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within the endpoint URL field but this is usually unnecessary and undesirable.
Base URL ‑ https://youpingfederateserver.domain.com

a) Configure the Assertion Consumer Service URL which appends the SAML path to the
PingFederate server base URL. EndpointURL ‑ /saml/acs

b) Configure SLO Service URL. EndpointURL ‑ /saml/logout/callback

Important:

The Citrix Cloud SAML connection requires a PingFederate Logout URL to be configured
to match this if you wish to perform SLO when signing out of Workspace or Citrix Cloud.
Failing to configure the Logout URL within your SAML connection will cause end users to
just sign out of Workspace but not PingFederate.

a) Configure Allowable SAML Bindings.

b) Configure Signature Policy.
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Important:

SAML signing settings must be configured consistently on both sides of the SAML connec‑
tion. Workspace or Citrix Cloud (SP) must be configured to send signed SSO and SLO re‑
quests.

a) PingFederate (IDP) must be configured to perform enforcement of signed requests using
the Citrix Cloud SAML signing verification certificate.

b) Configure the Encryption Policy.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 322



Citrix Cloud

Note:

It is recommended to set Encryption toNONE during initial setup and testing so you
can debug any issues with missing or incorrect SAML attributes in the assertion. If
you require encrypted assertions, it is recommended that you enable encryption af‑
ter proving that the logon toWorkspace or Citrix Cloud is successful and all resources
have been successfully enumerated and can be launched. Debugging issues with
SAMLwhilst encryption is enabledwill be impossible if you cannot view the plaintext
contents of the SAML assertion.

c) Review the Summary tab.
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d) Review the Citrix Cloud Service Provider (SP) Connection. Once the Citrix Cloud SP
connection is configured it should look like this example:
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Userful tip:

Use the SP Connection Activation and Summary page to review your SAML applica‑
tion and for debugging purposes as it allows quick and easy configuration changes to
be made. The SP Connection Activation and Summary page allows you to navigate
to any of the SAML configuration sub sections by clicking on the title of that section.
Click on any of the titles highlighted in red to update these settings.
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16. The completed Citrix Cloud SP connection should appear in the list like this.

17. It is possible to export the SP connection in the form of an XML file. Citrix recommends taking a
backup of your SP connection once you have tested it with Citrix Cloud and Workspace.

Update the Identity Provider SAML Signing Certificate

April 29, 2024

Author:
Mark Dear

SAML connections which use signed requests and responses depend on two different SAML signing
certificates. One for each side of the SAML connection.
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SAML Provider signing certificate

This certificate is provided by your SAML provider and uploaded into Citrix Cloudwhen you configure
the SAML connection.

SAML signing certificates need to be rotated before their expiration date occurs to give Citrix Cloud
admins time to prepare for deployment. Certificate rotation is required by both Service Providers and
Identity Providers in order to ensure alignment and prevent any downtime.

FAQ

What is the SAML provider certificate used for?

The SAML provider certificate is used to verify the signature of SAML responses sent from the SAML
provider to Citrix Cloud during the authentication process.

Where do I obtain a copy of the latest Identity Provider (IdP) signing certificate?

This certificate is providedby your SAMLprovider suchasAzureAD,Okta, PingFederate, or ADFS. Citrix
does not control the rotation and update of this certificate. This certificate is uploaded into Citrix
Cloud when you initially create the SAML connection. The date of expiry on IDP Signing Certificates
is usually long lived. Theymight need replacing every few years and at a lower frequency than the SP
Signing Certificate

Howwill I know if my SAML provider signing certificate is about to expire and impact my Citrix
Cloud SAML connection?

Citrix Cloudwill displaywarnings 30 days before the date of expiry approaches for your SAMLprovider
signing certificate.

Certificate Expiring Soon: <certExpirationDate>

It will also display an error once the certificate has actually expired as shown below.
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Can I update the SAML provider certificate whilst still using the SAML connection without
downtime?

No. It is necessary to perform a SAML disconnect and reconnect during a scheduled maintenance
window.
Update the Identity Provider (IdP) Signing Certificate

1. Select an alternative IdP within Workspace Configuration, select Authentication whilst you
perform the SAML disconnect/reconnect operation such as Active Directory.

2. Backup your existing GO URL such as https://citrix.cloud.com/go/<yourgourl>
used for SAML logon to Citrix Cloud.

3. Take a backup of your existing SAML endpoints. These can be copied from the Citrix Cloud con‑
sole. Backup the following SAML endpoints fromwithin your existing SAML connection.

• Identity Provider Entity ID
• Identity Provider SSO Service URL
• Identity Provider Logout URL

Backup the EntityID, the SSO URL, and the logout URL.
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Important:

Ensure you have a copy of both the existing and replacement IDP signing certificate before per‑
forming the disconnect. This is so you have the ability to rollback to the old certificate if the new
SAML provider certificate is invalid and causes any logon issues. You will not be able to obtain
a copy of the old certificate from the Citrix Cloud UI before performing the disconnect. You will
need to obtain it from your SAML application.

1. Disconnect SAMLwithin Identity andAccessManagement, navigate toAuthentication, select
the SAML connection, Click the ellipse and select Disconnect

2. Reconnect SAML within Identity and Access Management and click Authentication

3. Accept all of the default SAML connection settings.

4. Reenter all of the SAML application endpoints you backed up earlier or obtain these again for
your SAML app fromwithin your SAML provider UI.

• Identity Provider Entity ID
• Identity Provider SSO Service URL
• Identity Provider Logout URL

Important:

If you are using the Scoped EntityID feature, you will also need to update your SAML application
with the new scope ID after performing the SAML disconnect/reconnect. For more information
on the Scoped EntityID feature, see Configure a SAML application with a scoped Entity ID in
Citrix Cloud. Copy the newly generated scope ID from the Citrix Cloud SAML UI and update your
SAML application Entity ID with the replacement scope ID.
EntityID should be updated to https://saml.cloud.com/<new scope ID after
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reconnect>.

Update the Service Provider SAML Signing Certificate

May 2, 2024

Author:
Mark Dear

SAML connections which use signed requests and responses depend on two different SAML signing
certificates. One for each side of the SAML connection.

Service Provider signing certificate

This certificate is provided by Citrix periodically and uploaded into your SAML application or obtained
via the Citrix Cloud SAMLmetadata.

SAML signing certificates need to be rotated before their expiration date occurs to give Citrix Cloud
admins time to prepare for deployment. Certificate rotation is required by both Service Providers and
Identity Providers to ensure alignment and prevent any downtime.

If a selected SAML provider does not support automated rotation of the SP SAML signing certificate, a
manual rotationof the SAML signing certificatewithin your SAMLprovidermust beperformed in order
to replace the expiring certificate.

Important:

All existing guides within this SAML eDoc section include details of how to configure signing on
both sides of the SAML connection. Citrix only recommends signedSAML configurations as these
are more secure and are required by some SAML providers for logout (SLO) to succeed.

FAQ

What is SAML signing?

SAML signing certificates are X.509 certificates used to verify data sent between the Service Provider
(SP) and SAML provider (IdP). Your SAML provider (IdP) uses the Citrix Cloud SAML signing certificate
to verify the signature sent by Citrix Cloud within its SAML authentication request. Citrix Cloud uses
the SAML provider signing certificate to verify the SAML response came from a trusted and connected
IdP.
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What is SAML signed request enforcement?

Just because Citrix Cloud is configured to send signed requests this does not guarantee that the SAML
provider will enforce the use of signatures and reject any unsigned incoming SAML requests. Most
SAML providers have an option to enforce signed requests meaning if an unsigned request to log into
the SAML provider is received then the logon will fail. It is the responsibility of the SAML provider
admin tocheck the statusof the IdPconfiguration. Citrix supportdoesnot control orhaveanyvisibility
of whether signed requests are enforced within your SAML application.

How frequently does Citrix rotate its Service Provider SAML signing certificate?

In order to allow plenty of overlap between the active Service Provider signing certificate and the
newly issued one, Citrix rotates the Service Provider signing certificate approximately every 11
months. This is to ensure a valid certificate is available to Citrix Cloud customers 30 days before the
existing certificate expires.

What is the Service Provider SAML signing certificate advertisement phase?

During theadvertisementphase the current and replacementSAMLsigning certificateswill bepresent
in the Citrix Cloudmetadata. Only the active certificate can be used for SAML request verification until
the rotation date and time.

Why have I received a notification via email and within the Citrix Cloud admin console
indicating that the current Citrix Cloud SAML signing certificate is about to expire andmust be
replaced?

SAML providers (IdP) require a valid and in date certificate to verify the signature of incoming SAML
requests from Service Providers such as Workspace and the Citrix Cloud administrator console. Citrix
Cloud customers using SAML for Workspace or Citrix Cloud admin console logon will be contacted to
advise them of an imminent SAML signing certificate rotation.
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How do I know if my Citrix Cloud customer is affected by the Citrix Cloud SAML signing
certificate rotation or not?

This will affect Citrix Cloud customers with the following SAML configuration.

• Your SAML connection within Citrix Cloud is configured with Sign Authentication Requests =
Yes

• You have configured your SAML provider such as Azure Active Directory, ADFS, or Okta to reject
unsigned SAML requests (signed request enforcement).

• You have Single Logout (SLO) configured within your Citrix Cloud SAML connection and within
your SAML provider. Your SAML provider might require SLO requests to be signed such as for
Okta and PingFederate.

How do I check the signing configuration of my Citrix Cloud SAML connection?

Navigate to Identity andAccessManagement >SAML2.0 >View to check if youhaveSignAuthenti‑
cationRequests enabledwithin yourCitrix CloudSAMLconnection. All newSAMLconnectionswithin
Citrix Cloud will default to Identity Provider Sign Authentication/Logout Requests = Yes for both
logon (SSO) and logout (SLO).
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How do I check whether signing enforcement is configured withinmy SAML app?

This varies depending on the SAML provider you are using. Some might not even offer this option.
AzureAD, ADFS, Okta, and PingFederate all support signing enforcement. It is critical the SAML admin
be aware of the capabilities of your SAML provider and its current configuration. Citrix support has no
control or visibility of this.

Where do I obtain a copy of the latest Service Provider (SP) signing certificate?

This certificate is provided by Citrix through the Citrix Cloud SAML metadata and is updated periodi‑
cally during the advertisement phase of the SP signing certificate rotation. This occurs at least once
a calendar year.

US, EU, and APS: https://saml.cloud.com/saml/metadata

JP: https://saml.citrixcloud.jp/saml/

GOV: https://saml.cloud.us/saml/metadata

When is it safe to remove the old Citrix Cloud SAML signing certificate if my SAML app supports
multiple verification certificates?

Only remove the old Citrix Cloud signing certificate after the certificate rotation date and time given
in the email and Citrix Cloud admin console notification.

Usemetadata exchange to automatically update the SAML Provider with the latest
Citrix Cloud SP SAML Signing Certificate

Using SAML metadata exchange, the SAML provider consumes the Citrix Cloud SAML metadata auto‑
matically by monitoring the metadata URL, such as https://saml.cloud.com/saml/metadata. If your
SAML provider supports SAML metadata exchange, then the SP signing certificate might already be
updated automatically.
Verify that your SAML provider supports metadata exchange. Afterward, you can verify whether the
update has occurred before the current SAML signing certificate expires.
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Important

There is a large amount of variation regarding the SAML features that each third‑party SAML
provider supports. It is the Citrix Cloud administrator’s responsibility to know and understand
the capabilities and requirements of theSAMLprovider youareusing. This is necessary to ensure
that both the Citrix Cloud SAML connection configuration (SP) and SAML provider (IdP) configu‑
rationmatch. Refer to your SAMLprovider’s documentation to determine if it supports signature
verification and whether SAML requests and responses need to be signed.

Manually update the SAML Provider with the latest Citrix Cloud SP SAML Signing
Certificate

Important

SP Certificate rotation must be done every time a new certificate is published from Citrix Cloud
otherwise SAML logon will be impacted and you will incur downtime.

1. Acquire the latest SAML metadata from Citrix Cloud by viewing your current SAML connection
within Identity and Access Management, click Authentication, select SAML Connection and
click View.
The following image is an example of what this file might look like for Citrix Cloud regions such
as US, EU and APS:

https://saml.cloud.com/saml/metadata
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In this metadata XML file example, there are two x509 Citrix Cloud SAML signing certificates.

2. It is possible to extract the x509 certificate from the metadata by uploading the XML file to a
third‑party tool or providing the metadata URL.

3. Navigate to https://www.rcfed.com/SAMLWSFed/MetadataCertificateExtract

4. Enter the SAMLmetadata URL that corresponds to your Citrix Cloud customer region:

• US, EU and APS: https://saml.cloud.com/saml/metadata
• JP: https://saml.citrixcloud.jp/saml/metadata
• GOV: https://saml.cloud.us/saml/metadata

Download the SAML signing certificate from https://www.rcfed.com/SAMLWSFed/MetadataCe
rtificateExtract.
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5. Upload the newly extractedCitrix CloudSPSAML certificate to your SAMLprovider. This process
will be different for every SAML provider. Verify the proper SP signing certificate rotation proce‑
dure using your specific SAML provider documentation.

Depending on your SAML provider, the existing SAML signing certificate might need to be re‑
placedby the newone. In some cases, the SAMLprovidermight supportmultiple SP signing cer‑
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tificates at the same time, thus only uploading the new one will be enough. It is recommended
you remove the old certificate once it has expired.

Upload a replacement Citrix Cloud SAML signing certificate to your Azure Active
Directory SAML application

Before configuring the Azure Active Directory SAML app, see SAML Request Signature Verification for
more information.

1. Navigate to Azure Active Directory, select Enterprise Applications and click Your SAML App.

2. Locate the SAML certificates section within the SAML application.

3. SelectUpload Certificate and upload the replacement Citrix Cloud SAML signing certificate ob‑
tained from the SAMLmetadata.
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Note:

AzureActiveDirectorySAMLappscanhavemultiple signingverificationcertificates configuredso
it is possible to upload a replacement certificate long before the current certificate has expired.
The following screenshot shows two valid certificates. One of the certificates is due to expire
in the near future. Provided at least one of the uploaded certificates is valid and has not yet
expired, a SAML login to Citrix Workspace and Citrix Cloud will continue to succeed and you will
not experience an outage.
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Important:

Do not remove the existing verification certificate until after the SAML rotation date and time
given in the email and Citrix Cloud admin console notification has passed. The new Citrix Cloud
certificate becomes active only on the date and time given within those two notifications.

Upload a replacement Citrix Cloud SAML signing certificate to your Okta SAML application

Okta does not supportmultiple SP SAML signing certificates at the same time. You have no choice but
to overwrite the existing Citrix Cloud SP signing certificate you are currently using with the new one.
It is recommended you do this in a scheduled maintenance window.

1. Navigate to Applications, select Applications and search for your Okta SAML App

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 340



Citrix Cloud

2. From General, navigate to SAML Settings, click Edit, select Configure SAML, select Show Ad‑
vanced Settings, and click Signature Certificate in order to upload a replacement. Okta does
not display the current Citrix Cloud SAML signing certificate in the upload UI. It will only display
the replacement certificate after this has been uploaded.

3. SelectSignatureCertificate, clickBrowseFiles andupload the replacementCitrix CloudSAML
signing certificate obtained from the Citrix Cloud SAMLmetadata.
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Important

Do not overwrite the existing verification certificate until the SAML rotation date and time given
in the email and Citrix Cloud admin console notification. The new Citrix Cloud certificate only
becomes active on the date and time given within those two notifications.

Configure ADFS as a SAML provider for workspace authentication

January 31, 2024

Author:
Mark Dear

This article describes how to configure the relying party trust that Citrix Cloud requires for signing in
to Citrix Workspace or Citrix Cloud using SAML.

After you complete the steps in this article, you can configure the SAML connection between your
ADFS server and Citrix Cloud as described in Connect SAML as an identity provider in Citrix Cloud. For
guidance for entering the correct ADFS values for your SAML connection, see SAML configuration in
Citrix Cloud in this article.
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Prerequisites

The instructions in this article assume that you have an operating ADFS server deployment with Cit‑
rix FAS in your environment. Citrix FAS is required to provide single sign‑on to VDAs during session
launch.

For more information, refer to the following articles:

• Citrix FAS documentation:

– Install and configure
– ADFS deployment

• Citrix Tech Zone: Reference Architecture: Federated Authentication Service

Configure a relying party trust for Citrix Cloud

1. From the AD FSmanagement console, expand the AD FS node in the left pane.

2. Right‑click Relying Party Trust and select Add Relying Party Trust.

The Add Relying Party Trust wizard appears.

3. Select Claims aware and then selectNext.

4. In Federation metadata address, enter https://saml.cloud.com/saml/metadata.
xml. SelectNext.
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5. For the display name, enter CitrixCloudProd. SelectNext.

6. For the access control policy, select Permit everyone. SelectNext.

7. On the Ready to Add Trust screen, selectNext.

8. On the Finish screen, select Configure claims issuance policy for this application. Select
Next.
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9. Right‑click the newly‑created relaying party trust and select Edit Claim Issuance Policy.

10. Click Add Rule and then select Send LDAP Attributes as Claims. SelectNext.

11. In Claim rule name, enter CitrixCloud.

12. In Attribute store, select Active Directory.

13. Under Mapping of LDAP attributes to outgoing claim types, add the following LDAP attrib‑
utes, exactly as shown:

LDAP attribute Outgoing Claim Type

User‑Principal‑Name Name ID

User‑Principal‑Name cip_upn

E‑Mail‑Addresses cip_email

objectSID cip_sid

objectGUID cip_oid

Display‑Name displayName

Given‑Name firstName

Surname lastName
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14. Select Finish.

Modify a Citrix Cloud relying party trust using PowerShell

If you’ve configured your ADFS server using the default “out of the box”configuration, the steps in
this section enable you to update it so it meets the Citrix‑recommended configuration. This task is
required to resolve an issue where SAML Single Logout from Citrix Cloud or Citrix Workspace fails if
the nameidentifier attribute isn’t included in the claim rule set or isn’t the first SAML attribute
in the claim rule set.

Note:

You don’t need to perform this task if you created your claim rule set using the steps in Configure
a relying party trust for Citrix Cloud in this article.

To complete this task, you replace the existing rule setwith a newclaim rule set usingPowerShell. The
ADFSmanagement console doesn’t support this type of operation.
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1. On the ADFS server, locate the PowerShell ISE. Right‑click and select Run as administrator.

2. Back up your existing ADFS claim rules to a text file:

1 Get-ADFSRelyingPartyTrust -name "CitrixCloudStaging" | Select-
Object -ExpandProperty IssuanceTransformRules | Out-File "$env:
USERPROFILE\desktop\claimrulesbackup.txt"

2 <!--NeedCopy-->

3. Download the claimrules.txt file that Citrix provides at https://github.com/citrix/sample‑script
s/tree/master/citrix‑cloud.

4. Copy the claimrules.txt file to your desktop.

5. Import the required claim rules using the claimrules.txt file:

1 Set-ADFSRelyingPartyTrust -Name "CitrixCloudProd" `
2 -MetadataUrl "https://saml.cloud.com/saml/

metadata" `
3 -AutoUpdateEnabled $True `
4 -IssuanceTransformRulesFile "$env:

USERPROFILE\desktop\claimrules.txt" `
5 -SignedSamlRequestsRequired $True `
6 -SamlResponseSignature "MessageAndAssertion"

`
7 -Enabled $True
8 <!--NeedCopy-->

Update SAML signing settings for the relying party trust using PowerShell

By default, ADFS relying party trusts have the following settings:

• EncryptClaims: True
• SignedSamlRequestsRequired: False
• SamlResponseSignature: AssertionOnly

For increased security, Citrix recommends using signed SAML requests for both Single Sign‑on (SSO)
and Single Logout. This section describes how to update the signing settings of an existing relying
party trust using PowerShell so they meet the Citrix‑recommended configuration.

1. Obtain the current RelyingPartyTrust configuration on your ADFS server.

1 Get-ADFSRelyingPartyTrust -TargetName "CitrixCloudProd"
2 <!--NeedCopy-->

2. Update the CitrixCloudProd relying party trust settings.

1 Set-ADFSRelyingPartyTrust -Name "CitrixCloudProd" `
2 -SignedSamlRequestsRequired $True `
3 -SamlResponseSignature "MessageAndAssertion"
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4 <!--NeedCopy-->

3. Contact Citrix Support and request to activate the authentication feature EnableSamlLogout‑
SigningAndPost on your Citrix Cloud customer. This causes Citrix Cloud to send SAML Single
Logout requests as signedPOST requests insteadof unsignedRedirect requestswhenusers sign
out of Citrix Workspace or Citrix Cloud. Sending signed POST requests is required if the SAML
provider requires signed requests for Single Logout and rejects unsigned redirects.

SAML configuration in Citrix Cloud

Whenyou configure theSAML connection inCitrix Cloud (as described in AddSAMLprovidermetadata
to Citrix Cloud), you’ll enter the values for ADFS as follows:

In this field in Citrix Cloud Enter this value

Entity ID https://adfs.YourDomain.com/adfs/
services/trust, where YourDomain.com
is your ADFS server domain.

Sign Authentication Request Yes

SSO Service URL https://adfs.YourDomain.com/adfs/
ls, where YourDomain.com is your ADFS
server domain.

Binding Mechanism HTTP Post

SAML Response Sign Either Response Or Assertion

Authentication Context Unspecified, Exact

Logout URL https://adfs.YourDomain.com/adfs/
ls, where YourDomain.com is your ADFS
server domain.

Sign in to workspaces with SAML using custom domains

November 9, 2023

Author:
Mark Dear
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If you’ve configured a custom domain in Citrix Workspace (for example, https://workspaces.
yourdomain.com), additional configuration in Citrix Cloud and your SAML provider might be re‑
quired, depending on the SAML sign‑in scenarios that you want to support in Citrix Cloud.

Youmight need a pair of SAML applications for this configuration. Citrix Cloud requires different SAML
service provider (SP) endpoints, depending on whether the SAML application uses the cloud.com or
workspaces.yourdomain.com URLs to perform the sign‑in operation.

Formore information about configuring customdomains in CitrixWorkspace, see Configure a custom
domain in the Citrix Workspace product documentation.

Considerations for deploying one or two SAML applications

To determine whether you need to deploy a single or dual SAML application solution, identify which
combination of SAML sign‑in scenarios you need your SAML provider to support.

The following sign‑in scenarios share the same SAML application (SAML App 1) by default:

• SAML authentication for Citrix Workspace where the Workspace sign‑in URL for your region
(cloud.com, citrixcloud.jp, cloud.us) is configured in your SAML provider as the SP Entity ID.

• SAML authentication for Citrix Cloud using your unique sign‑in URL (for example, https://
citrix.cloud.com/go/mycompany). In this scenario, administrators are authenticated
to Citrix Cloud using SAML, based on their Active Directory (AD) groupmembership.

Adding SAML authentication for users through a custom domain (for example, https://
workspaces.mycompany.com) that you configure in Workspace Configuration requires a
second SAML application (SAML App 2).

The following table lists the supported combinations of SAML sign‑in scenarios and the requiredSAML
apps.

Sign in to
Workspace with
Workspace URL

Sign in to
Workspace with
custom domain
URL

Sign in to Citrix
Cloud using SAML
sign‑in URL

SAML App 1
required?

SAML App 2
required?

Yes No No Yes ‑ Use
cloud.com SAML
endpoints

No

No Yes No Yes ‑ Use custom
domain SAML
endpoints

No
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Sign in to
Workspace with
Workspace URL

Sign in to
Workspace with
custom domain
URL

Sign in to Citrix
Cloud using SAML
sign‑in URL

SAML App 1
required?

SAML App 2
required?

No No Yes Yes ‑ Use
cloud.com SAML
endpoints

No

Yes No Yes Yes ‑ Use
cloud.com SAML
endpoints

No

No No Yes Yes ‑ Use the
cloud.com SAML
endpoints

Yes ‑ Use custom
domain SAML
endpoints

Yes Yes Yes Yes ‑ Use
cloud.com SAML
endpoints

Yes ‑ Use custom
domain SAML
endpoints

Single SAML application configuration

1. In Citrix Cloud, go toWorkspace Configuration > Access and configure a custom domain. For
more information, see Configure a custom domain.

2. In your SAML provider’s management console, configure a single SAML application using the
custom domain as the SP endpoints.

3. Download the SAML signing certificate for the SAML application. In a later step, you upload this
certificate to Citrix Cloud.

4. For the Entity ID, ensure https://saml.cloud.com is entered. Depending on your SAML
provider, this setting might be labeled Audience instead. For all other endpoints, replace
https://saml.cloud.com with the Workspace custom domain that you configured in
Step 1.

The following example illustrates the endpoint configuration forOkta, whereAudienceRestric‑
tion contains the Entity ID value:
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The following example illustrates the endpoint configuration for OneLogin, where Audience
contains the Entity ID value:

5. In Citrix Cloud, go to Identity and Access Management > Authentication and configure the
SAML connection.
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6. Go toWorkspace Configuration > Authentication and select SAML 2.0.

7. Go to Workspace Configuration > Custom Workspace URL > Edit and select Use only the
custom domain.

8. Select Save to save your changes.

9. To test the configuration, sign in to CitrixWorkspace using your customWorkspaceURL (https
://workspaces.mycompany.com).

Dual SAML application configuration

1. In Citrix Cloud, go toWorkspace Configuration > Access and configure a custom domain. For
more information, see Configure a custom domain.

2. In your SAML provider’s management console, configure two SAML applications. Configure
these applications identically, including identical signing settings for SSO and SLO requests,
binding type, and logout settings. If the configurations in these SAML applications don’tmatch,
you might experience differences in sign‑in and logout behavior when switching between your
Workspace URL and your Workspace custom domain.

3. In the first SAML application, configure the following SP endpoints:

• Entity ID: https://saml.cloud.com
• Assertion Consumer Service: https://saml.cloud.com/saml/acs
• Logout: https://saml.cloud.com/saml/logout/callback

The following example shows this endpoint configuration in the Okta management console:

4. In the second SAML application, configure the following SP endpoints. Use your Workspace
custom domain only for the Assertion Consumer Service and Logout endpoints.

• Entity ID: https://saml.cloud.com
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• Assertion Consumer Service: https://workspaces.mycompany.com/saml/acs
• Logout: https://workspaces.mycompany.com/saml/logout/callback

The following example shows this endpoint configuration in the Okta console. Note that Audi‑
ence Restriction contains the Entity ID value.

5. Download the SAML signing certificates for both SAML applications. You upload these to Citrix
Cloud in a later step.

6. In the Citrix Cloudmanagement console, configure a SAML connection:

a) From the Citrix Cloudmenu, select Identity and Access Management.
b) On the Authentication tab, locate SAML 2.0, click the ellipsis button, and select Connect.
c) On the Configure SAML page, enter the details of the first SAML application that you cre‑

ated in Step 2.

7. Configure Citrix Workspace to use the new SAML connection:

a) From the Citrix Cloudmenu, selectWorkspace Configuration.
b) On the Authentication tab, select SAML 2.0.

8. On the Access tab, in CustomWorkspace URL, select Edit.

9. On the Configure for SAML page, select Use both customer.cloud.com URL and custom do‑
main URL.

10. Enter the following information:

• In Identity Provider Entity ID for custom domain, enter the Entity ID from the second
SAML application that you created in Step 2.

• In SSO service URL for custom domain, enter the SSO URL from the second SAML appli‑
cation.

• In Logout URL for customdomain, enter the SLOURL from the second SAML application.
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• In Identity Provider Signing Certificate for custom domain, upload the SAML signing
certificate from the second SAML application.

11. Select Save to save your changes.

View the SAML connection details

After configuration, go to Identity and Access Management > Authentication. In SAML 2.0, select
Select SAML Provider > View from the ellipsis menu. The SAML Configuration page displays pairs of
SAML endpoints configured for Entity ID, SSO URL, and Logout URL.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 354



Citrix Cloud

All other SAML configuration settings apply to both the first and second SAML applications that you
created.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 355



Citrix Cloud

Verify sign‑ins to Citrix Workspace

To verify the sign‑in and logout behavior you configured, perform the following tests:

• Sign in to Citrix Workspace using yourWorkspace URL (https://mycompany.cloud.com)
and your SAML provider.

• Sign in to Citrix Workspace using your Workspace custom domain (https://workspace.
mycompany.com) and your SAML provider.

• Sign in to Citrix Cloud using your unique sign‑in URL (https://citrix.cloud.com/go/
mycompany) and your SAML provider.

Configure Okta as a SAML provider for workspace authentication

February 27, 2024

Author:
Mark Dear

This article describes the required steps for configuring anOkta SAML application and the connection
between Citrix Cloud and your SAML provider. Some of these steps describe actions that you perform
in your SAML provider’s administration console.

Prerequisites

Before you complete the tasks in this article, ensure that you’ve met the following prerequisites:

• Citrix Support has enabled the SendNameIDPolicyInSAMLRequest feature in Citrix Cloud.
This feature is enabled upon request. For more information about these features, see Required
cloud features for SAML using Okta.

• You have an Okta organization that uses one of the following Okta domains:

– okta.com
– okta‑eu.com
– oktapreview.com

• You have synchronized your Active Directory (AD) with your Okta organization.
• Sign Authentication Requests is enabled in your Okta organization.
• Identity Provider Single Logout (SLO) is configured within both Citrix Cloud and Okta SAML
applications. When SLO is configured, and the end user signs out of Citrix Workspace, they also
sign out of Okta and all other service providers that share the Okta SAML application.

• Identity Provider Sign Logout (SLO) Requests is enabled within Citrix Cloud.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 356



Citrix Cloud

• Identity Provider Logout Binding (SLO) is HTTPPost within Citrix Cloud.

Required cloud features for SAML using Okta

Before you complete the tasks in this article, you must contact Citrix Support to enable the Send‑
NameIDPolicyInSAMLRequest feature. This feature enables Citrix Cloud to supply the NameID pol‑
icy as Unspecified in the SAML request to your SAML provider. This feature is enabled for use with
Okta only.

You can request these features by signing in to your Citrix account and opening a ticket through the
Citrix Support web site.

Requirements

This article includes a task in which you create a SAML application in the Okta Admin console. This
application requires a SAML signing certificate for your Citrix Cloud region.
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Important:

The signing certificate must be encoded in PEM format. Citrix Cloud doesn’t accept signing cer‑
tificates in other encoding formats.

You canextract this certificate from theCitrix CloudSAMLmetadata for your regionusing anextraction
tool such as the one located at https://www.rcfed.com/SAMLWSFed/MetadataCertificateExtract.
Citrix recommends acquiring the Citrix Cloud SAML certificate beforehand so you can supply it when
needed.

The steps in this section describe how to acquire the signing certificate using the extraction tool at
https://www.rcfed.com/SAMLWSFed/MetadataCertificateExtract.

To acquire the Citrix Cloudmetadata for your region:

1. In the extraction tool of your choice, enter the metadata URL for your Citrix Cloud region:

• For EuropeanUnion, UnitedStates, andAsiaPacific‑South regions, enterhttps://saml
.cloud.com/saml/metadata.

• For the Japan region, enter https://saml.citrixcloud.jp/saml/metadata.
• For the Citrix Cloud Government region, enter https://saml.cloud.us/saml/
metadata.

2. Click Load. The extracted certificate appears below the URL that you entered.

3. Click Download to download the certificate in PEM format.

Sync accounts with the Okta AD agent

TouseOktaas aSAMLprovider, youmust first integrate youron‑premisesADwithOkta. Todo this, you
install the Okta AD agent in your domain and add your AD to your Okta organization. For guidance for
deploying the Okta AD agent, see Get startedwith Active Directory integration on the Okta web site.

Afterward, you import yourADusersandgroups toOkta. When importing, include the followingvalues
associated with your AD accounts:

• Email
• SID
• UPN
• OID

To synchronize your AD users and groups with your Okta organization:

1. Install and configure theOktaADagent. For complete instructions, refer to the followingarticles
on the Okta website:
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• Install the Okta Active Directory agent
• Configure Active Directory import and account settings
• Configure Active Directory provisioning settings

2. Add your AD users and groups to Okta by performing amanual import or an automated import.
For more information about Okta import methods and instructions, refer to Manage Active Di‑
rectory users and groups on the Okta website.

Configure an Okta SAML application for workspace authentication

1. Sign in to your Okta organization using an administrator account with permissions to add and
configure SAML applications.

2. In the Admin console, select Applications > Applications > Create App Integration and then
select SAML 2.0. SelectNext.

3. In App Name, enter a friendly name for the application. SelectNext.
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4. In the SAML Settings section, configure the Citrix Cloud Service Provider (SP) connection:

a) In Single sign‑on URL, enter the URL that corresponds to the Citrix Cloud region for your
Citrix Cloud customer:

• If your customer ID is in the European Union, United States, or Asia Pacific‑South re‑
gions, enter https://saml.cloud.com/saml/acs.

• If your customer ID is in the Japan region, enter https://saml.citrixcloud.
jp/saml/acs.

• If your customer ID is in the Citrix Cloud Government region, enter https://saml
.cloud.us/saml/acs.

b) SelectUse this for Recipient and Destination URL.

c) In Audience URI (SP Entity ID), enter the URL that corresponds to the Citrix Cloud region
for your Citrix Cloud customer:

• If your customer ID is in the European Union, United States, or Asia Pacific‑South re‑
gions, enter https://saml.cloud.com.

• If your customer ID is in the Japan region, enter https://saml.citrixcloud.
jp.

• If your customer ID is in the Citrix Cloud Government region, enter https://saml
.cloud.us.

d) InName IDFormat, selectUnspecified. TheNameIDpolicy that Citrix Cloud sendswithin
the SAML request must match the NameID format specified within the Okta SAML applica‑
tion. If these itemsdon’tmatch, enablingSignAuthenticationRequest results in anerror
from Okta.
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e) In Application username, selectOkta username.

As an example of this configuration, the following image illustrates the correct configura‑
tion for US, EU, and Asia Pacific‑South regions:

Important:

The Name ID setting must be configured as Unspecified. Using a different value for
this setting causes the SAML sign‑in to fail.

f) Click Show Advanced Settings and configure the following settings:

• In Response, select Signed.
• In Assertion Signature, select Signed.
• In Signature Algorithm, select RSA‑SHA256.
• In Assertion Encryption, selectUnencrypted.

g) InSignatureCertificate, upload theSAMLsigningcertificate for yourCitrixCloud region in
PEM format. For instructions for acquiring the SAML signing certificate, see Requirements
in this article.

h) In Enable Single Logout, select Allow application to initiate Single Logout.

i) In Single Logout URL, enter the URL that corresponds to your Citrix Cloud region:

• For European Union, United States, and Asia Pacific‑South regions, enter https://
saml.cloud.com/saml/logout/callback.
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• For the Japan region, enter https://saml.citrixcloud.jp/saml/saml/
logout/callback.

• For Citrix Cloud Government, enterhttps://saml.cloud.us/saml/logout/
callback.

j) In SP Issuer, enter the value that you entered earlier in AudienceURI (SP Entity ID) (Step
4c of this task).

k) In Signed Requests, select Validate SAML requests with signature certificates.

The following image illustrates the correct configuration for US, EU, and Asia Pacific‑South
regions:
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l) For all remaining advanced settings, accept the default values.
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5. Under Attribute Statements (optional), enter the values for Name, Name format, and Value
as shown in the following table:

Name Name format Value

cip_email Unspecified user.email

cip_upn Unspecified user.cip_upn

cip_oid Unspecified user.cip_oid

cip_sid Unspecified user.cip_sid

displayName Unspecified user.displayName

firstName Unspecified user.firstName

lastName Unspecified user.lastName
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6. SelectNext. The Okta configuration statement appears.

7. In Are you a customer or partner?, select I’man Okta customer adding an internal app.
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8. In App type, select This is an internal app that we have created.

9. Select Finish to save your configuration. The profile page for your SAML application appears
and displays the contents of the Sign On tab.

After configuration, select the Assignments tab and assign users and groups to the SAML applica‑
tion.

Licensing for Citrix Cloud

November 8, 2023

Citrix Cloud provides license and usage monitoring for certain cloud services. As well, license and
usage monitoring is available for on‑premises deployments where Citrix License Server is registered
with Citrix Cloud.

Licensing for enterprise customers

Enterprise customers canmonitor license assignments and usage for supported cloud services by se‑
lecting Licensing from the Citrix Cloudmenu.
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For more information about enterprise license and usage monitoring for cloud services, see Monitor
licenses and active usage for cloud services.

Licensing for on‑premises deployments

Enterprise customerswith anon‑premises deployment of Citrix Virtual Apps andDesktops canuseCit‑
rix Cloud to stay abreast of licenses and usage for both User/Device and Concurrent licensingmodels.
By registering Citrix License Server with Citrix Cloud, customers can use the Licensed Deployments
page in Citrix Cloud for the following tasks:

• Monitor the reporting status of registered license servers
• View license assignments and usage trends for deployments that use the User/Device licensing
model.

• View peak license usage trends for deployments that use the Concurrent licensing model.

Formore information about license and usagemonitoring for on‑premises Virtual Apps and Desktops
deployments, see Monitor licenses and usage for on‑premises deployments.
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Licensing for Citrix Service Providers (CSP)

Citrix Service Providers can use the following tools to understand and report on product licenses and
usage:

• License Usage Insights is a free service in Citrix Cloud that collects and aggregates product us‑
age information across single‑tenant and multitenant customers. For more information, see
Licensing for Citrix Service Providers.

• The Licensing feature in Citrix Cloud enables customers of CSPs to monitor their licenses and
usage for supported Citrix DaaS (formerly Citrix Virtual Apps and Desktops service) products.
CSPs can sign inunder their customer’sCitrix Cloudaccount to viewandexport this information
as well. For more information, see the following articles:

– Customer license and usage monitoring for Citrix DaaS
– Customer license and usage monitoring for Citrix DaaS Standard for Azure

Monitor licenses and active usage for cloud services

September 21, 2023

Licensing in Citrix Cloud enables you to stay on top of license consumption for the cloud services you
have purchased. Using the summary and detail reports, you can:

• View license availability and assignments at a glance
• View daily andmonthly active usage trends for applicable cloud services
• Drill down to see individual license assignment details and usage trends
• Export license usage data to CSV

To view licensing data for your cloud services, select Licensing from the console menu.
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Note:

This article covers Licensing features that are common to all supported Citrix Cloud services.
Some aspects of Licensing might be different, depending on the service (for example, license
assignment). For more information about licenses and usage for each service, see the following
articles:

• Monitor licenses and active usage for Citrix DaaS (User/Device)
• Monitor licenses and peak usage for Citrix DaaS andCitrix DaaS Standard for Azure (Concur‑
rent)

• Monitor licenses and active usage for Citrix DaaS Standard for Azure (User/Device only)
• Monitor licenses and active usage for Endpoint Management service
• Monitor bandwidth usage for Gateway service
• Monitor licenses and usage for Secure Private Access
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Supported regions and cloud services

Licensing is available for supported services in the US, EU, and Asia Pacific South regions only.

Licensing is supported for the following cloud services:

• Citrix DaaS (User/Device and Concurrent licensing models) ‑ formerly Citrix Virtual Apps and
Desktops service

• Citrix DaaS Standard for Azure (User/Device licensing model) ‑ formerly Citrix Virtual Apps and
Desktops Standard for Azure

• Endpoint Management
• Gateway
• Secure Private Access (formerly Secure Workspace Access)

Multi‑type licensing for Citrix DaaS

Licensing in Citrix Cloud supports multi‑type licensing for Citrix DaaS. If both User/Device and Con‑
current licensingmodels are introduced into a single Citrix Cloud account, Citrix Cloud shows license
usage under each licensing mode in the Licensing console page.

Citrix recommends setting upmulti‑type licensing at the site and delivery group levels before review‑
ing the Licensing page. Otherwise, the correct information might not appear. For instructions, see
Multi‑type licensing in the Citrix DaaS documentation.

If the Licensing console page doesn’t display the correct multi‑type license usage after successfully
using the Web Studio or PowerShell setupmethods, you have the following options:

• Wait 30 days and release any unused licenses.
• Contact Citrix Customer Service.

License assignment

In general, users are assigned a license upon first use of the cloud service. Some servicesmight assign
licenses differently based on the licensing model they use. For more information about how licenses
are assigned for each service, see the Licensing articles referenced at the top of this article.
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Licensing summary and details

The Licensing summary provides an at‑a‑glance view of the following information for each supported
service:

• Percentage of total purchased licenses assigned. As the percentage approaches 100%, the per‑
centage goes from green to yellow. If the percentage exceeds 100%, the percentage turns red.

• The ratio of assigned licenses to purchased licenses and the number of available licenses re‑
maining.

• The time remaining before the cloud service subscription expires. If the subscription expires
within the next 90 days, a warning message appears.

For some services, this summary might include additional information such as active use. For more
information about service‑specific details, see the Licensing articles referenced at the top of this arti‑
cle.

Usage trends and license activity

For a detailed view of your cloud service licenses, click ViewUsage Details. You can then see a break‑
down of usage trends and consumers of cloud service licenses.
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This breakdown includes varying information, depending on the cloud service. Formore information
about service‑specific usage trends and license activity, see the Licensing articles referenced at the
top of this article.

Release assigned licenses

In general, an assigned license is eligible for release if the consumer hasn’t used the cloud service for
30 consecutive days. When a license is released, the number of remaining licenses increases and the
number of assigned licenses decreases accordingly.

For some services, releasing licenses might be different, depending on the licensing model used. For
more information about releasing licenses for a specific service, see the Licensing articles referenced
at the top of this article.

FAQ

• DoesCitrixpreventcloudserviceusage if assigned licensesexceedpurchased licenses? No,
Citrix does not prevent any service launches if you overuse your cloud license amount. License
Usage provides information for understanding your cloud license usage, so Citrix expects that
you will monitor your license assignments and stay within your purchased license amount. If,
at any point, you believe that you are going to overuse your service, Citrix encourages you to
contact your sales representative to discuss your licensing requirements.

• What licensing information is being captured? Currently, only license informationassociated
with user logins is captured.

• Is multi‑type licensing supported with Citrix DaaS (for example, using both User/Device
and Concurrent Usermodels)? Yes. See Multi‑type licensing in this article for additional infor‑
mation.

• Ismulti‑edition licensing supported for Citrix DaaS? For example, can I use both Premium
and Advanced editions on the sameCitrix Cloud account? No, this use case is not supported.
A Citrix DaaS site can be licensed for only one edition. If you want to use multiple Citrix DaaS
instances on the same Citrix Cloud account, they must be the same edition.

• What is the difference between Monitor reporting (in Director) vs Concurrent licensing
insights? The Monitor report and explanation of concurrent sessions provides a different in‑
terpretation and metric than a measure of concurrent licenses in use. In most cases, using the
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number of concurrent sessions within Director as a representation or forecast of peak concur‑
rent licenses in use greatly overstates the number of concurrent licenses needed. Do not use
the Monitor report in Director as a substitute for a report on concurrent license usage. The two
main differences between the reporting tools are:

– Sampling Time Length: Licensing has a five‑minute sampling period. Every fiveminutes,
Citrix Cloud counts the unique devices currently connected to the service. All the five‑
minute sampling periods are aggregated to determine peak usage in a 24‑hour, monthly,
and contract length period. TheMonitor report in Director can show intervals of up to two
hours depending on how the report is run.

– Uniqueness: Licensing looks for uniqueness amongst devices when sessions are
launched. The Monitor report does not account for unique devices.

• *After migrating users to a new instance of a cloud service (for example, I changed the domain
name for my organization), why are my licenses in‑use counted twice for the same users?‑ Citrix
Cloud uses the User Principle Name (UPN) to count unique users. If a user accessed the cloud
service before and after the migration occurred, Citrix Cloud captures two unique UPNs for the
user, each with a different domain name. Therefore, Citrix Cloud counts the same user twice.
You can release the older license assignment after 30 days, assuming the user doesn’t access
the service under the old domain name. Citrix does not prevent any service launches if you
overuse your cloud license amount.

• *Why am I seeing duplicate licenses for the same user or device?‑ This is by design of the Work‑
space app for HTML5 and locally‑installed Workspace app. Launches through Workspace app
for HTML5 consume a User/Device license. As well, launches through locally‑installed Work‑
space app consume a User/Device license. So, if a user launches apps through Workspace app
for HTML5 and then launches through a locally‑installed version of Workspace app later, Citrix
Cloud shows that the user consumed two licenses. This behavior doesn’t affect user connectiv‑
ity, but can result in inflated device license usage reports in the Licensing console. Citrix does
not prevent any service launches if you overuse your cloud license amount.

Monitor licenses and active usage for Citrix DaaS (User/Device)

October 26, 2023

This article describes how you can manage cloud service license assignments and monitor active us‑
age using the Licensing console in Citrix Cloud.

If you purchased Citrix Azure Consumption Fund to use with your service deployment, see Monitor
Citrix Managed Azure resource consumption for Citrix DaaS for more information.
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License assignment

Citrix Cloud assigns a licensewhen a unique user or unique device launches an app or desktop for the
first time.

Domain name truncation

If you host multiple domains and have users with similar accounts in those domains (for example,
johnsmith@company.com and johnsmith@mycompany.com), you can allow Citrix Cloud to
ignore the account domain and consider only the user name of the account (for example, johnsmith).
This process is known as domain name truncation. By default, domain name truncation is disabled.

Whendomain name truncation is enabled, Citrix Cloud’s calculation of uniqueusers changes. Instead
of countingjohnsmith@company.com andjohnsmith@mycompany.com as twouniqueusers,
Citrix Cloud counts only johnsmith as a unique user. This calculation change affects the following
Licensing data:

• License assignment
• Active use
• License usage trends over time
• Licenses eligible for release

Thesechanges in licensingdataarealso reflectedwhenyouexportdata toaCSV file fromtheLicensing
console.

Note:

If you host multiple domains with similar accounts where the user name is slightly differ‑
ent (for example, an individual user has the accounts johnsmith@company.com and
jsmith@newcompany.com), domain name truncation has no effect on Citrix Cloud’s calcu‑
lations. Citrix Cloud still counts johnsmith and jsmith as unique users even if they belong to the
same individual.

Enable or disable domain name truncation

By default, domain name truncation is disabled. Domain name truncation has an effect on your
User/Device usage data from the moment you enable or disable the feature. For example, if you en‑
able domain name truncation in a given month, the data that Citrix Cloud records in that month is
affected. However, historical data for previousmonths, when the feature was disabled, remains unaf‑
fected. Likewise, if you disable domain name truncation in a given month, the data that Citrix Cloud
records in that month is affected. However, historical data for the months when the feature was en‑
abled remains intact.
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To enable or disable domain name truncation:

1. Click the toggle near the top‑right of the Licensing console.

2. When prompted to confirm your action, select Yes, I understand.

Licensing summary

The Licensing summary provides an at‑a‑glance view of the following information:

• Percentage of total purchased licenses that have been assigned. As the percentage approaches
100%, the percentage goes from green to yellow. If the percentage exceeds 100%, the percent‑
age turns red.

The quantity of total purchased licenses is the sum of licenses that have been purchased for
Citrix DaaS editions that use the User/Device licensing model.
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• The ratio of assigned licenses to purchased licenses and the number of available licenses re‑
maining.

• Active usage statistics on amonthly and daily basis:

– Monthly active use refers to the number of unique users or devices that have used the
service in the last 30 days.

– Daily active use refers to the number of unique users or devices that have used the service
in the last 24 hours.

• The time remaining before the cloud service subscription expires. If the subscription expires
within the next 90 days, a warning message appears.

Calculating assigned licenses and active use

To accurately reflect the User/Device licensing model for Citrix DaaS, Citrix Cloud counts the number
of unique users and unique devices that have used the service. To measure assigned licenses, Citrix
Cloud uses the lesser of these counts. To measure active use, Citrix Cloud uses each count as the
quantity of active users and active devices in a given period.

Example of calculating assigned licenses

If 100 unique users and 50 unique devices have used the service, Citrix Cloud uses the lesser number
(50) to determine the number of assigned licenses. The percentage of licenses used and the number
of available licenses are based on these 50 assigned licenses.

Example of calculating active use

If 10 unique users and 20 unique devices used the service in the last 30 days, Citrix Cloud determines
that monthly active use consists of 10 active users and 20 active devices. Likewise, if 30 unique users
and 15 unique devices were counted in the last 24 hours, Citrix Cloud determines that daily active use
consists of 30 active users and 15 active devices.

Usage trends

For adetailed viewof your licenses, clickViewUsageDetails at the far right of summary. You can then
see a breakdown of usage trends and individual users and devices that are consuming cloud service
licenses.
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TheUsage Trends section displays this breakdown as a graph.

On the License Assignment graph, pointing to a bar for a specificmonth or day shows you the follow‑
ing information:

• Total Licenses: Your total purchased licenses for the cloud service across all entitlements.
• AssignedUsers: The cumulative number of licenses assigned to users up to the currentmonth.
• Assigned Devices: The cumulative number of licenses assigned to devices up to the current
month. If this number seems particularly high for a given month, this could be the result of
app or desktop launches occurring through a web browser. To lower this number, Citrix recom‑
mends using a locally‑installed Workspace app.

• Newly Assigned: The number of new licenses thatwere assigned for eachmonth. For example,
a user accesses the cloud service for the first time in July and is assigned a license. This license
is counted as “Newly Assigned”for the month of July.

• Released: The number of eligible licenses that were released during each month. For exam‑
ple, if 20 licenses were eligible for release and you released 10 of them in July, the number of
released licenses shown for July is 10.

Intervals of time in which domain truncation is enabled are marked with an asterisk.
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On theActiveUse graph, you can viewactive users anddevices over theprevious calendarmonth and
calendar year, respectively. Pointing to a specific interval on the graph reveals the number of active
users or devices and the usage percentage.

License Activity

The License Activity section displays the following information:

• A list of the individual users who have assigned licenses, including associated devices.

• A list of the devices that have assigned licenses, including associated users.
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• The date when a license was assigned to the user or device.

You can also filter the list to show only licenses that are eligible for release. See To release assigned
licenses in this article.

Release assigned licenses

Whena license is assigned, the assignmentperiod is 90days and the connection to the service is estab‑
lished. If a user or device hasn’t launched an appor desktop for 90 days, these licenses are considered
as unused licenses and they are released by Citrix Cloud after 90 days. This process is automatedwith
no actions required by the administrator.

After the assignment period (90 days), the administrator is allowed to release the licenses manually
in the following scenarios only:

• The user is no longer associated with the company.
• The user is on an extended leave of absence.

The administrators can release the licenses for devices only when the devices are out of service.

Note:

• It is recommended to follow the automated process of releasing the Licenses. However if
the administrator intends to release the licenses before the 90‑day period apart from the
abovementioned reasons, thismight violate the Citrix EULA. Before performing this action,
contact Citrix.

• The administrator can manually release a single license through the UI. Alternatively, the
administrator can choose to release licenses using the cloud licensing API. For more infor‑
mation see, APIs to manage Citrix cloud licensing.
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Find releasable licenses

If the user or device hasn’t launched an app or desktop for 30 days, Citrix Cloud places the license in
releasable state. Releasable licenses appear in the Licensed Users or Licensed Devices list with a dark
gray checkbox that can be selected. Licenses that aren’t releasable displays a light gray checkbox
indicating that license cannot be selected.

The list that appears in the License Activity section displays up to 100 assigned licenses at a time. If
you have more than 100 licenses, use the page controls to move through the list.

To locate releasable licenses quickly, click Show only releasable licenses, next to the Release Li‑
censes button. This action hides assigned licenses that aren’t yet allowed to be released.

Select releasable licenses

Select the dark gray checkbox next to each license to select it for release. When you select a license
from the list, the Release Licenses button becomes active.

You can select all releasable licenses one‑by‑one and click Release Licenses.
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To release assigned licenses

1. Under License Activity, click the Licensed Users or Licensed Devices tab.
2. If needed, click Show releasable licenses to display only the users with licenses that are al‑

lowed to be released.
3. Select the users or devices you want to manage and then click Release Licenses.
4. Review the users or devices you’ve selected and then click Release Licenses.

Monitor licenses and peak usage for Citrix DaaS (Concurrent User)

September 21, 2023

This article describes the experience for managing Concurrent User licenses for Citrix DaaS only.

For information about User/Device licensing for Citrix DaaS, see Monitor licenses and active use for
Citrix DaaS (User/Device).

For information about User/Device and Concurrent User licensing for Citrix DaaS Standard for Azure,
see Monitor licenses and usage for Citrix DaaS Standard for Azure.

License assignment

Citrix Cloud assigns a license when a user launches an app or desktop on their device. When the user
logsoffordisconnects fromthe session, the license is no longer assigned. Because licenseassignment
can change depending on the number of devices accessing apps or desktops at any given time, Citrix
Cloud evaluates the number of licenses in use every five minutes.

For more information about the Concurrent User licensing model, see Concurrent license in the Li‑
censing product documentation.
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Licensing summary

The Licensing summary provides an at‑a‑glance view of the following information:

• Percentage of total purchased licenses currently in use when Citrix Cloud last evaluated the
licenses in use. Citrix Cloud calculates this percentage every five minutes based on unique de‑
vices with active connections to the service. The quantity of total purchased licenses is the sum
of licenses that have been purchased for Citrix DaaS editions that use the Concurrent User li‑
censing model.

• The ratio of currently assigned licenses to total purchased licenses and the number of available
licenses remaining. The Total figure shown in this ratio represents the total number of licenses
that are currently owned (as of the “Last Reported”date and time).

• Peakusage statistics. In calculatingpeak licenses inuse, Citrix Cloud retrieves the themaximum
number of licenses used in the following time periods:

– Last 24 hours: The maximum number of licenses used at one time during the last 24‑
period period.

– This Month: Themaximum number of licenses used at one time from the start of the cur‑
rent calendar month.

– All Time: The maximum number of licenses used at one time from the start of the sub‑
scription.

TheTotal figure shown for thesepeakusageperiods represents the total numberof licenses that
were owned at that point in time. If the total number of owned licenses increases or decreases,
and there’s a corresponding increase in assigned licenses, the Total figure changes to reflect
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the new number of owned licenses for that point in time. However, if there is no corresponding
usage peak, the Total figure does not change.

• Active use statistics. Citrix Cloud displays the total number of unique connections for the fol‑
lowing periods:

– Monthly: The total number of connections for the previous calendar month.
– Daily: The total number of connections for the previous 24 hours.
These figures are also represented as percentages of the total number of licenses owned
during these periods.

Calculating peak licenses in use

To accurately reflect the Concurrent User licensing model, Citrix Cloud counts the number of unique
devices accessing the service simultaneously every five minutes. If the count is greater than the cur‑
rent peakusagedisplayed, Citrix Clouddisplays the newpeakusagewith thedate and time that itwas
reached. If the count is less than the current peak usage, the current peak usage doesn’t change.

Important:

If you use Monitor in Director for information about concurrent sessions, be aware that the Mon‑
itor report provides a different interpretation of concurrent sessions and does not accurately re‑
flect the number of Concurrent User licenses in use. Formore information about the differences
between Monitor reports and Licensing reports, see the FAQ.

Calculatingmonthly active use

At the beginning of each month, Citrix Cloud takes a snapshot of the previous calendar month. Citrix
Cloud displays the total number of unique connections that occurred during that calendar month.

Calculating daily active use

At the same timeeachday, Citrix Cloud takesa snapshotof theprevious24hours. Citrix Clouddisplays
the total number of unique connections that occurred during that 24‑hour period.

Usage trends and license activity

For a historical view of your licenses, click View Usage Details.

TheUsage Trends section shows you the following information:

• License Assignment displays a chart of the following information:
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– Total Licenses: Your total purchased Concurrent User licenses.
– Peak Licenses In Use: Themaximumnumber of licenses assigned for the date range that
you select. By default, Citrix Cloud displays peak usage for each month in the current cal‑
endar year. To drill down to monthly or hourly peak usage, select the calendar month or
day you want to view from the drop‑downmenu.

If the date range you select isn’t yet finished, Citrix Cloud displays the current peak usage for
the latest interval of time. For example, if you drill down to view a calendar day that’s still in
progress, themaximumnumber of licenses is displayed for eachhour up to the currentmoment
in time. If themaximum number of licenses increases at the next five‑minute counting interval,
Citrix Cloud updates the peak usage for the current hour.

• Active Use displays a chart of the following information:

– Daily: The total number of connections for each day during the previous 30 days.
– Monthly: The total number of connections for each month during the previous calendar
year.

Pointing to an interval on the License Assignment or Active Use charts reveals the details for that
interval.

Release licenses

Concurrent User licenses are released automatically when users sign out or disconnect from their ses‑
sion. You don’t need to release these licenses manually.

Monitor licenses and usage for Citrix DaaS Standard for Azure

October 26, 2023
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This article describes the experience formanaging license assignments for both User/Device and Con‑
current User licensing models.

Citrix Azure Consumption Fund (User/Device only)

If you purchased Citrix Azure Consumption Fund to use with your service deployment, see Monitor
Citrix Managed Azure resource consumption for Citrix DaaS formore information about consumption
reporting for Citrix‑managed resources.

License assignment

User/Device licensing model: Citrix Cloud assigns a license when a unique user or unique device
launches a desktop for the first time.

Concurrent User licensingmodel: Citrix Cloud assigns a license when a user launches a desktop on
their device. When the user logs off or disconnects from the session, the license is no longer assigned.
Because license assignment can change depending on the number of devices accessing desktops at
any given time, Citrix Cloud evaluates the number of licenses in use every five minutes.

Formore information about the Concurrent licensingmodel, see Concurrent licenses in the Licensing
product documentation.

Calculating peak licenses in use

To accurately reflect the Concurrent licensing model, Citrix Cloud counts the number of unique de‑
vices accessing the service simultaneously every five minutes. If the count is greater than the current
peak usage displayed, Citrix Cloud displays the new peak usage with the date and time that it was
reached. If the count is less than the current peak usage, the current peak usage doesn’t change.

Domain name truncation

This feature is supported for theUser/Device licensing model only.

If you host multiple domains and have users with similar accounts in those domains (for example,
johnsmith@company.com and johnsmith@mycompany.com), you can allow Citrix Cloud to
ignore the account domain and consider only the user name of the account (for example, johnsmith).
This process is known as domain name truncation. By default, domain name truncation is disabled.

Whendomain name truncation is enabled, Citrix Cloud’s calculation of uniqueusers changes. Instead
of countingjohnsmith@company.com andjohnsmith@mycompany.com as twouniqueusers,
Citrix Cloud counts only johnsmith as a unique user. This calculation change affects the following
Licensing data:
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• License assignment
• Active use
• License usage trends over time
• Licenses eligible for release

Thesechanges in licensingdataarealso reflectedwhenyouexportdata toaCSV file fromtheLicensing
console.

Note:

If you host multiple domains with similar accounts where the user name is slightly differ‑
ent (for example, an individual user has the accounts johnsmith@company.com and
jsmith@newcompany.com), domain name truncation has no effect on Citrix Cloud’s calcu‑
lations. Citrix Cloud still counts johnsmith and jsmith as unique users even if they belong to the
same individual.

Enable or disable domain name truncation

By default, domain name truncation is disabled. Domain name truncation has an effect on your
User/Device usage data from the moment you enable or disable the feature. For example, if you en‑
able domain name truncation in a given month, the data that Citrix Cloud records in that month is
affected. However, historical data for previousmonths, when the feature was disabled, remains unaf‑
fected. Likewise, if you disable domain name truncation in a given month, the data that Citrix Cloud
records in that month is affected. However, historical data for the months when the feature was en‑
abled remains intact.

To enable or disable domain name truncation:

1. Click the toggle near the top‑right of the Licensing console.
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2. When prompted to confirm your action, select Yes, I understand.

Licensing summary

Citrix Cloud displays summary views of licenses in use under the User/Device and Concurrent User
licensing models.

Summary for users and devices

For the User/Device model, the licensing summary shows the licenses that are in use relative to the
total number of licenses that you own.

As the percentage approaches 100%, the percentage goes from green to yellow. If the percentage
exceeds 100%, the percentage turns red.

Citrix Cloud also displays the ratio of assigned licenses to purchased licenses and the number of re‑
maining available licenses.

Summary for concurrent users

For the Concurrent model, the licensing summary provides an at‑a‑glance view of the following infor‑
mation:
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• Percentage of total purchased licenses currently in use when Citrix Cloud last evaluated the
licenses in use. Citrix Cloud calculates this percentage every five minutes based on unique de‑
vices with active connections to the service. The quantity of total purchased licenses is the sum
of licenses that have been purchased for Citrix DaaS Standard for Azure that use the Concurrent
licensing model.

• The ratio of currently assigned licenses to total purchased licenses and the number of available
licenses remaining. The Total figure shown in this ratio represents the total number of licenses
that are currently owned (as of the “Last Reported”date and time).

• Peakusage statistics. In calculatingpeak licenses inuse, Citrix Cloud retrieves the themaximum
number of licenses used in the following time periods:

– Last 24 hours: The maximum number of licenses used at one time during the last 24‑
period period.

– This Month: Themaximum number of licenses used at one time from the start of the cur‑
rent calendar month.

– All Time: The maximum number of licenses used at one time from the start of the sub‑
scription.

TheTotal figure shown for thesepeakusageperiods represents the total numberof licenses that
were owned at that point in time. If the total number of owned licenses increases or decreases,
and there’s a corresponding increase in assigned licenses, the Total figure changes to reflect
the new number of owned licenses for that point in time. However, if there is no corresponding
usage peak, the Total figure does not change.
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Usage trends

Citrix Cloud displays a breakdown of usage trends for either User/Device or Concurrent User licenses.
To view this breakdown, select View Usage Details from the licensing summary page.

Trends for users and devices

For User/Devices licenses, the Usage Trends section shows you a breakdown of assigned licenses as
a chart.
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Pointing to an interval on the chart shows you the following information:

• Total Licenses: Your total purchased licenses for the cloud service across all entitlements.
• Previously Assigned: The number of licenses that were assigned in the previous month. For
example, a user accesses the cloud service for the first time in July and is assigned a license.
This license is counted as “Newly Assigned”for themonth of July. For themonth of August, this
license is counted as “Previously Assigned.”

• Newly Assigned: The number of new licenses thatwere assigned for eachmonth. For example,
a user accesses the cloud service for the first time in July and is assigned a license. This license
is counted as “Newly Assigned”for the month of July.

Intervals of time in which domain truncation is enabled are marked with an asterisk.

Intervals of time in which domain truncation is enabled are marked with an asterisk.

Trends for concurrent users

For Concurrent User licenses, theUsage Trends section shows you the following information:

• Total Licenses: Your total purchased Concurrent licenses.

• Peak Licenses In Use: The maximum number of licenses assigned for the date range that you
select. By default, Citrix Cloud displays peak usage for eachmonth in the current calendar year.
To drill down to monthly or hourly peak usage, select the calendar month or day you want to
view from the drop‑downmenu.

If the date range you select isn’t yet finished, Citrix Cloud displays the current peak usage for
the latest interval of time. For example, if you drill down to view a calendar day that’s still in
progress, themaximumnumber of licenses is displayed for eachhour up to the currentmoment
in time. If themaximum number of licenses increases at the next five‑minute counting interval,
Citrix Cloud updates the peak usage for the current hour.

Pointing to an interval on the chart reveals the total licenses and peak licenses in use for that inter‑
val.
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License activity for users and devices

For User/Device licenses, the License Activity section displays a list of individual users who have as‑
signed licenses, and the date when a licensewas assigned to the user. This section is not available for
Concurrent licenses.

You can also filter the list to show only licenses that are eligible for release. See Release assigned
licenses in this article.

Release User/Device licenses

Releasing eligible User/Device licenses varies depending on the service subscription type.

• Yearly service subscriptions: If you have a yearly subscription, you can release licenses for
users that haven’t launched an app or a desktop in the last 30 days. You can release multiple
licenses in bulk or individually.

• Monthly service subscriptions: If you have a monthly subscription, you can release licenses
on the first day of eachmonth, regardless of the inactivity period.

Whena license is assigned, the assignmentperiod is 90days and the connection to the service is estab‑
lished. If a user or device hasn’t launched an appor desktop for 90 days, these licenses are considered
as unused licenses and they are released by Citrix Cloud after 90 days. This process is automatedwith
no actions required by the administrator.
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After the assignment period (90 days), the administrator is allowed to release the licenses manually
in the following scenarios only:

• The user is no longer associated with the company.
• The user is on an extended leave of absence.

The administrators can release the licenses for devices only when the devices are out of service.

Note:

• It is recommended to follow the automated process of releasing the Licenses. However if
the administrator intends to release the licenses before the 90‑day period apart from the
abovementioned reasons, thismight violate the Citrix EULA. Before performing this action,
contact Citrix.

• The administrator can manually release a single license through the UI. Alternatively, the
administrator can choose to release licenses using the cloud licensing API. For more infor‑
mation see, APIs to manage Citrix cloud licensing.

Find eligible licenses

If the user or device hasn’t launched an app or desktop for 30 days, Citrix Cloud places the license in
releasable state. Releasable licenses appear in the Licensed Users or Licensed Devices list with a dark
gray checkbox that can be selected. Licenses that aren’t releasable displays a light gray checkbox
indicating that license cannot be selected.

The list that appears in the License Activity section displays up to 100 assigned licenses at a time. If
you have more than 100 licenses, use the page controls to move through the list.

To locateeligible licensesquickly, selectShowonly releasable licenses, next to theReleaseLicenses
button. This action hides assigned licenses that aren’t yet eligible for release.
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Select eligible licenses

Select the dark gray checkbox next to each license to select it for release. When you select a license,
the Release Licenses button becomes active.

You can select all releasable licenses one‑by‑one and click Release Licenses.

Release assigned licenses

1. If needed, click Show releasable licenses to display only the users with licenses that are al‑
lowed to be released.

2. Select the users you want to manage and then click Release Licenses.
3. Review the users you’ve selected and then click Release Licenses.

Release Concurrent User licenses

Concurrent User licenses are released automatically when users sign out or disconnect from their ses‑
sion. You don’t need to release these licenses manually.

Monitor licenses and active usage for Endpoint Management

October 26, 2023

License assignment

In general, users are assigned a license upon first use of the cloud service. For Endpoint Management,
a license is assigned when a user enrolls a device. After a device is enrolled, the device periodically
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checks in with Citrix Cloud. Citrix Cloud then uses this “check‑in pulse”to calculate monthly usage
and helps administrators to remain aware of users’most recent service usage.

First‑time use occurs the first time a user enrolls a device or the first time a “check‑in pulse”occurs for
the device.

Licenses are assignedonaper‑user basis. So, if twousers enroll anduse the samedevice, two licenses
are assigned.

Licensing summary and details

The Licensing summary provides an at‑a‑glance view of the following information for each supported
service:

• Percentage of total purchased licenses assigned. As the percentage approaches 100%, the per‑
centage goes from green to yellow. If the percentage exceeds 100%, the percentage turns red.

• The ratio of assigned licenses to purchased licenses and the number of available licenses re‑
maining.

• Active usage statistics on amonthly and daily basis:

– Monthly active use refers to the number of unique users that have used the service in the
last 30 days.

– Daily active use refers to the number of unique users that have used the service in the last
24 hours.

• The time remaining before the cloud service subscription expires. If the subscription expires
within the next 90 days, a warning message appears.
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Usage trends

For a detailed view of your licenses, click ViewUsageDetails. You can then see a breakdown of usage
trends and individual users and devices that are consuming cloud service licenses.

This breakdown shows you the following information:

• Total Licenses: Your total purchased licenses for the cloud service across all entitlements.
• Previously Assigned: The cloud service licenses that were already assigned at the beginning
of each month. For example, if a user is assigned a license in July, that assignment is counted
in the Previously Assigned number for August.

• Newly Assigned: The number of cloud service licenses that were assigned during eachmonth.
For example, a userwho accesses the cloud service for the first time in July is assigned a license.
This license is counted in the Newly Assigned number for July.

• Active Use: Daily and monthly active usage trends over the previous calendar month and cal‑
endar year, respectively.

License Activity

The License Activity section displays a list with the following information:

• The individual consumers who have assigned licenses
• The date when licenses were assigned
• The number of enrolled devices and the date of the last check‑in for each user
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View enrolled devices

To view the number of enrolled devices for a specific user, click the link in the Devices column.

Citrix Cloud displays a list of the enrolled devices for the user and the date of the last check‑in for each
device.
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Release assigned licenses automatically

Citrix Cloud automatically releases licenses for users that meet all of the following conditions for the
last 30 days:

• The user hasn’t enrolled a new device.
• The user has an existing device that hasn’t checked in with Citrix Cloud.

No other action is required to release eligible licenses.

After eligible licenses are released, users can acquire another license by enrolling a device.

Monitor bandwidth usage for Gateway service

September 21, 2023

This article describes bandwidth usage through the Gateway service when used with Citrix DaaS (for‑
merly Citrix Virtual Apps and Desktops service) and Citrix Workspace. Bandwidth consumption for
the Gateway service included with the Virtual Apps Essentials service isn’t displayed on the Licens‑
ing page of the Citrix Cloudmanagement console.

Note:

Licensing for the Gateway service helps you understand your bandwidth usage as it relates to
using virtual apps and desktops. Citrix doesn’t enforce bandwidth usage allotments in your en‑
vironment. In the event you overuse your bandwidth allotment, Citrix doesn’t interfere with
production workloads or the operation of the service. If Citrix changes how the policies for the
Gateway service andbandwidthusageare enforced, Citrix notifies youbefore these changes take
effect.

Usage summary

The usage summary provides an at‑a‑glance view of bandwidth usage for each Gateway service sub‑
scription and the total overage across all your subscriptions (monthly, annual, and termed).
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Citrix Clouddisplays the total amount of bandwidth and the amount of bandwidth consumed for each
subscription type.

Depending on the subscription type, Citrix Cloud also displays the billing period for the subscrip‑
tion:

• Monthly subscriptions: Citrix Cloud doesn’t display the current billing period. For these sub‑
scriptions, the billing period starts on the first day of each month and ends on the last day of
that month.

• Annual subscriptions: Citrix Cloud displays the starting and ending dates of the billing period.
For these subscriptions, the billing period is one year.

• Termed subscriptions: Citrix Cloud displays the starting and ending dates of the billing period.
For these subscriptions, the billing period is the length of time for which the subscription was
purchased. For example, if a termed subscription for a period of three years is purchased, the
starting and ending dates of the billing period correspond to that three‑year interval.
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If a subscription expires within 90 days, a warning message appears for that subscription.

Overage

Citrix Cloud calculates overage on amonthly basis across all your subscriptions. If you consumemore
bandwidth than you’ve purchased, Citrix Cloud displays the excess bandwidth as overage.

If you havemultiple subscriptions, Citrix Cloudmeasures your bandwidth usage against the subscrip‑
tion thathas theearliest endingdate first. If youexhaust thebandwidthallotment in that subscription,
Citrix Cloud measures your bandwidth usage against the subscription with the next earliest ending
date. If you exhaust the bandwidth allotment in all your subscriptions, Citrix Cloud displays excess
usage as overage.

The Usage Summary page displays total overage for the current month. To view overage over time,
select View overage chart.

Citrix Cloud displays a chart of your total overage for the last 12 months.
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Overage for the current month doesn’t carry over to the next month. When the next month begins,
total overage resets to zero.

Unused bandwidth

Citrix Cloud automatically resets bandwidth usage for a subscription at the next billing period. If you
don’t use the full amount of bandwidth during a given subscription period, Citrix Cloud doesn’t carry
over any unused bandwidth to the next billing period.

For example, if your monthly subscription includes 150 GB of total bandwidth and you use 100 GB
of bandwidth in a given month, Citrix Cloud resets usage to zero and displays 150 GB as your total
amount of bandwidth at the beginning of the nextmonth. The unused bandwidth isn’t added to your
total bandwidth allotment.

Usage details

For a detailed view of your subscriptions, select the monthly, annual, or termed subscription details
tabs near the top of the console.

For each subscription type, the details tab displays the following information:
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• Total Usage: The amount of bandwidth consumed out of the total bandwidth available across
all subscriptions of a given type. Formonthly subscriptions, total usage is shown for the current
month. For annual and termed subscriptions, the total usage is cumulative across all of your
annual or termed subscriptions.

• Individual Entitlements: The total amount of bandwidth consumed for each subscription of
a given type. For example, if you have multiple annual subscriptions, this tab shows you the
usage breakdown for each annual subscription separately.

The amount of consumed bandwidth is broken down based on access through Citrix DaaS (VAD Ser‑
vice) or through your on‑premises Virtual Apps and Desktops deployment using site aggregation in
Citrix Workspace.

Usage trends

TheUsage Trends section shows you a breakdown of usage over the last 12 months.

For monthly subscriptions, usage is displayed for each individual month in which it was used.

For annual and termed subscriptions, this section includes the following views:

• Individual usage: The bandwidth usage that occurred during each individual month of the
current billing period.

• Cumulative usage: The bandwidth usage that accumulated at each month during the current
billing period.
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For all subscription types, pointing to a bar in the Usage Trends chart reveals the bandwidth usage for
that point in time, broken down by access.

License activity

The License Activity section provides views of the following information:

• LicensedUsers: Displays a list of individual userswhohave assigned licenses. This list includes
the domain to which each user belongs, the amount of bandwidth used over the last 30 days,
and the date when the user last used a service that required bandwidth usage.

• Top Users: Displays a list of the top 10 users according to bandwidth usage. This list includes a
breakdown of usage for each user over the last 30 days according to access type (Citrix DaaS or
on‑premises Virtual Apps and Desktops through site aggregation).
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Citrix Cloud displays the bandwidth usage over the last 30 days for a particular user even if they are
no longer using a license. When a Gateway service subscription expires, Citrix Cloud still displays the
bandwidth that individual users consumed in the 30‑day period.

View usage details for a specific user

1. Select Licensed Users Table and locate a user in the list that you want to view.

2. Select View Usage from the ellipsis menu at the far right of the page.

Citrix Cloud displays the user’s bandwidth, broken down by access.
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View usage details for top users

Select Top Users.

Citrix Cloud displays a chart of the bandwidth usage for the top users, broken down by access.

By default, the Top Users chart displays the top 10 users who have used the most bandwidth during
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the last 30 days. You can change this view to display the top five, top 15, or top 20 users. You can also
change the duration to All time, which displays the top users over the life of your subscription. To
change this view, select an option from eachmenu.

Monitor licenses and usage for Secure Private Access

November 15, 2023

License assignment

A license is assigned when a unique user launches a Web and SaaS apps or TCP and UDP apps for the
first time.
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Licensing summary

The Licensing summary shows the following information:

• Percentage of total purchased licenses that are assigned.

– As the percentage approaches 100%, the percentage goes from green to yellow. If the per‑
centage goes beyond 100%, the percentage turns red.

• The ratio of assigned licenses to purchased licenses and the number of licenses that are avail‑
able for assignment.

• Active usage statistics on amonthly and daily basis:

– Monthly active use refers to the number of unique users that have used the service in the
last 30 days.

– Daily active use refers to the number of unique users that have used the service in the last
24 hours.

• The amount of bandwidth consumedout of the total amount of bandwidth for all subscriptions.
• The time remaining before the cloud service subscription expires. If the subscription is about
to expire within the next 90 days, a warning message appears.

Licenses and bandwidth used

InSecurePrivateAccessAdvancedsubscriptions, eachuserhasaccess to5GBofbandwidthpermonth
(60 GB per user, per year). In Secure Private Access Standard subscriptions, each user has access to 1
GB of bandwidth per month (12 GB per user, per year). This bandwidth is pooled across the number
of licenses and for the subscription period.
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For example, if you buy 100 licenses for three years, you have 18000 GB of total bandwidth (6000 GB
per year for three years). This bandwidth is spread across all licensed users for the three‑year period.
If youbuymore subscriptions, CitrixClouddisplays the total numberof licensesandbandwidthacross
all your subscriptions.

If you don’t use the full amount of bandwidth during the subscription period, Citrix Cloud doesn’t
carry over any unused bandwidth when you renew. When you use more than your purchased band‑
width the subscription expires, the amount of available bandwidth remains at zero when you renew
the subscription.

For multiple subscriptions with overlapping terms, the amount of bandwidth associated with each
subscription is removed from Licensing when each subscription expires. For example, if you
purchased two subscriptions, Citrix Cloud displays the total licenses and total bandwidth across both
subscriptions. When the first subscription expires, Citrix Cloud displays only the bandwidth associ‑
ated with the unexpired subscription.

Usage trends

For a detailed view of your bandwidth usage and licenses, click View Usage Details.

Citrix Cloud displays a breakdown of bandwidth consumption based on the type of apps that users
have access.

You can also see a breakdown of usage trends and individual users who are consuming cloud service
licenses and bandwidth.
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This breakdown, under Usage Trends, shows you the following information:

• On the License Assignment tab:

– Total Licenses: Your total purchased licenses for the cloud service across all entitlements.
– Previously Assigned: The cloud service licenses that were already assigned at the begin‑
ning of eachmonth. For example, if a user is assigned a license in July, Citrix Cloud counts
that assignment in the Previously Assigned number for August.

– NewlyAssigned: Thenumberof licenses thatwereassigned for eachmonth. For example,
when you access the cloud service for the first time in July and is assigned a license. Citrix
Cloud counts that license in the Newly Assigned number for July.

• On theActiveUse tab: Daily andmonthly activeusage trendsover theprevious calendarmonth
and calendar year, respectively.

• On the Gigabytes Used tab: The amount of bandwidth consumed out of the total bandwidth
available. It shows per‑user usage and per‑application information likeWeb and SaaS apps and
TCP and UDP apps.
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To compare license assignment, active use, and bandwidth usage trends, select Compare Charts.

Note:

Usage trends are cumulative for the length of the current subscription term. When you renew
the subscription, usage trends are reset at the start of the new subscription term.
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License Activity

The License Activity section also displays the following information:

• A list of the individual users who have assigned licenses.
• The domain to which the user belongs.
• The date when the user last used the service.
• The date when a license was assigned to the user.

Release assigned licenses

Citrix Cloud automatically releases licenses if you haven’t used the service in the last 30 days. No
action is required from the Citrix administrator to release the licenses.

When a license is released, the number of remaining licenses increases and the number of assigned
licenses decreases accordingly. After a license is released, you can acquire another license by signing
in and using the cloud service.

Monitor Citrix Managed Azure resource consumption for Citrix DaaS

September 21, 2023

When you purchase an entitlement to Citrix DaaS (formerly Citrix Virtual Apps and Desktops service),
you can also purchase the Citrix Azure Consumption Fund that allows you to use resources in a Citrix
Managed Azure subscription. You can use these resources for delivering apps and desktops to your
users alongside your on‑premises VDAs.

When you buy the Citrix Azure Consumption Fund, you can pay for consumption using one of the fol‑
lowing methods:
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• Pay‑as‑you‑go: For theCitrixManagedAzure resources that youuse during a givenmonth, Citrix
bills you during the following month. Citrix Cloud displays your usage as overage.

• Prepaid consumption: You can pre‑pay for consumption on a monthly or yearly (termed) ba‑
sis. For any usage that exceeds your pre‑paid consumption, Citrix Cloud displays this usage as
overage. For any overage in a givenmonth, Citrix bills you during the following month.

Each consumption unit is valued at $1.00 USD. The Licensing console in Citrix Cloud helps you track
the units that you use.

To estimate consumption costs, use the Citrix Managed Azure Consumption Calculator. To estimate
consumption and licensing costs for Citrix DaaS Standard for Azure (formerly Citrix Virtual Apps and
Desktops Standard for Azure), use the Licensing and Consumption Calculator.

Supported products

Consumptionmonitoring is available for the following editions of Citrix DaaS:

• Citrix DaaS Advanced (formerly Virtual Apps Advanced)
• Citrix DaaS Premium (formerly Virtual Apps Premium)
• Citrix DaaS Advanced Plus (formerly Virtual Apps and Desktops Advanced)
• Citrix DaaS Premium (formerly Virtual Apps and Desktops Premium)
• Citrix DaaS Standard for Azure (formerly Virtual Apps and Desktops Standard for Azure)

Consumption summary

The Citrix Managed Consumption section displays a summary of the units that you’ve used in your
Consumption Fund.

Monthly Consumption shows the number of consumption units that you’ve used for the current
month out of the total number of monthly Consumption Fund units that you’ve purchased. Monthly
consumption resets eachmonth. Unused consumption units aren’t carried over to the nextmonth.

TermConsumption shows thenumberof consumptionunits that you’veusedoutof the total number
of termConsumption Fund units that you’ve purchased. Aswithmonthly consumption units, unused
term consumption units aren’t carried over to the next year.
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OverageConsumption shows thenumberof consumptionunits that you’veusedbeyond thenumber
of units in your Azure Consumption Fund. If you use Citrix Managed Azure resources on a pay‑as‑you‑
go basis, your consumption appears as overage by default.

How overage is measured

If you use the Azure Consumption Fund on a pay‑as‑you‑go basis, Citrix Cloud displays the number of
consumption units that you’ve used for the current month as overage.

If you prepaid for consumption on either a monthly or yearly basis, Citrix Cloud displays the number
ofmonthly or term consumption units that you’ve used for the currentmonth or year. If you consume
more units than you purchased, Citrix Cloud displays the excess units as overage.

If you prepaid for consumption on both amonthly and a yearly basis, Citrix Cloudmeasures your con‑
sumption against your purchased monthly units first. After those units are consumed, Citrix Cloud
measures your consumption against your yearly units. After those units are consumed, Citrix Cloud
displays any excess units that you consume as overage.

If youbuy additional consumption units and your account has existing overage, the newconsumption
units are not applied to theoverage. Thenewconsumptionunits are only applied tousage that occurs
after those units are purchased.

Consumption details

Foradetailedviewof yourconsumptionunits, clickViewUsageDetailsat the far rightof the summary.
The details page displays breakdowns of your consumption and usage trends.
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Usage reports

You can download usage information as a CSV file for an interval that you specify. Click Download
Data to generate and download a CSV file to your local machine.

Data can take up to 72 hours after the end of a day or month to reflect all usage.

The CSV file includes the following sections:

• Report summary that shows the consumption units available before and after the report date
range, total usage charges, and pending overage.

• Daily summary that shows the total usage charge, remaining monthly and term funds, and
overage charge for each day of the report date range.

• Metered usage of Azure VMs, network connections, Azure storage, and bandwidth for each day
of the report date range.
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Usage trends and consumption activity

The Usage Trends section displays a chart of the Citrix Managed Azure resources that you’ve used.
Pointing to a bar on the chart displays the quantity of resources that you consumed for that month,
including virtual machines, storage, virtual network resources, and bandwidth.

SelectMonthly Consumption to view your monthly consumption for the previous 12 months.

SelectTermConsumption to viewyour termconsumption for eachmonthduring theprevious year.
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If you purchased bothmonthly and yearly consumption units, select Compare Charts at the far right
of the chart to viewmonthly and term consumption trends in a single view.

The Consumption Activity section also displays a list of your consumption units for eachmonth.
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Consumption activity includes the following information:

• Used: The number of units that were used during eachmonth.
• Owned: The total number of purchased units for eachmonth.
• Remaining: The number of purchased units that were unused during eachmonth.
• Overage: The number of consumed units that exceeded your purchased units during each
month.

Release assigned licenses

The timeatwhich license assignments becomeeligible for release depends on theConsumption Fund
units that you purchased.

You can release inactive licenses after 30 days if:

• You don’t use a Citrix Managed Azure subscription with your service deployment.
• You purchased yearly consumption units to use with your service deployment.

You can release inactive licenses during the current month, provided no users or devices launched
apps or desktops, if:

• You purchasedmonthly Consumption Fund units to use with your service deployment.
• You purchased both monthly and yearly Consumption Fund units.

For instructions for releasing eligible licenses, see the following articles:

• Citrix DaaS (User/Device model): Release assigned licenses
• Citrix DaaS Standard for Azure: Release assigned licenses
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Monitor licenses and usage for on‑premises deployments

September 21, 2023

The licensed deployments experience in Citrix Cloud consists of the following functions:

• Product registration: Register your existing Citrix License Servers with Citrix Cloud to get addi‑
tional usage insights and reporting about your deployments.

• License Server status: View the status of your Citrix License Servers to understand which ones
are successfully reporting usage and when they last reported usage to Citrix Cloud.

• Usage insights: View how many licenses are installed and in use across your Citrix License
Servers and gain insight into historic license usage trends.

Supported products

Citrix License Server usage insights are available for all Virtual Apps and Desktops editions under the
Concurrent and User/Device licensing models.

To view Citrix License Server usage insights, select Licensing from the console menu and then select
Licensed Deployments.
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Prerequisites

To use Citrix License Server usage insights, ensure you have the following items:

• A Citrix License Server version 11.15.0.0 or later
• A Citrix Cloud account
• Network access from the Citrix License Server to Citrix Cloud

Connectivity requirements

To register your License Server successfully with Citrix Cloud, ensure that the following addresses are
contactable:

• https://citrix.cloud.com/ (for accessing the admin console to enter the code and
view license server status)
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• https://trust.citrixnetworkapi.net (for retrieving a code)
• https://trust.citrixworkspacesapi.net/ (for confirming the license server is reg‑
istered)

• https://cis.citrix.com (for data upload)
• https://core-eastus-release-a.citrixworkspacesapi.net
• https://core.citrixworkspacesapi.net
• ocsp.digicert.com port 80
• crl3.digicert.com port 80
• crl4.digicert.com port 80
• ocsp.entrust.net port 80
• crl.entrust.net port 80

Connect to Citrix Cloud

To enable Citrix License Server usage insights, you perform the following tasks:

1. Enable usage insights for your license servers using the Licensing Manager console. For more
information, see Share usage statistics in the Licensing product documentation.

2. Review theconnectivity requirementsdescribed inConnectivity requirements in this article and
ensure the addresses are contactable. If you are using a proxy server with Citrix License Server,
ensure that the proxy server is configured as described in Step 5 Configure a proxy server in the
Licensing product documentation.

3. Register your license serverwithCitrixCloudasdescribed inRegister on‑premisesproductswith
Citrix Cloud.

View on‑premises product license usage

Citrix LicenseServerusage insightsprovidesvisibility into licenseusageacrossyourentireCitrix estate.
You can access usage reporting that helps you:

• Understand how many license servers are deployed and registered, and if they are reporting
usage information to Citrix Cloud.

• Get visibility into Concurrent and User/Device license usage for Virtual Apps and Desktops.
• Gain insight into aggregate Concurrent and User/Device license usage across multiple deploy‑
ments.

• Understand historic license usage andmonthly license usage trends.
• View the last login time for specific users.
• Compare thenumberof licenses installed relative to licenses inuse acrossCitrix LicenseServers.
• Monitor license overdraft.
• View breakdowns of Concurrent and User/Device license usage.
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View license server status

The license server status view shows each of the license servers reporting usage to Citrix Cloud.

License servers display the “Reporting”status if they have successfully uploaded usage to Citrix Cloud
in the last three days. License servers display the “Not Reporting”status if they previously reported
usage in the last 30 days but not reported in the last three days. License servers that haven’t reported
usage in the last 30 days are removed from the list.

Impact of license server status on license usage views

The reporting status and Last Reported date of a license server dictateswhether or not the usage from
a particular license server is included in the usage insights views and reports.

• Current licenses installed and in‑use are based exclusively on data from reporting license
servers. If a license server is listed as “Not Reporting,”installed and in‑use licenses from that
license server are not reflected in the usage insights experience.

• The Last Reported date for each license server determines how up‑to‑date the license usage
information is in the usage insights experience. The license usage reports shown are only as
current as the Last Reported time for each license server.

• Citrix License Servers configured for usage insights and registered with Citrix Cloud update us‑
age once per day. If needed, you can force an update from the Citrix License Manager manage‑
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ment console on the license server.

License usage

TheUsage tabprovidesaconsolidatedviewof licenseusageacrossyourCitrixdeployments. Licensing
information fromeach reporting license server is combined into a single view. This viewmakes it easy
to see your complete licensing picture across many different deployments and license servers.

License usage is organized and aggregated across multiple license servers based on product edition
and licensingmodel. A license usage summary card is displayed for each unique license edition found
across all reporting license servers. A summary card is displayed for each product edition detected.

Usage per License Server

To view product license usage for each License Server, you can filter the server data.

1. From theUsage page, select View Usage Details for the product that you want to manage.
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2. Click Filter server data and then select the License Servers for which you want to view usage.
By default, all License Servers are selected.

3. Select Apply.

After youapply the filter, CitrixClouddisplays theusage trends, LicenseServerbreakdown, and license
activity only for the servers you selected.

Peak license usage for the Concurrent licensingmodel

The reporting experience for Concurrent licenses is organized around the following data points:

• Installed licenses: The number of licenses installed on each license server.
• Peak licenses in‑use: Themaximum number of licenses that were used in a specific time frame.

In calculating peak licenses in‑use, Citrix Cloud retrieves the the maximum number of licenses used
in the following time periods:

• Last 7 days: The maximum number of licenses used at one time during the last seven days.
• This Month: Themaximum number of licenses used at one time in the current calendar month.
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• All Time: The maximum number of licenses used at one time since the license server was regis‑
tered with Citrix Cloud.

Important:

The data for these time periods might not match the number of licenses in use on the license
server. The license server reports only the number of licenses in use at any given time. Citrix
Cloud receives these individual data points and calculates the peak for these time periods.

Considerations for interpreting license usage

Citrix licensing supportsmany usage scenarios and includes detailed information. Keep the following
considerations in mind whenmonitoring usage:

• Usage information is based on licenses installed on each of the reporting license servers. If a
license server is running out of available licenses, you can allocate andplace additional licenses
on the license server to increase the number of available licenses.

• The information available in theCitrix LicenseServer usage insights view includes only the infor‑
mation collected and reported by registered and actively reporting Citrix License Servers. The
licensed deployments experience does not represent and may not match the total number of
licenses you actually own or purchased.

• Thepercentageof licenses available is computedbasedon thenumberof licenses inuse relative
to the licenses installed on reporting license servers.

Remove License Server registration

Removing License Server registration completely from Citrix Cloud consists of the following tasks:

1. Remove the registered License Server from Citrix Cloud using the Citrix Licensing Manager con‑
sole. For complete instructions, see Remove registration of your License Server.

2. Remove any usage data that was previously collected.
3. Verify that Citrix Cloud no longer displays the License Server on the Product Registrations page.

If the LicenseServer still appears in the list, remove the server as described inRemoveaproduct
registration.

Remove usage data

When you remove a registered License Server from Citrix Cloud, usage data that was previously col‑
lected is still stored. If you no longer want to keep this data, you can delete it.
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Important:

Deleting usage data is permanent and can’t be undone. If you delete usage data but don’t re‑
move the registration for your License Server, Citrix Cloud continues to collect usage data.

1. From the Citrix Cloudmenu, select Licensing.
2. On the License Servers tab, select Delete data.
3. When prompted, select the check boxes to confirm that you understand the impact of the dele‑

tion.
4. Select Delete server data.

Licensing for Citrix Service Providers

June 20, 2024

The License Usage Insights service in Citrix Cloud is a free cloud service that helps Citrix Service
Providers (CSP) understand and report on product licenses and usage. Only CSP partners have ac‑
cess to License Usage Insights.

Note:

Citrix DaaSwas formerly Citrix Virtual Apps and Desktops service. Citrix DaaS Standard for Azure
was formerly Citrix Virtual Apps and Desktops Standard for Azure. Some displays might contain
the former name.

The License Usage Insights service enables you to:

• Automatically collect and aggregate product usage information from Citrix license servers
• Automatically aggregate cloud licensing usage and consumption for single‑tenant and multi‑
tenant customers

• Easily viewwhich users are accessing your Virtual Apps andDesktops deployments eachmonth
• Create customer breakdowns of licensing usage
• Optimize license costs by identifying and tracking a list of free users
• View and understand your historic business with Citrix
• Export Virtual Apps and Desktops and Citrix DaaS license usage, NetScaler VPX allocations data,
and Citrix DaaS Standard for Azure licensing and consumption data to CSV

Additional information

For requirements and setup instructions, see Get started with License Usage Insights.
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To view aggregated usage for single tenant customers and multitenant partners, see Cloud service
license usage and reporting for Citrix Service Providers.

To view customers’usage of supported services using the Licensing console, see the following arti‑
cles:

• Customer license and usage monitoring for Citrix DaaS
• Customer license and usage monitoring for Citrix DaaS Standard for Azure

Get started with License Usage Insights

June 13, 2024

Supported Citrix products

The License Usage Insights service provides usage information for the following Citrix products:

• Virtual Apps and Desktops (on‑premises) product usage
• Citrix DaaS Premium (formerly Virtual Apps Premium and Virtual Apps and Desktops Premium
services)

• Citrix DaaS Standard for Azure (formerly Citrix Virtual Apps and Desktops Standard for Azure)
• NetScaler Console VPX allocations

Requirements

To capture license and usage information for Citrix on‑premises products, Citrix License Server
11.16.3.0 or later is required. Only Windows‑based and VPX‑based license servers are supported.

Citrix License Server 11.16.3.0 and later contains key features that are important for Citrix Service
Provider (CSP) partners:

• Optimized usage collection: License Server contains new functionality that optimizes licensing
behavior and tracking to better support CSPs.

• Call home: License Server includes Call Home features that automate product usage collection
for CSP partners. These features are exclusive to CSP partners and will only be activated when
a CSP license is detected on the license server.
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Step 1: Update Citrix License Server

If you’re running license servers older than Version 11.16.3.0, you must upgrade your license servers
before using License Usage Insights. Upgrading in‑place is simple and fast. Complete the following
tasks:

1. Download the latest license server. For more information about the latest version of Citrix Li‑
cense Server, refer to the Citrix Licensing documentation.

2. Upgrade your current license server.
3. Repeat the upgrade process for each of your license servers.

Step 2: Sign in to Citrix Cloud with My Citrix credentials

Before signing in, you’ll need to sign up for a Citrix Cloud account. Follow the steps described in Sign
up for Citrix Cloud.

When creating your account, use the sameMyCitrix credentials that youuse to allocate anddownload
Citrix licenses from citrix.com. Citrix Cloud sends you an email at the address associatedwith yourMy
Citrix credentials to confirm the account.

When your Citrix Cloud account is ready to use, sign in at https://citrix.cloud.com using your email
address and password.

Step 3 (optional): Anonymize usernames through the license server

By default, usernames associatedwith Virtual Apps andDesktops or Citrix DaaS license checkouts are
securely phoned home to Citrix.

Usernames are phoned home so CSP partners can take full advantage of License Usage Insights fea‑
tures and the CSP licensing programwhich supports free users for trial, test, and administrative prod‑
uct use.

User information is limited to a single user@domain entry; no additional personal identifiable data is
phoned home. Citrix does not share this information.

Partners sensitive to uploading username information can enable username anonymization. When
active, username anonymization converts readable usernames into unique strings using a secure and
irreversible algorithm prior to upload.

License Usage Insights uses these unique identifiers to track product usage instead of the actual user‑
names. This approachallowsserviceproviders to takeadvantageofmonth‑to‑month insightswithout
visibility into the actual usernames in the cloud service user interface.
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To configure username anonymization

1. On the license server, open the configuration file in a text editor. Typically, the configuration file
is locatedatC:\ProgramFiles\Citrix\Licensing\WebServicesForLicensing\SimpleLicenseServiceConfig.xml.

2. In the Configurations section, add theUsageBasedBillingScramble setting as follows:

1 <?xml version="1.0" encoding="utf-8"?>
2 <Configurations>
3 <EncoreConfiguration>
4 <SamplingPeriod>15</SamplingPeriod>
5 <RetentionTime>180</RetentionTime>
6 <Enabled>true</Enabled>
7 </EncoreConfiguration>
8 <SARenewalConfigOptions>Notify</SARenewalConfigOptions>
9 <UsageBasedBillingScramble>1</UsageBasedBillingScramble>

10 </Configurations>
11 <!--NeedCopy-->

3. Save the file.

Step 4: Use the License Usage Insights service

From the Citrix Cloud console, locate the License Usage Insights service and click Manage. For an
overviewof the service’s key features, seeManageproduct usage, license servers, andnotifications.

Additional details

When using Citrix License Server with License Usage Insights, consider the following items:

• It might take up to 24 hours for a newly updated license server to appear in the License Usage
Insights management console.

• When usage data is uploaded froma license server, it’s processed and stored in a secure fashion
so License Usage Insights can access it at a later date. This processmight take up to 24 hours to
complete.

• By default, usernames associated with Virtual Apps and Desktops or Citrix DaaS license check‑
outs are securely phoned home to Citrix.

• Usernames are phoned home so CSP partners can take full advantage of License Usage Insights
features and the CSP licensing programwhich supports free users for trial, test, and administra‑
tive product use.

• User information is limited to a single user@domain entry; no additional personal identifiable
data is phoned home. Citrix will never share this information.
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Help and support

If you need assistance with License Usage Insights, open a support ticket on the My Support portal.
To access My Support from Citrix Cloud:

1. Sign in to Citrix Cloud.
2. Click theHelp icon near the top‑right of the screen.
3. SelectOpen a ticket.
4. Select Go to My Support and sign in with your My Citrix credentials.
5. Complete and submit the form.

A member of Citrix Technical Support will follow up and assist you.

Frequently Asked Questions

• What information is being phoned home? Can I view the information my license servers
are sending toCitrix? Yes, you can viewa copyof the information that’s phonedhome toCitrix.
For details, see License server information included in uploads.

• Is License Usage Insights available to Citrix customers or partners that are not Citrix Ser‑
vice Providers? No. License Usage Insights is only available to Citrix Service Provider partners
with an active partner agreement.

• Can I disable Call Home on the license server? No. Under the Citrix Service Provider license
agreement, all license servers are required to phone home product usage. Partners sensitive
to the phone home use case can use the username anonymization feature. For details, see
Anonymize usernames through the license server.

• Will I be billed based on the product usage shown in License Usage Insights? No. License
Usage Insights helps partners understand their product usage so they can report it quickly and
accurately to theirCitrixdistributor. CSPpartnerswill continue tobebilledbasedon theproduct
usage they report to their Citrix distributor. Citrix distributors will continue to own the billing
relationship with CSP partners.

Manage product usage, license servers, and notifications

June 20, 2024

Product selection

To view licensing details for a different product, click the arrow next to the product name and select
the product or service you want to view.
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Customer notifications

Monitor solution health across multiple customers without having to visit each deployment individ‑
ually. The Notifications area in Citrix Cloud aggregates notifications across customers on your dash‑
board so you can ensure alerts are addressed and services keep running.
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1. From the Citrix Cloudmanagement console, click theNotifications icon and then clickMyCus‑
tomers. A list of the most recent notifications appears.

2. To view a complete list of customer notifications, click View all notifications.

License server status

To be compliant with Citrix Service Provider license guidelines, all active license servers must be up‑
dated and reporting. The license server status shows the license servers you have andwhether or not
they’re updated for use with License Usage Insights.

The service displays a list of active license servers using the license allocation data stored in the Citrix
back office. If the license server is updated and successfully reporting, LicenseUsage Insights displays
the “Reporting”status and includes a timestamp of the most recent upload.
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License server information included in uploads

When Call Home is activated on a license server, the following information is uploaded daily:

• License server version
• License file information:

– License files installed on the server
– License file expiration dates
– Product feature and edition entitlement information
– License quantities

• License usage:

– Licenses used in the current calendar month
– Usernames associated with license checkout
– Product features and editions activated

View a license server upload

CSPpartners can inspect the lastuploadedpayloadon their license server to fullyunderstandall of the
details that the license server sends toCitrix. A copyof this payload is stored as a .zip file on the license
server. Bydefault, this location isC:\ProgramFiles (x86)\Citrix\Licensing\LS\resource\usage\upload_1456166761.zip.

Note:

Successful uploads are deleted except for the last one. Unsuccessful uploads linger on the disk
until a successful upload occurs. When that happens, all but the last upload are deleted.
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Usage collection

Usage collection helps you understand product usage through automated data collection and aggre‑
gation. There’s no need to deploy additional tools.

License Usage Insights automatically aggregates product usage across all Citrix License Servers to
provide a complete view of usage across all deployments. You can also create licensing usage break‑
downs by associating specific users with the customers or tenants to whom they belong.

The license servers collect and track product license usage and report it back to Citrix using a secure
phone home channel. This automated approach provides you with a constant stream of updated
usage data, saving time and helping partners better understand usage trends within their deploy‑
ments.

Create a customer breakdown of Virtual Apps and Desktops product usage

To break down licensing usage by customer, youmust first associate users with the customers or ten‑
ants to whom they belong. If you don’t have any customers defined in your Customers dashboard,
you can add new ones or you can connect with existing Citrix Cloud customers.

1. If applicable, add customers to the Customers dashboard: From the Citrix Cloud management
console home page, click Customers, click Add or Invite, and then follow the onscreen instruc‑
tions.

2. Click the menu button and then selectMy Services > License Usage Insights.
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3. With the Virtual Apps and Desktops product selected, click Users.
4. Select the users youwant to associate and then clickBulkActions >Manage Link toCustomer.
5. From the list, select the customer with which to you want associate the users.
6. Click Save.
7. To view the per‑customer breakdown, click the Usage view.

Free user management

License Usage Insights provides a comprehensive view of product usage across deployments while
still allowing you to take full advantage of the Citrix Service Provider license program that supports
trial, test, and administrative users.

To ensure you are billed appropriately for paid users in a given billing cycle, you can designate certain
users as free users during that cycle. During a givenmonth in your current billing cycle, you can select
free users at any time, up to the 10th day of the following month. For example, in March, you can
select free users at any time until April 10th.

Between the first and 10th days of each month, you can also select free users for the previous billing
cycle. During this period, you can turn on the Previous Term setting and select the free users for
that billing cycle. After the 10th day of the month, Citrix Cloud no longer displays the Previous Term
setting.
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The free users that you select in a given month are accounted for when you are billed for paid users.
When you change the status of a free user to a paid user, Citrix records the date of the change and
includes that user in the billing cycle during which the change occurred.

User customer tagging

This feature provides breakdown of license usage data for each customer, including support for man‑
aging and reporting on both single‑tenant andmulti‑tenant license server architectures. The objects
of License Usage Insights are:

• License Server ‑ A ‘reporting’or ‘not reporting’license server on the list.
• User ‑ A single username found in call home usage data.
• NetScaler ‑ A single NetScaler VPX license allocation (VPX on the VPX List).

Note

User customer tagging feature has the same behavior as free user tagging where a CSP can up‑
date customer tagging for the current billing cycle until the 10th of the following month.

Free server tagging

This feature provides flexibility in managing resources within the Citrix Cloud environment by en‑
abling administrators to organize and identify servers based on their specific roles, locations, or any
other relevant criteria, without worrying about licensing implications.

Note

A CSP can modify free tagging or customer tagging for the present month exclusively, with
changes applicable to both current and forthcomingmonths.
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Server customer tagging

This feature allows for better organization and management of resources within the Citrix Cloud en‑
vironment, ensuring that servers are tagged according to customer‑specific needs. By utilizing server
customer tagging, administrators can easily identify and track resources associatedwith different cus‑
tomers, facilitating more efficient resource allocation andmanagement.

Note

A CSP can modify free tagging or customer tagging for the present month exclusively, with
changes applicable to both current and forthcomingmonths.

Historical trends

You can view a complete historical record of all of your past business with Citrix. Check the usage you
reported last month, last year, or over a configurable time period.

Historical views deliver valuable business insight. As a Citrix Service Provider, you can quickly under‑
standhowyour businesswith Citrix is trending andwhich products are seeing themost growth across
your customers and subscribers.

Export usage and allocations data

You can export the following types of data as a CSV file from License Usage Insights:

• Virtual Apps and Desktops product usage and user list for a specified month
• Current NetScaler VPX allocation details

1. Select Virtual Apps and Desktops or Networking from the product list.
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2. If applicable, select the view you want to export. For example, to export Virtual Apps and Desk‑
tops usage details, click theUsage view.

3. If applicable, select the month and year you want to export.
4. On the right side of the screen, click Export.

Access licensing data with APIs

Citrix provides several APIs that you can use to access your licensing data outside of Citrix Cloud. To
learn more about these APIs, see APIs to manage Citrix cloud licensing in the Citrix Developer docu‑
mentation.

To use these APIs, youmust first create a secure client and generate a bearer token. To create a secure
client, youmust have theSecureClientpermission inCitrix Cloud. Formore information, seeConsole
permissions.

For more information about the required tasks for using Citrix Cloud APIs, see Get started with Citrix
Cloud APIs in the Citrix Developer documentation.

Distributor access to APIs

You can allow your Citrix distributor to access your licensing data through Citrix Cloud APIs without
granting them full administrator access to your Citrix Cloud account. You might do this so your dis‑
tributor can validate your usage reports and ensure accurate billing.

To provide distributor access to your licensing data, you create a custom access administrator with
permission only to create secure clients and access the License Usage Insights service. This account
has limited access to Citrix Cloud APIs and no access to other Citrix Cloud functions. After the account
is created, you can share the account credentialswith your distributor so they can sign in to your Citrix
Cloud account and create the secure client required for using Citrix Cloud APIs. Alternatively, you can
sign in as the custom access administrator, create the secure client, and then share the secure client
details with your distributor.

To create the custom access account for your distributor:

1. Create a new administrator account specifically for your Citrix distributor. For instructions, see
Invite individual administrators.

2. In Set Access, select Custom access and then select the following permissions:

• General > Secure Client
• License Usage Insights > License Usage Insights: Distributor Access

To create the secure client:

1. Sign in to Citrix Cloud using the new account’s credentials.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 436

https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/docs/overview
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#console-permissions
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#console-permissions
https://developer.cloud.com/citrix-cloud/citrix-cloud-api-overview/docs/get-started-with-citrix-cloud-apis
https://developer.cloud.com/citrix-cloud/citrix-cloud-api-overview/docs/get-started-with-citrix-cloud-apis
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#invite-individual-administrators


Citrix Cloud

2. Create a new secure client as described in Get started with Citrix Cloud APIs.
3. Note theClient IDandClientSecret thatCitrixCloudgenerates. Thesedetails are required inputs

for all Citrix Cloud APIs.

Licensing data available to distributors

This section describes the licensing data and APIs your Citrix distributor can access using the secure
client details you provide. Use the links below for more details about each API.

CSP reporting of monthly and historical Virtual Apps and Desktops license usage (License Usage In‑
sights):

• Virtual Apps and Desktops Current Usage
• Virtual Apps and Desktops Historical Usage

CSP reporting of Single‑Tenant and Multi‑Tenant cloud license usage (License Usage Insights):

• DaaS Current Usage
• DaaS Historical Usage

CSP’s cloud license usage (Licensing):

• DaaS Current Usage
• DaaS Historical Usage

Tenant’s cloud license usage (Customer Dashboard ‑> View Licensing)

• DaaS CCU Current Usage
• DaaS CCU Historical Usage
• DaaS UD Current Usage
• DaaS UD Historical Usage

Cloud service license usage and reporting for Citrix Service Providers

September 21, 2023

License Usage Insights automatically aggregates cloud service usage to provide a complete view
across all single‑tenant customers and multitenant partners. You can also export these details for a
givenmonth to a CSV file for further analysis.
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Supported services

Single‑tenant license usage is available for Citrix DaaS Premium (formerly Virtual Apps Premium and
Virtual Apps and Desktops Premium).

Multitenant license usage is available for the following services:

• Citrix DaaS (formerly Virtual Apps and Desktops service)
• Citrix DaaS Standard for Azure (formerly Virtual Apps and Desktops Standard for Azure)

Licensing summaries

License Usage Insights provides the following breakdown for single tenant andmultitenant usage for
Citrix Service Providers (CSP):

• At‑a‑glance summary grouped by tenant type that includes the total number of customers and
the total number of purchased licenses, users, and overassigned licenses across all customers.

• Usage summary for each customer or partner that includes the percentage of total licenses in
use, total purchased licenses, users, and number of overassigned licenses.

Formultitenant services, you can expand the usage summary to view the customers, OrgID, and total
users associated with each partner.
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Tenant customers not linked

In some cases, a tenant customer might be listed as “Not Linked.”This state can occur when users
from that tenant access a cloud service through the CSP’s workspace URL, rather than the tenant
workspace URL.

When the tenant user accesses the service through the tenantworkspaceURL, Citrix Cloud counts the
user as belonging to the tenant and the “Not Linked”message is removed.

View and export monthly usage

At any time, you can view license usage frompreviousmonths for all customers and partners. You can
also export this data to a CSV file for further analysis. For Citrix DaaS Standard for Azure, you can also
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export monthly consumption data.

1. From the product menu, select the cloud service you want to view.

For Citrix DaaS, select the month and year you want to view and select Export.

For Citrix DaaSStandard for Azure, select themonth and year youwant to viewand then selectExport
licensing data or Export consumption data.
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Customer license and usagemonitoring for Citrix DaaS

September 21, 2023

Customers of Citrix Service Providers (CSP) can easily monitor Citrix DaaS licenses for their users in
Citrix Cloud. As a CSP, you can access these details by signing in to your customer’s account in Citrix
Cloud. Toviewaggregated licenseusage informationacross single‑tenantandmultitenant customers,
see Cloud service license usage and reporting for Citrix Service Providers.

Customers can view their licensing data by selecting Licensing from the Citrix Cloudmenu.

License assignment

User/Device licensing model: Citrix Cloud assigns a license when a unique customer user launches
an app or desktop for the first time within the current month.
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Concurrent User licensing model: Citrix Cloud assigns a license when a user launches an app or
desktop on their device. When the user logs off or disconnects from the session, the license is no
longer assigned. Because license assignment can change depending on the number of devices ac‑
cessing apps or desktops at any given time, Citrix Cloud evaluates the number of licenses in use every
five minutes.

Formore information about the Concurrent licensingmodel, see Concurrent licenses in the Licensing
product documentation.

Licensing summary

Citrix Cloud displays summary views of licenses in use under the User/Device and Concurrent User
licensing models.

Summary for users and devices

For the User/Device model, the licensing summary provides an at‑a‑glance view of the licenses that
are in use relative to the total number of licenses that you own.

As the percentage approaches 100%, the percentage goes from green to yellow. If the percentage
exceeds 100%, the percentage turns red.

Citrix Cloud also displays the ratio of assigned licenses to purchased licenses and the number of re‑
maining available licenses.

Summary for concurrent users

For the Concurrent User model, the licensing summary provides an at‑a‑glance view of the following
information:

• Percentage of total purchased licenses currently in use when Citrix Cloud last evaluated the
licenses in use. Citrix Cloud calculates this percentage every five minutes based on unique de‑
vices with active connections to the service. The quantity of total purchased licenses is the sum
of licenses that have been purchased for Citrix DaaS that use the Concurrent licensing model.

• The ratio of currently assigned licenses to total purchased licenses and the number of available
licenses remaining. The Total figure shown in this ratio represents the total number of licenses
that are currently owned (as of the “Last Reported”date and time).

• Peakusage statistics. In calculatingpeak licenses inuse, Citrix Cloud retrieves the themaximum
number of licenses used in the following time periods:
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– Last 24 hours: The maximum number of licenses used at one time during the last 24‑
period period.

– This Month: Themaximum number of licenses used at one time from the start of the cur‑
rent calendar month.

– All Time: The maximum number of licenses used at one time from the start of the sub‑
scription.

TheTotal figure shown for thesepeakusageperiods represents the total numberof licenses that
were owned at that point in time. If the total number of owned licenses increases or decreases,
and there’s a corresponding increase in assigned licenses, the Total figure changes to reflect
the new number of owned licenses for that point in time. However, if there is no corresponding
usage peak, the Total figure does not change.

• Active use statistics. Citrix Cloud displays the total number of unique connections for the fol‑
lowing periods:

– Monthly: The total number of connections for the previous calendar month.
– Daily: The total number of connections for the previous 24 hours. These figures are also
represented as percentages of the total number of licenses owned during these periods.

Calculating peak licenses in use

To accurately reflect the Concurrent licensing model, Citrix Cloud counts the number of unique de‑
vices accessing the service simultaneously every five minutes. If the count is greater than the current
peak usage displayed, Citrix Cloud displays the new peak usage with the date and time that it was
reached. If the count is less than the current peak usage, the current peak usage doesn’t change.

Important:

If you use Monitor in Director for information about concurrent sessions, be aware that the Mon‑
itor report provides a different interpretation of concurrent sessions and does not accurately re‑
flect the number of Concurrent User licenses in use. Formore information about the differences
between Monitor reports and Licensing reports, see the FAQ.

Calculatingmonthly active use

At the beginning of each month, Citrix Cloud takes a snapshot of the previous calendar month. Citrix
Cloud displays the total number of unique connections that occurred during that calendar month.
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Calculating daily active use

At the same timeeachday, Citrix Cloud takesa snapshotof theprevious24hours. Citrix Clouddisplays
the total number of unique connections that occurred during that 24‑hour period.

Usage trends

Citrix Cloud displays a breakdown of usage trends for either User/Device or Concurrent User licenses.
To view this breakdown, select View Usage Details from the licensing summary page.

Trends for users and devices

For User/Devices licenses, the Usage Trends section shows you a breakdown of assigned licenses as
a chart.

Pointing to an interval on the chart shows you the following information:

• Total Licenses: Your total purchased licenses for the cloud service across all entitlements.
• Previously Assigned: The number of licenses that were assigned in the previous month. For
example, a user accesses the cloud service for the first time in July and is assigned a license.
This license is counted as “Newly Assigned”for themonth of July. For themonth of August, this
license is counted as “Previously Assigned.”

• Newly Assigned: The number of new licenses thatwere assigned for eachmonth. For example,
a user accesses the cloud service for the first time in July and is assigned a license. This license
is counted as “Newly Assigned”for the month of July.

Trends for concurrent users

For Concurrent User licenses, theUsage Trends section shows you the following information:

• Total Licenses: Your total purchased Concurrent licenses.

• Peak Licenses In Use: The maximum number of licenses assigned for the date range that you
select. By default, Citrix Cloud displays peak usage for eachmonth in the current calendar year.
To drill down to monthly or hourly peak usage, select the calendar month or day you want to
view from the drop‑downmenu.

If the date range you select isn’t yet finished, Citrix Cloud displays the current peak usage for
the latest interval of time. For example, if you drill down to view a calendar day that’s still in
progress, themaximumnumber of licenses is displayed for eachhour up to the currentmoment
in time. If themaximum number of licenses increases at the next five‑minute counting interval,
Citrix Cloud updates the peak usage for the current hour.
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• Active Use displays a chart of the following information:

– Daily: The total number of connections for each day during the previous 30 days.
– Monthly: The total number of connections for each month during the previous calendar
year.

Pointing to an interval on the License Assignment or Active Use charts reveals the details for that
interval.

Licensed users

The License Activity section displays a list of the individual customer users who have licenses as‑
signed during the current month. This list also displays the domain to which each user belongs, the
date when a license was assigned, and the last time the service was used.

Monthly release of licenses

On the first day of eachmonth, assigned licenses from the previousmonth are released automatically.
When this happens, the number of assigned licenses resets to zero and the list of licensed customer
users is cleared. Licenses are re‑assignedwhen users launch apps or desktops for the first timewithin
the newmonth.

Reviewmonthly license history

On the first day of each month, the list of licensed customer users from the previous month, under
License Activity, is cleared when the number of assigned licenses resets to zero. However, you can
access user details from previous months at any time and download them as a CSV file, if needed.

1. In the License Activity section, select View License History at the far right of the section.
2. Select the month you want to view. A list of the user details for the selectedmonth appears.
3. To export the list, select Export to CSV at the far right of the section and then save the file.

Export license details

At any time, customers can export licensed user details to a CSV file for further analysis. The customer
can then use the CSV file as needed to analyze the license details.

To export the current month’s details, in the License Activity section, select Export to CSV at the far
right of the section and then save the file.

To export the details for previous months, generate a list for a selectedmonth as described in Review
monthly license history. Select Export to CSV and save the file.
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Customer license and usagemonitoring for Citrix DaaS Standard for
Azure

September 21, 2023

Customers of Citrix Service Providers (CSP) can easily monitor Citrix DaaS Standard for Azure
licenses for their users in Citrix Cloud. As a CSP, you can access these details by signing in to your
customer’s account in Citrix Cloud. To view aggregated license usage information across single‑
tenant and multitenant customers, see Cloud service license usage and reporting for Citrix Service
Providers.

Customers can view their licensing data by selecting Licensing from the Citrix Cloudmenu.
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License assignment

User/Device licensing model: Citrix Cloud assigns a license when a unique user or unique device
launches a desktop for the first time.

Concurrent User licensingmodel: Citrix Cloud assigns a license when a user launches a desktop on
their device. When the user logs off or disconnects from the session, the license is no longer assigned.
Because license assignment can change depending on the number of devices accessing desktops at
any given time, Citrix Cloud evaluates the number of licenses in use every five minutes.

Formore information about the Concurrent licensingmodel, see Concurrent licenses in the Licensing
product documentation.

Licensing summary

Citrix Cloud displays summary views of licenses in use under the User/Device and Concurrent User
licensing models.

Summary for users and devices

For the User/Device model, the licensing summary provides an at‑a‑glance view of the licenses that
are in use relative to the total number of licenses that you own.

As the percentage approaches 100%, the percentage goes from green to yellow. If the percentage
exceeds 100%, the percentage turns red.

Citrix Cloud also displays the ratio of assigned licenses to purchased licenses and the number of re‑
maining available licenses.

Summary for concurrent users

For the Concurrent model, the licensing summary provides an at‑a‑glance view of the following infor‑
mation:

• Percentage of total purchased licenses currently in use when Citrix Cloud last evaluated the
licenses in use. Citrix Cloud calculates this percentage every five minutes based on unique de‑
vices with active connections to the service. The quantity of total purchased licenses is the sum
of licenses that have been purchased for Citrix DaaS Standard for Azure that use the Concurrent
licensing model.

• The ratio of currently assigned licenses to total purchased licenses and the number of available
licenses remaining. The Total figure shown in this ratio represents the total number of licenses
that are currently owned (as of the “Last Reported”date and time).
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• Peakusage statistics. In calculatingpeak licenses inuse, Citrix Cloud retrieves the themaximum
number of licenses used in the following time periods:

– Last 24 hours: The maximum number of licenses used at one time during the last 24‑
period period.

– This Month: Themaximum number of licenses used at one time from the start of the cur‑
rent calendar month.

– All Time: The maximum number of licenses used at one time from the start of the sub‑
scription.

TheTotal figure shown for thesepeakusageperiods represents the total numberof licenses that
were owned at that point in time. If the total number of owned licenses increases or decreases,
and there’s a corresponding increase in assigned licenses, the Total figure changes to reflect
the new number of owned licenses for that point in time. However, if there is no corresponding
usage peak, the Total figure does not change.

Calculating peak licenses in use

To accurately reflect the Concurrent licensing model, Citrix Cloud counts the number of unique de‑
vices accessing the service simultaneously every five minutes. If the count is greater than the current
peak usage displayed, Citrix Cloud displays the new peak usage with the date and time that it was
reached. If the count is less than the current peak usage, the current peak usage doesn’t change.

Usage trends

Citrix Cloud displays a breakdown of usage trends for either User/Device or Concurrent User licenses.
To view this breakdown, select View Usage Details from the licensing summary page.

Trends for users and devices

For User/Devices licenses, the Usage Trends section shows you a breakdown of assigned licenses as
a chart.

Pointing to an interval on the chart shows you the following information:

• Total Licenses: Your total purchased licenses for the cloud service across all entitlements.
• Previously Assigned: The number of licenses that were assigned in the previous month. For
example, a user accesses the cloud service for the first time in July and is assigned a license.
This license is counted as “Newly Assigned”for themonth of July. For themonth of August, this
license is counted as “Previously Assigned.”
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• Newly Assigned: The number of new licenses thatwere assigned for eachmonth. For example,
a user accesses the cloud service for the first time in July and is assigned a license. This license
is counted as “Newly Assigned”for the month of July.

Trends for concurrent users

For Concurrent User licenses, theUsage Trends section shows you the following information:

• Total Licenses: Your total purchased Concurrent licenses.

• Peak Licenses In Use: The maximum number of licenses assigned for the date range that you
select. By default, Citrix Cloud displays peak usage for eachmonth in the current calendar year.
To drill down to monthly or hourly peak usage, select the calendar month or day you want to
view from the drop‑downmenu.

If the date range you select isn’t yet finished, Citrix Cloud displays the current peak usage for
the latest interval of time. For example, if you drill down to view a calendar day that’s still in
progress, themaximumnumber of licenses is displayed for eachhour up to the currentmoment
in time. If themaximum number of licenses increases at the next five‑minute counting interval,
Citrix Cloud updates the peak usage for the current hour.

Pointing to an interval on the chart reveals the total licenses and peak licenses in use for that inter‑
val.

Usage reports

You can download usage information for a standard or specified interval.
The information includes meter usage for:

• Azure VMs
• Network connections, such as VNet peering
• Azure storage items, such as managed disks, block blobs, and page blobs

Data can take up to 72 hours after the end of a day/month to reflect all usage.

Under Usage Reports, select an interval and then select Download Data to generate and download
a CSV file to your local machine.

Licensed users

For User/Device licenses, the License Activity section displays a list of the individual customer users
who have licenses assigned during the current month. This list also displays the domain to which
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each user belongs, the date when a license was assigned, and the last time the service was used. This
section is not available for Concurrent User licenses.

Monthly release of licenses

On the first day of eachmonth, assigned licenses from the previousmonth are released automatically.
When this happens, the number of assigned licenses resets to zero and the list of licensed customer
users is cleared. Licenses are re‑assignedwhen users launch apps or desktops for the first timewithin
the newmonth.

Reviewmonthly license history

On the first day of each month, the list of licensed customer users from the previous month, under
License Activity, is cleared when the number of assigned licenses resets to zero. However, you can
access user details from previous months at any time and download them as a CSV file, if needed.

1. In the License Activity section, select View License History at the far right of the section.
2. Select the month you want to view. A list of the user details for the selectedmonth appears.
3. To export the list, select Export to CSV at the far right of the section and then save the file.

Export license details

At any time, you can export licensed user details for a single customer to a CSV file for further analysis.
You can then use the CSV file as needed to analyze the license details.

To export the current month’s details, in the License Activity section, select Export to CSV at the far
right of the section and then save the file.

To export the details for previous months, generate a list for a selectedmonth as described in Review
monthly license history. Select Export to CSV and save the file.

Assign users and groups to service offerings using Library

April 8, 2024

Note:

For Managed by Citrix Cloud delivery groups, user assignments can now be managed directly
in the Web Studio console. For more information, see the DaaS documentation. Previously, the
management of thesedelivery groupswas confined to the Library, but nowyou canuse the same
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management capabilities in the Web Studio console. This feature is now live for all customers.
In June 2024, DaaS‑specific use cases within Cloud Library will be fully deprecated.

You can assign resources or other items that you configure in a service to your Active Directory users
and groups using the Library. Offeringsmight consist of applications, desktops, data shares, andweb
apps that you create through a Citrix service. The Library displays all your offerings in a single view.

Administrator access

To access Library, administrators must meet the following requirements:

• Authenticates through the Citrix identity provider or Azure AD.
• Signs in as an individual administrator, not as a member of an administrator group.
• Has full access to Citrix Cloud or custom access with the Library role selected.

If you have individual and group administrator accounts in Citrix Cloud, your access to Library might
depend on the permissions in force when you sign in with each account. For more information, see
Resultant permissions for administrators with Citrix, AD, Azure AD, and Google Cloud identities.
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Considerations for using StoreFront with Citrix DaaS

If you are using an on‑premises StoreFront with Citrix DaaS, do not use Library to assign resources
when creating delivery groups. Instead, use Studio to assign resources to users. If you use Library in
this scenario, resources might not be enumerated to users.

When creating a delivery group in Studio, on theUsers page, do not select Leave usermanagement
to Citrix Cloud. Instead, select a different option (Allow any authenticated users to use this deliv‑
ery group or Restrict use of this delivery group to the following users).

View offering details

To view applications, desktops, policies, and any other related offering information, click the arrow
on the offering card.
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Add or remove subscribers

To manage users or groups for a single offering, click Manage Subscribers from the offering card’s
menu.

To manage subscribers for multiple offerings, select the check mark on each offering and then click
Manage Subscribers.

To add subscribers to the offering, choose a domain and then select the users or groups you want to
add.
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To remove a single subscriber, click the trash icon for a user or group. To removemultiple subscribers,
select the users or groups and click Remove Selected.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 454



Citrix Cloud

After you add or remove subscribers from an offering, the offering card displays the current number
of subscribers.

Filter offerings

By default, the Library displays all offerings. To quickly view offerings for a specific service, select the
filter for that service.
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You can also search for any user or group that is currently subscribed to an offering in the Library.
Citrix Cloud displays only the offerings that pertain to the user or group you select. To see all offerings
for all users, click the X to clear the filter.

Custom landing page

March 14, 2024

Many administrators access the Cloud Console to perform specific tasks like managing applications
in the Web Studio console or viewing data in DaaS ‑ Monitor.
However, these tasks requiremultiple clicks andnavigating throughmultiple pages every time the ad‑
mins log in, which can be time‑consuming. This new feature allows admins to set ormodify a custom
landing page, saving time and providing an enhanced console experience.
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Currently, the following pages are available to be configured as a custom landing page, with more
expected to be added in the future:

• DaaS
• DaaS‑Monitor
• NetScaler Console
• CAS
• CAS Security
• CAS Performance
• WEM
• General

Note:

The custom landing page setting is optional, and is set on a per account basis. So each admin‑
istrator can customize their own experience within Citrix Cloud. All admins (whether custom or
full) have access to this feature.

Configure a custom landing page

1. Click the profile name and select Account Settings.

2. Click Customization.
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3. Select the service you would like to configure as your custom landing page.

4. Click Apply.

Your custom landing page is now set.

Note:

• You can reset your custom landingpage to thedefault Cloudhomepageanytimeby clicking
Reset to default.

• If you sign in again on the same page where you just signed out, it will take you to your last
viewed page instead of your new landing page.

Allow customers to delete Citrix Cloud account and re‑onboard

April 8, 2024
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Citrix Cloud offers the capability for customers to securely delete their Citrix Cloud account and seam‑
lessly re‑onboard when required.

Prerequisites

• If your account has active DaaS entitlements and your DaaS environment is provisioned, con‑
tact Citrix Technical Support to execute Fast Decommission before proceeding. See Studio Con‑
sole Shows “Enable DaaS”for First Time Use article for details on how to check if your DaaS
environment is provisioned.

• Remove all Cloud Connectors and Connector Appliances associated with this account.

Important

Consider the following points before deleting a Citrix Cloud account:

• All customer‑related data is removed from Citrix databases.
• All resources related to Citrix Cloud services, including Citrix‑managed VMs, that Citrix pro‑
visioned inyour cloudenvironmentwill bedeleted. SeeCitrixCloudservices for thedescrip‑
tion of the Citrix‑managed components that are included in specific Citrix Cloud services.

• Administrator and user access to Citrix Cloud and services are disabled.
• Administrators or users actively using the service will experience service disruption.
• This action is not reversible. Once the data is deleted, it cannot be recovered.

Steps

1. Contact Citrix Customer Service to submit a delete request. A Full Administrator on the Citrix
Cloud account is required to submit this request.

2. After your request is initiated, login toyourCitrixCloudaccount. Thereyou’ll see theCitrixCloud
account delete workflow.

3. Follow the on‑screen guidance to either approve or reject this request.
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4. To approve this request for deletion, sign in to the account, navigate to Account Settings and
click Approve request on the approval workflow banner.

To cancel the request for deletion, sign in to the account, navigate to Account Settings and click Re‑
ject and remove request on the delete approval workflow banner.

Note:

• If this accounthas twoormoreadministratorsassociatedwith it, at least twoadministrators
must approve the request.

• This request expires if required approvals are not received within 7 days.
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Notifications

September 21, 2023

Notifications provide information about issues or events that might be of interest to administrators,
such as newCitrix Cloud features or problemswith amachine in a resource location. Notifications can
come from any service within Citrix Cloud.

View notifications

The number of notifications appears near the top of the Citrix Cloud console page. For more details,
click View All under Notifications in the console or selectNotifications from the console menu.

The Notifications page displays the notifications that you receive. The newest notifications at the top
of the list.
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Dismiss notifications

Notificationsaremanagedonaper‑administratorbasis. Whenyoudismissnotifications, thedismissal
occurs under your own administrator identity in Citrix Cloud. Other administrators can still view and
dismiss their own notifications, even if you dismiss all of your notifications.

To dismiss all notifications that you’ve received, select Dismiss All near the top of the page.

To dismiss individual notifications, select each notification and then select Dismiss.
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Receive email notifications

You can choose to receive notifications by email instead of signing in to view them. By default, email
notifications are turned off.

You can also enable email notifications for other stakeholders who don’t have administrator access
to your Citrix Cloud account, such as members of your organization’s security and auditing teams.

When you enable email notifications, Citrix Cloud sends an email for each notification. Notifications
are sent as soon as possible. They are not grouped into a single email or batched for sending at a later
time.

To enable email notifications for yourself

1. From the Citrix Cloudmanagement console, select Account Settings.

2. SelectNotifications.

3. Turn on theMy email notifications setting.

4. UnderManage my notification settings, select the types of notifications you want to receive.
By default, all notification types are selected.

5. Click Apply to save your settings.
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To enable email notifications for non‑administrators

Use the steps in this section to add non‑administrators as contacts for email notifications. If you at‑
tempt to add an existing administrator as a contact, Citrix Cloud displays an error.

1. From the Citrix Cloudmanagement console, click Account Settings.
2. SelectNotifications.
3. Under Contact management, select Add contact.
4. Enter the contact’s name, email address, and their preferred language.
5. UnderManage notification settings, select the notification types to send.
6. Select Add contact to save the contact’s information.

Modify notification settings

As an administrator, you can change the types of notifications that you receive by selecting or clearing
the checkboxes underManagemy notification settings. Changing your notifications doesn’t affect
the notifications that other administrators receive.

You can also modify the notifications that non‑administrators receive.

Tomodify notifications for non‑administrators

1. From the Citrix Cloudmanagement console, click Account Settings.
2. SelectNotifications.
3. Under Contact management, locate the contact that you want to manage.
4. Point to the contact and then select the pencil icon.
5. UnderManage notification settings, select or clear the checkboxes for each notification type.

To modify a contact’s email address, you must first delete the contact and then add them as a new
contact with their new email address.

Disable email notifications

As an administrator, you can disable your own email notifications at any time by turning off the My
email notifications setting.

Non‑administrators can stop receiving notifications by clicking the unsubscribe link that appears in
every notification email. Contactswho have unsubscribed have theUnsubscribed notification status
in the table in the Contact management section.

To disable notifications for non‑administrators, you can perform one of the following actions:
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• Clear all of the checkboxes inManage notification settings for the contact.
• Delete the contact from the table under Contact management.

Delete non‑administrator contacts

1. From the Citrix Cloudmanagement console, click Account Settings.
2. SelectNotifications.
3. Under Contact management, locate the contact that you want to manage.
4. Point to the contact and then select the trash can icon.

Citrix Cloud removes the contact from the table.

System Log

September 21, 2023

The system log displays a timestamped list of events that occurred in Citrix Cloud. You can export
these changes as a CSV file to meet your organization’s regulatory compliance requirements or to
support security analysis.

To view the system log, select System Log from the Citrix Cloudmenu.

For more information about retention of data in system logs, see Data retention in this article.
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Logged events

The system log captures events for certain Citrix Cloud platform and cloud service operations. For a
complete list of these events and descriptions of captured data, see System Log Events Reference.

By default, the system log displays events that occurred in the last 30 days. The most recent events
are displayed first.

The displayed list includes the following information:

• Date and time (UTC) when the event occurred.
• Actor that initiated the event, such as an administrator or secure client. Entries with the actor
CwcSystem indicate that Citrix Cloud performed the operation.

• Brief description of the event, such as editing an administrator or creating a new secure client.
• Target of the event. The target is the system object that was impacted or changed as a result of
the event. For example, a user who was added as an administrator.

To view events more than 30 days in the past, filter the list by selecting the time period you want to
view and select View. You can view events that occurred up to 90 days in the past.

To retrieve older events that occurred during a time period that you specify, you can use the System‑
Log API. For more information, see Retrieve events for a specific time period in this article.
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Export events

You can export a CSV file of system log events that occurred up to the last 90 days. The name of the
downloaded file follows the format of SystemLog-CustomerName-OrgID-DateTimeStamp.
csv.

1. From the Citrix Cloudmenu, select System Log.
2. If needed, filter the list to display the time period for which you want to export events.
3. Select Export to CSV and save the file.

The CSV file includes the following information:

• UTC timestamp of each event
• Details of the actor who initiated the event, including the name and actor ID.
• Event details such as the type of event and the text of the event
• Details of the target of the event such as the target ID, the name of the administrator or a secure
client.

Retrieve events for a specific time period

If you need to retrieve events for specific periods of time, you can use the SystemLog API. Before you
use theAPI, you’ll need to create a secure client as described inGettingStartedon theCitrix Developer
Docs web site.

For more information about using the SystemLog API, see Citrix Cloud ‑ SystemLog on the Citrix De‑
veloper Docs web site.

Forward system log events

TheCitrixSystemLogAdd‑on forSplunkenablesyou toconnect yourSplunk instancewithCitrixCloud.
With this connection, you can forward system log data to Splunk. For more information, see the add‑
on documentation in the Citrix repository in GitHub.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 467

https://developer.cloud.com/citrix-cloud/citrix-cloud---systemlog/docs/getting-started
https://developer.cloud.com/citrix-cloud/citrix-cloud---systemlog/docs/overview
https://splunkbase.splunk.com/app/5496/
https://github.com/citrix/cc-system-log-addon-for-splunk
https://github.com/citrix/cc-system-log-addon-for-splunk


Citrix Cloud

Data retention

Citrix shares responsibility with you, the customer, for retaining the system log data that Citrix Cloud
captures.

Citrix retains system log records for 90 days after events are recorded.

You are responsible for downloading the system log records that youwant to retain tomeet your orga‑
nization’s compliance requirements and for storing these records in a long‑term storage solution.

System Log Events Reference

September 21, 2023

To view all System Log events data for your Citrix Cloud account, you can:

• Download a CSV file of all events that occurred during the previous 30, 60, or 90 days.
• Use the SystemLog API to retrieve events for a specific time period.

See Event data descriptions in this article for descriptions of the data that are captured when you re‑
trieve System Log events. See Cloud components and services that generate events for event‑specific
values such as event message text, event types, and whether object field data is recorded before and
after events occur.

Cloud components and services that generate events

System Log records events for the following Citrix Cloud entities, components, and services:

• Citrix Cloud platform: Events related to Citrix Cloud platform functions such as managing
administrators, device resets for Workspace subscribers, Azure AD tenants, and managing
domains and network locations.

• Connectors: Events related to registering and updating Citrix Cloud Connectors and Connector
Appliances.

• Licensing: Events related to registering on‑premises License Servers, managing assigned
licenses for cloud services, and exporting licensing data.

• Secure Private Access service: Events related to Secure Private Access service configurations.
• Citrix Workspace: Events related to Workspace Configuration settings.
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Event data descriptions

When you download system log events or retrieve them using the SystemLog API, the following data
are included:

• RecordID: The unique identifier for the event.

• UtcTimestamp: The date and UTC time at which the event occurred.

• CustomerID: The unique organization identifier of the Citrix Cloud account.

• EventType: The identifier for the type of event that was recorded. The event type is recorded
using the format OriginatingService/Actor/Action. For example, the event type for
creating an administrator is platform/administrator/create.

• TargetID: The ID of the system object that was impacted or changed.

• TargetDisplayName: The display name of the system object that was impacted or changed.
For example, the name of an administrator that was created.

• TargetEmail: The email address of the system object. For example, the email address of an
administrator that was created.

• TargetUserID: The user ID of the system object that was impacted or changed. For example,
when creating an administrator, the target user ID is the user ID of the administrator that was
created.

• TargetType: The target category for the event.

• BeforeChanges and AfterChanges: The contents of object fields before and after the event
occurred, respectively. For some events, these object fields include:

– CustomerID
– User principal
– UserID
– Administrator access type, such as Custom or Full
– CreatedDate
– UpdatedDate
– DisplayName

• AgentID: The event category.

• ActorID: The ID of the system object that initiated the event. For example, for creating an ad‑
ministrator, this is the object ID of the administratorwho invited another user to theCitrix Cloud
account.

• ActorDisplayName: The display name of the person or entity that initiated the event. For ex‑
ample, the name of the administrator who invited another user to the Citrix Cloud account.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 469



Citrix Cloud

• ActorType: The service that generated the event.

• EventMessage: The brief description of the event that occurred.

System Log events for the Citrix Cloud platform

June 30, 2023

This article describes the event data that System Log captures for the Citrix Cloud platform. Formore
information about System Log event data, see System Log Events Reference.

To learn more about System Log, see System Log.

Azure AD tenants

Event
Message Event Type Target Type Actor Type Actor ID

Current
object
fields
recorded
before
event

Updated
object
fields
recorded
after event

Azure AD
tenant
connected

platform/identityprovider/azuread/connectservice administrator Yes No

Azure AD
tenant dis‑
connected

platform/identityprovider/azuread/disconnectservice administrator Yes No

Azure AD
auth
domain
name
changed

platform/identityprovider/azuread/authdomain/updatenamecws CustomerID No No

Azure AD
auth
domain
name
change
failed

platform/identityprovider/azuread/authdomain/updatenamefailedcws CustomerID No No
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Citrix Cloud administrators and secure clients

Event
Message Event Type Target Type Actor Type

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Administrator
created

platform/administrator/createadministrator system No Yes

Administrator
invitation sent

platform/administrator/inviteadministrator administrator No Yes

Administrator
roles or
permissions
updated

platform/administrator/updateadministrator administrator Yes Yes

Administrator
deleted

platform/administrator/deleteadministrator administrator No Yes

Secure client
created

platform/clientadministrator/createservice system No Yes

Secure client
deleted

platform/clientadministrator/deleteservice administrator Yes No

Administrator
Group created

platform/administratorgroup/createadministratorgroup No Yes

Administrator
Group roles or
permissions
updated

platform/administratorgroup/updateadministratorgroup Yes Yes

Administrator
Group deleted

platform/administratorgroup/deleteadministratorgroupadministrator Yes No

Device reset for Active Directory plus token
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Event
Message Event Type Target Type Actor Type

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Subscriber
device token
reset
completed

platform/authenticationdevice/deletesubscriber administrator No Yes

Domainmanagement

Event
Message Event Type Target Type Actor Type

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Domain
removed

platform/domain/removeservice administrator No No

Network locations

Event
Message Event Type Target ID Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Network
location
created

sdwan/networklocation/createThe ID of the
network
location that
was created

The name of
the
administrator
who added
the network
location

No Yes

Network
location
updated

sdwan/networklocation/editThe ID of the
network
location that
was modified

The name of
the
administrator
whomodified
the network
location

Yes Yes
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Event
Message Event Type Target ID Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Network
location
deleted

sdwan/networklocation/deleteThe ID of the
network
location that
was deleted

The name of
the
administrator
who deleted
the network
location

Yes No

Resource locations

Event
Message Event Type Target ID Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Resource
Location
created

platform/resourcelocation/createThe name of
the resource
location that
was created

The name of
the
administrator
who created
the resource
location

Yes Yes

Resource
Location
updated

platform/resourcelocation/updateThe name of
the resource
location that
was modified

The name of
the
administrator
whomodified
the resource
location

Yes Yes

Resource
Location
deleted

platform/resourcelocation/deleteThe name of
the resource
location that
was deleted

The name of
the
administrator
who deleted
the resource
location

Yes Yes
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System Log events for connectors

May 12, 2023

This article describes the event data that SystemLog captures for the Citrix Cloud Connector and Con‑
nector Appliance for Cloud Services. For more information about System Log event data, see System
Log Events Reference.

To learn more about System Log, see System Log.

Connector registration

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Connector
Registered

platform/edgeserver/createCloud
Connector or
Connector
Appliance

The
administrator
who
registered the
connector

Yes Yes

Connector
Deleted

platform/edgeserver/deleteCloud
Connector or
Connector
Appliance

The
administrator
who deleted
the connector

Yes Yes

Connector updates
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Event
Message Event Type Target ID Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Resource
Location
Maintenance
Window
updated

platform/resourcelocation/maintenancewindowThe name of
the resource
location that
was modified

The
administrator
who changed
the
configuration

Yes Yes

Connector
upgrade
triggered by
administrator

platform/edgeserver/manualupgradeCloud
Connector or
Connector
Appliance

The
administrator
who initiated
the update

No No

Connector
upgrade
started

platform/edgeserver/upgradestartedCloud
Connector or
Connector
Appliance

Automatic or
the
administrator
who initiated
the update

Yes No

Connector
upgrade
completed

platform/edgeserver/upgradecompletedCloud
Connector or
Connector
Appliance

Automatic or
the
administrator
who initiated
the update

No Yes

Connector public keys

Event
Message Event Type Target ID Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Public Key
added to trust

platform/authentication/createedgeserverkeyThe
administrator
who
performed
the operation

No No
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Event
Message Event Type Target ID Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Public Key
removed from
trust

platform/authentication/deleteedgeserverkeyThe
administrator
who
performed
the operation

No No

System Log events for licensing in Citrix Cloud

March 11, 2022

This article describes the event data that System Log captures for on‑premises Citrix Licensing regis‑
tration with Citrix Cloud. For more information about System Log event data, see System Log Events
Reference.

To learn more about System Log, see System Log.

On‑premises license servers

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

On‑premise
license
servers
deleted

lui/onpremlicenseservers/deleteLicensing The
administrator
who deleted
the license
server

No No

Failed to
delete
on‑premise
license
servers

lui/onpremlicenseservers/deletefailedLicensing The
administrator
who tried to
delete the
license server

No No
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Cloud service licensing

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Citrix Cloud
service
licenses
released

lui/cloudlicense/releaseCloudLicense The
administrator
who released
licenses for
the cloud
service

No No

Failed to
release Citrix
Cloud service
licenses

lui/cloudlicense/releasefailedCloudLicense The
administrator
who tried to
release
licenses for
the cloud
service

No No

License Usage Insights for Citrix Service Providers

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Partner
on‑premise
user list data
exported

lui/csp/userlistdataexportLicensing The
administrator
who exported
the Partner
user list data

No No

Failed to
export partner
on‑premise
user list data

lui/csp/userlistdataexportfailedLicensing The
administrator
who tried to
export the
Partner user
list data

No No
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License usage for cloud services and on‑premises products

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

License usage
data exported

lui/cloudlicense/usagedataexportCloudLicense
or Licensing

The
administrator
who exported
license usage
data

No No

Failed to
export license
usage data

lui/cloudlicense/usagedataexportfailedCloudLicense
or Licensing

The
administrator
who tried to
export license
usage data

No No

System Log Events for Secure Private Access

October 4, 2022

This article describes the event data that System Log captures for the Secure Private Access service.
For more information about System Log event data, see System Log Events Reference.

To learn more about System Log, see System Log.

Web and SaaS applications

Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Web/SaaS
application
created

swa/websaaspplication/createwebsaaspplication No Yes
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Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Web/SaaS
application
updated

swa/websaaspplication/updatewebsaaspplication Yes Yes

Web/SaaS
application
deleted

swa/websaaspplication/deletewebsaaspplication Yes No

Web/SaaS
application
creation failed

swa/websaaspplication/createfailedwebsaaspplication No No

Web/SaaS
application
update failed

swa/websaaspplication/updatefailedwebsaaspplication Yes Yes

Web/SaaS
application
deletion failed

swa/websaaspplication/deletefailedwebsaaspplication Yes Yes

User and group subscriptions

Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

User/Group
subscription
added

swa/websaaspplicationsubscribers/subscribewebsaaspplicationsubscribersNo Yes

User/Group
subscription
removed

swa/websaaspplicationsubscribers/unsubscribewebsaaspplicationsubscribersNo Yes

User/Group
subscription
failed

swa/websaaspplicationsubscribers/subscribefailedwebsaaspplicationsubscribersNo No

User/Group
unsubscription
failed

swa/websaaspplicationsubscribers/unsubscribefailedwebsaaspplicationsubscribersNo No
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Contextual policies

Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Contextual policy
created

swa/contextualpolicy/createcontextualpolicy No Yes

Contextual policy
updated

swa/contextualpolicy/updatecontextualpolicy Yes Yes

Contextual policy
deleted

swa/contextualpolicy/deletecontextualpolicy Yes No

Contextual policy
creation failed

swa/contextualpolicy/createfailedcontextualpolicy No No

Contextual policy
update failed

swa/contextualpolicy/updatefailedcontextualpolicy No No

Contextual policy
deletion failed

swa/contextualpolicy/deletefailedcontextualpolicy Yes No

Application domains

Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Application
domain created

swa/applicationdomain/createapplicationdomain No Yes

Application
domain updated

swa/applicationdomain/updateapplicationdomain Yes Yes

Application
domain deleted

swa/applicationdomain/deleteapplicationdomain Yes No

Application
domain creation
failed

swa/applicationdomain/createfailedapplicationdomain No No

Application
domain update
failed

swa/applicationdomain/updatefailedapplicationdomain Yes No

Application
domain deletion
failed

swa/applicationdomain/deletefailedapplicationdomain Yes No
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Browser extension settings

Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Browser
Extension
settings updated

swa/browserextensionsettings/updatebrowserextensionsettingsYes Yes

Browser
Extension
settings update
failed

swa/browserextensionsettings/updatefailedbrowserextensionsettingsYes No

Website URL lists and filter categories

Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Enabled website
filter lists and
categories

swa/website/filterlistsenabledfiltercategoriesenabled/updatewebsiteurllistcategoryfeatureYes Yes

Enabled website
filter lists and
disabled filter
categories

swa/website/filterlistsenabledfiltercategoriesdisabled/updatewebsiteurllistcategoryfeatureYes Yes

Disabled website
filter lists and
enabled filter
categories

swa/website/filterlistsdisabledfiltercategoriesenabled/updatewebsiteurllistcategoryfeatureYes Yes

Disabled website
filter lists and
categories

swa/website/filterlistsdisabledfiltercategoriesdisabled/updatewebsiteurllistcategoryfeatureYes Yes

Failed to enable
website filter lists
and categories

swa/website/filterlistsenabledfiltercategoriesenabled/updatefailedwebsiteurllistcategoryfeatureYes Yes
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Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Failed to enable
website filter lists
and disable filter
categories

swa/website/filterlistsenabledfiltercategoriesdisabled/updatefailedwebsiteurllistcategoryfeatureYes Yes

Failed to disable
website filter lists
and enable filter
categories

swa/website/filterlistsdisabledfiltercategoriesenabled/updatefailedwebsiteurllistcategoryfeatureYes Yes

Failed to disable
website filter lists
and categories

swa/website/filterlistsdisabledfiltercategoriesdisabled/updatefailedwebsiteurllistcategoryfeatureYes Yes

Website URL list
created

swa/websiteurlfilteringlist/createwebsiteurlfilteringlistNo Yes

Website URL list
updated

swa/websiteurlfilteringlist/updatewebsiteurlfilteringlistYes Yes

Website URL list
deleted

swa/websiteurlfilteringlist/deletewebsiteurlfilteringlistYes No

Website URL list
creation failed

swa/websiteurlfilteringlist/createfailedwebsiteurlfilteringlistNo No

Website URL list
update failed

swa/websiteurlfilteringlist/updatefailedwebsiteurlfilteringlistYes No

Website URL list
deletion failed

swa/websiteurlfilteringlist/deletefailedwebsiteurlfilteringlistYes No

Website URL filter
category created

swa/websiteurlfiltercategory/createwebsiteurlfiltercategoryNo Yes

Website URL filter
category updated

swa/websiteurlfiltercategory/updatewebsiteurlfiltercategoryYes Yes

Website URL filter
category deleted

swa/websiteurlfiltercategory/deletewebsiteurlfiltercategoryNo No

Website URL filter
category creation
failed

swa/websiteurlfiltercategory/createfailedwebsiteurlfiltercategoryNo No

Website URL filter
category update
failed

swa/websiteurlfiltercategory/updatefailedwebsiteurlfiltercategoryYes No
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Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Website URL filter
category deletion
failed

swa/websiteurlfiltercategory/deletefailedwebsiteurlfiltercategoryYes No

Website filter category presets

Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Updated website
filter category
preset

swa/websiteurlfiltercategorypreset/updatewebsiteurlfiltercategorypresetYes Yes

Failed to update
website filter
category preset

swa/websiteurlfiltercategorypreset/updatefailedwebsiteurlfiltercategorypresetYes Yes

BlockedWebsite URL lists and filter categories

Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Blocked Website
URL list created

swa/websiteurlfilteringlist/blocked/createwebsiteurlfilteringlistNo Yes

Blocked Website
URL list updated

swa/websiteurlfilteringlist/blocked/updatewebsiteurlfilteringlistNo Yes

Blocked Website
URL list deleted

swa/websiteurlfilteringlist/blocked/deletewebsiteurlfilteringlistNo Yes

Blocked Website
URL list creation
failed

swa/websiteurlfilteringlist/blocked/createfailedwebsiteurlfilteringlistNo Yes

Blocked Website
URL list update
failed

swa/websiteurlfilteringlist/blocked/updatefailedwebsiteurlfilteringlistNo Yes
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Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

Blocked Website
URL list deletion
failed

swa/websiteurlfilteringlist/blocked/deletefailedwebsiteurlfilteringlistNo Yes

Blocked Website
URL filter
category created

swa/websiteurlfiltercategory/blocked/createwebsiteurlfilteringlistNo Yes

Blocked Website
URL filter
category updated

swa/websiteurlfiltercategory/blocked/updatewebsiteurlfilteringlistNo Yes

Blocked Website
URL filter
category deleted

swa/websiteurlfiltercategory/blocked/deletewebsiteurlfilteringlistNo Yes

Blocked Website
URL filter
category creation
failed

swa/websiteurlfiltercategory/blocked/createfailedwebsiteurlfilteringlistNo Yes

Blocked Website
URL filter
category update
failed

swa/websiteurlfiltercategory/blocked/updatefailedwebsiteurlfilteringlistNo Yes

Blocked Website
URL filter
category deletion
failed

swa/websiteurlfiltercategory/blocked/deletefailedwebsiteurlfilteringlistNo Yes

AllowedWebsite URL lists and filter categories

Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

AllowedWebsite
URL list created

swa/websiteurlfilteringlist/allowed/createwebsiteurlfilteringlistNo Yes

AllowedWebsite
URL list updated

swa/websiteurlfilteringlist/allowed/updatewebsiteurlfilteringlistNo Yes
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Event Message Event Type Target Type

Current object
fields recorded
before event

Updated object
fields recorded
after event

AllowedWebsite
URL list deleted

swa/websiteurlfilteringlist/allowed/deletewebsiteurlfilteringlistNo Yes

AllowedWebsite
URL list creation
failed

swa/websiteurlfilteringlist/allowed/createfailedwebsiteurlfilteringlistNo Yes

AllowedWebsite
URL list update
failed

swa/websiteurlfilteringlist/allowed/updatefailedwebsiteurlfilteringlistNo Yes

AllowedWebsite
URL list deletion
failed

swa/websiteurlfilteringlist/allowed/deletefailedwebsiteurlfilteringlistNo Yes

AllowedWebsite
URL filter
category created

swa/websiteurlfiltercategory/allowed/createwebsiteurlfilteringlistNo Yes

AllowedWebsite
URL filter
category updated

swa/websiteurlfiltercategory/allowed/updatewebsiteurlfilteringlistNo Yes

AllowedWebsite
URL filter
category deleted

swa/websiteurlfiltercategory/allowed/deletewebsiteurlfilteringlistNo Yes

AllowedWebsite
URL filter
category creation
failed

swa/websiteurlfiltercategory/allowed/createfailedwebsiteurlfilteringlistNo Yes

AllowedWebsite
URL filter
category update
failed

swa/websiteurlfiltercategory/allowed/updatefailedwebsiteurlfilteringlistNo Yes

AllowedWebsite
URL filter
category deletion
failed

swa/websiteurlfiltercategory/allowed/deletefailedwebsiteurlfilteringlistNo Yes

Redirected to Remote Browser Isolation (formerly Secure Browser) website URL lists
and filter categories
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Event
Message Event Type Target Type Actor Type Agent ID

Current
object
fields
recorded
before
event

Updated
object
fields
recorded
after event

Redirected
to Secure
Browser
Website
URL list
created

swa/websiteurlfilteringlist/redirected/createwebsiteurlfilteringlistNo Yes

Redirected
to Secure
Browser
Website
URL list
updated

swa/websiteurlfilteringlist/redirected/updatewebsiteurlfilteringlistNo Yes

Redirected
to Secure
Browser
Website
URL list
deleted

swa/websiteurlfilteringlist/redirected/deletewebsiteurlfilteringlistNo Yes

Redirected
to Secure
Browser
Website
URL list
creation
failed

swa/websiteurlfilteringlist/redirected/createfailedwebsiteurlfilteringlistNo Yes

Redirected
to Secure
Browser
Website
URL list
update
failed

swa/websiteurlfilteringlist/redirected/updatedfailedwebsiteurlfilteringlistNo Yes
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Event
Message Event Type Target Type Actor Type Agent ID

Current
object
fields
recorded
before
event

Updated
object
fields
recorded
after event

Redirected
to Secure
Browser
Website
URL list
deletion
failed

swa/websiteurlfilteringlist/redirected/deletefailedwebsiteurlfilteringlistNo Yes

Redirected
to Secure
Browser
Website
URL filter
category
created

swa/websiteurlfiltercategory/redirected/createwebsiteurlfilteringlistNo Yes

Redirected
to Secure
Browser
Website
URL filter
category
updated

swa/websiteurlfiltercategory/redirected/updatewebsiteurlfilteringlistNo Yes

Redirected
to Secure
Browser
Website
URL filter
category
deleted

swa/websiteurlfiltercategory/redirected/deletewebsiteurlfilteringlistNo Yes
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Event
Message Event Type Target Type Actor Type Agent ID

Current
object
fields
recorded
before
event

Updated
object
fields
recorded
after event

Redirected
to Secure
Browser
Website
URL filter
category
creation
failed

swa/websiteurlfiltercategory/redirected/createfailedwebsiteurlfilteringlistNo Yes

Redirected
to Secure
Browser
Website
URL filter
category
update
failed

swa/websiteurlfiltercategory/redirected/updatefailedwebsiteurlfilteringlistNo Yes

Redirected
to Secure
Browser
Website
URL filter
category
deletion
failed

swa/websiteurlfiltercategory/redirected/deletefailedwebsiteurlfilteringlistNo Yes

System Log events for Citrix Workspace

March 11, 2022

This article describes the event data that System Log captures for Citrix Workspace. For more infor‑
mation about System Log event data, see System Log Events Reference.
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To learn more about System Log, see System Log.

Workspace URL

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Workspace
URL updated

wxp/url/update subscriber The
administrator
who updated
the URL

Yes Yes

Failed to
update
Workspace
URL

wxp/url/updatefailedsubscriber The
administrator
who
attempted to
update the
URL

Yes Yes

Workspace
URL enabled

wxp/url/enable subscriber The
administrator
who enabled
customization
of the
workspace
URL

No Yes

Failed to
enable
Workspace
URL

wxp/url/enablefailedsubscriber The
administrator
who
attempted to
enable
customization
of the
workspace
URL

No Yes
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Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Workspace
URL disabled

wxp/url/disable subscriber The
administrator
who disabled
customization
of the
workspace
URL

No Yes

Failed to
disable
Workspace
URL

wxp/url/disablefailedsubscriber The
administrator
who
attempted to
disable
customization
of the
workspace
URL

No Yes

Workspace authentication

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Workspace
identity
provider
updated

wxp/identityprovider/updatesubscriber The
administrator
who updated
the
workspace au‑
thentication
method

Yes Yes
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Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Failed to
update
Workspace
identity
provider

wxp/identityprovider/updatefailedsubscriber The
administrator
who
attempted to
update the
workspace au‑
thentication
method

Yes Yes

Citrix Federated Authentication Service

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Workspace
Federated Au‑
thentication
Service (FAS)
enabled

wxp/fas/enable subscriber The
administrator
who enabled
FAS

No Yes

Failed to
enable
Workspace
Federated Au‑
thentication
Service (FAS)

wxp/fas/enablefailedsubscriber The
administrator
who tried to
enable FAS

No Yes

Workspace
Federated Au‑
thentication
Service (FAS)
disabled

wxp/fas/disable subscriber The
administrator
who disabled
FAS

No Yes
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Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Failed to
disable
Workspace
Federated Au‑
thentication
Service (FAS)

wxp/fas/disablefailedsubscriber The
administrator
who tried to
disable FAS

No Yes

Favorites

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Workspace
favorites
enabled

wxp/favorites/enablesubscriber The
administrator
who enabled
favorites

No Yes

Failed to
enable
Workspace
favorites

wxp/favorites/enablefailedsubscriber The
administrator
who tried to
enable
favorites

No Yes

Workspace
favorites
disabled

wxp/favorites/disablesubscriber The
administrator
who disabled
favorites

No Yes

Failed to
disable
Workspace
favorites

wxp/favorites/disablefailedsubscriber The
administrator
who tried to
disable
favorites

No Yes

Change password
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Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Workspace
change
password
options policy
updated

wxp/changepasswordoptions/updatepolicysubscriber The
administrator
who updated
the policy for
changing
passwords
within Citrix
Workspace

Yes Yes

Failed to
update
Workspace
change
password
options policy

wxp/changepasswordoptions/updatepolicyfailedsubscriber The
administrator
who tried to
update the
policy for
changing
passwords
within Citrix
Workspace

Yes Yes

Workspace
change
password
options
enabled

wxp/changepasswordoptions/enablesubscriber The
administrator
who enabled
the setting for
changing
passwords
within Citrix
Workspace

No Yes

Failed to
enable
Workspace
change
password
options

wxp/changepasswordoptions/enablefailedsubscriber The
administrator
who tried to
enable the
setting for
changing
passwords
within Citrix
Workspace

No Yes
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Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Workspace
change
password
options
disabled

wxp/changepasswordoptions/disablesubscriber The
administrator
who disabled
the setting for
changing
passwords
within Citrix
Workspace

No Yes

Failed to
disable
Workspace
change
password
options

wxp/changepasswordoptions/disablefailedsubscriber The
administrator
who tried to
disable the
setting for
changing
passwords
within Citrix
Workspace

No Yes

Long‑lived tokens

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Workspace
long lived
token
configuration
updated

wxp/longlivedtoken/updatesubscriber The
administrator
who updated
the token
configuration

Yes Yes
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Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Failed to
update
Workspace
long lived
token
configuration

wxp/longlivedtoken/updatefailedsubscriber The
administrator
who tried to
update the
token
configuration

Yes Yes

Inactivity timeout for Web

Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Workspace
sessions
Configuration
updated

wxp/sessions/updatesubscriber The
administrator
who updated
the idle time
for the
Inactivity
Timeout for
Web setting

Yes Yes

Failed to
update
Workspace
sessions
configuration

wxp/sessions/updatefailedsubscriber The
administrator
who tried to
update the
idle time for
the Inactivity
Timeout for
Web setting

Yes Yes

Feature rollout
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Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Assigned
users and
groups
updated for
intelligent
Workspace
experience

wxp/iws/features/updateusersgroupssubscriber The
administrator
who updated
the assigned
users and
groups for
accessing
Activity Feed
notifications
in Citrix
Workspace

No No

Failed to
Assign users
and groups
updated for
intelligent
Workspace
experience

wxp/iws/features/updateusersgroupsfailedsubscriber The
administrator
who tried to
update the
assigned
users and
groups for
accessing
Activity Feed
notifications
in Citrix
Workspace

No No

Intelligent
Workspace
experience
enabled

wxp/iws/features/enablesubscriber The
administrator
who enabled
Activity Feed
notifications
in Citrix
Workspace

No No
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Event
Message Event Type Target Type Actor ID

Current object
fields
recorded
before event

Updated
object fields
recorded after
event

Failed to
enable
intelligent
Workspace
experience

wxp/iws/features/enablefailedsubscriber The
administrator
who tried to
enable
Activity Feed
notications in
Citrix
Workspace

No No

Intelligent
Workspace
experience
disabled

wxp/iws/features/disablesubscriber The
administrator
who disabled
Activity Feed
notifications
in Citrix
Workspace

No No

Failed to
disable
intelligent
Workspace
experience

wxp/iws/features/disablefailedsubscriber The
administrator
who tried to
disable
Activity Feed
notifications
in Citrix
Workspace

No No

SDKs and APIs

June 19, 2024

Citrix Cloud provides several APIs that you can use to retrieve information and automate complex and
repetitive tasks, including:

• Silently install Citrix Cloud Connector
• Create and consume reports for managing cloud licenses
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• Determine a customer’s entitlement status
• Send notifications to Citrix Cloud administrators
• Retrieve System Log events
• Retrieve details about your resource locations to use with other APIs

Several Citrix Cloud services also provide SDKs and APIs that allow you to retrieve information, query
data, and perform administrative tasks.

Secure clients

To use Citrix Cloud APIs, you need to create a secure client that accesses Citrix Cloud on your behalf.
To create a secure client, you’ll need to supply the customer ID of your Citrix Cloud account. Your
customer ID is located in the following places in the management console:

• The top‑right corner of the console, underneath your user name.

• Your Account Settings page.

• The API Access page.

Inherited permissions

Secure clients are tied to a single administrator and a single customer ID in Citrix Cloud. This means
your secure clients inherit the same level of permissions that you have under a specific customer ID.
So, if you have full access permissions, your secure clients also have full access permissions. If your
permissions level is reduced at a later time, the secure clients that you’ve already created automati‑
cally inherit your reduced permissions.
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For instructions to create secure clients, see Get started with Citrix Cloud APIs in the Citrix Developer
documentation.

Cloud licensing APIs

Enterprise customers can use cloud licensing APIs to perform management tasks like exporting us‑
age data and releasing assigned licenses. Citrix partners can use these APIs to retrieve summary and
historical data for on‑premises Citrix Virtual Apps and Desktops and Citrix DaaS.

For more information, see APIs to manage Citrix cloud licensing in the Citrix Developer documenta‑
tion.

SystemLog API

The SystemLogAPI allows you to retrieve events that occurred in your Citrix Cloud account for periods
of time that you specify. For more information about using this API, see Citrix Cloud ‑ SystemLog in
the Citrix Developer documentation.

Resource Locations API

The Resource Locations API allows you to retrieve information about your resource locations for use
with other applications and scripts. For example, let’s say that you want to silently install the Citrix
Cloud Connector in one of several resource locations in your Citrix Cloud account. You can use this
API to retrieve the resource location ID and pass it to your install script.

Formore information about using this API, see Citrix Cloud ‑ Resource Location in the Citrix Developer
documentation.

Service Entitlement API

The Service Entitlement API retrieves the services a customer is entitled to use, the days remaining
on each entitlement, and the quantity of entitlements that the customer purchased. For more infor‑
mation about using this API, see Citrix Cloud ‑ Service Entitlement in the Citrix Developer documenta‑
tion.

Notifications API

The Notifications API allows you to send messages to other Citrix Cloud administrators. Recipients
receive your messages through the Notifications page in the management console.
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SDKs and APIs for other services

For more information about the SDKs and APIs that are available for other Citrix Cloud services, see
the following articles:

• Digital workspaces: Includes SDKs and APIs for workspace services like Citrix DaaS and Citrix
Workspace.

• App delivery and security: Includes SDKs and APIs for networking and app delivery services like
Console, Intelligent Traffic Management, and SD‑WAN Orchestrator.

More information

To learn more about how Citrix Cloud APIs and secure clients can help you perform complex opera‑
tions like migrating to the cloud and configuring authentication with push tokens, see the following
Tech Zone articles:

• PoC Guide: nFactor for Citrix Gateway Authentication with Push Token
• Deployment Guide: Migrating Citrix Virtual Apps and Desktops from VMware vSphere to Citrix
Virtual Apps and Desktops service on Microsoft Azure

• PoC Guide: Automated Configuration Tool

Citrix Cloud for Partners

March 19, 2024

Citrix Cloud includes services, features, and experiences designed for both customers and partners.
This section outlines features available to Citrix Partners that help them collaborate with customers
on Citrix Cloud services and solutions.

Partner identification

Partners are identified in Citrix Cloud based on their Citrix Organization ID (ORGID). Partners can view
the ORGID that’s associated with their Citrix Cloud account in the following locations in the Citrix
Cloudmanagement console:

• From the customer menu. Click your customer name from the top‑right corner of the console.
Your ORGID appears beneath your company name in the menu.
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• From the Account Settings page. From the customer menu in the top‑right corner, select Ac‑
count Settings.

If the ORGID on the account is an active member of a Citrix partner program (such as Citrix Solution
Advisor or Citrix Service Provider) the programbadge indicates that a Citrix partner owns this account.
Partner identification is then used to govern access to additional cloud services or features.
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Customer dashboard

The customer dashboard is designed for partners to view the status ofmultiple Citrix Cloud customers
in a consolidated view. For a customer to appear on the dashboard, a connectionmust be established
between the partner and customer. The customer dashboard is available on partner badged Citrix
Cloud accounts.
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By default, full access administrators can view the customer dashboard. Custom access administra‑
tors can view the dashboard if the Customer Dashboard (View Only) permission is selected. For
more information about administrator permissions in Citrix Cloud, see Modify administrator permis‑
sions.
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Partner connections with customers

Partners collaborating with customers on Citrix Cloud solutions can establish a trusted link between
their accounts. This account level relationship allows a customer to share specific information easily
with a partner. By connecting with a partner, a customer grants the partner visibility into information
about their Citrix Cloud account and their relationship with Citrix.

Establishing a partner connection enables the following:

• Customer appears on the partner’s dashboard
• Partner appears as an active connection in the customer’s account settings
• Partner has visibility into Citrix Cloud service entitlements
• Partner has visibility into license usage and active use for Citrix Cloud entitlements

After a partner and customer connect, partner administrators can view the customer’s basic account
information, orders placed by the customer, and entitlement information, such as services, license
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counts, and expiration dates.

Partner connections with customers don’t expire.

Connections withmultiple partners or customers

Partners can establish connections with multiple customers. Partners can be associated with up to
100 customer accounts. If a partner needs to manage more than 100 customer accounts, they must
create a separate partner account with a different email address tomanage the additional customers.
Alternatively, the partner might consider removing customer account that they no longer need to
manage.

Customers can establish connections with multiple partners. There is no limit to the number of
customer‑to‑partner connections.

Connection notifications

Citrix Cloud sends notifications to partners when:

• The partner creates a connection to a customer
• A customer terminates their connection to the partner

Citrix Cloud sends notifications to customers when the partner terminates their connection with the
customer.

Partner visibility into service entitlements

When connected to a customer, the partner can view the service entitlement status for that customer.
This information includes the status of both trial and non‑trial entitlements. Partners can also view
the following information:

• Active service trials
• Pending service trial requests
• Expired service trials
• Active service entitlements (services purchased or otherwise entitled or enabled for the cus‑
tomer)

• License count and expiration date for the entitlement
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Licensing visibility is limited to viewing summaries of license assignments and historical usage
trends.

Create connections with customers

Partners create connections with customers using a unique invitation link. This link is fixed and can’t
be changed or customized.

Partners can use their invitation link an unlimited number of times to create or recreate connections.
Invitation links don’t expire.

To create a connection:

1. From the Citrix Cloudmenu, selectMy Customers.

2. From the Customer Dashboard, select Invite or Add.

3. To connect with an existing Citrix Cloud customer:

a) Select Invite a Citrix Cloud customer and then select Continue.

b) Copy the invitation link and send it to the customer.
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To complete the connection, the customer clicks the invitation link, signs in to Citrix Cloud,
and accepts the invitation.

4. To connect with a new customer who doesn’t yet have a Citrix Cloud account:

a) Select Add a customer and then select Continue.
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b) Enter the customer’s business contact details and then select Finish. Citrix Cloud creates
a new account for the customer.

Afterward, the customer receives a notification that the partner was added as an administrator
to the new account. The customer can set a password for the new account by using the Forgot
password? link on the Citrix Cloud sign‑in page. After setting their password, the customer
can sign in to their account using their business email address and complete the onboarding
process as described in Sign up for Citrix Cloud.

Remove partner or customer connections

Either the partner or the customer can terminate a connection at any time.

Remove a connection with a customer

To terminate a connection with a customer, the partner performs the following steps:

1. From the Citrix Cloudmenu in the top right corner of the console, selectMy Customers.
2. From the Customer Dashboard, locate the customer you want to manage.
3. Click the ellipsis menu for the customer and then select Remove Customer Connection.
4. When prompted to confirm the removal, select Remove.

Remove a connection with a partner

To terminate a connection with a partner, the customer performs the following steps:

1. From the user menu in the top left corner, select Account Settings.
2. From the Company Account page, locate the Partner Connections section.
3. Locate the partner you want to manage and then select Remove.
4. When prompted to confirm the removal, select Confirm.

Licensing trends

Partners can view licensing information for a customer by selecting View Licensing from the ellipsis
menu in the customer dashboard.
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Note:

Citrix Partners can view only the Licensing summary view and historical active usage trends.
They can’t view individual users who consume licenses for a given service.

To view the customer’s licensing summary for each service, select the Usage tab. For more usage
information, select View Usage Trend for the service entitlement you want to view.
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Depending on the service, usage trends include the following information:

• The ratio of assigned licenses to the total purchased
• Monthly and daily active users
• A visual breakdown of license assignments, active use, consumption per entitlement, and over‑
age.
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If needed, partners can export this information as a .csv file.

Bandwidth usage

For Citrix Gateway service, the licensing summary consists of the following information:

• Total bandwidth usage across all of the customer’s entitlements.
• Total bandwidth usage broken down by the customer’s monthly, annual, and termed entitle‑
ments.

• Total overage for the currentmonth. Formore information about howoverage is calculated, see
Overage.
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Select View Usage Trend at the far‑right side of the page for an entitlement to view the usage sum‑
mary. Select View Overage Chart to view overage over the past 12 months.

Depending on the entitlement, usage trends include the following information:

• The amount of consumedbandwidth among Citrix DaaS (VADService) and on‑premises Virtual
Apps and Desktops deployments with site aggregation.

• A visual breakdown of bandwidth usage for each individual month in which it was used.
(Monthly entitlements)

• A visual breakdown of Individual Usage of bandwidth that occurred during each single month
of the billing period. (Annual and Termed entitlements)

• A visual breakdown of Cumulative Usage of bandwidth that accumulated at eachmonth in the
billing period. (Annual and Termed entitlements)

If needed, partners can export this information as a .csv file.
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Customer licensing and usage for Citrix Service Providers

The Licensing feature in Citrix Cloud enables customers of Citrix Service Providers (CSP) to monitor
their licensesandusage for supportedCitrixDaaS (formerlyCitrix VirtualAppsandDesktops)products.
CSPs can sign in under their customer’s Citrix Cloud account to view and export this information as
well. For more information, see the following articles:

• Customer license and usage monitoring for Citrix DaaS

• Customer license and usage monitoring for Citrix DaaS Standard for Azure

Partner visibility into customers’notifications and support tickets

Partners can view notifications for their connected customers. Partners can also filter customer‑
specific notifications and take action, like dismissing the notification. Dismissed notifications don’t
show up for the partner. However, customers can still see the notification in their account after they
sign in to Citrix Cloud.

To view customer notifications:

1. Click the bell icon near the top of the management console, select My Customers, and then
select View all notifications.
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2. Select a customer from the drop‑downmenu to view that customer’s notifications.

Partners canview thenumberof support tickets for their customers through theCustomerDashboard.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 514



Citrix Cloud

Federated domains for Citrix Service Providers

Federated domains enable customer users to use credentials from a domain attached to your CSP
resource location to sign in to the workspace. This allows you to provide dedicated workspaces to
your customer users with a custom workspace URL, such as customer.cloud.com. The resource loca‑
tion is still on your partner Citrix Cloud account. You can provide dedicated workspaces alongside
the shared workspace that customers can access using your CSP workspace URL (for example, csp‑
partner.cloud.com). To enable customers to access their dedicated workspace, you add them to the
appropriatedomains that youmanage. After configuring theworkspace, customerusers can sign in to
their workspace and access the apps and desktops that you’vemade available through Citrix DaaS.

When you remove a customer from a federated domain, the customer’s users can no longer access
their workspaces using credentials from the partner’s domain.

For more information about using federated domains to deliver apps and desktops, see Citrix DaaS
for Citrix Service Providers.

Workspace appearance options for Citrix Service Providers

You can configure your workspace colors and logos with custom themes. To learn how to create cus‑
tom themes, see Customize the appearance of workspaces.

Note

Custom theming is a single‑tenant feature. Citrix Service Providers where service provider ten‑
ants share a resource location, cloud connectors, and active directory domain (multi‑tenant) are
not currently supported. Citrix Service Provider tenants that have their own dedicated resource
location, cloud connectors and dedicated active directory domain (single‑tenant) are fully sup‑
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ported.

Cloud Services

June 19, 2024

This article lists the cloud services that are offered through Citrix Cloud and links to the product doc‑
umentation for each service. For descriptions of these services and the offerings in which they are
included, see Service Descriptions for Citrix Services.

Citrix services

Analytics

• Analytics for Security
• Analytics for Performance
• Analytics ‑ Usage

Citrix DaaS

Citrix DaaS Standard for Azure

Endpoint Management

Gateway

ITSM Adapter for ServiceNow

Remote Browser Isolation

Secure Private Access

Session Recording service

Virtual Apps Essentials

Virtual Desktops Essentials

Workspace Environment Management

NetScaler services

Console

App Delivery and Security
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